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1
DETERMINING REDUNDANT RADIOS

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

This application is an application for reissue for U.S. Pat.
No. 10,609,571, which is incorporated hevein by reference in
its entirety.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of provisional patent
application Ser. No. 62/333,599, filed May 9, 2016. The
aforementioned related provisional patent application 1is
herein incorporated by reference in its entirety.

BACKGROUND

In order to deliver better Wi-Fi service and provide higher
throughput, there 1s a significant increase 1 density of APs
(access points) to cover large arcas as compared to a few
years ago.

While increasing the density of APs improves Wi-Fi
availability and throughput, 1t brings new challenges 1n
densely populated deployments. For example, radios 1n
multiple APs that are in close proximity may transmit
signals using the same channel of the same frequency band
which can cause high co-channel interference between the

radios. High co-channel interference can negatively aflect
the performance of the radios 1n the APs.

SUMMARY

One embodiment of the present disclosure provides a
device that includes a processor and a memory. The memory
contains a program that, when executed on the processor,
performs an operation. The operation includes, for an area
covered by a plurality of access points operating on a {first
channel 1n a frequency band, when a radio in a first access
point of the plurality of access points does not operate on the
first channel 1n the frequency band, simulating whether the
area covered by at least one other radio 1n the plurality of
access points satisfies a predetermined coverage threshold.
The operation also includes, upon simulating that the area
covered by at least one other radio 1n the plurality of access
points satisfies the predetermined coverage threshold, deter-
mimng that the radio 1n the first access point 1s redundant.
The operation further includes, upon determining that the
radio 1n the first access point 1s redundant, prohibiting the
radio 1in the first access point from operating on the first
channel 1n the frequency band.

One embodiment of the present disclosure provides a
computer program product that includes a non-transitory
computer-readable storage medium having computer read-
able program code embodied therewith. For an area covered
by a plurality of access points operating on a first channel in
a frequency band, when a radio 1n a first access point of the
plurality of access points does not operate on the first
channel in the frequency band, the computer readable pro-
gram code simulates whether the area covered by at least one
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other radio 1n the plurality of access points satisfies a
predetermined coverage threshold. Upon simulating that the
area covered by at least one other radio 1n the plurality of
access points satisfies the predetermined coverage threshold,
the computer readable program code determines that the
radio 1n the first access point 1s redundant. Upon determining
that the radio 1n the first access point 1s redundant, the
computer readable program code prohibits the radio in the
first access point from operating on the first channel 1n the
frequency band.

One embodiment of the present disclosure provides a
method. The method includes, for an area covered by a
plurality of access points operating on a first channel 1n a
frequency band, when a radio 1n a first access point of the
plurality of access points does not operate on the first
channel 1n the frequency band, simulating whether the area
covered by at least one other radio 1n the plurality of access
points satisfies a predetermined coverage threshold. The
method also includes, upon simulating that the area covered
by at least one other radio in the plurality of access points
satisfies the predetermined coverage threshold, determining
that the radio in the first access point 1s redundant. The
method further includes, upon determining that the radio n
the first access point 1s redundant, prohibiting the radio in
the first access point from operating on the first channel in
the frequency band.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a network controller controlling multiple
APs 1n a network, according to one embodiment herein.

FIG. 2 illustrates a network controller, according to one
embodiment herein.

FI1G. 3 1llustrates a method to determine redundant radios,
according to one embodiment herein.

FIG. 4 illustrates a method to implement a coverage peak
flattening algorithm, according to one embodiment herein.

FIG. 5 illustrates a square based model to approximate an
area covered by radios 1n a plurality of APs, according to one
embodiment herein.

FIG. 6 illustrates an area covered by radios 1n a plurality
of APs by using the square based model, according to one
embodiment herein.

FIG. 7 illustrates a visualized simulation of the coverage
peak flattening algorithm, according to one embodiment
herein.

FIG. 8 illustrates simulation results of the coverage peak
flattening algorithm, according to one embodiment herein.

FIG. 9 illustrates a method to implement a multi-point
check algorithm, according to one embodiment herein.

FIG. 10 1illustrates a diagram of the multi-point check
algorithm, according to one embodiment herein.

FIG. 11 illustrates a network controller controlling mul-
tiple radios to operate 1n different modes, according to one
embodiment herein.

DETAILED DESCRIPTION

One goal of Radio Resource Management (RRM) Trans-
mit Power Control algorithms 1s to reduce co-channel inter-
ference without impacting the effective coverage radius of a
radio. However, 1n dense deployments such as at enterprise
sites, stadium venues or educational institutions, even with
standard radio frequency (RF) planning and site surveys, the
APs tend to sufler from high co-channel interference. That
1s, multiple radios 1n multiple APs 1n close proximity may
transmit signals using the same channel of the same fre-
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quency band. Though the problem i1s usually seen with 2.4
GHz frequency band, radios using the 5 GHz frequency
band (or other frequency bands) can also experience high
co-channel interference.

In some 1nstances, a network engineer considers only the
5> GHz frequency band when determining the number and
the layout of the APs to provide wireless access for a defined
area. The 2.4 GHz frequency band 1s usually considered as
secondary to the 5 GHz frequency band. Because of the
lower frequency, wireless signals 1n the 2.4 GHz frequency
band can travel further than wireless signals in the 5 GHz
frequency band. Thus, coverage determinations made for the
5 GHz frequency band are not directly applicable to the 2.4
GHz frequency band. Therefore, the 2.4 GHz frequency
band may be configured manually, e.g., a system adminis-
trator simply makes an educated guess on how many 2.4
(GHz radios are needed to provide suflicient coverage to the
defined area. To prevent contention and reduce co-channel
interference between radios 1n multiple APs 1n the 2.4 GHz
frequency band, a system administrator may manually
power down some of the redundant 2.4 GHz radios. This
manual method, however, can be cumbersome, tedious, and
results 1n coverage holes. The present disclosure provides an
algorithm that can automatically determine redundant radios
in APs without creating coverage holes.

FIG. 1 illustrates a network controller controlling a plu-
rality of APs 1in a network, according to one embodiment
herein. In FIG. 1, the network controller 101 controls a
plurality of APs from AP1 to APS5. In one embodiment, each
AP 1ncludes two radios where the first radio 1s a dedicated
5> GHz radio that transmits signals 1n the 5 GHz frequency
band and the second radio 1s a XOR radio that can dynami-
cally switch between the 2.4 GHz and 5 GHz frequency
bands. That 1s, the second radio can transmit signals in either
the 2.4 GHz frequency band or the 5 GHz frequency band.
The two radios 1n an AP can be active simultaneously on the
same Irequency band or on different frequency bands. For
example, the XOR radio and the dedicated 5 GHz radio 1n
an AP can simultaneously transmit signals in the 5 GHz
frequency band by using different channels of the 5 GHz
frequency band. In one embodiment, the network controller
101 can be an AP, e.g., a master AP that can control other
APs. In another embodiment, the network controller 101 can
be a separate computing device. In another embodiment, the
network controller 101 can be a device 1n a cloud computing
environment.

In one embodiment, the APs can offer various services
based on the network deployment and client density. For
example, the AP1-APS5 have two operation modes, 1.€., a
local working mode and a non-client serving role. The
operation modes apply to both radios of an AP. Also, the
radios 1n AP1-APS have two radio roles, 1.e., a dedicated
radio role and an XOR radio role. In one embodiment, when
operating 1n the local working mode, the dedicated 5 GHz
radio transmits signals 1n the 5 GHz frequency band and the
XOR radio transmits signals 1n either the 2.4 GHz frequency
band or the 5 GHz frequency band. In the non-client serving
role, however, the dedicated 5 GHz radio and the XOR radio
do not transmit signals 1n either the 5 GHz or the 2.4 GHz
frequency bands. Also, 1n one embodiment, 1n the non-client
serving role, the radios consume lower power than in the
local working mode. In another embodiment, 1n the non-
client serving role, the radios are passive monitors that can
receive signals transmitted on the 5 GHz or the 2.4 GHz
frequency bands but do not transmit signals.

In one embodiment, the network controller 101 deter-
mines whether a radio in an AP 1s redundant. That 1s, the
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network controller 101 determines whether coverage area of
the radio 1s already covered sufliciently (fully or almost
tully) by at least one radio 1n a neighboring AP. For example,

if AP1’s XOR radio transmits signals using a channel of the
2.4 GHz frequency band and 1f AP2 and AP3’s XOR radios
also transmit signals using the same channel of the 2.4 GHz

frequency band which cover the same area as AP1’s XOR
radio, then AP1’s XOR radio 1s redundant. In this situation,

AP1’s redundant XOR radio may cause co-channel inter-
terence with AP2 and AP3’s XOR radios.

I1 the network controller 101 determines that a radio 1n an
AP 1s redundant in a frequency band, the network controller
101 manages the redundant radio to mitigate co-channel
interference 1n the frequency band, e.g., the network con-
troller 101 prohibits the redundant radio from transmitting
signals 1in the frequency band. In one embodiment, the
network controller 101 instructs AP1’s XOR radio to switch

to the 5 GHz frequency band. That is, the network controller
101 switches AP1’s XOR radio to transmit signals 1n the 5
GHz frequency band, so that AP1’s XOR radio does not

transmit signals 1n the 2.4 GHz frequency band. Thus, the
XOR radio of AP1 not only does not cause co-channel
interference 1 the 2.4 GHz frequency band but also
increases capacity in the 5 GHz frequency band. In another
embodiment, the network controller 101 instructs AP1’s
XOR radio to change from the local working mode to the
non-client serving role so that AP1’s XOR radio does not
transmit signals in the 2.4 GHz frequency band and does not
cause co-channel 1nterference in that band. In other embodi-
ments, based on the network deployment and user prefer-
ence, the network controller 101 1nstructs AP1’s XOR radio
to change from the local working mode to provide other
services such as Sensor Role for Wireless Service Assur-
ance, Pre-emptive Channel Availability Check (CAC) for
Zero-Touch Dynamic Frequency Selection (DFS) or to
operate as Standby Radio for Client-Aware Hot-Standby
mode.

FIG. 1 1illustrates only one embodiment herein. In other
embodiments, the network controller 101 may control a
different number of APs. Moreover, the APs may include a
different number of radios. For example, the APs may
include a dedicated 5 GHz radio, a dedicated 2.4 GHz radio,
and a XOR radio. In other embodiments, the radios of the
APs may transmit signals 1n frequency bands different from
the 5 GHz frequency band and the 2.4 GHz frequency band,
as understood by an ordinary person in the art.

FIG. 2 1llustrates the network controller 101, according to
one embodiment herein. The network controller 101
includes a processor 201 and a memory 202. The processor
201 may be any computer processor capable of performing
the functions described herein. Although memory 202 1s
shown as a single entity, memory 202 may include one or
more memory devices having blocks of memory associated
with physical addresses, such as random access memory
(RAM), read only memory (ROM), flash memory or other
types ol volatile and/or non-volatile memory.

The memory 202 includes a radio resource management
(RRM) component 203. The RRM component 203 provides
a system level management of co-channel interference, radio
resources, and other radio transmission characteristics in the
network. The RRM component 203 includes core algorithms
for controlling parameters such as transmit power, user
allocation, beamiforming, data rates, handover criteria,
modulation scheme, error coding scheme, etc. The RRM
component 203 aims to utilize the radio-frequency resources
and radio network infrastructure in an eflicient way.
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In one embodiment, the RRM component 203 receives
inter-radio measurement data reported from the APs con-
trolled by the network controller 101. The inter-radio mea-
surement data may include but 1s not limited to the channel
frequency between two radios of different APs, transmuit
power, antenna imnformation and the received signal strength
indicator (RSSI) or path loss between two radios of different
APs.

In one embodiment, the RRM component 203 performs

the inter-radio measurement based on a neighbor discovery
protocol (NDP). By using NDP, each radio 1n each AP sends

a broadcast message to all other radios 1n all other APs on
all channels so that all other radios operating on different
channels can receive the broadcast message. The broadcast
message may be a neighbor discovery packet with a pre-
defined packet format. When a radio 1n an AP receives the
neighbor discovery packet, 1t uses the neighbor discovery
packet to obtaimn the inter-radio measurement data, and
forwards the neighbor discovery packet and the inter-radio
measurement data to the RRM component 203. Based on the
received neighbor discovery packet and the inter-radio mea-
surement data, the RRM component 203 can understand
how every radio using a channel hears every other radio
using the same channel and how every AP relates to other
APs 1n the network controlled by the network controller 101.

The RRM component 203 includes a redundancy identi-
fication engine (RIE) 204. Based on the measurement data
received by the RRM component 203, the RIE 204 can
identily redundant radios in APs 1n a frequency band. The
RIE 204 includes a density value calculator 205, a radio
frequency (RF) constellation calculator 206 and a redun-
dancy determinator 207. The density value calculator 2035
identifies candidate APs for redundancy determination, the
RF constellation calculator 206 calculates relative locations
of neighboring APs, and the redundancy determinator 207
determines whether a radio 1n an AP 1s redundant.

The redundancy determinator 207 includes a coverage
peak flattening simulator 208 and a multi-point checker 209.
The coverage peak flattening simulator 208 models a total
coverage area covered by radios 1n a plurality of APs and
determines whether multiple radios are covering an over-
lapping area of the total coverage area. The coverage peak
flattening simulator 208 also predicts an impact to the total
coverage area 1f a radio 1n a selected AP does not transmut
signals 1n a frequency band.

After the coverage peak flattening simulator 208 deter-
mines that the impact to total coverage area 1s acceptable 1
the radio in the selected AP does not transmit signals in a
frequency band, the multi-point checker 209 further checks
whether the radio 1s contributing to coverage areas of one or
more radios in neighboring APs that are already determined
as redundant. For example, 11 a radio 1n a neighboring AP
does not transmit signals in the frequency band because the
radio in the neighboring AP was previously identified by the
RIE 204 as redundant, the multi-point checker 209 checks
whether the radio 1n the selected AP 1s transmitting signals
in the original coverage area (the coverage area before the
redundant radio 1s prohibited from transmitting signals) of
the redundant radio 1n the neighboring AP. If the coverage
area of the radio 1n the selected AP does not overlap with the
coverage areas ol one or more radios in neighboring APs that
are already determined as redundant, the multi-point checker
209 further ensures that the coverage area of the radio 1n the
selected AP 1s sufliciently covered by one or more radios 1n
neighboring APs that are transmitting signals in the fre-
quency band. Algorithms implemented by the coverage peak
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flattening stmulator 208 and the multi-point checker 209 will
be described 1n greater detail below.

When a radio 1n an AP 1s 1dentified as redundant by the
RIE 204, the RRM component 203 manages the redundant
radio 1 the AP to mitigate co-channel interference in a
frequency band, e.g., the RRM component 203 sends con-
figuration messages to the AP either to switch the redundant
radio to transmit signals i a different frequency band or
change the radio into the non-client serving role. Thus, the
redundant radio is prohibited from transmitting signals 1n the
current frequency band or 1s prohibited from operating on 1ts
assigned channel to serve clients, so that co-channel inter-
ference caused by the redundant radio 1s mitigated.

FIG. 3 illustrates a method 300 to determine redundant
radios, according to one embodiment herein. At block 301,
the density value calculator 203 calculates, for each radio of
a plurality of APs operating in a frequency band, a respective
density value based on radios in neighboring APs that are
within a threshold range of the radio, e.g, within a predefined
distance from the radio. In one embodiment, radios in the
neighboring APs are 1n direct communication with the radio
in the frequency band, e.g., the 2.4 GHz frequency band. In
one embodiment, the RRM component 203 uses NDP to
calculate a respective density value indicating respective
neighboring APs that are in direct communication with a
radio in an AP.

Using NDP, a radio 1n an AP sends a broadcast message
to all other radios 1n the neighboring APs using the fre-
quency band. In one embodiment, when a neighboring AP
receives the neighbor discovery packet, the neighboring AP
forwards the neighbor discovery packet with information
indicating that the neighbor discovery packet 1s directly
received from the sending AP to the RRM component 203.
In this way, the RRM component 203 can identily the
neighbors of the AP that sent the broadcast message.

In one embodiment, after the neighboring APs are 1den-
tified for each AP controlled by the network controller 101,
the density value calculator 205 determines a density value
for radios of the APs. Generally, the stronger neighbor
relationship a radio has, the greater the density value
assigned to that radio. For example, the more neighbors a
radio has, the greater the density value assigned to that radio.

At block 302, the density value calculator 205 selects one
or more APs from the plurality of APs based on the respec-
tive densities values. In one embodiment, the density value
calculator 205 selects the AP having a radio with the highest
density value as the first candidate AP for redundancy
determination. The second and the following candidate APs
can be selected similarly, as understood by an ordinary
person 1n the art.

In other embodiments, the density value calculator 205
selects an AP having a radio with the least load from the
plurality of APs as the first candidate AP for redundancy
determination. In other embodiments, the density value
calculator 205 selects the AP having a radio with the highest
cumulative RSSI for the first n neighbors as the first can-
didate AP for redundancy determination.

At block 303, for each selected AP, the RF constellation
calculator 206 calculates locations of the selected AP’s
respective neighboring APs relative to the selected AP. In
one embodiment, the RF constellation calculator 206 calcu-
lates locations of neighboring APs relative to the selected
AP, based on the inter-radio measurement data such as the
RSSI or path loss between two radios 1n different APs, as
explained above.

In one embodiment, the RF constellation calculator 206
uses the imverse of the indoor Okumura-Hata model to
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derive estimated distances between each pair of APs. Using
this model, the RF constellation calculator 206 can use the
RSSI and/or path loss between two radios of each pair of
APs to derive estimated distances between each pair of APs,
as understood 1n the art. After calculating the distances
between each pair of APs, without loss of generality, the
selected AP 1s placed on the origin and has a coordinate of
(0, 0). The RF constellation calculator 206 calculates the
relative location (e.g., coordinates) of each neighboring AP
to the selected AP, based on the estimated distances between
cach pair of APs, as understood 1n the art.

At block 304, the coverage peak flattening simulator 208
performs a peak coverage tlattening algorithm on radios in
the selected APs to determine one or more radios that are
potentially redundant in the frequency band. A radio 1n an
AP 1s potentially redundant 11 the coverage peak flattening
simulator 208 predicts that removing the radio does not
allect the total coverage area, thus the coverage area of the
radio 1n the AP 1s sufliciently covered by at least one radio
of the AP’s neighboring APs. In one embodiment, the
coverage peak flattening simulator 208 performs a peak
coverage tlattening algorithm on the XOR radios in the
selected APs to determine whether the XOR radios are
potentially redundant 1n the 2.4 GHz frequency band. The
peak coverage flattening algorithm 1s described in detail
later using FIGS. 4-8.

At block 305, once the coverage peak flattening simulator
208 has provided a list of potentially redundant radios, the
multi-point checker 209 then performs the multi-point check
algorithm on the potentially redundant radios. For each
potentially redundant radio, at block 3035, the multi-point
checker 209 further checks whether the radio has a coverage
area that overlaps with coverage areas of radios in neigh-
boring APs that were already determined as redundant. IT
not, at block 305, the multi-point checker 209 further
ensures that the coverage area of the radio 1n the selected AP
1s sulliciently covered by one or more radios 1n neighboring
APs. In other words, after the coverage peak flattening
simulator 208 predicts that the coverage area of the radio 1n
the selected AP 1s sufliciently covered by at least one radio
of its neighboring APs and the radio 1s potentially redundant,
the multi-point checker 209 verifies whether the prediction
made by the coverage peak flattening simulator 208 1s
correct. The multi-point check algorithm 1s described 1n
detail later using FIGS. 9-10.

At block 306, the multi-point checker 209 determines
whether the radios are actually redundant. If the answer 1s
“NO” at block 306. The method 300 proceeds to block 307.
At block 307, the RRM component 203 does not prohibit the
potentially redundant radios identified at block 304 from
transmitting signals in the frequency band since these radios
are not redundant—i.e., their coverage areas are not suili-

ciently covered by radios in neighboring APs.
On the other hand, i1f the answer 1s “YES” at block 306,

the method 300 proceeds to block 308. At block 308, the
RRM component 203 prohibits the redundant radio in the
selected AP from transmitting signals 1n the frequency band.

In one embodiment, 1n order to prohibit the redundant
radio 1n the selected AP from transmitting signals in the
frequency band, either the redundant radio 1s switched to
transmit signals 1n a different frequency band or the redun-
dant radio 1s changed to the non-client serving role. Spe-
cifically, once a radio 1n an AP 1s 1dentified as redundant by
the RIE 204, the RRM component 203 sends configuration
messages to the AP either to switch the redundant radio to
transmit signals in a different frequency band or change the
radio into a non-client serving role.
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For example, 11 an XOR radio of an AP that 1s transmitting,
signals in the 2.4 GHz frequency band 1s determined as a
redundant radio, the RRM component 203 can either switch
the XOR radio to transmit signals in the 5 GHz frequency
band or change the XOR radio ito the non-client serving
role depending on the users’ requirements or the usages of
the network. For example, the RRM component 203 can
switch the XOR radio to transmit signals in the 5 GHz
frequency band to serve more users 1n the 5 GHz frequency
band, or the RRM component 203 can change the XOR
radio 1nto the non-client serving role. Because the redundant
XOR radio 1s no longer transmitting signals in the 2.4 GHz
frequency band, the redundant XOR radio does not cause
co-channel interference 1n the 2.4 GHz frequency band.

In one embodiment, when users 1n the 2.4 GHz frequency
band are associated with a weaker RSSI to a nearby AP or
in case that a neighboring 2.4 GHz radio does not work
properly, the RRM component 203 can revert the XOR radio
back to the 2.4 GHz frequency band to transmit signals 1n the

2.4 GHz frequency band to avoid coverage holes 1n the 2.4
GHz frequency band. When the XOR radio 1s reverted back

to the 2.4 GHz frequency band, the XOR radio will be
ignored 1n future redundancy identification for a time period,
¢.g., the next 60 minutes.

After the RRM component 203 prohibits the redundant
radio from transmitting signals in the frequency band or
prohibits the redundant radio from operating on 1ts assigned
channel to serve clients, at block 309, the RRM component
203 dynamically transiers the radio to operate 1n a suitable
operation mode, based on the users’ requirements and/or the
network conditions.

In one embodiment, when RIE 204 of the network con-
troller 101 1dentifies one or more redundant radios, RRM
203 of the network controller 101 utilizes channel, power
and client optimization algorithms to evaluate RF condi-
tions, available channel sets and client density 1n order to
determine how to operate the redundant radios.

FIG. 4 illustrates a method 400 to implement the coverage
peak flattening algorithm described at block 304 of the
method 300, according to one embodiment herein. At block
401, the coverage peak flattening simulator 208 models a
total coverage area covered by the plurality of APs trans-
mitting signals i the frequency band. The method 400 1s
described 1n parallel with FIGS. 5-8.

FIG. 5 shows a square based model of the total coverage
area, according to one embodiment herein. As shown in FIG.
5, the circle 501 with a radius R indicates an actual total
coverage area covered by an AP. The size of the actual total
coverage area is m*R*. While modeling the actual total
coverage area by using the circle 301 provides an accurate
model, doing so introduces intensive computational com-
plexity when determining overlapping coverage areas of
multiple APs 1nside the circle 501. Thus, in order to reduce
the computational complexity, the coverage peak flattening
simulator 208 models the actual total coverage area using a
square based model which also provides a suiliciently accu-
rate model.

In one embodiment, at block 401, the coverage peak
flattening simulator 208 models the actual total coverage
area using a square based model to approximate the actual
total coverage area inside the circle 501. For example, there
are three candidate square based models. The area indicated
by the square 502 1s the first candidate square based model.
The side length of the square 502 is V2*R and the size inside
the square 502 is 2*R”. The area indicated by the square 503
1s the second candidate square based model. The side length
of the square 502 1s 2*R and the size mside the square 502
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is 4*R>. The area indicated by the square 504 (using dotted
lines) 1s the third candidate square based model. The side
length of the square 502 is (1+1/V2)R and the size inside the
square 502 is (1.5+V2)R>. Among the three square based
models, the size mnside the third square based model, 1.¢.,
(1.5+V2)R?, is the closest to the size of the actual total
coverage area, i.e., t*R*. Thus, the coverage peak flattening
simulator 208 uses the third square based model inside the
square 504 to approximate the actual total coverage area
inside the circle 501. In other embodiments, the coverage
peak tlattening simulator 208 can use the first or the second
square based models depending on the requirement of the
accuracy to approximate the actual total coverage area.

FIG. 6 illustrates the total coverage area by using the third
square based model, according to one embodiment herein. In
FIG. 6, the total coverage area 1s a 60 meterx60 meter square
area. The 60 meterx60 meter square area 1s split mnto a
plurality of grids. Each grid indicates a sub-area that 1s
covered by one or more radios in the APs. The grids that are
covered by multiple radios are considered as overlapping
coverage areas. In one embodiment as shown 1n FIG. 6, the
orid with a lighter color or shading 1s covered by a higher
number of radios than the grid with a darker color or
shading. For example, the grid indicated by arrow 601 1s
covered by 5 radios while the grid indicated by arrow 602 1s
covered by 2 radios.

Returning to method 400, at block 402, the coverage peak
flattening simulator 208 simulates the impact to the total
coverage area when the radio 1n the selected AP does not
transmit signals 1n the frequency band. If the total coverage
area satisiies a pre-defined coverage threshold, even after
prohibiting the radio in the selected AP from transmitting
signals 1n the frequency band then the coverage peak flat-
tening simulator 208 predicts that the coverage area of the
radio 1n the selected AP 1s sutliciently covered by at least one
radio of its neighboring APs. On the other hand, 1f the radio
in the selected AP 1s prohibited from transmitting signals 1n
the frequency band and the total coverage area does not
satisty the pre-defined coverage threshold, the coverage
peak tlattening simulator 208 predicts that the coverage area
of the radio 1n the selected AP 1s not suthiciently covered by
at least one of 1ts neighboring APs.

FIG. 7 illustrates a visualized simulation of the coverage
peak flattening algorithm, according to one embodiment
herein. In the simulations, the total coverage area 1s the 60
meterx60 meter square area as shown in FIG. 6. As shown
in FIG. 7, a grnnid 1n the 60 meterx60 meter area 1s denoted
by 1ts coordinates 1n X axis and Y axis, and number of APs
that cover the gird 1n a frequency band 1s denoted by its
coordinate 1n Z axis. For example, 701 denotes a grid at (20,
10) which 1s covered by 6 APs 1n a frequency band, e.g.,
there are six radios 1n six APs that are transmitting signals
in the 2.4 GHz frequency band. Thus, the coordinate at 701
1s (20, 10, 6). Stmilarly, 702 denotes a grid at (30, 10) which
1s covered by 5 APs in the frequency band. Thus, the
coordinate at 702 1s (30, 10, 5). Also, 703 denotes a grid at
(50, 50) which 1s not covered by any AP 1n the frequency
band. Thus, the coordinate at 703 1s (50, 50, 0). The total
coverage area 1s reduced whenever one of the coordinates
which was previously covered by at least one AP 1s no longer
covered by any AP 1n the simulation.

In one embodiment, the simulation of coverage peak
flattening algorithm starts from the highest peak 701 1n the
simulation and an AP that covers grid 701 which has the
highest density value. In another example, the simulation of
coverage peak flatteming algorithm may select an AP that
covers grid 701 and has the least load among the 6 APs that
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cover grid 701. In the simulation, the radio in the selected
AP that covers grid 701 1s prohibited from transmitting
signals 1n the frequency band or 1s prohibited from operating
on 1ts assigned channel to serve clients. For example, the
XOR radio in the selected AP that covers grid 701 1s
prohibited from transmitting signals 1n the 2.4 GHz fre-
quency band. The simulation results determine whether the
total coverage area 1s changed.

Once the simulation for the selected AP 1s finished, at
block 403, the coverage peak flattening simulator 208 deter-
mines whether the impact to the total coverage area 1s
acceptable. In one embodiment, if the total coverage area
satisfies the coverage threshold, the impact to the total
coverage area 1s considered as acceptable. Otherwise, the
impact to the total coverage area 1s considered as not
acceptable. For example, the coverage threshold can be a
tolerance factor T, which indicates that the current total
coverage area after prohibiting the radio 1n the selected AP
from transmitting signals in the frequency band 1s ™, e.g.,
90%, of the geographic area of the original total coverage
area belore prohibiting the radio 1n the selected AP from
transmitting signals in the frequency band. After prohibiting
the radio 1n the selected AP from transmitting signals 1n the
frequency band, the current coverage area 1s the area cov-
ered by at least one radio 1 one of the APs that are
continuing to transmit signals 1n the frequency band.

If the impact to the total coverage area 1s not acceptable
at block 403, e.g., the current total coverage area 1s below
™% of the orniginal total coverage areca, the method 400
proceeds to block 405 where the coverage peak flattening
simulator 208 determines that radio 1n the selected AP 1s not
potentially redundant 1n the frequency band. In one embodi-
ment, the AP with the highest density value does not have a
redundant radio, the coverage peak flattening simulator 208
continues to select another AP.

On the other hand, if the impact to the total coverage area
1s acceptable, e.g., the current total coverage area 1s at least
™ of the oniginal total coverage area, at block 404, the
coverage peak flattening simulator 208 determines that the
radio in the selected AP 1s potentially redundant in the
frequency band. For example, if the impact to the total
coverage area 1s acceptable, the radio in the selected AP that
covers grid 701 1s determined as potentially redundant and

removed from the simulation. That 1s, after one simulation,
the coordinate at 701 1s changed from (20, 10, 6) to (20, 10,

S).

In one embodiment, the coverage peak flattening algo-
rithm can be implemented recursively. As shown 1n FIG. 4,
alter determining whether the radio 1n the selected AP 1s

potentially redundant at block 404 or 405, the method 400
proceeds to block 406. At block 406, the coverage peak
flattening simulator 208 selects the next candidate AP. In one
embodiment, the coverage peak flattening simulator 208
selects the candidate AP with the second highest density
value (peak).

At block 407, the coverage peak flattening simulator 208
determines whether the next candidate AP 1s found. If the
answer at block 407 1s “Yes”, then the method 400 1n FIG.
4 returns to block 402 to implement the coverage peak
flattening algorithm for the next candidate AP and so on. If
the answer at block 407 1s “No”, the method 400 proceeds
to block 408 to finish the simulation.

In one embodiment, the simulation runs recursively until
the 1mpact to the total coverage area 1s not acceptable. In
each 1teration of the simulation, a radio 1n a selected AP that
covers a grid in the 60 meterx60 meter area 1s prohibited
from transmitting signals in a frequency band or 1s prohib-
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ited from operating on its assigned channel to serve clients.
When the coverage peak flattening algorithm 1s i1mple-
mented multiple times until the 1mpact to the total coverage
area 1s not acceptable, e.g., until the coverage threshold 1s
reached, multiple APs may be determined as potentially
redundant and are removed from the simulation. Accord-
ingly, the coordinates at different grids may be changed
when the simulation 1s ended.

FIG. 8 illustrates the simulation results of the coverage
peak flattening algorithm, according to one embodiment
herein. As shown in FIG. 8, when the simulation 1s 1imple-
mented multiple times until the coverage threshold 1is
reached, the coordinate at 701 1s (20, 10, 3), which indicates
that 3 APs cover grid 701 while satisfying the acceptable
total coverage area, 1.e., 3 APs among the original 6 APs that
cover grid 701 are determined as potentially redundant.
Also, when the simulation 1s implemented multiple times
until the threshold is reached, the coordinate at 702 1s (30,
10, 3) which indicates that 3 APs cover grid 702 while
satisfying the acceptable total coverage area, 1.e., 2 APs
among the original 5 APs that cover grid 702 are determined
as potentially redundant. Thus, the number of APs that cover
a same grid in the 60 meterx60 meter area 1s reduced, 1.e.,
the density value (peak) 1s flattened. Using the coverage
peak flattening algorithm recursively, the coverage peak
flattening simulator 208 can determine which APs include
potentially redundant radios based on the simulation results.

FIGS. 4-8 only show one embodiment herein. In another
embodiment, a separate computing system can model the
area and performs the simulation. The separate computing
system can transmit the simulation results to the network
controller 101 to determine whether the selected AP has a
redundant radio in the frequency band.

FIG. 9 illustrates a method 900 for performing the multi-
point check algorithm as described at block 307 of the
method 300, according to one embodiment herein. At block
901, the multi-point checker 209 selects a set of points
distributed within a coverage area of the radio in the selected
AP.

In one embodiment, at block 901, the multi-point checker
209 selects a set of 13 points. FIG. 10 illustrates the
multi-point check algorithm using a 13-point distribution
(including the origin), according to one embodiment herein.
As shown, the selected AP 1001 1s located at the origin with
the coordinate (0, ) and another three neighboring APs
1002 are located nearby. A coverage circle 1003 indicates
the coverage area of the radio (e.g., the XOR radio) in the
selected AP 1001 1n the frequency band (e.g., the 2.4 GHz
frequency band). Similarly, the three coverage circles for the
neighboring APs 1002 are denoted as 1005, which indicate
the coverage areas of the radios in the three neighboring APs
in the same frequency band. The multi-point checker 209
selects the origin and also selects another 12 points 1n the
coverage circle 1003. This includes 8 points uniformly
distributed on the coverage circle 1003 and another 4 points
uniformly distributed inside the coverage circle 1003. For
simplicity of illustration, only two of the 12 points are
denoted as 1004.

Once the set of points 1s selected, at block 902, the
multi-point checker 209 determines coordinates of each of
the set of points. In FIG. 10, the multi-point checker 209
determines the coordinates of each of the 12 points 1004
relative to the origin (the origin’s coordinate 1s known as
(0,0)). The multi-point checker 209 calculates the coordi-
nates of each of the 12 points 1004 relative to the origin
based on the distances of each of the 12 points 1004 relative
to the origin and the uniform distribution of the 12 points.
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For example, the coordinates of the 8 points uniformly
distributed on the coverage circle 1003 can be (0, r),

1 1
(r, 0),
1 1
)
(0, —=1),
| |
=)
(—r, 0),
| 1
-5 )

and the coordinates of the 4 points uniformly distributed
inside the coverage circle 1003 can be

(1 1 ) (1 | ] ( 1 1 ) (1 | )
P ANt AN PR ont 4PNt 4 PO Manibunk A" Sty A P3N et A Siamionat A P
2 2 2 2 2 2 2 2

where r 1s the radius of the selected AP 1001°s coverage

circle 1003, denoted as 1007.

Returning to the method 900, at block 903, the multi-point
checker 209 calculates RF distances between each neigh-
boring AP of the selected AP and each of the set of points.
In one embodiment, RF distances refer to distances that are
computed solely based on the measured path loss between
APs. RF distances do not necessarily correspond to the
physical location distances. For example, the presence of a
wall between two APs will cause a further RF distance
between the two APs than the physical distance. In some
embodiments of the present disclosure, using RF distances
1s preferred to using the physical distances.

As shown 1n FIG. 10, the multi-point checker 209 calcu-
lates the distances between each neighboring AP 1002 and
each of the 13 points (the 12 points 1004 and the origin),
based on the coordinates of each neighboring AP 1002 and
the coordinates of each of the 13 points. In one embodiment,
the RF constellation calculator 206 calculates the coordi-
nates of each neighboring AP 1002 relative to the origin as
described above. For each of the three neighboring APs
1002, the multi-point checker 209 calculates the distances
between the neighboring AP 1002 and each of the 13 points.

Once distances between each neighboring AP of the
selected AP and each of the set of points are calculated, at
block 904, the multi-point checker 209 compares the dis-
tance between a point and a neighboring AP with that
neighboring AP’s coverage radius in the frequency band. As
shown 1n FIG. 10, the multi-point checker 209 compares the
distance between a point 1004 and a neighboring AP 1002
with that neighboring AP 1002°s coverage radius in the
frequency band. A neighboring AP 1002’s coverage radius 1s

the radius of that neighboring AP 1002’s coverage circle
1005, denoted as 1006.

Based on the comparisons in block 904, at block 905, the
multi-point checker 209 determines whether the radio in the
selected AP i1s contributing to coverage areas of one or more
radios 1n neighboring APs that are already determined as
redundant. In one embodiment, if a radio in a neighboring
AP 1s already marked as redundant, the multi-point checker
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209 determines whether one or more points of the set of
points are 1side the coverage area of the redundant radio 1n
the neighboring AP. If so, the radio in the selected AP
contributes to the coverage area of the redundant radio 1n
neighboring APs (“YES” at block 905). For example, it 1s
assumed that the radio 1 the leftmost neighboring AP 1002
was previously determined as redundant and does not trans-
mit signals. The multi-point checker 209 determines
whether one or more points of the set of points 1004 are
inside the lettmost circle 1005 (the original coverage area of
the leftmost neighboring AP 1002 before it 1s prohibited
from transmitting signals). As shown 1n FIG. 10, there are 6
points 1004 inside the leftmost circle 1003, thus, the multi-
point checker 209 determines that the radio 1001 1s contrib-
uting to the coverage area of the redundant radio in the
leftmost neighboring AP 1002. Then the method 900 pro-
ceeds to block 908. At block 908, the multi-point checker
209 determines that the radio in the selected AP 1s not
redundant in the frequency band. In this way, the multi-point
checker 209 avoids potential coverage holes, e.g., one or
more radios covering the same area are determined as
redundant such that there are some areas previously covered
are not covered anymore.

In one embedment, at block 905, the multi-point checker
209 also 1dentifies which neighboring AP includes which of
the set of points in the neighboring AP’s coverage area. In
this way, the multi-point checker 209 identifies the one or
more neighboring APs that contribute coverage to the cov-
erage area of the radio 1n the selected AP.

If the answer at block 905 15 “NO”, the method proceeds
to block 906. At block 906, the multi-point checker 209
determines whether a pre-defined number of points of the set
of points are inside at least one neighboring AP’s coverage
area 1n the frequency band. Referring to FIG. 10, 1f the
distance between a point 1004 and a neighboring AP 1002
1s less than the coverage radius 1006 of that neighboring AP
1002 in the frequency band, the multi-point checker 209
determines that the point 1004 1s inside the coverage area of
that neighboring AP 1002 in the frequency band. In this way,
the multi-point checker 209 determines whether a pre-
defined number of the 13 points are inside one or more
neighboring APs 1002°s coverage areca in the frequency
band.

In one embodiment, the multi-point checker 209 deter-
mines whether all the points of the set of points are inside at
least one neighboring AP’s coverage area in the frequency
band. In another embodiment, the multi-point checker 209
determines whether a certain number (not all) of points of
the set ol points are inside at least one neighboring AP’s
coverage area 1n the frequency band. That 1s, the multi-point
checker 209 checks all the points and can nonetheless
determine whether a threshold number (but not all) of the set
of points are iside a neighboring AP’s coverage area 1n the
frequency band. In another embodiment, the multi-point
checker 209 uses a coverage overlap factor (COF) to indi-
cate how well the circle 1s covered, e.g., fully covered or
almost fully covered. In one embodiment, the COF 1is
defined as: (percentage of points 1n circle fully covered)+
ax(percentage of points in circle covered with an additional

margin based on their proximity to the origin), where a 1s a
coellicient and O<oa<1.

If the answer at block 906 1s “YES”, at block 907, the
multi-point checker 209 determines that the radio in the
selected AP 1s redundant in the frequency band, i.e., the
selected candidate AP has a redundant radio in the frequency
band. For example, as shown 1n FIG. 10, all the 13 points
1004 are inside the coverage circle 1005 of at least one

10

15

20

25

30

35

40

45

50

55

60

65

14

neighboring AP 1002. The coverage area of the selected AP
1001 1n the frequency band 1s considered as sufliciently
covered by one or more of 1ts neighboring APs 1002. Thus,
the radio 1n the selected AP 1001 transmitting signals in the
frequency band 1s determined as redundant in the frequency

band.

It the answer at block 906 1s “NO”, at block 908, the
multi-point checker 209 determines that the radio in the
selected AP 1s not redundant in the frequency band. For
example, 1f a pre-defined number of the 13 points in FIG. 10
are not 1nside at least one neighboring AP 1002°s coverage
circle 1005, the selected AP 1001°s coverage area in the
frequency band 1s not considered as sufliciently covered by
one or more of 1ts neighboring APs 1002. Thus, the multi-
point checker 209 determines that the radio in the selected
AP 1001 1s not redundant in the frequency band.

In one embodiment, after determining whether the radio
in the selected AP 1s redundant, the multi-point checker 209
implements the multi-point check algorithm to determine
whether the next candidate AP has a redundant radio and so
on. For example, after the coverage peak flatteming simulator
208 performs the coverage peak flatteming algorithm recur-
sively, the coverage peak flattening simulator 208 can pro-
vide a list of potentially redundant radios to the multi-point
checker 209. The multi-point checker 209 can perform the
multi-point check algorithm on each radio in the list, as
understood by an ordinary person 1n the art.

FIG. 10 only illustrates one embodiment of the multi-
point check algorithm. In other embodiments, a different
number of points may be used. In other embodiments, the
multiple points may be distributed at different locations on
or inside the selected AP’s coverage circle. In other embodi-
ments, the coverage circles may 1ndicate different coverage
areas, ¢.g., the XOR radios’ coverage area 1n the 5 GHz
frequency band.

FIG. 11 1llustrates that the network controller 101 controls
multiple redundant XOR radios 1n 2.4 GHz frequency band
to operate in different operation modes, according to one
embodiment herein. In FIG. 11, the XOR radios in AP1-APS
are determined as redundant radios 1n 2.4 GHz frequency
band. RRM 203 of the network controller 101 sends difler-
ent configuration messages to different redundant XOR
radios to instruct the redundant XOR radios to operate in
different modes. For examples, the XOR radio in AP1 1s
switched to transmit signals 1n 5 GHz frequency band due to
high client density in 5 GHz frequency band. The XOR radio
in AP2 1s changed to the non-client serving role to perform
security and network momitoring. The XOR radio in AP3 1s
operated as a spectrum sensor to provide wireless service
assurance service. The XOR radio in AP4 1s operated to
provide Channel Availability Check (CAC) for Zero-Touch
Dynamic Frequency Selection (DFS) service. The XOR
radio 1n APS 1s operated as Client-Aware high availability
(HA) Radio 1n a hot-standby mode. In other embodiments,
the network controller 101 can control the redundant XOR
radios to operate 1n other modes, as understood by an
ordinary person 1n the art. Thus, the network controller 101
can dynamic configure redundant XOR radios based on
evaluations of RF conditions, available channel sets and
client density in the network.

The descriptions of the various embodiments of the
present 1nvention have been presented for purposes of
illustration, but are not intended to be exhaustive or limited
to the embodiments disclosed. Many modifications and
variations will be apparent to those of ordinary skill 1n the
art without departing from the scope and spirit of the
described embodiments. The terminology used herein was
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chosen to best explain the principles of the embodiments, the
practical application or technical improvement over tech-
nologies found in the marketplace, or to enable others of
ordinary skill in the art to understand the embodiments
disclosed herein.

In the preceding, reference i1s made to embodiments
presented 1n this disclosure. However, the scope of the
present disclosure 1s not limited to specific described
embodiments. Instead, any combination of the following
features and elements, whether related to different embodi-
ments or not, 1s contemplated to implement and practice
contemplated embodiments. Furthermore, although embodi-
ments disclosed herein may achieve advantages over other
possible solutions or over the prior art, whether or not a
particular advantage 1s achieved by a given embodiment 1s
not limiting of the scope of the present disclosure. Thus, the
following aspects, features, embodiments and advantages
are merely illustrative and are not considered elements or
limitations of the appended claims except where explicitly
recited 1n a claim(s). Likewise, reference to “the invention”™
shall not be construed as a generalization of any mventive
subject matter disclosed herein and shall not be considered
to be an element or limitation of the appended claims except
where explicitly recited 1 a claim(s).

Aspects of the present mnvention may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment (including firmware, resident software, micro-code,
etc.) or an embodiment combining software and hardware
aspects that may all generally be referred to herein as a
“circuit,” “module” or “system.”

The present invention may be a system, a method, and/or
a computer program product. The computer program prod-
uct may include a computer readable storage medium (or
media) having computer readable program instructions
thereon for causing a processor to carry out aspects of the
present mvention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
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prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine 1nstructions, machine dependent instructions,
microcode, firmware istructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a standalone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLLA) may execute the computer
readable program 1nstructions by utilizing state information
of the computer readable program 1nstructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present 1nvention.

Aspects of the present invention are described herein with
reference to flowchart 1llustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart 1llustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
istructions which implement aspects of the function/act
specified 1n the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series ol operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the instructions which execute on
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the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block 1n the flowchart
or block diagrams may represent a module, segment, or
portion ol instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, 1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks 1n the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

While the foregoing 1s directed to embodiments of the
present invention, other and further embodiments of the
invention may be devised without departing from the basic
scope thereol, and the scope thereof 1s determined by the
claims that follow.

What 1s claimed 1s:

1. A device, comprising:

a Processor;

a memory containing a program that, when executed on
the processor, performs an operation, the operation
comprising;
simulating, at a network controller, a coverage area

model for an area covered by a plurality of access
points controlled by the network controller and oper-
ating 1n a frequency band:
when a radio 1n a first access point of the plurality of
access points does not operate 1n the frequency band,
determinming, using the coverage area model, whether
the area covered by at least one other radio in the
plurality of access points satisfies a predetermined
coverage threshold for the area covered by the plu-
rality of access points;
upon determining that the area covered by at least one
other radio 1n the plurality of access points satisfies
the predetermined coverage threshold, determining,
at the network controller, that the radio 1n the first
access point 1s redundant; and
upon determining that the radio 1n the first access point
1s redundant, prohibiting, via the network controller,
the radio 1n the first access point from operating 1n
the frequency band.

2. The device of claim 1, wherein determiming that the
radio in the first access point 1s redundant comprises:

selecting a set of points distributed within a coverage area
of the radio in the first access point;

calculating distances between each of a plurality of neigh-
boring access points of the first access point and each
of the set of points, wherein the plurality of neighboring
access points are in direct communication with the
radio in the first access point; and

determining that a pre-defined number of the set of points
are 1nside the coverage area of at least one of the
plurality of neighboring access points based on the
calculated distances.
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3. The device of claim 2, wherein determining that the
radio 1n the first access point 1s redundant comprises:

determining that the radio in the first access point 1s not
contributing to coverage areas of one or more radios 1n
the plurality of neighboring access points that are
already determined as redundant.

4. The device of claim 2, wherein determining that the
radio in the first access point 1s redundant comprises:

identifying one or more radios 1n the plurality of neigh-
boring access points that contribute coverage to the
coverage area of the radio 1n the first access point.

5. The device of claim 1, wherein the radio in the first
access point comprises a XOR radio configured to dynami-
cally switch between the frequency band and a different
frequency band.

6. The device of claim 1, wherein the predetermined
coverage threshold comprises a percentage of a size of the
area.

7. The device of claim 1, wherein the operation further
COmMprises:

when a radio 1n a second access point of the plurality of
access points does not operate 1n the frequency band,
simulating whether the area covered by at least one
other radio 1n the plurality of access points satisfies the
predetermined coverage threshold; and

upon simulating that the area covered by at least one other
radio in the plurality of access points does not satisty
the predetermined coverage threshold, determining that
the radio 1n the second access point 1s not redundant.

8. A computer program product, comprising:

a non-transitory computer-readable storage medium hav-
ing computer readable program code embodied there-
with, wherein the computer readable program code 1s
configured to:
simulate, at a network controller, a coverage area model

for an area covered by a plurality of access points

operating 1n a frequency band:

when a radio 1n a first access point of the plurality of
access points does not operate i the frequency
band, determining, using the coverage area model,
whether the area covered by at least one other
radio 1n the plurality of access points satisfies a
predetermined coverage threshold for the area
covered by the plurality of access points;

upon determining that the area covered by at least
one other radio in the plurality of access points
satisfies the predetermined coverage threshold,
determine, at the network controller, that the radio
in the first access point 1s redundant; and

upon determiming that the radio 1n the first access
point 1s redundant, prohibit, via the network con-
troller, the radio 1n the first access point from
operating 1n the frequency band.

9. The computer program product of claim 8, wherein the
computer readable program code 1s further configured to:

select a set of points distributed within a coverage area of
the radio 1n the first access point;

calculate distances between each of a plurality of neigh-
boring access points of the first access point and each
of the set of points, wherein the plurality of neighboring
access points are 1n direct communication with the first
access point; and

determine that a pre-defined number of the set of points
are inside the coverage area of at least one of the
plurality of neighboring access points based on the
calculated distances.




US RES0,187 E

19

10. The computer program product of claam 9, wherein

the computer readable program code 1s further configured to:

determine that the radio in the first access point 1s not

contributing to coverage areas ol one or more radios 1n

the plurality of neighboring access points that are
already determined as redundant.

11. The computer program product of claim 9, wherein the
computer readable program code 1s further configured to:

identily one or more radios 1n the plurality of neighboring

access points that contribute coverage to the coverage
area of the radio 1n the first access point.

12. The computer program product of claim 8, wherein
the radio 1n the first access point comprises a XOR radio
configured to dynamically switch between the frequency
band and a different frequency band.

13. The computer program product of claim 8, wherein
the predetermined coverage threshold comprises a percent-
age ol a size of the area.

14. The computer program product of claim 8, wherein
the computer readable program code 1s further configured to:

when a radio 1n a second access point of the plurality of

access points does not operate 1 the frequency band,
simulate whether the area covered by at least one other
radio 1 the plurality of access points satisfies the
predetermined coverage threshold; and

upon simulating that the area covered by at least one other

radio 1n the plurality of access points does not satisty
the predetermined coverage threshold, determine that
the radio 1n the second access point 1s not redundant.

15. A method, comprising:

simulating, at a network controller, a coverage area model

for an area covered by a plurality of access points
controlled by the network controller and operating 1n a
frequency band:
when a radio 1n a first access point of the plurality of
access points does not operate 1n the frequency band,
simulating whether the area covered by at least one
other radio 1n the plurality of access points satisfies
a predetermined coverage threshold;
upon simulating that the area covered by at least one
other radio 1n the plurality of access points satisfies
the predetermined coverage threshold, determining
that the radio 1in the first access point 1s redundant;
and
upon determining that the radio 1n the first access point
1s redundant, prohibiting the radio in the first access
point from operating in the frequency band.

16. The method of claim 15, wherein determining that the
radio in the first access point 1s redundant comprises:

selecting a set of points distributed within a coverage area

of the radio 1n the first access point;

calculating distances between each of a plurality of neigh-

boring access points of the first access point and each
of the set of points, wherein the plurality of neighboring
access points are in direct communication with the first
access point; and

determining that a pre-defined number of the set of points

are inside the coverage area ol at least one of the
plurality of neighboring access points based on the
calculated distances.

17. The method of claim 16, wherein determining that the
radio in the first access point 1s redundant comprises:

determining that the radio in the first access point 1s not

contributing to coverage areas of one or more radios 1n
the plurality of neighboring access points that are
already determined as redundant.
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18. The method of claim 16, wherein determining that the
radio 1n the first access point 1s redundant comprises:

identifying one or more radios 1n the plurality of neigh-

boring access points that contribute coverage to the
coverage area of the radio 1n the first access point.

19. The method of claim 15, wherein the radio 1n the first
access point comprises a XOR radio configured to dynami-
cally switch between the frequency band and a different
frequency band.

20. The method of claim 15, wherein the predetermined
coverage threshold comprises a percentage of a size of the
area.

21. A method for rveducing co-channel interference in a
wireless network, the method comprising:

accessing inter-radio measurement data collected by a

plurality of wireless access points, wherein the inter-
radio measurement data relates to observations of
radio frequency (RF) signals transmitted between
radios of the plurality of access points,

wherein one or movre of the plurality of wireless access

points comprises a first radio operative to transmit
wireless signals in a first frequency band and a second
radio operative to transmit wireless signals in a second
frequency band;

determining from the inter-radio measuvement data

whether a first wireless access point of the wireless
access points is redundant in relation to the second
frequency band based on REF coverage provided by one
or more neighboring access points;

if the first wireless access point is determined to be

redundant, selecting for the second radio of the first
wireless access point an operation mode from a plu-
rality of operation modes; and

transmitting a command to the first wireless access point

to configure the second radio of the first wireless access
point to operate in the selected operation mode.
22. The method of claim 21, wherein the selected opera-
tion mode of the plurality of operation modes is a non-client
serving role.
23. The method of claim 22, wherein the non-client
serving role comprises a monitoring function.
24. The method of claim 21, wherein determining whether
the first wireless access point of the wireless access points is
redundant comprises:
selecting a set of points distributed within a coverage area
of the second radio in the first access point;

calculating, based on the inter-radio measurement data,
distances between each of a plurality of neighboring
access points of the first access point and each of the set
of points, wherein the plurality of neighboring access
points are in direct communication with the second
radio of the first access point; and

determining that a pre-defined number of the set of points

are inside the coverage area of at least one of the
plurality of neighboring access points based on the
calculated distances.

25. The method of claim 21, wherein determining whether
the first wireless access point of the wireless access points is
redundant comprises:

identifving a change to a total coverage area provided by

the plurality of access points, if the second radio is
prohibited from transmitting signals in the second
frequency band; and

determining that the first wireless access point is redun-

dant if the change is below a threshold value.




US RES0,187 E

21

26. The method of claim 21, wherein determining whether
the first wireless access point of the wireless access points is
redundant comprises:
calculating respective locations of neighboring wireless
access points of the first access point; and

determining, based on the locations, that a coverage area
of the second radio in the second frequency band is
covered by at least one of the respective neighboring
access points of the selected access point.

5

27. The method of claim 21, wherein the second radio of 0

the first wireless access point comprises a XOR radio
configured to dvnamically switch between the first frequency
band and the second frequency band.

28. The method of claim 21, wherein the first frequency
band comprises a 5 GHz Wi-Fi frequency band and the
second frequency band comprises a 2.4 GHz Wi-Fi fre-
quency band.

29. The method of claim 21, wherein selection of the

operation mode is based on evaluation of one or more of RF
conditions, available channel sets and client density in the
network.

30. The method of claim 21, wherein the selected opera-
tion mode comprises operating the second radio as an
access point in the first frequency band.

31. The method of claim 30, further comprising:

including the second radio of the first wireless access

point in a Dynamic Channel Assignment process for the
first frequency band with the plurality of wireless
access points.

32. The method of claim 21, wherein the selected opera-
tion mode comprises operating in a monitor mode in either
or both of the first and second frequency bands.

33. The method of claim 21, wherein the selected opera-
tion mode prevents the second rvadio from transmitting RF
signals in the second frequency band.

34. An apparatus comprising.

a processor; and

a memory, the memory comprising a radio rvesource

management component operative when executed by

the processor to:

access inter-radio measurement data collected by a
plurality of wireless access points, wherein the inter-

radio measurement data relates to observations of

radio frequency (RF) signals transmitted between
radios of the plurality of access points,
wherein one ov move of the plurality of wireless access
points comprises a first vadio operative to transmit
wireless signals in a first frequency band and a
second radio operative to transmit wireless signals
in a second frequency band,
determine from the inter-radio measurement data
whether a first wireless access point of the wireless
access points is redundant in velation to the second
frequency band based on RF coverage provided by
one or more neighboring access points;
if the first wireless access point is determined to be
redundant, select for the second radio an operation
mode from a plurality of operation modes; and
transmit a command to the first wireless access point to
configure the second rvadio of the first wireless access
point to operate in the selected operation mode.
35. The apparatus of claim 34, wherein the selected
operation mode of the plurality of operation modes is a
non-client serving role.
36. The apparatus of claim 35, wherein the non-client
serving role comprises a monitoring function.
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37. The apparatus of claim 34, wherein determining
whether the first wireless access point of the wireless access
points is redundant comprises.

selecting a set of points distributed within a coverage area
of the second radio in the first access point;

calculating, based on the inter-radio measurement data,
distances between each of a plurality of neighboring
access points of the first access point and each of the set
of points, wherein the plurality of neighboring access
points are in direct communication with the second
radio of the first access point; and

determining that a pre-defined number of the set of points
arve inside the coverage area of at least one of the
plurality of neighboring access points based on the
calculated distances.

38. The apparatus of claim 34, wherein determining
whether the first wireless access point of the wireless access
points is vedundant comprises.

identifving a change to a total coverage area provided by
the plurality of access points, if the second radio is
prohibited from transmitting signals in the second
frequency band; and

determining that the first wireless access point is redun-
dant if the change is below a threshold value.

39. The apparatus of claim 34, wherein determining
whether the first wiveless access point of the wireless access
points is redundant comprises.

calculating respective locations of neighboring wireless
access points of the first access point; and

determining, based on the locations, that a coverage area
of the second radio in the second frequency band is
covered by at least one of the respective neighboring
access points of the selected access point.

40. The apparatus of claim 34, wherein the second radio
of the first wireless access point comprises a XOR radio
configured to dvnamically switch between the first frequency
band and the second frequency band.

41. The apparatus of claim 34, wherein the first frequency
band comprises a 5 GHz Wi-Fi frequency band and the
second frequency band comprises a 2.4 GHz Wi-Fi fre-
quency band.

42. The apparatus of claim 34, wherein selection of the
operation mode is based on evaluation of one or more of RF
conditions, available channel sets and client density in the
network.

43. The apparatus of claim 34, wherein the selected
operation mode comprises operating the second rvadio as an
access point in the first frequency band.

44. The apparatus of claim 43, wherein the vadio resource
management component is further operative to include the
second radio of the first wirveless access point in a Dynamic
Channel Assignment process for the first frequency band
with the plurality of wireless access points.

45. The apparatus of claim 34, wherein the selected
operation mode comprises operating in a monitor mode in
either or both of the first and second frequency bands.

46. The apparatus of claim 34, wherein the selected
operation mode prevents the second radio from transmitting
RF signals in the second frequency band.

47. A computer program product, comprising:

a non-transitory computer-readable storage medium hav-
ing computer readable program code embodied there-
with, wherein the computer readable program code is
configured, when executed by a processor, to:
access inter-radio measurement data collected by a

plurality of wireless access points, wherein the inter-
radio measurement data relates to observations of
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radio frequency (RF) signals transmitted between
radios of the plurality of access points,

wherein one ov move of the plurality of wireless access
points comprises a first radio operative to transmit
wireless signals in a first frequency band and a
second radio operative to transmit wireless signals
in a second frequency band,

determine from the inter-radio measurement data
whether a first wireless access point of the wireless
access points is redundant in velation to the second
frequency band based on RF coverage provided by
one or movre neighborving access points;

if the first wireless access point is determined to be
redundant, select for the second radio an operation

mode from a plurality of operation modes; and
transmit a command to the first wireless access point to
configure the second rvadio of the first wireless access
point to operate in the selected operation mode.
48. The computer program product of claim 47, wherein
the selected operation mode of the plurality of operation
modes is a non-client serving role.
49. The computer program product of claim 48, wherein
the non-client serving rvole comprises a monitoring function.
50. The computer program product of claim 47, wherein
determining whether the first wireless access point of the
wireless access points is redundant comprises:
selecting a set of points distributed within a coverage area
of the second radio in the first access point;
calculating, based on the inter-radio measurement data,
distances between each of a plurality of neighboring
access points of the first access point and each of the set
of points, wherein the plurality of neighboring access
points are in direct communication with the second
radio of the first access point; and
determining that a pre-defined number of the set of points
are inside the coverage area of at least one of the
plurality of neighboring access points based on the
calculated distances.
51. The computer program product of claim 47, wherein
determining whether the first wireless access point of the
wireless access points is redundant comprises:
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identifying a change to a total coverage area provided by
the plurality of access points, if the second radio is
prohibited from transmitting signals in the second
frequency band; and

determining that the first wireless access point is redun-

dant if the change is below a threshold value.

52. The computer program product of claim 47, wherein
determining whether the first wireless access point of the
wireless access points is redundant comprises:

calculating respective locations of neighboring wireless

access points of the first access point; and
determining, based on the locations, that a coverage area

of the second radio in the second frequency band is
covered by at least one of the vespective neighboring
access points of the selected access point.

53. The computer program product of claim 47, wherein
the second radio of the first wireless access point comprises
a XOR radio configured to dynamically switch between the
first frequency band and the second frequency band.

54. The computer program product of claim 47, wherein
the first frequency band comprises a 5 GHz Wi-Fi frequency
band and the second frequency band comprises a 2.4 GHz
Wi-Fi frequency band.

55. The computer program product of claim 47, wherein
selection of the operation mode is based on evaluation of
one or more of RF conditions, available channel sets and
client density in the network.

56. The computer program product of claim 47, wherein
the selected operation mode comprises operating the second
radio as an access point in the first frequency band.

57. The computer program product of claim 56, wherein
the second radio of the first wireless access point is included
in a Dynamic Channel Assignment process for the first
frequency band with the plurality of wireless access points.

58. The computer program product of claim 47, wherein
the selected operation mode comprises operating in a moni-
tor mode in either or both of the first and second frequency
bands.

59. The computer program product of claim 47, wherein
the selected operation mode prevents the second radio from

40 transmitting RF signals in the second frequency band
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