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(57) ABSTRACT

A System that provides a secured connection between serv-
ers on the LAN and clients on the WAN comprises the LAN
(which includes LAN Server and LAN Controller) and the
DMZ (which includes DMZ Server and DMZ Stack Pool
Service). Wherein the Client Request reaches the DMZ
Server 1t stores 1t 1n the DMZ Stack Pool Service and the
LLAN Controller establishes outbound TCP based connection
to the DMZ Stack Pool Service that passes the Client
Connection Information to the LAN Server via the LAN
Controller. Then the LAN Server then generates a connec-

tion between the Service and DMZ Server.

14 Claims, 1 Drawing Sheet
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REVERSE ACCESS METHOD FOR
SECURING FRONT-END APPLICATIONS
AND OTHERS

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

This application is a reissue application of U.S. Pat. No.

9,935,958, issued on Apr. 3, 2018, which is the National
Stage of International Application No. PC1/IL2013/000017
having a filing date of Feb. 13, 2013, which claims foreign
priority from Isvaeli Application No. 218185 having a filing
date of Feb. 19, 2012. The disclosures of the above-refer-
enced applications arve expressly incovporated hervein by
reference in their entireties.

The following 1s an mvention for securing electronically
stored data, the computer on which the data resides on and
the communications of the computer with 1ts computer
network.

BACKGROUND ART

It 1s a well-known fact that the computers 1n an organi-
zation’s internal network (also known as the local area
network or LAN) which provide services to users outside of
the organization are highly prone to attacks from external
hackers and malicious code. Due to this risk, it 1s a common
practice to protect the LAN by placing external-facing
computers 1n a segregated sub-network and thereby shield
the rest of the network 1n case of an attack. This sub-network
1s commonly known as the DMZ (or De-Militarized Zone).
Any computer running programs that provide services to
users outside of the [Jorganization"] organization’s internal
network can be placed on the DMZ. The most common type
of computers are web servers, email servers, FTP servers
and VoIP servers. Since the DMZ 1s a sub-network that
contains the organization’s external services to a larger
untrusted network (usually the Internet), potential hackers
and malicious code may gain access to the DMZ, but rarely
do they gain access to the LAN. The computers on the DMZ
have limited connectivity to the computers on the LAN and
are usually separated by a firewall that controls the traflic
between the DMZ computers and the LAN computers. The
DMZ can be seen as an additional layer of security to the
LAN.

Orgamizations that have Internet portals which enable
communications with the general public via the Internet are
vulnerable to infiltration from the outside. Therefore, many
of these organizations establish a DMZ to protect their
sensitive data and to reduce the ability of hackers to infiltrate
the LAN. The ways and methods under which the DMZ
works 1s known to any expert in the field, and therefore there
1s no need to describe them here 1n further detail.

Establishing a DMZ requires the duplication of relevant
data and computer programs so they can reside on both the
DMZ computers and on the LAN computers. This duplica-
tion of data and computer programs has several drawbacks.
It can be costly to purchase additional licenses required to
install multiple mstances of the same computer program on
both the LAN and on the DMZ. Supporting and managing,
duplicate computer programs and data on the LAN and on
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the DMZ. can be costly and difhicult. Furthermore, since the
DMZ interfaces with the external systems, the data on the
DMYZ. 1s vulnerable to hacking attacks and external malicious
code.

The following invention aims to overcome these disad-

vantages and to provide an eflicient system for protecting the
data on the LAN.

DESCRIPTION OF THE DRAWINGS

The mtention of the drawings attached to the application
1s not to limit the scope of the invention and its application.
The drawings are intended only to [5] illustrate the invention
and they constitute only one of 1ts many possible 1mple-

mentations.
FIG. 1 describes the System that includes the LAN (30)

which includes the Service (33), the LAN Server (31) and
the LAN Controller (32)[; The], the DMZ (20) [5] which
includes the DMZ Server (21), the DMZ Stack Pool Service
(22)[:], and the WAN (10)[.;] and the connections between

these components.

THE INVENTION

As described above, there 1s a strong need for a computer
system that enables users to communicate with the LAN and
in the same time protects the LAN from external threats. The
following invention provides an eflicient solution for the
issues that are mentioned above.

The present mnvention provides a System for securing the
data and the hosts that reside in the LAN and in the same
time enable users to communicate with the LAN 1n a secured
way.

[For the sake of clarity and for simplifying the explana-
tion of the System, the following terms are used: WAN:
Wide Area Network (10); DMZ: De-5 Militarized Zone (20);
LLAN: Local Area Network (30); LAN Server: Server run-
ning 1 the LAN (31); DMZ Server: Server running 1in the
DMZ (21); DMZ Stack Pool Service: Stores and handles
Client’s Requests (22) i the DMZ; Client Request: HT'TP/
HTTPS (Web browser)/]

[SSH/SFTP/FTP/FTPS/RDP/SMTP/TLS, and any other
TCP/IP based protocols; 10 Client Connection Information:
[P-address/Port number of the relevant destination service
inside the LAN; LAN Controller: a controller running 1n the
L AN that manages the Client Connection Information (32);
Connection Binder: Handshake between two TCP/IP sock-
ets; Service: HI'TP/HTTPS (Web Server)/SSH/SFTP/F'TP/

FTPS/RDP/SMTP/TLS, and any other TCP/IP 15 based

services.]

For the sake of clarity and for simplifving the explanation
of the System, the following tevms are used: WAN: Wide Area
Network (10); DMZ: De-Militarized Zone (20); LAN: Local
Avea Network (30); LAN Server: Server running in the LAN
(31); DMZ Server: Server running in the DMZ (21); DMZ
Stack Pool Service: Stoves and handles Client’s Requests
(22) in the DMZ; Client Reguest: HTTP/HTITPS (Web
browser)/SSH/SFTP/FTP/FTPS/RDP/SMTP/TLS, and any
other TCP/IP based protocols; Client Connection Informa-
tion: IP-address/Port number of the relevant destination
service inside the LAN; LAN Controller: a controller run-
ning in the LAN that manages the Client Connection Infor-
mation (32); Connection Binder: Handshake between two
TCP/IP sockets; Service: HTTP/HTTPS (Web Server)/SSH/
SFTP/FTP/FTPS/RDP/SMTP/TLS, and any other TCP/IP

based services.
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The objective of this invention 1s to provide a secured
connection between servers 1n the LAN and the clients in the
WAN.

FIG. 1 describes the main components of the System. The
LAN (30) includes the Service (33), the LAN Server (31)
and the LAN Controller (32); The DMZ (20) includes the
DMYZ Server (21), the DMZ Stack Pool Service (22); and the
WAN (10) that by 1ts nature includes the clients and the
‘outside’ world. In addition, FIG. 1 describes the connec-
tions between the System components.

The connections between the System components will be
described while [10] describing the System flow. The con-
nection flow of the System is as [follow] follows:

First step: The Client Request (of the client (11)) reaches
the DMZ Server (21). Second step: The DMZ Server (21)
stores the Client Request in the DMZ Stack Pool Service
(22). Third step: The LAN Controller (32) establishes out-
bound 15 TCP based connection (41) to the DMZ Stack Pool
Service (22). One of the mnnovative aspects of the System 1s
that the LAN Controller (32) constantly, and/or on a pre-
defined set of time basis, checks for Client Requests stored
in the DMZ. Stack Pool Service (22). Fourth step: The DMZ
Stack Pool Service (22) then passes the Client Connection
Information, to the LAN Server (31) via 20 the LAN
Controller (32).

The Fifth step: The LAN Server (31) then generates two
TCP/IP connections: One connection 1s to the Service (33),
which 1s the destination service, based on 5 the Client
Connection Information. The second connection 1s an out-
bound connection (42) to the DMZ Server (21). In addition
the LAN Server (31) creates a Connection Binder in the
LAN Server between the Service (33) and the outbound
connection (42). The Sixth step: The DMZ Server (21) then
creates a Connection Binder in the DMZ Server between the
incoming Client 10 Request (that 1s stored in the DMZ. Stack
Pool Service (22)) and the outbound connection (42) arriv-
ing from the LAN Server (31), and by that completes the
route of the Client Request.

Once the Connection Binder, in the DMZ Server, binds
the Client Request and [15] the outbound connection (42)
arriving from the LAN Server, the Client Request 1s then
streamed through the DMZ Server and the LAN Server over
the System, and then [the] client request data (50) streams
from the Service (33) to the Chient (11). In other words,
client request data (50) is able to stream from the Service
(33) to the Client (11) as a result of the net effect of the
establishment of the two TCP/IP connections by the LAN

server and the two connection binders.

In accordance with this invention as described above, no
administrative management 1s required in the LAN Server
(31) to establish or maintain [5] communications after it is
initially installed and configured on the LAN (30) and on the
DMZ (20). The LAN Controller (32) permanently or peri-
odically quenies the DMZ Stack Pool Service (22) for
incoming Client Requests. The DMZ Server (20) will accept
all Chient Requests and route them to the LAN-Server (31),
without changing the data that the Client Requests contains.
For [10] example, if a Client Request uses the HTTPS
connection protocol, then the HI'TPS connection protocol

will be transmitted over the System, as with any other
common protocols such as SSH/SFTP/FTP/FTPS/RDP/

SMTP/TLS/ or any other TCP/IP based protocols.
What 1s claimed:
1. A system for reverse access, said system comprising:
a De-Militarized Zone (DMZ) Stack Pool Service execut-
ing on a device so that the DMZ Stack Pool Service is
located in a [De-Militarized Zone] DMZ, the DMZ
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Stack Pool Service being [arranged] configured to store
requests received from a client, wherein said requests
are stored at [the] a TCP/IP level using a TCP/IP
protocol;

a local area network (LAN) Controller located in a LAN,
the LAN Controller being configured to check for
existence of the requests 1 said DMZ Stack Pool

Service [of said requests], wherein said checking is
performed at the TCP/IP level [and said LAN Control-

ler is located in a LAN]; and

a DMZ. server configured to receive said requests from a
LAN server of said LAN, and, responsive to the
requests, to [route said requests] stream client request
data, 10 said client, wherein the receiving and [routing}
streaming by said DMZ server occurs at the TCP/IP
level using the TCP/IP protocol;

wherein [said DMZ Stack Pool Service, said LAN Con-
troller, and] said DMZ server [do] does not change the
data of said requests and the system requires no admin-
1strative management after initial installation and con-
figuration.

2. The system of claim 1, wherein computer programs and

sensitive data of said LAN server reside only 1n the LAN.

3. A method for reverse access, said method comprising:

storing requests received from a client], wherein said
requests are stored] in a De-Militarized [zone] Zone
(DMZ) Stack Pool Service at [the] a TCP/IP level using
a TCP/IP protocol, wherein said DMZ Stack Pool
Service is [located] executing on a device in a [De-
Militarized Zone] DMZ;

checking, at the TCP/IP level, said DMZ Stack Pool
Service for existence of said requests, wherein said
checking 1s performed by a local area network (LAN)
Controller located in a LAN; [and]

[receiving said requests] establishing an outbound con-
nection from a LAN server of said LAN and routing
[said requests] client request data, responsive to said
requests, by a DMZ server to said client;

wherein said storing and routing occurs at the TCP/IP
level using the TCP/IP protocol and said [storing and
routing] DMZ server does not change data of said
requests; and

wherein said method requires no administrative manage-
ment of the LAN server after initial installation and
configuration.

4. The method of claim 3, wherein computer programs
and sensitive data of said LAN server[.] reside only in the
LAN.

5. The method of claim 3, wherein the client request data
is routed over the outbound connection.

6. The method of claim 3, further comprising:

establishing a connection from the LAN server to a
destination service in the LAN that supplies the client
request data, wherein the client vequest data is initially
transmitted from a destination service in the LAN that
supplies the client request data and is thereafter routed
over the outbound connection.

7. The method of claim 3, further comprising:

establishing a comnnection from the LAN server to a
destination service in the LAN that supplies the client
request data,; and

binding the connection from the LAN server to the des-
tination service in the LAN that supplies the client
request data to the outbound connection.

8. The method of claim 7, whevein the connection from the
LAN server to the destination service in the LAN is estab-

lished at a TCP/IP level to use a TCP/IP protocol.
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9. The method of claim 3, wherein the outbound connec-
tion is established to a DMZ server.

10. The method of claim 9, wherein the outbound con-
nection is further established at a TCP/IP level to use a
TCP/IP protocol.

11. The method of claim 9, wherein the outbound con-

nection is bound by the DMZ server to one of the requests
stoved in the DMZ Stack Pool Service.

12. The system of claim I, wherein using the TCP/IP
protocol comprises using information associated with the

TCP/IP protocol.

13. A method for reverse access, said method comprising.
storing requests veceived from a client in a De-Militarized

Zone (DMZ) Stack Pool Service at a TCP/IP level using
a TCP/IP level-based protocol, wherein said DMZ
Stack Pool Service is executing on a device in a DMZ;

checking, at the TCP/IP level, said DMZ Stack Pool
Service for existence of said vequests, wherein said
checking is performed by a local arvea network (LAN)
Controller located in a LAN;

establishing an outbound connection from a LAN server
of said LAN and routing by a DMZ server, client request
data, responsive to said requests, to said client;

wherein said storving and routing occurs at the TCP/IP
level using a TCP/IP level-based protocol and said
DMYZ server does not change data of said requests; and
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wherein said method requives no administrative manage-
ment of the LAN server after initial installation and
configuration.

14. A system for reverse access, said system comprising:

a De-Militarized Zone (DMZ) Stack Pool Service execut-
ing on a device so that the DMZ Stack Pool Service is
located in a DMZ, the DMZ Stack Pool Service being
configured to store requests received from a client,
wherein said vequests are stoved at a TCP/IP level;

a local area network (LAN) Controller located in a LAN,
the LAN Controller being configured to check for
existence of the rvequests in said DMZ Stack Pool
Service, wherein said checking is performed at the
TCP/IP level: and

a DMZ server configured to receive said requests from a
LAN server of said LAN, and, respomnsive to the
requests, to stream client request data, to said client,
wherein the receiving and streaming by said DMZ
server occurs at the TCP/IP level:

wherein said DMZ server does not change the data of said

requests and the system requires no administrative
management after initial installation and configura-
fion.
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