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ELECTRONIC DEVICE AND METHOD OF
STARTING THE SAME

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a reissue of application Ser. No.

16/023,101 now U.S. Pat. No. 11,079,816 issued Aug. 3,
2021, which claims priority from China Patent Application
No. [201710982574.7) 201711179640.3, filed on [Oct. 20,

2017, the entire disclosure of which 1s hereby incorporated
by reference] Nov. 23, 2017.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to information security and
management methods and, more particularly, to an elec-
tronic device and a method of starting the same.

Description of the Prior Art

Owing to technological advancements, electronic devices
are indispensable to daily life. To prevent unauthorized
access to data stored 1n electronic devices, operating systems
of the electronic devices have a password setting function
whereby users enter passwords required for the electronic
devices to log 1 to the operating systems, 1.e., enter a user
mode, such that the users can operate the electronic devices
in the user mode. However, to start the electronic devices or
wake up the standby electronic devices, the users have to
enter passwords again in order for the electronic devices to
log 1n to the operating systems.

SUMMARY OF THE INVENTION

In an embodiment, a method of starting an electronic
device comprises the steps of: receirving a {first wireless
signal carrying a first i1dentification data by a wireless
receiver before the electronic device enters a normal oper-
ating state; comparing the first identification data with a
valid data; obtaining an account name and a password
according to the first identification data 11 the first identifi-
cation data matches the valid data and logging 1n to an
operating system with the account name and the password so
as for the electronic device to enter the normal operating
state; and not logging in to the operating system 11 the first
identification data does not match the valid data.

In another embodiment, an electronic device comprises a
wireless recerver, a processing unit and an embedded con-
troller. The embedded controller stores a valid data. The
wireless receiver receives a first wireless signal. Before the
processing unit enters a normal operating state, the embed-
ded controller compares a first identification data with the
valid data. When the first 1dentification data matches the
valid data, the embedded controller obtains an account name
and a password according to the first identification data, and
the processing unit logs 1n to an operating system with the
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account name and the password so as to enter a normal
operating state. When the first identification data does not
match the valid data, the processing unit does not log 1n to

an operating system.

In conclusion, an electronic device and a method of
starting the same according to the present invention uses an
identification component which stores a specific 1dentifica-
tion data to enable the electronic device to log 1n to an
operating system automatically. In some embodiments, after
logging 1n to the operating system, the electronic device
detects whether the i1dentification component has leit and
thus determines whether to log out of the operating system
and enter a sleep state.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a function block diagram of an electronic device
according to an embodiment of the present invention;

FIG. 2 1s a flowchart of a method of starting an electronic
device according to an embodiment of the present invention;

FIG. 3 15 a partial flowchart of the method of starting an
clectronic device according to another embodiment of the

present invention; and
FIG. 4 1s a flowchart of the method of starting an

clectronic device according to yet another embodiment of
the present imvention.

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

(L]

FIG. 1 1s a function block diagram of an electronic device
according to an embodiment of the present invention. Refer-
ring to FIG. 1, an electronic device 10 comprises a process-
ing unit 110, a wireless recerver 120, an embedded controller
130 and a user interface 140. The processing unit 110 1s
coupled to the wireless receiver 120, the embedded control-
ler 130 and the user interface 140. The embedded controller
130 stores valid data dedicated to one or more users,
respectively. In an embodiment, the processing unit 110
executes a Basic Input/Output System (BIOS) to provide a
setting interface whereby the users set dedicated valid data
(the users enter the valid data to the setting interface, using
the user interface 140.) In another embodiment, the process-
ing unit 110 executes a start procedure of an operating
system and provides a setting interface before logging in to
the operating system so as to allow the users to set dedicated
valid data (the users enter the valid data to the setting
interface, using the user interface 140.) The valid data
received by the setting interface 1s then stored 1n the embed-
ded controller 130 by the processing unit 110. For 1llustra-
tive sake, the description below 1s exemplified by a single
user. The user has an identification component 20 which
stores an 1dentification data. The identification component
20 sends actively or passively a wireless signal which carries
the identification data. The identification component 20 1s an
identity card or a wireless transmitter. The wireless trans-
mitter 1s a Bluetooth (BT) transmitter, a radio-frequency
identification (RFID) transmitter or near field communica-
tion (NFC).

FIG. 2 1s a flowchart of a method of starting an electronic
device according to an embodiment of the present invention.
Referring to FIG. 1 and FIG. 2, before the electronic device
10 logs in to the operating system and enters a normal
operating state, the wireless receiver 120 detects a wireless
signal sent from the 1dentification component 20 (step S31)
such that the embedded controller 130 determines whether
the user approaches the electronic device 10.
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As soon as the wireless recerver 120 receives a wireless
signal (hereinafter referred to as the first wireless signal to
facilitate recognition), the embedded controller 130 obtains
an 1dentification data (herematter referred to as the first
identification data to facilitate recognition) in the first wire-
less signal and reads the valid data stored therein. Afterward,
the embedded controller 130 compares the first identification
data with the valid data (step S32) to confirm whether the
first identification data matches the valid data. In an embodi-
ment, the first identification data 1s an account name and a
password, and the valid data 1s a preset, valid account
number and valid password. Afterward, the embedded con-
troller 130 compares and determines whether the account
name matches the valid account number as well as compares
and determines whether the password matches the valid
password. When the account name matches the valid
account number and the password matches the valid pass-
word, the embedded controller 130 determines that the first
identification data matches the valid data. Conversely, when
the account name does not match the valid account number
and/or the password does not match the valid password, the
embedded controller 130 determines that the first 1dentifi-
cation data does not match the valid data. In another
embodiment, the first identification data 1s an account name,
and the valid data 1s a preset valid account number; hence,
the embedded controller 130 compares and determines
whether the account name matches the valid account num-
ber. When the account name matches the valid account
number, the embedded controller 130 determines that the
first 1dentification data matches the valid data. Conversely,
when the account name does not match the valid account
number, the embedded controller 130 determines that the
first 1dentification data does not match the valid data.

When the comparison result shows that the first identifi-
cation data matches the valid data, the embedded controller
130 obtains an account name and a password according to
the first i1denftification data (step S34) and provides the
obtained account name and password to the processing unit
110. After executing the start procedure of the operating
system, the processing unit 110 logs in to the operating
system with the account name and password to enable the
clectronic device 10 to enter a normal operating state (step
S35). In an embodiment, the first 1dentification data 1s an
account name and a password. Therefore, the processing
unit 110 logs 1n to the operating system directly with the first
identification data. In another embodiment, the first identi-
fication data 1s an account name; meanwhile, the embedded
controller 130 obtains a corresponding password 1n accor-
dance with the account name and provides the account name
and password to the processing unit 110. The password 1s
stored 1n the embedded controller 130 or stored 1n a storage
unit (not shown) outside the embedded controller 130.

Conversely, when the comparison result shows that the
first 1dentification data does not match the valid data, the
processing unit 110 does not log 1n to the operating system
(step S36). In an embodiment of step S36, the processing
unit 110 executes the start procedure of the operating system
and then keeps displaying the login frame of the operating
system without logging 1 to the operating system. In
another embodiment of step S36, the processing unit 110
does not execute the start procedure of the operating system
but restores the 1nitial state (for example, a shutdown state
or a sleep state).

In some embodiments, after step S35, the embedded
controller 130 executes an automatic sleep detecting proce-
dure when the electronic device 10 1s 1n the normal operating
state.
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Retferring to FIG. 3, 1in the automatic sleep detecting
process, the wireless receiver 120 detects regularly a wire-
less signal sent from the identification component 20 (step
S41) such that the embedded controller 130 determines
whether the user has lett the electronic device 10.

When the wireless recerver 120 recerves a wireless signal
(heremaiter referred to as the second wireless signal to
facilitate recognition), the embedded controller 130 obtains
an 1dentification data (hereimnafter referred to as the second
identification data to facilitate recognition) 1n the second
wireless signal and reads the valid data stored therein.
Afterward, the embedded controller 130 compares the sec-
ond identification data with the valid data (step S42) to
confirm whether the second 1dentification data matches the
valid data. In an embodiment, when the second wireless
signal and the previous first wireless signal are from the
same 1dentification component 20, the second 1dentification
data has the same content as the first identification data upon
determination and login. At this point in time, the embedded
controller 130 yields the comparison result that the second
identification data matches the valid data. In another
embodiment, when the second wireless signal and the pre-
vious first wireless signal are not from the same 1dentifica-
tion component 20, the second 1dentification data has con-
tent different from the first 1dentification data upon
determination and login. At this point 1n time, the embedded
controller 130 vields the comparison result that the second
identification data does not match the valid data.

The embedded controller 130 maintains the normal oper-
ating state of the processing unit 110 when the comparison
result shows that the second 1dentification data matches the
valid data (step S43).

When the comparison result shows that the second 1den-
tification data does not match the valid data or the wireless
receiver 120 does not detect the wireless signal, the embed-
ded controller 130 causes the processing unit 110 to execute
a sleep procedure, thereby enabling the electronic device 10
to enter a sleep state (step S44). When the processing unit
110 executes the sleep procedure, the processing unit 110
logs out of the operating system and enters a sleep state.

In an embodiment, before the electronic device 10 logs 1n
to the operating system and enters the normal operating state
(1.e., betfore step S31), the electronic device 10 1s 1n the sleep
state (1.e., the processing unit 110 1s 1n the sleep state) but the
wireless receiver 120 keeps operating normally. In an
embodiment, when the electronic device 10 1s 1n the sleep
state, the embedded controller 130 keeps operating nor-
mally. In another embodiment, when the electronic device
10 1s 1n the sleep state, the embedded controller 130 enters
the sleep state but regularly wakes up to execute step S31.

In another embodiment, before the electronic device 10
logs 1 to the operating system and enters the normal
operating state (1.e., before step S31), the electronic device
10 1s 1n the sleep state (1.e., the processing unit 110 1s 1in the
sleep state) and the wireless recerver 120 1s 1n the sleep state
too. In an embodiment, when the electronic device 10 1s 1n
the sleep state, the embedded controller 130 keeps operating
normally and regularly drives the wireless receiver 120 to
execute step S31. In another embodiment, when the elec-
tronic device 10 1s 1n the sleep state, the embedded controller
130 enters the sleep state but regularly wakes up to drive the
wireless receiver 120 to execute step S31.

In yet another embodiment, before the electronic device
10 logs 1n to the operating system and enters the normal
operating state (1.e., before step S31), the electronic device
10 1s 1n a shutdown state. In step S36, the electronic device
10 shuts down. In an embodiment, the electronic device 10
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turther comprises a power supply 150 and a power switch
160. The power supply 150 1s coupled to the processing unit
110 and the power switch 160. When the user presses the
power switch 160, the power switch 160 causes the power
supply 150 to supply power (1.e., a start signal) to the
processing umt 110. When the processing unit 110 receives
the start signal (step S51), the processing unit 110 drives the
wireless receiver 120 (step S52) and keeps executing step
S31. Belore step S34, the processing unit 110 executes a
seli-test procedure (step S33). In an embodiment, step S33
1s executed after the embedded controller 130 has yielded
the comparison result that the first identification data
matches the valid data but before step S34, as shown in FIG.
4. In another embodiment, step S33 15 executed at any point
in time after step S51 but before step S34.

In some embodiments, the electronic device 10 1s a
notebook computer, a cellular phone, a tablet, a desktop
computer or a digital appliance.

In conclusion, an electronic device and a method of
starting the same according to the present invention uses an
identification component which stores a specific identifica-
tion data to enable the electronic device to log in to an
operating system automatically. In some embodiments, after
logging 1n to the operating system, the electronic device
detects whether the identification component has leit and
thus determines whether to log out of the operating system
and enter a sleep state.

What 1s claimed 1s:
1. A method of starting an electronic device having a
wireless receiver, an embedded controller and a processing,
unit, comprising the steps of:
receiving, by the wireless recerver, a first wireless signal
carrying a first i1dentification data by the wireless
receiver while the electronic device 1s 1n a sleep state;

comparing, by the embedded controller, the first identifi-
cation data with a valid data;

determining that the first identification data matches the

valid data;

obtaining, by the embedded controller, an account name

and a password according to the first identification data;
providing, by the embedded controller, the account name
and the password to the processing unit;

executing, by the processing unit, [the] a start procedure

of an operating system upon receiving the account
name and the password from the embedded controller;
and

logging 1n to the operating system, by the processing unit,

with the account name and the password so as for the
electronic device to enter [the] @ normal operating state.

2. The method of claim 1, wherein the first wireless signal
is from one of an identity card [and] or a wireless transmit-
ter.

3. The method of claim 1, wherein the method further
COmMprises:

driving the wireless receiver while the electronic device 1s

in the sleep state.

4. The method of claim 1, wherein, when the first 1den-
tification data matches the valid data, the step of logging in
to the operating system with the account name and the
password 1s preceded by executing a self-test procedure.

5. The method of claim 1, wherein the first identification
data 1s the account name and the password.

6. The method of claim 1, wherein the first identification
data 1s a username.
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7. The method of claim 1, turther comprising the steps of:

executing an automatic sleep detecting procedure when
the electronic device 1s 1n the normal operating state,
the automatic sleep detecting procedure comprising the
steps of:

detecting a second wireless signal regularly by the wire-
less recerver, wherein the second wireless signal com-
prises a second 1dentification data;

comparing the second identification data with the valid
data upon detection of the second wireless signal;

keeping the electronic device in the normal operating state
when the second identification data matches the valid

data; and

causing the electronic device to enter [a] the sleep state
when the second wireless signal 1s not detected or the

second 1dentification data does not match the valid
data.

8. The method of claim 1, wherein the embedded con-
troller periodically drives the wireless receiver to receive
wireless signals while the electronic device 1s 1n the sleep
state.

9. The method of claim 1, wherein the embedded con-
troller enters the sleep state when the electronic device 1s in
the sleep state, and periodically wakes up to drive the
wireless receiver to receive wireless signals while the elec-
tronic device is in [a] tke sleep state.

10. An electronic device, comprising:

a wireless receiver configured to receive a first wireless
signal while the electronic device 1s 1 a sleep state,
wherein the first wireless signal comprises a first 1den-
tification data;

a processing umt; and

an embedded controller storing a valid data, configured to
perform the following while the electronic device 1s 1n
the sleep state:
compare the first identification data with the valid data;

and
when the first identification data matches the valid data:
obtain an account name and a password according to
the first 1dentification data; and
provide the account name and the password to the
processing unit; and
wherein the processing unit 1s configured to perform
the following:
execute [the] a start procedure of an operating sys-
tem upon receiving the account name and the
password from the embedded controller while the
clectronic device 1s 1n the sleep state; and
log 1n to the operating system with the account name
and the password so as to enter [the] ¢ normal
operating state.

11. The electronic device of claim 10, wherein the first
wireless signal is from one of an identity card [and] or a
wireless transmitter.

12. The electronic device of claim 10, wherein the wire-
less receiver 1s configured to keep operating normally 1n the
sleep state.

13. The electronic device of claim 10, wherein the first
identification data i1s the account name and the password.

14. The electronic device of claim 10, wherein the first
identification data 1s a username.

15. The electronic device of claim 10, wherein, when the
processing unit 1s in the normal operating state, the embed-
ded controller [executes] is configured to execute an auto-
matic sleep detecting procedure, [and] wherein the auto-
matic sleep detecting procedure comprises:
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detecting a second wireless signal regularly by the wire-
less recerver, wherein the second wireless signal com-
prises a second identification data;

comparing the second identification data with the valid

: : : 5
data upon detection of the second wireless signal;

maintaiming the normal operating state of the processing
unit when the second identification data matches the
valid data; and

10

causing the processing unit to execute a sleep procedure
when the second wireless signal 1s not detected or the
second 1dentification data does not match the valid
data.

16. The electronic device of claim 10, wherein the embed- 5
ded controller 1s configured to periodically drive the wireless
receiver to receive wireless signals while the electronic
device 1s 1n the sleep state.

17. The electronic device of claim 10, wherein the embed-
ded controller 1s configured to enter the sleep state when the
clectronic device 1s 1n the sleep state, and periodically wake
up to drive the wireless receiver to receive wireless signals
while the electronic device is in [a] tze sleep state.
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