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210
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DEVICES

220
GENERATE TIMESTAMP INFORMATION INDICATING TIME OF
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INDICATOR TO SIGNIFY TO OTHER NETWORK DEVICES IN THE
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TIMESTAMP INFORMATION
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1
TIMESTAMPING PACKETS IN A NETWORK

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

RELATED APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 13/708,3477, filed Dec. 7, 2012, entitled “Timestamping,
Packets 1n a Network,” which claims priority to U.S. Pro-
visional Patent Application No. 61/702,323, filed Sep. 18,

2012, also entitled “Timestamping Packets in a Network.”

Both applications are incorporated herein by reference 1n
their entirety.

TECHNICAL FIELD

The present disclosure relates to networking systems and
devices.

BACKGROUND

In a computer network, such as a data center, data 1s
transmitted from a source to a destination 1n the form of
packets that generally pass through one or more networking,
devices (e.g., switches, routers, firewalls, etc.). During the
transmission, packets are generally temporarily stored 1n one
or more network buflers of the networking devices.

Certain data center customers demand network architec-
tures that can provide low latency, high bandwidth, and often
massive scalability. However, measuring latency may be
difficult and time sensitive applications often do not have the
proper visibility into how 1t has taken for packets to reach a
certain destination and when packets were actually sourced
at specific locations 1n the network.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates an example network block diagram in
which the timestamping of packets i1s used to track latency
at different points in a network domain.

FIG. 2 1llustrates 1n more detail components i each
network device in the network domain that enable the
timestamping and latency measurements of packets that
traverse the network domain.

FIGS. 3A-3E 1illustrate examples of a timestamp tag
(TTAG) that may be inserted into a packet by any of the
network devices 1n the network domain, and which 1s used
for latency measurements.

FIG. 4 illustrates an example of a packet having one or
more 1 TAGs.

FI1G. 5 1s a flow chart that depicts operations performed by
network devices that insert and operate on TTAGs.

DESCRIPTION OF EXAMPLE EMBODIMENTS

Overview

Techniques are presented herein to facilitate latency mea-
surements 1n a networking environment. A first network
device receives a packet for transport within a network
domain that comprises a plurality of network devices. The

10

15

20

25

30

35

40

45

50

55

60

65

2

plurality of network devices have a common time reference,
that 1s, they are time synchronized. The first network device

generates timestamp information indicating time of arrival
of the packet at the first network device. The {first network
device inserts mto the packet a tag that comprises at least a
first subfield and a second subfield. The first subfield com-
prises a type indicator to signily to other network devices in
the network domain that the tag includes timestamp infor-
mation, and the second subfield includes the timestamp
information. The first network device sends the packet into
the network domain to another network device. Other net-
work devices 1n the network domain which receive that
packet can then make latency measurements, insert another
tag, overwrite the tag, and perform various other operations
described herein.

Example Embodiments

Retference 1s first made to FIG. 1. FIG. 1 shows a network
domain or system 10 comprising a plurality of network
devices 20(1)-20(N) that are all synchromized to a common
time reference 30. That 1s, all of the network devices
20(1)-20(N) of interest 1n the network domain 10 have the
same global time reference, determined by IEEE 1588
Precision Time Protocol (P1P) or other methods now known
or heremafter developed. For simplicity, the term “node™ 1s
also used herein synonymously with the term “network
device”.

A packet 40 enters the network domain 10 at some edge
node, e.g., network device 20(1) 1n the example of FIG. 1,
and departs the network domain 10 at another edge node,
¢.g., network device 20(N). Presented herein are techniques
to determine latency at any point 1n the network domain for
a packet as 1t traverses through the network domain 10. One
particular latency measure that 1s of interest 1s the end-to-
end latency, that 1s, the elapsed time (latency) for a packet
to travel between an ingress port of edge network device
20(1) to an egress port of edge network device 20(N) of
network domain 10.

A timestamp tag (TTAG) 1s inserted into a packet 40 by
the edge network device 20(1) of the network domain 10.
The TTAG includes timestamp information indicating time
of arrival at network device 20(1). All of the network
devices 1n the network domain 10 that receive the packet 40
(with the mserted TTAG) can perform measurements based
on the timestamp information contained in TTAG inserted
into packet 40, and perform other operations, including
adding another TTAG, overwriting an existing TTAG, add-
ing another timestamp value 1nto an existing TTAG, etc., as
will described 1n more detail heremnafter. As indicated in
FIG. 1, any network device in the network domain 10 can
measure and report the latency based on the TTAG con-
tamned 1n a packet. However, not all network devices must
understand a TTAG. In cases in which a network device does
not understand a TTAG contained 1n a packet, the TTAG can
be skipped as part of packet processing or in the case of
Ethernet packets, some switches will process the packet up
to the TTAG and skip the rest of the packet.

The network devices 20(1)-20(N) shown 1n FIG. 1 can be
any network device now known or hereimnafter developed,
including a switch, router, gateway, a soltware stack on a
host device, virtual network interface cards (VINICs) virtual
switches, physical network interface cards (including those
that support virtualization).

FIG. 1 further shows a network management station 50
that may take a variety of forms, e.g., server computer,
virtualized server, etc., that communicates with each net-
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work device 20(1)-20(N) for purposes of configuring the
network devices to insert TTAGs, make latency measure-
ments, report latency measurements, and to receive latency
measurements from the network devices 20(1)-20(N).

Turning now to FIG. 2, a more detailed description 1s
provided for the components of a network device that are
configured to perform the TTAG insertion and latency
measurement operations presented herein. FIG. 2 shows a
simplified diagram of two network devices 20(1) and 20(2),
though 1t should be understood that each network device
20(1)-20(N) 1n a network domain that 1s to participate 1n the
techniques presented herein 1s configured in a similar man-
ner as that shown for network devices 20(1) and 20(2) in
FIG. 2. Specifically, each network device 20(1)-20(N)
includes multiple ports, and for simplicity an ingress port 21
and egress 22 are shown in FIG. 2. Furthermore, each
network device includes a timestamp logic unit 23, a latency
measurement unit 24, packet processing logic 26, a central
processing unit (CPU) 28 and memory 29. The packet
processing logic 26 1s representative of the conventional
packet processing components in a network device, such as
butlers, switch tables, switch fabric, queues, etc., that oper-
ate to determine whether to drop, forward (and via a
particular egress port), switch, etc., a particular packet based
on the contents of the header of the packet. The details of the
packet processing logic 26 are not described herein because
they are well known 1n the art, and do not pertain to the
timestamping techniques presented herein.

The timestamp logic unit 23 generates a timestamp upon
arrival of the packet at an ingress port 21 of the network
device. The timestamp 1s with respect to the common time
reference 30 used by all network devices in the network
domain. The timestamp logic unit 23 may insert the TTAG
into a packet 40 immediately upon arrival at the mngress port,
and then forward the packet to be processed by the packet
processing logic 26, insert the TTAG in parallel with the
processing ol the packet by the packet processing logic 26,
or alter processing of the packet by the packet processing
logic 26. Examples of various formats of a TTAG are
presented hereinaiter 1n connection with FIGS. 3A-3D. The
TTAG 1s 1nserted 1n any manner that does not interfere with
the normal processing of the packet by the network devices.

The timestamp logic unit 23 may also be configured to
insert additional information 1mnto a TTAG, including one or
more bits to indicate a validity of the timestamp value, one
or more bits to indicate a timing precision of the timestamp
value. In general, precision 1s system or network domain
wide and 1s pre-negotiated among the network devices with
respect to the common time reference 30. When a new
timestamp value 1s to be inserted into a packet, a network
device uses etther ingress port timestamp from the common
time reference 30 (synchronized clock) or an invalid value
of zero. Invalid values are preserved across the network
domain, as described further hereinafter.

Since any device can serve as an edge node 1n a network
domain, each network device includes latency measurement
24 which 1s configured to perform a latency computation
(current time minus the timestamp value contained i1n a
TTAG of a received packet). For example, the latency
measurement unit 24 1n network device 20(2) may compute
the latency associated with packet 40 using the timestamp
value contained 1n the TTAG inserted by edge network
device 20(1).

The CPU 28 may perform higher level latency analysis
and reporting operations based on software instructions
contained 1n memory 29. The memory 29 may also serve for
additional storage of latency measurements. The CPU 28
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4

may send latency measurements to a local or remotely
located computing device that 1s used by a network admin-
istrator to momtor performance of network domain 20.
Moreover, the CPU 28 1n any given network device may
receive commands or instructions from a network manage-
ment station (FIG. 1) to control the TTAG-related operations
in a network device, latency measurements made by a
network device, etc.

Memory 29 may comprise read only memory (ROM),
random access memory (RAM), magnetic disk storage
media devices, optical storage media devices, tlash memory
devices, electrical, optical, or other physical/tangible
memory storage devices. The CPU 1s, for example, a micro-
processor or microcontroller. Thus, in general, the memory
29 may comprise one or more tangible (non-transitory)
computer readable storage media (e.g., a memory device)
encoded with software comprising computer executable
instructions and when the software 1s executed (by the CPU
28) 1t 15 operable to perform the operations described herein.

The timestamp logic unit 23 and latency measurement
unit 24 may be embodied by digital logic gates configured
to perform the operations described herein, or 1n another
form, by software stored in memory 29 and executed by
CPU 28 to perform the operations described herein. In
another example, the timestamp logic unit 23 and latency
measurement unit 24 may be integrated or embedded with
the packet processing logic 26, which 1tself may be embod-
ied by one or more application specific integrated circuits
(ASICs).

As shown 1n FIG. 2, when a network device receives from
another network device a packet that includes a TTAG, there
are several options for operations that may be performed.
First, the network device can measure latency from the edge
node or any other node that inserted a TTAG 1n the packet.
Second, the network device can do nothing, leave the TTAG
as 1s and process the packet 1n the ordinary course. Third, the
network device can overwrite an existing TTAG in the
packet with a new TTAG (and timestamp of arrival) at this
network device. Fourth, the network device can insert an
additional TTAG 1nto the packet. For example, multiple
TTAGs can be inserted such as through tunnels or if nego-
tiated across ports. Fifth, the network device can 1nsert an
additional timestamp value (based on time of arrival at this
network device) into an existing TTAG of the packet. The
CPU 28 in one or more network devices may be configured,
through software stored in memory 29, to msert additional
TTAGs 1nto a packet, overwrite an existing TTAG or insert
another timestamp value 1 a TTAG as described further
heremnafter. In any case, the network device processes the
packet as it normally would if the TTAG were not present.
As shown 1n FIG. 2, network device 20(2) sends packet 40
on 1n the network domain with any existing TTAGs, a newly
overwritten TTAG, etc., under control of the CPU 28.

Reference 1s now made to FIGS. 3A-3E for examples of
various formats of TTAGs. FIG. 3A illustrates a first basic
form of a TTAG 100, including a first Type subfield 110 and
a second Timestamp subfield 120. The Type subfield 110 1s
used to identify the “type” as a TTAG which allows any
network device to recognize the TTAG. The independence
of timestamp information contained 1 a TTAG from any
other existing format liberates current network devices or
CPUs to determine system-wide time. In one example, the
Type subfield 110 1s 8 bytes such as that specified by an
Ethertype subfield in an FEthernet frame. The Timestamp
subfield 120 1s a 48 bit number having a format of an
unsigned rolling 48 bit binary number value, e.g., having
100 picosecond resolution. When clock time increments to
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zeros for all 48 LSBs, the Timestamp subfield uses a value
ol one 1nstead. A value of one repeats unlike one’s comple-
ment. Thus, a lower 48 bit clock time of 0 and 1 both map
to Timestamp subfield value of 1.

FIG. 3B shows an example formatof a TTAG 101 withan 5
explicit validity bit shown at 130. The validity bit 130 1s
configured so that 1t 1t takes on a first value, e.g., logic “17,
the timestamp value 1n Timestamp subfield 120 1s valid, and
if the validity bit takes on a second value, e.g., logic “0”, the
timestamp value in the Timestamp subfield 120 1s mnvalid. 10
Invalid timestamp values are preserved across the network
domain by other network devices that receive a packet with
a TTAG 1indicated to contain an invalid timestamp value.

There 1s another way to signity an invalid timestamp
value 1n a packet without using the explicit validity bit 130. 15
A Timestamp subfield value of zero represents an invalid
timestamp. Thus, when the value contained 1n Timestamp
subfield 130 1s all zeros, a network device construes this as
indicating that the timestamp contained in the TTAG 1s
invalid. The subfield can be compatible with timestamp 20
always valid in the network when invalid capability 1is
disabled 1n the network domain. Thus, a predetermined bit
pattern (e.g., all zeros) i the Timestamp subfield 130
indicates that the timestamp information of the Timestamp
subfield 1s not valid. 25

FIG. 3C illustrates another format of a TTAG shown at
reference numeral 102. In this example, there 1s an addi-
tional precision subfield 140 that contains a bit pattern
configured to indicate precision of the timestamp value
contained 1n the Timestamp subfield 120. The concept of 30
network-wide pre-negotiated precision was described
above.

FI1G. 3D illustrates still another format of a TTAG shown
at reference numeral 103. This example shows that there 1s
both the explicit validity bit 130 and precision subfield 140. 35

FIG. 3E illustrates yet another format of a TTAG shown
at reference numeral 104. TTAG 104 includes multiple
Timestamp fields 120(1), 120(2), etc. Each Timestamp sub-
field can contain a different timestamp value 1nserted by the
same network device or by different network devices. 40

Turning to FIG. 4, a general diagram 1s shown of a packet
40 having one or more TTAGs 100(1), 100(2), etc., therein.

In the simple case, a packet will have only one TTAG at any
given time. However, there 1s utility in the capability of
multiple TTAGs 1n a packet. For example, multiple TTAGs 45
can be inserted 1n situations when packets are encapsulated
in tunnels or 1f negotiated across ports of network devices.
Furthermore, each packet that has a TTAG 1nserted into 1t
does not aflect the networking operations performed by any
network device that recerves the packet. Any network device 50
can obtain information from the TTAGs contained in packets
and thereby obtain visibility to latency within the network.

In some implementations of the techniques described
herein, the number of TTAGs that can be inserted into a
packet 1s limited in number to, for example, six (6) or some 55
number between one (1) and ten (10). In other implemen-
tations, the number of TTAGs that can be inserted into a
packet 1s unlimited, in which any device that receives the
packet within the network for passing the packet to a
destination from a source can insert a TTAG 1nto the packet. 60
In some 1mplementations, when the maximum number of
TTAGs that can be inserted into a packet 1s reached, down-
stream network devices cannot insert TTAGs into the
packet. In yet other implementations, when the maximum
number of TTAGs that can be inserted into a packet 1s 65
reached, downstream network devices are allowed to over-
write TTAGs on a first-1n, first-out basis.

6

There are numerous possibilities for locating the TTAG
information in the packet. The TTAG can be inserted within
a Layer 2 portion of the packet. This 1s i1n contrast to
conventional approaches that perform application-specific
packet time measurements at Layer 3. For example, one
conventional packet time measurement approach collects
runtime measurement ol packets based on an application-
specific determination of packet arrivals at Layer 3, as
opposed to incorporating timestamp tag information directly
into all packets at Layer 2 as accomplished using the
techniques presented herein.

In some implementations, such as for Internet Protocol

Version 4 (IPv4) or IPv6 packets, the TTAG can be provided
immediately after the virtual local area network (VLAN)
subfield and immediately before the IPv4 or IPv6 field in the
packet header portion of the packet, 1n which the TTAG 1s
meshed 1n the protocol stack within the header portion of the
packet. Other locations for msertions of the TTAG within a
packet may be envisioned while remaining within the spirt
and scope of the techniques presented herein.

Turning now to FIG. 5, a flow chart 1s presented that
illustrates an operational tflow 200 with respect to network
devices that msert and interpret TTAGs 1n packets as the
packets traverse through a network domain. At 210, a packet
at a first network device (e.g., imngress edge node for the
packet) of a network domain 1s received. The packet 1s for
transport through the network domain, and the network
domain includes a plurality of network devices, e.g., as
depicted in FIG. 1. At 220, the first network device generates
timestamp information indicating time of arrival of the
packet at the first network device. As explained above in
connection with FIG. 1, the timestamp 1s generated with
respect to a time reference that 1s common across all of the
network devices 1n the network domain. At 230, the first
network device inserts mto the packet a tag that comprises
at least a first subfield and a second subfield. The first
subfield comprising a type indicator to signily to other
network devices 1n the network domain that the tag includes
timestamp information, and the second subfield 1includes or
contains the timestamp information.

At 240, the first network device sends the packet to
another network device in the network domain, using the
normal packet processing functions for the packet. At 250,
another network device 1n the network domain receives the
packet, and can perform any one or more of: (1) measuring
latency with respect to first network device based on time-
stamp information 1n tag, (11) overwriting tag with new tag,
(111) adding an additional tag to the packet, and (1v) adding
an additional timestamp to an existing tag, or (v) doing
nothing and processing the packet in the normal course
without performing any of operations (1)-)(1v).

At 250, the network device sends the packet on 1n the
network 1n the ordinary course of packet processing. Opera-
tions 240 and 250 are repeated at subsequent network
devices 1n the network domain as the packet travels through
the network domain.

As explained above in connection with FIGS. 1 and 2, a
network management station may receive reports as 1o
latency values measured by network devices 1n the network
domain. The network management station may also config-
ure the various network devices to perform more specialized
tagging of packets, depending on certain applications sup-
ported in the network, tunnels supported 1n the network, etc.
The latency measurements made by network devices at the
edge of the network domain and at various points 1n between
allow a network administrator to understand how the net-
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work domain i1s handling traflic and whether there are
network congestion 1ssues within a particular portion of the
network domain.

Thus, particular implementations of the subject matter
have been described. Other implementations are within the
scope of the following claims. In some cases, the actions
recited 1n the claims can be performed in a different order
and still achieve desirable results. In addition, the processes
depicted 1n the accompanying figures do not necessarily
require the particular order shown, or sequential order, to
achieve desirable results. In certain implementations, mul-
titasking and parallel processing may be advantageous.

The above description 1s intended by way of example
only.

What 1s claimed 1s:

1. A method comprising:

receiving a network traffic packet at a first network device
for transport within a network domain that comprises a
plurality of network devices, the network traffic packet
comprising a header with a Layer 2 portion and a
Layer 3 portion, wherein the plurality of network
devices have a common time reference and the network
traffic packet does not include time information sourced
from the common time reference, and wherein the first
network device 1s at an ingress edge of the network
domain for the network traffic packet, wherein the
network traffic packet 1s received at the first network
device from outside of the network domain;

generating, by the first network device, timestamp 1nfor-
mation indicating time of arrival of the network traffic
packet within the network domain;

inserting nto the Layer 2 portion of the header of the
network traffic packet a first tag that is distinct from
contents of the network traffic packet, wherein the first
tag comprises at least a first fype subfield and [a}
multiple second [subfield] subfields, wherein the first
type subfield comprising [a type] ar indicator to signify
to other network devices 1n the network domain that the
first tag 1ncludes timestamp information data, and
wherein at least one of the multiple second [subfield]
subfields includes [the] timestamp information indicat-
ing time of arrival of the network traffic packet with an
associated precision, wherein the timestamp informa-
tion 1s configured to be used by each device in the
network domain that receives the network traffic packet
as an indication of when the retwork traffic packet
entered the network domain; and

sending the rnetwork traffic packet from the first network
device to another network device in the network
domain.

2. The method of claim 1, turther comprising;:

receiving at a second network device the network traffic
packet sent from the first network device;

determining a time of arrival of the network traffic packet
at the second network device; and

measuring latency of the network traffic packet within the
network domain based on the time of arrival of the
network traffic packet and the timestamp information
contained 1n the first tag of the network traffic packet.

3. The method of claim 1, further comprising;:

at each of the other network devices in the network
domain:

receiving the network traffic packet sent by the first
network device;

determining time of arrival of the rnetwork traffic packet;
and
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8

measuring latency of the network traffic packet within the
network domain based on the time of arrival of the
network traffic packet and the timestamp i1nformation
contained 1n the first tag of the network traffic packet.

4. The method of claim 1, wherein the first type subfield
of the first tag 1s an Ethertype subfield.

5. The method of claim 1, further comprising inserting n
the first tag a validity bit that indicates whether or not the
timestamp 1nformation 1s valid.

6. The method of claim 1, wherein inserting into the
network traffic packet comprises nserting a predetermined
bit pattern 1n the second subfield to indicate that the time-
stamp information of the second subfield 1s not valid.

7. The method of claim 1, further comprising:

receiving at a second network device the retwork traffic

packet sent from the first network device; and
inserting [an additional] a second tag into the network
traffic packet, the [additional] secord tag including
timestamp information representing time of arrival of
the network traffic packet at the second network device,
whevrein the second tag is distinct from contents of the
network traffic packet and distinct from the first tag.

8. A method comprising;

recerving a rnetwork traffic packet at an egress port of a

first network device, the network traffic packet not
including time information sourced from a common
time reference and having been transported within a
network domain that comprises a plurality of network
devices, the network traffic packet comprising a header
with a Layer 2 portion and a Layer 3 portion, wherein
the plurality of network devices have a common time
reference, and wherein the first network device 1s at an
cegress edge of the network domain for the retwork
traffic packet;

determining a time of arrival of the retwork traffic packet

at the first network device;

extracting, by the first network device, from the Layer 2

portion of the header of the network traffic packet a tag
that is distinct from contents of the network traffic
packet, the tag including a type subfield and multiple
timestamp subfields, wherein the tvpe subfield com-
prises an indicator to signify to other network devices
in the network domain that the tag includes timestamp
information, wherein at least one of the multiple time-
stamp subfields including timestamp information ndi-
cating time of arrival of the rnetwork traffic packet
within the network domain with an associated preci-
sion, wherein the network traffic packet was recerved
within the network domain at a second network device,
wherein the second network device 1s arranged at an
ingress edge of the network domain for the retwork
traffic packet; and

determining [the] a latency of the network traffic packet

within the network domain by calculating an elapsed
time between the timestamp information and the arrival
of the network traffic packet at the egress port of the
first network device.

9. The method of claim 8, wherein extracting the time-
stamp 1nformation comprises extracting at least a first sub-
field and [a] multiple second [subfield] subfields, the first
subfield being the type subfield comprising [a type] the
indicator signifying that the multiple second [subfield
includes] subfields include the timestamp information.

10. The method of claim 9, wherein extracting the first
subfield comprises extracting an Ethertype subfield.

11. The method of claim 9, wherein extracting the time-
stamp 1mformation comprises extracting a predetermined bit
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pattern 1n the second subfield to indicate that the timestamp
information of the second subfield 1s not valid.

12. The method of claim 8, wherein extracting the time-
stamp 1information comprises extracting timestamp informa-
tion for each of the plurality of network devices that the
network traffic packet traversed travelling from the second
network device to the first network device.

13. The method of claim 8, wherein extracting the time-
stamp 1nformation comprises extracting a validity bit that
indicates whether or not the timestamp information 1s valid.

[14. The method of claim 8, wherein extracting the
timestamp information comprises extracting the timestamp
information from an Open Systems Interconnection model
Layer 2 portion of the packet.]

15. An apparatus comprising:

a plurality of ports each configured to receive and send
network traffic packets 1n a network domain, the net-
work traffic packets comprising a header with a Layer
2 portion and a Laver 3 portion, wherein at least one
of the plurality of ports 1s an egress port at an egress
edge of the network domain, and wherein the network
traffic packets do not include time information sourced
from a common time reference;

a timestamp logic unit configured to extract, from the
Layer 2 portion of the header of the network traffic
packet a tag that is distinct from contents of the network
traffic packet, the tag including a type subfield and
multiple timestamp subfields, wherein the type subfield
comprises an indicator to signify to other network
devices in the network domain that the tag includes
timestamp information, wherein at least one of the
multiple timestamp subfields including timestamp
information indicating time of arrival of [the] a network
traffic packet at the network domain with an associated
precision, wherein the timestamp information 1s gen-
crated at a network device arranged at an ingress edge
of the network domain for the rnetwork traffic packet;
and

a latency measurement unit configured to determine a
time of arrival of the network traffic packet at the egress
port and determine an elapsed time between the arrival
of the retwork traffic packet at the network domain and
the arrival of the network traffic packet at the egress
port.

16. The apparatus of claim 15, wherein the timestamp
logic unit 1s configured to extract at least a first subfield and
[a] multiple second [subfield] subfields, the first subfield
being the type subfield comprising [a type] the indicator
signifying that the multiple second [subfield includes] sub-
fields include the timestamp information.

17. The apparatus of claim 16, wherein the timestamp
logic umit 1s configured to extract the first subfield as an
Ethertype subfield.

18. The apparatus of claim 16, wherein the timestamp
logic unit 1s configured to extract the timestamp information
by extracting a predetermined bit pattern in the second
subfield to indicate that the timestamp information of the
second subfield 1s not valid.

19. The apparatus of claim 15, wherein the latency
measurement unit 1s configured to determine the elapsed
time from the time of arrival of the network traffic packet at
the egress port and the timestamp information.

[20. The apparatus of claim 15, wherein the timestamp
logic unit 1s configured to timestamp information from an
Open Systems Interconnection model Layer 2 portion of the
packet ]
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21. The apparatus of claim 15, wherein the timestamp
logic unit 1s configured to extract the timestamp 1mnformation
by extracting a validity bit that indicates whether or not the
timestamp 1nformation 1s valid.

[22. The apparatus of claim 15, wherein the timestamp
logic unit 1s configured to extract the timestamp information
by extracting the timestamp information from an Open
Systems Interconnection model Layer 2 portion of the
packet.]

23. The method of claim 1, wherein generating the
timestamp information indicating time of arrival of the
network traffic packet within the network domain comprises
determining a time of arrival at the first network device.

[24. The method of claim 1, wherein inserting into the
packet the tag comprises inserting the tag in an Open
Systems Interconnection model Layer 2 portion of the
packet.]

25. A method, comprising:

capturing, at a first network device that is configured to

forward network traffic packets, a network traffic
packet for tramsport within a network domain that
comprises a plurality of network devices, the network
traffic packet comprising a header with a Layer 2
portion and a Layer 3 portion, whevrein the first network
device is at an ingress edge of the network domain for
the network traffic packet, and wherein the network
traffic packet does not include time information sourced
from a common time reference and is transported to the
first network device from outside of the network
domain;

generating, by the first network device, timestamp infor-

mation indicating time of capture of the network traffic
packet at the first network device;

including in the Laver 2 portion of the header of the

network traffic packet a tag that is distinct from con-
tents of the network traffic packet, wherein the tag
comprises at least a first subfield and multiple second
subfields, wherein the first subfield comprising a type
subfield comprises an indicator to signify to other
network devices in the network domain that the tag
includes timestamp information, and wherein at least
one of the multiple second subfields comprises a time-
stamp value that indicates time of capture of the
network traffic packet at the first network device with
an associated precision; and

sending the network traffic packet from the first network

device to a second network device.

26. The method of claim 25, wherein the tag further
includes a subfield indicating a validity of the network traffic
packet.

27. The method of claim 25, wherein the network traffic
packet containing the tag is formatted such that the network
traffic packet can be processed by a second network device
that is not configured to understand the tag.

28. The method of claim 25, further comprising:

capturing the network traffic packet at the second network

device;

determining time of capture of the network traffic packet

at the second network device; and

measuring latency of the network traffic packet within the

network domain based on the time of capture of the
network traffic packet at the second network device and
the timestamp information included in the tag of the
network traffic packet.

29. The method of claim 25, wherein the tag further
includes a precision subfield indicating precision of the
timestamp value in an associated second subfield.
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30. An apparatus comprising:

an ingress port configured to rveceive a network traffic
packet, the network traffic packet comprising a header
with a Layer 2 portion and a Layer 3 portion, wherein

12

a timestamp logic unit configured to insert into the Layer
2 portion of a received network traffic packet a first
timestamp information indicating time of arrival of the
received network traffic packet at the network domain

from outside the network domain, wherein the first
timestamp information is generated with reference to
the ingress port at the edge of the network domain to
enable latency measurements based on the first time-
stamp information, and the first timestamp information
is distinct from contents of the veceived network traffic
packet, the first timestamp information having an asso-
ciated precision; and

wherein the Laver 2 portion of the veceived network traffic

packet further includes a type subfield that comprises
an indicator to signify to other network devices
received network traffic packet includes timestamp
information.

35. The apparatus of claim 34, wherein the type subfield
is an Ethertype subfield.

36. A system comprising the apparatus of claim 34, and
further comprising another apparatus that rveceives the
network traffic packet that includes the first timestamp
information.

37. The method of claim 1, wherein inserting comprises
inserting a plurality of additional tags into the network
traffic packet, each additional tag including different time-
stamp information, wherein each additional tag is distinct
from the first tag and distinct from other additional tags.

38. The method of claim 8, wherein the network traffic
zg packet includes multiple tags, each tag of the multiple tags
including timestamp information indicating time of arrival
of the network traffic packet at a different network device,
and wherein each tag of the multiple tags is distinct from
other tags.

39. The method of claim 38, wherein one or more tags of
the multiple tags have been overwritten by a network device
when the network traffic packet has a maximum number of
fags.

the network traffic packet does not include time infor- >
mation sourced from a common time refervence; and

a timestamp logic unit configured to generate timestamp
information based on time of arrival of the network
traffic packet at the ingress port and insert into the
Layer 2 portion of the header of the network traffic 19
packet, a tag that is distinct from contents of the
network traffic packet, wherein the tag comprises sub-
fields including a type subfield and multiple timestamp
subfields, wherein the type subfield comprises an indi-
cator to signify to other network devices that the tag 13
includes timestamp information, and wherein at least
one of the multiple timestamp subfields having an
associated precision subfield to indicate a precision for
a timestamp value for time of arrival of the network
traffic packet in an associated timestamp subfield. 20

31. The apparatus of claim 30, wherein the network traffic

packet further comprises a validity check subfield.

32. The apparatus of claim 30, further comprising:

a latency measuvement unit comnfigured to determine
latency of the network traffic packet traversing a net- 23
work domain from a first ingress port of the network
domain to a second port based on at least one of the
subfields containing timestamp information.

33. The apparatus of claim 30, whervein the type subfield

comprises an Ethertype subfield.

34. An apparatus comprising:

a plurality of ports, each port configured to receive and
send network traffic packets in a network domain, the
network traffic packets comprising a header with a
Layer 2 portion and a Layer 3 portion, wherein at least 3>
one of the plurality of ports is an ingress port at an edge
of the network domain, wherein the network traffic
packets do not include time information sourced from a
common time reference; S B
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