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SYSTEM AND METHOD FOR A SECURE
DISPLAY MODULE

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

Notice: Movre than one reissue application has been filed
for the reissue of US. Pat. No. 9,633,234. The reissue
applications are application Sev. No. 17/399,112 (the present
application), which is a continuing reissue of application

Ser. No. 16/393,008, filed on Apr. 24, 2019, which is a
reissue of U.S. Pat. No. 9,633,234.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a Continuation of U.S. patent appli-
cation Ser. No. 14/178,174, filed on Feb. 11, 2014, entitled

SYSTEM AND METHOD FOR A SECURE DISPLAY
MODULE, published as U.S. Patent Application Publication
No. 2014-0226815 on Aug. 14, 2014, and patented as U.S.
Pat. No. 9,264,228 on Feb. 16, 2016. U.S. patent application
Ser. No. 14/178,174 claims benefit of U.S. Provisional
Application No. 61/764,584, filed on Feb. 14, 2013. U.S.
patent application Ser. Nos. 14/178,174 and 61/764,584,
U.S. Patent Application Publication No. 2014-0226815, and
U.S. Pat. No. 9,264,228 are incorporated by reference herein
in their entirety.

FIELD OF THE INVENTION

The present invention relates to a system and a method for
a secure display module.

BACKGROUND OF THE INVENTION

There are many different display technologies available
today. For example, 1n dot-matrix liquid crystal display
(LCD) units, there 1s a grid of display elements pixels. In
some other display modules, the display elements are made
up of arrays of Light-emitting diodes (LEDs). In simpler
displays, seven-segment, fourteen-segment, or sixteen-seg-
ment display units are used. There are even mechanical flip
disc signs that can display images or text messages. In all the
above examples, a controller 1s used to drive the display
clements. For example, 1n LCDs, electronic controller driver
integrated circuit (IC) 1s used to drive the liquid crystal
display pixel on and off. This controller accepts a set of
commands from a host microcontroller or processor that
control the 1mage or text to display. By tapping at the
communication interface and reading the stream of com-
mands, 1t 1s possible to deduce the image or message
displayed.

In some applications, the information displayed 1s sensi-
tive and 1t 1s desirable to protect the displayed information
by making the communication channel between the display
controller and the host controller secure, thereby making the
commands incomprehensible. For example, 1n a payment
application, by making the display unit secure, more infor-
mation can be displayed and this simplifies the design of the
other components. Accordingly, there 1s a need for a secure
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2

display module that can greatly simplify the design and
reduce the cost of a secure application and products.

SUMMARY OF THE INVENTION

The invention presents a secure display module where the
display controller includes a cryptographic engine to encrypt
the commands sent to and from a host controller. By making
the display secure, the design of a secure application can be
greatly simplified.

In general, 1n one aspect, the invention provides a system
for a secure display module including a display element
array, a driver controller, a communication interface, a host
controller and a cryptographic engine. The display element
array includes one or more segments, and the driver outputs
are configured to drive the one or more segments, respec-
tively. The host controller 1s configured to send commands
and data to the dniver controller via the communication
interface and the cryptographic engine 1s configured to
encrypt communication data between the display element
array and the host controller.

Implementations of this aspect of the invention may
include one or more of the following features. Information
displayed on the display element array comprises the com-
mands and data sent from the host controller. The crypto-
graphic engine stores one or more 1dentification tokens for
mutual authentication with the host controller. The crypto-
graphic engine stores one or more cryptographic keys for
cryptographic operations comprising one or more of data
encryption, authentication, digital signature, or hashing. The
one or more cryptographic keys may be fixed key, master-
session key or Derived Unique Key Per Transaction
(DUKPT). The display element array further includes ele-
ments comprising light-emitting diodes, seven-segment,
fourteen-segment, sixteen-segment display elements, or
mechanical flip disc display elements. The elements are in
the form of pixels, line segments or i1cons. The system
further includes a Personal Identification Number (PIN) pad
and an application configured to display a randomized
number grid 1n the display element array, and the PIN pad
1s used to enter positional information corresponding to the
randomized number grid. The positional mputs on the PIN
pad are configured to be sent to the display module and the
display module 1s configured to decode the positional inputs
into PIN digits and to generate an encrypted PIN and then to
send the encrypted PIN back to the PIN pad.

In general, 1n another aspect, the mvention provides a
method for a secure display module including the following.
First, providing a display element array comprising one or
more segments. Next, providing a driver controller compris-
ing driver outputs configured to drive the one or more
segments, respectively. Next, providing a communication
interface and a host controller configured to send commands
and data to the dniver controller via the communication
interface. Next providing a cryptographic engine configured
to encrypt communication data between the display element
array and the host controller.

Among the advantages of this invention may be one or

more of the following. By making the display secure, the
design of a secure application can be greatly simplified.
The details of one or more embodiments of the invention
are set forth 1 the accompanying drawings and description
below. Other features, objects and advantages of the inven-
tion will be apparent from the following description of the
preferred embodiments, the drawings and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a typical display module 100 with display
memory, command interface and the driver outputs;
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FIG. 2 shows a secure display module 300 according to
this 1nvention with display memory, command interface,
driver outputs and a cryptographic unit;

FIG. 3 shows a randomized key grid 201 and i1ts numbered
positions 202 shown on the secure display 101 and a
standard PIN Pad 105.

DETAILED DESCRIPTION OF TH.
INVENTION

(L]

Referring to FI1G. 1, 1n a typical display module 100, there
1s a display element array 101 where segments 101 A, 101B,
101C are turned on or off by a set of driver outputs 112
according to a set of commands and data received from a
host controller 120 through the control nterface 111. The
status of an element can either be stored 1n a display memory
113 or 1t can be stored 1n the state of the display element
itsell In one example, the state of a mechanical flip disc and
clectronic 1k element retains 1ts state unless altered. In this
prior art display module 100, commands and data are sent to
the display module 100 from the host controller 120 in plain
text unencrypted form. Therefore, 1t 1s possible to deduce the
image or text message displayed by looking at the sequence
of commands and data.

In the present invention, commands and data are
encrypted so that they are rendered incomprehensible with-
out the proper cryptographic keys. Referring to FIG. 2,
display module 300 includes a display element array 301
and a display controller 310. Display controller 310 includes
driver outputs 312, a control interface 311, display memory
313 and a cryptographic engine 314. Cryptographic engine
314 provides a secure communication channel between the
display controller 310 and the host controller 320. The
cryptographic engine 314 stores a set of symmetric or
asymmetric cryptographic keys that are used for key
exchange, data encryption and data hashing.

In operation, the host controller 1320 and the display
controller 310 first establish a key for data encryption.
Different key schemes can be used including Fixed key,
Master-Session key or Derived Unique Key Per Transaction
(DUKPT). Next, data and commands are encrypted by the
host controller 320 before sending them to the display
controller 310. The display controller 310, upon receiving
the encrypted commands and data, decrypts the encrypted
commands and data and then carries out the intended
operations such as updating the display memory and driver
outputs.

One of the applications of the secure display module 300
1s 1n the design of a personal i1dentification number (PIN)
entry device. Instead of strengthening the security level of
the PIN pad, one can now rely on the security of the display.
In the design, a randomized number grid 200 1s displayed 1n
display element array 301 and a PIN Pad 103 1s used to enter
positional information corresponding to the randomized
number grid 200 mstead of the PIN digits 102. In this way,
a PIN can be captured securely in a standard PIN pad,
keyboard or touch screen. The positional mmformation, in
combination with the displayed information on the secure
display module, can give the entered digits and thus the PIN.

Several embodiments of the present invention have been
described. Nevertheless, it will be understood that various
modifications may be made without departing from the spirit
and scope of the mmvention. Accordingly, other embodiments
are within the scope of the following claims.
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What 1s claimed 1s:

[1. A display module comprising:

a control interface configured to receive encrypted com-

mands and encrypted data for display;

a cryptographic engine coupled to the control intertace,

the encrypted commands and

data received by the control interface being decrypted
by the cryptographic engine to produce decrypted
commands and decrypted data, the decrypted com-
mands being executed by the control interface to
control a plurality of display drniver outputs;

the plurality of driver outputs coupled to the control

interface, the plurality of display driver outputs using
the decrypted data to update the display array element
with a randomized number grid; and

a PIN pad for entering positional information correspond-

ing to the randomized number grid.}

[2. The display module of claim 1 further comprising a
display memory, the display memory storing the status of a
portion of the display array element.]

[3. The display module of claim 1 wherein the status of a
portion of the display array element 1s stored within a state
of the display array element.]

[4. The display module of claim 1 wherein the crypto-
graphic engine stores a key used for data encryption of the
encrypted commands and data.]

[5. A method for operating a display module comprising:

establishing, by a cryptographic engine, a key for data

encryption between a control interface and an external
device;

receiving encrypted commands and encrypted data by the

control interface;

decrypting the encrypted commands using the key, by the

cryptographic engine, to produce decrypted commands
and decrypted data;

executing the decrypted commands, by the control inter-

face, to control a plurality of driver outputs to update a
display array element using the decrypted data, the
decrypted commands defining a randomized number
orid; and

receiving positional information nput on a PIN pad

corresponding to the randomized number grid.]

[6. The method of claim 5 further comprising storing in a
display memory a status of a portion of the display array
element.}

[7. The method of claim 5 further comprising storing
within a state of the display array element a status of a
portion of the display array element.]

[8. The method of claim 5 further comprising storing the
key used for data encryption of the encrypted commands and
data within the cryptographic engine.]

9. A method for a display module comprising:

providing a control interface to receive encrypted com-

mands and encrypted data for display;

providing a cryptographic engine;

performing one of:

enabling the provided cryptographic engine to decrypt
the encrypted commands and data received by the
control interface to produce decrypted commands
and decrvpted data, or

configuring the provided cryptographic engine to
decrypt the encrypted commands and data received

by the control interface to produce decrypted com-
mands and decrypted data;
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performing one of:
enabling the provided control interface to control a
plurality of display driver outputs based on the
decrypted commands, or

configuring the provided control interface to control
the plurality of display driver outputs based on the
decrypted commands;
enabling a display array element to display a randomized
number grid based on the plurality of display driver
outputs using the decrypted data;
enabling positional information corresponding to the
randomized number grid to be input using a personal
identification number (PIN) pad,;

enabling the positional information to be received and

decoded into PIN digits;
enabling generation of an encrypted PIN based on the
PIN digits; and
enabling transmission of the encrypted PIN to the PIN
pad.
10. A system comprising:
a display module comprising:
a control interface to receive encrypted commands and
encrypted data for display, and
a cryptographic engine coupled to the control inter-
Jace,
the encrypted commands and data received by the
control interface being decrypted by the crypto-
graphic engine to produce decvypted commands and
decrypted data,
the control interface controls a plurality of display
driver outputs based on the decrypted commands;
the plurality of display driver outputs coupled to the
control interface, the plurality of display driver
outputs using the decrypted data to update a display
array element with a randomized number grid; and
the display module receives positional information
corresponding to the randomized number grid
entered at a personal identification number (PIN)
pad,
the display module decodes the received positional
information into PIN digits,

the cryptographic engine generates an encrypted
PIN based on the PIN digits, and

6

the display module transmits the encrypted PIN to
the PIN pad.

11. The display module of claim 10 further comprising a
display memory, the display memory storing a status of a
5 portion of the display array element.

12. The display module of claim 10 wherein a status of a
portion of the display array element is stoved within a state
of the display array element.

13. The display module of claim 10 wherein the crypto-

0 graphic engine stores a key for data encryption of the
encrypted commands and data.

14. A method for operating a display module comprising:

establishing, by a cryptographic engine, a key for data

encryption between a control interface and a host
controller;
receiving, by the control interface, encrypted commands
and encrypted data sent by the host controller;

decrypting, by the cryptographic engine, the encrypted
commands and encrypted data using the key to produce
decrypted commands and decrypted data;

controlling, by the control interface, a plurality of driver

outputs to update a display array element using the

decrypted data, wherein:

the controlling is based on the decrypted commands,
and

the decrypted commands defining a vandomized num-
ber grid,

receiving positional information input on a PIN pad

corresponding to the vandomized number grid;
decoding the rveceived positional information into PIN
digits;

generating an encrypted PIN based on the PIN digits; and

transmitting the encrypted PIN to the PIN pad.

15. The method of claim 14 further comprising storving in
35 a display memory a status of a portion of the display array
element.

16. The method of claim 14 further comprising storing
within a state of the display array element a status of a
portion of the display array element.

17. The method of claim 14 further comprising stoving the
key for data encryption of the encrypted commands and data
within the cryptographic engine.
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