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Fig. 4
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Fig. 5
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Fig. 7
100 400 4002

“ Access Network Core Network

Capahjility Exchange
(Support for sekective protection) [701)

ACCESS Stratum {Ad)
security Mode Command (SMC}

[Protection Enabled) (/02]

Secure Data Exchange (703)

UE request for selective protection for particular Application

51 UE Context Modification Request

AS SMC [Protection Disabled) [705)
[Protection Disabled) (706]

Unsecured Data
Exchange (707)

UE request for data protection of particutar Application

S1 UE Gontext Modification Request

AS SMG [Protection enabled] [709}
[Protection enabled) (710)

Secured Data Exchange (711]



U.S. Patent Apr. 11, 2023 Sheet 8 of 12 US RE49.491 E

Fig. 8
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METHOD AND SYSTEM FOR SELECTIVE
PROTECTION OF DATA EXCHANGED
BETWEEN USER EQUIPMENT AND
NETWORK

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough 10
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATION(S) 15

This application is a continuation reissue application of

U.S. patent application Ser. No. 16/671,973, which has
issued as U.S. Pat. No. RE48,631.

The present application claims priority under 35 U.S.C.
§365 to International Patent Application No. PCT/KR2013/
005060 filed Jun. 10, 2013, entitled “METHOD AND SY S-
TEM FOR SELECTIVE PROTECTION OF DATA
EXCHANGED BETWEEN USER EQUIPMENT AND
NETWORK?”. International Patent Application No. PCT/
KR2013/005060 claims priority under 35 U.S.C. §365 and/
or 35 U.S.C. §119(a) to Indian Patent Application No.
2295/CHE/2012 filed Jun. 8, 2012, and Indian Patent Appli-
cation No. 2295/CHE/2012 filed Apr. 26, 2013, which are 30
incorporated herein by reference into the present disclosure
as 1f fully set forth herein.

20

25

TECHNICAL FIELD
35

The present invention relates to protection mechanism in
wireless networks and more specifically relates to method
and system for selective protection of data, exchanged

between user equipment (UE) and wireless network.
40

BACKGROUND ART

With the increasing popularity of mobile devices (for
example smart phones), more users are utilizing their mobile
devices to access diflerent types of services over the Inter-
net. For example, there 1s a trend towards allowing users to
interact with banking services and/or networking sites using
mobile devices. However, numerous security concerns arise
when a user accesses the terne using a mobile device. In
particular, some websites may include malware and/or spy-
ware which may be configured to capture confidential and/or
sensitive information/data stored on and/or entered through
a mobile device.

A secure communications line 1s a communications line in ;55
between two access points to provide communication secu-
rity. Further, an unsecure communications line 1s any line

connecting the two access points without applying any
communication security mechanisms.

In operation, a user may want to transmit or receive data 60
of two different types (for example sensitive and non-
sensitive data). If the user wants to transmit or receive
non-sensitive data, 1t can be transmitted or received in an
unsecure manner, meamng that an unintended recipient may
have access to the data. For example, 1f the non-sensitive 65
data 1s transmitted in an unencrypted form, an unintended
recipient may access the data while being transmitted from

45

50

2

the user to the intended recipient. It 1s possible, at user’s
request to send non-sensitive data 1n a secure form but 1s not
necessary.

If a user 1s transmitting or receiving data that 1s sensitive
it must be transmitted or received 1n a secure manner,
meaning that an unintended recipient should not have access
to the data. For example, if the sensitive data 1s transmitted
in an encrypted form, an umintended recipient may access
the encrypted data while being transmitted from the user to
the mtended recipient. However, 1 such a case, the unin-
tended recipient may not be able to decrypt the encrypted
data. All sensitive data that 1s transmitted 1n a secure manner
1s transmitted over secure transmission network.

In conventional wireless communication systems there 1s
no way to differentiate between sensitive and non-sensitive
data. Further, the data that 1s being transmitted 1s already
encoded when 1t reaches the network, so the network has no
way of distinguishing between data types. To achieve secure
transmission of a user’s sensitive data, all of the user’s data
must be treated as sensitive. In other words, a user may
transmit all data in the secure manner over the secure
network or the user may transmit all data in the unsecure
manner over the unsecure network.

This method of on/off security 1s very inethcient due to
the fact that the user may only be transmitting or receiving
one type of data that 1s sensitive while the other types may
be non-sensitive, or a set of users want to transmit/receive
sensitive data as well as non-sensitive data while another set
of users do not transmit or receive any sensitive data but
only non-sensitive data. For example, 1 a user 1s transmiut-
ting or receiwving sensitive voice data, non-sensitive text
data, and non-sensitive internet data, the user will transmait
or recerve all three types of data through the secure network
to ensure that the sensitive voice data will remain secure. As
such, all three types will be treated as sensitive data and
transmitted 1n the secure manner because networks lack
ability to differentiate them and protect only the sensitive
data.

At the same time, when the user uses smart phone for
internet access, diflerent applications may be running simul-
taneously and each application may require diflerent secu-
rity requirements. It may be important to secure the VoIP call
and at the same time browsing a web page or downloading
a video stream need not be secured. Further, applying
security protection to each application running in the smart
phone consumes battery power. Some applications (like
bank transactions) require protection and some applications
may not require the security protection.

However, 1n current method of transmitting or receiving,
data securely 1mn a wireless communication system has
limitation. There 1s no way to diflerentiate sensitive data
from non-sensitive data and apply security for only selected
data. In current communications networks there 1s no way to
protect the data selectively like applying security for only
sensitive data. This 1s very inetlicient method of transmitting
sensitive data.

Due to abovementioned reasons, 1t 1s evident that the
existing system applies security to all the data 1irrespective of
the fact that there 1s need to protect those data or not. Due
to this, existing system fails to conserve the battery power by
selective protection.

In the light of above discussion, it 1s desirable to have a
method and system that provides a security mechanism for
applying a dynamic switching on/off of the user plane
protection based on user or network policy or application
requirement.
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DISCLOSURE OF INVENTION

Technical Problem

The principal object of the embodiments herein 1s to
provide a method and system for providing selective pro-
tection of data exchanged between user equipment (UE) and
a wireless network.

Another object of the invention 1s to provide a method and
system for applymg the selective protection to a particular
user data traflic based on user configuration or network
policy or type of application.

Another object of the invention 1s to provide a method and
system for reducing battery power consumption of UE by
applying the selective protection for user sensitive data or
t1ll some factors are satisfied, for example, the factors are
type of application running on the UE, battery power avail-
ability of the UE, load in wireless network, configuration of
the UE, configuration of the wireless network.

Solution to Problem

Accordingly the invention provides a method for selective
protection of data, wherein the data 1s exchanged between
user equipment (UE) and a wireless network, wherein the
method comprises deciding to perform at least one of:
enabling and disabling the selective protection dynamically
by the wireless network during exchange of the data
between the UE and wireless network for all user data trathic
or for only particular user data traflic. Further the method
comprises applying the selective protection to the data by at
least one of: the wireless network and the UE based on at
least one factor upon deciding by the wireless network.

Accordingly the mvention provides a core network for
selective protection of data, wherein the data 1s exchanged
with user equipment (UE), wherein the core network 1s
configured to decide for performing at least one of: enabling
and disabling the selective protection dynamically during

exchange of the data with the UE. Further the core network
1s configured to apply the selective protection to the data
based on at least one factor upon deciding by the wireless
network.

Accordingly the invention provides user equipment (UE)
for selective protection of data, wherein the data 1is
exchanged with a wireless network, wherein the UE com-
prises an integrated circuit. Further the integrated circuit
comprises at least one processor, at least one memory. The
memory comprises a computer program code within the
circuit. At least one memory and the computer program code
with the at least one processor cause the UE to send a request
for at least one of: enabling and disabling the selective
protection to the wireless network for the data based on at
least one factor.

These and other aspects of the embodiments herein will
be better appreciated and understood when considered in
conjunction with the following description and the accom-
panying drawings. It should be understood, however, that
the following descriptions, while indicating preferred
embodiments and numerous specific details thereof, are
given by way of illustration and not of limitation. Many
changes and modifications may be made within the scope of
the embodiments herein without departing from the spirit
thereot, and the embodiments herein include all such modi-
fications.

Advantageous Effects of Invention

Advantages, and salient features of the invention waill
become apparent to those skilled 1n the art from the follow-
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4

ing detailed description, which, taken 1n conjunction with
the annexed drawings, discloses exemplary embodiments of
the 1nvention.

BRIEF DESCRIPTION OF DRAWINGS

This mvention 1s illustrated 1n the accompanying draw-
ings, throughout which like reference letters indicate corre-
sponding parts in the various figures. The embodiments
herein will be better understood from the following descrip-
tion with reference to the drawings, in which:

FIG. 1 illustrates an overview of LTE protocol stack for
implementing the selective protection, according to the
embodiments as disclosed herein;

FIG. 2 illustrates a schematic diagram of adding a new
secured bit field 1n the header of the PDCP PDU, according
to the embodiments disclosed herein;

FIG. 3 illustrates a sequence diagram in which user
equipment (UE) requests the wireless network to apply
selective protection, according to the embodiments as dis-
closed herein;

FIG. 4 illustrates the sequence diagram in which the core
network decides to apply selective protection to each bearer,
according to embodiments as disclosed herein;

FIG. 5 illustrates the sequence diagram in which the UE
request the core network to apply selective protection for
cach bearer, according to the embodiments as disclosed
herein;

FIG. 6 1llustrates the sequence diagram 1n which the core
network decides to apply selective protection for each
packet, according to embodiments as disclosed herein;

FIG. 7 illustrates the sequence diagram in which the UE
requests the core network to apply selective protection for
cach packet, according to the embodiments as disclosed
herein;

FIG. 8 1llustrates the sequence diagram 1n which the core
network decides to apply selective protection to each access
point name (APN), according to the embodiments as dis-
closed herein;

FIG. 9 illustrates a sequence diagram in which the UE
requests the core network to apply selective protection to
cach APN, according to the embodiments as disclosed
herein;

FIG. 10 illustrates a tlow diagram explaining the process
of determiming selective protection for packet of a bearer
based on the size of the packet in transmitting device side
operation, according to the embodiments as disclosed
herein;

FIG. 11 illustrates the flow diagram explaining the pro-
cess ol determining selective protection for packet of a
bearer based on the size of the packet i receiving device
side operation, according to the embodiments as disclosed
herein;

FIG. 12 1llustrates the flow diagram explaining the pro-
cess ol determining selective protection for packet of a
bearer 1n transmitting device side operation using a secure
bit field, according to embodiments as disclosed herein;

FIG. 13 1llustrates the flow diagram explaining the pro-

cess of determining selective protection for packet of a
bearer 1n receiving device side operation using a secure bit
field, according to embodiments as disclosed herein; and

FIG. 14 1llustrates a computing environment for imple-
menting the method and system for enabling and disabling
the selective protection by the wireless network, according
to the embodiments as disclosed herein.

MODE FOR THE INVENTION

The embodiments herein and the various features and
advantageous details thereof are explained more fully with
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reference to the non-limiting embodiments that are 1llus-
trated 1n the accompanying drawings and detailed in the
following description. Descriptions of well-known compo-
nents and processing techniques are omitted so as to not
unnecessarily obscure the embodiments herein. The
examples used herein are intended merely to facilitate an
understanding of ways in which the embodiments herein can
be practiced and to further enable those of skill 1n the art to
practice the embodiments herein. Accordingly, the examples
should not be construed as limiting the scope of the embodi-
ments herein.

The embodiments herein achieve a method and system for
dynamic switching ON/OFF of the user plane protection
based on the one or more factors. In an embodiment, the
factor can be type of application running on the UE, battery
power availability of the UE, load in wireless network, and
configuration of the UE, configuration of the wireless net-
work or the like. The methods to achieve the selective
protection 1 3rd Generation Partnership Project (3GPP)
networks are also disclosed. To apply selective protection,
the method proposes two alternate mechanisms for 3GPP
networks. One 1s per bearer (DRB-Data Radio Bearer) based
approach and the second 1s per packet based approach.

The signaling plane messages are always protected as
specified 1n the 3GPP specifications. The selective protec-
tion mechanism 1s only for the user plane traflic.

In per bearer DRB based approach, the method ifor
applying the selective protection 1s based on two alternatives
such as new 1ndication associated with the bearer to indicate
whether the bearer provides protection or not and another 1s
new QCI values for selective protection treatment.

In the new QCI value based approach, the new QCI values
along with the existing values are used to indicate whether
the DRB needs to be protected or not to be protected. In an
embodiment, protection means at least one of: encryption,
ciphering, integrity protection.

Further, the selective protection of user plane data can
also be achieved by using the combined DRB and per packet
based approach. Based on the service request, the network
and the UE establish the bearer for which the selective
protection 1s enabled. In the selective protection bearer, per
packet indication 1s used to indicate whether the data 1s
protected or not.

In an embodiment, the UE can be a mobile phone, smart
phone, tablet or any other electronic device which can access
the services from a wireless network (for example internet
and data services).

Referring now to the drawings, and more particularly to
FIGS. 1 through 14, where similar reference characters
denote corresponding features consistently throughout the
figures, there are shown preferred embodiments.

FIG. 1 1llustrates an overview of LTE protocol stack for
implementing the selective protection, according to the
embodiments as disclosed herein. As depicted 1n the figure,
various layers namely Physical (PHY) layer, Medium
Access Control (MAC) layer, Radio link Control (RLC)
layer and a Packet Data Control Protocol (PDCP) layer
exists 1n the protocol stack.

The physical (PHY) layer which 1s a first layer provides
information transier services to the upper layers using a
physical channel. The PHY layer i1s connected to the upper
Medium Access Control (MAC) layer through a transport
channel, and data between the MAC layer and the PHY layer
1s transierred through the transport channel.

The Medium Access Control (MAC) layer in the protocol
stack serves to map various logical channels to various
transport channels, and also performs a logical channel
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multiplexing for mapping several logical channels to one
transport channel. The MAC layer 1s connected to an upper
RLC layer through a logical channel, and the logical channel
1s roughly divided into a control channel for transmitting
control plane information and a trathic channel for transmuit-
ting user plane mmformation according to the type of infor-
mation to be transmitted.

Further, the RLC layer manages segmentation and con-
catenation of data received from an upper layer (PDCP
layer) to appropriately adjust data size such that lower layer
can send data to a radio section. Also, the RLC layer
provides three operation modes such as a transparent mode
(I'M), an un-acknowledged mode (UM) and an acknowl-
edged mode (AM) so as to guarantee various quality of
services ((QoS) required by each radio bearer (RB).

The PDCP layer of the second layer performs a header
compression function for reducing the size of an IP packet
header, which 1s relatively large 1n size and contains unnec-
essary control information to efliciently transmit IP packets
(for example, IPv4 or IPv6) over a radio section with a
relatively small bandwidth. Due to this, information only
required from the header portion of data i1s transmitted,
thereby serving to increase the transmission efliciency of the
radio section. In addition, in the LTE system, the PDCP layer
performs a security function, which includes ciphering and
integrity protection.

The PDCP layer 1s upwardly connected to a Radio
resource control (RRC) layer or user application, and down-
wardly connected to the RLC layer. The PDCP layer
receives PDCP Service Data Umts (SDUs) and stores the
receitved PDCP SDUs 1n a transmission bufier. Then, the

PDCP layer allocates a sequence number to each PDCP
SDU.

If the established Radio Bearer (RB) is that of the user
plane, 1.e., DRB, then the PDCP layer performs header
compression for the PDCP SDUs. Further, 1f the established
RB 1s that of the control plane, then the PDCP layer
performs integrity protection for the PDCP SDUs.

A data block generated by the result of the header com-
pression 1s encrypted or ciphered. Further, the PDCP layer

fixes a proper header to the ciphered data block to constitute
PDCP PDU, and then transters the constituted PDCP PDU

to the RLC layer.

In general, 1f the PDCP SDU need to be protected and 1
there 1s no enough MTU (maximum transmission Unit) data,
then SDU which does not need to be protected, are also
protected for obtaining efliciency. For example, 1f the PDCP
SDU-1 of DRB1 of high priority needs to be protected and
has length less than MTU and another PDCP SDU-2 of
DRB1 which 1s low priority which need not to be protected,
then the PDCP layer also protects the PDCP SDU-2 and
processes along with PDCP SDU-1, as PDCP SDU-1 need
to be processed quickly.

FIG. 2 illustrates a schematic diagram of adding a new
Sec bit field 1n the header of the PDCP PDU, according to
the embodiments disclosed herein. As deplcted in the figure,
the PDCP PDUs for user plane comprises a (Data/Control)
D/C field to distinguish the data PDUs from control PDUs.
Further, the PDCP Data PDUSs for user plane data comprises
either an uncompressed or a compressed IP packet. The data
PDU and control PDU are diflerentiated using the bit of
length one, which can be either O or 1.

In the FIG. 2, ‘R’ denotes a reserved bit of length one. The
reserved bit 1n the PDCP header 1s used to indicate whether
the protection 1s applied or not. FIG. 2 illustrates one of the
a' bits used as, the Sec bit field. The Sec bit field 1s used for
differentiating the protected PDU from unprotected PDU. In
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this example, a protected PDU 1s denoted using a bit
indication as zero and an unprotected PDU 1s denoted using
a bit indication as one. In another embodiment, a new header
field 1n addition to the existing fields 1s introduced to
indicate whether the protection 1s applied or not.

The PDCP SN of the PDCP header represents a sequence
number (SN). The PDCP SN can have the length of 5, 7 or
12 bits.

The data field may include either of uncompressed PDCP
SDU (which comprises the user plane data or a control plane
data) or compressed PDCP SDU (user plane data only).

FIG. 3 illustrates the sequence diagram in which user
equipment (UE) requests the wireless network to apply
selective protection, according to the embodiments as dis-
closed herein. The figure depicts UE 300, eNodeB 300a,
MME 300b, Serving Gateway (SGW) 300c, PDN (Packet
Data Network) Gateway (PDN GW) 300d, Policy Charging
Rules Function (PCRF) 300¢ and Home Subscription Server
(HSS) 3001.

As depicted 1n the sequence diagram, the UE 300 and the
cNodeB 300a exchanges (301) the capability to support for
selective protection during the initial attach procedure.

In an embodiment, the selective protection capability 1s
exchanged along with the UE’s 300 capability Non Access
Stratum (NAS) message Information Element (IE).

In an embodiment, the UE 300 initiates the attach proce-
dure by transmitting an attach request to the eNodeB 300a,
wherein attach/service request comprises the International
Mobile Subscriber Identity (IMSI), UE core network capa-
bility, UE specific DRX parameters, attach type and the like.

The UE 300 needs to register with the network to receive
services which require registration. This registration 1s
termed as Network Attachment. The always-on IP connec-
tivity for UE 300 of the Evolved Packet System (EPS) 1s
ecnabled by establishing a default EPS bearer during the
Network Attachment.

The policy and charging control (PCC) rules applied to
the default EPS bearer may be predefined in the PDN GW
300d and activated in the attachment by the PDN GW 300d
itself. The attach procedure may trigger one or multiple
Dedicated Bearer Establishment procedures to establish
dedicated EPS bearer(s) tor UE 300.

During the attach procedure, the UE 300 may request for
an IP address allocation. Terminals utilizing only Internet
Engineering Task Force (IETF) based mechanisms for IP
address allocation are also supported.

The UE 300 sends (302) attach or service request message
(L3 message) with the access point name (APN) to the MME
300b through eNodeB 300a. In an embodiment, the APN can
be a default APN.

In an embodiment, the UE 300 may optionally indicate
whether the protection 1s required for the service or not in
attach or service request message (L3 message).

The MME 300b receives the L3 message and checks
(303) for the validity of the available security context. If the
available security context 1s not valid, then the MME 300b
initiates an authentication procedure with the HSS 3001 and
establishes the security context.

Further, the MME 300b checks whether the UE 300 1s
capable of supporting the selective protection mechanism.
During the mitial attach procedure, the IMSI 1s obtained
from the UE 300 and this IMSI 1s used for determining
whether the UE 300 1s capable of supporting the selective
protection mechanism.

If the UE 300 supports the selective protection mecha-
nism then the MME 300b checks whether the Access Point
Name (APN) needs to be protected or not based on the
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factors like network configuration, UE subscription, UE
configuration, request from the UE 300, user preference and
decides (304) for selective protection mechanism which can
be a per bearer (DRB) based protection, per packet based
protection or combined per packet, per bearer based protec-
tion.

Further, the MME 300b indicates (3035) the selective
protection mechanism to the eNodeB 300a in the initial

context setup request. Once the MME 300b indicates the
eNodeB 300a, then the eNodeB 300a establishes the bearer
and implements (306) the selective protection mechanism
with the UE 300. In an embodiment, the MME 300b

indicates the selective protection mechanism to the UE 300
in the L3 response message. For example, the L3 response
message can be attach accept message, service accept mes-
sage.

In an embodiment, selective protection indication 1s pro-
vided to the UE 300 1n an Access Stratum (AS) Security
mode command AS SMC procedure. In another embodi-
ment, selective protection indication 1s provided to the UE
300 1n a Non Access Stratum (NAS) Security mode com-
mand NAS SMC procedure.

The AS SMC procedure comprises a round trip of mes-
sages between eNodeB 300a and UE 300. The eNodeB 300a
sends the AS security mode command to the UE 300 and the

UE 300 replies with the AS security mode complete mes-
sage. The AS security mode command message from eNo-
deB 300a to UE 300 may contain the selected AS algo-
rithms.

In an embodiment, the SMC configured for selective
protection 1s activated 1n the UE 300, by the access network
400 mitiating intra eNodeB 300a handover procedures.

In another embodiment, the access network 400 1nitiates
the intra eNB 300a handover procedure and then AS SMC
to activate the new selective protection.

The method of providing selective protection of the data
exchanged to the UE 300 by the wireless network.

In an embodiment, the selective protection 1s achieved by
applying protection to each bearer between the UE 300 and
the eNodeB 300a using the bearer based approach.

In another embodiment, the selective protection can also
be provided to each packet in the packet based approach.

In another embodiment, the selective protection can also
be applied for each packet associated with each bearer in the
combined bearer and packet based approach.

The method for achieving the selective protection using
per bearer based approach i1s as detailed herein. In this
method, an indication 1s provided to the bearer, which
indicates whether the bearer 1s protected or not. For sup-
porting multiple security requirements, diflerent bearers are
setup between the UE 300 and the eNodeB 300a, each bearer
1s associated with different security mechanism.

In an embodiment, each bearer between the UE 300 and
the eNodeB 300a 1s associated with an indication, which 1s
decided by the eNodeB 300a during the bearer establishment
or modification procedure. The indication associated with
cach bearer indicates whether the bearer 1s protected or not.

For 1llustration, the secured bearer or protected bearer 1s
used for applications such as Voice Over Internet Protocol
(VoIP), Hypertext Transier Protocol Secure (HTTPS),
Secure Socket Layer (SSL) sessions. These secured bearers
have an indication for which the dedicated secured trans-
mission 1s provided.

For 1llustration, the non-secured bearer does not provide
protection and it 1s used for applications such as web
browsing or video streaming or Real Time Gaming.
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In an embodiment, the eNodeB 300a in the access net-
work provides and ensures the configuration for protection
of the bearer over the radio interface.

In an embodiment, each bearer between the eNodeB 300a
and the UE 300 1s associated with a QoS class identifier
(QCI), secured or non-secured indication, and an allocation
and retention priority (ARP).

In another embodiment of providing selective protection
using per bearer based approach includes the usage of new
QCI values. The new QCI values are configured in the core
network and 1n the UE 300, to 1identify whether the bearer 1s
protected or not.

In an embodiment, the bearer having the new QCI value
1s not protected by the eNodeB 300a during the data
exchanged with the UE 300.

The new QCI values along with the existing QCI values
are listed in the table below. Further, the new QCI values
along with the existing values are used to indicate whether
the service tlow needs to be protected or not to be protected.
In an embodiment, the protection implies at-least one of:
encryption, ciphering, integrity protection.

In order to provide different bearer-level QoS along with
security protection, a separate EPS bearer may be estab-
lished for each QoS flow with security requirement. The user
IP packets must then be filtered into the appropriate EPS
bearers based on QoS and security requirements. In an
embodiment, the decision whether to protect or not to
protect the PDN connection can be taken by the PCRF 300¢
based on the operator policy. This means that, the PCC
contains the security related information for the service data
flow.

The PCRF 300e assigns the QCI value which includes the
security requirements based on PCC rule defined. When the
eNodeB 300a receives the QCI value, 1t determines whether

the service tlow needs to be protected or not to be protected.

Packet
Packet  Error
Resource Delay Loss
QCI  Type Priority Budget  Rate Example Services
1 GBR 2 100 ms 1072 Conversational
Voice
2 4 150 ms 10~ Conversational
Video (Live
Streaming)
10 4 150 ms 10~ Conversational
(Non- Video (Live
Secured) Streaming)
3 3 50ms 10™° Real Time Gaming
11 3 50 ms 10~ Real Time Gaming
(Non-
Secured)
4 5 300 ms 107® Non-Conversational
Video (Buflered
Streaming)
12 5 300 ms 107° Non-Conversational
(Non- Video (Buffered
Secured) Streaming)
5 Non-GBR 1 100 ms  107° IMS Signalling
6 6 300 ms 107°  Video (Buffered
Streaming) TCP-
based (e.g., www,
¢-mail, chat, fip,
p2p file sharing,
Progressive
video, etc.)
13 6 300 ms 107° Video (Buffered
(Non- Streaming) TCP-
Secured) based (e.g., www,

e-mail, chat, fip,
p2p file sharing,
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-continued
Packet
Packet  Error
Resource Delay Loss
QCI  Type Priority Budget Rate Example Services
Progressive
video, etc.)
7 7 100 ms 102  Voice, Video
(Live Streaming)
Interactive Gaming
14 7 100 ms 10— Voice, Video
(Non- (Live Streaming)
Secured) Interactive Gaming
R 8 300 ms 107°  Video (Buffered
9 9 Streaming) TCP-

based (e.g., www,
¢-mail, chat, fip,
p2p file sharing,
Progressive
video, etc.)

When the eNodeB 300a receives the QCI value, the
c¢NodeB 300a identifies whether the service tlow needs to be
protected or not to be protected.

The method of providing selective protection to each
packet during data exchanged between UE 300 and eNodeB
300a 1s detailed herein. An indication 1s provided 1n the user
plane packet, which indicates whether the packet 1s pro-
tected or unprotected. This imndication always indicates the
receiving device of the packet for handling the packet. This
ensures that not all the PDCP PDUs carried 1n a bearer are
protected. The reserved bit ‘R’ or a new header field in the

PDCP header 1s used to indicate whether protection 1is
applied or not.

When the PDCP SDU is received at the PDCP layer, the
upper layers may provide an indication to the PDCP layer
whether protection should be applied on the PDCP SDU,
accordingly the PDCP layer can set the indication field to 1
when protection 1s applied on a specific PDCP PDU as
described i FIG. 2.

In an embodiment, protection 1s applied only at a regular
interval or at random 1nterval 1n statistical manner. This 1s
achieved by the network (can be MME 300b) configures the
UE 300 and the eNodeB 300a to protect every nth packet
(for example n=5), and the UE 300 and the eNodeB 300a
ciphers/deciphers packet with PDCP COUNT mod 3=0.
The value of the n can be pre-configured or dynamically
coniigured durmg the attach procedure (for example SMC
procedure) or 1n between Packet Data Protocol (PDP) con-
nection in the UE 300 and in the eNodeB 300a. The value
of the n can be unique to the UE 300 (can be based on
subscription or based on batter power available at the UE
300) or can be 1n general for all the UEs 1n the network based
on operator policy for overload control. Alternative to pro-
tect the nth packet, the network (can be eNodeB 300a)
signals hash function to produce the sequence of PDCP
COUNT, then UE 300 and eNodeB 300a cipher/decipher
only those with the PDCP COUNT from the hash function.
The rate at which the packet protection to be protected can
be on-demand approach, where UE 300 request eNodeB
300a to decrease or increase the ratio of protected PDCP
PDUs for the DRB, when the UE 300 1s in processing
limited state because of extremely high data rate. As an
alternative to the PDCP COUNT, PDCP Sequence number
(SN) or Hyper Frame Number (HFN) 1s used for selective
protection 1n statistical manner. In an embodiment, the
indication 1n the PDCP header 1s not present for selective

protection in statistical manner.
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In another embodiment, the selective protection can also
be applied for each packet associated with each bearer 1n the
combined bearer and packet based approach as described
herein. In this method, the eNodeB 300a and the UE 300
cstablishes a bearer for which selective protection 1is
cnabled. In this bearer, a selective packet protection 1is
applied for the packets that are associated with the bearer.
An indication 1s provided to each packet for indicating
whether the data 1s protected or not. Further, the selective
protection mechanism of per bearer based per packet indi-
cation 1s provided to the applications that carry both sensi-
tive and non-sensitive data in high volumes.

In an embodiment, the combined mechanism of per bearer
based per packet indication 1s used when the new service
requiring protection 1s mapped to the existing bearer. Fur-
ther, the selective protection mechanism can also be applied
based on the packet size and/or based on the protocol
(application protocol (HTTP, HT'TPS, RTP), transport layer
protocol (UDP, TCP) and the like) used as described in
FIGS. 10 through 13.

Once the AS SMC 1s enabled, the eNodeB 300a applies
the selective protection (307) to all the downlink data trathic
to the UE 300. Further, when the selective protection 1s
enabled for the UE 300, the eNodeB 300a confirms (308) the
applied selective protection with the MME 300b by includ-
ing the applied selective protection information 1n a context
setup complete request to the MME 300b 1n S1-AP interface.

FIG. 4 1llustrates a sequence diagram in which the core
network decides to apply selective protection to each bearer,
according to embodiments as disclosed herein. The FIG. 4
depicts UE 300, Access Network (AN) 400 and Core Net-
work (CN) 400a. As depicted in the sequence diagram, the
UE 300 and the eNodeB 300a exchanges (401) the capabil-
ity to support for selective protection during the initial attach
procedure.

In an embodiment, the selective protection capability 1s
exchanged along with UEs capability 1n the NAS message
IE.

The UE 300 imitiates the attach procedure by transmitting
an attach request to the eNodeB 300a, wherein attach request
comprises the IMSI, UE core network capability, UE spe-
cific DRX parameters, attach type and the like. Further, the
UE 300 sends attach or service request message (L3 mes-
sage) with the APN to the core network 400a through the
access network 400.

The core network 400a receives the L3 message and
checks for the validity of the available security context. If
the available security context is not valid, then the core
network 400a 1nitiates an authentication procedure with the
HSS 3001 and establishes the security context. Further, the
core network 400a enables the encryption for the user plane
data based on the operator policy through the SMC and
S1-1mnitial context setup procedure.

Further, the access network 400 and UE 300 exchange
(402) AS SMC protection enabled message. The access
network 400 provides (403) secured data exchange to the
UE 300. If the core network 400a decides for applying
selective protection to the bearer using the QCI values, then
the core network 400a assigns an appropriate QCI Value for
indicating whether the protection 1s applied to the PDN
connection.

During the secured data exchange between the UE 300
and the AN 400, the core network 400a, at anytime decides
(404) to disable security for a particular bearer. The decision
for enabling or disabling the selective protection for a
particular bearer 1s based on operator policy and may be
based on the type of application and/or Tratlic category
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and/or load 1n the core network. For example, the type of
application can be APN based.

In an embodiment, the decision on the selective protect
can also be made in the AN 400 based on the policy of the
core network 400a or based on the network conditions like
load 1n the AN 400.

When the core network 400a decides for disabling secu-
rity, then the core network 400a sends (405) an S1 context
modification request which include a protection disabled
indication to the access network 400. Once the access
network 400 receives the protection disabled indication from
the core network, then the access network and the UE 300
exchange (406) AS SMC which includes the protection
disabled 1ndication.

In an embodiment, after receiving the S1-AP message to
disable the security for a particular bearer, the AN 400
mitiates the RRC procedure to disable the security for a
particular bearer. In an embodiment, the S1-AP message can
be at-least one of: S1-AP: UE Context modification request,
S1-AP: E-RAB Modily Request message.

In an embodiment, the RRC procedure can be at least one
of: AS SMC procedure, RRC Connection reconfiguration,
RRC: Radio Modity Setup procedure.

In an embodiment, the core network 400 change the QCI
or to switch the protection for per packet protection. In an
embodiment, the S1-AP and RRC procedure includes at
least one of: the Radio bearer ID, QCI, indication for
security requirement to switch between protected or not
protected operation.

When the protection 1s disabled, an unsecured data
exchange happens (407) between the UE 300 and the access
network 400.

Further, during the unsecured data exchange between the
UE 300 and the access network 400, the core network 400a,
at any time decides (408) to enable security protection to the
bearer. The decision to enable or to disable protection on a
particular bearer 1s based on operator policy and may be
based on the type of application and/or trafhic category
and/or load on the network. The decision on the selective
protect can be made 1n the AN 400 also based on the operator
policy.

When the core network 400a decides for enabling secu-
rity, then the core network 400a sends (409) an S1 context
modification request which include a protection enabled
indication to the access network 400. Once the access

network 400 recerves the protection enabled indication from
the core network 400a, then the UE 300 and the access
network 400 exchanges (410) AS SMC which includes the
protection enabled indication.

In an embodiment, the core network 400a initiates S1-AP
message (for example, S1-AP: UE Context Modification
Request or S1-AP: E-RAB Modity Request) to the AN 400
and request AN 400 to enable protection for a particular
bearer. The S1-AP: UE Context Modification Request or
S1-AP: E-RAB Modily Request can include at least one of:
the E-RAB ID, QCI, information on selective protection in
statistical manner for which the security needs to be enabled.

In an embodiment, after receiving the S1 UE Context
Modification Request or S1-AP: E-RAB Modily Request,
the AN 400 initiates at least one of: the AS SMC procedure,
RRC Connection reconfiguration, RRC: Radio Moditly
Setup to enable the security for a particular bearer or change
the QCI or to switch the protection for per packet protection
to enable the security.

Once the security protection i1s enabled, UE 300 and the
access network 400 starts (411) a secured uplink data
exchange with protection for that particular bearer.
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FIG. § illustrates the sequence diagram in which the UE
requests the core network to apply selective protection for
cach bearer, according to the embodiments as disclosed
herein. Imitially, the UE 300 and core network 400a
exchanges (501) a capability to support selective protection
during 1nitial attach procedure.

In an embodiment, the selection protection capability 1s
exchanged along with UE 300 capability NAS message IE.

Then the UE 300 sends attach/service request message
with APN or for default APN to the MME 300b through the
c¢NodeB 300a. Then the core network 400a retrieves the
security context. If the context 1s not available, then the core
network 400a mitiates the authentication procedure. After
successiul authentication or context retrieval, the core net-
work 400a enables the encryption for the user plane data
based on the operator policy through the SMC and S1 (Initial
Context Setup) procedure. Then the UE 300 and access
network 400 exchanges (502) AS SMC procedure. Further,
alter SMC procedure, the UE 300 and the access network
400 exchanges (503) secured data user plane traflic. During
the data exchange, the UE 300 requests (504) seclective
protection for particular bearer (to disable the protection) to
the core network 400a. Then the core network 400a 1nitiates
(505) S1 UE 300 context modification request to the access
network 400 and requests access network 400 to disable
protection for a particular bearer.

In an embodiment, the S1 UE 300 context modification
request includes but not limited to S1-U TEID (S1-U Tunnel
End Point Identifier) and/or EPS bearer 1D and/or protocol
for which the security needs to be disabled.

After receiving the S1 UE 300 context modification
request, the access network 400 nitiates (506) the AS SMC
procedure to disable the security for a particular bearer
requested by the UE 300.

In an embodiment, the SMC exchange includes but not
limited to the Radio bearer ID. In an embodiment, along
with the bearer 1D, the network includes the information
related to per packet protection (for example, information
for statistical manner protection, protocol based protection).
So, the UE 300 and the eNB 300a applies the per packet
selective protection for the selected bearer ID. Also, the eNB
300a 1dentifies the RAB-ID, to disable the security using the
S1-U TEID or EPS bearer ID.

Then the UE 300 and the access network 400 starts (507)
uplink data exchange without any protection for that par-
ticular bearer. During the data exchange, the UE 300 decides
to request (508) selective protection for a particular bearer
(to enable the protection).

In an embodiment, the UE 300 decides to request enable
or to disable protection on the particular bearer based on
operator policy, user configuration, type of application,
traflic category battery power availability in the UE 300.
In an embodiment, the UE 300 requests for selective
protection using a new NAS message or using existing NAS
message.

Then the core network 400a imitiates (509) the S1-AP
message to the access network 400 and request access
network 400 to enable protection for the particular bearer.

In an embodiment, the S1-AP includes but not limited to
the S1-U TEID and/or EPS bearer ID for which the security
needs to be enabled.

In an embodiment, the eNB 300a identifies the RAB-ID,
to enable the security using the S1-U TEID and/or EPS
bearer 1D.

After receiving the S1 UE 300 context modification
request from the core network 400a, the access network 400
initiates (510) the AS SMC procedure to enable the security
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for the particular bearer. The SMC exchange includes the
bearer ID. In an embodiment, along with the bearer 1D, the
network includes the information related to per packet
protection in statistical manner. So, the UE 300 and the eNB
300a applies the per packet selective protection for the
selected bearer ID 1n statistical manner.

Then the UE 300 and access network 400 starts (511) the
uplink data exchange with protection for that particular
bearer. To enforce the selective protection, eNB might
initiate the Intra eNB HO procedure or Key change on the
fly procedure. In an embodiment, the un-protection or dis-
abling of security 1s achieved by selecting NULL algorithm.
In another embodiment, the un-protection or disabling of
security 1s achieved by not performing any security mecha-
nism.

FIG. 6 illustrates the sequence diagram in which the core
network decides to apply selective protection for each
packet, according to embodiments as disclosed herein. As
depicted in the sequence diagram, the UE 300 and the
cNodeB 300a exchanges (601) its capability to support
selective protection during the initial attach procedure.

In an embodiment, the selective protection capability 1s
exchanged along with device capability NAS message IE.

The UE 300 mitiates the attach procedure by transmitting,
an attach request to the eNodeB, wherein the attach request
comprises the International Mobile Subscriber Identity
(IMSI), UE core network capability, UE specific DRX
parameters, attach type and so on. Further, the UE 300 sends
attach or service request message (L3 message) with the
access point name (APN) to the core network 400a through
the access network 400. The access point name (APN) can
be the default APN also.

The core network 400a receives the L3 message and
checks for the validity of the available security context. If
the available security context i1s not valid, then the core
network 400a 1nitiates an authentication procedure with the
HSS 3001 and establishes the security context. Further, the
core network 400a enables the encryption for the user plane
data based on the operator policy through the SMC and
S1-mitial context setup procedure.

Further, the access network 400 and UE 300 exchange
(602) AS SMC messages for enabling protection. The access
network provides (603) secured data exchange to the UE
300.

During the secured data exchange between the UE 300
and the AN 400, the core network 400a decides (604) to
disable security for a particular packet of an application
running on the UE 300. The decision for enabling or
disabling the selective protection for the particular packet of
an application 1s based on operator policy and may be based
on the application and/or traflic category and/or load 1n the
core network 400a.

In an embodiment, the decision on the selective protect
per packet can be made by the access network 400 also
based on the policy of the core network 400a.

When the core network 400a decides for disabling secu-
rity, then the core network 400a sends (605) an SI1-AP
message which include a protection disabled indication to
the access network 400. Once the access network 400
receives the protection disabled indication from the core
network, then the access network 400 1nitiates the AS SMC
procedure with the UE 300 and includes the protection
disabled 1ndication.

In an embodiment, after receiving the S1 UE Context
modification request or S1-AP: E-RAB Modity Request, the
AN 400 initiates at least one of: the AS SMC procedure,
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RRC Connection reconfiguration, RRC: Radio Modily
Setup to disable the security for a particular bearer.

In an embodiment, the core network 400a changes the
QQCI or to switch the protection for per bearer protection. The
SMC exchange includes but not limited to Radio bearer 1D,
QCI 1ndication for security requirement.

In an embodiment, along with the bearer 1D, the network
includes the information related to per packet protection (for
example, information for statistical manner protection, pro-
tocol based protection). So, the UE 300 and the eNB 300a
applies the per packet selective protection for the selected
bearer 1D 1n statistical manner or based on the protocol.

When the protection 1s disabled, an unsecured data
exchange happens (607) between the UE 300 and the access
network 400.

Further, during the unsecured data exchange between the
UE 300 and the access network 400, the core network 400a,
at any time decides (608) to enable security protection to
cach packet of an application running on the UE 300. The
decision to enable or to disable protection on the particular
packet 1s based on at least one of: operator policy, applica-
tion, tratlic category, and load on the core network 400a,
battery power level in the UE and like.

When the core network 400a decides for enabling secu-
rity, then the core network 400a sends (609) an S1-AP
message which includes a protection enabled indication to
the access network 400. Once the access network 400
receives the protection enabled indication from the core

network 400a, then the access network and the UE 300

exchange (610) AS SMC which includes the protection
enabled 1ndication.

In an embodiment, the core network 400a 1nitiates the
S1-AP message which can be at least one of: UE Context
Modification Request, S1-AP: E-RAB Modily Request to
the AN and request AN to enable protection for a particular
packet 1n an application running on UE. The S1-AP message
includes at least one of: E-RAB ID, QCI for which the
security needs to be enabled.

In an embodiment, after receiving the S1-AP message, the
AN 400 mitiates at least one of: the RRC procedure, the AS
SMC procedure, RRC Connection reconfiguration, RRC:
Radio Modify Setup to enable the security for each packet
or change the QCI or to switch the protection to per packet
protection to enable the secunty.

Once the security protection 1s enabled, UE 300 and
access network 400 starts (611) secured data exchange for
cach packet.

FIG. 7 illustrates the sequence diagram in which the UE
requests the core network to apply selective protection for
cach packet, according to the embodiments as disclosed
herein. As depicted in the sequence diagram, the UE 300 and
the eNodeB 300a exchanges (701) the capability exchange
messages for selective protection during the initial attach
procedure.

In an embodiment, the selective protection capability 1s
exchanged along with device capability NAS message IE.

The UE 300 initiates the attach procedure by transmitting,
an attach request to the eNodeB 300a, wherein attach request
comprises the IMSI, UE core network capability, UE spe-
cific DRX parameters, attach type and the like. Further, the
UE 300 sends attach or service request message (L3 mes-
sage) with the APN to the core network 400a through the
access network 400.

The core network 400a receives the L3 message and
checks for the validity of the available security context. If
the available security context i1s not valid, then the core

network 400a nitiates an authentication procedure with the
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HSS 3001 and establishes the security context. Further, the
core network 400a enables the encryption for the user plane
data based on the operator policy through the SMC and
S1-mitial context setup procedure.

Once the access network 400 and UE 300 exchange (702)

AS SMC protection enabled message, 1t provides (703)
secured data exchange to the UE 300.

During the secured data exchange between the UE 300
and the AN 400, the UE 300 decides (704) to request for a
selective protection of each packet of an application running
in the UE, to the core network 400a.

In an embodiment, the UE 300 requests for selective
protection using a new NAS message or existing NAS
message.

In an embodiment, the decision for enabling or disabling
the selective protection 1s requested by the UE 300 for a
particular packet of an application may be based on the type
ol application and/or battery power availability of the UE
300 and the like.

When the UE 300 requests for selective protection of each
packet of an application, then the core network 400a sends
(705) an S1 UE context modification request which includes
a protection disabled indication to the access network 400.
Once the access network 400 receives the protection dis-
abled indication from the core network, then the access
network and the UE exchange (706) an AS SMC which
includes the protection disabled indication.

In an embodiment, after receiving the S1-AP: Context
modification request or S1-AP: E-RAB Modily Request, the
AN 400 mitiates at least one of: AS SMC procedure, RRC
connection reconfiguration, RRC: Radio Modily Setup to
disable the security for a particular bearer.

When the protection 1s disabled, between the UE 300 and
the access network 400 starts (707) an unsecured data
exchange.

Further, during the unsecured data exchange between the
UE 300 and the access network 400, the UE 300, at any time
requests (708) for data protection to each packet of the
application running on the UE 300.

In an embodiment, the UE 300 requests for selective
protection using a new NAS message or existing NAS
message.

In an embodiment, the decision to enable or to disable
protection on a particular packet i1s requested by the UE 300
for a particular packet of an application 1s based on the type
of application and/or battery power availability of the UE
300 and the like.

When the UE 300 requests for enabling security, then the
core network 400a sends (709) an S1 UE context modifi-
cation request which include a protection enabled 1indication
to the access network 400. Once the access network 400
receives the protection enabled indication from the core
network 400a, then the access network 400 and the UE 300
exchange (710) AS SMC messages which includes the
protection enabled indication.

In an embodiment, the core network 400a 1nitiates the Sl

UE Context Modification Request or S1-AP: E-RAB
Modify Request to the AN and request AN to enable
protection for a particular packet 1n an application runmng
on UE. The S1 UE Context Modification Request or S1-AP:
E-RAB Modily Request includes the E-RAB ID and/or QCI
for which the security needs to be enabled.

When the security protection 1s enabled for each packet,
UE 300 and access network 400 starts (711) secured data
exchange.

FIG. 8 illustrates the sequence diagram in which the core
network decides to apply selective protection to each access
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point name (APN), according to the embodiments as dis-
closed herein. Initially, the UE 300 and the core network
400a exchanges (801) its capability to support “selective
protection” during initial attach procedure. The “selective
protection” capability 1s exchanged along with UE 300
capability NAS message IE. Then the UE 300 sends (802)
attach/service request message with APN or for default APN
to the MME 300b through the eNodeB 300a. Then the core
network 400a retrieves the security context. If the context 1s
not available, then the core network 400a initiates the
authentication procedure.

Further, the core network 400a decides (803) to perform
selective protection and decides to disable the protection for
this particular APN. The decision to whether to enable or to
disable protection on a particular APN 1s based on operator
policy and may be based on the security level decided for the
APN (like video streaming (video streaming)) and/or trathic
category and/or load on the core network 400a.

Further, the core network 400a immtiates (804) the SI
Initial Context Setup Request to the access network 400 and
request access network 400 to disable uplink protection for
this particular PDN connection. In an embodiment, the S1
Initial Context Setup Request includes but not limited to the
S1-TEID and/or EPS bearer ID assigned for this particular
APN for which the security needs to be disabled.

After recerving the S1 Imitial Context Setup Request, the
access network 400 either applies per bearer protection or
per packet selective protection as described in FIG. 3. Then
access network initiates (803) the AS SMC procedure for
disabling security for this particular PDN connection and
also eNodeB 300a includes the decision on whether
approach or per packet based approach to be used. In an
embodiment, the SMC exchange includes the Radio bearer
ID. The eNodeB 300a identifies the RAB-ID, to disable the
security using the S1-TEID.

Further, the UE 300 and access network 400 starts (806)
the uplink unsecured data exchange without any protection
for this particular APN. During the unsecured data
exchange, the core network 400a decided to perform selec-
tive protection and decides (807) to enable protection for
this particular APN. Then the core network 400a iitiates
(808) the S1 UE Context Modification Request to the access
network 400 and request access network 400 to enable
protection for the particular PDN connection. The S1 UE

300 Context Modification Request includes but not limited

to the S1-TEID and/or EPS bearer ID for which the security
needs to be enabled. The eNB 300a 1dentifies the RAB-ID,
to enable the security using the S1-TEID. After recerving the
S1 UE 300 Context Modification Request, the access net-
work 400 1nitiates (809) the AS SMC procedure to enable
the security for this particular APN. The SMC exchange
includes but not limited to the Radio bearer 1D (RAB-ID).
In an embodiment, along with the bearer ID, the access
network 400 includes the information related to per packet
protection 1n statistical manner. So, the UE 300 and the eNB
300a applies the per packet selective protection for the
selected bearer ID 1n statistical manner. Further, the UE 300
and access network 400 starts (810) the uplink secured data
exchange with protection for that particular APN.

FIG. 9 illustrates the sequence diagram in which the UE
requests the core network to apply selective protection for
cach APN, according to embodiments as disclosed herein.
Initially, the UE 300 and the core network 400a exchanges
(901) 1ts capability to support “selective protection” during
initial attach procedure. The “selective protection™ capabil-

ity 1s exchanged along with UE 300 capability NAS message
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IE. Then the UE 300 decides (902) to request for protection
exception for a particular APN (to disable the protection).

In an embodiment, the decision to request for enable or to
disable protection on a particular APN 1s based on operator
policy, user configuration, application category, traflic cat-
cgory and battery power availability in the UE 300. In an
embodiment, the UE 300 requests for selective protection
using a new NAS message or using existing NAS message.

Further the UE 300 sends (903) attach/service request
message with APN or for default APN to the MME 300b
through the eNB 300a. Then the core network 400a retrieves
the security context. If the context 1s not available, then the
core network 400a inmitiates the authentication procedure.
After successtul authentication or context retrieval, the core
network 400a enables the encryption for the user plane data
based on the operator policy through the SMC and S1 (Initial
Context Setup) procedure.

The core network 400a then validates (904) the request
and authorizes the service request immediately. Also, the
core network 400a iitiates (905) the S1 UE 300 Context
Modification Request to the access network 400 and request

access network 400 to disable protection for a particular

APN. The S1 UE 300 Context Modification Request
includes the S1-TEID and/or EPS bearer 1D for which the
security needs to be disabled. After receiving the S1 UE 300
Context Modification Request, the access network 400 1ni-
tiates (906) the AS SMC procedure to disable the security for
a particular APN. The SMC exchange includes but not
limited to the Radio bearer ID. The eNB 300a identifies the
RAB-ID, to disable the security using the S1-TEID.

The UE 300 and the access network 400 starts (907) the
uplink unsecured data exchange without any protection for
that particular APN. During the unsecured data exchange,
the UE 300 decides to request (908) selective protection for
ongoing APN (to enable the protection).

In an embodiment, the decision to request enable or to
disable protection on the ongoing APN 1s based on operator
policy, user configuration, application category, and trathic
category and battery power availability in the UE 300. In an
embodiment, the UE 300 requests for selective protection
using a new NAS message or using existing NAS message.

Further the UE 300 requests (909) the core network 400a
for ongoing APN. The core network 400a then mnitiates (910)
the S1 UE 300 Context Modification Request to the access
network 400 and request access network 400 to enable
protection for a particular APN. The S1 UE 300 Context
Modification Request includes but not limited to the
S1-TEID and/or EPS bearer 1D for which the security needs
to be enabled. The eNodeB 300a identifies the RAB-ID, to
enable the security using the S1-TEID.

After recerving the S1 UE 300 Context Modification
Request, the access network 300 mitiates (911) the AS SMC
procedure to enable the security for a particular APN. The
SMC exchange includes the bearer ID.

The UE 300 and access network 400 starts (912) the
uplink secured data exchange with protection for that par-
ticular APN.

FIG. 10 illustrates a flow diagram explaining the process
of determiming selective protection for packet of a bearer
based on the size of the packet in transmitting device side
operation, according to the embodiments as disclosed
herein. In an embodiment, the selective protection mecha-
nism can be applied based on the size of the packet. In
general, diflerent type of packets can have different sizes.
For example, for a bearer carrying VOIP packets, two types
of packets are transmitted. The first type consists of active

voice packets having size ‘x” where x depends on codec, 1P
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version and IP header compression scheme that 1s used. The
second type consists of silence packets having size ‘y” where
‘v’ depends on codec, IP version and IP header compression
scheme that 1s used. For AMR codec, the raw active voice
packet size 1s 33 bytes whereas raw silence packet size 1s 7
bytes. Considering overhead of RTP+UDP+IP active voice
packet size 1s 73 bytes for IPV4 and 93 bytes for IPV6.
Considering overhead of RTP+UDP+IP silence voice packet
s1ze 1s 477 bytes for IPV4 and 67 bytes for IPV6.

In an embodiment, the transmitting device decides to
protect or unprotect the packet based on size of packet for a
bearer. As depicted 1n the flow diagram 1000, mitially the
transmitting device determines (1001) the size of the packet
received from the upper layers. Further, the transmitting
device determines (1002) the size of the packet received
from upper layers. For example in case of VOIP, it the
packet size received from upper layers by PDCP 1s equal to
‘X’ then the transmitting device applies (1003) protection
for that packet, otherwise the transmitting device i1gnores
(1004) the protection for that packet. The various actions 1n
flow diagram 1000 may be performed 1n the order presented,
in a different order or simultaneously. Further, in some
embodiments, some actions listed 1n FIG. 10 may be omiut-
ted.

In an embodiment, the selective protection mechanism
described herein can also be applied based on the protocol

[ 1

used for the communication (data exchange) between UE
300 and the wireless network.

The wireless network (comprising access network and
core network) can decide for enabling or disabling the
selective protection to the data exchange between the wire-
less network and the UE 300 based on the type of protocol
used for communication.

In an example, the core network can either enable pro-
tection for a transmission control protocol (TCP) and at
time, the core network can disable the protection for the user
datagram protocol (UDP).

In an embodiment, the core network 400a can decide to
enable or disable the protection for selective packets in
selected protocols used for communication between UE 300
and the wireless network.

In an example, the core network 400a can enable or
disable the protection for Real-time Transport Protocol
(RTP), whereas the core network 400a can enable protection
for selected packets 1n Real-time Transport Protocol (Real-
time Transport Control Protocol (RTCP)). In this way, the
core network 400a can decide for either enabling or dis-
abling the protection based on the size of packets, the type
of protocol used for the commumnication and selected packets
in a particular protocol used for the communication.

FIG. 11 illustrates the flow diagram explaining the pro-
cess of determining selective protection for packet of a
bearer based on the size of the packet in receiving device
side operation, according to the embodiments as disclosed
herein. In an example, consider ‘X’ and °y’ are the sizes of
active voice packet and silence voice packet respectively
such that x>y (active voice packet size 1s greater than silence
voice packet size). Initially, the receiving device determines
(1101) the size of the packet received from the lower layers.
In the receiving device side, the PDCP determines (1102)
whether the size of packet 1s X'=X+s1ze of PDCP header+
s1ze of security headers. If the packet size 1s equal to X', then
the recerving device decrypts (1103) the packet otherwise
the packet will not be decrypted (1104). Further, this method
does not require any security bit 1n the PDCP header to
determine whether packet 1s encrypted or not encrypted. The
various actions i flow diagram 1100 may be performed in
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the order presented, 1n a different order or simultaneously.
Further, in some embodiments, some actions listed in FIG.
11 may be omitted.

FIG. 12 illustrates the tlow diagram explaining the pro-
cess ol determining selective protection for packet of a
bearer 1n transmitting device side operation using a secure
bit field, according to embodiments as disclosed herein. As
depicted 1n the flow diagram 1200, initially the transmitting
device determines (1201) the size of the packet received
from the upper layers. For example in case of VOIP, the
transmitting device determines (1202) whether the packet
s1ze rece1ved from upper layers by PDCP 1s equal to X’ then
protection 1s applied (1203) for that packet at step otherwise
the protection 1s not applied (1204) for that packet and
initializes the secure (Sec) bit to zero 1n the header.

If the security bit 1s defined 1n the PDCP header then
transmitting device after applying protection sets the secu-
rity bit to one in the PDCP header. Further, 1f the protection
1s not applied on the packet based on the packet size, then
the security bit 1s set to zero 1n the PDCP header. The various
actions 1n flow diagram 1200 may be performed in the order
presented, 1n a different order or simultaneously. Further, in
some embodiments, some actions listed in FIG. 12 may be
omitted.

FIG. 13 1llustrates the tlow diagram explaining the pro-
cess of determining selective protection for packet of a
bearer 1n receiving device side operation using a secure bit
field, according to embodiments as disclosed herein. In the
receiving device side, as depicted 1n flow diagram 1300,
initially the receiving device decodes (1301) the security bit
in the PDCP header and the PDCP layer checks (1302) only
the security bit to determine whether packet is encrypted or
not. IT the security bit 1s equal to one, then the receiving
device assumes that the packet protection 1s applied and
hence the recerving device decrypts (1303) the packet. If the
security bit 1s not equal to one then the receiving device
assumes that the packet protection 1s not applied and hence
the packet will not be decrypted (1304) by the receiving
device.

Further, the receiving device does not have to check the
s1ze of recerved packet to determine whether the packet 1s

encrypted or not when the security bit field 1s set to either
zero or one 1n the PDCP header. The various actions 1n flow
diagram 1300 may be performed 1n the order presented, 1n
a different order or stmultaneously. Further, 1n some embodi-
ments, some actions listed 1n FIG. 13 may be omitted.

FIG. 14 1llustrates a computing environment for imple-
menting the method and system for enabling and disabling
the selective protection by the wireless network, according
to the embodiments as disclosed herein. As depicted the
computing environment 1401 comprises at least one pro-
cessing unit 1404 that 1s equipped with a control unit 1402
and an Arithmetic Logic Unmit (ALU) 1403, a memory 1405,
a storage unit 1406, plurality of networking devices 1408
and a plurality Input output (I/O) devices 1407. The pro-
cessing unit 1404 1s responsible for processing the instruc-
tions of the algorithm. The processing unit 1404 receives
commands from the control unit in order to perform 1its
processing. Further, any logical and anthmetic operations
involved 1n the execution of the istructions are computed
with the help of the ALU 1403.

The overall computing environment 1401 can be com-
posed of multiple homogeneous and/or heterogeneous cores,
multiple CPUs of different kinds, special media and other
accelerators. The processing unit 1404 1s responsible for
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processing the instructions of the algorithm. Further, the
plurality of processing units 1404 may be located on a single
chip or over multiple chips.

The algorithm comprising of instructions and codes
required for the implementation are stored in either the
memory unit 1405 or the storage 1406 or both. At the time
of execution, the instructions may be fetched from the
corresponding memory 1405 and/or storage 1406, and
executed by the processing unit 1404.

In case of any hardware implementations various net-
working devices 1408 or external I/O devices 1407 may be
connected to the computing environment to support the
implementation through the networking unit and the 1/0
device unit.

The embodiments disclosed herein can be implemented
through at least one soiftware program running on at least
one hardware device and performing network management
functions to control the elements. The elements shown 1n
FIGS. 1 and 14 include blocks which can be at least one of
a hardware device, or a combination of hardware device and
soltware module.

The foregoing description of the specific embodiments
will so fully reveal the general nature of the embodiments
herein that others can, by applying current knowledge,
readily modily and/or adapt for various applications such
specific embodiments without departing from the generic
concept, and, therefore, such adaptations and modifications
should and are intended to be comprehended within the
meaning and range of equivalents of the disclosed embodi-
ments. It 1s to be understood that the phraseology or termi-
nology employed herein 1s for the purpose of description and
not of limitation. Therefore, while the embodiments herein
have been described 1n terms of preferred embodiments,
those skilled in the art will recognize that the embodiments
herein can be practiced with modification within the spirit
and scope of the embodiments as described herein.

The 1nvention claimed 1s:
[1. A method for a network node, the method comprising:
receiving a message including an access point name
(APN) from a terminal;
identifying whether the terminal supports a selective
protection mechanism;
determining whether to perform the selective protection
for at least one packet associated with at least one
bearer corresponding to the APN included in the
received message, 1f the terminal supports the selecting
protection mechamism; and
applying the selective protection to the at least one packet
associated with at least one bearer, 1 to perform the
selective protection is determined.]
[2. The method as in claim 1, wherein the applying the
selective protection further comprises:
applying the selective protection to at least one of a
packet, a bearer, and the access point name (APN).]
[3. The method as in claim 1, wherein the identifying
turther comprises:
receiving an indication for indicating a terminal capability
corresponding to the selective protection from the
terminal; and
determining the terminal supports the selective protection
mechamsm 11 the indication 1s recerved from the ter-
minal. ]
[4. The method as in claim 1, wherein the applying the
selective protection further comprises:
applying the selective protection to the at least one bearer;
and
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providing an indication indicating whether the bearer 1s
secured or unsecured with other network node,

wherein the at least one bearer 1s associated with at least
one of a quality of service QoS class 1dentifier (QCI),
a secured or a non-secured indication, and an Alloca-
tion and Retention Priority (ARP).]
[5. The method as in claim 1, wherein the applying the
selective protection further comprises:
applying the selective protection to the at least one packet
associated with the at least one bearer corresponding to
a type of application running on the terminal,

wherein the selective protection 1s indicated 1n a reserved
bit, and

wherein the reserved bit 1s set to one 1f the protection 1s

enabled on the packet associated with the at least one
bearer.}

[6. The method as in claim 2, wherein the applying the
selective protection further comprises:

applying the selective protection to the at least one the

APN, upon receiving a service request from the termi-
nal, wherein the service request from the terminal
comprises the at least one APN, and

wherein the applying the selective protection to the APN,

i the message 1s a service request message which
includes the APN and a security indication.]

[7. A network node, the network node comprising

a transceiver configured to receive a message mcluding an

access point name (APN) from a terminal; and

a controller configured to:

identily whether the terminal supports a selective pro-
tection mechanism;

determine whether to perform the selective protection
for at least one packet associated with at least one
bearer corresponding to the APN included in the
received message 11 the terminal supports the select-
ing protection mechanism; and

apply the selective protection to the at least one packet

associated with at least one bearer i whether to per-
form the selective protection is determined.]

[8. The network as in claim 7, wherein the controller is
configured to apply the selective protection to at least one of
a packet, a bearer, and the access point name (APN).]

[9. The network as in claim 7, wherein the controller is
configured to control the transceiver for receiving an 1ndi-
cation for indicating a terminal capability corresponding to
the selective protection from the terminal, and determine the
terminal supports the selective protection mechanism if the
indication is received from the terminal.]

[10. The network as in claim 7, wherein the controller is
configured to apply the selective protection to the at least
one bearer and to provide an indication indicating whether
the bearer 1s secured or unsecured with other network node,

wherein the at least one bearer 1s associated with at least

one of a quality of service QoS class 1dentifier (QCI),
a secured or a non-secured indication, and an Alloca-
tion and Retention Priority (ARP).]

[11. The network as in claim 8, wherein the controller is
configured to apply the selective protection to the at least
one packet associated with the at least one bearer corre-
sponding to a type of application running on the terminal,

wherein the selective protection 1s indicated 1n a reserved

bit, and

wherein the reserved bit 1s set to one 1f the protection 1s

enabled on the packet associated with the at least one
bearer.]
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[12. A terminal for selective protection of data, wherein
the data 1s exchanged with a wireless network, terminal
comprising;

a transceiver; and

a controller configured to:

control the transceiver for transmitting a message
including an access point name (APN) to a network
node;

apply the selective protection to the at least one packet
associated with the at least one bearer to the network
node 1f the terminal support a selection protection
mechanism;

perform the selective protection for at least one packet
associated with at least one bearer corresponding to
the APN 1ncluded in the recerved message 1s deter-
mined by the network node.]

[13. The terminal as in claim 12, wherein the controller is
configured to control the transceiver for transmitting the
message including the APN based on at least one comprises:
a type of application running on the terminal, a battery
power availability of the terminal, a configuration of the
terminal.]

[14. The terminal as in claim 12, wherein the controller is
configured to control the transceiver for transmitting the
message including the APN using at least one of an existing,
non-access stratum (NAS), an existing access stratum (AS)
message, a new NAS message and a new AS message.]

[15. The terminal as in claim 12, wherein the controller is
configured to control the transceiver for transmitting the
message including the APN corresponding to the type of
application running on the terminal.]

[16. The method as in claim 1, wherein the applying the
selective protection further comprises:

applying the selective protection to the at least one packet

associated with at least one bearer based on at least a
type of application running on the UE, a battery power
availability of the UE, a load in the network, a con-
figuration of the UE, and a configuration of the net-
work.]

[17. The method as in claim 1, wherein the selective
protection 1s applied based on at least one of a packet size,
an application protocol, and transport layer protocol.]

[18. The network as in claim 7, wherein the controller is
configured to apply the selective protection based on at least
one of a packet size, an application protocol, and transport
layer protocol.}

[19. The method as in claim 2, wherein bearer comprises
an indication indicating whether the bearer is to be pro-
tected.]

[20. The network as in claim 8, wherein bearer comprises
an indication indicating whether the bearer 1s to be pro-
tected.]

21. A method performed by a network entity in a com-
munication system, the method comprising:

receiving, from a terminal, a message including an access

point name (APN);

identifving whether a selective protection is applied to a

user plane data of the terminal based on the APN
included in the message; and

in response to identifving that the selective protection is

applied to the user plane data of the terminal, trans-
mitting, to a base station, information for applying the
selective protection to the user plane data.

22. The method of claim 21, wherein the selective pro-
tection is applied to the user plane data for a data radio

bearer (DRB) of the terminal.
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23. The method of claim 21, wherein the selective pro-
tection is associated with a confidentiality protection for the
user plane data.

24. The method of claim 21, wherein terminal capability
information associated with the selective protection is
received from the terminal, and whervein whether the selec-
tive protection is applied to the user plane data of the
terminal is identified based on the APN and the terminal
capability information.

25. The method of claim 21, wherein the information for
applying the selective protection is included in an initial
conlext setup request message.

26. A method performed by a base station in a commu-
nication system, the method comprising:

transmitting, to a network entity, a message including an

access point name (APN);

receiving, from the network entity, information for apply-

ing a selective protection to a user plane data, based on
the selective protection being applied to the user plane
data of a terminal; and

performing the selective protection for the user plane data

associated with a data radio beaver (DRB) of the
terminal based on the information.

27. The method of claim 26, wherein the selective pro-
tection is associated with a confidentiality protection for the
user plane data.

28. The method of claim 26, wherein the information for
applving the selective protection is included in an initial
conlext setup request message.

29. A network entity in a communication system, the
network entity comprising:

a transceiver; and

a processor coupled with the transceiver and configured

to control to: receive, from a terminal, a message
including an access point name (APN),

identify whether a selective protection is applied to a user

plane data of the tevminal based on the APN included
in the message, and

in vesponse to identifving that the selective protection is

applied to the user plane data of the tevminal, transmit,
to a base station, information for applving the selective
protection to the user plane data.

30. The network entity of claim 29, wherein the selective
protection is applied to the user plane data for a data radio
bearer (DRB) of the terminal.

31. The network entity of claim 29, wherein the selective
protection is associated with a confidentiality protection for
the user plane data.

32. The network entity of claim 29, wherein terminal
capability information associated with the selective protec-
tion is rveceived from the terminal, and wherein whether the
selective protection is applied to the user plane data of the
terminal is identified based on the APN and the terminal
capability information.

33. The network entity of claim 29, wherein the informa-
tion for applying the selective protection is included in an
initial context setup request message.

34. A base station in a communication system, the base
station comprising.

a transceiver; and

a processor coupled with the transceiver and configured

to control to: transmit, to a network entity, a message
including an access point name (APN),

receive, from the network entity, information for applving

a selective protection to a user plane data, based on the
selective protection being applied to the user plane
data of a terminal, and
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perform the selective protection for the user plane data
associated with a data radio beaver (DRB) of the
terminal based on the information.

35. The base station of claim 34, wherein the selective
protection is associated with a confidentiality protection for
the user plane data.

36. The base station of claim 34, wherein the information

Jor applving the selective protection is included in an initial
conlext setup request message.
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