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SYSTEM AND METHOD FOR ADAPTING A
PACKET PROCESSING PIPELINE

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 13/088,667, (now U.S. Pat. No. 8,611,352), entitled
“Systems and Method for Adapting a Packet Processing
Pipeline,” filed on Apr. 18, 2011, which claims the benefit of
priority of U.S. Provisional Patent Application Nos. 61/326,
124, entitled “System and Method for Forwarding 1n a Fiber
Channel Over Ethernet,” filed on Apr. 20, 2010, and 61/357,
887, entitled “System and Method for Forwarding 1n a Fiber
Channel Over Ethernet,” filed on Jun. 23, 2010, the entire
disclosures of which are hereby incorporated by reference
herein for all purposes.

FIELD OF TECHNOLOGY

The present invention relates generally to communication
networks and, more particularly, to a network device and
methods that support emerging network protocols such as
Fibre Channel over Ethernet protocols.

BACKGROUND

Network devices, such as bridges and routers, sometimes
are implemented using a pipelined hardware architecture 1n
which the different unites of a processing pipeline recognize
and process network packets that are consistent with difler-
ent protocols. For example, a pipeline 1n a network device
may process packets received by the device and then for-
ward the packets to appropriate egress ports of the device.
The packets may be forwarded to one or more egress ports
of the device according to a forwarding decision, which may
be based on one or more fields of one or more headers
present within the frame. Because of their pipelined archi-
tecture, such network devices may be very eflicient for
processing packets that are compliant with a recognized
communications protocol. However, whenever a new pro-
tocol 1s developed, existing units of the processing pipeline
may not recognize packets that are compliant with the new
protocol. The adoption of a new protocol may require the
addition of a new processing unit to the pipeline. In an
example, a network switch having a conventional pipelined
architecture may not be capable of forwarding data packets
that are compliant with emerging protocols such as Fibre
Channel Over Ethernet (FCoE) communications protocols.

SUMMARY

In an embodiment, a method for forwarding packets
comprises implementing a packet processing pipeline hav-
ing a plurality of packet processing units for processing
packets that are compliant with a recognized communication
protocol. The method also comprises implementing in the
packet processing pipeline an adapted processing unit con-
figured to process packets that are compliant with an unrec-
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2

ognized communication protocol. Additionally, the method
comprises rece1ving at a port coupled to the packet process-

ing pipeline a packet that 1s compliant with the unrecognized
communication protocol, the packet including an unrecog-
nized header. Further, the method comprises extracting from
the unrecognized header first destination information that 1s
compliant with the unrecognized communication protocol,
and generating, based on the extract first destination infor-
mation, second destination information that 1s consistent
with a protocol supported by at least one of the processing
units for determining an egress intertace to which the packet
1s to be forwarded. Still further, the method comprises
determining the egress interface for the packet using at least
one of the processing units, and forwarding the packet to a
particular physical egress port associated with the deter-
mined egress interface.

In another embodiment, an apparatus comprises a packet
processing pipeline having a processing unit for processing
packets that are compliant with a recognized communication
protocol. The apparatus also comprises a first port coupled
to the packet processing pipeline and configured to receive
a packet that 1s not compliant with the recognized commu-
nication protocol, the packet having a packet header con-
forming to a second communication protocol. Further, the
apparatus 1includes a data extraction unit configured to
extract {irst destination imformation from the header of the
packet and to generate, based on the extracted first destina-
tion information, second destination information that con-
forms to the recognized communication protocol, wherein
the processing unit determines, based on the second desti-
nation information, an egress iterface to which the packet
1s to be forwarded. Still further, the apparatus comprises a
second port associated with the determined egress interface.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1llustrating a network forwarding
device configured to connect a network compliant with a
previously unsupported protocol to an Ethernet network.

FIG. 2 1s a block diagram of a communication network
including a provider network that communicatively couples
a plurality of customer networks.

FIG. 3 1s a block diagram 1illustrating an embodiment of
an adapted packet processing pipeline configured to forward
FCoE packets 1 accordance with an embodiment of the
network forwarding device of FIG. 1.

FIG. 4 depicts an embodiment of an FCoE data packet.

FIG. 5 1s a flow diagram of an example method for
processing an FCoE packet using an FCoE forwarder device
implementing an adapted packet processing pipeline.

FIG. 6 1s a flow diagram depicting the tlow of an FCoE
data packet through an exemplary adapted packet processing
pipeline.

FIG. 7 1s a flow diagram of an embodiment of a method
for forwarding an FCoE data packet using a TRILL engine
in an adapted packet processing pipeline.

FIG. 8 1s a flow diagram of another embodiment of a
method for forwarding an FCoE data packet using an
Ethernet bridge engine in an adapted packet processing
pipeline.

FIG. 9 1s a flow diagram of still another embodiment of
a method for forwarding an FCoE data packet using a
TCAM-based policy engine 1n an adapted packet processing
pipeline.

FIG. 10 1s a flow diagram of a method for flexibly parsing,
and retrieving values from the fields of one or more headers
of an FCoE data packet.
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FIG. 11 1s a flow diagram of yet another embodiment of
a method for forwarding an FCoE data packet using an IP
router engine 1n an adapted packet processing pipeline.

DETAILED DESCRIPTION

Embodiments such as the embodiments disclosed herein
may have utility in the field of network switches such as
Ethernet switches. For instance, an example switch will be
described that may be employed 1n various network appli-
cations and architectures that support virtual networking
strategies such as virtual LAN (VLAN), virtual private
network (VPN), and virtual private LAN service (VPLS)
technologies. While the following description addresses
specific embodiments 1n which the subject apparatus and
methods are described with respect to a device communi-
catively coupling an Ethernet network to a Fibre Channel
network, the present disclosure 1s not intended to be limited
in that regard. In particular, other embodiments may have
utility 1n other applications 1n which a packet 1s transmitted
using a communication protocol that legacy packet process-
ing pipelines do not recognize. It 1s noted that the systems
and methods set forth herein are not limited to any particular
network architecture or topography.

The apparatus and methods disclosed herein employ
existing processing units i a packet processing pipeline to
make forwarding decisions for packets that the pipeline
would not ordmarily recognize. Specifically, a packet con-
forming to a communication protocol may be received 1n
one or more processing units of a packet processing pipeline,
which pipeline was neither designed nor programmed to
recognize or process packets conforming to that protocol.
Information 1n the header of the packet i1s extracted and used
to generate mformation, recognizable to a processing unit in
the packet processing pipeline, that will cause the processing,
unit to make a forwarding decision compliant with the
previously unrecognized protocol. This concept 1s specifi-
cally described below with respect to a particular 1mple-
mentation i which the protocol 1s Fibre Channel over
Ethernet (FCoE). However, 1t 1s expressly noted that the
concept 1s applicable to adapt various existing hardware
pipelines to accommodate various emerging protocols, with-
out adding additional, dedicated processing units to the
existing pipelines.

The Fibre Channel protocol was originally developed for
use with optical cabling and in storage area networks
(SANSs). Fibre Channel uses a five-layer stack differing from
the OS] seven-layer model implemented 1n other standards
such as Ethernet. With the proliferation of high speed
Ethernet networks (e.g., 10 Gigabit Ethernet networks and
faster), storage area networks no longer require the use of
optical fibers to transmit data at high speeds.

Fibre Channel over Ethernet (FCoE) 1s a standard that
allows IP and SAN data traflic to be consolidated onto one
network by encapsulating Fibre Channel frames (the term
“frame” 1s used interchangeably herein with the term

“packet”) for Ethernet networks. Specifically, FCoE
replaces the lowest two layers of the FC stack (FCO and
FC1) with Ethernet, allowing FC tratfic to flow, over Eth-
ernet, alongside traditional Ineternet Protocol (IP) traflic.
That 1s, the FC frame 1s encapsulated 1n a standard Ethernet
frame with a dedicated Ethertype (0x8906). An FC frame
encapsulated for transmission over Ethernet 1s an FCoE
frame. FCoE 1s part of the INCITS T11 FC-BB-5 standard.

FIG. 1 1s a diagram illustrating a FCoE forwarder (FCF)
130 connecting a Fibre Channel (FC) network 132 and an
Ethernet network 134. The FCF 130 1s a switch incorporat-
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4

ing a packet processing pipeline 120 that processes packets
received via one or more ingress ports 122 and forwards the
packets to appropriate ones of one or more egress ports 124,
The packet processing pipeline 120 1s configured, 1n an
embodiment, to process multi-headed packets 1n one or
more passes. For example, in a first pass, the packet pro-
cessing pipeline 120 may process an encapsulated or multi-
headed packet by, for example, analyzing the encapsulating
header. Then, the multi-headed packet 1s provided back to an
ingress portion of the pipeline 120, before or after stripping
the encapsulating header. In a second pass, the inner packet
1s processed by, for example, analyzing the header of the
inner packet. To facilitate processing the packet 1n such a
manner, the FCF 130 optionally may include an internal
loopback port 126. For example, after the first pass, the
encapsulated packet (or only the inner packet) may be
provided to the ingress portion of the pipeline via the
internal loopback port 126. It 1s noted however, that 1n some
embodiments, processing proceeds 1n a single pass, however
such single path processing may require additional and/or
replicated processing units.

In an embodiment, the hardware processing pipeline 120
includes one or more hardware processor units. By imple-
menting the hardware processing units (as described below
with reference to FI1G. 3), the packet processing pipeline 120
1s operable to forward trathic received by the FCF 130
according to protocols (e.g., Ethernet, IP, etc.) implemented
by the processing units. The hardware nature of the pro-
cessing units renders 1t diflicult to adapt the processing
pipeline 120 to be compatible with emerging protocols
uncontemplated at the time the processing units were
designed. However, by manipulating a packet descriptor
associated with a packet that conforms to an emerging
protocol, the hardware processing units and, therefore, the
processing pipeline 120 may be adapted to forward packets
that, when encountered, would otherwise be unrecognized
and/or unprocessable by the processing pipeline 120. Spe-
cifically, the packet descriptor may be manipulated such that
it appears to one or more of the processing units as if to
conform to a protocol implemented by the one or more
processing units.

For example, within the FC network 132, traflic 1s gen-
erally Fibre Channel traflic (1.e., packets adhering to the
Fibre Channel protocol, which may have been uncontem-
plated when the processing units and/or the processing
pipeline 120 was designed). Before being transmitted over
an Ethernet network, such as the Ethernet network 134,
which, 1n an embodiment 1s an Fthernet network, Fibre
Channel packets are encapsulated 1n an FCoE packet, by
adding an FCoE header and an Ethernet header. The pro-
cessing pipeline 120 and, 1n particular, the processing units
therein, may not recognize the FCoE packet. However, the
packet descriptor associated with the FCoFE packet may be
mamipulated as 1t passes through the processing pipeline 120
such that a processing unit of the processing pipeline 120
makes a forwarding decision on the FCoE packet consistent
with the FCoE protocol.

The descriptor may be manipulated by a descriptor modi-
fication unit 128, that extracts destination information from
the packet (e.g., the FCoE packet) and generates new
destination information that, when placed in a suitable
packet descriptor, conforms to a protocol expected by a
processing unit 1n the processing pipeline 120. The descrip-
tor modification unit 128 may be a unit, module, or routine
operating inside a processing unit of the processing pipeline
120, may be a separate umt, module, or routine operating 1n
the processing pipeline 120, or may be implemented by and
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between multiple processing units 1n the processing pipeline
120. Alternatively, the descriptor modification unit 128 may
be separate from (but integrated into) the processing pipeline
120, as described 1n U.S. provisional patent applications
61/430,413, filed Jan. 6, 2011, and 61/466,718, filed Jan. 23,
2011, each of which 1s hereby incorporated by reference
herein.

FIG. 2 1s block diagram of a network 100 including a
provider network 104, a plurality of networks 106 of a
customer A, a plurality of networks 108 of a customer B, and
a plurality of networks 110 of a customer C. In an embodi-
ment, the provider network 104 1s a corporate LAN or a
corporate wide area network (WAN), and the customer
networks 106, 108, 110 are portions of the corporate net-
work. The provider network 104 includes a plurality of
switches 118, which may route packets between devices 1n
the network 100. A portion of one or more of the customer
networks 106 1s implemented as a Fibre Channel network, in
an embodiment. Additionally, a portion of one or more of the
customer networks 106 1s implemented as an Ethernet
network. Each of the switches 118 may include a packet
processing pipeline such as the packet processing pipeline
120.

Referring now to FIG. 3, the FCF network device 130
and, 1n particular, the packet processing pipeline 120, is
depicted in greater detail. In FIG. 3, the FCF 130 1s
configured to process and forward data packets and, 1n
particular, 1s configured to forward FCoE data packets, 1n an
embodiment. The apparatus depicted i FIG. 3 includes
Layer-3 forwarding capabilities and Layer-2 forwarding
capabilities and, accordingly, 1s referred to as a router. The
FCF 130 may be utilized 1n a provider network such as the
example provider network 104 of FIG. 2. In an embodiment,
the FCF 130 includes an internal loopback port 126 (FIG. 1)
to facilitate processing of multi-headed or hierarchically
headed packets. Upon recerving a multi-headed packet, the
FCF 130 generally processes the multi-headed packet 1n the
packet processing pipeline 120 by analyzing an external or
encapsulating header. The FCF 130 then forwards the multi-
headed packet back into the provider network and/or feeds
the multi-headed packet back to the packet processing
pipeline 120 via the internal loopback port 126, and the
pipeline 120 then strips the encapsulating header from the
multi-headed packet, leaving the iner packet. Next, the
pipeline 120 processes the inner packet and forwards the
inner packet to the customer network when appropriate.

The packet processing pipeline 120 of the FCF 130 1s
coupled to one or more ingress physical ports 140 and to one
or more egress physical ports 142. The packet processing
pipeline 120 maps a packet to an egress port, which may be
a single egress physical port 142 or an aggregate of several
physical or logical ports. Accordingly, the egress port may
be referred to, more generally, as an egress interface. The
packet processing pipeline 120 includes an ingress portion
144 and an egress portion 146 coupled together via a fabric
interface 148, in an embodiment. Optionally, the FCF 130
may be coupled to other switches (not shown) via the fabric
interface 148. The other switches may be components of one
or more switches, and the ingress portion 144 may forward
packets to egress portions 146 of other pipelines 120 of other
switches via the fabric interface 148. Similarly, the egress
portion 146 may receive packets from ingress portions 144
of other router units via the fabric interface 148. Although
the fabric interface 148 1s 1llustrated as being included in the
FCF 130, the fabric interface 148 may be at least partially
external to the FCF 130. For example, a plurality of
switches, including the FCF 130, may be implemented on a
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plurality of respective mtegrated circuits (ICs), and the
fabric interface 148 may be at least partially external to the
plurality of 1Cs. Optionally, the fabric interface 148 may be
omitted or simplified so that the ingress portion 144 1s only
capable of forwarding packets to egress portions 146 1n the
FCF 130, as opposed to forwarding packets to egress por-
tions 146 external to the FCF 130. It the fabric interface 148
1s omitted, the igress portion 144 may be coupled directly
to the egress portion 146.

As shown 1n FIG. 3, the ingress portion 144 and the egress
portion 146 each include one or more packet processing
units coupled 1n series. Generally, each unit of the pipeline
120 optionally processes a packet or a packet descriptor
corresponding to information therein and passes the packet
or the packet descriptor to the next unit 1n the pipeline 120.
In an embodiment, a packet descriptor includes some infor-
mation from the packet, such as some or all of the header
information of the packet, and may be prepared for a
particular processing unit based on the requirements of that
unit. The packet descriptor may include other information as
well such as an indicator of where the packet 1s stored 1n a
memory associated with the FCF 130. For ease of explana-
tion, the term “packet” heremaiter may be used to refer to a
packet itself or to a packet descriptor associated with the
packet. Fach unit may or may not process a particular
packet. For example, 1n some 1nstances, a unit may simply
forward a packet onto the next unit n the pipeline 120. The
last unit of the ingress portion 144 may pass the packet to the
first unit of the egress portion 146 via the fabric interface
148.

In an embodiment, each or at least some of the units of the
ingress portion 144 and the egress portion 146 includes, or
otherwise 1s associated with, a corresponding memory.
Packets received by a unit are stored in the memory asso-
ciated with the unit, 1n an embodiment. In some embodi-
ments, multiple units are associated with an individual
memory.

In an embodiment, the FCF 130 1s configured to utilize
extended ports (eports) and extended wvirtual local area
networks (eVLANSs) when processing and forwarding pack-
ets, as described 1 U.S. patent application Ser. No. 12/938,
116, entitled “Switching Apparatus and method Based on
Virtual Interfaces,” the entirety of which 1s hereby incorpo-
rated by reference herein.

In one embodiment, a plurality of switches, including the
FCF 130, are implemented on a plurality of respective
integrated circuits (ICs). In some other embodiments, the
FCF 130 and one or more other switches 1n the plurality of
switches are implemented on a single IC. In one such
embodiment, the FCF 130 1s coupled to one or more other
switches 1n the plurality of switches via one or more
corresponding cascade ports.

As described above, the ingress physical ports 140 and the
egress physical ports 142 are coupled to a plurality of
different networks and to other switches 1n the switching
system, 1 some embodiments. For example, the ingress
physical ports 140 and the egress physical ports 142 are
coupled to the provider network 104, to one or more of the
customer networks 106, 108, 110, and/or to one or more
other switches 1n the switching system, 1n various embodi-
ments. For purposes of clarity, only one ingress physical port
140 and one egress physical port 142 are depicted in FIG. 3.
In an embodiment the packet processing pipeline 120 1is
coupled to, and configured to forward packets among, a
plurality of physical ports.

In one embodiment, the ingress physical ports 140 and the
egress physical ports 142 provide multiple 2-way, point-to-
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point communication links to other devices, such as bridges,
other switches 1in the switching system, endpoints, etc.

The packet processing pipeline 120 generally transiers
packets of data from the ingress physical ports 140 to
appropriate egress physical ports 142, 1n an embodiment. In
some embodiments, at least some physical ports are mput/
output ports, and at least some ingress physical ports 108
and egress physical ports 116 correspond to the same
physical ports.

According to an embodiment, the ingress portion 144
assigns an eport to an ingressing packet. At least in some
scenarios, the ingress portion 144 also assigns an eVLAN to
the ingressing packet. The ingress portion 104 also assigns
attributes to the packet based on the eport and/or the
¢VLAN. In some embodiments and scenarios, the eport
and/or the eVLAN are reassigned as the packet 1s processed
by the ingress portion 144. In some embodiments and
scenarios, the egress portion 146 also assigns attributes to
the packet based on the eport and/or the eVLAN. The
assigned attributes are utilized by units of the pipeline 120
to determine how the packet 1s to be processed, for example.
For example, determining whether to forward, trap, or
mirror a packet 1s based on an attribute assigned based on an
eport and/or an eVLAN (1.e., based on an eport, where the
number of eports exceeds the number of physical ports of the
FCF 130; and/or based on an eVLAN, 1ndicative of a group
ol eports, where the number of possible eVLANs exceeds
the maximum number of VLANSs capable of being repre-
sented by a 12-bit VLAN identifier (VID) specified 1n the
Institute for Flectrical and Electronics Engineers (IEEE)
802.11Q Standard), 1n an embodiment. As another example
a source address of a packet 1s learned or learning of the
source address 1s disabled based on an attribute assigned
based on an eport and/or an eVLAN, 1n an embodiment.

The packet processing pipeline 120 includes a mapping
unit 150 at least partially distributed amongst a plurality of
processing units, i an embodiment. In another embodiment,
the packet processing pipeline 120 includes a plurality of
mapping units 150 each associated with a different unit in
the pipeline 120. The mapping umit 150 generally provides
a mapping function, such as mapping IP addresses, MAC
addresses, physical ports, etc., to eports, and vice versa. In
some embodiments, the mapping function performed by the
mapping unit 150 1s different according to the unit 1n or with
which the mapping block 150 1s implemented and/or oper-
ating.

In the example of FIG. 3, the ingress portion 144 includes
a port media access control (MAC) receiver unit 152
coupled to the ingress physical ports 144. The port MAC
receiver unit 152 generally implements media access control
tfunctions. The port MAC recerver unit 152 also generally
interfaces the ingress portion 144 with a particular physical
ingress port of the FCF 130 (i.e., 11 the FCF 130 includes a
plurality of physical ingress ports, the FCF 130 includes a
plurality of respective port MAC receiver units 152). In
another embodiment, one port MAC receiver unit 152
interfaces the ingress portion 144 with a plurality of physical

ingress ports (not shown for purposes of clarity) of the FCF
130.

A header decode unit 154 1s coupled to the port MAC
receiver unit 152 and generally decodes the header of each
packet received via the ingress physical ports 140. This may
include parsing or identifying different segments of the
header for use by subsequent units 1n the ingress portion 144
and, optionally, units in the egress portion 146. In one
embodiment 1n which the FCF 130 1s one of a plurality of
switches 1n a switching system, at least some packets may
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include a distributed switching architecture (DSA) tag 1n a
header of the packet. The DSA tag includes information used
by the switching system to forward the packet through the
switching system. The DSA tag 1s included 1n a header of the
packet by a source switch device in the switching system,
and 1s removed from the packet by a target switch device 1n
the switching system before or as the packet egresses the
switching system. In one embodiment, the DSA tag includes
indications of one or more of 1) a source device (1.e., a source
switch device 1n the switching system), 11) a target device
(1.e., a target switch device in the switching system), 111) a
physical source port, 1v) a physical target port, etc. In one
embodiment, the DSA tag additionally or alternatively
includes 1ndications of one or more of 1) a source eport, 11)
a target eport, 11) an eVLAN, 1v) an index indicating a list
of eports and/or v) an 1ndex 1ndicating a list of physical ports
to which the packet should be replicated (referred to herein
as ¢VIDX and VIDX, respectively), etc. As will be described
in more detail below, when a packet 1s to be broadcast,
multicast, flooded, etc., for example, a replication unit of the
FCF 130 utilizes the VIDX to determine how many copies
ol a packet to create, and to determine the physical ports to
which the copies should be passed. Similarly, when a packet
1s to be broadcast, multicast, tlooded, etc., for example, a
replication unit of the FCF 130 utilizes the eVIDX to
determine how many copies of a packet to create, and to
determine the eports to which the copies should be passed.

In an embodiment, the header decode unit 154 also
includes the descriptor modification unit 128, as depicted 1n
FIG. 3. Alternatively, the descriptor modification 128 1is
distributed throughout and/or among one or more other
processing units, or 1s a separate unit in the ingress portion
144. The descriptor modification unit 128 1s configured to
add or modily a descriptor associated with a packet in the
packet processing pipeline 120 and, 1n particular, to extract
destination information from a packet conforming to an
emerging protocol that 1s not recognized or supported by a
previous version of the packet processing pipeline that does
not have the modification unit 128. For example, in an
embodiment depicted by FIG. 3, the descriptor modification
umt 128 extracts from an FCoE packet and, in particular, a
Fibre Channel header, a destination ID (D_ID) field. The
descriptor modification unit 128 uses the extracted destina-
tion information to generate new destination information
that conforms to a protocol recognized by one of the
processing units, and that will cause the processing unit to
make a forwarding decision that corresponds to the intended
path of the FCoE packet. For example, in an embodiment,
the descriptor modification unit 128 generates a descriptor
complying with a format recognized by a TRILL engine 155,
and/or by a policy engine 158 (especially a policy engine
configured to make forwarding decisions), and/or by a
bridge engine 160, and/or by a router engine 162.

As seen 1n FIG. 3, in an embodiment, a MAC2ME & TT1
classification unit 156 1s coupled to the header decode unait
154. The MAC2ME & T'T1 classification unit 156 generally
performs several functions. First, the MAC2ME & TTI
classification unit 156 assigns a source eport to each packet.
In an embodiment, assigning a source eport comprises
including a source eport indicator in a packet descriptor for
the packet. In some embodiments, the MAC2ME & TTI
classification unit 156 reassigns a diflerent source eport to
the packet in some circumstances. In one embodiment, an
eport 1s a 20-bit value that indicates a physical port or a
virtual port, the latter of which 1s also referred to herein as
an Egress Virtual Interface. In other embodiments, the eport
1s represented by a different suitable number of bits. In one
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embodiment in which the FCF 130 1s one of a plurality of
switches 1n a switching system, the eport 1s unique to the
FCF 130 but 1s not unique with respect to other switches 1n
the system. In some embodiments and scenarios, one or
more eports are umque with respect one or more other
switches 1n the system.

Second, the MAC2ME & TTI classification unit 156
assigns an eVLAN to at least some packets. In an embodi-
ment, assigning an eVLAN comprises imncluding an eVLAN
indicator 1n the packet descriptor for the packet. In at least
some 1nstances when the packet already includes a VLAN

identifier (VID), such as an IEEE 802.1Q) VID, assigning the
eVLAN 1s based on the VID in the packet. In some
instances, the MAC2ME & TTI classification unit 156

assigns the eVLAN when the packet does not include a VID.

In an embodiment and 1n some situations, assigning the
eVLAN 1s based on a MAC source address in a packet
header and, optionally, other information. In one embodi-
ment, the eVLAN 1s a 16-bit value.

In other embodiments, the eVLAN 1s represented by a
different suitable number of baits.

Assignment of the eVLAN 1s based on one or more
factors. For example, if the packet includes a DSA tag
having a VID, assignment of the eVLAN 1s based on the
VID m the DSA tag, in an embodiment. In some embodi-
ments, assignment of the eVLAN 1s based on the source
physical port and/or the source eport. I the packet includes
a VID (e g, an IEEE 802. lQ VID), assignment of the
e¢VLAN is based on the VID, 1n an embodiment and at least
in some circumstances. In an embodiment, even if the packet
includes a VID (e.g., an IEEE 802.1Q VID), assignment of
the eVLAN 1s not based on the VID, at least in some
circumstances. In some embodiments, assignment of the
¢VLAN 1s based on a tunneling interface.

Third, the MAC2ME & TTI classification unit 156 gen-
crally performs two lookup functions. In a first lookup
function (a MAC2ME lookup) packets that are destined to
a MAC address, VLAN pair recognized by the FCF 130 are
identified. This 1dentification may be used in one or more
subsequent functions or pipeline units. A second lookup
function (a tunnel termination and interface assignment
(T'TI) lookup) 1s used for tunnel termination identification
and 1nterface assignment, reassigning the eport (as discussed
above), and/or assigning the eVLAN (as discussed above)
according to .2 or .3 header fields.

In an embodiment, the TTI lookup 1includes using fields of
the header of the packet being processed and other infor-
mation (such as the result of the MAC2ME lookup) as a
lookup key to retrieve data from one or more tables. The
table data includes indications of actions to be taken, 1n an
embodiment. In some situations, the TTI lookup indicates
that the packet 1s associated with one or more TTI actions,
such as reassigning the eport, assigning the eVL AN, assign-
ing quality of service (QoS) parameters, assigning an €gress
eport, etc., to the packet, in an embodiment.

In one embodiment, the MAC2ME & T'T1 classification
unit 156 includes a TRILL engine 155 configured to operate
according to the Transparent Interconnect of Lots of Links
(TRILL) protocol set forth in the Request for Comments
(RFC) 556 from the Internet Engineering Task Force (IETF),
dated May 2009. In one embodiment and 1n some situations,
the TRILL engine 155 reassigns a different eport to the
packet. In one embodiment, an FCoE packet descriptor 1s
processed by the TRILL engine 155 after the descriptor
modification unit 128 generates a TRILL compliant descrip-
tor that 1s recognizable by the TRILL engine.
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In an embodiment, the MAC2ME & TTT classification
unit 156 utilizes one or more tables, databases, and/or other
data library maintained 1n one or more memory components
(such as a TCAM). The one or more tables, databases, etc.,
are consulted to 1dentily a table entry or database record that
matches, or closely approximates, the format and structure
of the ingressed packet, in an embodiment. The 1dentified
table entry or database record includes an index that 1s
employed to retrieve an action entry from a separate
memory, such as a static random access memory (SRAM),
in an embodiment; additionally, 1nstructions are retrieved
regarding how to process the packet 1n accordance with such
information. In other embodiments, separate memories as
discussed above are not utilized. Rather, a single table 1s
accessed to retrieve necessary or desired information regard-
ing a packet based upon some or all of the information
described above with reference to constructing keys. In
another embodiment, the data library and separate memory
discussed above are integrated into a single block (such as
a table) having different logical memory areas in some
implementations.

As discussed above, the MAC2ME & TTI classification
unit 156 assigns an egress eport to at least some packets in
response to a TTI lookup 1n an embodiment. On the other
hand, 1n some embodiments, the MAC2ME & TTI classi-
fication unit 156 does not assign an egress eport to at least
some packets in response to the TTI lookup. In an embodi-
ment, assigning an egress eport comprises including an
egress eport 1dentifier 1n the packet descriptor for the packet.
In one embodiment, the MAC2ME & T'TT classification unit
156 assigns an eVIDX to at least some packets in response
to a TTI lookup 1n an embodiment. On the other hand, in
some embodiments, the MAC2ME & TTI classification unit
156 does not assign an eVIDX to at least some packets. In
an embodiment, assigning an eVIDX comprises including
an eVIDX 1dentifier 1n the packet descriptor for the packet.

An 1ngress policy engine 158 1s coupled to the MAC2ME
& T'TI classification unit 156. The ingress policy engine 158
generally performs tlow classification. A tlow corresponds to
related series of packets, and may be defined 1n a variety of
different ways. One example of a flow 1s defined by a source
MAC address or a particular destination MAC address 1n a
medium access control (MAC) header. In other words, 1n
one example, all packets having a particular source MAC
address correspond to a particular tlow. Another example of
a flow 1s defined by a source MAC address/destination MAC
address pair. For instance, in one example, all packets
having both a particular MAC source address and a MAC
destination address correspond to a particular flow. Yet
another example of a flow 1s defined by one or both of a
destination ID and a source ID (S_ID) in a Fibre Channel
header of a FCoE. Still another example of a flow 1s defined
by one or both of a destination MAC address and a source
MAC address of an Ethernet header of a FCoE packet.
Additionally, fields from different protocol layers may be
combined to define a flow, 1n some embodiments. For
example, 1n an embodiment, a flow 1s defined by a destina-
tion MAC address of the Ethernet header of a FCoE packet
and by a source ID in the Fibre Channel header of the FCoE
packet. The ingress policy engine 158 attaches or otherwise
associates a flow i1dentifier (ID) to/with a packet to indicate
a flow to which the packet belongs, in an embodiment. In at
least some scenarios and implementations, the flow 1D 1s
removed from the packet before or upon egress from the
FCF 130. For example, 11 the FCF 130 1s a component of a
switching system including other similar network devices
(not shown), and 11 the packet 1s exiting the switching
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system, the flow ID 1s removed from the packet before or
upon egress from the FCF 130, in an embodiment. On the
other hand, if the FCF 130 1s a component of a switching
system 1including other similar network devices (not shown),
and 1f the packet 1s being forwarded to another network
device 1n the switching system, the flow 1D 1s included 1n a
DSA tag of the packet before or upon egress from the FCF
130, in an embodiment. In some 1nstances, the ingress policy
engine 138 assigns an eVLAN to a packet, according to an
embodiment.

In an embodiment, the ingress policy engine 158 includes,
or 1s coupled to, a TCAM or other suitable memory. The
ingress policy engine 158 generally uses selected fields of
the header of the packet, or of the packet descriptor, being
processed, and other information such as the source eport, as
a key to the TCAM. An entry 1n the TCAM indicates a
particular rule or set of one or more actions to be performed
(with regard to flow measurement, eVLAN assignment,
egress eport assignment, etc., for example). In some sce-
narios, at least some of the actions to be performed are to be
performed by processing units downstream from the 1ngress
policy engine 158. Thus, in some scenarios, the ingress
policy engine 158 assigns attributes to the packet to indicate
to downstream processing units how the packet 1s to be
processed. In an embodiment, assigning an attribute com-
prises including an attribute indicator in the packet descrip-
tor for the packet. The ingress policy engine 158 also
includes, or 1s coupled to, one or more other memories, such
as an SRAM or other suitable memory, 1n an embodiment.
In this embodiment, an entry 1n the TCAM of the policy
engine 158 indirectly indicates a rule or set of one or more
actions to be performed, and determining a rule or action to
be performed utilizes the one or more additional memory
components such as the SRAM. For example, an entry 1n the
TCAM may point or otherwise correspond to a particular
location 1n the SRAM that includes information that i turn
indicates a particular rule or set of one or more actions to be
performed. The ingress policy engine 158 utilizes the result
of the MAC2ME lookup of the MAC2ME and TTI classi-
fication unit 156, 1n an embodiment. For example, the result
of the MAC2ME lookup 1s used as part of the key for the
TCAM lookup, 1n an embodiment.

In an embodiment, a bridge engine 160 1s coupled to the
ingress policy engine 158. The bridge engine 160 includes,
or 1s coupled to, a forwarding database (not shown) that
includes MAC destination addresses and indications of the
corresponding egress eports to which packets having the
MAC destination addresses should be forwarded. In one
embodiment, the forwarding database includes a table of
MAC destination addresses and indications of the corre-
sponding egress eports. In an embodiment, the forwarding
database more generally includes both MAC source
addresses and MAC destination addresses, and provides a
binding of a MAC address to an eport and other parameters,
such as one or more of a flag indicating whether a packet 1s
to be mirrored by the ingress portion 144 to an ingress
analyzer (not shown) for further processing, a flag indicating
whether a packet 1s to be mirrored by the egress portion 146
to an egress analyzer (not shown) for further processing,
user defined bits to be used for user-defined functions, etc.
These bindings are used mainly for forwarding decisions,
but are for other purposes as well, such as for mirroring
packets to an analyzer for further analysis, user defined
functions or applications, etc. The bridge engine 160 per-
torms MAC source address lookups and MAC destination
address lookups, 1n some embodiments and 1n at least some
scenarios.
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In an embodiment, the bridge engine 160 generally uses
Layer-2 information to determine on which eport or eports
a packet should be forwarded. Determination of whether,
and to where, a packet should be forwarded, 1s done by
examining the MAC destination address of the packet and
determining to which network segment the destination
address corresponds using the forwarding database, 1n some
istances. Also, other information 1s utilized as well 1n other
embodiments and/or istances. For example, eVLAN 1nfor-
mation 1s utilized 1 some embodiments and/or instances.
For instance, the bridge engine 160 is capable of determin-
ing eport destinations for Layer-2 multicast or broadcast
packets using eVLAN information, in some embodiments.
The bridge engine 160 also maintains the forwarding data-
base, 1n some embodiments. For instance, the bridge engine
160 learns an eport to which a source MAC address of an
ingressing packet corresponds by recording the eport corre-
sponding to the mgressing packet and associating the eport
with the source MAC address of the packet, 1n an embodi-
ment. In another example, the bridge engine 160 learns an
eport to which an eVLAN of an ingressing packet corre-
sponds by recording the eVLAN corresponding to the
ingressing packet and associating the eport with the eVLAN
of the packet, 1n an embodiment.

In general, the forwarding database correlates several
variables useful for making forwarding decisions. The for-
warding database comprises entries based upon eVLAN,
eport, and MAC address, for instance; lookup operations
based upon MAC address and eVLAN are usetul 1n bridging
operations, for example. The bridge engine 160 makes
forwarding decisions also using information provided by the
MAC2ME & TTI classification unit 156, in an embodiment.
Thus, the forwarding database records or table entries
include fields associated with one or more of destination
MAC address, eport, eVLAN, etc.

In an embodiment, when a packet i1s to be flooded (e.g.,
when there 1s not a match 1n the forwarding database with
the destination MAC address), or when the packet 1s a
multicast or broadcast packet, the bridge engine 160 deter-
mines a set of one or more eports to which the packet 1s to
be forwarded. An indicator (referred to herein as “eVIDX™)
of the determined set of one or more eports 1s included 1n or
attached to a descriptor associated with the packet, or the
indicator of the determined set of one or more ports 1s
attached to the packet for use by subsequent units of the
pipeline 120. In one embodiment, eVIDX 1s used to index a
Layer-2 duplication table, wherein each entry in the Layer-2
duplication table includes a pointer to a linked list of eports.
In some embodiments, eVIDX 1s a 16-bit index. In one
embodiment, if eVIDX 1s less than 4K, the eVIDX 1s
interpreted as an indicator of a physical port list. In this
embodiment, if eVIDX 1s greater than or equal to 4K, the
eVIDX 1s mterpreted as an indicator of an eport list.

In one embodiment, the bridge engine 160 maintains the
Layer-2 duplication table.

The bridge engine 160 receives a packet or packet
descriptor formatted as an Ethernet packet (or descriptor),
but which did not, as it entered the pipeline 120 conform to
the Fthernet protocol, n an embodiment. The packet or
descriptor includes, i place of a MAC destination address,
a value that will cause the bridge engine 160 to make a
forwarding decision 1n accordance with the packet’s original
destination. In the described example, the bridge engine 160
receives a packet descriptor, associated with a FCoE packet,
that has been modified by the descriptor modification unit
128. The descriptor received by the bridge engine 160
includes, 1n place of a MAC address, a value associated with
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the destination ID field of the FCoE packet. In an embodi-
ment, the bridge engine 160 receives a descriptor that
includes, in place of the MAC address, the value associated
with the destination ID field of the FCoE packet, concat-
cnated with a user-configurable constant. In an embodiment,
the descriptor also includes, 1n place of a VLAN ID (VID),
a virtual fabric ID (VF_ID) value associated with a virtual
fabric tagging (VFT) field.

A router engine 162 1s coupled to the bridge engine 160,
in an embodiment. If a received packet 1s not destined for a
network to which the FCF 130 1s connected, then routing
based on an Internet Protocol (IP) address 1s performed, in
some embodiments and/or scenarios. The router engine 162
includes, or 1s coupled to, a routing information database
(not shown) that includes information corresponding to
where IP packets should be forwarded. The router engine
162 generally determines where a received 1P packet should
be routed, which includes determining the egress eports to
which the packet should be forwarded. Determining where
a received IP packet should be routed includes examining
the IP destination address of the packet and routing infor-
mation stored in the routing information database. The
router engine 162 also maintains the routing information
database. Additionally, the router engine 162 determines
destinations for IP multicast packets, 1n some embodiments.
In one embodiment, the router engine 162 utilizes a Layer-3
duplication table, wherein each entry in the Layer-3 dupli-
cation table 1s a linked list of eports. In one embodiment, the
router engine 162 maintains the Layer-3 duplication table. In
one embodiment, the router engine 162 assigns an eVLAN
and/or an eVIDX to a multicast packet to indicate the eports
to which the packet i1s to be duplicated.

The IP router engine 162 receives a packet or packet
descriptor formatted as an IP packet (or descriptor), but
which did not, as 1t entered the pipeline 120 conform to the
Internet Protocol, 1n an embodiment. The packet or descrip-
tor includes, 1n place of a destination IP address, a value that
will cause the IP router engine 162 to make a forwarding
decision 1n accordance with the packet’s original destina-
tion. In the described example, the IP router engine 162
receives a packet descriptor, associated with a FCoE packet,
that has been modified by the descriptor modification unit
128. The descriptor received by the IP router engine 162
includes, 1 place of an IP destination address, a value
associated with the destination ID field of the FCoFE packet
and, 1 particular, of the Fibre Channel header. In an
embodiment, the IP router engine 162 receives a descriptor
that includes, in place of an IP source address, a value
associated with a source ID field of the FCoE packet and, 1n
particular, of the Fibre Channel header. In an embodiment,
the descriptor also includes a virtual routing and forwarding,
(VRF) ID (VF_ID) value associated with an extended
header of the FCoE packet. The extended header includes a
virtual fabric tagging (VFT) field, 1n an embodiment.

The ingress portion 144 of the processing pipeline 120
also mcludes, among other units, such as, 1n some embodi-
ments, an igress policer unit, a Layer-3 replicator unit, and
a Lavyer-2 replicator unit, a pre-egress engine 164. The
pre-egress engine 164 consolidates decisions of previous
units 1n the ingress portion 144 into a single decision, and
updates the descriptor of the packet accordingly.

The egress portion 146 1s coupled to the pre-egress engine
164, 1n an embodiment. In one embodiment and 1n some
scenarios, the pre-egress engine 164 determines one or more
physical targets corresponding to the one or more target
eports to which a packet 1s to be forwarded when the target
device for the packet 1s the FCF 130. A physical target could
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be a physical port/device pair, a trunk, a tunnel start, a list
of physical ports, etc. The pre-egress engine 164 includes a
portion of the mapping unit 150, and the mapping unit 150
implements a determination of the one or more physical
targets corresponding to each target eport to which a packet
1s to be forwarded, in an embodiment. In one embodiment
and 1n at least some scenarios in which an eport 1s to be
mapped to a plurality of physical ports, the eport 1s mapped
to a VIDX which indicates the plurality of physical ports.

The egress portion 146 of the processing pipeline 120
includes, depending on the embodiment, a plurality of other
units icluding an egress filtering unit, an L2 bridged MC
replicator umit, a TXQ and port rate shaping unit, a sched-
uling unit, an egress policy engine unit, an egress policer
unit, and a port MAC TX unit.

In some embodiments, the egress portion 146 of the
processing pipeline 120 also includes a header alteration unit
166. In one embodiment, the header alteration unit 166 1s

coupled to the scheduling umit. In some scenarios, an

ingressing packet has a VLAN field and MAC field 1n the
packet header, and 1n some scenarios, 1t 1s necessary to
modily the VLAN field (e.g., depending upon the VLAN
associated with the MAC DA) or to multicast the packet to
destination devices 1 different VLANSs. It 1s noted that
modification of a packet header may occur upon ingress to
the provider network or upon egress from the provider
network. The header alteration unit 166 may maintain infor-
mation allowing a packet header to be appropriately manipu-
lated to facilitate such multicast operations. In some 1mple-
mentations, the header alteration unit 166 manipulates the
packet header independently or 1n cooperation with other
units of the egress portion 146. The header alteration umit
166 cnables control of tagging for customer networks or
other subnetwork implementations, in some embodiments.
To support this functionality, the header alteration unit 166
1s embodied 1 or comprises a lookup table, database, or
other suitable data structure correlating packet attribute
information, eVLANs, VIDs, MAC addresses, and customer
VLAN tagging preferences. Additionally, the header altera-
tion unit 166 points to a tunnel start entry that provides
information regarding the required external header for a
packet, 1n some scenarios; 1n that regard, a tunnel start entry
defines a tunnel to be used to transmit the packet across a
provider network.

In some embodiments, the header alteration unit 166 adds
one or more headers to the packet.

An egress policy engine 168 1s coupled to the header
alteration unit 166. The egress policy engine 168 generally
performs tlow classification. When the packet belongs to a
recognized tlow, the egress policy engine 168 associates the
packet with the flow. For example, the egress policy engine
168 attaches a flow identifier (ID) to a packet to indicate a
flow to which the packet belongs, in an embodiment. In at
least some scenarios and implementations, the tlow 1D 1s
removed from the packet before or upon egress from the
FCF 130. For example, if the FCF 130 1s a component of a
switching system including other similar network devices
(not shown), and 11 the packet 1s exiting the switching
system, the flow ID i1s removed from the packet before or
upon egress from the FCF 130, in an embodiment. On the
other hand, if the FCF 130 1s a component of a switching
system including other similar network devices (not shown),
and 1f the packet is being forwarded to another network
device 1n the switching system, the flow 1D 1s imncluded 1n a
DSA tag of the packet before or upon egress from the FCF
130, 1n an embodiment.
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Operation of the described methods and apparatus will
now be described with reference to one particular example
in which the FCF 130 forwards a FCoE packet. The pro-
cessing pipeline 120 1n the FCF 130 1s not designed 1n
contemplation of the FCoE protocol and, accordingly, none

of the processing units (e.g., 155-162) 1s designed to process
an FCoE packet. FIG. 4 depicts an FCoE packet 170. The

FCoFE packet 170 includes a standard Ethernet header 172,
an FCoE header 174, and an FC encapsulated frame 176.
The FCoE packet 170 may also include zero or more
optional, extended headers, such as a Virtual Fabric Tagging
(VFT) extended header 178.

It 1s noted that the VFT header 178 1s used to implement
a Virtual Fabric topology 1n a Fibre Channel network. Such

a topology provides a means for FC frames to be tagged with
the Virtual Fabric Identifier (VF_ID) a particular Virtual

Fabric to which the FC frame belongs. To that end, the VFT
header 178 includes a VF 1D field 171.

As generally known, the Ethernet header 172 includes a
Destination MAC address field 180 and a Source MAC
address field 181. In an embodiment, the Ethernet header
172 also includes a four-byte IEEE 802.1Q Tag field 182 that
itself includes a VLAN i1dentifier (not shown) (VID). The
Ethernet header 172 also includes an EtherType field 183, 1n
an embodiment.

The FCoFE header 174 includes a header version field 184,
a plurality of reserved bits, and a start-of-frame (SOF) field
185. The FC encapsulated frame 176 follows the FCoE
header 174, in an embodiment. The FC encapsulated frame
176 includes an FC header 175, an FC payload 177, and an
FC cyclical redundancy check (CRC) 179. An end-of-frame
(EOF) field 173 ends the FC encapsulated frame 176.

The FC header 190 includes a routing control field
(R_CTL) 186, a Destination 1D field (D_ID) 187, a class
specific control/prionty field (CS_CTL/Pr1) 188, a Source
ID field (S_ID) 189, a type field 190, a frame control field
(F_CTL) 191, a sequence ID field (SED_ID) 192, a data
field control field (DF_CTL) 193, a sequence count field
(SEQ_CNT) 194, an originator exchange ID field (OX_ID)
195, a responder exchange ID field (RX_ID) 196, and a
parameter field 197.

Fach of the D ID field 187 and the S_ID field 189 1s a
24-b1t field defined 1in the FC standard. The D _ID and S_1D
fields 187, 189 each include an 8-bit Domain_ID sub-field
(D_ID.Domain_ID), an 8-bit Area_ID sub-field (D_I-
D.Area_ID), and an 8-bit Port_ID (D_ID.Port_ID) sub-field.
Each switch in a FC network, including the FCF 130, 1s
assigned a specific Domain_ID. When a packet reaches a
switch having a Domain_ID matching the Domain_ID sub-
field of the packet’s D_ID field 187, this indicates that the
target of the packet 1s connected to that switch, and the
switch uses the Area_ID and the Port_ID sub-fields to
determine to which port the switch should forward the
packet.

FIG. 5 depicts a general method 200, implemented by a
switch, for handling FC traflic 1n an FC or FCoE network.
The switch determines its Domain_ID (block 202). The
Domain_ID 1s stored 1n a memory device of the switch, 1n
some embodiments. The switch receives the packet descrip-
tor (e.g., the packet, one or more headers of the packet, or
some portion of the packet) (block 204). In some embodi-
ments, the packet descriptor i1s stored in a memory device
associated with the switch. In any event, the switch com-
pares the Domain_ID of the switch to the Domain_ID
sub-field of the D_ID field 187 (block 206) and, 11 the switch
determines that the Domain ID of the switch 1s the same as

the Domain_ID sub-field of the D_ID field 187, the switch
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forwards the packet to the destination device according to
the Area ID and Port ID sub-fields of the D 1D field 187
(block 208). Alternatively, 11 the switch determines that the
Domain_ID of the switch 1s not the same as the Domain 1D
sub-field of the D_ID field 187, the switch forwards the

packet to the next hop switch according to the Domain_ID
sub-field of the D_ID field 187 (block 210).

More specifically, the method 200 may be described as
including a number of general processes, executed by the
pipeline 120. FIG. 6 depicts these general processes 1n the
context of the ingress and egress portions 144 and 146,
respectively, of the pipeline 120. In an embodiment, an
FCoE data packet arrives at and 1s received by the switch
(block 212). The data packet 1s recerved via one of the
ingress physical ports 140 and 1s processed by the port MAC
recetve unit 152 and the header decode unit 154, in the
embodiment. The header decode umit 154 decodes the
header of the packet, parsing and identifying various seg-
ments of the packet, including, for example, an Ethernet
header, an FCoE header, a VFT header, a TRILL header, etc.,
to determine how to process the packet. The header decode
umit 154 determines that the received packet 1s an FCoE
packet, and forwards the packet to an FCoE forwarding
engine, 1 an embodiment.

The packet 1s then processed by an adapted FCoE for-
warding engine (block 214), as described below. The FCoE
forwarding engine performs D_ID lookup to retrieve the
D_ID field 187 and maps the D_ID field 187 to the appro-
priate eport, 1n one embodiment. The eport corresponds to a
physical or virtual egress interface, including a device
number and a port number. In one embodiment, the eport
(which 1s part of the “Egress Virtual Interface™) includes a
flag bit (Modity_ MAC_DA) indicating whether or not the
MAC destination address needs to be changed before egress,
and a flag bit (Modily_ MAC_SA) indicating whether the
MAC source address needs to be changed before egress. For
example, 1 the packet 1s destined for a device not connected
to the switch (1.e., if the Domain_ID sub-field of the D_ID
field 187 1s not the same as the Domain ID of the switch) the
Modity. MAC_DA flag may be set to indicate that the MAC
destination address should be changed to reflect the MAC
address of the next hop switch, and the Modity MAC_S A
flag may be set to indicate that the MAC source address
should be changed to reflect the MAC address of the current
switch. The eport may also represent an index to a MAC
destination address table 1n instances where the Modily_
MAC_DA flag 1s set, in an embodiment.

The FCF 130, however, implements the forwarding
engine utilizing at least one of the existing processing units
in the pipeline 120 that 1s adapted to perform the function-
ality of the forwarding engine. For example, in one embodi-
ment, the FCF 130 implements the functionality of the
tforwarding engine using the TRILL engine 1355. In another
embodiment, the FCF 130 implements the functionality of
the forwarding engine using the ingress policy engine 158.
In still another embodiment, the bridge engine 160 1mple-
ments the functionality of the forwarding engine. In yet
another embodiment, the FCF 130 utilizes the router engine
162 to implement the forwarding engine functionality. In
some embodiments, the mapping unit 120 implements a
portion of the forwarding engine functionality 1n coopera-
tion with the TRILL engine 155, the ingress policy engine
158, the bridge engine 160, or the router engine 162.

Using existing mechanisms (e.g., the router engine 162,
the bridge engine 160, the ingress policy engine 158, or the
TRILL engine 135) to implement the forwarding engine
functionality may advantageously provide eflicient and scal-
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able mechanisms for adding functionality for a previously
unsupported protocol (e.g., FCoE functionality) to a switch
without requiring radical reconfiguration of the packet pro-
cessing pipeline 120. Additionally, by using the existing
mechanisms, the necessity of additional large tables may be
avoided, for example.

In any event, after the packet has been processed by the
adapted FCoE forwarding engine, the packet may be pro-
cessed by zero, one, or multiple ones of the other engines
and/or processing units in the ingress pipeline 144 (block
216). By way of example and not limitation, in an embodi-
ment, a layer 2 replicator replicates packets destined via a
flooding mechanism for an indicated MAC address. In
another embodiment, a layer 3 replicator replicates packets
destined via a flooding mechanism for an indicated IP
address. In some embodiments, the pre-egress engine 164
may update a packet descriptor according to decisions
and/or actions of one or more previous units.

The Egress Virtual Interface gets mapped to a MAC
destination address of the next hop, in cases where the
device specified by the D_ID field 187 1s not connected to
the FCF 130 (block 218). In an embodiment, the Egress
Virtual Interface 1s mapped to the MAC destination address
of the next hop according to a MAC DA next hop table. In
some embodiments, the pre-egress engine 164 determines
one or more physical targets corresponding to the one or
more egress virtual eports to which the packet 1s to be
torwarded. A physical target could be a physical port/device
pair, such as a next hop FCF 130, a trunk, a tunnel interface,
ctc. The mapping unit 150 determines the one or more
physical targets, in an embodiment. In other embodiments,
the header alteration unit 166 of the egress portion 146 maps
the Egress Virtual Interface to a MAC destination address of
the next hop.

In any event, the packet progresses to the egress portion
146 of the FCF 130, and eventually to the header alteration
unit 166. The header alteration unit 166, in an embodiment,
updates the MAC destination address 180 field in the
Ethernet header 172 of the packet (block 220) based on the
mapping of the Egress Virtual Interface to the MAC DA of
the next hop (block 218). The header alteration unit 166 may
also update the MAC source address 181 to the MAC
address of the current switch. Execution of part or all of the
header alteration (block 220) may occur, dependent, in some
embodiments, on whether, respectively, the Modily_
MAC_DA flag and the Modity_ MAC_SA flag 1s set.

An embodiment implementing the forwarding engine
using the TRILL engine 155 will now be described with
reference to FIG. 7. FIG. 7 shows a method 230 for
torwarding FCoE packets using the TRILL engine 1355. The
method 230 uses a packet descriptor modified to conform to
the format of a TRILL header and, in particular, replaces,
with information generated using the destmation iforma-
tion of the FCoE packet, an egress RBridge nickname field
of the TRILL-like descriptor, to forward the packet to the
Egress Virtual Interface when the Domain ID of the FCF 130
1s the same as the Domain ID sub-field of the D ID field
187. As described with reference to FIG. 5, the method 230
includes retrieving the Domain_ID for the FCF 130 (block
202) and receiving the packet descriptor (block 204).

In some embodiments, TRILL engine 155 determines the
physical port to which the packet 1s forwarded. In other
embodiments, the TRILL engine 155 determines an Egress
Virtual Port (or other suitable virtual interface) to which the
packet 1s forwarded, and the Egress Virtual Port 1s mapped
to a physical port by another unit 1n the pipeline.
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The Domain_ID value assigned to the FCF 130 1s then
compared to the Domain_ID sub-field of the D_ID field 187
of the FC Frame 175 (block 234). The comparison (block
234) 1s performed by a mapping unit 232 (such as the
mapping umt 150), mm some embodiments and, in other
embodiments, 1s performed by the descriptor modification
unmit 128. In any event, 1f D_ID.Domain_ID 1s the same as
the assigned Domain_ID value for the FCF 130, the portion
of the descriptor or packet corresponding to an egress
RBridge nickname field of a TRILL header 1s modified to
according to the Area_ID and Port_ID sub-fields of the
D_ID field 187 (block 240), and the descriptor or packet 1s
forwarded to a TRILL engine 244 (block 242), such as the
TRILL engine 155 depicted in FIG. 3. The TRILL engine
244 processes the packet having the modified TRILL header
as 1t would process TRILL packets generally, forwarding the
packet to an appropriate Egress Virtual Interface according
to the data 1n the descriptor interpreted by the TRILL engine
244 as an egress RBridge nickname (block 246).

Alternately, 1f D_ID.Domain_ID 1s not the same as the
assigned Domain_ID value for the FCF 130, D_ID.Do-
main_ID 1s mapped to an Egress Virtual Interface (block
236) by, for example, using D_ID.Domain_ID as an index to
a corresponding Egress Virtual Interface table. The packet
then bypasses the TRILL engine 244 (block 238).

In an embodiment, part or all of the mapping or descriptor
modification unit 232 1s mtegrated within the TRILL engine
244. In another embodiment, the mapping or descriptor
modification unit 232 1s independent of the TRILL engine
244,

With reference now to FIG. 8, 1n an embodiment, the FCF
130 implements the forwarding engine using a method 250
that employs the Ethernet Bridge Engine 160 to forward
FCoE packets. In an embodiment, the method 250 modifies
the FCoE packet descriptor such that 1t has the characteris-
tics of an Ethernet VLAN packet descriptor. As described
with reference to FIG. 5, the method 250 includes receiving
the descriptor (block 204). In some embodiments, the
method 250 does not include all of the method 200 described
in FIG. § and, 1in particular, does not include retrieving the
Domain_ID for the FCF 130 (block 202), comparing the
Domain_ID for the FCF to the Domain_ID sub-field of the
D_ID field 187 (block 206), etc.

Portions of the method 250 are performed by a mapping
or descriptor modification umt 252 and an Ethernet Bridge
Engine 260, in an embodiment. The mapping or descriptor
modification unit 252 may, for example, be the mapping unit
150 or the descriptor modification unit 128 depicted in FIG.
3. In some embodiments, the mapping or descriptor modi-
fication unit 252 1s implemented wholly or partially in the
Ethernet Bridge Engine 260, while 1n other embodiments,
the mapping or descriptor modification unit 252 1s seli-
contained.

As described above, an Ethernet Bridge Engine 260, such
as the bridge engine 160, maps MAC destination addresses
to the Egress Virtual Interface, and includes a forwarding
database that includes MAC destination addresses and 1ndi-
cation of the corresponding egress eports to which packets
having the MAC destination addresses should be forwarded.
In order to implement FCoE forwarding using an Ethernet
bridge engine, an incoming packet descriptor 1s modified to
appear to the Ethernet bridge engine 260 as an Ethernet
packet by, for example, modifying a portion of the descriptor
interpreted by the Ethernet bridge engine 260 as the MAC
destination address field 180 to instead reflect the D 1D
specified 1n the D_ID field 187 of the FC frame 176 (block
254). Because the MAC destination address field 180 1s a
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48-bit field (si1x pairs of hexadecimal digits) and the D_ID
field 1s a 24-bit field (an 8-bit Domain_ID, an 8-bit Area_ID,
and an 8-bit Port_ID), the remaining 24-bits interpreted by
the Ethernet bridge engine 260 as the MAC destination
address field 180 must be populated with another value or
values. In an embodiment, the MAC destination address
ficld 180 of the descriptor 1s populated with a concatenation

of the D_ID field 187 and a 24-bit Organization Unique
Identifier (FC_OUI) associated with the Fibre Channel. The
FC_OUI 1s a configurable constant.

If the FCoFE packet includes a VFT header (e.g., the VFT
header 178 o1 F1G. 4), the method 250 1includes assigning the
value of the VF_ID field 171 to the VLAN identifier (VID)
in the IEEE 802.1Q tag 182 (block 256), in some embodi-

-

ments. The packet descriptor 1s forwarded to the Ethernet
Bridge Engine 260 (block 258) for processing. The Ethernet
Bridge Engine 260 forwards the packet to the Egress Virtual
interface according to the field it interprets as a MAC
destination address and the value (1f one exists) of the
modified VID field (block 262), just as 1t would do with a
standard Ethernet packet descriptor. In an embodiment, the
Ethernet bridge engine 260 determines the physical port
through which the packet should egress, for example, by
performing a lookup.

In another embodiment, the FCoE packet neither includes
a VFT header nor a VF'T header but does not assign the value
of the VF_ID field 171 to the VID. In this embodiment, the
Ethernet bridge engine 260 does not consider the value of
the descriptor that it interprets as a VID when determining
the Egress Virtual Interface.

In an embodiment, the FCF 130 implements the FCoE
forwarding engine using a TCAM based policy engine, such
as the igress policy engine 158, 1n an embodiment. FIG. 9
depicts a method 270 using a TCAM based policy engine
274 for performing FCoE forwarding. As with the previ-
ously described FCoE forwarding methods 230 and 250, the
method 270 begins with receipt of the packet descriptor
(block 202). Fields of interest that are present in the packet
descriptor are accessed (block 272) and the policy engine
274 performs a TCAM lookup based on one or more of the
fields (block 276). The policy engine 274 determines an
Egress Virtual Interface (block 278) according to the results
of the TCAM lookup.

The determination of the Egress Virtual Interface (block
278) (1.e., the forwarding decision) 1s based on a flexible

combination of FC fields. In an embodiment, the forwarding
decision 1s based on values of the D ID field 187 and the

S_ID field 189 in the FC header 175, and on the value of the
VF ID field 171 of the VFT header 178. In another embodi-
ment, the forwarding decision 1s based on the values of the
D ID field 187 and the S_ID field 189 in the FC header 175.
In still another embodiment, the forwarding decision 1is
based only on the value of the D_ID field 187.

In addition to the fields described above (e.g., D_ID,
S_ID, VF_ID, etc.), some packet descriptors used within the
FCF 130 may include User Defined Bytes (UDBs), in an
embodiment. The UDBs allow a user of the switch to define,
according to specific switching needs, iformation within
the packets. For example, 1n an embodiment, certain fields
are accessed using a UDB as a key to perform a TCAM
lookup. Each UDB 1s associated with one of several previ-
ously defined anchors and an oflset value relative to the
anchor, 1n an embodiment, and each of the anchors 1s defined
as pointing to a specific point in the packet. For example,
and with reference again to FIG. 3, 1n one embodiment, a
packet (which may be stripped to a packet descriptor) 1s
stored 1n a memory and accessed repeatedly by different
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ones of the units 1n the pipeline 120. The header decode unit
154 determines the memory locations where specific parts of
the packet reside 1n the memory and creates pointers to those
locations.

In another embodiment, a packet and, in particular, the
packet header, 1s processed by the header decode unit 154
and stored in various memories, each associated with a
corresponding various one of the units of the pipeline 120.
The header decode unit 154 determines the memory loca-
tions where specific parts of the packet reside relative to the
start of the packet (1.e., determines, for each of the anchors,
an offset from the start of the packet) and stores 1t as an
anchor offset value. Each time the packet 1s copied into a
corresponding memory (e.g., for processing by an additional
umt of the pipeline 120), the anchor offset value or values
are copied with 1t, or are referenced by the unit 1f stored 1n
a single location. The unit then determines the anchor
locations in the corresponding memory according to the
unit’s knowledge of the starting location 1n memory of the
packet. Fields of interest in the packet are then determined
using the appropriate anchor or anchors and the oflset
relative to those anchors. As will be appreciated, i this
embodiment, the parts of the packet specified by the UDB
are determined by an oflset from the anchor offset.

In an embodiment, one or more anchor modes are sup-
ported. That 1s, the header decode unmit 154 determines one
or more anchor positions for each packet. For example, an
[.3 anchor always points to the beginning of the FC header
175 (after all extended headers) and an FC anchor always
points to the first byte after the FCoE header 174 (see FIG.
3). Thus, 1f the packet includes extended headers, the FC
anchor points to the beginning of the first extended header.
In some embodiments, the FCF 130 supports other or
different anchor modes that allow flexible parsing of the
packet fields of interest.

In this manner, the fields of interest can be accessed
regardless of whether the FC frame includes extended
headers. That 1s, in an FC frame that does not include any
extended headers (e.g., VFT header 178), the FC anchor and
the L3 anchor point to the same location. FIG. 10 depicts a
method 280 for parsing packet descriptors to find fields of
interest 1n packets that may or may not include extended
headers. The L3 anchor 1s compared to the FC anchor (block
282). If the L3 and FC anchors point to the same location 1n
memory, fields 1 the extended headers (e.g., VF_ID 171 n
the VF'T header 178) are not used to perform TCAM lookup
in the policy engine 274, and the policy engine 274 accesses
only fields 1 the FC frame 176 (block 284) (e.g., the D_ID
field 187, the D_ID field 187 and the S_ID field 189, etc.)
and performs the lookup based on only those fields (block
286). Alternately, 1n some embodiments, if the L3 and FC
anchors point to different locations 1n memory, fields 1n the
extended headers are used to perform TCAM lookup 1n the
policy engine 274, and policy engine 274 accesses fields in
both the FC header 175 and the VFT header 178 (block 288)
and pertorms the TCAM lookup based on the values 1n those
fields (e.g., based on the values of the VF_ID field 171 and
of the D_ID field 187) (block 290).

In still other embodiments, one of which 1s depicted 1n
FIG. 11, the FCF 130 implements various methods that use
a mapping or descriptor modification unit 302 coupled to an
IP router engine 312 to perform forwarding of FCoE pack-
ets. In one of these embodiments, the mapping or descriptor
modification umt 302 corresponds to the mapping unit 150
or the descriptor modification unit 128 in FIG. 3 and the IP
router engine 312 corresponds to the router engine 162 in

FIG. 3. FIG. 11 shows a method 300 for performing FCoE
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torwarding using the router engine 312. As with the methods
230, 250, and 270, the method 300 begins with receipt of the
packet descriptor (block 202).

The descriptor for the FCoE packet 1s formatted as an IP
packet and, in particular, as an IPv4 packet in an embodi-
ment. An IP packet descriptor includes, among other fields,
a four-byte source IP address and a four-byte destination IP
address. In an embodiment, the IP packet descriptor includes
a prefix that includes a Virtual Routing and Forwarding 1D
(VRF-ID).

The mapping or descriptor modification unit 302 modifies
the packet IP-packet-formatted descriptor to map the D_ID
fiecld 187 and the S_ID field 189 to the portions of the
descriptor interpreted by the IP router engine 312 as the
destination IP and the source IP, respectively. Because the
D_ID and the S_ID are each 24-bit fields, and the destination
and source IP addresses are each 32-bit fields, the mapping
or descriptor modification unit 302 maps the D_ID field 187
to the destination IP by concatenating the D_ID field 187
with a first constant (block 304) and maps the S_ID field 189
to the source IP by concatenating the S_ID field 189 with
second constant (block 306), in an embodiment. The first
constant and the second constant are the same value 1n an
embodiment. In instances where the FCoE packet includes
the VF'T header 178, the mapping or descriptor modification
unit 302 also maps the VF_ID to the VRF-ID (block 308).
The packet descriptor 1s forwarded to the IP router engine
312 (block 310), and the IP router engine 312 makes a
forwarding decision for the packet according to the IP
protocol, based on portions of the descriptor interpreted by
the IP router engine 312 as the source IP address, the
destination IP address, and (if present) the VRF-ID (block
314).

In an embodiment, one or both of the portions of the
descriptor interpreted by the IP router engine 312 as the
source IP and/or the VRF-ID remains unmodified, and the IP
router engine 312 makes a forwarding decision based only
on the destination IP or on the destination IP and the source

IP.

In some embodiments, the IP router engine 312 makes
different forwarding decisions for IP trathic than for FCoE
traflic. In one embodiment, a dedicated VRF-ID range
causes the IP router engine to make a different forwarding
decision for FCoE traflic than it does for IP traflic. In another
embodiment, a routing table associated with the IP router
engine 312 includes, for each routing entry, a flag indicating
whether to make a forwarding decision for IP trailic or for
FCoE ftratlic.

The apparatus and method blocks described above may be
implemented 1n hardware, software or firmware, or some
combination of hardware, software and/or firmware. When
implemented 1n hardware, the blocks, operations, tech-
niques, etc., may be implemented in, for example, a custom
integrated circuit (IC), an application specific integrated
circuit (ASIC), a field programmable logic array (FPGA), a
programmable logic array (PLA), etc. When implemented in
soltware, the software may be stored 1in any computer
readable memory such as on a magnetic disk, an optical disk,
or other storage medium, mm a RAM or ROM or flash
memory ol a computer, processor, hard disk drive, optical
disk drive, tape drive, etc.

The present invention may be embodied in any type of
router or network bridge device used 1 a wired and/or
wireless communication system including, for example,
ones used 1n communication systems including or coupled to
one or more of a wired local area network, a wireless local

area network, a wired metropolitan area network, a wireless
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metropolitan area network, a wired wide area network, a
wireless wide area network, a storage area network, the
Internet, etc.

Moreover, while the present invention has been described
with reference to specific examples, which are intended to be
illustrative only and not to be limiting of the invention, 1t
will be apparent to those of ordinary skill in the art that
changes, additions and/or deletions may be made to the
disclosed embodiments without departing from the spirit and
scope of the invention.

What 1s claimed 1s:

1. A method for forwarding packets, comprising:

receiving, at a port [of] coupled to a packet processor, a

packet compliant with a first communication protocol;
generating a packet descriptor associated with the packet;
passing the packet descriptor to an adapted processing
unit configured to recognize the first commumnication
protocol;
moditying header information in the packet descriptor 1n
the adapted processing unit, to generate a modified
packet descriptor corresponding to a second commu-
nication protocol;

processing the modified packet descriptor 1n an unadapted

processing unit of the packet processor, the unadapted
processing umt of the packet processor configured to
process packets compliant with the second communi-
cation protocol;

determining, 1n the unadapted processing unit and accord-

ing to the modified packet descriptor, an egress inter-
face for the packet; and

forwarding the packet that 1s compliant with the first

communication protocol to the egress interface.
2. The method according to claim 1, wherein processing,
the modified packet descriptor 1n the unadapted processing
unit comprises processing the modified packet descriptor in
(1) a TRILL engine configured to process packet descriptors
that comply with the Transparent Interconnect of Lots of
Links (TRILL) protocol according to at least an RBridge
nickname, (1) an Fthernet bridge engine configured to
process Ethernet packet descriptors complying with the
Ethernet protocol according to at least a destination media
access control (MAC) address, or (111) an Internet Protocol
(IP) router engine configured to process packet descriptors
complying with the Internet Protocol according to at least a
destination IP address.
3. The method according to claim 1, wherein receiving the
packet comprises recerving a Fibre Channel over Ethernet
(FCoE) packet, the FCoE packet having an associated Fibre
Channel header.
4. The method according to claim 3, wherein modifying
header information in the packet descriptor to produce the
modified packet descriptor corresponding to the second
communication protocol comprises extracting from the
packet descriptor at least a destination 1D field of the Fibre
Channel header, the destination ID field including a domain
ID, a port ID, and an area ID.
5. The method according to claim 4, wherein modifying
header information 1n the packet descriptor turther com-
Prises:
determining a domain ID associated with the packet
Processor;

comparing the domain ID associated with the packet
processor to the domain ID in the Fibre Channel
header:

generating, based on the extracted destination ID field, the

modified packet descriptor formatted as a TRILL
header, wherein the packet descriptor includes, 1n place
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of an RBridge nickname, a value associated with both
of the area ID and the port ID of the destination ID field
and concatenating the area ID and the port ID, and
wherein processing the modified packet descriptor 1n the
unadapted processing unit includes processing the
modified packet descriptor 1n a TRILL engine.

6. The method according to claim 4, wherein modifying
header information 1n the packet descriptor turther com-
prises generating the modified packet descriptor formatted
as an Ethernet header, the modified packet descriptor includ-
ing, 1n place of a destination media access control (MAC)
address, a value associated with the destination ID field,

wherein processing the modified packet descriptor 1n the
unadapted processing unit includes processing the
modified packet descriptor in an Ethernet bridge
engine.

7. The method according to claim 6, wherein including a
value associated with the destination ID field comprises
concatenating the destination ID field with a user-configur-
able constant.

8. The method according to claim 6, wherein generating,
the modified packet descriptor formatted as an FEthernet
header further comprises including, 1 place of a second
field, a value associated with an extended header of the
packet.

9. The method according to claim 4, wherein modifying
header information 1n the packet descriptor turther com-
prises generating the modified packet descriptor formatted
as an IP header that includes, i place of a destination IP
address, the destination ID field associated with the Fibre
Channel header, and

wherein processing the modified packet descriptor 1n the
unadapted processing unit includes processing the
packet descriptor in an IP router engine.

10. The method according to claim 9, wherein generating
the modified packet descriptor further includes assigning to
a virtual routing and forwarding (VRF) ID (VRF-ID) value
a value associated with an extended header of the packet.

11. An apparatus for forwarding packets, comprising:

a decoding unit implemented in havdware circuitry, the
decoding unit being configured to generate packet
descriptors associated with received packets received
via one or more ports among a plurality of ports, the
packets compliant with first and second communication
protocols;

an adapted processing unit implemented in havdware
circuitry, the adapted processing unit being configured
to recerve packet descriptors and to recognize packet
descriptors compliant with the first communication
protocol, and to modily header information in packet
descriptors compliant with the first communication
protocol to generate modified packet descriptors cor-
responding to the second communication protocol; and

an unadapted processing unmit 1n a packet processor, the
unadapted processing umt implemented in hardware
circuitry and being configured to process packets com-
pliant with the second communication protocol and to
determine, for modified packet descriptors correspond-
ing to packets compliant with the first communication
protocol and modified by the adapted processing unit to
correspond to the second communication protocol, one
or more egress interfaces for the corresponding packets
compliant with the first communication protocol so that
the corresponding packets compliant with the first
communication protocol are egressed via the one or
more egress interfaces.
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12. The apparatus according to claim 11, wherein the
unadapted processing unit 1s (1) a TRILL engine configured
to process packet descriptors that comply with the Trans-
parent Interconnect of Lots of Links (TRILL) protocol
according to at least an RBridge nickname, (11) an Ethernet
bridge engine configured to process Ethernet packet descrip-
tors complying with the Ethernet protocol according to at
least a destination media access control (MAC) address, or
(111) an Internet Protocol (IP) router engine configured to
process packet descriptors complying with the Internet Pro-
tocol according to at least a destination IP address.

13. The apparatus according to claim 11, wherein the
packets compliant with the first communication protocol are
packets compliant with the Fibre Channel over Ethernet
(FCoE) protocol and having an associated Fibre Channel
header.

14. The apparatus according to claim 13, wherein the
adapted processing unit 1s configured to extract first desti-
nation imformation from the Fibre Channel header, and

wherein the first destination information includes at least

a destination ID field of the Fibre Channel header, the
destination ID field including a domain ID, a port 1D,
and an area ID.

15. The apparatus according to claim 14, wherein the
packet processor has an associated domain 1D,

wherein the unadapted processing unit 1s further config-

ured to compare the domain ID associated with the
packet processor to the domain ID 1n the Fibre Channel
header,

wherein the adapted processing unit 1s configured to

generate the modified packet descriptor formatted as a
TRILL header, and to replace an RBridge nickname
field 1n the TRILL header with a value associated with
both of the area 1D and the port ID of the destination 1D
field and to concatenate the area 1D and the port ID, and
wherein the unadapted processing unit 1s a TRILL engine.

16. The apparatus according to claim 14, wherein the
adapted processing unit 1s configured to generate the modi-
fied packet descriptor formatted as an Ethernet header, and
to replace a value of a destination media access control
(MAC) address with a value associated with the destination
ID field of the packet, and

wherein the unadapted processing unit 1s an

bridge engine.

17. The apparatus according to claim 16, wherein the
adapted processing unit 1s configured to concatenate the
value associated with the destination ID field of the packet
with a user-configurable constant and to replace the desti-
nation MAC address with the concatenated value.

18. The apparatus according to claim 16, wherein the
adapted processing unit 1s configured to generate the modi-
fied packet descriptor such that the modified packet descrip-
tor replaces a second field with a value associated with an
extended header of the packet.

19. The apparatus according to claim 14, wherein the
adapted processing unit 1s configured to generate the modi-
fied packet descriptor formatted as an Internet Protocol (IP)
header, and to replace a destination IP address of the IP
header with a destination ID associated with the Fibre
Channel header, and

wherein the unadapted processing unit 1s an IP router

engine.

20. The apparatus according to claim 19, wherein the
adapted processing unit 1s further configured to replace a
source IP address of the IP header with a source ID associ-
ated with the Fibre Channel header.

Fthernet
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21. The method according to claim 1, further comprising:

modifying, at a header alteration unit of the packet
processor, a header of the packet, the header compliant
with the second communication protocol, based at least
on the determination of the egress interface by the
unadapted processing unit.

22. The apparatus according to claim 11, further compris-
ng:

a header alteration unit implemented in havdware cir-
cuitry, the header alteration unit being configured to
modily a header of the packet, the header compliant
with the second communication protocol, based at least
on the determination of the egress interface by the
unadapted processing unit.

23. The apparatus according to claim 11, further compris-

ing the plurality of ports;

wherein the plurality of ports 1s configured to receive the
packets compliant with first and second communication
protocols.

24. An apparatus for forwarding packets between an
Ethernet network and a network that utilizes a communica-
tion protocol related to storage devices, the apparatus
COMpPrising:

one ov more first network interfaces configured to couple
to the Ethernet network;

one or more second network interfaces configured to
couple to the network that utilizes the communication
protocol related to storage devices;

a packet processor coupled to the one or more first
network interfaces and the one or more second network
interfaces, wherein the packet processor is configured
lo:
receive a frame from one of the one or more first

network interfaces, the frame including an Ethernet
packet encapsulating an inner packet that conforms
to the communication protocol related to storage
devices, wherein the Ethernet packet includes an
Ethevnet header, and the inner packet includes an
inner header separate from the Ethernet header, the
inner header conforming to the communication pro-
tocol related to storage devices,
generate a packet descriptor associated with the frame,
the packet descriptor including Ethernet fields cor-
responding to Ethernet header fields of the Ethernet
header, wherein generating the packet descriptor
includes:
extracting information from the inner header of the
inner packet, and
storing the information extracted from the inner
header in one or more Ethernet fields in the packet
descriptor;

wherein the packet processor includes a bridge engine
that is not configured to recognize the communication
protocol related to storage devices;

wherein the packet processor is configured to provide the
packet descriptor to the bridge engine after the infor-
mation extracted from the inner header has been stored
in the one or more Ethernet fields in the packet descrip-
lor;

whevrein the bridge engine is configured to analyze the one
or more Lthernet fields in the packet descriptor to
determine a set of one or more second network inter-
Jaces to which the inner packet is to be forwarded; and

whevrein the packet processor is configured to forward the
inner packet to the determined set of one or more
second network interfaces for transmission of the inner
packet by the determined set of one or more second
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network interfaces according to the communication
protocol related to storage devices.
25. The apparatus of claim 24, wherein the packet pro-
cessor is configured to:
extract a destination address corresponding to the com-
munication protocol related to storage devices; and

store the destination addvess corresponding to the com-
munication protocol related to storage devices in a
media access control (MAC) destination address field
in the packet descriptor, the MAC destination address
field in the packet descriptor corresponding to a MAC
destination address field in the Ethernet header of the
Ethernet packet.

26. The apparatus of claim 24, wherein the packet pro-
cessor is configured to:

parse header information of the frame to identify the

Ethernet header fields and the inner header.

27. The apparatus of claim 24, wherein the packet pro-
cessor is configured to:

strip the Ethernet header from the inner packet prior to

transmission of the inner packet by the determined set
of one or more second network interfaces.

28. The apparatus of claim 27, wherein the packet pro-
cessor is configured to:

strip the Ethernet header from the inner packet after the

bridge engine has analyzed the one or more Ethernet
fields in the packet descriptor to determine the set of
one or movre second network interfaces to which the
inner packet is to be forwarded.

29. The apparatus of claim 24, wherein the inner packet
encapsulated in the Ethevnet packet comprises a Fibre
Channel (FC) packet that includes an FC header.

30. The apparatus of claim 29, wherein the packet pro-
cessor is configured to:

extract a destination identifier (D_ID) from the FC

header; and

stove the D_ID from the FC header in a media access

control (MAC) destination address field in the packet
descriptor.

31. The apparatus of claim 30, wherein the packet pro-
cessor is further configured to:

store an FC Organization Unigue Identifier FC_OUI in a

first portion of the MAC destination address field in the
packet descriptor; and

store the D_ID from the FC header in a second portion of

the MAC destination address field in the packet
descriptor, the MAC destination address field in the
packet descriptor corresponding to a MAC destination
address field in the Ethernet header of the Ethernet
packet.

32. The apparatus of claim 31, wherein the packet pro-
cessor is configured to:

concatenate the FC_QOUI and the D_ID from the FC

header;

store the concatenation of the FC_QOUI and the D_ID to

the MAC destination address field in the packet

descriptor.

33. The apparatus of claim 24, wherein the packet pro-

cessor is implemented on an integrated civcuit (IC) device.

34. The apparatus of claim 24, wherein:

the packet processor comprises a pipeline implemented
on an integrated circuit (IC) device, the pipeline com-
prising a plurality of havdware pipeline elements
coupled together in servies; and

one of the havdware pipeline elements comprises the
bridge engine.
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35. A method in a network device disposed at an interface
between 1) an Ethernet network coupled to the network
device via one or morve first communication links, and ii) a
storage network coupled to the network device via one or
movre second communication links, the method comprising:

receiving, at the network device, a frame from the Ether-

net network, the frame including an Ethevnet packet
encapsulating an inner packet that conforms to a
communication protocol related to storage devices,
wherein the Ethernet packet includes an FEthernet
header, and the inner packet includes an inner header
separate from the Ethernet header, the inner header
conforming to the communication protocol related to
storage devices;

generating, at the network device, a packet descriptor

associated with the frame, the packet descriptor includ-
ing Ethernet fields corresponding to Ethernet header
fields of the Ethernet header, wherein generating the
packet descriptor includes.:
extracting information from the inner header of the
inner packet, and
storing the information extrvacted from the inner header
in one or move Ethernet fields in the packet descrip-
[or;
dfter storing the information extracted from the inner
header in the one or more Ethernet fields in the packet
descriptor, analyzing, at a processing component of the
network device that does not recognize the communi-
cation protocol related to storage devices, the one or
movre Lthernet fields in the packet descriptor to deter-
mine one or more egress interfaces of the network
device to which the inner packet is to be forwarded;
and

Jorwarding, at the network device, the inner packet to the

determined one or more egress interfaces of the net-
work device for transmission of the inner packet by the
one or more egress interfaces according to the com-
munication protocol related to storage devices.

36. The method of claim 35, wherein:

extracting information from the inner header of the inner

packet comprises extracting a destination address cor-
responding to the communication protocol related to
storage devices; and

storing the information extracted from the inner header in

one or movre Lthernet fields in the packet descriptor
comprises stoving the destination address correspond-
ing to the communication protocol related to storage
devices in a media access control (MAC) destination
address field in the packet descriptor, the MAC desti-
nation address field in the packet descriptor corre-
sponding to a MAC destination address field in the
Ethernet header of the Ethevnet packet.
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37. The method of claim 35, wherein generating the

packet descriptor comprises.

parsing header information of the frame to identify the
Ethernet header fields and the inner header.

38. The method of claim 35, further comprising:

stripping the Ethernet header from the innerv packet prior
to transmission of the inner packet by the one or more
egress interfaces.

39. The method of claim 38, wherein:

analyzing the one or move Ethernet fields in the packet
descriptor to determine the one or more egress inter-
Jaces of the network device to which the inner packet is

to be forwarded is performed prior to stripping the
Ethernet header from the inner packet.
40. The method of claim 35, wherein the inner packet

encapsulated in the Ethernet packet comprises a Fibre

Channel (FFC) packet that includes an FC header.

41. The method of claim 40, wherein:

extracting information from the inner header of the inner
packet comprises extracting a destination identifier
(D_ID) from the FC header; and

storing the information extracted from the inner header in
one or more Lthernet fields in the packet descriptor
comprises stoving the D_ID from the FC header in a
media access control (MAC) destination address field
in the packet descriptor, the MAC destination address
field in the packet descriptor corresponding to a MAC
destination address field in the Ethernet header of the
Ethernet packet.

42. The method of claim 41, further comprising:

storing an FC Organization Unigue Identifier FC_OUI in
a first portion of the MAC destination address field in
the packet descriptor;

wherein storing the D_ID from the FC header in the MAC
destination addvess field in the packet descriptor com-
prises storving the D_ID from the FC header in a second
portion of the MAC destination address field in the
packet descriptor, the MAC destination address field in
the packet descriptor corresponding to a MAC desti-
nation address field in the Lthernet header of the
Ethernet packet.

43. The method of claim 42, further comprising:

concatenating the FC_OUI and the D_ID from the FC
header;

wherein storing the FC_OUI in the first portion of the
MAC destination addrvess field and storing the D_ID
from the FC header in the second portion of the MAC
destination address field comprise storing the concat-

enation of the FC_QOUI and the D_ID to the MAC
destination address field in the packet descriptor.
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