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APPARATUS AND METHODS FOR
PROTECTING NETWORK RESOURCES

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

RELATED APPLICATIONS

The present application 1s a reissue of U.S. Pat. No.
8,553,054, entitled “Apparatus and Methods for Protecting
Network Resources,” which issued on Oct. 8, 2013 and was
filed on Oct. 12, 2009, and is related to [co-pending U.S.

patent application Ser. No. not yet assigned [PARC-
20090689]] U.S. Pat. No. 8,131,850, entitled “Apparatus

and Methods for Managing Network Resources™, which
issued on Mar. 6, 2012 and was filed Oct. 12, 2009[and is],

both of which are incorporated herein by reference.

BACKGROUND

This invention relates to the fields of computer systems
and data security. More particularly, apparatus and methods
are provided for protecting network resources from unau-
thorized access, while allowing a new client device access to
the network resources.

The level of knowledge needed to effectively configure
and operate networked computer systems can be quite high.
Large organizations typically maintain a relatively large IT
(Information Technology) stail to configure new equipment,
maintain existing equipment, assist users with operation of
theirr equipment, apply security policies, monitor network
security, etc. However, some organizations, particularly
those that are smaller, cannot afford suflicient experienced
tull-time IT stafl for performing the same functions, and
whoever may be tasked with I'T responsibilities within such
an organization may be unprepared for the mynad problems
that may arise.

For example, securing an organization’s network
resources from unauthorized access 1s a critical task that can
casily be performed 1n an incomplete or ineflective manner.
Due to the complexity of the problem, the lack of effective-
ness may not be apparent to the organization until the
network has been breached. The amount of data stored
clectronically 1s prodigious and grows daily, and makes
network security all the more important.

One reason 1t can be diflicult to adequately secure network
resources 1s the tension between the need to permit legiti-
mate use of the resources without unreasonable difliculty,
and the desire to prevent all illegitimate use. This tension
increases as the number and type of resources deployed
1ncreases.

Each new type of resource may be configured in a
different way to access permitted resources, apply a desired
level of security, etc. Securing an organization’s network
resources 1s just one of many tasks and, without adequate I'T
stathing, this task may receive short shrift in the face of
users’ demands for real-time assistance. Thus, configuring,
and monitor network security must compete with tasks such
as helping users configure their equipment for use within the
organization.

Some organizations choose to use automated provisioning
to prepare new devices for use within their network. How-
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ever, 1f an organization’s security policies do not encompass
the automated provisioning equipment and utilities, and
cooperate with the configuration of a new device’s security
profile, security vulnerabilities may be introduced into an
organization along with the new device. Or, 1f the provi-
sioning 1s performed i a haphazard or hurried manner,
security policies may not be applied correctly or completely.

In short, installation or configuration of a new network
device 1s too often performed without proper application of
appropriate security policies, especially 1f the organization
does not have suflicient full-time and well-trained IT per-
sonnel.

SUMMARY

In some embodiments of the invention, apparatus and
methods are provided for protecting an organization’s net-
work resources, particularly 1n association with automatic
provisioning ol new client devices within the organization.
Securing the resources from unauthorized access, while
tully supporting access to all authorized personnel, 1s based
in the use of two cooperating PKI (Public Key Infrastruc-
ture) schemes that enable certificate-based authentication of
all entities attempting to use the resources.

A first, global, PKI scheme 1s rooted at a globally avail-
able authentication server (€.g., a server that 1s accessible via
the Internet). Network devices, authenticators, which are
used to validate clients and grant access to an organization’s
network, and client device enablers (CDEs), which are used
to provision new client devices, are 1ssued certificates within
the global PKI. This 1s done to enable network devices,
client devices, and authenticators to be provisioned prior to
knowing what orgamization they will be used by if desirable
for operational reasons.

Identities of network devices, authenticators and CDFEs
bound to a particular organization (e.g., by serial numbers,
client certificates) are recorded and shared among the orga-
nization’s authenticators to help limit network access to
authorized personnel and devices. An authenticator may be
a stand-alone network component or may be co-located with
an access point (e.g., a wireless access point), a switch or
other communication equipment.

A second, per-organization, PKI scheme 1s also rooted at
the authentication server or other resource with high avail-
ability. A separate root CA (Certificate Authority) 1s main-
taimned for each organization. An organization’s authentica-
tors are 1ssued organization sub-root (intermediate) CA
certificates, which allow them to 1ssue client certificates to
new client devices, within the organization’s PKI. This
enables the authenticators to 1ssue new certificates even 1f
the root CA 1s temporarily unavailable or ofiline.

To provision a new client device for a particular organi-
zation, a CDE bound to that organization mutually authen-
ticates with one of the organization’s authenticators, using
certificates 1ssued under the global PKI. After successiul
authentication, the CDE requests and the authenticator
1ssues a new organization client certificate to the client
device, within the organizational PKI.

After a client device 1s provisioned, 1t uses the organiza-
tion certificate to authenticate 1itself to an authenticator and
access the organization’s network. In some embodiments,
the client’s certificate (or a fingerprint thereot) 1s added to a
whitelist shared among the organization’s authenticators.
This whitelist may be shared with the global administration
server 1f and when 1t 1s reachable, or may be shared via local
means.




US RE48.,821 E

3

The i1dentities (e.g., certificates, certificate fingerprints,
other identifiers) of the organization’s authenticators and
CDEs may also be disseminated as whitelists. This whitelist
may be disseminated via the global administration server 1
and when i1t 1s available, or via other local means. A
component or device that 1s lost, stolen or otherwise missing
1s removed from its whitelist and/or placed 1n a blacklist 1n
order to prevent 1t from being used.

In some embodiments, aifter a new client 1s provisioned,
the provisioning authenticator’s intermediate CA certificate
(within the organization PKI) and the provisioning CDE’s
client certificate (within the global PKI) are replaced or
updated aiter use, 11 or when a connection to the global root
CA 1s available. For example, a counter or other distinguish-
ing data field may be altered in the new certificate. By
regularly updating these certificates, corrective action can be
casily applied if an authenticator or CDE 1s lost, stolen or
compromised (1.e. the appropriate certificates are removed
from the whitelists and added to a blacklist). By rolling over
the CDE client certificate and authenticator intermediate CA
certificates whenever possible after use the number of client
certificates 1ssued under each one 1s minimized, and so the
impact of revoking or blacklisting them 1s mimmized. In
addition duplication of a CDE 1s more rapidly detected.

DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram depicting a computing envi-
ronment 1n which some embodiments of the invention may
be implemented.

FIG. 2 1s a flow chart demonstrating a method of provi-
sioning a new client device while protecting network
resources Irom unauthorized access, according to some
embodiments of the mvention.

FIG. 3 1s a block diagram of hardware apparatus for
protecting access to an organization’s network resources,
according to some embodiments of the imnvention.

FIG. 4 1s a block diagram of an authentication server,
according to some embodiments of the invention.

DETAILED DESCRIPTION

The following description 1s presented to enable any
person skilled 1n the art to make and use the invention, and
1s provided 1n the context of a particular application and 1ts
requirements. Various modifications to the disclosed
embodiments will be readily apparent to those skilled 1n the
art, and the general principles defined herein may be applied
to other embodiments and applications without departing,
from the scope of the present invention. Thus, the present
invention 1s not intended to be limited to the embodiments
shown, but 1s to be accorded the widest scope consistent
with the principles and features disclosed herein.

In some embodiments of the mvention, apparatus and
methods are provided for protecting an organization’s net-
work resources from unauthorized access, without requiring
substantial expertise and eflfort on the part of the organiza-
tion. In these embodiments, individual devices (e.g., new
client devices) join the security scheme when they are
provisioned for operation within the network.

Multiple PKIs (Public Key Infrastructures) are employed
to authenticate network devices and allow operation of the
network, but the orgamization need not maintain a server
dedicated to PKI management and operation. Instead, a
cloud-based authentication server supervises the infrastruc-
tures, which can continue to function even if the server 1s
unavailable. Under the rubric of the PKlIs, certificates are
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1ssued and components must pass a certificate-based authen-
tication scheme before accessing an organmization’s network.

More specifically, a global PKI scheme distributes cer-
tificates to an organization’s client device enablers (CDEs),
which operate to provision the organization’s new client
computing devices, and to the organization’s authenticators
(e.g., wireless access points, switches), which mutually
authenticate with CDEs and client devices before they can
access the organization’s network. Thus, authentication
between a CDE and an authenticator i1s performed using
global PKI certificates, and 1s done for the purpose of
authenticating a new client. This allows CDEs to be provi-
sioned prior to knowing which organization they will be
used by 1f so desired for operational reasons. A table 1s
maintained 1n the global admimstration server tracking the
ownership of any CDE.

A per-orgamization PKI scheme distributes intermediate
CA (Certaficate Authonity) certificates and server certificates
to the organization’s authenticators, and may distribute
client certificates to the organizations clients. Regular use of
the organization’s network thus requires mutual authentica-
tion with the organization certificates. (A network device
may be 1ssued with multiple organization certificates for

different purposes—e.g. an intermediate CA cert to allow 1t
to 1ssue client certificates and also a server cert to allow 1t to
mutually authenticate the network with clients).

FIG. 1 1s a diagram of a computing environment 1n which
some embodiments of the invention may be implemented.

In these embodiments, global server 110 manages PKls
for one or more organizations, and 1s accessible via networks
140, which may include the Internet, organizational intranets
and/or other public and/or private networks. As will be
discussed below, organizations’ networks and network
resources are protected and fully accessible to authorized
users even when the global server 1s unavailable (e.g.,
because of an outage of a network 140).

Global server 110 may be referred to as an authentication
server, because it serves as the root of one or more PKIs. In
other embodiments, functions of server 110 (e.g., authenti-
cation, PKI management, device registration) may be
divided among multiple entities.

Coupled to global server 110 by network(s) 140 are
organizations” access points (AP) and/or other communica-
tion equipment and network devices. For example, wireless
access points (WAP) 130a-130m operate on behalf of an
individual organization (i.e., OrganizationA) to provide net-
work access and communication between resources. The
organization’s resources also include any number and type
of client devices 132, such as laptop and notebook comput-
ers, personal digital assistants (PDAs), netbooks, desktop
computers, workstations, etc.

Access pomnts 130 may be referred to as authenticators,
because they participate in mutual authentication schemes to
limit access to network resources to authorized entities.

Access points 130 are merely 1llustrative forms of authen-
ticators that may be employed by an organization to provide
and protect access to network resources. Other types of
equipment that may act as authenticators to protect access to
network resources include switches, routers, VPN gateways,
etc.

Client device enabler (CDE) 120 1s configured to help
provision a new client device for operation within the
organization, by executing provisioning logic 122. In some
embodiments of the invention, CDE 120 comprises a USB
(Universal Serial Bus) device, compact disc or other remov-
able storage media. In other embodiments, CDE 120 com-
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prises a collection of logic that may be delivered to a device
via network download, electronic mail, instant message or
other means.

When a new device 1s to be configured, the CDE 1s
coupled to or nstalled on the device. The provisioning logic
then executes to configure the device for operation within
the organization’s network, which may involve installing
one or more digital certificates.

In some embodiments of the invention, a client device

enabler may be used multiple times, to provision multiple
client devices. Fach time it 1s to be used, 1t must mutually
authenticate itsell with one of the orgamization’s authenti-
cators. The authenticator will not only authenticate a digital
certificate supplied by the CDE, but will also check the
CDE’s identity (e.g., a serial number 1n 1its certificate)
against a list of CDEs approved for use within the organi-
zation (e.g., a whatelist). This authentication and verification
may also be performed by simply checking a fingerprint of
the CDE’s certificate against a list of acceptable fingerprints
(which has been distributed to all the organization’s authen-
ticators by the global administration server or other local
means).

Some client device enablers may be limited to a maxi-
mum number of uses (e.g., 1, 5, 10). When such a CDE 1s
used to provision a client, a counter may be incremented in
a central database (e.g., on global server 110) and/or a list
shared among the orgamization’s APs 130. After the CDE
has been used for the approved number of times, 1t 1s
removed from the database and/or acceptable list so that it
will not be accepted as a valid CDE in the future.

In some embodiments of the invention, access points
within an organization’s network may support two modes of
operation. One mode provides full use of network resources
to authorized, authenticated devices. This mode 1s available
to client devices that have been provisioned and configured
with a client digital certificate 1ssued within the organiza-
tion’s PKI.

A second mode allows limited use of some network
resources. In this second mode of operation, a “guest” client
(e.g., a new client device that has not yet been provisioned)
1s able to establish suflicient access to receive a solftware-
based CDE, possibly via electronic mail, network download
or other transmission. After the CDE 1s downloaded and
executed to provision the client device, the device will be
able to operate under the first mode of operation for full
network access.

For purposes of securing networks and network resources,
global server 110 comprises database(s) 112 and various PKI
certificates. Database(s) 112 store(s) identities of devices
and equipment authorized to participate 1n an organization’s
network. For example, as new network resources such as
access points and client device enablers are authorized for
use 1 an organization’s network, their identities are asso-
ciated with the organization and are stored i the
database(s).

Among the PKI certificates stored by the global server are
global CA (Certificate Authority) root certificate 150 and,
for each organization served by the global server, a CA root
certificate 170 unique to that organization. For example, for
organizations A-N, the global server stores the organiza-
tion’s CA root certificate 170a-170n.

Thus, multiple PK1Is are anchored at the global server. The
global PKI, rooted at CA root certificate 150, provides an
overall framework of digital certificates for implementing a
global security scheme that prevents unauthorized devices
from using network resources while allowing a CDE and an
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authenticator to provision a new client device within an
organization. This may be termed a “global” PKI.

Additional PKlIs, one for each organization, are rooted at
their respective CA root certificates and are used to build a
framework of digital certificates for use within the corre-
sponding organization. The per-organization certificates are
used post-provisioning to adjudicate regular access to the
organization’s network. These PKIs may be termed “orga-
nization” PKls.

For each root certificate 1t maintains, the global server
also possesses the corresponding private key. This allows the
server to 1ssue new certificates for equipment and devices. It
may be noted that by managing the global PKI and organi-
zation PKlIs at the global server, individual organizations

need not dedicate eflorts and resources to managing their
PKI.

An organization’s authenticators (e.g., wireless access
pomnt 130m of organizationA) also store various digital
certificates. These certificates may include a server certifi-
cate 154, signed by global root certificate 150, for authen-
ticating itself to a client device enabler when the CDE
attempts to provision a new client device. AP 130m further
includes a global client certificate 156, also signed by global
root certificate 150, with which to authenticate itself to
global server 110.

As for organizationA’s PKI, AP 130m includes a copy of
the organization’s root certificate 170a (incorporating the
corresponding public key). These allow the AP to authenti-
cate a client. If a whitelist for clients 1s 1n use then the AP
will also contain either a list of acceptable client certificates
or a list of fingerprints of acceptable client certificates). This
list 1s updated by the global administration server whenever
connectivity 1s available.

AP 130m also includes a mtermediate CA certificate for
organizationA (certificate 172a), which 1s signed by and 1s
subordinate to organization CA root certificate 170a. This
allows the AP to 1ssue client digital certificates within the
organization PKI without involving the global server (and so
enables new clients to be enabled when the server 1s ofiline).
Finally, the AP also has server certificate 174, signed by root
certificate 170a, which allows the AP to authenticate 1tself to
client devices.

In the embodiments of the invention depicted in FIG. 1,
client device enabler (CDE) 120, possesses global client
certificate 158 (signed by global root certificate 150), for
authenticating itself to an access point when the CDE
operates to provision a new client device. As for the orga-
nization PKI, CDE 120 has a copy of root certificate 170a
and the corresponding public key, with which 1t can authen-
ticate an organization access point 130.

Access poimnt 130m and/or CDE 120 also store copies of
global CA root certificate 150.

In embodiments of the invention reflected in FIG. 1,
individual clients 132 possess only certificates 1ssued within
the organization’s PKI. In particular, a client has a copy of
organizationA’s root CA certificate 170a, so that 1t can
authenticate an AP when connecting to the organization’s
network. The client also possesses a client certificate 1764,
which 1s signed by intermediate CA certificate 172a (and, by
extension, by root certificate 170a) and the 1ssuing authen-
ticator’s intermediate CA certificate 172a; these certificates
allow the device to authenticate itself to the AP.

This configuration of certificates on an organization’s
client device 132 1s assembled when the device 1s provi-
sioned by a client device enabler. Before provisioning, the
client device may have no organization certificates and may
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be unable to access the organization network (except pos-
sibly 1n a limited “guest” mode).

However, 1n other embodiments of the invention, a client
device may be received by an organization already equipped
with a global client certificate signed by global CA root
certificate 150. This certificate may be used to enable mitial
authentication with an authenticator, aiter which it may be
provisioned using soltware that 1s already installed on the
client, or that 1s downloaded from the authenticator or other
network location.

Thus, 1n embodiments of the invention described herein,
the global PKI 1s used to enable trusted communications
between client device enablers and an organization’s authen-
ticators (e.g., access points), 1 order to allow secure pro-
visioning of a new client device. The global PKI also allows
the authenticators and the global server to mutually authen-
ticate themselves to each other.

An organization’s PKI 1s used to authorize use of the
organization’s network resources. Thus, after a CDE 1s
permitted to provision a new client device, the client 1s
configured to use a certificate 1ssued within the organization
PKI to authenticate 1itself to an access point.

In some embodiments of the invention, an organization’s
authenticators share one or more whitelists 190 and/or
blacklists to help determine which entities can and cannot
access the organization’s network.

For example, after a new client 1s provisioned and
accepted 1nto the network, 1ts client certificate and/or other
identity are added to a client whaitelist. Once the whitelist 1s
distributed to all authenticators, they can authenticate that
client directly (1.e., without validating 1t through 1ts certifi-
cate chain).

Hlustratively, the client whitelist may comprise finger-
prints (e.g., hashes) of approved client’s certificates and,
when a client submits 1ts certificate for authentication, an
authenticator may simply generate a comparison fingerprint
from the submitted certificate and compare 1t to the one 1n
the whitelist to verity the client’s 1dentity and authorization.

For the period of time between provisioning of a new
client and distribution of an updated whitelist, an authenti-
cator can authenticate the client in the normal fashion—
through 1ts certificate chain. If a client 1s deemed to be
invalid, its certificate can simply be removed from the
whitelist and/or added to a blacklist to prevent 1t from
accessing the network.

Another whitelist that may be shared among an organi-
zation’s authenticators 1s a list of the authenticators’ orga-
nization intermediate CA certificates (or fingerprints
thereol). This helps an individual authenticator validate an
organization client certificate 1ssued to a new client device
by another authenticator before the client’s certificate 1s
added to the client whaitelist.

Yet another whitelist that may be shared comprises global
client certificates (or fingerprints thereof) of valid client
device enablers. When a CDE becomes invalid, such as after
provisioning a predetermined number of clients, or 1s lost/
stolen, 1t can be removed from the CDE whitelist, which will
prevent an authenticator from recognizing the CDE and
allowing it to provision another device.

In some embodiments of the mvention, a separate CDE
management server (or CMS) may be mmplemented to
register an organization’s CDEs. The CMS may be located
within the organization’s network or external to the network
(e.g., with global server 110 of FIG. 1). Each CDE bound to
the organization may have to be registered at the CMS,
and/or the CMS may be configured to generate or 1ssue new
CDEs—such as by downloading or emailing the CDE logic,
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or by storing the software on a USB drive, compact disc or
other portable storage device.

FIG. 2 1s a flow chart demonstrating a method of provi-
sioning a new client device while protecting network
resources Irom unauthorized access, according to some
embodiments of the invention.

In these embodiments, EAP-TLS (Extensible Authentica-
tion Protocol—Transport Layer Security) 1s employed to
provide a secure certificate-based scheme for mutual authen-
tication between network entities. The TLS portion of the
EAP-TLS security scheme 1s not used to encrypt a client’s
data connection within an orgamization’s network, but rather
to authenticate the client and the network and allowing
secure exchange of other encryption keys that will be used
to encrypt the client’s data connection.

EAP-TLS provides or supports the “organization” PKI
described above; the “global” PKI 1s maintained outside the
EAP-TLS scheme. Although the method described 1n con-
junction with FIG. 2 uses a single organmization PKI, one
skilled 1n the art will appreciate how use of dual PKlIs, as
provided for 1n the EAP-TLS specification, may be applied
without exceeding the scope of the present invention.

In operation 200, a global authentication server 1s con-
figured with a CA root certificate of a global PKI. The global
server will also be populated with CA root certificates of
individual organizations’ PKls as the organizations choose
to have their networks protected as described herein.

Advantageously, the authentication server 1s managed by
a security facilitator or other entity that can be dedicated to
protection of organizations’ networks and resources. This
obviates the organizations from having to maintain constant
awareness of their security posture, manage the 1ssuance and
rescission of digital certificates, configure CDEs, etc.

In operation 202, the authentication server i1ssues appro-
priate digital certificates to selected authenticator devices
(e.g., wireless access points, switches) within the global
PKI. For example, an authenticator may be 1ssued a client
global certificate for purposes of authenticating itself to the
global server, and a server global certificate to allow it to
authenticate 1tsell to other equipment, such as client device
enablers that operate to provision client devices.

One example of an authenticator—an access point (AP)—
1s used to describe operation of the method of the invention
presented 1 FIG. 2. Other embodiments of the invention
may employ other types of authenticators.

In operation 204, the authentication server i1ssues appro-
priate digital certificates to client device enablers. Specifi-
cally, in these embodiments, the CDEs are 1ssued client
global certificates, with which they will be able to authen-
ticate themselves to deployed access points. In some
embodiments, the access points and/or the CDEs may also
be populated with copies of the authentication server’s
global root certificate and corresponding public key.

It may be noted that the access points and client device
enablers that receive global digital certificates 1n operations
202-204 are not vet 1n use, are not yet associated with an
organization, and are not yet 1ssued any organization digital
certificates. However, because they have appropriate global
certificates, they can be deployed as needed (e.g., when
requested by an organization), authenticate themselves
within the global PKI, and then receive the necessary
organization certificates, as described shortly.

In operation 206, one or more APs and CDEs are selected
for deployment to and within an organization. For example,
the entity that operates the global authentication server may
maintain this equipment until needed by an organization.
When the organization orders the equipment, the APs and
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CDEs can be sent immediately, even before receiving any
certificates 1ssued through the organization PKI.

In these embodiments of the invention, a CDFE 1s an article
comprising both hardware and software—such as a USB
thumb drive that stores the necessary provisioning logic and
data. In other embodiments of the invention, however, a

CDE comprises software that can be readily copied,
emailed, downloaded or otherwise transmitted between net-
work entities.

In some embodiments of the invention, one or more CDEs
are shipped with each access point. Thus, 1n these embodi-
ments of the invention, an organization receives all the

equipment necessary to get one or more client devices up
and running within the organization’s network. The global
administration server stores mapping of which CDEs
shipped with which Aps, so when an AP 1s registered to a
particular organization the CDEs that shipped with 1t are also
automatically registered to that organization.

In operation 208, identities of the selected APs and CDEs
are stored at the global server and bound to the organization.

For example, their serial numbers, IP (Internet Protocol)
addresses, MAC (Medium Access Control) addresses or
other 1dentifying indicia are stored.

Later, when the equipment connects to the server (e.g.,
aiter being connected to the organization’s network for the
first time), the global server can verily that the equipment
has been associated with and connected to the correct
organization, that the equipment was not surreptitiously
switched for a different item, etc.

Yet further, in operation 208 a CDE whitelist for the
organization may be initialized with the client global cer-
tificates of the selected CDE, or fingerprints thereof, and an
AP whitelist may be mitialized with certificates (or certifi-
cate fingerprints) of the APs. These whitelists (or data with
which to assemble the lists) may be managed at the authen-
tication server. Also 1 operation 208, the APs and CDEs are
shipped or delivered to the organization.

In operation 210, the organization receives and deploys
the selected access point(s). Upon connection to the orga-
nization’s network, a newly deployed AP will attempt to
contact the global server. Upon connection, the two entities
will mutually authenticate themselves using their global
certificates. The AP may receive copies ol any relevant
whitelists (or updates thereto) while connected to the global
authentication server.

Then, the global server 1ssues the AP a set of orgamization
certificates that are used to specifically protect the organi-
zation’s network resources. Except possibly for CDEs acting
to provision new client devices, only equipment having
certificates 1ssued within the organization PKI will be able
to fully use the organization’s network.

In these embodiments of the invention, the AP receives a
copy of the organization’s CA root certificate (and corre-
sponding public key), a new intermediate CA certificate
issued 1 a name ol the AP (with which 1t will 1ssue
organization client certificates to client devices), and an
organization server certificate with which it will authenticate
itsell to client devices attempting to access the organization
network.

In operation 212, a CDE 1s plugged nto a client device
that 1s to be provisioned for network access or, in the case
of a software-only CDE, 1s loaded onto the device. In these
embodiments, client devices comprise primarily portable
computing devices, but may also or instead include station-
ary (e.g., desktop, workstation) computers. Belfore the CDE
1s connected, the client device 1s physically configured as
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necessary (e.g., with a wireless network card, one or more
USB ports, data storage devices).

As part of 1ts provisioning of the client, the CDE may
configure the client device 1n any way necessary to enable 1t
to function securely within the organization network. For
example, 1t may load network drivers, configure a network
connection, set security parameters, install anti-virus or
other protective solftware, etc. The provisioning process may
be considered to be complete when the new client device can
communicate with an access point, or the provisioning may
be considered to continue through additional operations
(c.g., operations 214 through 218 or 220), until the client
device 1s configured to fully participate within the organi-
zation network.

In operation 214, via the client device, the CDE makes a
connection with one of the organization’s access points, and
the CDE and the AP mutually authenticate themselves. In
these embodiments of the invention, the authentication i1s
performed using their digital certificates 1ssued within the
global PKI (e.g., a server certificate for the AP and a client
certificate for the CDE). Mutual authentication allows the
CDE and AP to open an encrypted TLS communication
SESS101.

In operation 216, the CDE runs a standard key manage-
ment protocol, within the TLS session, to request an orga-
nization client digital certificate for the client from the AP.

In operation 218, the AP generates and signs a client
certificate for the client (using its organization intermediate
CA certificate), and transmits 1t to the client, along with a
copy of the organization root certificate and corresponding
public key. The new client certificate thus has a chain of
signatures including the AP (its organization intermediate
CA certificate) and the authentication server (acting as the
organization CA root certificate).

In operation 220, the AP adds the client to the organiza-
tion’s client whitelist. In some embodiments, this 1s done by
opening a secure communication session with the global
authentication server (e.g., using the global PKI) and adding
the client’s new certificate (or a fingerprint thereof) to a
database or central copy of the whitelist; the whitelist may
also include some 1dentity (e.g., serial number, network
address) of the new client.

The updated whaitelist 1s then distributed among the orga-
nization’s APs. Such updates may be distributed every time
the whitelist 1s modified, or at regular intervals (e.g., 10
minutes, 1 hour).

It may be noted that the new client device can be
provisioned and provided with a valid organization client
digital certificate even while the AP 1s unable to communi-
cate with the global authentication server. Thus, even with-
out network connectivity outside the organization, new
organization client devices can be configured and put into
operation.

However, until the new client’s certificate 1s disseminated
to all APs, 11 the client connects to the organization network
via an AP other than the one that 1ssued 1ts certificate, that
certificate may need to be tully authenticated by the other
AP. Once the updated whitelist 1s distributed, the other AP
may only need to generate a fingerprint of the client’s
certificate (received during the authentication process) and
compare 1t to the fingerprint stored in the whaitelist.

Therefore, after operation 220, the new client device 1s
able to open secure communication sessions with organiza-
tion access points, mutually authenticate using its new
organization client certificate, and access the organization’s
network.
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In optional operation 222, digital certificates for one or
more entities may be updated or rolled-over. For example, in
some embodiments of the invention, each time an AP signs
a new organization client digital certificate, 1t will contact
the global authentication server to request a new/updated
organization Intermediate CA certificate. The updated/re-
placement certificate may comprise an updated counter, a
new timestamp or some other data value that allows the
certificate to be diflerentiated from other orgamization Inter-
mediate CA certificates 1ssued to the AP. Illustratively, this
may be done 1n parallel or as part of updating one or more
whitelists.

In these embodiments of the invention, updating the AP’s
organization intermediate CA certificate on a regular basis
(e.g., after every new client 1s provisioned) means that 1f the
AP 1s lost, stolen or otherwise unaccounted for, any client
certificates 1t 1ssues after disappearing can be easily 1identi-
fied. Thus, 1f an AP 1s lost, 1t will be removed from the
organization’s AP whitelist (and/or placed in a blacklist),
and any client certificates later generated by the AP and
presented to a valid organization AP will be recognized as
being mvalid.

Similarly, a CDE’s global client certificate may be
updated, rolled-over or replaced each time 1t 1s used to
provision a client device. As described previously, 1n some
embodiments of the invention a CDE may only be valid for
a limited number of uses. After that number of uses (which
may be tracked at the global server and/or elsewhere), 1t may
not receive a new certificate, and it may be removed from the
organization’s CDE whitelist (and/or placed in a blacklist).

By regularly updating or replacing the CDE’s global
client certificate, the CDE can be disabled it 1t 1s lost or
stolen. In particular, when a CDE 1s determined to be
missing, 1t 1s removed from the organization’s CDE whitelist
(and/or placed 1n a blacklist), so that no organization APs
will allow the CDE to provision a new client (1.e., will not
1ssue a new organization client certificate 1n response to a
request from the CDE). In addition, because of the updates
to the CDE’s certificate, any clients that may have been
provisioned after the CDE was compromised can be 1den-
tified and 1solated.

Because the global authentication server may be unreach-
able at some times (e.g., when the organization’s connection
to the Internet 1s mterrupted), updates to digital certificates
tor APs, CDEs and/or other equipment may be postponed
until the server 1s available. Illustratively, the affected com-
ponent (e.g., an AP, a CDE) may continue to be used
normally 1n the meantime.

Also, 1n some embodiments of the invention, an AP may
distribute new client certificates (or fingerprints thereof)
directly to other organization APs (e.g., 1f the global server
1s unreachable).

In some embodiments of the invention, a client device
enabler’s credentials must be approved by the global authen-
tication server before it can be used to provision a client
device, and they are updated or rolled-over at that time. In
these embodiments, the CDE first authenticates itself to an
authenticator, wherein a fingerprint generated from the cer-
tificate presented by the CDE 1s compared to a whitelist
fingerprint. IT the CDE passes this step, 1ts credentials are
passed to the authentication server.

The authentication server searches its CDE records for
this CDE, validates and updates the CDE’s credentials, signs
them, updates 1ts organization CDE records, and returns the
updated credentials to the authenticator for return to the
CDE. The authentication server also distributes the updated
fingerprint to all organization APs.
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FIG. 3 1s a block diagram of apparatus for protecting
access to an organization’s network resources, according to
some embodiments of the invention.

Global administration server 300 comprises communica-
tion mechanism 310, global PKI root mechanism 312,
per-organization PKI root mechanism(s) 314, authentication
mechanism 316, PKI management mechanism 318, optional
device registration mechanism 320 and whitelist
mechanism(s) 322. Any or all of these mechanisms may be
combined or subdivided 1n other embodiments of the inven-
tion.

Communication mechanism 310 1s adapted to exchange
communications with an organization’s authenticators (e.g.,
access points, switches). The communication mechanism
may be associated with a user interface that can be manipu-
lated by an operator of the authentication server to facilitate
configuration and/or operation of the server. The communi-

cations are protected by mutual authentication and encryp-
tion, such as TLS or HTTPS.

Global PKI root mechanism 312 1s adapted to act as a root
CA (Certificate Authority) for a global PKI through which
client device enablers (CDEs) and authenticators can mutu-
ally authenticate themselves prior to provisioning a new
client device.

Per-organization PKI root mechanism(s) 314 are adapted
to act as root CAs for individual organizations. Each mecha-
nism 314 serves as the root for 1ssuing organization digital
certificates to devices and equipment that will operate within
the corresponding organization’s network.

Authentication mechamism 316 1s adapted to authenticate
an authenticator, CDE or other external device attempting to
open a secure communication session with authentication
server 300. Depending on the nature or purpose of the
session, a digital certificate proflered by an authenticator or
other entity may be authenticated using either global PKI
root mechamism 312 or a per-organization PKI root mecha-
nism 314.

PKI management mechanism 318 1s adapted to manage
PKI root mechamism 312 and/or mechanism(s) 314. For
example, the PKI management mechanism may facilitate
1ssuance of updated or replacement digital certificates (e.g.,
an authenticator’s orgamization intermediate CA certificate,
a CDE’s global client certificate), possibly with cooperation
of the corresponding PKI root mechanism.

Optional device registration mechanism 320 1s adapted to
register one or more types ol devices or equipment for
operation within the global PKI and/or a per-organization
PKI. For example, device registration mechanism 320 may
register CDEs and/or authenticators for use within an orga-
nization, or such registration may be performed by another
entity. Illustratively, 1f CDEs are registered at authentication
server 300, the server may also be configured to download
software-based CDEs to authenticators and/or client
devices.

Whitelist mechanism(s) 322 are adapted to identify
devices or equipment authorized to operate within an orga-
nization’s network. Thus, for a given organization, one or
more whitelists may be maintained for identifying valid
authenticators, CDEs and/or client devices. These compo-
nents may be identified by digital certificates (or fingerprints
or other artifacts thereol), serial number or other indicia.
Whitelist mechamism(s) 322 may comprise one or more
distinct whatelists, for distribution among an organization’s
network resources, or may comprise a collection of data
(e.g., databases, tables) from which such whitelists may be
generated.
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In some embodiments of the invention, one or more
blacklist mechanism(s) may also be operated to identify
authenticators, CDEs and/or other entities specifically pro-
hibited from operating within one or more organizations’
networks.

FIG. 4 1s a block diagram of an authentication server,
according to some embodiments of the invention.

Authentication server 400 of FIG. 4 comprises processor
402, memory 404 and storage 406, which may comprise one
or more optical and/or magnetic storage components.
Authentication server 400 may be coupled (permanently or
transiently) to keyboard 412, pointing device 414 and dis-

play 416.

Storage 406 of the authentication server stores logic that
may be loaded into memory 404 for execution by processor
402. Such logic includes PKI logic 422, authentication logic
424 and component i1dentification logic 426.

PKI logic 422 comprises processor-executable instruc-
tions for operating one or more public key inirastructures,
including 1ssuing certificates, replacing certificates, creating
new PKlIs, etc.

Authentication logic 424 comprises processor-executable
instructions for authenticating a digital certificate presented
to authentication server 400.

Component 1dentification logic 426 comprises processor-
executable mstructions for identifying valid organmization
components (e.g., authenticators, clients, client device
enablers) to those components’ peers. Such information may
illustratively be disseminated 1n the form of whitelists and/or
blacklists.

In other embodiments of the invention, an authentication
server may include additional logic, such as for registering
individual components, managing operation of the server,
replicating server data to other instances of the authentica-
tion server, etc.

The environment in which a present embodiment of the
invention 1s executed may incorporate a general-purpose
computer or a special-purpose device such as a hand-held
computer. Details of such devices (e.g., processor, memory,
data storage, display) may be omitted for the sake of clarity.

Data structures and code described in this detailed
description are typically stored on a computer-readable
storage medium, which may be any device or medium that
can store code and/or data for use by a computer system. The
computer-readable storage medium includes, but 1s not
limited to, volatile memory, non-volatile memory, magnetic
and optical storage devices such as disk drives, magnetic
tape, CDs (compact discs), DVDs (digital versatile discs or
digital video discs), and other media capable of storing
computer-readable media now known or later developed.

Methods and processes described 1n the detailed descrip-
tion can be embodied as code and/or data, which can be
stored 1n a computer-readable storage medium as described
above. When a computer system reads and executes the code
and/or data stored on the computer-readable storage
medium, the computer system performs the methods and
processes embodied as data structures and code and stored
within the computer-readable storage medium.

Furthermore, methods and processes described herein can
be 1mncluded 1n hardware modules or apparatus. These mod-
ules or apparatus may include, but are not limited to, an
application-specific mtegrated circuit (ASIC) chip, a field-
programmable gate array (FPGA), a dedicated or shared
processor that executes a particular software module or a
piece of code at a particular time, and/or other program-
mable logic devices now known or later developed. When
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the hardware modules or apparatus are activated, they per-
form the methods and processes included within them.

The foregoing descriptions of embodiments of the mven-

tion have been presented for purposes of illustration and
description only. They are not intended to be exhaustive or
to limit the invention to the forms disclosed. Accordingly,
many modifications and variations will be apparent to prac-
titioners skilled in the art. The scope of the mvention 1s
defined by the appended claims, not the preceding disclo-
sure.

What 1s claimed 1s:

1. A method of protecting [an organization’s] network

resources of arn organization, comprising:

[maintaining, by an authentication server, a first root
certificate of a first cryptographic inirastructure asso-
ciated with a plurality of organizations;}

maintaining, by an authentication server, a [second] first
root certificate of a [second] first cryptographic infra-
structure associated with the organization, wherein the
[second] first root certificate facilitates issuing other
certificates associated with the organization to [the
organization’s] a plurality of authenticators associated
with the organization;

issuing, to each of the Jorganization’s] p/urality of authen-
ticators, an initial intermediate [CA] certificate author-
ity (CA) certificate within the [second] first crypto-
graphic  infrastructure, wherein [a respective
authenticator’s] each intermediate CA certificate is
signed by the [second] first root certificate, and wherein
[the] each respective authenticator, in the plurality of
authenticators, 1s configured to provision devices for
the organization using [the corresponding] a» interme-
diate CA certificate corresponding to the respective
authenticator, [and

responsive to the respective] determining that a first
authenticator[issuing), in the plurality of authentica-
tors, issued a client certificate 1o a new client comput-
ing device [a] to provision the new client computing
device, wherein the client certificate [which] is signed
by the [corresponding] initial intermediate CA certifi-
cate|.] corresponding to the first authenticator; and

after the first authenticator provisions the new client
computing device, and in response to determining that
the first authenticator issued the client certificate to the
new client computing device, issuingf[to the respective
authenticator], fo the first authenticator, a replacement
intermediate CA certificate [which] tkat is signed by
the [second] first root certificate, wherein the replace-
ment mtermediate CA certificate replaces the initial
intermediate CA certificate.

2. The method of claim 1, further comprising:

maintaining, by the authentication server, a second root
certificate of a second cryptographic infrastructure
associated with a plurality of orvganizations; and

issuing, to each of one or more client device [enabler]
enablers configured to provision [a] client computing
[device] devices within [the] ar organization network
utilized by the organization, an 1mitial client certificate
within the [first] secornd cryptographic infrastructure.

3. The method of claim 2, further comprising:

[after a given] issuing, to a first client device enabler [is
operated to provision] in the one or more client device
enablers and based on determining that the first client
device enabler provisioned a first client computing
device, [issuing] a replacement client certificate within
the [first] second cryptographic infrastructurefto the
given client device enabler].
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4. The method of claim 2, further comprising:

recording 1dentifiers of tize plurality of authenticators and
the one or more client device enablers authorized to
operate 1n the organization network.

5. The method of claim 4, further comprising;: 5

disseminating the recorded 1dentifiers to all authenticators

operating 1n the organization network.

6. The method of claim 1, further comprising:

recording 1dentifiers of client computing devices autho-

rized to access [the] an organization network utilized by 10
the ovganization.

7. The method of claim 6, further comprising;:

disseminating the recorded 1dentifiers to all authenticators

operating 1n the organization network.

8. The method of claim 7, wherein the identifiers comprise 15
digital certificates 1ssued to the client computing devices.

9. The method of claim 7, wherein the 1dentifiers comprise
fingerprints of digital certificates issued to the client com-
puting devices.

10. The method of claim 1, wherein [an] tke first authen- 20
ticator 1s configured to:

authenticate a client device enabler[prior to provisioning

of], wherein the client device enabler is configured to
provision a first client computing device[by the client
device enabler]. 25

11. The method of claim 10, wherein [an] the first
authenticator 1s further configured to:

authenticate, based on determining that the first client

computing device has been provisioned, the first client
computing device[after said provisioning]. 30
12. The method of claim [1] 2, further comprising:
1ssuing, to the plurality of authenticators, server certifi-
cates within the [first] secornd cryptographic
infrastructurefto all authenticators operating in the
organization network]. 35

13. A non-transitory computer-readable storage medium
storing 1nstructions that, when executed by a computer,
cause the computer to perform a method of protecting [an
organization’s] network resources of an organization, the
method comprising: 40

[maintaining, by an authentication server, a first root

certificate of a first cryptographic inirastructure asso-
ciated with a plurality of organizations:}

maintaining a [second] first root certificate of a [second]

first cryptographic infrastructure associated with the 4s
organization, wherein the [second] first root certificate
facilitates 1ssuing other certificates associated with the
organization to [the organization’s] a pluralitv of
authenticators associated with the organization;

issuing, to each of the Jorganization’s] plurality of authen- 50

ticators, an initial intermediate [CA] certificate author-
ity (CA) certificate within the [second] first crypto-
graphic  infrastructure, wherein [a respective
authenticator’s] each intermediate CA certificate is
signed by the [second] first root certificate, and wherein 55
[the] each respective authenticator, in the plurality of
authenticators, 1s configured to provision devices for
the organization using [the corresponding] ar interme-
diate CA certificate corresponding to the respective
authenticator; [and 60
responsive to the respective] determining that a first
authenticator[issuing), in the plurality of authentica-
tors, issued a client certificate to a new client comput-
ing device [a] to provision the new client computing
device, wherein the client certificate [which] is signed 65
by the [corresponding] initial intermediate CA certifi-
cate|,] corresponding to the first authenticator; and
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after the first authenticator provisions the new client
computing device, and in response to determining that
the first authenticator issued the client certificate to the
new client computing device, issuingf[to the respective
authenticator], fo the first authenticator, a replacement
intermediate CA certificate [which] tkat is signed by
the [second] first root certificate, wherein the replace-
ment intermediate CA certificate replaces the itial
intermediate CA certificate.

14. The storage medium of claim 13, wherein the method

further comprises:
maintaining, by an authentication server, a second root

certificate of a second cryptographic infrastructure
associated with a plurality of orvganizations; and
issuing, to each of one or more client device [enabler]
enablers configured to provision [a] client computing
[device] devices within [the] ar organization network
utilized by the organization, an 1nitial client certificate
within the [first] secornd cryptographic infrastructure.

15. The storage medium of claim 14, wherein the method

turther comprises:

[after a given client device enabler is operated to provi-
sion a client computing device,] first issuing, based on
determining that a first client device enabler, in the one
or more client device enablers, provisioned a first
computing device and to the first client device enabler,
a replacement client certificate within the [first] secornd
cryptographic infrastructurefto the given client device
enabler].

16. The storage medium of claim 14, wherein the method

further comprises:

recording identifiers of authenticators and client device
enablers authorized to operate 1n the organization net-
work.

17. The storage medium of claim 16, wherein the method

turther comprises:

disseminating the recorded 1dentifiers to all authenticators
operating 1n the organization network.

18. The storage medium of claim 13, wherein the method

further comprises:

recording 1dentifiers of client computing devices autho-
rized to access [the] an organization network utilized by
the orvganization.

19. The storage medium of claim 18, wherein the method

further comprises:

disseminating the recorded 1dentifiers to all authenticators
operating 1n the organization network.

20. The storage medium of claim 14, wherein the method

further comprises:

issuing server certificates within the second crypto-
graphic infrastructure to all authenticators operating
in an organization network utilized by the orvganization.

21. A method comprising:

maintaining, by an authentication server, a first root
certificate of a first cryptographic infrastructure asso-
ciated with an organization, wherein the first root
certificate facilitates issuing other certificates associ-
ated with the orvganization to a plurality of authentica-
tors associated with the ovganization,

issuing, to an authenticator in the plurality of authenti-
cators associated with the organization, an initial inter-
mediate certificate authority (CA) certificate within the
first cryptographic infrastructurve and signed by the fivst
root certificate, wherein the authenticator is configured
to provision devices for the orvganization using the
initial intermediate CA certificate;
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receiving, based on the authenticator issuing, to a new
client computing device, a new client certificate that is
signed by the initial intermediate CA certificate to
provision the new client computing device, a request for
a replacement intermediate CA certificate; and

dfter the authenticator provisions the new client comput-
ing device, and in response to determining that the
authenticator issued the new client certificate to the
new client computing device, issuing, to the authenti-
cator, a veplacement intermediate CA certificate that is
signed by the first root certificate, wherein the veplace-
ment intermediate CA certificate veplaces the initial
intermediate CA certificate.

22. The method of claim 21, further comprising:

maintaining, by the authentication server, a second root
certificate of a second cryptographic infrastructure
associated with a plurality of organizations.

23. The method of claim 22, further comprising:

issuing servver certificates within the second crypto-
graphic infrastructurve to all authenticators operating
in an organization network utilized by the orvganization.

24. The method of claim 22, further comprising:

issuing, to a client device enabler associated with the
organization, an initial client certificate within the
second cryptographic infrastructure, wherein the client
device enabler is configured to provision client com-
puting devices within the organization;

receiving, based on the client device enabler provisioning
a first client computing device using the initial client
certificate, a request for a rveplacement client certifi-
cate; and

issuing, based on the rvequest for the veplacement client
certificate, the client device enabler a replacement
client certificate within the second cryptographic infra-
structure, whervein the rveplacement client certificate
replaces the initial client certificate.

25. The method of claim 24, wherein the authenticator is

configured to:

authenticate the client device enabler. wherein the client

device enabler is configured to provision the first client

computing device.

26. The method of claim 25, wherein the authenticator is

further configured to:

authenticate, based on determining that the first client
computing device has been provisioned, the first client
computing device.

27. The method of claim 24, further comprising:

recording identifiers of a plurality of authenticators and a
plurality of client device enablers authorized to operate
in an organization network utilized by the orvganization.

28. The method of claim 27, further comprising:

disseminating the vecovded identifiers to the plurality of

authenticators opervating in the ovganization network.
29. The method of claim 24, wherein the client device
enabler is a removable storage medium.
30. The method of claim 21, further comprising:
recording identifiers of a plurality of client computing
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devices authorized to access an ovganization network 60

utilized by the organization.
31. The method of claim 30, further comprising:

disseminating the rvecorded identifiers to a plurality of

authenticators operating in the organization network.
32. The method of claim 30, wherein the identifiers

comprise digital certificates issued to individual client com-
puting devices of the plurality of client computing devices.
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33. The method of claim 30, wherein the identifiers

comprise fingerprints of digital certificates issued to indi-
vidual client computing devices of the plurality of client
computing devices.

34. The method of claim 21, wherein each of the plurality
of authenticators is issued an initial intermediate CA cer-
tificate within the first cryptographic infrastructure.

35. The method of claim 21, wherein the initial interme-
diate CA certificate has a limited number of uses.

36. The method of claim 21, further comprising:

maintaining a whitelist of valid intevmediate CA certifi-

cates associated with each authenticator within an
organization network utilized by the ovganization.

37. The method of claim 36, further comprising:

updating the whitelist to include the veplacement inter-

mediate CA certificate.

38. The method of claim 36, further comprising:

removing one or movre intevmediate CA certificates asso-

ciated with the authenticator based on determining that
the authenticator has been compromised.

39. The method of claim 21, wherein the authenticator is
an access point in an orvganization network utilized by the
organization.

40. The method of claim 21, wherein the rveplacement
intermediate CA certificate comprises an updated counter
value different from a counter value of the initial interme-
diate CA certificate.

41. A method comprising:

receiving, by an authenticator, an initial intermediate

certificate authority (CA) certificate within a first cryp-
tographic infrastructure associated with an organiza-
tion, wherein the initial intermediate CA certificate is
signed by a first voot certificate within the first cryp-
tographic infrastructure, wherein the first voot certifi-
cate facilitates issuing other certificates associated
with the organization to a plurality of authenticators
associated with the orvganization, and wherein the
authenticator is configured to provision, using the
initial intermediate CA certificate, devices for the orga-
nization;

issuing a new client certificate to a client computing

device to provision the client computing device,
whevrein the new client certificate is signed by the initial
intermediate CA certificate,
after provisioning the client computing device, and in
response to issuing the new client certificate to the
client computing device, sending, to an authentication
server that maintains the first voot certificate, a request
for a rveplacement intermediate CA certificate; and

receiving, based on the request, a veplacement interme-
diate CA certificate that is signed by the first voot
certificate, wherein the replacement intermediate CA
certificate veplaces the initial intevmediate CA certifi-
cale.

42. The method of claim 41, further comprising:

receiving, by the authenticator, a server certificate within

a second cryptographic infrastructure, wherein the
server certificate is signed by a second root certificate
maintained by the authentication server.

43. The method of claim 42, further comprising:

authenticating, by the authenticator, a client device
enabler operating on an ovganization network utilized
by the organization, wherein the client device enabler
is configured to provision the client computing device.
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44. The method of claim 43, wherein the authenticator
authenticates the client device enabler using one or more
certificates issued within the second cryptographic infra-
structure.

45. The method of claim 43, wherein the authenticator
authenticates the client computing device after the client
computing device has been provisioned by the client device
enabler.

46. The method of claim 42, further comprising:

receiving a whitelist comprising identifiers associated

with a plurality of authenticators operating in an
organization network utilized by the organization.

47. The method of claim 42, further comprising:

receiving a whitelist comprising identifiers associated

with a plurality of client computing devices operating
in an organization network utilized by the organization.

48. The method of claim 42, further comprising:

receiving a whitelist comprising identifiers associated

with a plurality of client device enablers operating in
an organization network utilized by the organization.
49. The method of claim 41, wherein the initial interme-
diate CA certificate has a limited number of uses.
50. The method of claim 41, wherein the authenticator is
an access point in an ovganization network utilized by the
organization.
51. A method comprising:
maintaining, by an authentication server, a first root
certificate of a first cryptographic infrastructure asso-
ciated with a plurality of organizations, wherein the
first root certificate facilitates issuing other certificates
associated with the plurality of organizations to a
plurality of authenticators associated with the plurality
of organizations;
issuing, to a client device enabler associated with an
organization of the plurality of organizations, an initial
client certificate within the first cryptographic infra-
structure, wherein the initial client certificate is signed
by the first root certificate, and wherein the client
device enabler is configured to provision client com-
puting devices within an organization network utilized
by the organization;
determining that an authenticator of the organization
authenticated the client device enabler after provision-
ing, by the client device enabler and using the initial
client certificate, of a first client computing device,; and

dfter the client device enabler provisions the first client
computing device, and in response to determining that
the client device enabler used the initial client certifi-
cate to provision the first client computing device,
receiving, from the client device enabler, a request for
a replacement client certificate; and

issuing, to the client device enabler and based on the

request, a replacement client certificate signed by the
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first root certificate, wherein the rveplacement client
certificate veplaces the initial client certificate.

52. The method of claim 51, wherein the client device
enabler has a limited number of allowed uses.

53. The method of claim 52, further comprising:

tracking, by the authentication server, a number of uses of

the client device enabler; and

adding the client device enabler to a blacklist based on

determining that the tracked number of uses exceeds
the limited number of allowed uses.

54. The method of claim 51, wherein the client device
enabler is configured to provision the first client computing
device by comfiguring a network connection and security
parameters of the first client computing device.

55. The method of claim 51, wherein the client device
enabler is a vemovable storage medium.

56. A method comprising:

receiving, by a client device enabler associated with an

organization, an initial client certificate within a first
cryptographic infrastructure, wherein the initial client
certificate is signed by a first voot certificate within the
first cryptographic infrastructure, and wherein the first
root certificate facilitates issuing other certificates
associated with the orvganization;

provisioning, using the initial client certificate, a client

computing device within an organization network uti-
lized by the organization;

after the client device enabler provisions the client com-

puting device, and in response to determining that the
client device enabler used the initial client certificate to
provision the client computing device, sending, to an
authentication server, a request for a veplacement cli-
ent certificate; and

receiving, based on the rvegquest, a replacement client

certificate that is signed by the first root certificate,
whevrein the veplacement client certificate replaces the
initial client certificate.

57. The method of claim 56, further comprising:

receiving, based on sending the vequest for the veplace-

ment client certificate, a request for authentication; and
authenticating, by the client device enabler, using the
initial client certificate.

58. The method of claim 56, wherein the client device
enabler has a limited number of allowed uses.

59. The method of claim 56, wherein the client device
enabler is a removable storage medium.

60. The method of claim 56, wherein the client device
enabler is configured to provision the client computing
device by comfiguring a network connection and security
parameters of the client computing device.
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