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DATA PROCESSING DEVICE, ENCRYPTION
COMMUNICATION METHOD, KEY
GENERATION METHOD, AND COMPUTER
PROGRAM

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE 10O RELATED
APPLICATIONS

This application is a reissue of U.S. Pat. No. 8,015,393,
issued on Sep. 6, 2011, which is hereby incorvporated by
reference, as if fully set forth herein. U.S. Pat. No. 8,015,393
matured from U.S. patent application Ser. No. 11/101,493,
filed on Apr. 8, 2005, which claims the benefit of Japanese
Patent Application No. 2004-117117, filed on Apr. 12, 2004,
and Japanese Patent Application No. 2004-191542, filed on

Jun. 29, 2004. Those applications are also incovporated by
reference herein in their entireties.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to technique concerning a
data processing device, an encryption communication
method, a key generation method and computer program for

executing these methods.

2. Related Background Art

Recently, a network security function has come to be
requested to a data processing device. To comply with such
a request, for example, the data processing device as dis-
closed in Japanese Patent Application Laid-Open No. 2002-
259108 has and holds a public key certificate and a private
key (here, a secret key which corresponds to a public key 1s
called “a private key”) corresponding thereto, and executes
authentication based on the public key certificate 1n accor-
dance with a request from a document server or a client
computer.

Incidentally, it 1s assumed that a pair of an encryption
public key (1.e., public key for encryption) and a decryption
private key (i.e., private key for decryption) 1s created
outside the data processing device, a certificate of the
created pair 1s 1ssued from a reliable organization, and the
issued certificate 1s nstalled in the data processing device.
Here, the pair of the encryption public key and the decryp-
tion private key 1s called “encryption key/private key pair”
or “private key/encryption key pair” hereinafter. In such a
circumstance, with respect to the data processing device
which does not have an input unit such as an FD (floppy™
disk or tlexible disk), a CD (compact disk) or the like, 1t 1s
necessary to install through a network the private key/public
key pair and the certificate from a terminal located on the
relevant network to the data processing device.

Moreover, to sately install the private key/public key pair
and the certificate thereof from the terminal to the data
processing device through the network, 1t 1s desirable to
execute cryptographic communication (or cipher communi-
cation) between the terminal and the data processing device.
In this connection, a private key/public key pair 1s necessary
to execute the cryptographic communication.
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2

However, there 1s a possibility that the data processing
device 1n a factory shipment status does not have own public
key/private key pair. In such a case, the cryptographic
communication for installing the private key/public key pair
and the certificate thereof might not be able to be executed.

Moreover, for example, in an environment that takes not
much interest 1n security or in an environment that does not
necessarily need perfect security, all users do not necessarily
indicate generation of the public key and the private key
before executing the cryptographic communication.

For this reason, even if the user does not execute a
complicated operation to generate the public key and the
private key, 1t 1s desirable to appropnately prepare and
provide the public key/private key pair.

Moreover, even after the public key/private key pair was
once prepared, if the public key/private key pair 1s damaged.,
it 1s desirable to newly prepare and provide the public
key/private key pair without any complicated operation by

the user.

SUMMARY OF THE INVENTION

An object of the present invention 1s to provide a data
processing device which 1s characterized in that, by com-
prising a storage unit adapted to store an 1mitial value of a
pair of a public key and a private key and a communication
umit adapted to execute commumication with an external
device with use of the 1nitial value of the pair of the public
key and the private key stored in the storage unit, it enables
encryption communication without generating the pair of the
public key and the private key.

Moreover, another object of the present mvention is to
provide a data processing device which 1s characterized in
that, by comprising a storage unit adapted to store an 1nitial
value of a public key certificate, and a communication unit
adapted to execute communication with an external device
by using the 1nitial value of the public key certificate stored
in the storage unit, 1t enables encryption communication
without generating the public key certificate.

Furthermore, still another object of the present invention
1s to provide a data processing device which 1s characterized
by comprising a judgment unit adapted to judge whether or
not 1t 1s necessary to generate a pair of a public key and a
private key for executing encryption communication with an
external device, a key generation unit adapted to automati-
cally generate the pair of the public key and the private key
in a case where the judgment unit judges that 1t 1s necessary
to generate the pair of the public key and the private key and
a key storage unit adapted to store 1n a storage medium the
pair of the public key and the private key generated by the
key generation unit.

In addition, still another object of the present invention 1s
to provide a data processing device which 1s characterized
by comprising a judgment unit adapted to judge whether or
not a pair of a public key and a private key stored 1n a storage
medium 1s damaged, a key generation umt adapted to
automatically generate the pair of the public key and the
private key 1n a case where the judgment unmit judges that the
pair of the public key and the private key 1s damaged, and
a key storage unit adapted to store in the storage medium the
pair of the public key and the private key generated by the
key generation unit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing the configuration of a print
system according to the first embodiment of the present
invention;
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FIG. 2 1s a block diagram showing the internal constitu-
tion of a commonly used personal computer;

FIG. 3 15 a block diagram showing the internal constitu-
tion of a commonly used 1image forming device;

FI1G. 4 1s a diagram showing a model of a terminal and the >
image forming device;

FIG. 5 1s a diagram showing one example of the sequence
to be executed between the terminal and the 1image forming
device;

FIG. 6 1s a diagram showing one example of the sequence
to be executed between the terminal and the image forming,
device;

FI1G. 7 1s a diagram showing one example of the sequence
to be executed between the terminal and the image forming,
device;

FIG. 8 1s a diagram showing one example of the sequence
to be executed between the terminal and the image forming,
device;

FIG. 9 1s a diagram showing one example of a Ul (user 20
interface) screen of the image forming device;

FIG. 10 1s a diagram showing, 1n a storage medium, a

memory map of the program for executing the procedure
according to the present embodiment;

FIG. 11 1s a diagram showing one example of the con- 25
figuration of a network print system (or print communication
system) according to the second embodiment of the present
imnvention;

FIG. 12 1s a block diagram showing one example of the
internal constitution (1.e., hardware constitution) of a user 30
terminal device;:

FIG. 13 1s a block diagram showing one example of the
internal constitution (i.e., hardware constitution) of a print
device:

FIG. 14 1s a block diagram showing one example of the 35
software constitutions of an external controller terminal
device and the user terminal device;

FIG. 15 1s a block diagram showing one example of the
soltware constitution of the print device;

FI1G. 16 15 a flow chart for explaining one example of the 40
operation to be executed by the print device in case of
automatically generating and storing key pair data;

FI1G. 17 15 a flow chart for explaining one example of the
operation to be executed by the print device in case of
executing a key pair generation/storage process; and 45

FIG. 18 15 a flow chart for explaining one example of the
operation to be executed by the print device 1in case of
regenerating and updating a key pair according to user
setting.
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DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS
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(Network Print System According To First Embodiment)

As substantially explained in the following, the present 55
invention 1s premised on a network print system 1n which a
terminal and an 1mage forming device are connected on a
network. In this system, the embodiment of the present
invention enables to achieve both a method of easily 1nstall-
ing a public key/private key pair and a public key certificate 60
from the terminal to the image forming device for a user who
does not demand high-level security and a method of safely
installing the key pair and the certificate through the network
without any leakage and alteration (or interpolation).

FIG. 1 1s a diagram showing the configuration by which 65
the print system according to the first embodiment of the
present mvention can operate.

4

In FIG. 1, each of numerals 110 and 111 denotes a
terminal (that 1s, a PC (personal computer)), each of numer-
als 120 and 121 denotes a multifunctional 1image forming
device (heremnaiter called an MFP (multifunctional periph-
eral)), and each of numerals 130 and 131 denotes a single
functional 1image forming device (heremnatfter called an SFP
(single functional peripheral)). Here, all of the terminals 110
and 111, the MFP’s 120 and 121, and the SFP’s 130 and 131
are connected to a LAN (local area network) 100. Inciden-
tally, 1t should be noted that, in the following explanation,
the MFP’s 120 and 121 and the SFP’s 130 and 131 are
generically called the image forming device.

Numeral 140 denotes a fire wall through which the LAN
100 1s connected to the external Internet 150. Moreover, the
LAN 100 1s further connected to another network 160
through the fire wall 140 and the Internet 150.

Incidentally, for example, a user creates a print job at the
terminal 110 and transfers the created print job to the MFP
120. Then, 11 an error which cannot be recovered does not
still occur, the MEFP 120 accepts the print job as storing a
current processing situation, receives the data of the print
j0b, and executes a print process to the received data. Here,
the error which cannot be recovered includes, for example,
an error for which turning off and on of a power supply are
necessary to recover, an error for which a service person’s
operation 1s necessary to recover, and the like.

In a status such as paper jam, paper empty of the like that
the current processing situation can be stored when recov-
ering this status to a steady status, the data reception
operation 1s executed as usual, and then the print process 1s
executed alter recovering this status to the steady status. In
addition, even when the error which cannot be recovered
occurs, 1 a process other than the print job 1s requested, the
data of the requested process 1s received as usual, and the
received data 1s then processed.

FIG. 2 1s a block diagram showing the iternal constitu-
tion ol a commonly used personal computer, and this inter-
nal constitution 1s equivalent to the internal constitution of
cach of the terminals 110 and 111. In FIG. 2, a PC (personal
computer) 200 contains a CPU (central processing unit) 201
which executes various software stored 1n a ROM (read only
memory) 202 or an HD (hard disk) 211 or supplied from an
FD (floppy™ disk or flexible disk) 212, whereby the CPU
201 totally controls the devices connected to a system bus
204.

Numeral 203 denotes a RAM (random access memory)
which functions as the main memory, the working area and
the like for the CPU 201, numeral 205 denotes a KBC
(keyboard controller) which controls instructions (or indi-
cations) transierred from a KB (keyboard) 209, a not shown
pomnting device and the like, and numeral 206 denotes a
CRTC (cathode ray tube controller) which controls the
displaying status of a CRT (or CRT display) 210.

Numeral 207 denotes a DKC (disk controller) which
controls accessing to the HD 211 and the FD 212 which store
a boot program, various applications, edited files, user files
and the like. Numeral 208 denotes an NIC (network inter-
face card) which bi-directionally exchanges data with a
network printer, other network devices, and other PC’s
through a LAN 220. Here, it should be noted that, in the
present embodiment, the LAN 220 1s equivalent to the LAN
100 shown i FIG. 1.

In FIG. 3, a device 300 shows an example of the internal
constitution of the MFP or the SFP on which the program
according to the present embodiment operates, and this
constitution i1s equivalent to the internal constitution of each

of the MFP’s 120 and 121 and the SFP’s 130 and 131 shown
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in FIG. 1. Moreover, the device 300 contains a CPU 301
which executes various programs stored in a ROM 302 or an
HD 311 or supplied from an FD 312, whereby the CPU 301
totally controls the devices connected to a system bus 304.

Numeral 303 denotes a RAM which functions as the main
memory, the working area and the like for the CPU 301, and
numeral 305 denotes a UIC (user interface controller) which

controls display on a Ul 309 and mput of indications from
the UI 309.

An FUNCC (function controller) 306 controls an FUNC
(function) 310 which 1s the function peculiar to each device.
Here, 11 the device 300 1s a black-and-white printer, a
black-and-white print engine controller corresponds to the
FUNCC 306, and a black-and-white print engine corre-
sponds to the FUNC 310. In the meantime, 11 the device 300
1s a color printer, a color print engine controller corresponds
to the FUNCC 306, and a color print engine corresponds to
the FUNC 310. Furthermore, if the device 1s the MFP, the
device 300 has the plural FUNCC’s 306 and the plural
FUNC’s 310.

Numeral 307 denotes a DKC (disk controller) which
controls accessing to the HD 311 and the FD 312 which store
a boot program, programs for executing the operation
according to the present embodiment, various applications,
and data files. Numeral 308 denotes an NIC which bi-
directionally exchanges data with a network printer, other
network devices, and other PC’s through a LAN 320. Here,
it should be noted that, 1n the present embodiment, the LAN
320 1s equivalent to the LAN 100 shown in FIG. 1.

FIG. 4 1s a diagram showing a model of the print system
according to the present embodiment. In FIG. 4, numeral
410 denotes an 1mage forming device which 1s equivalent to
cach of the MFP’s 120 and 121 and the SFP’s 130 and 131
shown 1 FIG. 1, and numeral 420 denotes a client terminal
(PC) which 1s equivalent to each of the terminals 110 and
111 shown in FIG. 1. Here, the image forming device 410
and the client terminal 420 are connected to each other
through a LAN 430.

Numeral 411 denotes a network I/F (interface) function
which 1s used to connect the 1mage forming device 410 to
the LAN 430, numeral 412 denotes a secure communication
function which 1s used to execute data communication with
security assured between the image forming device 410 and
the client terminal 420 through the LAN 430, numeral 413
denotes an application which 1s supplied and provided 1n the
image forming device 410, and numeral 414 denotes a key
management function which 1s used to manage or adminis-
trate the key held in the image forming device 410. Here, it
should be noted that the key management function 414 1s a
kind of application 413. Numeral 415 denotes a key parr,
that 1s, a pair of a public key and a prnivate key of an
asymmetric key system.

Numeral 421 denotes a network I/'F function which 1s
used to connect the client terminal 420 to the LAN 430,
numeral 422 denotes a secure communication function
which 1s used to execute data communication with security
assured between the client terminal 420 and the image
forming device 410 through the LAN 430, numeral 423
denotes an application which 1s supplied and provided 1n the
client terminal 420.

Numeral 424 denotes a key installation function which 1s
used to istall a key pair of the asymmetric key system 1n the
image forming device. Here, 1t should be noted that the key
installation function 424 1s a kind of application 423.
Numeral 425 denotes a key pair, that 1s, a pair of a public key
and a private key of the asymmetric key system. The key
pair 425 1s installed 1n the image forming device 410 by the
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key installation function 424. Here, 1t should be noted that,
in the present embodiment, the LAN 430 1s equivalent to the
LAN 100 shown 1n FIG. 1.

FIG. 5 1s a diagram showing one example of the sequence
to be executed between the terminal and the image forming
device, according to the present embodiment. More specifi-
cally, FIG. 5 shows, on the premise that the public key and
the private key have been already prepared, the sequence to
be executed between the terminal and the image forming
device when a new public key and a new private key are
installed from the terminal to the image forming device.
Here, how a public key 520 and a private key 3521 are
prepared will be later described with reference to FIGS. 6 to
8. In FIG. 5, numeral 501 denotes a terminal (PC) which 1s
equivalent to the client terminal 420 of FIG. 4, and numeral
502 denotes an image forming device which 1s equivalent to
the 1mage forming device 410 of FIG. 4.

When 1nstalling the keys, mn a step S3501, a start of
encryption communication 1s {irst requested from the termi-
nal 501. When the request issued in the step S501 1s
acknowledged by the 1image forming device 502, 1n a step
S502, the public key 3520 or a public key certificate con-
taining the public key 520 1s transmitted from the image
forming device 502 to the terminal 501.

Then, 1n the terminal 501 which recerved the public key
520 or the public key certificate containing the public key
520 1n the step S502, a session key of a common key system
to be used 1n the encryption communication for key instal-
lation 1s generated 1n a step S3503, and the generated-session
key 1s encrypted by using the public key 1n a step S504. After
then, 1n a step S505, the session key encrypted in the step
S504 15 transmitted from the terminal 501 to the image
forming device 502.

Subsequently, 1 the mmage forming device 302, the
encrypted session key received in the step S3505 1s decrypted
in a step S506. Thus, the image forming device 502 can
secretly acquire the session key generated by the terminal
501 in the step S503. Here, numerals 514 and 515 respec-
tively denote a new private key and a new public key which
are both installed 1n the image forming device. Incidentally,
the new private key 514 and the new public key 515
constitute together a new key pair which 1s equivalent to the
key pair 425 of FIG. 4.

Then, the terminal 501 starts the encryption communica-
tion by using the session key, and, 1f necessary, the new key
pair of the new private key 514 and the new public key 515
1s transmitted to the image forming device 502 1n a step
S507. Thus, the image forming device 502 can secretly and
sately acquire the new key pair of the new private key 514
and the new public key 515.

FIG. 6 1s a diagram showing, as well as FIG. 5, one
example of the sequence to be executed between the termi-
nal and the image forming device, according to the present
embodiment.

In FIG. 6, numeral 601 denotes a terminal (PC) which 1s
equivalent to the client terminal 420 of FIG. 4, and numeral
602 denotes an 1mage forming device which 1s equivalent to
the 1image forming device 410 of FIG. 4. Here, this sequence
1s characterized in that the image forming device 602 1s 1n
a Tactory shipment status, a public key 620 and a private key
621 are provided as factory shipment values beforehand, and
it 1s thus possible for the image forming device to start
secure communication without newly generating the public
key 620 and the private key 621.

First, 1n a step S601, a message 1s transmitted from the
terminal 601 to the image forming device 602, so as to login
by administrator authority. When the login by the adminis-
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trator authority 1s acknowledged by the image forming
device 602, a message “OK” 1s returned from the image
forming device 602 to the terminal 601 1n a step S602. After
the login succeeded, 1n a step S603, a start of encryption
transmission 1s requested from the terminal 601 to the image
forming device 602.

Then, 1n a step S604, the public key 620 or a public key
certificate containing the public key 620 1s transmitted from
the 1mage forming device 602 to the terminal 601 as a
response to the request of the start of encryption transmis-
sion. In the terminal 601 which received the public key 620
or the public key certificate containing the public key 620,
a session key 1s generated 1n a step S605. Moreover, 1n a step
5606, the generated session key 1s encrypted by using the
public key acquired 1n the step S604.

Subsequently, 1n a step S607, the encrypted session key 1s
transmitted from the terminal 601 to the image forming
device 602, and, 1n a step S608, the transmitted session key
1s decrypted by the image forming device 602. Conse-
quently, the image forming device 602 can secretly acquire
the session key.

After the session key was transmitted, the terminal 601
starts the encryption commumnication by using the session
key, and, i necessary, a new key pair of a private key 615
and a public key 616 1s transmitted from the terminal 601 to
the 1image forming device 602 in a step S609. Thus, the
image forming device 602 receives the new pair of the new
private key 615 and the new public key 616 1n the step S609,
whereby the image forming device 602 can secretly and
sately acquire the new private key 615 and the new public
key 616.

In this sequence, since the pair of the public key 620 and
the private key 621 to be used in the steps S606 and S608
1s the factory shipment value, there 1s a fear that the session
key to be transmitted 1n the step S607 leaks to people
outside. Nevertheless, a user can execute the encryption
communication without executing complicated and time-
consuming security setting, although the level of security 1n
the communication 1s low.

As above, since the default value of the pair of the public
key and the private key (also called the public key/private
key pair) or the public key certificate thereot to be used to
execute the encryption communication i1s stored in the
storage device, 1t 1s possible to execute the encryption
communication without executing complicated setting such
as the generation of the public key/private key pair or the
public key certificate. As the result of this, 1t 1s possible to
execute the secure communication, which can achieve cer-
tain level of secret leakage prevention, without executing the
complicated setting. Moreover, since the public key/private
key pair can be installed from the terminal through the
encryption communication using the default public key/
private key pair and the default public key certificate, 1t 1s
possible to eliminate the danger that the private key leaks to
people outside when the key 1s exchanged.

FIG. 7 1s a diagram showing, as well as FIG. S, one
example of the sequence to be executed between the forming
device and the PC, according to the present embodiment. In
FIG. 7, numeral 701 denotes a terminal (PC) which 1s
equivalent to the client terminal 420 of FIG. 4, and numeral
702 denotes an 1mage forming device which 1s equivalent to
the image forming device 410 of FIG. 4. Here, this sequence
1s characterized in that the 1mage forming device has a pair
of a public key 720 and a private key 721 both generated by
the 1mage forming device 1itself and thus called seli-gener-
ated keys, and, therefore, there 1s no possibility that the
session key leaks to people outside when the session key 1s
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exchanged. Incidentally, 1t 1s believed that the 1image form-
ing device seli-generates the pair of the public key 720 and
the private key 721 according to an instruction (or an
indication) mput through an operation panel attached to the
device or according to an instruction (or an indication) sent
from the terminal.

First, 1n a step S701, a message 1s transmitted from the
terminal 701 to the image forming device 702, so as to login
by administrator authority. When the login by the adminis-
trator authority 1s acknowledged by the image forming
device 702, a message “OK” i1s returned from the image
forming device 702 to the terminal 701 1n a step S702. After
the login succeeded, i a step S703, a start of encryption
transmission 1s requested from the terminal 701 to the image
forming device 702.

Then, 1n a step S704, the public key 720 or a public key
certificate containing the public key 720 1s transmitted from
the 1mage forming device 702 to the terminal 701 as a
response to the request of the start of encryption transmis-
S1011.

After the public key 720 or the public key certificate
containing the public key 720 was received, a session key 1s
generated by the terminal 701 1n a step S705. Moreover, 1n
a step S706, the generated session key 1s encrypted by using
the public key acquired 1n the step S704.

Subsequently, 1n a step S707, the encrypted session key 1s
transmitted from the terminal 701 to the image forming
device 702, and, 1n a step S708, the transmitted session key
1s decrypted by the image forming device 702. Conse-
quently, the 1image forming device 702 can secretly acquire
the session key. After the session key was transmitted, the
terminal 701 starts the encryption communication by using
the session key, and, 11 necessary, a new key pair of a private
key 715 and a public key 716 1s transmitted from the
terminal 701 to the 1image forming device 702 1n a step S709.
Thus, the image forming device 702 receives the new pair of
the new private key 715 and the new public key 716 as a
message on the encryption communication, whereby the
image forming device 702 can secretly and safely acquire
the new private key 715 and the new public key 716.

In this sequence, since the pair of the public key 720 and
the private key 721 to be used in the steps S706 and S708
1s seli-generated, there 1s no possibility that the session key
transmitted 1n the step S707 leaks to the people outside.

For this reason, this sequence 1s quite safe against leakage
and alteration 1n the encryption communication. Here, the
public key or the public key certificate transmitted 1n the step
S704 15 the self-generated thing which 1s not certified by a
reliable CA (certificate authority) or the like. However, 11 the
public key or the public key certificate newly installed 1s the
thing which 1s certified by the reliable CA, security improves
MOreoVver.

FIG. 8 1s a diagram showing, as well as FIG. 5, one
example of the sequence to be executed between the forming
device and the terminal, according to the present embodi-
ment. In FIG. 8, numeral 801 denotes a terminal (PC) which
1s equivalent to the client terminal 420 of FIG. 4, and
numeral 802 denotes an 1mage forming device which 1s
equivalent to the image forming device 410 of FIG. 4. Here,
this sequence 1s characterized in that the image forming
device has a pair of a public key 820 and a private key 821
both generated by the image forming device 1tself and thus
called self-generated keys, and, therefore, there 1s no pos-
sibility that the session key leaks to people outside when the
session key 1s exchanged.

First, 1n a step S801, a message 1s transmitted from the
terminal 801 to the image forming device 802, so as to login
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by administrator authority. When the login by the adminis-
trator authority 1s acknowledged by the image forming
device 802, a message “OK” i1s returned from the image
forming device 802 to the terminal 801 1n a step S802. After
the login succeeded, 1n a step S803, a start of encryption
transmission 1s requested from the terminal 801 to the image
forming device 802.

Then, 1n a step S804, the public key 820 or a public key
certificate containing the public key 820 1s transmitted from
the 1mage forming device 802 to the terminal 801 as a
response to the request of the start of encryption transmis-
sion. Subsequently, 1n a step S805, the user (or installer) of
the termunal 801 confirms the public key received and
acquired from the image forming device 802 in the step

S304.

Incidentally, the user of the terminal 801 visually confirms
the value of the public key displayed on the UI screen of the
image forming device 802. Besides, 1f the image forming
device 1s located away from the user, a administrator of the
device confirms the public key through its Ul and then
notifies the user of the terminal 801 of the confirmed public
key through post, mail, telephone, publication on newspa-
pers, publication on magazines, and the like.

After then, a session key 1s generated by the terminal 801
in a step S806. Moreover, 1n a step S807, the generated
session key 1s encrypted by using the public key acquired 1n
the step S802. Subsequently, 1n a step S808, the encrypted
session key 1s transmitted from the terminal 801 to the image
forming device 802.

In a step S809, the transmitted session key 1s decrypted by
the 1mage forming device 802. Consequently, the image
forming device 802 can secretly acquire the session key.
After the session key was transmitted, the terminal 801 starts
the encryption communication by using the session key, and,
il necessary, a new key pair of a private key 816 and a public
key 817 1s transmitted from the terminal 801 to the image
forming device 802 1n a step S810.

Thus, the image forming device 802 receives the new pair
of the private key 816 and the public key 817 as a message
on the encryption communication, whereby the image form-
ing device 802 can secretly and safely acquire the new
private key 816 and the new public key 817.

In this sequence, since the pair of the public key 820 and
the private key 821 to be used in the steps S807 and S809
1s seli-generated, there 1s no possibility that the session key
transmitted 1n the step S808 leaks to the people outside.

For this reason, this sequence 1s quite sale against leakage
and alteration in the encryption communication. Here, the
public key or the public key certificate transmitted 1n the step
S804 1s the selif-generated thing. However, since the user of
the terminal 801 confirms 1n the step S805 that the trans-
mitted public key 1s the thing owned by the image forming,
device 802, this sequence 1s quite safe also against a dummy
of the image forming device 802.

FIG. 9 1s a diagram showing one example of a Ul screen
900 on which the administrator of the device confirms the
public key information as shown in FIG. 8. In FI1G. 9, a pane
910 displays, as a list, the keys held by the 1image forming
device 802, a column 911 shows key names, and a column

912 shows algorithms used by the respective keys.
A row 913 shows that the key name 1s “KEY OF GINJI”

and the used algorithm 1s RSA (Rivest Shamir Adleman),
and a row 914 shows that the key name 1s “KEY OF
BUNTARO” and the used algorithm 1s RSA. A button 915

1s used to indicate display of the detailed information of the
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key selected in the pane 910, and a button 916 1s used to
indicate the operation to close the screen of the key infor-
mation.

In the example of FI1G. 9, the row 913 1s selected, and the
details of the key information corresponding to the row 913
are displayed in a pane 920. Here, numeral 921 denotes a
location where the detailed information of the selected key

1s displayed. In the example of FI1G. 9, 1t 1s displayed that the
key name 1s “KEY OF GINII”, the date of installation 1s

Dec. 18, 2003, the used algorithm 1s RSA, and the key length
1s 1024 bits. In addition, the value of the public key 1s also
displayed.

A button 932 1s used to indicate to print the details of the
key information, a button 923 1s used to send an E-mail
concerning the details of the key mformation displayed 1n
the display location 921, and a button 924 1s used to indicate
to close the pane 920. Here, 1t should be noted that the
content of FIG. 9 15 absolutely one example. Therefore, for
example, the information of the public key certificate may be
added to the pane 920.

(Network Print System According To Second Embodiment)

Subsequently, the network print system according to the
second embodiment of the present invention will be
explained with reference to the attached drawings.

FIG. 11 1s a diagram showing one example of the con-
figuration of the network print system according to the
second embodiment.

A print device 1110 according to the present embodiment
1s connected to an external controller terminal device 1120
of the print device 1110 and a user terminal device 1130
through a network 1100, whereby the print device 1110 can
mutually execute data communication with the external
controller terminal device 1120 and the user terminal device
1130. Here, 1t should be noted that FIG. 11 shows the single
print device, the single external controller terminal device
and the single user terminal device. However, 1t 1s possible
to provide the plural print devices, the plural external
controller terminal devices and the plural user terminal
devices.

The print device 1110 in the present embodiment 1s the
MFP (multifunctional peripheral) which can be used as a
copying device and can also be used as a network printer.

The external controller terminal device 1120 of the print
device 1110 enables to remotely control the print device
1110 by transmitting and receiving the control command or
the control data of the print device 1110 through the network
1100.

The user terminal device 1130 1s the device which enables
a user to use various functions such as a print function and
the like held 1n the print device 1110. For example, the user
terminal device 1130 has a print application and/or a print
driver which can be used with respect to the print device
1110, whereby the user terminal device 1130 transmits the
print data to the print device 1110 or the external controller
terminal device 1120 by using the print application and/or
the print driver. Then, the print device 1110 executes printing
based on the transmitted print data.

The external controller terminal device 1120 1n the pres-
ent embodiment 1s the terminal device 1n which the platform
for a general-purpose personal computer (PC) 1s used,
whereby the hardware constitution of the external controller
terminal device 1120 1s the same as that of the user terminal
device 1130.

Incidentally, all the devices shown 1 FIG. 11 (the print
device 1110, the external controller terminal device 1120
and the user terminal device 1130) are the network-corre-
sponding devices capable of executing communication
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through the network 1100. Moreover, in the present embodi-
ment, a LAN 1s used as the network 1100. However, 1t 1s
needless to say that the network 1100 1s not limited to the
LLAN, that 1s, a WAN (wide area network), the Internet and
the like can also be used as the network 1100.

Besides, the communication between the print device
1110 and the external controller terminal device 1120 and
the communication between the print device 1110 and the
user terminal device 1130 can be achieved according to a
given encryption communication protocol. Here, 1t should
be noted that the encryption communication protocol 1s the
protocol for certificating the device being a communication
partner by using a key pair generated by a later-described
key pair generation function of the print device 1110, and for
generating a common key to be used 1n communication data
encryption and then actually encrypting communication
data.

FIG. 12 1s a block diagram showing one example of the
internal constitution (1.e., hardware constitution) of the user
terminal device 1130.

In FIG. 12, a CPU 1201 executes control software stored
in a ROM 1202 or an HD 1211 or supplied from an FD 1212,
whereby the CPU 1201 totally controls the devices con-
nected to a system bus 1204.

Here, 1t should be noted that, 1n the present embodiment,
the encryption communication between the user terminal
device 1130 and the print device 1110 1s executed by the
CPU 1201 based on the program stored in the ROM 1202 or
the HD 1211.

Numeral 1203 denotes a RAM which functions as the
main memory, the working area and the like for the CPU
1201, and numeral 1205 denotes a KBC (keyboard control-

ler) which controls instructions (or indications) transierred
from a KB (keyboard) 1209, a not shown pointing device
and the like.

Numeral 1206 denotes a CRTC (cathode ray-tube con-
troller) which controls the displaying status of a CRT (or
CRT display) 1210, and numeral 1207 denotes a DKC (disk

controller) which controls accessing to the HD 1211 and the
FD 1212.

Here, the HD 1211 stores a boot program (that 1s, a
starting program which 1s used to start executing (or oper-
ating) various hardware and software), plural applications,
edited files, user files, a network management program and
the like.

Numeral 1208 denotes a network I/F control device which
bi-directionally exchanges data with the print device 1110,
other network devices, and other PC’s through the network
(LAN) 1100.

Here, 1t should be noted that, 1n the present embodiment,
the mternal constitution (hardware constitution) of the exter-
nal controller terminal device 1120 1s the same as that of the
user terminal device 1130 shown m FIG. 12, whereby the
detailed explanation thereof will be omitted.

FIG. 13 1s a block diagram showing one example of the
internal constitution (i.e., hardware constitution) of the print
device 1110. In FIG. 13, it should be noted that the print
device 1110 1s the network device on which the program of
cach unit according to the present embodiment runs.

The print device 1110 contains a CPU 1301. The CPU
1301 executes the program stored in a ROM 1302 or an HD
1309 so as to totally control the devices connected to a
system bus 1304.

A RAM 1303 functions as the main memory, the working
area and the like for the CPU 1301, an NVRAM (nonvolatile
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RAM) 1305 stores various setting values of the print device
1110, and a DVC (device controller) 1306 controls a device

1307.

Moreover, a DKC (disk controller) 1308 controls access-
ing to the HD 1309 which stores therein the programs for
controlling the device and various data.

A network I/F control device 1310 bi-directionally
exchanges data with a network printer, other network
devices and other PC’s through the network (LAN) 1100.

Incidentally, a Ul (user interface) 1311 in the present
embodiment has a display screen of a touch panel type.
Therefore, a user can execute various setting operations for
the print device 1110 by handling or operating the touch-
panel display screen.

FIG. 14 15 a block diagram showing one example of the
software constitutions of the external controller terminal
device 1120 and the user terminal device 1130 according to
the present embodiment.

In FIG. 14, a network driver 1401 which 1s connected to
the network 1100 controls the network I/F control device
1208 shown 1n FIG. 12 to transmit/receive the data to/from
the external through the network 1100.

A network communication control unit 1402 controls a
network communication protocol such as TCP/IP (Trans-
mission Control Protocol/Internet Protocol) or the like to
transmit/receive the data to/from the external.

Moreover, an encryption communication unit 1403 1s the
module for executing encryption communication according
to the above-described given encryption communication
protocol. Here, 1t should be noted that the encryption com-
munication 1s the communication that data 1s transmitted/
received 1n the encrypted form. Then, an encryption pro-
cessing umt 1406 executes various encryption processes
such as a process of encrypting the communication data to
be transmitted, a process of decrypting the received com-
munication data, and the like.

An application 1404 includes the various applications
which use and/or execute the functions of the print device
1110 such as the print function and the like.

A device control unit 1405 i1s the module which 1s held by
the external controller terminal device 1120. The device
control unit 1405 executes a process for remotely controlling
the print device 1110 by generating a control command and
control data for the print device 1110 and then transmitting
the generated control command and the control data to the
print device 1110 through the network 1100.

FIG. 15 1s a block diagram showing one example of the
soltware constitution of the print device 1110 in the present
embodiment.

In FIG. 15, a network driver 1501 which 1s connected to
the network 1100 controls the network I/F control device
1310 shown 1n FIG. 13 to transmit/recerve the data to/from
the external through the network 1100.

A network communication control unit 1502 controls a
network communication protocol such as TCP/IP or the like
to transmit/recerve the data to/from the external.

An encryption communication unit 1503 1s the module for
executing encryption communication according to the
above-described given encryption communication protocol,
and an encryption processing unit 1506 executes various
encryption processes such as a process of encrypting the
communication data to be transmitted, a process of decrypt-
ing the recerved communication data, and the like.

An application 1504 1s the application which executes the
functions of the print device 1110 such as the print function

and the like.
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A device control unit 1505 1s the module which totally
controls the print device 1110 by generating a control
command and control data for the print device 1110.

A key pair generation processing unit 1507 1s the module
for executing a process of automatically generating data of
the key pair (hereinafter called key pair data).

A key pair storage processing unit 1508 1s the module for
storing the key pair data generated through the process of the
key pair generation processing unit 1507 in the HD 1309 or
the NVRAM 1305 shown 1n FIG. 13. Besides, 1in response
to a request from another module, the key pair storage

processing unit 1508 reads the key pair data from the HD
1309 or the NVRAM 1305 and sends the read key pair data

to the relevant module.

Subsequently, one example of the operation to be
executed by the print device 1n case of automatically gen-
erating and storing the key pair data will be explained
hereinaiter with reference to a flow chart shown in FIG. 16.

In the following explanation, 1t 1s assumed that the key
pair data of the print device 1110 1s previously stored as a file
in the HD 1309 of FI1G. 13, and the file in which the key pair
data 1s previously stored is called the key pair file.

Initially, 1 a step S1601, when the power supply of the
print device 1110 1s turned on, the encryption processing unit
1506 access the HD 1309 to judge whether or not the key
pair file 1n which the key pair data 1s previously stored exists
in the HD 1309.

When 1t 15 judged in the step S1601 that the key pair file
exists 1 the HD 1309, the flow advances to a step S1602.

In the step S1602, the encryption processing unit 1506
opens the key pair file 1n the HD 1309 and acquires the data
of the open key and the data of the private key both included
in the key pair data.

In the present embodiment, 1t should be noted that the
private key included 1n the key pair held by the print device
1110 1s stored in the key pair file 1n the form encrypted by
a common key encryption system.

Moreover, the data of the common key to be used to
encrypt the private key 1s stored in the NVRAM 1305 of the
print device 1110.

Incidentally, 1n the present embodiment, the data of the
common key 1s stored in the NVRAM 1305 shown 1n FIG.
13 so that 1t 1s impossible to access the data of the common
key from outside. Besides, 1n the present embodiment, only
the private key 1s encrypted by the common key encryption
system. However, 1t 1s needless to say that both the private
key and the public key may be encrypted and stored in the
file, and that the private key and the public key may be
encrypted by a public key encryption system.

Subsequently, 1n a step S1603, the encryption processing
unit 1506 accesses the NVRAM 1305 to acquire the data of
the common key used in case of encrypting the private key.
Then, 1n a step S1604, the encryption processing unit 1506
decrypts the data of the private key acquired in the step
51602 by using the acquired common key.

When the decryption of the private key in the step S1604
succeeds, the flow advances to a step S1605. In the step
S1605, the key pair generation processing unit 1507 calcu-
lates and generates the digest value of the private key
according to an algorithm of one-way hash function.

Here, it should be noted that SHA-1 (Secure Hash Algo-
rithm-1), MD35 (Message Digest Algorithm 5) or the like can
be used as the algorithm of one-way hash function.

In the present embodiment, even 1n case of generating the
key pair data, the digest value of the private key 1s generated,
and the generated digest value of the private key 1s stored 1n
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the NVRAM 1305 as well as the common key to be used 1n
case of encrypting the private key.

Subsequently, 1n a step S1606, the key pair generation
processing unit 1507 acquires from the NVRAM 1305 the
digest value of the private key calculated when the key 1s
generated.

Next, 1n a step S1607, the key pair generation processing
umt 1507 compares the digest value acquired in the step
51606 with the digest value of the private key calculated 1n
the step S1605, thereby detecting whether or not the held
data of the private key 1s damaged.

Then, 1n a step S1608, the key pair generation processing,
unmit 1507 judges whether or not the digest value acquired in
the step S1606 conforms to the digest value of the private
key calculated 1n the step S1605. Thus, when judged that the
digest value acquired 1n the step S1606 does not conform to
the digest value of the private key calculated in the step
S1605, the flow advances to a next step S1609 to execute a
later-described generation/storage process of the key pair
(hereinafter called key pair generation/storage process).
After then, when the key pair generation/storage process
ends, the process ends as a whole. Meanwhile, when judged
that the digest value acquired in the step S1606 conforms to
the digest value of the private key calculated in the step
S16035, the process immediately ends without executing the
key pair generation/storage process.

Incidentally, when judged 1n the step S1601 that the key
pair file does not exist 1n the HD 1309, the flow skips the
steps S1602 to S1608 and directly advances to the step
S1609 to execute the key pair generation/storage process.

In the present embodiment, the number of key pairs held
by the print device 1110 1s one. However, it 1s possible
through the process of the above flow chart shown 1n FIG.
16 to automatically generate and store plural key pairs
respectively according to necessary purposes. For example,
it 1s possible to generate and store the key pairs respectively
with respect to the users who use the print device 1110, and
it 1s also possible to generate and store the key pairs
respectively with respect to the applications on the print
device 1110.

Subsequently, one example of the operation to be
executed by the print device 1110 1n case of executing the
key pair generation/storage process will be explained here-
inafter with reference to a flow chart shown 1n FIG. 17.

Incidentally, 1t should be noted that the key pair genera-
tion/storage process shown i FIG. 17 1s the key pair
generation/storage process 1n the step S1609 of FIG. 16.

Initially, 1n a step S1701, the key pair generation process-
ing unit 1507 acquires a setting parameter value for gener-
ating the key pair. Here, the setting parameter value 1n the
present embodiment includes the public key encryption
algorithm of the key pair to be generated and the bit length
of the data of the key.

In the present embodiment, the key pair of the public key
encryption algorithm such as RSA (Rivest Shamir Adle-
man), DSA (Digital Signature Algorithm) or the like can be
generated, as the public key encryption algorithm for the key
pair to be generated. In the print device 1110, the public key
encryption algorithm and the bit length of the data of the key
are set beforechand as default setting values. These setting
values are stored in the NVRAM 13035 of the print device
1110. Incidentally, it 1s possible for the user to change the
public key encryption algorithm of the key pair to be
generated and the bit length of the data of the key to be
generated, through the operation on the Ul 1311 being the
touch-panel display screen shown i FIG. 13.
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Next, 1 a step S1702, the key pair generation processing
unit 1507 generates the key pair based on the setting values
acquired in the step S1701 and stored 1n the NVRAM 1305.
After the generation of the key pair normally ends, 1n a step
S1703, the key pair generation processing unit 1507 gener-
ates pseudorandom numbers as the common key for encrypt-
ing by the common key encryption system the data of the
private key of the key pair generated 1n the step S1702.

Then, 1n a step S1704, the key pair generation processing,
unit 1507 calculates and generates the digest value of the
private key, generated 1n the step S1702, according to the
algorithm of one-way hash function. As described above, 1t
should be noted that the digest value of the private key 1s
used 1n the step S1607 of FIG. 16 to detect whether or not
the data of the private key 1s damaged.

After then, mn a step S1705, the key pair generation
processing unit 1507 encrypts the data of the private key by
using the common key for encrypting the private key
generated 1n the step S1703.

When the encryption of the data of the private key 1n the
step S1705 succeeds, the flow advances to a step S1706. In
the step S1706, the key pair storage processing unit 1508
outputs the data of the public key and the encrypted data of
the private key as the file and stores them in the HD 1309.

Moreover, 1n a step S1707, the key pair storage processing,
unit 1508 stores i the NVRAM 13503 the data of the
common key used 1n case of encrypting the data of the
private key. Likewise, 1n a step S1708, the key pair storage
processing unit 1508 stores in the NVRAM 1503 the data of
the digest value of the private key. Then, the key pair
generation/storage process based on the flow chart shown 1n
FIG. 17 ends.

As described above, 1n the present embodiment, the print
device 1110 automatically generates and stores the key pair.
In addition, when the user wishes to regenerate and update
the key pair, 1t 1s possible for the print device 1110 to
regenerate and update the key pair.

Subsequently, one example of the operation to be
executed by the print device 1110 1n case of regenerating and
updating the key pair based on the user setting will be
explained heremaftter with reference to a flow chart shown 1n
FIG. 18.

Incidentally, as well as the above case where the user
designates the public key encryption algorithm of the key
pair to be generated and the bit length of the data of the key,
the print device 1110 in the present embodiment can desig-
nate the regeneration and update of the key parr.

That 1s, 1t 1s possible for the user to set the setting value
of the regeneration and update of the key pair, through the
operation on the Ul 1311 being the touch-panel display
screen shown 1n FIG. 13. Then, the acquired setting value 1s
stored 1n the NV RAM 1305.

Initially, 1n a step S1801, when the power supply of the
print device 1110 1s turned on, the key pair generation
processing unit 1507 acquires the setting value of the
regeneration and update of the key pair. Then, 1 a step
S1802, the key pair generation processing unit 1507 judges
whether the setting 1s “ON” or “OFF” based on the setting
value acquired 1n the step S1801. Then, when judged that the
setting 1s “ON” based on the setting value acquired 1n the
step S1801, the tlow advances to a step S1811 to execute a
regeneration/update process of the key pair.

Meanwhile, when judged 1n the step S1802 that the setting
1s “OFF”, the flow advances to steps S1803 through S1810.

Here, it should be noted that the process 1n the step S1811
1s the same as the process 1n the step S1609 shown 1n FIG.
16 (that 1s, the process in the steps S1701 to S1708 shown
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in FIG. 17). Moreover, 1t should be noted that the process 1n
the steps S1803 to S1810 1s the same as the process 1n the
steps S1601 to S1608 shown in FIG. 16. Therefore, the
detailed explanation of these processes will be omitted.

In the present embodiment, the case where the key pair 1s
regenerated and updated when the print device 1110 1s
activated 1s explained by way of example. In addition, even
when the print device 1110 1s being operated, 1t 1s possible
based on the user operation on the UI 1311 to judge whether
the setting of the regeneration and update of the key pair 1s
“ON” or “OFF”, and, when judged that the setting 1s “ON”,
it 1s possible to regenerate and update the key pair 1n the
above manner.

As described above, according to the present embodi-
ment, when the power supply of the print device 1110 1s
turned on, it 1s judged whether or not the key pair data exists
in the HD 1309 of the print device 1110. Then, when 1t 1s
judged that the key pair data does not exist 1n the HD 1309,
the key pair 1s generated and stored. Thus, even when the
key pair stored 1n the print device 1110 1s deleted for some
reason, the key pair data can be acquired without any
complicated operation by the user. Consequently, 1t 1s pos-
sible to easily and certainly prevent the inconvenient situ-
ation that the encryption communication of the data between
the print device 1110 and the user terminal device 1130
becomes 1mpossible.

Meanwhile, when 1t 1s judged that the key pair data exists
in the HD 1309 of the print device 1110, the private key
included 1n the key pair data 1s decrypted, and the digest
value of the relevant private key 1s generated. In addition,
the digest value of the private key calculated when the key
pair data 1s generated 1s acquired. Then, when the generated
digest value does not conform to the acquired digest value,
it 1s judged that the data of the private key 1s damaged, and
the key pair data 1s thus regenerated and updated. Therelfore,
even 1I the key pair stored in the print device 1110 1is
damaged for some reason, the adequate key pair data can be
acquired without any complicated operation by the user. On
this account, 1t 1s possible to easily and certainly prevent the
inconvenient situation that the encryption communication of
the data between the print device 1110 and the user terminal
device 1130 becomes impossible.

Moreover, 1n addition to the case where the power supply
of the print device 1110 1s turned on, the key pair data 1s
regenerated and updated based on the user operation on the
UI 1311 of the print device 1110 in some cases. Thus, for
example, 1n a case where the user judges that there 1s a fear
that secrecy of the key pair 1s lost, 1t 1s possible to update the
key pair data 1n accordance with the intention of the user. On
this account, the secrecy of the data to be transmitted and
received between the print device 1110 and the user terminal
device 1130 can be certainly held or maintained as much as
possible.

FIG. 10 1s a diagram showing a memory map of a
CD-ROM being one example of a storage medium. In FIG.
10, numeral 9999 denotes an area 1n which directory infor-
mation 1s stored, numeral 9998 denotes an area 1n which a
later 1nstall program 1s stored, and numeral 9997 denotes an
area 1n which the program for achieving the embodiments of
the present invention 1s stored. More specifically, the area
9998 1s the areca 1 which the program for installing the
program to achieve the embodiments of the present inven-
tion 1s stored.

The area 9997 1s the areca in which the program for
achieving the embodiments of the present invention 1is
stored. That 1s, 1n a case where the program for achieving the
embodiments of the present invention 1s installed 1n, e.g., the
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device 300, the install program stored 1n the area 9998 1s first
loaded to the system, and the loaded program 1s executed by

the CPU 301.

Next, the install program executed by the CPU 301 allows
to read the program for achieving the embodiments of the
present invention from the area 9997 and then store the read

program 1n the HD 311.

Incidentally, the present invention can be applied to a
system or an integrated device which consists of plural
devices such as a host computer, an interface equipment, a
reader and the like, or to an apparatus which comprises a
single device.

Further, 1t 1s needless to say that the object of the present
invention can be achieved 1n a case where a storage medium
storing therein the program codes of software to realize the
functions of the above embodiments 1s supplied to a system
or an apparatus, and thus a computer (or CPU or MPU) 1n
the system or the apparatus reads and executes the program
codes stored 1n the storage medium. In this case, the program
codes themselves read out of the storage medium realize the
novel functions of the present invention. Therefore, the
storage medium which stores these program codes consti-
tutes the present invention.

As the storage medium from which the program codes are
supplied, for example, a floppy™ disk, a hard disk, an
optical disk, a magnetooptical disk, a CD-ROM, a CD-R, a
magnetic tape, a nonvolatile memory card, a ROM or the
like can be used.

Further, the present invention includes not only a case
where the functions of the above embodiments are realized
by executing the program codes read by the computer, but
also a case where an OS (operating system) or the like
running on the computer executes a part or all of the actual
process on the basis of the instructions of the program codes
and thus the functions of the above embodiments are real-
1zed by the relevant process.

Furthermore, the present immvention also includes a case
where, after the program codes read out of the storage
medium are written 1nto a function expansion board mserted
in the computer or the memory provided in a function
expansion unit connected to the computer, the CPU or the
like provided 1n the function expansion board or the function
expansion unit executes a part or all of the actual process on
the basis of the instructions of the program codes, and thus
the functions of the above embodiments are realized by the
relevant process.

In addition, 1t 1s needless to say that the present invention
can be also applied to a case where the program codes of
software to realize the functions of the above embodiments
are delivered from the storage medium to the requesters
through a communication line 1n personal computer com-
munication or the like.

This application claims priorities from Japanese Patent
Application Nos. 2004-117117 filed on Apr. 12, 2004, and
2004-191542 filed on Jun. 29, 2004, which are hereby

incorporated by reference herein.

What 1s claimed 1s:

[1. A data processing device comprising:

a storage unit configured to store an 1nmitial value of a pair
of a public key and a private key;

a communication unit configured to (1) transmit the public
key stored 1n said storage unit to an external device, (11)
receive a session key encrypted using the transmitted
public key, (111) decrypt the received session key using
the private key stored in said storage unit, and (1v)
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receive a new pair ol a public key and a private key
from the external device using the decrypted session
key:;

an 1nstallation unit configured to 1nstall the new pair of the
public key and the private key received by said com-
munication unit;

a determination unit configured to determine whether
login by an administrator authority 1s acknowledged;

an installation permission unit configured to permit said
installation umit to install the new pair of the public key
and the private key when the login by an administrator
authority 1s acknowledged; and

a display control unit configured to cause a display unit to
display a value of the public key installed from the
external device.]

[2. A data processing device according to claim 1, further
comprising a display control umt configured to cause a
display unit to display the initial value of the pair of the
public key and the private key stored in said storage unit.]

[3. A data processing device according to claim 1, further
comprising a default unit configured to return the value of
the pair of the public key and the private key stored 1n said
storage unit to the mnitial value, 1n response to an 1nstruction
from a user.]

[4. A data processing device comprising:

a storage unit configured to store an 1mitial value of a pair

of a public key and a private key;

a communication unit configured to (1) transmit the public
key stored 1n said storage unit to an external device, (11)
receive a session key encrypted using the transmitted
public key, (111) decrypt the received session key using
the private key stored in said storage unit, and (1v)
receive a new pair of a public key and a private key
from the external device using the decrypted session
key:;

an 1nstallation unit configured to 1nstall the new pair of the
public key and the private key received by said com-
munication unit;

a display control unit configured to cause a display unit to
display a value of the public key generated by said key
generation unit; and

a key generation unit configured to generate the initial
value of the pair of the public key and the private key
in said data processing device, in response to an
instruction from a user,

wherein said installation unit installs the new pair of the
public key and the private key obtained from the
external device by executing the encryption communi-
cation by using the 1nitial value of the pair of the public
key and the private key generated by said key genera-
tion unit.]

[5. A control method for controlling a data processing

device, comprising:

storing an 1nitial value of a pair of a public key and a
private key 1n a storage unit;

transmitting, using a communication unit, the public key
stored 1n the storage unit to an external device;

recerving, using the communication unit, a session key
encrypted using the transmitted public key;

decrypting the receirved session key using the private key
stored 1n the storage unit;

recerving a new pair of a public key and a private key
from the external device using the decrypted session
key:;

determining, using a determination umt, whether login by
an administrator authority 1s acknowledged;
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permitting installation of the new pair of the public key
and the private key when the login by an administrator
authority 1s acknowledged;

installing, using an 1nstallation unit, the received new pair

of the public key and the private key when installation
1s permitted; and

displaying, using a display control unit, a value of the

public key installed from the external device.]

6. A data processing device which is able to communicate
with an external device, comprising:

a memory configured to store an initial public key and an

initial private key;

a memory device that stores a set of instructions; and

at least one processor that executes the instructions to:

perform first encryption communication by opening and
using the initial public key, where, in the first encryp-
tion communication, key information encrypted by the
opened initial public key is rveceived from the external
device;

decrypt the encrypted key information by using the initial

private key stored in the memory;

perform second communication, which is encryption com-

munication, by using the key information, where, in the
second communication, a new public key encrypted by
the key information and a new private key encrypted by
the key information ave received from the external
device;

install the new public key and the new private key to

perform third communication, which is encryption
communication, by using the new public key and the
new private key; and

cause a display unit to display information of the installed

new public key.

7. A data processing device according to claim 6, wherein
the at least ome processor executes instructions in the
memory device to:

receive a login rvequest from the external device; and

install the new public key and the new private key in a

case where login based on the login request received in
vesponse to the login vequest is permitted.

8. A data processing device accovding to claim 6, wherein
the at least omne processor executes instructions in the
memory device to:

generate the initial public key and the initial private key,

wherein the memory stores the generated initial public

key and the generated initial private key.

9. A data processing device according to claim 6, wherein
the information of the new public key includes a date when
the new public key has been installed.

10. A data processing device accorvding to claim 9,
wherein the information of the new public key includes a
name of the new public key which has been installed.

1l1. A data processing device according to claim 9,
wherein the information of the new public key includes a
value of the new public key which has been installed.

12. A data processing device according to claim 9,
wherein the at least one processor executes instructions in
the memory device to:

instruct printing of the information of the new public key.

13. A data processing device according to claim 9,
wherein the at least one processor executes instructions in
the memory device to.

instruct transmitting of the information of the new public

key.

14. A data processing device according to claim 6,
wherein the data processing device is an image forming
apparatus that executes print processing.

20

15. A data processing device according to claim 6,
wherein the initial public key and the initial private key are
storved as factory shipment values in the memory.

16. A data processing device according to claim 6,

5 wherein the key information is a session key.

17. A data processing device according to claim 6,
wherein the at least one processor executes instructions in
the memory device to.

perform login processing according to a login message

10 transmitted from the external apparatus; and

install the new public key and the new private key after the

login by an administrator authority to the data pro-
cessing apparatus is acknowledged based on the login
message transmitted from the external apparatus.

15 18. A control method for controlling a data processing
device which is able to communicate with an external
device, comprising.

performing first encryption communication by opening

and using an initial public key storved by a memory,

20 whevre, in the first encryption communication, key infor-
mation encrypted by the opened initial public key is
received from the external device;

decrypting the encrypted key information by using an

initial private key stored in the memory;,

25 performing second communication, which is encryption
communication, by using the key information, where, in
the second encryption communication, a new public
key encrypted by the key information and a new private
key encrypted by the key information ave received from

30 the external device;

installing the new public key and the new private key to

perform third communication, which is encryption
communication, by using the new public key and the
new private key; and

35 causing a display unit to display information of the
installed new public key.

19. A non-transitory computer readable storage medium
Jor storing a computer program for causing a data process-
ing device which is able to communicate with an external

40 device to execute:

performing first communication by opening and using an

initial public key storved by a memory, where, in the first
encryption communication, key information encrypted
by the opened initial public key is received from the

45 external device;

decrypting the encrypted key information by using an

initial private key stored in the memory;,

performing second communication, which is encryption

communication, by using the key information, wheve, in

50 the second communication, a new public key encrypted
by the key information and a new private key encrypted
by the key information are received from the external

device;
installing the new public key and the new private key to
55 perform third communication, which is encryption

communication, by using the new public key and the
new private key; and

causing a display unit to display information of the
installed new public key.

60  20. An image forming apparatus which is able to com-
municate with an external device which creates a print job
and transmits the created print job to the image forming
apparatius, comprising

a memory configurved to stove an initial public key and an

65 initial private key, the initial public key and the initial
private key being storved before the image forming
apparatus communicates with the external device and
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the initial public key and the initial private key being
able to be used without executing a setting by a user for
generating of a public key and a private key,

a memory device that stores a set of instructions; and

at least one processor that executes the instructions to:

perform first encryption communication by opening and
using, in a case where a start of communication is
requested from the external device, the initial public
key, where, in the first communication, key information
encrypted by the opened initial public key is received
from the external device, wherein the external device
generates the key information which is to be used in a
communication for an installation of a pair of new
public key and a new private key;

decrypt the encrypted key information by using the initial

private key stored in the memory,

perform second communication, which is encryption com-

munication, by using the key information, where, in the
second communication, a new public key encrypted by
the key information and a new private key encrypted by
the key information arve received from the external
device;

install the new public key and the new private key to

perform third communication, which is encryption
communication, by using the new public key and the
new private key; and

cause a display unit to display information of the installed

new public key.

21. An image forming apparatus accovding to claim 20,
wherein the key information is a session key.

22. An image forming apparatus according to claim 19,
wherein the at least one processor executes instructions in
the memory device to.

perform a login processing according to a login message

transmitted from the external apparatus via a network;
and

install the new public key and the new private key after the

login by an administrator authority to the image form-
ing apparatus is acknowledged based on the login
message transmitted from the external apparatus via
the network.

23. A data processing device which is able to communi-
cate with an external device, comprising:

a memory configured to store an initial public key and an

initial private key;

a memory device that stoves a set of instructions, and

at least one processor that executes the instructions to:

perform first communication, wheve, in the first commu-
nication, the initial public key is transmitted to the
external device and key information encrypted by the
initial public key is received from the external device;

decrypt the encrypted key information by using the initial
private key stored in the memory;
perform second communication, which is encryption com-
munication, where, in the second communication, at
least a new public key encrypted using the key infor-
mation and a new private key encrypted using the key
information are received from the external device;

install the new public key and the new private key to
perform third communication, which is encryption
communication, where, in the third communication, the
new public key and the new private key are used; and

provide data to be used for displaving information of the
installed new public key.

24. A data processing device according to claim 23,
wherein the at least one processor executes instructions in
the memory device to:
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receive a login request from the external device; and

install the new public key and the new private key in a
case where login based on the login request received in
response to the login rvequest is permitted.

25. A data processing device according to claim 23,
wherein the at least one processor executes instructions in
the memory device to:

generate the initial public key and the initial private key,

wherein the memory stores the generated initial public

key and the generated initial private key.

26. A data processing device according to claim 23,
wherein the information of the new public key includes a
date when the new public key has been installed.

27. A data processing device according to claim 26,
wherein the information of the new public key includes a
name of the new public key which has been installed.

28. A data processing device according to claim 26,
wherein the information of the new public key includes a
value of the new public key which has been installed

29. A data processing device according to claim 26,
wherein the at least one processor executes instructions in
the memory device to:

instruct printing of the information of the new public key.

30. A data processing device according to claim 26,
wherein the at least one processor executes instructions in
the memory device to:

instruct transmitting of the information of the new public

key.

31. A data processing device according to claim 23,
wherein the data processing device is an image forming
apparatus that executes print processing.

32. A data processing device according to claim 23,
wherein the initial public key and the initial private key are
storved as factory shipment values in the memory.

33. The data processing device according to claim 23,
wherein the data processing device provides information of
the installed new public key to a display unit.

34. A data processing device according to claim 23,
wherein the key information is used to establish encryption
communication between the external device and the data
processing device, and the external device and the data
processing device have the key information in common after
receiving the key information from the external device.

35. A data processing device according to claim 23,
wherein the key information is a session key, which is used
to establish encryption communication between the external
device and the data processing device, and the external
device and the data processing device have the key infor-
mation in common after veceiving the key information from
the external device.

36. A control method comprising:

performing first communication, wheve, in the first com-

munication, an initial public key stored in a memory is
transmitted to an external device and key information
encrypted by the initial public key is received from the
external device;

decrypting the encrypted key information by using an

initial private key stored in the memory;

performing second communication, which is encryption

communication, where, in the second communication,
at least a new public key encrypted using the key
information and a new private key encrypted using the
key information are received from the external device;
installing the new public key and the new private key to
perform thivd communication, which is encryption
communication, where, in the third communication, the
new public key and the new private key are used; and
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providing data to be used for displaving information of

the installed public key.

37. A control method according to claim 36, further
COmprising:

receiving a login request from the external device; and

installing the new public key and the new private key in

a case where login based on the login request rveceived
in response to the login request is permitted.

38. A control method according to claim 36, further
COmMpPrising.

generating the initial public key and the initial private

key,

wherein the memory stores the generated initial public

key and the generated initial private key.

39. A control method according to claim 36, wherein the
information of the new public key includes a date when the
new public key has been installed.

40. A control method according to claim 39, wherein the
information of the new public key includes a name of the new
public key which has been installed.

41. A control method according to claim 39, wherein the
information of the new public key includes a value of the new
public key which has been installed.

42. A control method according to claim 39, further
COmMpYising:

instructing printing of the information of the new public

key.

43. A control method according to claim 39, further
COmprising:

instructing transmitting of the information of the new

public key.

44. A control method according to claim 36, wherein the
data processing device is an image forming apparatus that
execiites print processing.

45. A control method according to claim 36, wherein the
initial public key and the initial private key ave stored as
Jactory shipment values in the memory.

46. The control method according to claim 36, further
comprising providing information of the installed new pub-
lic key to a display unit.

47. A control method according to claim 36, wherein the
key information is used to establish encryption communica-
tion between the external device and the data processing
device, and the external device and the data processing
device have the key information in common after receiving
the key information from the external device.

48. A control method according to claim 36, wherein the
key information is a session key, which is used to establish
encryption communication between the external device and
the data processing device, and the external device and the
data processing device have the key information in common
after veceiving the key information from the external device.

49. A non-transitory computer readable storage medium
Jfor storing a computer program for causing a data process-
ing device which is able to communicate with an external
device to execute:

performing first communication, wheve, in the first com-

munication, an initial public key stoved in a memory is
transmitted to an external device and key information
encrypted by the initial public key is received from the
external device;

decrypting the encrypted key information by using an

initial private key stored in the memory;,

performing second communication, which is encryption

communication, where, in the second communication,
at least a new public key encrypted using the key
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information and a new private key encrypted using the
key information ave received from the external device;
installing the new public key and the new private key to
perform third communication, which is encryption
5 communication, where, in the third communication, the
new public key and the new private key are used; and
providing data to be used for displaving information of

the installed new public key.

50. A non-transitory computer readable storage medium

10 according to claim 49, wherein the computer program

further causes the data processing device to execute:
receiving a login request from the external device; and
installing the new public key and the new private key in

a case where login based on the login request received

in response to the login request is permitted.

51. A non-transitory computer readable storage medium
according to claim 49, wherein the computer program
further causes the data processing device to execute:

generating the initial public key and the initial private

key,

wherein the memory stores the generated initial public

key and the generated initial private key.

52. A non-transitory computer readable storage medium
according to claim 49, wherein the information of the new
25 public key includes a date when the new public key has been

installed.

53. A non-transitory computer readable storage medium
according to claim 42, wherein the information of the new
public key includes a name of the new public key which has

30 been installed.

54. A non-transitory computer readable storage medium
according to claim 42, wherein the information of the new
public key includes a value of the new public key which has
been installed.

55. A non-transitory computer readable storage medium
according to claim 42, wherein the computer program
further causes the data processing device to execute:

instructing printing of the information of the new public

key.

56. A non-transitory computer readable storage medium
according to claim 42, wherein the computer program
further causes the data processing device to execute:

instructing transmitting of the information of the new

public key.

57. A non-transitory computer readable storage medium
according to claim 49, wherein the data processing device is
an image forming apparatus that executes print processing.

58. A non-transitory computer readable storage medium
according to claim 49, wherein the initial public key and the
initial private key are stoved as factory shipment values in
the memory.

59. The non-transitory computer readable storage
medium according to claim 39, whervein the computer pro-
gram further causes the data processing device to execute:

providing information of the installed new public key to a

display unit.

60. A non-transitory computer readable storage medium
according to claim 49, wherein the key information is used
to establish encryption communication between the external
device and the data processing device, and the external
device and the data processing device have the key infor-
mation in common after veceiving the key information from
the external device.

61. A non-transitory computer readable storage medium
according to claim 49, wherein the key information is a
session key, which is used to establish encryption commu-
nication between the external device and the data processing
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device, and the external device and the data processing
device have the key information in common after receiving
the key information from the external device.

62. An image forming apparvatus which is able to com-
municate with an external device which creates a print job 5
and transmits the created print job to the image forming
apparatus, COomprising

a memory configured to store an initial public key and an

initial private key, the initial public key and the initial
private key being stored before the image forming 10
apparatus communicates with the external device and
the initial public key and the initial private key being
able to be used without executing a setting by a user for
generating of a public key and a private key;

a memory device that stores a set of instructions; and 15

at least one processor that executes the instructions to:

perform first communication, in a case where a start of
communication is requested from the external device,
whevre, in the first communication, the initial public key
is transmitted to the external device and key informa- 20
tion encrypted by the initial public key is received from
the external device, wherein the external device gen-
erates the key information which is to be used in a
communication for an installation of a pair of new
public key and a new private key; 25

decrypt the encrypted key information by using the initial
private key stored in the memory;
perform second communication, which is encryption com-
munication, where, in the second communication, at
least a new public key encrypted using the key infor- 30
mation and a new private key encrypted using the key
information are received from the external device;

install the new public key and the new private key to
perform third communication, which is encryption
communication, where, in the third communication, the 35
new public key and the new private key are used; and

provide data to be used for displaving information of the
installed new public key.

63. An image forming apparatus accorvding to claim 62,
wherein the at least one processor executes instructions in 40
the memory device to:

receive a login request from the external device; and

install the new public key and the new private key in a

case where login based on the login request received in
response to the login request is permitted. 45

64. An image forming apparatus accovding to claim 62,
wherein the at least one processor executes instructions in
the memory device to.

generate the initial public key and the initial private key,

whevrein the memory stores the generated initial public 50

key and the generated initial private key.

65. An image forming apparatus accovding to claim 62,
wherein the information of the new public key includes a
date when the new public key has been installed.

66. An image forming apparatus according to claim 65, 55
wherein the information of the new public key includes a
name of the new public key which has been installed.

67. An image forming apparatus according to claim 65,
wherein the information of the new public key includes a
value of the new public key which has been installed. 60

68. An image forming apparatus according to claim 65,
wherein the at least one processor executes instructions in
the memory device to:

instruct printing of the information of the new public key.

69. An image forming apparatus according to claim 65, 65
wherein the at least one processor executes instructions in
the memory device to:
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instruct transmitting of the information of the new public

key.

70. An image forming apparatus accovding to claim 62,
wherein the data processing device is an image forming
apparatus that executes print processing.

71. An image forming apparatus accovding to claim 62,
wherein the initial public key and the initial private key are
storved as factory shipment values in the memory.

72. The image forming apparatus accovding to claim 62,
wherein the at least one processor executes instructions in
the memory device to: provide information of the installed
new public key to a display unit.

73. An image forming apparatus accovding to claim 62,
wherein the key information is used to establish encryption
communication between the external device and the data
processing device, and the external device and the data
processing device have the key information in common after
receiving the key information from the external device.

74. An image forming apparatus accovding to claim 62,
wherein the key information is a session key, which is used
to establish encryption communication between the external
device and the data processing device, and the external
device and the data processing device have the key infor-
mation in common after veceiving the key information from
the external device.

75. A control method comprising:

performing first communication, where, in the first com-

munication, an initial public key stored in a memory is
transmitted to an external device and key information
encrypted by the initial public key is received from an
external device;

decrypting the encrypted key information by using an

initial private key stored in the memory;,

performing second communication, which is encryption

communication, where, in the second communication,
at least a new public key encrypted using the key
information and a new private key encrypted using the
key information are veceived from the external device;
installing the new public key and the new private key to
perform third communication, which is encryption
communication, where, in the third communication, the
new public key and the new private key are used; and
displaving information of the installed new public key.

76. A control method according to claim 75, further
COmMprising:

receiving a login request from the external device; and

installing the new public key and the new private key in

a case where login based on the login request veceived
in response to the login rvequest is permitted.

77. A control method according to claim 75, further
COmprising.

generating the initial public key and the initial private

key,

wherein the memory stores the genervated initial public

key and the generated initial private key.

78. A control method accorvding to claim 75, wherein the
information of the new public key includes a date when the
new public key has been installed.

79. A control method accovding to claim 78, wherein the
information of the new public key includes a name of the new
public key which has been installed

80. A control method according to claim 78, wherein the
information of the new public key includes a value of the new

public key which has been installed
81. A control method according to claim 78, further

COmprising.
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instructing printing of the information of the new public

key.

82. A control method according to claim 78, further
COmprising:

instructing transmitting of the information of the new

public key.

83. A control method according to claim 75, wherein the
control method controls an image forming apparatus that
executes print processing.

84. A control method according to claim 75, wherein the
initial public key and the initial private key ave stored as
Jactory shipment values in the memory.

83. A control method according to claim 75, wherein the
key information is used to establish encryption communica-
tion between the external device and the data processing
device, and the external device and the data processing
device have the key information in common after receiving
the key information from the external device.

86. A control method according to claim 75, wherein the
key information is a session key, which is used to establish
encryption communication between the external device and
the data processing device, and the external device and the
data processing device have the key information in common
after veceiving the key information from the external device.

87. A system that includes an external device and a data
processing device capable of communicating with the exter-
nal device, the data processing device comprising:

a memory device that stores a set of instructions; and

at least one processor that executes the instructions for:

performing first communication, where, in the first
communication, an initial public key stored in a
memory is transmitted to the external device and key
information encrypted by the initial public key is
received from the external device;

decrypting the encrypted key information by using an
initial private key stoved in the memory;

performing second communication, which is encryp-
tion communication, where, in the second commu-
nication, at least a new public key encrypted using
the key information and a new private key encrypted
using the key information ave received from the
external device;

installing the new public key and the new private key to
perform thivd communication, which is encryption
communication, where, in the third communication,
the new public key and the new private key are used;
and

providing data to be used for displaying information of

the installed new public key.

88. A system according to claim 87, wherein the key
information is used to establish encryption communication
between the external device and the data processing device,
and the external device and the data processing device have
the key information in common after rveceiving the key
information from the external device.

89. A system according to claim 87, wherein the key
information is a session key, which is used to establish
encryption communication between the external device and
the data processing device, and the external device and the
data processing device have the key information in common
after veceiving the key information from the external device.

90. A system that includes an external device and a data
processing device capable of communicating with the exter-
nal device, the data processing device comprising:

a memory device that stoves a set of instructions, and

at least one processor that executes the instructions for:
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performing first communication, where, in the first
communication, an initial public key stoved by a
memory is transmitted to the external device and key
information encrypted by the initial public key is
received from the external device;

decrypting the encrypted key information by using an
initial private key stored in the memory;

performing second communication, which is encryp-
tion communication, where, in the second commu-

nication, at least a new public key encrypted using
the key information and a new private key encrypted
using the key information are received from the
external device;

installing the new public key and the new private key to
perform thivd communication, which is encryption
communication, where, in the third communication,
the new public kev and the new private key are used,;
and

displaving information of the installed new public key.

91. A system according to claim 90, wherein the at least
one processor exectutes instructions in the memory device to:

receive a login request from the external device; and

install the new public key and the new private key in a

case where login based on the login request received in
response to the login request is permitted.

92. A system according to claim 90, wherein the at least
one processor exectutes instructions in the memory device to:

generate the initial public key and the initial private key,

wherein the memory stores the genervated initial public
key and the generated initial private key.

93. A system according to claim 90, wherein the infor-
mation of the new public key includes a date when the new
public key has been installed.

94. A system accovding to claim 93, wherein the infor-
mation of the new public key includes a name of the new
public key which has been installed

95. A system accovding to claim 93, wherein the infor-
mation of the new public key includes a value of the new
public key which has been installed

96. A system according to claim 93, wherein the at least
one processor execttes instructions in the memory device to:

instruct printing of the information of the new public key.

97. A system according to claim 93, wherein the at least
one processor executes instructions in the memory device to:

instruct transmitting of the information of the new public

key.

98. A system accorvding to claim 90, whervein the data
processing device is an image forming apparatus that
executes print processing.

99. A system according to claim 90, whervein the initial
public key and the initial private key are stoved as factory
shipment values in the memory.

100. A system according to claim 90, wherein the key
information is used to establish encryption communication
between the external device and the data processing device,
and the external device and the data processing device have
the key information in common after rveceiving the key
information from the external device.

101. A system according to claim 90, wherein the key
information is a session key, which is used to establish
encryption communication between the external device and
the data processing device, and the external device and the
data processing device have the key information in common
after veceiving the key information from the external device.
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