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METHOD AND SYSTEM FOR
AUTHENTICATING A USER

Matter enclosed in heavy brackets [ ] appears in the -
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding. 10

CROSS REFERENCE 10O RELATED
APPLICATIONS

This application is a reissue application of application 15

Ser. No. 12/596,073, which is arn application for reissue of
U.S. Pat. No. 9,311,470.

The invention relates to a method and a system for
authenticating a user in a data processing system. In par-
ticular, the invention serves to authenticate a user at a money 20
transaction device. In data processing systems, 1n particular
in data processing systems that are part of a money trans-
action device, a large number of safety aspects have to be
taken into account to ensure that these data processing
systems cannot be manipulated by unauthorized persons. 25
Especially the transier of data, in particular of program data,
from a removable storage medium to the data processing
system as well as of data from the data processing system to
a removable storage medium connected to this data process-
ing system should be reliably prevented in the case of 30
unauthorized users.

In money transaction devices, such a data transter 1s to be
prevented for unauthorized users 11 only for safety reasons in
order to meet data protection requirements and to prevent
manipulations. Known money transaction devices can, in 35
particular, be self-service systems that comprise a large
number of electronic components. Such components are, for
example, contained 1n a cash dispensing unit, a keyboard, a
card reading and writing device as well as 1n further periph-
eral devices. These individual components are connected to 40
the data processing system of the money transaction device
via communication interfaces and data lines. Each of these
components processes and generates data, in particular oper-
ating protocols, trace data and error information. Usually,
these data are stored in a storage area of a non-volatile 45
storage of the data processing system, in particular a hard
disk storage unit of the data processing system. For various
reasons, it 1s usetul to process and, 1n doing so, to analyze
these data on a further data processing system, 1n particular
centrally at the manufacturer of the money transaction 50
device. An analysis of these data can, for example, also be
carried out with the aid of suitable software on a laptop
computer of a service technician. In doing so, it can be
necessary to transier these data with the aid of a pluggable
flash memory, such as a tflash memory having an integrated 55
USB interface, a so-called USB stick, from the data pro-
cessing system ol a money transaction device to the further
data processing system, such as the laptop computer of the
service technician. To this end, the relevant data are copied
or moved from the data processing system ol the money 60
transaction device 1nto a storage area of the pluggable flash
memory. However, given conventional data processing sys-
tems, such a data transfer 1s not protected so that each
operator having access to the data processing system of the
money transaction device can copy these data. As a result 65
thereotf, a misuse of these data cannot be ruled out. Further,
when transierring data stored in a storage area of the

2

pluggable flash memory to the data processing system of the
money transaction device 1t should likewise be ensured that
this data transfer 1s only allowed for authorized users. The
same problems occur when other removable storage media
are used 1nstead of the pluggable flash memory. For granting
turther user rights 1n a data processing system, too, a reliable
authentication of a user 1s required 1n order to grant this user
preset user rights. These user rights can in particular prevent
the execution of application programs with which safety-
relevant settings of the money transaction device can be
changed or which cause a manipulation of the money
transaction device in some other way and/or can aflect the
sale operation of the money transaction device.

It 1s the object of the invention to specily a system and a
method for authenticating a user, by which a user can easily
and reliably be authenticated.

By means of a system and method according to the
preferred embodiment, 1t 1s easily possible to assign preset
user rights to an operator, such as a service technician, in the
data processing system and to reliably authenticate the
operator as a user of this user group. As a result thereot, 1n
particular safety-relevant operating functions will not be
provided to unauthorized operators. By linking a certificate
to the identification code for identifying the removable
storage medium, the authentication of the user 1s bound to
the presence of the removable storage medium assigned to
the certificate. This offers a relatively high reliability 1n the
authentication of the user so that accesses by unauthorized
users to safety-relevant functions can eflectively be pre-
vented. As a removable storage medium, common cost-
cilicient removable storage media such as USB memory
sticks and/or removable hard disks can be used which have
the required 1dentification information. The removable stor-
age medium thus does not have to have a controller for
execution of an administration process which administers
digital certificates, generates random numbers as well as
pseudo-random numbers and encrypts random numbers and
data. A simple cost-eflicient removable storage medium
without controller, such as a simple mass storage, with
stored i1dentification data and a stored certificate 1s thus
suflicient for the invention.

In a development of the mvention, the user 1s 1dentified
and the identified user 1s authenticated, user rights being
preset 1n the data processing system for the user and/or for
a user group to which the user 1s assigned, which user rights
are activated for this user by the authentication of the user.
In doing so, the i1dentification of the user can likewise be
determined with the aid of the identification code for the
identification of the removable storage medium and/or with
the aid of the digital certificate that 1s stored 1n the storage
area of the removable storage medium.

Preferably, the certificate 1s a attribute certificate, the
identification code and/or a password which can be entered
via a user interface of the data processing system being used
as attributes which are linked to a certificate by a certificate
authority. The attribute certificate preferably refers to the
attribute or, respectively, the attributes and to a further
certificate.

Further, 1t 1s advantageous to store a manufacturer 1den-
tification code and a serial number 1dentification code as an
identification code in the storage area of the removable
storage medium. The manufacturer identification code and
the serial number identification code are preferably attri-
butes of the certificate.

The certificate preferably has a predetermined validity,
the certificate becoming void with expiration of this validity
and being no longer accepted by the data processing system.
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The authenticity of the certificate as well as the validity of
the certificate can be checked by the data processing system,
the user being authenticated after a successtul check. As a
result thereof, in particular a permanent misuse of the
removable storage medium for authenticating a user can be
cllectively prevented.

With the aid of the certificate a public key of an asym-
metric key pair of the user can be certified, with the aid of
which data are encrypted that can be decrypted with the
private key of the key pair. Preferably, data which are
transierred from the data processing system to the remov-
able storage medium are encrypted with the aid of the
certified public key belore transter.

In a preferred embodiment, the data processing system 1s
part of a money transaction device, the money transaction
device preferably being a cash deposit machine, a cash
dispensing machine, a cash recycling machine, an automatic
cash safe, an automatic cash system and/or a cash register
system.

The removable storage medium 1s preferably an external
hard disk and/or an external tflash memory, the removable
storage medium being connectable to the data processing
system via a data line and pretferably via a standard interface.
The standard interface 1s preferably a USB interface, and the
flash memory 1s preferably a memory card and/or a plug-
gable USB memory. As a result thereot, for authentication of
the user, a removable storage medium can be used which has
a sufliciently large storage area 1n order to also store large
amounts ol data from the data processing system to the
removable storage medium as well as to transfer large
amounts of data from the removable storage medium to the
data processing system. In this way, data for a system update
of the operating system and/or of application software of the
data processing system can be safely transierred.

In another preferred embodiment of the invention the
transfer of data from the data processing system to the
removable storage medium and/or the transier of further
data from the removable storage medium to the data pro-
cessing system are only possible after a successtul authen-
tication of the user. As a result thereot, the data transier can
be prevented 11 no authentication of the user that allows the
respective data transfer has been performed. As a result
thereot, 1t 1s ensured both that safety-relevant data cannot be
transferred from the data processing system to the remov-
able storage medium by unauthorized operators as well as
that undesired data, 1n particular harmful program codes,
such as viruses, are not transferred from the removable
storage medium to the data processing system.

The certificate can be created in an 1mitialization process
and stored in a storage area of the removable storage
medium. Preferably, the certificate 1s created 1n accordance
with a standard for digital certificates, in particular accord-
ing to the X.509 standard. This X.509 standard 1s available
in the version 3 at the application date.

The 1dentification code or, respectively, the identification
codes of the removable storage medium are stored by the
manufacturer preferably during the production process of
the removable storage medium as read-only data 1n a storage
areca of the removable storage medium that cannot be
changed later on. The certificate can likewise be stored in the
form of read-only data in such a storage area that can no
longer be changed or, alternatively, preferably be stored in a
turther rewritable storage areca of the removable storage
medium, which 1s rewritable and in which further data can
be stored. In this preferred embodiment, in which the data of
the certificate are stored in a further rewritable storage area
of the removable storage medium, the certificate can be
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renewed 1n an easy manner in that the existing certificate 1s
erased and replaced by a new certificate.

The attribute certificate can authorize a user to execute at
least one application program by the data processing system.
To this end, 1n particular the application program or another
program module can check whether a corresponding autho-
rization of the user by an inventive authentication of the user
has been performed, and/or cause such an authentication of
the user for authorization when the program 1s started.

By means of the invention safety-relevant functions of an
application software or safety-relevant application software
can be activated and/or executed only after a positive check
of the authorization of the operator or the logged on user.
Altogether, data protection and data safety are increased by
means ol the mvention.

A method for authenticating a user can be developed 1n
the same manner as specified for the system for authenti-
cating a user, in particular by the features of the independent
claims.

Further features and advantages of the invention result
from the following description, which, 1in connection with
the enclosed Figures, explains the mvention 1n more detail
with reference to an embodiment.

FIG. 1 shows a block diagram with components for
authenticating a user.

FIG. 2 shows a sequence for requesting, creating and
storing a certificate for a user on a USB memory stick.

FIG. 3 shows a sequence for veritying a certificate stored
on a USB memory stick.

In FIG. 1 a block diagram of a system for authenticating
a user 1s illustrated, with the aid of which system a service
technician can be authenticated by a data processing system
as a user of the user group “Technicians” by means of a
certificate 14 stored on a USB memory stick 12. The USB
memory stick 12 1s connected via a data line 16 to a USB
interface 20 of the data processing system 18. The data
processing system 18 provides a certificate server 22 accord-
ing to the certificate standard X.509 with the aid of a
program module. The certificate server 22 has access to a
non-volatile memory area 24, such as a hard-disk storage
area, 1n which certificates 25 are stored. With the aid of the
certificates 25 different certificates stored on different USB
memory sticks, USB hard-disks or other USB removable
storage media can be checked. In particular, the non-volatile
storage arca 24 includes at least one certificate 25 to which
the certificate 14 stored 1n the USB memory stick 12 refers.

The service technician starts via a graphical user interface
at least one service and operating application program 26.
This service and operating application program 26 passes a
defined request 1n the form of a text field to a CSC-W32 API
program module 28 which provides an application interface
for the service and operating application program 26 and
turther programs. The CSC-W32 API program module 28 1s
a client which makes use of services of the X.509 certificate
server 22 via at least one socket connection 30. The CSC-
W32 API program module 28 forwards the request of the
service and operating application program 26 to the certifi-
cate server 22 as a request.

Based on this request, the certificate server 22 checks
whether the logged on current user can be authenticated as
a user of the user group “Technicians™ in that the certificate
server 22 checks with the aid of the certificates 25 stored 1n
the non-volatile storage area 24 whether the certificate 14 of
the USB memory stick 12 connected to the USB interface 20
of the data processing system 18 i1s valid and actually
authenticates the user as a valid user of the user group
“Techmicians™. If it results from the check made by the
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certificate server 22 that the certificate 14 1n connection with
the serial number of the USB memory stick 12 and option-
ally a password which the service technician entered via a
user interface of the data processing system 18 authenticates
the user, the certificate server 22 communicates to the
CSC-W32 API program module 28 that the authentication of
the user was successful and the service and operating
application program 26 can be further processed or, respec-
tively, a safety-relevant function provided by this service
and operating application program 26 can be activated.
(Given an mvalid certificate 14 or, respectively, an unsuc-
cessful authentication of the user, the certificate server 22
creates a corresponding response to the request of the
CSC-W32 API program module 28, as a result whereof a
turther processing of the service and operating application
program 26 or, respectively, the provision ol a safety-
relevant function, which have respectively caused the check,
1s not activated.

In FIG. 2, a sequence for requesting, creating and storing,
a certificate 14 for a user for personalization and activation
of the USB memory stick 12 1s exemplarily illustrated.
Identical elements are 1dentified by 1dentical reference signs.
As already described in connection with FIG. 1, the certifi-
cate 1s used to authenticate a user by the data processing
system 18 as well as by further data processing systems. The
USB memory stick 12 1s personalized with the aid of a
client-server-application for a specific user, for example for
the already-mentioned service technician. In a non-illus-
trated pre-processing step, the registration at a registration
authority has to be requested. The registration authority can,
for example, be provided by the manufacturer of the money
transaction device 1n which the data processing system 18 1s
contained.

The request for registration 1s manually processed by the
certificate authority by administrative action and can be
compared with the activation of a new user 1n a network. The
applicant 1s registered as a user in a database. The applicant
files the request, for example, via e-mail or phone. Alterna-
tively, the request can be automatically created by a program
module when a service technician 1s employed and/or a
service technician or another user 1s newly registered for
whom an authorization for activation of service and oper-
ating application programs and/or other safety-relevant pro-
grams and/or functions i1s to be performed. Thereafter, this
request for certification 1s checked. If necessary, a telephone
call or a communication via e-mail takes place in order to
guarantee that the request really comes from the respective
service technician. Subsequently, 1t 15 checked whether the
desired user rights can be granted to the applicant, 1.e. the
service technician. Alternatively or additionally, suitable
user rights are automatically determined based on the posi-
tion of the service technician within the company and his/her
function, which user rights are then assigned to the service
technician and confirmed by a certificate. Preferably, the
general user rights of the preset user group “lechnicians™
and, 1f necessary, further user rights are assigned to the
service technician.

If, when checking the request, 1t 1s determined that this
request of the applicant 1s accepted and corresponding user
rights are to be assigned to him/her, then a master data
record 1s created 1n a database and a certification process
required for the certification 1s enabled by a database entry.
Both the master data record and the certification process can
be used for creating further certificates for the respective
service technician.

FI1G. 2 illustrates the communication sequence between a
communication device 40 of the service technician, the call
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6

center of the cerfificate authonty serving as a frontend 42
and a database 44 for the registration of users to be certified
and certified users. In a step S0, identification 1nformation
about preferably several technicians are forwarded to the
database, which identification information comprises a list
which 1s stored 1n a data file and contains this information
assigned to the respective technician. With the aid of this
identification information, those service technicians can be
identified for whom a certificate 14 may be 1ssued. This list
can be stored for example in the form of a table made with
the software program Microsoit Excel and be imported by
the database 44.

In a step S1, the service technician makes a request with
which he/she requests certification and applies for a desired
user role or a user role preset with the aid of the identifi-
cation data. The user role corresponds to the user rights
assigned to a user group if the service technician i1s to
become a member of the group. Generally, the user role
corresponds to the user rights assigned to the respective user
(service technician). The database 44 creates a separate data
record for each list entry of the imported list, 1.e. for each
user to be registered. In a step S1.1, the frontend 42 makes
a request to the database 44, the data record for the service
technician 1s requested and read out from the database.

The authenticity of the service technician 1s, for example,
determined by asking for an authentication code such as
his/her date of birth, 1n a step S1.1.1. Further, the rights
assigned to the service technician are activated 1n a step
S1.1.2. Then, a verification code (vc) 1s created by the
frontend 42. This verification code 1s entered in the data
record of the service technician in the database 44. The
verification code can, for example, be a cryptographic value
which 1s formed on the basis of the data record of the service
technician. Subsequently, 1n a step S1.2 the data record
and/or the amended data of the data record are written into
the database 44. In a step S1.3, the verification code 1s
forwarded to the service technician. This can be done, for
example, via phone or via data transier, in particular via
e-mail. Alternatively, the verification code can also be sent
by mail. This verification code 1s required at a later point in
time for the further authentication of the user, in particular
to request one or more certificates at a later point 1n time. In
a step S1.3.1, the service technician notes down the verifi-
cation code or, respectively, stores 1t for further disposal.

In FIG. 3, a sequence for creating and transmitting a user
certificate 1s 1illustrated. A certification client application
program 48 1s, for example, executed on a desktop PC or a
notebook computer, with the aid of which a certificate 1s
requested at a certification server 46. The client application
program can, for example, be transierred via a network, such
as an Intranet or the Internet, to the desktop computer or
notebook computer, with the aid of which the certificate 1s
requested. The client application program 1s executed on this
computer. If necessary, the client application program 1is
installed on the computer before execution and 1s appropri-
ately registered with the required components of the oper-
ating system. Preferably, such a client application program
has the following functions:

generation of an RSA key pair

personalization of a removable storage medium

a Turther function for post-personalization

change of password

For example, the client application program can also be a
browser-based and/or platform-independent Java applica-
tion.

The certification server 46 1s connected to the database 44
via a data connection. The certification server 46 and the
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database 44 can also be provided with the aid of one single
data processing system by diflerent software applications.
In a step Al, a key pair for the service technician 1s
generated by the client application program. Subsequently,
the client application program 48 creates a certification
request 1n a step A2. For creating the request, a removable
storage medium, preferably an USB memory stick 12 of the
service technician 1s connected to the data processing system
which executes the certification client application program
48. The certification client application program 48 reads out
the serial number and preferably the manufacturer 1D of the
removable storage medium and integrates the same into the
certification request. Further, the service technician deter-
mines a password which 1s likewise integrated into the
certification request. This certification request 1s transferred
in a step A3 from the certification client application program
48 to the certification server 46 which loads the data record
for the technician for whom the certificate 1s to be created.

Based on the information stored on the service technician 1n
the database 44, 1 a step A3.1.1 a certificate 14 is created
by the certification server in accordance with the authoriza-
tion information stored in the database 44 for this service
technician. In the step A3.1.1, the certification server 46
creates an attribute certificate, the serial number, the manu-
tacturer ID code of the USB memory stick, the password
and/or biometric data of the service technician serving as
attributes for creating the attribute certificate. The created
attribute certificate determines the user rights of the service
technician on a data processing system, such as on the data
processing system which executes the client certification
program 48 or on the data processing system of the money
transaction device. Further, by the user rights, the authori-
zation for starting and executing certain application pro-
grams and/or safety-relevant functions can be determined, as
already explained 1n detail 1n connection with FIG. 1.

Preferably, the certification request also comprises the
verification code which has previously been transmitted to
the technician, as described in connection with FIG. 2.
Alternatively, this verification code can be transmitted 1n a
separate communication between the certification client
application program 48 and the certification server 46. In a
step A3.2, a note 1s made 1n the data record of the service
technician in the database 44 that a corresponding certificate
has been created. Preferably, the entire data record of the
service technician 1s newly written into the database 44.

In a step A3.3, the created certificate 1s transmitted from
the certification server 46 to the certification client applica-
tion program 48. The certificate 1s written by the certification
client application program 48 into a storage area of the USB
memory stick 12 which 1s connected to a USB interface of
the data processing system that executes the certification
client application program 48. The attribute certificate pret-
cerably has an expiration date which i1s included in the
certificate created 1n the step A3.1.1.

After creating the certificate, information on the applicant,
1.€. the service technician, permitted user rights or user roles,
the certificate itself, the serial number of the USB memory
stick 12 and/or the current status of the certificate are stored
in the database 44. The status can, for example, be
“requested”, “1ssued” or “withdrawn”. Both the certification
client application 48 and the certification server application
46 can have graphical user interfaces. The server further has
the following functions:

administration of a key storage and at least one route

certificate

administration of users
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processing ol certification requests

logging of certification processes 1n the database 44

Preferably, together with the request for the certificate or
in a separate communication at least the public key of the
key pair generated i the step Al 1s transierred to the
certification server 42. The transferred key itself can be
assigned to the user or can be stored in a key storage of the
database 44 or 1n a storage area of the certification server 46.

The service and operating application program 26 of the
data processing system 18 can provide functions which can
only be executed when a user 1s authenticated to whom user
rights required for this, 1.e. a specific user role, 1s assigned.

The removable storage medium can preferably also be
used 1n order to fetch the log and trace data created by the
data processing system 18 automatically as a so-called
packet. As a result thereof, 1t can be guaranteed that all
necessary log and trace data have been copied onto the
removable storage medium for evaluation purposes. The
authorization for copying and the copy operation itself can
automatically be checked and imitiated with the aid of the
certificate stored on the removable storage medium as well
as the identification immformation of the removable storage
medium.

In particular, write and read accesses to the removable
storage medium are only allowed when a valid certificate 1s
stored on the removable storage medium which certificate
authenticates a user having such a write and read authori-
zation. For safety reasons, another write and read possibility
to and from the removable storage media cannot be allowed.

Further, program data of service and application programs
can be stored on the removable storage medium, which data
can prelerably only be executed by the data processing
system 18 when a valid certificate 1s stored on the removable
storage medium, which together with the identification
information of the removable storage medium confirms an
authorization for these write and read accesses.

If data are to be stored on the removable storage medium,
these are preferably compressed and/or stored 1n a protected
data file. Preferably, the data are stored in an encrypted form
with the aid of a public key of an RSA key patr.

In the filename of the stored data file, preferably a serial
number of a money transaction device in which the data
processing system 18 1s located can be included. The data
processing system 18 can in particular be a suitable personal
computer and/or a suitable control unat.

The database 44 1s preferably an SQL database in which
the name, address, company, department, phone number,
¢-mail address, serial number of the removable storage
medium, assigned certificates, validity of the certificates,
contact person, date and status are stored for each of the
users to be certified and/or certified users. Preferably, the
history of individual data i1s likewise acquired so that
changes can also be reconstructed at a later point in time.
Given the following events, the database 44 and/or the
certification server 46 generates a piece of information, 1n
particular the database 44 and/or the certification server 46
automatically creates an e-mail:

to the certificate authority on incoming requests;

to the applicant after activation of the request inviting

him/her to fetch the certificates:

to the applicant prior to the expiration of individual

certificates as a reference to request an extension and/or
a new certificate, and

to the applicant when new and/or extended certificates are

available.

By linking the serial number of the removable storage
medium, the manufacturer ID of the removable storage
medium and/or a freely selectable password 1n a standard
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X.509 attribute certificate, relatively cost-eflicient standard
removable storage media, such as USB removable storage
media, can be used for authenticating a user. With the aid of
this user authentication data protection and data safety can
be mcreased.

The invention claimed 1s:

1. A system for authenticating a user [at a money trans-
action device], comprising:

a non-transitory removable storage medium that com-
prises a lirst storage area in which i1dentification data
for identitying the removable storage medium is stored,
wherein data of a digital certificate is stored in [the first
storage area or in a further storage area of] the remov-
able storage medium; and

a data processing system [in the money transaction
device] that is operable to be [connected] coupled via
a data transfer connection to the removable storage
medium,

wherein:
the 1dentification data and the data of the digital cer-

tificate are transierred from the removable storage
medium to the data processing system responsive to
the removable storage medium being coupled with
the data processing system,

the data processing system processes the identification
data and the data of the digital certificate and [selec-
tively] authenticates the user,

[only in response to successful authentication of the
user, the data processing system transiers first data
from the data processing system to the removable
storage medium] tie data processing system authen-
ticates the user based on the data of the digital
certificate by determining whether digital certificate
authenticates a logged on curvent user of the digital
processing system as a valid user and the identifi-
cation data for identifying the vemovable storage
device matches a serial number linked to the digital
certificate, and

write and read access to the removable storage medium
only being allowed when a valid certificate 1s stored
on the removable storage medium, said certificate
authenticating the user as having authorization to
write to and read from the removable storage
medium;

wherein:
the certificate specifies a public key of an asymmetric

key pair of the user;

the data processing system encrypts the first data with
the public key to create encrypted first data that can
be decrypted with a corresponding private key of the
asymmetric key pair; and

only 1n response to the successtul authentication of the
user, the data processing system transiers the encrypted
first data to the removable storage medium.

2. The system according to claim 1, wherein the data

processing system:

identifies the user],];

[selectively] authenticates the identified user],]; and

only 1n response to the successtul authentication of the
identified user, assigns rights to the identified user

[based on (i) an identity of the identified user or (ii) a

user group to which the identified user belongs].

[3. The system according to claim 2, wherein the user is
identified by entering a user name, by a serial number of the
removable storage medium, or by the digital certificate.}

4. The system according to claim 1, wherein: the digital
certificate 1s an attribute certificate, the identification data
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[and/or] and a password are used as attributes that are linked
to the certificate by a certificate authority, and the attribute
certificate refers to at least one of (1) the attributes and (11)
a further certificate.

5. The system according to claim 1, wherein the data
processing system checks validity and/or authenticity of the
digital certificate.

6. The system according to claim 1, wherein the 1denti-
fication data includes manufacturer identification data and a
serial number information code, and wherein the manufac-
turer 1dentification data and the sernial number information
code are attributes of the certificate.

7. The system according to claim 1, wherein the data
processing system is in a money transaction device, wherein
the money transaction device 1s a cash deposit machine, a
cash dispensing machine, a cash recycling machine, an
automatic cash system, and/or a cash register system.

8. The system according to claim 1, wherein the certificate
has a fixed validity [such that], the certificate becomes
invalid with expiration of the fixed validity and 1s no longer
accepted by the data processing system.

9. The system according to claim 1, wherein:

the non-transitory removable storage medium 1s an exter-

nal hard disk and/or an external tlash memory,

the removable storage medium connects to the data pro-

cessing system via a USB interface.

10. The system according to claim 1, wherein, only in
response to the successtul authentication of the user, the data
processing system allows the first data to be transterred from
the removable storage medium to a further data processing
system.

11. The system according to claim 1, wherein the certifi-
cate 1s created during an initialization process.

12. The system according to claim 1, wherein the certifi-
cate 1s created according to the X.509 standard.

13. The system according to claim 1,

wherein: the i1dentification data 1s stored by a manufac-

turer during production of the removable storage
medium as read-only data in the first storage area of the
removable storage medium, which cannot be modified,
and [the] a further storage area of the removable
storage medium 1s rewritable.

14. The system according to claim 1, wherein the digital
certificate authorizes the user for execution of at least one
application program stored on the removable storage device
by the data processing system.

15. The system according to claim 1, wherein the data
processing system checks whether the user 1s authorized for
activating a function provided by a program of the data
processing system and, only after a successtul check, the
function 1s activated and/or executed by the data processing
system.

16. The system according to claim 1, wherein a registra-
tion authority processes a request for a certificate and checks
the request, a process for certification being enabled given a
positive check.

17. A method for authenticating a [service technician at a
money transaction device] user, the method comprising:

connecting a non-transitory removable storage medium of

the [service technician] user to a data processing sys-

tem 1n the money transaction device, wherein

a lirst storage area of the removable storage medium
stores 1dentification data for identifying the remov-
able storage medium,

the removable storage medium 1s a pluggable flash
memory without a controller, and
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data of a digital certificate is stored in [the first storage
area or in a further storage area of] the removable
storage medium;
reading the identification data and the data of the digital
certificate from the storage area of the removable
storage medium responsive to the removable storage
medium being connected to the data processing system;
transferring the idenfification data and the data of the
digital certificate via a data transfer connection to the
data processing system;
in the data processing system, processing the identifica-
tion data and the data of the digital certificate to
authenticate the [service technician] wuser, wherein
authenticating the user is based on the data of the
digital certificate by determining whether digital cer-
tificate authenticates a logged on curvent user of the
digital processing system as a valid user and the
identification data for identifying the removable stor-
age device matches a serial number linked to the digital
certificate;
[only in response to successful authentication of the
service technician:
transierring first data from the data processing system
to the removable storage medium, and
transierring the first data from the removable storage
medium to a further data processing system not
located in the money transaction device;] and
write and read accesses to the removable storage medium
only being allowed when a valid certificate 1s stored on
the removable storage medium, said certificate authen-
ticating the user as having authorization to write to and
read from the removable storage medium; wherein:
the certificate specifies a public key of an asymmetric
key pair of the user;
the data processing system encrypts the first data with
the public key to create encrypted first data that can
be decrypted with a corresponding private key of the
asymmetric key pair; and
only 1n response to the successiul authentication of the
user, the data processing system transiers the
encrypted first data to the removable storage
medium.
18. The method according to claim 17 wherein the further
data processing system is a laptop computer of the [service

technician] wuser; and wherein the removable storage
medium contains service and application programs that can
only be executed by the data processing machine upon

successful authentication of the [service technician] user.
19. The method according to claim 17, wherein the money

transaction device 1s a cash deposit machine, a cash dis-
pensing machine, a cash recycling machine, an automatic
cash system and/or a cash register system.

20. A system for authenticating a user at a money trans-

action device, the system comprising:

a non-transitory removable storage medium including
identification data identiiying the removable storage
medium;
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a digital certificate stored on the removable storage
medium, the digital certificate specifies a public key of
an asymmetric key pair of the user, and identifies [the}
a user as having authorization to write to, and read
from, the removable storage medium using the money
transaction device, and a serial number for a valid
removable storage medium;

a data processing system of the money transaction device;

a data transfer connection of the money transaction device
configured to connect the removable storage medium to
the data processing system of the money transaction
device;

wherein upon connection of the removable storage
medium to the data transier connection:
the 1dentification data and the digital certificate are

transierred to the data processing system;

the data processing system [selectively] authenticates
the user [based on the identification data and the
digital certificate] based on the data of the digital
certificate by determining whether digital certificate
authenticates a logged on curvent user of the digital
processing system as a valid user and the identifi-
cation data for identifving the removable storage
device matches a serial number linked to the certifi-
cate, and grants read and write access to the remov-
able storage medium responsive to a successfully
authenticating the user;

[subsequent to authentication of the user of the remov-
able storage device, the data processing system
transiers first data from the data processing system to
the removable storage medium;]

the data processing system encrypts the first data with
the public key specified by the certificate to create
encrypted first data that can be decrypted with a
corresponding private key of the asymmetric key
pair; and

the data processing system transiers the encrypted first
data to the removable storage medium upon success-
Jul authentication of the user of the removable stor-
age device.

21. The system of claim 1, further comprising.

the data processing further comprises a memory having
certificates stored thevein;

the data processing system is further operable to deter-
mine based on a certificate stoved in the data process-
ing system memory whether the logged on curvent user
is authorized to transfer data to the removable storage
device;

the data processing system is further operable to deter-
mine based on data of the digital certificate transferred
from the removable storage device whether the logged
on current user is authorized to transfer data to the
removable storage device; and

the data processing determines based on the certificates
stored in the memory whether the digital certificate is

valid.
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