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FIG. 2
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FIG. 3
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FIG. 4
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FIG. 5A

FIG. 5
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FIG. 6
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RELAY APPARATUS, IMAGE PROCESSING
APPARATUS AND COMMUNICATION
SYSTEM

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority from Japanese Patent
Application No. 2013-053992 filed on Mar. 15, 2013, the
entire subject matter of which 1s 1corporated herein by
reference.

TECHNICAL FIELD

This disclosure relates to a relay apparatus which 1s
connected to an 1mage processing apparatus and a server
apparatus through a network, and the like.

BACKGROUND

There has been proposed a system in which an image
processing apparatus having a printing function, a facsimile
function, and the like, and a management apparatus for
managing the 1image processing apparatus are connected to
cach other through the Internet.

SUMMARY

In order to use a management apparatus to provide a push
service such as a maintenance and inspection service to
receive a variety of information from an image processing,
apparatus and perform maintenance and inspection or a
remote setting service to change a variety of options of an
Image processing apparatus, when a timing to provide the
push service on the management apparatus side comes, it
may be wanted to transmit information relating to the push
service Irom the management apparatus to the image pro-
cessing apparatus through the Internet. However, 1n a case
that a firewall has been set to prevent an unauthorized access
or hacking, an access from the management apparatus to the
image processing apparatus may be blocked. Further, 1n a
case that the image processing apparatus 1s under control of
NAT (an abbreviation for Network address translation), it
may not be possible to access from the management appa-
ratus side to the 1mage processing apparatus.

Therelore, according to the disclosure, there 1s provided a
relay apparatus comprising: a network interface configured
to perform communication with an 1mage processing appa-
ratus and a server apparatus through a network; a processor;
a memory storing instructions, the instructions, when
executed by the processor, causing the relay apparatus to
perform: receiving, via the network interface, server request
information transmitted from the server apparatus, the server
request information representing a request to the image
processing apparatus; receiving, via the network interface,
establishment request information transmitted from the
image processing apparatus, the establishment request infor-
mation requesting establishment of a session between the
relay apparatus and the image processing apparatus accord-
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2

ing to a session establishment type first protocol for enabling
server-push for transmitting the server request information
to the 1image processing apparatus; and transmitting, via the
network interface, the server request information to the
image processing apparatus by using the session established
between the relay apparatus and the image processing appa-
ratus, 1n a case that the session between the relay apparatus
and the 1image processing apparatus 1s established when the
server request information 1s received.

According to the relay apparatus, the 1image processing
apparatus, and the communication system disclosed as an
illustrative embodiment 1n this specification, the session
established between the 1mage processing apparatus and the
relay apparatus 1s used to enable server-push, and if a timing
to provide a push service comes at the server apparatus side,
it becomes possible to perform server-push for transmitting
the server request information from the server apparatus to
the 1mage processing apparatus through the relay apparatus.
Theretfore, whenever it becomes a timing to provide the push
service comes at the server apparatus side, it 1s possible to
provide the push service to the image processing apparatus
by the server-push.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit server request information from the
server apparatus to an 1image processing apparatus connected
to a first network, through the relay apparatus connected to
the first network through a communication control appara-
tus. Therefore, 1t 1s possible to always provide the push
service to the 1mage processing apparatus connected to the
first network.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit server request information from the
server apparatus to the plurality of 1mage processing appa-
ratuses through the relay apparatus having established a
session enabling server-push between the relay apparatus
and each of the plurality of 1image processing apparatuses.
Therefore, it 1s possible to always provide the push service
to the plurality of 1image processing apparatuses.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t becomes
possible to transmit server request information to an 1mage
processing apparatus, which the server apparatus side des-
ignates, of a plurality of i1mage processing apparatuses
having established sessions enabling server-push, through
the relay apparatus having stored the identification informa-
tion of each of the plurality of image processing apparatuses
having established the sessions with the relay apparatus.
Therefore, 1t 1s possible to always provide the push service
to the 1mage processing apparatus which the server appara-
tus side designates.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t becomes
possible to transmit server request information which the
server apparatus has transmitted by using a second protocol
different from the first protocol, to an i1mage processing
apparatus through the relay apparatus by using the first
protocol. Therefore, the server apparatus can always provide
the push service to an 1mage processing apparatus, without
a necessity for the server apparatus to cope with the first
protocol.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit server request iformation which has
been transmitted from the server apparatus by using a
session-less type protocol, to an 1image processing apparatus
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through the relay apparatus by using the first protocol,
without a necessity to establish a session between the server
apparatus and the relay apparatus. Therefore, 1t 1s possible to
always provide the push service to an 1mage processing
apparatus, without a necessary to apply a load for establish-
ing a session for performing server-push, on the server
apparatus.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit response information which an 1mage
processing apparatus has transmitted 1n response to server
request iformation, as response data relative to a session-
less type protocol used for transmission of the server request
information from the server apparatus side, to the server
apparatus through the relay apparatus, without a necessary
to establish a session between the server apparatus and the
relay apparatus. Therefore, 1t 1s possible to always provide
the push service relative to the response information, with-
out a necessary to apply a load for establishing a session
between the server apparatus and the relay apparatus.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit response information which an 1mage
processing apparatus has transmitted 1n response to server
request information, to the server apparatus through the
relay apparatus. Therefore, 1t 1s possible to always provide
the push service relative to the response information.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t becomes
possible to transmit response information which an 1mage
processing apparatus has transmitted 1n response to server
request information by using a third protocol different from
the first protocol, to the server apparatus through the relay
apparatus, without a necessity to use a session established
between the 1image processing apparatus and the relay appa-
ratus. Therelfore, 1t 1s possible to always provide the push
service relative to response information, without using a
session for enabling server-push for transmission of the
response information which 1s an object different from
server-push.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t becomes
possible to transmit response mnformation, which an image
processing apparatus has transmitted by using a session-less
type protocol 1n response to server request iformation, to
the server apparatus through the relay apparatus, without a
necessity to newly establish a session between the image
processing apparatus and the relay apparatus. Therefore, 1t 1s
possible to always provide the push service related to the
response information, without a necessity to apply a load for
establishing a session to transmit the response information.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit response information which an image
processing apparatus has transmitted by using a session-less
type protocol 1n response to server request information, as
response data relative to a session-less type protocol used for
transmission of the server request information from the
server apparatus side, to the server apparatus through the
relay apparatus, without a necessity to newly establish a
session between the image processing apparatus and the
relay apparatus. Therefore, 1t 1s possible to always provide
the push service relative to the response iformation, with-
out a necessity to apply a load for establishing a session to
transmit the response information and without a necessary to
apply a load for establishing a session between the server
apparatus and the relay apparatus.
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According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t 1s possible
to recognize whether specific server request information
which has been transmitted from the server apparatus side
by using the session-less type second protocol, and response
information which an 1mage processing apparatus has trans-
mitted 1n response to the specific server request information
having been transmitted to a communication destination
image processing apparatus by using the session establish-
ment type first protocol are information items having a
correspondence relation of a pair of a request and a response
corresponding to each other. Therefore, 1t becomes possible
to transmit response information from the communication
destination 1mage processing apparatus to the server appa-
ratus which 1s the transmission source of specific server
request information. Therefore, 1t 1s possible to provide a
push service relative to response information correctly cor-
responding to specific server request information, without a
load for establishing a session enabling server-push directly
between the server apparatus and an 1mage processing
apparatus. Further, even 1f there 1s a plurality of server
apparatuses, 1t 1s possible to use a server apparatus which 1s
the transmission source, to provide a push service relative to
response information correctly corresponding to the specific
server request information, without a load to establish a
session enabling server-push directly between the plurality
ol server apparatuses and an 1mage processing apparatus.
Further, even it there 1s a plurality of 1image processing
apparatuses, it 1s possible to use a server apparatus which 1s
the transmission source, to always provide a push service
relative to response mformation correctly corresponding to
the specific server request information, without a load to
establish a session enabling server-push directly between a
server apparatus and the plurality of image processing
apparatuses.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment in this specification, 1n a case that
it 1s 1mpossible to transmit specific server request informa-
tion to a communication destination 1image processing appa-
ratus, error mnformation 1s transmitted to the server appara-
tus, whereby a session-less type connection normally
finmshes. Therefore, 1t 1s possible to prevent occurrence of
situations, like a situation i which the server apparatus
having transmitted specific server request information waits
for reply of response information until a time-out occurs, or
a situation 1n which the server apparatus having transmaitted
the response information determines that a time-out has
occurred, and repeats transmission of the specific server
request information, which occur 1f a connection does not
normally finish, and become loads on the server apparatus,
the relay apparatus, and a second network. Therefore, 1t 1s
possible to always provide the push service, without a load
occurring due to abnormal finish of a connection.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, response
data relative to a session-less type connection 1s transmitted
to a communication destination 1mage processing apparatus,
whereby the session-less type connection 1s normally fin-
ished. Therefore, it 1s possible to prevent occurrence of
situations, like a situation in which the communication
destination 1mage processing apparatus having transmaitted
the response information waits for reply of response data
until a time-out occurs, or a situation in which the commu-
nication destination 1mage processing apparatus having
transmitted the response information determines that a time-
out has occurred, and repeats transmission of the response
information, which occur 1f a connection does not normally
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finish, and become loads on the communication destination
1mage processing apparatus, the relay apparatus, and a first
network. Therefore, 1t 1s possible to always provide a push
service relative to response information, without a load
occurring due to abnormal finish of a connection.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit response information from the commu-
nication destination image processing apparatus to the server
apparatus which 1s the transmission source of specific server
request information, without a necessity to apply a load for
generating first identification information, on the server
apparatus. Therefore, it 1s possible to provide a push service
relative to response information correctly corresponding to
specific server request information, without a necessity to
apply a load for generating first identification information,
on the server apparatus.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it 1s possible
to transmit server request information having been trans-
mitted from the server apparatus by using H1'TP, to an image
processing apparatus through the relay apparatus by using
the first protocol. Therefore, it 1s possible to always provide
the push service by using HT'TP which 1s generally used in
apparatuses connected to the Internet, without a necessity for
the server apparatus to cope with the first protocol.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, 1t 1s possible
to transmit response information which an 1image processing,
apparatus has transmitted 1n response to server request
information by using HITP, to the server apparatus through
the relay apparatus, without a necessity to use a session
established between the 1mage processing apparatus and the
relay apparatus. Therefore, it 1s possible to provide a push
service corresponding to response information by using
HTTP which 1s generally used in apparatuses connected to
the Internet, without a necessity to an i1mage processing
apparatus and the relay apparatus to cope with a new
protocol only for communication of the response informa-
tion. Further, 1t 1s possible to always provide a push service
corresponding to response information by using a configu-
ration which 1s for performing a process relative to HT'TP
and which 1s included 1n every apparatus capable of using
the push service by using HTTP, for example, a protocol
stack for performing a process of HI'TP. Therefore, 1t 1s
convenient.

According to the relay apparatus and the like disclosed as
an 1llustrative embodiment 1n this specification, it becomes
possible to transmit server request information from the
server apparatus side to an 1mage processing apparatus
through the relay apparatus, by using a session established
between the 1image processing apparatus and the relay appa-
ratus, based on XMPP over BOSH, and enabling server-
push. XMPP over BOSH 1s a protocol based on HTTP.
Therefore, it 1s possible to provide a push service corre-
sponding to response information, by using a configuration
for performing a process relative to HI'TP which 1s generally
used 1n apparatuses connected to the Internet, for example,
a protocol stack for performing a process of HI'TP. There-
fore, 1t 1s convenient.

According to the image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, a session established between an 1mage processing
apparatus and the relay apparatus 1s used to enable server-
push, whereby 1t becomes possible to perform server-push
for transmitting server request information from the server
apparatus to the image processing apparatus through the
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relay apparatus. Therefore, 1t 1s possible to provide the push
service to the 1mage processing apparatus by the server-
push.

According to the 1mage processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, even 1f a predetermined time elapses alter server-
push becomes possible between the multi-function device
and the relay server, the state 1n which the server-push from
the relay server 1s possible 1s maintained. As a result, 1t
becomes possible to always provide the push service by
using the session establishment type protocol.

According to the image processing apparatuses and the
like disclosed as an illustrative embodiment 1n this specifi-
cation, even 1I a session between an 1mage processing
apparatus and the relay apparatus, it 1s possible to newly
establish the session. As a result, 1t becomes possible to
always provide the push service by using the session estab-
lishment type protocol.

According to the image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, even 1f a connection between an 1mage processing
apparatus and the relay apparatus, 1t 1s possible to newly
establish the connection. As a result, 1t becomes possible to
always provide the push service by using the session estab-
lishment type protocol, without a load for establishing a
SEsS101.

According to the 1mage processing apparatuses and the
like disclosed as an illustrative embodiment 1n this specifi-
cation, 1t becomes possible to transmit response information
which an i1mage processing apparatus has transmitted in
response to server request information, to the server appa-
ratus by using a session-less type protocol. Therefore, 1t 1s
possible to always provide the push service relative to
response miformation, without using a session for enabling
the push service for transmission of the response informa-
tion which 1s an object diflerent from server-push.

According to the 1image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, 1t 1s possible to recognize whether server request
information which has been transmitted from the server
apparatus side by using the session-less type second proto-
col, and response information which an image processing
apparatus has transmitted in response to the server request
information are information 1tems having a correspondence
relation of a pair of a request and a response corresponding
to each other. Therefore, 1t becomes possible to transmit
response mformation from the 1image processing apparatus
to the server apparatus which 1s the transmission source of
server request information.

According to the 1image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, even through a session between an 1image processing
apparatus and the relay apparatus has been cut, 1n a case that
the 1mage processing apparatus 1s 1n a session maintenance
mode, establishment request information is transmitted from
the 1mage processing apparatus, whereby it 1s possible to
establish the session again. As a result, it becomes possible
to always provide the push service by using the session
establishment type protocol.

According to the 1image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, 1n a case that an 1mage processing apparatus 1s 1n the
session maintenance mode, it 1s possible to establish a
session when the 1mage processing apparatus 1s activated.
As a result, 1t becomes possible to always provide the push
service by using the session establishment type protocol
from the time of activating the 1mage processing apparatus.
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According to the image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, the mode mformation representing that an image
processing apparatus 1s 1n the session maintenance mode 1s
stored 1n the storage unit during manufacturing of the 1mage
processing apparatus. As a result, when the 1image process-
Ing apparatus 1s activated, it 1s possible to establish a session.
Therefore, the manufacture side or sales side of the image
processing apparatuses, such as a vendor or a dealer can
determine an 1mage processing apparatus desired to always
receive the push service, and enables the determined image
processing apparatus to use the push service.

According to the image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, 1t 1s possible to establish a session of the first protocol
which 1s a higher-level protocol than the second protocol, by
using the second protocol which 1s used for using a pull
service. Therefore, 1t becomes possible to always provide
the pull service, without a necessity for an 1mage processing,
apparatus and the relay server to cope with a new protocol
only for establishing a session.

According to the image processing apparatuses and the
like disclosed as an illustrative embodiment in this specifi-
cation, 1t 1s possible to use HI'TP which 1s used for using the
pull service, to establish a session for enabling server-push
which 1s a higher-level protocol. Therefore, it 1s possible to
provide a push service corresponding to response informa-
tion, by using a configuration for performing a process
relative to HITP which 1s generally used in apparatuses
connected to the Internet, for example, a protocol stack for
performing a process of HI'TP. Therefore, it 1s convenient.

Communication systems for implementing the above
described technologies are also new and useitul.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows the configuration of a communication
system;

FIG. 2 shows the flow chart of processes performed by a
multi-function device;

FI1G. 3 shows the flow chart of processes performed by the
multi-function device;

FI1G. 4 shows the flow chart of processes performed by a
relay server;

FIGS. 5A and 5B are the flow charts of processes per-
formed by the relay server;

FIG. 6 shows the tflow chart of processes performed by a
service server;

FI1G. 7 1s a tlow chart illustrating a first operation example
of a communication system; and

FIG. 8 1s a flow chart illustrating a second operation
example of the communication system.

DETAILED DESCRIPTION

<Conlfiguration of System>

As shown 1n FIG. 1, a communication system 2 includes
routers 8 and 9, multi-function devices 10 and 11, a relay
server 60, and service servers 100, 110, and 120. The
multi-function device 10 1s connected to the Internet 6
through a LAN 4 and the router 7. The multi-function device
11 1s connected to the Internet 6 through the router 8.
Further, the relay server 60 and the service servers 100, 110,
and 120 are connected to the Internet 6.

<Configuration ol Multi-Function Device>

The multi-function device 10 can perform multiple func-
tions such as a printing function, a scanning function, a
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copying lunction, and a facsimile function. The multi-
function device 10 includes an operation unit 12, a display
unit 14, a network mterface 16, a printing unit 18, a scanning
umt 19, and a control unit 20. The operation unit 12 has a
plurality of keys. A user can operate the operation unit 12,
thereby imputting a variety ol istructions to the multi-
function device 10. The display umit 14 1s a display for
displaying a variety ol information. The network interface
16 1s connected to the router 7 through the LAN 4. The
printing unit 18 has a printing mechanism of an inkjet type,
a laser type, or the like. The scanning unit 19 has a scanning
mechanism such as a CCD or a CIS. The control unit 20
includes a CPU 22 and a memory 24. The memory 24 stores
an application program 25 and a protocol stack 26. The
memory 24 may be a computer-readable storage medium.
Examples of the computer-readable storage medium include
a non-transitory medium such as a ROM, a RAM, a flash
memory, or a hard disk. An electric signal for carrying a
program to be downloaded from a server or the like set on
the Internet 1s not included 1n the non-transitory medium.
The CPU 22 performs an application process for always
using a push service (to be described below) which the
service servers 100 and 120 provide, according to the
application program 23 stored in the memory 24. The CP
22 performs a protocol process such as HI'TP (an abbrevia-
tion for Hyper Text Transier Protocol), or XMPP over
BOSH (an abbreviation for eXtensible Messaging and Pres-
ence Protocol over Bidirectional-streams Over Synchronous
HTTP). The CPU 22 performs the protocol process, thereby
performing session establishment according to XMPP over
BOSH, and connection establishment according to HT'TP,
which will be described below.

The protocol stack 26 includes an HT'TP program 27 for
performing an HT'TP process which 1s a protocol process of
HTTP, and an XMPP over BOSH program 28 for perform-
ing an XMPP over BOSH process which 1s a protocol
process of XMPP over BOSH. In the XMPP over BOSH
process, the CPU 22 transmits HT'TP request information,
which includes a variety of information according to XMPP
over BOSH, or HITP response information through the
HTTP process. In a case that the network interface 16
receives HT'TP request information including a variety of
information according to XMPP over BOSH, or HITP
response 1mnformation, 1n an XMPP over BOSH process, the
CPU 22 receives the HT'TP request information or the HTTP
response information through the HTTP process. A session
according to XMPP over BOSH will also be referred to as
an XMPP session. Further, a connection according to HI'TP
will also be referred to as an HI'TP connection or a TCP
connection. Incidentally, XMPP over BOSH i1s an example
of a session establishment type protocol (to be described
below). Further, HT'TP 1s an example of a session-less type
protocol (to be described below).

The CPU 22 receives transmission information by an
application process, and transmits the received transmission
information from the network intertace 16 through a proto-
col process by using XMPP over BOSH, HTTP, or the like.
Further, i1n a case that the network interface 16 receives
reception information, the CPU 22 receives the reception
information through a protocol process i an application
process. In a case that an event which needs to be notified
in the application process occurs by the protocol process, the
CPU 22 outputs event information by the protocol process.
In the application process, the CPU 22 can recognize the
event having occurred 1n the protocol process, on the basis
of the event information. In a case that a session or a
connection 1s established in the protocol process, the CPU
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22 transmits nformation for identifying the established
session or connection, 1n the application process. Examples
of the information for identifying the established session or
connection include socket information.

The memory 24 stores mode mformation, session main-
tenance 1information, and so on (to be described below). The
mode information 1s information representing whether a
session maintenance mode 1s in an ON state or an OFF state.
The session maintenance mode 1s a mode 1n which the
multi-function device 10 establishes an XMPP session
between the multi-function device 10 and the relay server 60
and maintains the session so as to be able to use a variety of
push services (to be described below) which the service
servers 100 and 120 provide. The mode information may be
stored 1n the memory 24 at the time of manufacturing of the
multi-function device 10. The time of manufacturing 1s not
limited to the time of manufacturing the product in a factory
of the vendor. For example, a case that the dealer of the
multi-function device 10 performs pre-shipment setting on
the multi-function device 10 on the occasion of shipping the
multi-function device 10 to a customer 1s also included 1n the
time ol manufacturing. The session maintenance informa-
tion 1s information for establishing an XMPP session with
the relay server 60. The session maintenance information
may 1nclude the IP address of the relay server 60. Inciden-
tally, the multi-function device 10 can use HTTP to use a
pull service (to be described below) which the service server
110 provides.

Matters to be attended with respect to expressions in this
specification will be described. In this specification, the
expression “a CPU 72 of the relay server 60 receives a
variety of information” includes the technology content “the
CPU 72 of the relay server 60 receives a variety ol infor-
mation via a network interface 62”. Further, the expression
“the CPU 72 of the relay server 60 transmits a variety of
information” includes the technology content “the CPU 72
of the relay server 60 outputs a variety of information via the
network interface 62”. Incidentally, the same matters to be
attended exist even with respect to the CPU 22 and the
network interface 16 of the multi-function device 10.

Here, the definitions of the terms “data” and “informa-
tion” are described. Of the terms “data” and “information”,
the term “information” 1s used as a broader concept than the
term ‘“data”. Therefore, “A data” can be restated as “A
information”. Further, “B data” obtained by duplicating or
converting the “A data” 1s “A information” as long as the “B
data” 1s used with the same meaning as that of the “A data”.
<Configuration of Relay Server>

The relay server 60 1s a server configured separately from
the service servers 100, 110, and 120. The relay server 60 1s
a server for relaying accesses from the service servers 100
and 120 to the multi-function device 10 or 11. The relay
server 60 1s a server which 1s provided by the vendor of the
multi-function devices 10 and 11. The relay server 60
includes the network interface 62 and a control unit 70.

The control unit 70 includes the CPU 72 and a memory
74. The memory 74 stores an application program 75, a
device database 76, a multi-function device management
database 77, and a protocol stack 78. Similarly to the
memory 24, the memory 74 may be a computer-readable
storage medium. The protocol stack 78 includes an HTTP
program 81 and an XMPP over BOSH program 82. The
CPU 72 performs an application program for enabling the
multi-function devices 10 and 11 to always use the push
services which the service servers 100 and 120 provide,
according to the application program 75. A protocol process
which the CPU 72 performs according to the protocol stack
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78, cooperation between the protocol process and the appli-
cation process, and the like are based on the contents
described with respect to the multi-function device 10. The
device database 76 1s a database for receiving and storing
register information (to be described below) from the multi-
function devices 10 and 11. The multi-function device
management database 77 1s an area for storing communica-
tion statuses and request IDs. The communication statuses
are mformation 1items representing whether the multi-func-
tion devices 10 and 11 are 1n an online state or 1n an off-line
state, respectively. The online state 1s a state 1n which there
1s an XMPP session (to be described below) established
between the multi-function device 10 or 11 and the relay
server 60. The oflline state 1s a state 1n which there 1s no
XMPP session established between the multi-function
device 10 or 11 and the relay server 60. The request I1Ds are
information 1tems which are generated in STEP S353 (to be
described below). The request IDs are generated with
respect to the multi-function devices 10 and 11, respectively.
<Pull Service, Push Service and Functions of Router>

The pull service and push service of the communication
system 2 will be described. The pull service 1s a service
having a form 1n which an apparatus “A” to use the service
1s used to request the service from a server “B” for providing
the service, whereby the device “A” uses the service which
the server “B” provides. An example of the pull service 1s a
download service in which, in response to the device “A”
transmitting request information for requesting download of
content data such as 1mage data stored 1n the server “B”, the
server “B” replies with the content data. Another example of
the pull service 1s an upload service in which in response to
the device “A” transmitting content data together with
request information for requesting upload, the server “B”
receives the content data and the request information and
stores the content data. In the communication system 2, the
multi-function device 10 corresponds to the device “A” to
use the pull service. The service server 110 different from the
service server 100 corresponds to the server “B” for pro-
viding the pull service.

In a case of the pull service, 1n a case that HI'TP request
information including request information and designating
the service server 110 as a transmission destination 1s
transmitted from the multi-function device 10, the router 7
receives the HT'TP request information, and transmits HT'TP
request information to the Internet 6. At this time, the router
7 stores information for identifying the transmitted HTTP
request information, information representing the private IP
address of the multi-function device 10, and the like. Fur-
ther, the H1'TP request information transmitted by the router
7 includes a variety of information, such as information for
identifying the HT'TP request information transmitted by the
router 7, and the IP address of the router 7. In response to
receiving the HT'TP request information including request
data, the service server 110 transmits HI'TP response infor-
mation including content data according to the request
information, as a response to the router 7. Incidentally, the
HTTP response information which 1s transmitted as a
response 1ncludes a variety of information such as informa-
tion for identitying which HTTP request information the
HTTP response information is a response to. In response to
receiving the HTTP response information, the router 7
specifies that the HTTP response mmformation 1s response
information to the HI'TP request information transmitted by
the multi-function device 10, on the basis of the information
included in the HT'TP response information, and the infor-
mation stored at the time of transmitting the HI'TP request
information. Since the HTTP response information 1s
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response information to the HI'TP request information trans-
mitted by the multi-function device 10, the router 7 uses the
private IP address of the multi-function device 10 to transmit
the HTTP response information.

If the service server 110 transmits HTTP request infor-
mation designating the multi-function device 10 as a trans-
mission destination, the router 7 receives the HI'TP request
information, but the router 7 1s unable to specily that the
HTTP request information is response information to the
information transmitted by the multi-function device 10.
Since the HTTP request information is not response infor-
mation to the information transmitted by the multi-function
device 10, the router 7 does not transmit the HT'TP request
information to the multi-function device 10.

As described above, 1n a case that the router 7 receives
information from an apparatus set on the Internet (6) side, 1n
a case that the received information is response mformation
to 1nformation whose transmission source 1s the mulfi-
function device 10, the router 7 transmits the information
transmitted by the device set on the Internet (6) side, to the
multi-function device 10, whereas 1n a case that the received
information 1s not response information to nformation
whose transmission destination 1s the multi-function device
10, the router 7 does not transmit the information transmaitted
by the device set on the Internet (6) side, to the multi-
function device 10. This 1s the function of the firewall of the
router 7. As described above, in a case that the router 7
receives information from an apparatus set on the Internet
(6) side, 1n a case that the received information 1s response
information to mformation whose transmission source 1s the
multi-function device 10, the router 7 uses the private 1P
address of the multi-function device 10 to transmit the
information transmitted by the device set on the Internet (6)
side. This 1s the function of the NAT of the router 7. As
described above, a service in which the multi-function
device 10 can receive by transmitting information which 1s
for requesting the service and designates the service server
110 as a transmission destination 1s the pull service of the
communication system 2.

As described above, the router 7 stores a variety of
information such as information representing that the router
7 has transmitted the HTTP request information designating
the service server 110 as a transmission destination, and the
private IP address of the multi-function device 10, whereby
it 1s possible to transmit response information transmitted by
the service server 110 to the multi-function device 10
through the router 7. That 1s, the router 7 stores a variety of
information such as iformation for identifying the HITTP
request information transmitted by the router 7 and desig-
nating the service server 110 as a transmission destination,
and the private IP address of the multi-function device 10,
and the service server 110 receives and stores a variety of
information such as the information for identifying the
HTTP request information having been transmitted by the
router 7, whereby it 1s possible to establish a connection
between the multi-function device 10 and the service server
110 and to use the established connection to transmit the
response information transmitted by the service server 110,
to the multi-function device 10.

Incidentally, a connection using H1TP may be referred to
as an HTTP connection. Since HTTP 1s a protocol based on
TCP, an HITP connection may also be referred to as a TCP
connection. Incidentally, 1n order to use the pull service, the
multi-function device 10 has the protocol stack 26 to per-
form communication according to HT'TP.

The push service 1s a service of a form 1n which when a
timing to provide the service comes 1n the server “B” for
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providing the service, information relating to providing of
the service 1s transmitted from the server “B” to the device
“A” to use the service, whereby the device “A” uses the
service which the server “B” provides. An example of the
push service 1s a maintenance and inspection service in
which the server “B” requests status mformation from the
device “A”, and the status information transmitted as a
response from the device “A” 1s managed by the server “B”,
and maintenance and inspection according to the status

information 1s performed. Another example of the push
service 1s a remote setting service in which the server “B”
transmits set imformation to the device “A”, thereby per-
forming a variety of setting on the device “A”. In the
communication system 2, the multi-function device 10 cor-
responds to the device “A” which uses the push service. The
service server 100 corresponds to the server “B” which
provides the push service. In a case of the push service, even
if the service server 100 transmits HT'TP request information
which includes information relating to provision of the
service and designates the multi-function device 10 as a
transmission destination, as described above, the router 7
receives the HI'TP request information but does not transmit
the HT'TP request information to the multi-function device
10. That 1s, using the push service in the multi-function
device 10 1s restricted by the function of the firewall of the
router 7.

Incidentally, since a timing for the service server 100 to
provide a service 1s unable to be seen from the multi-
function device 10, 1t 1s impossible to establish a connection
between the multi-function device 10 and the service server
100 by transmitting HTTP request information from the
multi-function device 10, and use the established connection
to receive mformation relating to provision of the service.

Incidentally, the pull service, the push service, and the
function of a router have been described taking the multi-
function device 10 and the router 7 for example; however,
they are the same with respect to the multi-function device
11 and the router 8. Further, the push service has been
described taking the service server 100 for example; how-
ever, 1t 1s the same even with respect to the service server
120.

<Configuration of Service Server>

The service server 100 1s a server which 1s used for an
online service. Examples of the online service include the
maintenance and inspection service for the multi-function
devices 10 and 11, and the remote setting service on the
multi-function devices 10 and 11. The service server 100
accesses the multi-function devices 10 and 11 through the
Internet 6, and performs a process of receiving a variety of
information such as a residual amount of toner from the
multi-function devices 10 and 11, or a process of rewriting
options of the multi-function devices 10 and 11.

The service server 100 has a control unit 102. The control
umt 102 mncludes a CPU 103 and a memory 104. The
memory 104 has a data memory area 105. The data memory
area 105 1s an area 1 which a varniety of data 1s stored.
Incidentally, the configurations of the service servers 110
and 120 are basically the same as that of the service server
100, and thus will not be described.

<Operation of Multi-Function Device>

With reference to the flows of FIGS. 2 and 3, an appli-
cation process which 1s performed on the basis of the
application program 25 by the multi-function device 10 will
be described. Incidentally, a process which 1s performed by
the multi-function device 11 1s the same as the process which
1s performed by the multi-function device 10, and thus will
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not be described. The flows of FIGS. 2 and 3 may be started,
for example, when the power supply of the multi-function
device 10 1s turned on.

In STEP S211, the CPU 22 determines whether the
session maintenance mode 1s 1 the ON state. STEP S211
may be performed at the time of activating the multi-
function device 10. Examples of the time of activating
include a case that the power supply of the multi-function
device 10 has been turned on, and a case that a user’s
operation to 1nstruct activation has been received after the
power supply has been turned on. The corresponding deter-
mination may be performed on the basis of mode informa-
tion stored in the memory 24. In a case that the session
maintenance mode 1s not 1 the ON state (“NO” in STEP
S211), the CPU 22 proceeds to STEP S213.

In STEP S213, the CPU 22 determines whether any input
event has occurred. Whether any mput event has occurred
may be determined on the basis of event information which
an operating system (not shown) outputs, for example, in
response to a user’s mput to the operation unit 12. In a case
that any input event has not occurred (“NO” 1n STEP S213),
the CPU 22 returns to STEP S213. Meanwhile, 1n a case that
an mput event has occurred (“YES” in STEP S213), the CPU
22 proceeds to STEP S215. In STEP S215, the CPU 22
determines whether the input event has occurred due to an
operation of turning on the session maintenance mode. In a
case that the determination result 1s negative (“NO” 1n STEP
S215), the CPU 22 proceeds to STEP S217 in which the
CPU 22 performs a process according to the input operation,
and then returns to STEP S213. Meanwhile, 1n a case that the
determination result 1s positive (“YES” in STEP S215), the
CPU 22 proceeds to STEP 5219 1n which the CPU 22 sets
the mode mformation stored 1n the memory 24, to “ON”, and
then returns to STEP S211.

In a case that the occurred mput event 1s due to an
operation ol instructing using the pull service, in STEP
S217, the CPU 22 transmits HT'TP request information,
which includes request information for requesting using the
pull service and designates the service server 110 as a
transmission destination, through the protocol process.
Thereafter, 1n a case that the service server 110 transmits
HTTP response information including response imnformation
relating to using the pull service, and the network interface
16 receives the HTTP response information, the CPU 22
receives the response information relating to using the pull
service, and performs a process relating to using the pull
service. A process of making the multi-function device 10
form an 1mage based on content data included in the HTTP
response mformation, a process of making the memory 24
store the content data included 1n the HT'TP request infor-
mation, and the like are examples of a process relating to
using a download service of a pull service system. A process
of receiving response information representing that the
content data included 1n the HTTP response information has
been stored 1n the service server 110 or that the content data
has been transmitted from the service server 110 to another
apparatus, and notifying a service performance situation to
a user 1s an example of a process relating to using an upload
service of a pull service system.

Meanwhile, 1n a case that it 1s determined in STEP S211
that the session maintenance mode 1s in the ON state (“YES™
in STEP S211), the CPU 22 proceeds to STEP S231. In
STEP S231, the CPU 22 performs a register process. The
register process 15 a process ol registering register mforma-
tion of the multi-function device 10 in the device database
76 of the relay server 60. The register information includes
a variety of information such as a device ID and capability
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information. The device ID 1s information for identifying the
multi-function device 10. A device ID 1s used to identily a
multi-function device which is the transmission destination
of request information (to be described below). As an
example of the device 1D, a serial number during manufac-
turing ol the multi-function device 10 can be taken. The
capability information 1s information representing a variety
of capability of the multi-function device 10 such as a
memory capacity and paper sizes capable of printing. The

register process may be performed by communication based
on HI'TP.

In STEP 8233, the CPU 22 transmits, for example, the IP

address of the relay server 60 to the protocol stack 26, on the
basis of session maintenance information stored in the
memory 24, thereby making the protocol stack 26 perform

a protocol process for establishing an XMPP session accord-
ing to XMPP over BOSH, which is a session establishment

type protocol, between the multi-function device 10 and the
relay server 60. Incidentally, in a case that there 1s an XMPP
session established between the multi-function device 10
and the relay server 60, a new XMPP session may be
established between the multi-function device 10 and the
relay server 60. This 1s similar in the reverse case.

A specific procedure for establishing the XMPP session
will be described. According to XMPP over BOSH, the
multi-function device 10 transmits HIT'TP request informa-
tion including first request information for requesting the
relay server 60 to transmit a session ID to be used i an
XMPP session. The HT'TP request information including the
first request information 1s also referred to as the XMPP
session establishment request information.

In response to receiving the XMPP session establishment
request information transmitted by the multi-function device
10, the relay server 60 generates a session ID, and transmits
HTTP response imnformation including the session ID, as a
response, according to XMPP over BOSH.

In response to recerving the HT'TP response imnformation
transmitted by the relay server 60 and receiving the session
ID included 1n the HTTP response information, according to
XMPP over BOSH, the multi-function device 10 transmuits
HTTP request information including the received session 1D
and notification information for notitying the relay server 60
that the session ID has been recerved.

In response to receiving the HTTP request information
transmitted by the multi-function device 10 and including
the session ID and the notification information, according to
XMPP over BOSH, the relay server 60 replies with HT'TP
response information including response information repre-
senting “OK”. As described above, the multi-function device
10 and the relay server 60 receive a common session 1D
through communication of a variety of information accord-
ing to XMPP over BOSH, thereby establishing an XMPP
session. Thereafter, according to XMPP over BOSH, HTTP
request information mcluding that session ID and a variety
of information 1s transmitted, whereby transmission of infor-
mation using the established XMPP session 1s performed.
On the side having received information using the estab-
lished XMPP session, 1t 1s possible to recognize that the
received information 1s information having been transmitted
by using the established XMPP session, on the basis of the
session 1D.

Event information representing that the XMPP session
has been established 1s transmitted by an XMPP over BOSH
process, and information identifying the established session
1s transmitted to the application process. Therefore, 1n the
application process, the CPU 22 can recognize the estab-
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lishment of the XMPP session. Upon recognizing the estab-
lishment of the XMPP session, the CPU 22 proceeds to

STEP S234.
In STEP 5234, the CPU 22 determines whether time-up
information (to be described below) has been stored 1n the

memory 24. In a case that the determination result of STEP
S234 1s negative (“NO” i STEP S234), the CPU 22
proceeds to STEP 5236. In STEP S236, the CPU 22 controls
the protocol stack 26 such that the protocol stack 26 per-
forms a protocol process for establishing an XMPP connec-
tion, which 1s a connection according to XMPP over BOSH,
between the multi-function device 10 and the relay server 60
by using the established session.

A specific procedure for establishing the XMPP connec-
tion will be described. According to XMPP over BOSH, the
multi-function device 10 designates the relay server 60 as a
transmission destination and transmits HTTP request infor-
mation including: a session ID identifying a session estab-
lished between the multi-function device 10 and the relay
server 60; and second request iformation for requesting
establishment of an XMPP connection. The second request
information 1s information necessary for transmitting HT1'TP
response mformation, which includes information relating to
provision of the push service according to XMPP over
BOSH and which will be transmitted from the relay server
60, to the multi-function device 10. The HTTP response
information including the second request information 1s also
referred to as the XMPP connection establishment request
information. The router 7 transmits the XMPP connection
establishment request information to the Internet 6, and the
relay server 60 recerves the transmitted HT'TP request infor-
mation, whereby an HTTP connection 1s established
between the multi-function device 10 and the relay server 60
by the mechamsm described above in the description of the
pull service. The HT'TP connection established by the pro-
cedure according to XMPP over BOSH as described above
1s an XMPP connection. Incidentally, examples of the infor-
mation relating to provision of the pull service include GET
request information and SET request information which the
service server 100 has transmitted to the relay server. The
GET request information 1s command information which 1s
used for the service server 100 to request the multi-function
device 10 to reply with information designated by an object
ID. The SET request information 1s command information
which 1s used to request the multi-function device 10 to
change setting according to iformation designated by the
object ID. Examples of the mnformation which 1s designated
by the object ID include information representing an MAC
address, information representing an IP address, a variety of
information (for example, mformation on the residual
amount of toner) representing the state of the multi-function
device 10, and so on.

In a case that the XIMPP connection has been established,
if 1t 1s a timing for the service server 100 to provide the push
service, the relay server 60 includes SET request informa-
tion, or GET request information, or the like in HTTP
response information relative to the XMPP connection
establishment request information, and designates the multi-
function device 10 as a transmission destination, and trans-
mits the HI'TP response mformation. The HT'TP response
information relative to the XMPP connection establishment

request nformation 1s also referred to as XMPP response
information.

Meanwhile, 1n the case that the XMPP connection has
been established, 1t 1t 1s not a timing for the service server
100 to provide push service, after it becomes a timing to
provide the push service, the relay server 60 makes an
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XMPP response information include SET request informa-
tion, or GE'T request information, or the like, and designates
the multi-function device 10 as a transmission destination,
and transmits the HTTP response information. It 1s not
necessarlly needed to transmit response information at a
timing when the request information from the multi-function
device 10 1s received, as described above, and transmission
of XMPP response information, with the multi-function
device 10 designated as a transmission destination, directly
in response to the provision timing of the push service of the
service server side 1s also referred to as server-push.

The XMPP response information which the relay server
60 transmits does not include any session ID. However,
since the XMPP response information does not include
information capable of 1dentifying that the XMPP response
information 1s an HTTP response information relative to the
XMPP connection establishment request information, the
multi-function device 10 receiving the XMPP response
information can recognize that the XMPP request informa-
tion 1s information transmitted as a response by using the
XMPP session.

Incidentally, as can be seen from that establishment of an
XMPP session, establishment of an XMPP connection,
transmission of XMPP request information, and transmis-

sion of XMPP response information are performed accord-
ing to HI'TP, XMPP over BOSH 1s a high-level protocol

which uses HTTP, and HT'TP 1s a low-level protocol which
1s used 1n XMPP over BOSH. A low-level protocol process
transmits information received via the network interface 16
to a high-level protocol process, and the high-level protocol
process processes the transmitted information. The high-
level protocol process transmits information desired to be
transmitted via the network interface 16, to the low-level
protocol process, and the low-level protocol process pro-
cesses the transmitted information. That 1s, the multi-func-
tion device 10 uses the protocol stack of HI'TP for both of
using the pull service and using the push service.

In STEP S237, the CPU 22 starts a timer (not shown). The
time-up time of the timer may be determined in advance.
The time-up time may be set to, for example, 1 minute.

In STEP 5238, the CPU 22 determines whether any event
has occurred. In a case that any event has not occurred
(“NO” 1n STEP S238), the CPU 22 returns to STEP S238;
whereas 1n a case that an event has occurred (“YES” in
STEP S238), the CPU 22 proceeds to STEP S239. In STEP
5239, the CPU 22 determines whether the event detected 1n
ST_P S238 1s the time-up of the timer started in STEP S237.
In a case that the event 1s the time-up of the timer (“YES”
in STEP 5239), the CPU 22 proceeds to STEP S240 1n which
the CPU 22 performs control such that the memory 24 stores
time-up information, and returns to STEP S234.

Meanwhile, in a case that the determination result of
STEP S234 1s positive (“YES” in STEP S234), the CPU 22
proceeds to STEP S235. In STEP S235, the CPU 22 deletes
the time-up 1information stored in the memory 24. Then, the
CPU 22 proceeds to STEP S241.

In STEP S241, the CPU 22 transmits survival notification
information designating the relay server 60 as a transmission
destination, through the protocol process, by using HI'TP.
The survival notification information includes information
for representing that the multi-function device 10 has rec-
ognized that the XMPP session has established in STEP
S233. Incidentally, 1n the protocol process of the relay server
60, in a case that the relay server 60 is unable to recognize
that the XMPP session established in STEP S233 1s valid,
information using the XMPP session 1s not transmitted to the
application process of the relay server 60. However, since
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the CPU 22 transmits the survival notification information
by using HI'TP 1n STEP S241, even 1n the case that the relay
server 60 1s unable to recognize that the XMPP session
established in STEP 5233 1s valid 1n the protocol process of
the relay server 60, the survival notification mformation 1s

transmitted to the application process of the relay server 60.
Thereafter, the CPU 22 restarts the timer in STEP S242, and

proceeds to STEP 5244,

In STEP S244, the CPU 22 determines whether survival
response mformation which the relay server 60 has trans-
mitted in response to the survival notification information by
using HTTP has been received through the protocol process.
The survival response information includes information for
representing that the relay server 60 has recognized that the
XMPP session has been established 1n STEP S233. In a case
that the determination result i1s positive (“YES” 1n STEP
S244), the CPU 22 proceeds to STEP S236 1n which the
CPU 22 performs establishment of a new XMPP connection
between the multi-function device 10 and the relay server

60. Meanwhile, 1n a case that the determination result is
negative (“NO” 1 STEP S244), the CPU 22 proceeds to

STEP S246 in which the CPU 22 determines whether a
predetermined time has elapsed from the transmission of the
survival notification information. In a case that the determi-
nation result 1s negative (“NO” 1n STEP 5246), the CPU 22
returns to the determination of STEP S244. Meanwhile, 1n a
case that the determination result 1s positive (“YES” 1n
STEP S246), the CPU 22 returns to STEP S233 1n which the
CPU 22 performs establishment of a new XMPP session
between the multi-function device 10 and the relay server.

As described above, in a case that 1t 1s 1impossible to
recognize reception of an XMPP response information
including SET request information, or GET request infor-
mation, or the like until elapse of the time-up time from the
establishment of the XMPP connection, the CPU 22 trans-
mits the survival notification information to the relay server,
thereby notifying the relay server 60 that the multi-function
device 10 has recogmized that the XMPP session has been
established. As described above, the CPU 22 receives the
survival response information from the relay server 60,
whereby the multi-function device (10) side recognizes that
the relay server 60 has recognized that the XMPP session
has been established.

Further, 1n a case that 1t 1s possible to recognize that the
relay server 60 has recognized that the XMPP session has
established, on the basis of the survival response mforma-
tion, since there 1s a possibility that the XMPP connection
might be cut, the CPU 22 newly establishes an XMPP
connection, thereby performing preparation to transmit
XMPP response information which the relay server 60 wall
transmit, to the multi-function device 10. Examples of a case
that the XMPP connection has been cut include a case that
there has been no reply with XMPP response information for
a while from the establishment of the XMPP connection, and
thus a device existing between the multi-function device 10
and the relay server 60, for example, the router 7 or the like,
has deleted information representing that the corresponding
device had transmitted the XMPP connection establishment
request information to the Internet 6, information represent-
ing the private IP address of the multi-function device 10,
and the like.

In a case that it has not been 1mpossible to receive the
survival response information and recognize that the relay
server 60 has recognized that the XMPP session has been
established, since there 1s a possibility that the XMPP
connection might be cut, the CPU 22 newly establishes an
XMPP session and establishes an XMPP connection,
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thereby performing preparation to transmit XMPP response
information which the relay server 60 will transmit, to the
multi-function device 10. Examples of the case that the
XMPP session has been cut include a case that the session
ID, information identifying the established XMPP session,
and the like has been deleted from the relay server 60 due to
resetting of the relay server 60. Further, examples of the case
that the XMPP session has been cut include a case that with
respect to an XMPP session 1n which transmission of XMPP
response information had not been performed for a long
time, information 1dentitying the corresponding XMPP ses-
sion, and the like has been deleted by the protocol process
of the relay server 60.

Preparation for transmitting XMPP response information
which the relay server 60 will transmit, to the multi-function
device 10 on the basis of transmission of survival notifica-
tion information and confirmation of the survival response
information as described above 1s performed whenever the
time-up time elapses. As described above, whenever a
timing for the service server 100 to provide the push service
comes, the multi-function device 10 1s always ready to
receive XMPP response information including SET request
information, or GE'T request information, or the like. That 1s,
the multi-function device 10 can always use the push
service.

Incidentally, 1n the present 1llustrative embodiment, there
1s a possibility that an XMPP connection will be cut after
establishment of the XMPP connection until elapse of the
time-up time. That 1s, the term “always™ described 1n the
description of the present illustrative embodiment means
that 11 1t 1s possible to use the push service almost always,
a short period of time when 1t 1s 1mpossible to use the push
service 1s allowable.

Incidentally, 11 the time-up time 1s set to a time for which
a device positioned between the multi-function device 10
and the relay server 60 does not cut an XMPP connection
even though there 1s no reply with XMPP response infor-
mation for a while from establishment of the XMPP con-
nection, it 1s convenient. For example, the time-up time may
be set to 1 minute. Needless to say, the time-up time may
also be set to a time longer than 1 minute. Further, 1n a case
that the device positioned between the multi-function device
10 and the relay server 60 rarely cuts the XMPP connection,
the time-up time may be set to be very long. For example,
the time-up time may be set to 24 hours. Further, the
processes subsequent to transmission of the survival notifi-
cation information and using the time-up time may not be
performed at all.

Further, 1n a case that 1t 1s determined 1n STEP S239 that
the event 1s not the time-up of the timer (“NO” in STEP
S239), the CPU 22 proceeds to STEP S251. In STEP 5251,
the CPU 22 determines whether the event detected 1n ST JP
S238 1s an event having occurred due to reception of the
second request information by the network interface 16. The
second request information 1s mformation which 1s trans-
mitted from the relay server 60 to the multi-function device
10 through the XMPP session. Examples of the second
request information nclude GET request information or
SE'T request information transmitted to the relay server 60
by the service server 100, and designating the multi-function
device 10 as the transmission destination.

In a case that the determination result of STEP S251 1s
positive (“YES” mn STEP 5251), the CPU 22 proceeds to
STEP 5261. In STEP S261, the CPU 22 analyzes the second
request mformation and receives response information cor-
responding to the second request information. In a case that
the second request information 1s GE'T request information,
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the CPU 22 may read a variety of information designated by
an object ID and stored in the memory 24, such as infor-
mation representing an MAC address, information repre-
senting an IP address, a variety of information representing
the state of the multi-function device 10, and the like,
through an operating system, thereby receiving response
information. This 1s an example of the receipt of the
response information. In a case that the second request
information 1s SET request information, the CPU 22 changes
some 1nformation such as set information designated by the
object ID and stored in the memory 24, through the oper-
ating system, and generates information representing the
changed result, thereby receiving response information. This
1s an example of the receipt of the response mformation.

Further, the CPU 22 incorporates a request 1D 1ncluded in
the second request information, into the response mforma-
tion. For example, 1n a case that the second request infor-
mation 1s GET request information, the CPU 22 generates
GET response information including information designated
by the object ID included in the GET request information.
Further, for example, in a case that the second request
information 1s SET request information, the CPU 22 gen-
erates SET response mformation including information rep-
resenting that a setting process such as a process of changing,
information designated by the object ID included 1n the SET
request information has been performed.

In STEP S265, the CPU 22 transmits HTTP request
information including the response information generated 1n
STEP S261 to the relay server 60 through the protocol
process, according to HITP which 1s a session-less type
protocol.

In STEP S267, the CPU 22 determines whether the
network interface 16 has received the HT'TP response infor-
mation which the relay server 60 transmitted to the multi-
function device 10 1n response to the HT'TP request infor-
mation transmitted in STEP S2635. In a case that the HT'TP
response mnformation has not been recerved (“NO” 1n STEP
S5267), the CPU 22 returns to STEP 5267. Meanwhile, 1n a
case that the HTTP response information has been received,
the CPU 22 returns to STEP 5236 in which the CPU 22
performs a process for newly establishing an XMPP con-
nection between the multi-function device 10 and the relay
server 60, whereby the multi-function device 10 becomes
able to use the push service again.

Meanwhile, 1n a case that 1t 1s determined 1n STEP S251
that the event detected in STEP S238 1s not reception of
second request information (“NO” 1n STEP S231), the CPU
22 proceeds to STEP S253. In STEP S253, the CPU 22
determines whether the event detected in STEP S238 15 an
input event having occurred due to an operation of turning

ofl the session maintenance mode. In a case that the deter-
mination result 1s negative (“NO”’ in STEP S253), the CPU

22 proceeds to STEP S257 1in which the CPU 22 performs
a process according to the input operation, sitmilarly in STEP
S217. Then, the CPU 22 returns to STEP S238. Meanwhile,
in a case that the determination result 1s positive (“YES” 1n
STEP S253), the CPU 22 proceeds to STEP S255 1n which
the CPU 22 sets mode information stored in the memory 24,
to “OFF”. Then, the CPU 22 returns to STEP S211.

<Operation of Relay Server>

Detalled operations of the relay server 60 will be
described with reference to the tlows of FIGS. 4 and 5. The
flow chart of FIG. 4 may be started, for example, the relay
server 60 1s powered up. In STEP S311, the CPU 72 starts
a management timer process. The management timer pro-
cess will be described below. In STEP S313, the CPU 72

determines whether any event has occurred. In a case that
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any even has not occurred (“NO” 1n STEP S313), the CPU
72 returns to STEP S313. Meanwhile, 1n a case that an even
has occurred (“YES” 1n STEP S313), the CPU 72 proceeds
to STEP S315. In STEP S315, the CPU 72 determines
whether the occurred event 1s an event having occurred due
to reception of register information from the multi-function
device 10 or 11 by the network interface 62. In a case that
the determination result 1s positive (“YES” in STEP S315),
the CPU 72 proceeds to STEP S317 1n which the CPU 72
registers the received register information in the device
database 76. Thereatter, the CPU 72 returns to STEP S313.

Incidentally, the CPU 72 may authenticate the multi-
function device 10 or 11 by using authentication information
such as a PIN code on the occasion of reception of the
register information. In this case, 1n a case that the multi-
function device 10 or 11 1s authenticated as an apparatus
whose register information needs to be registered, the CPU
72 may register the register information in the device
database 76.

Meanwhile, 1n a case that the determination result of
STEP S315 1s negative (“NO” 1n STEP S315), the CPU 72
proceeds to STEP S321. In STEP 5321, the CPU 72 deter-
mines whether the occurred event 1s an event having
occurred due to establishment of an XMPP session between
the relay server 60 and the multi-function device 10 or 11
according to the protocol process. In the protocol process,
establishment of the XMPP session 1s performed by the
procedure described previously 1n the part having the title
“OPERATION OF MULTI-FUNCTION DEVICE 10”. In a
case that the determination result 1s positive (“YES” 1n
STEP S321), the CPU 72 proceeds to STEP S323.

In STEP S323, the CPU 72 determines whether an area
storing communication status information and a request 1D
relative to the multi-function device having established the
XMPP session exists in the multi-function device manage-
ment database 77. In a case that the corresponding area
exists (“YES” in STEP S323), the CPU 72 returns to STEP
S313. Meanwhile, 1n a case that the corresponding area does
not exist (“NO” i STEP S323), the CPU 72 proceeds to
STEP S325. In STEP S325, the CPU 72 generates an area
storing the communication status information and the
request 1D relative to the multi-function device having
established the XMPP session, 1n the multi-function device
management database 77. Then, the CPU 72 returns to STEP
S313.

Meanwhile, in a case that the occurred event 1s not an
event having occurred due to establishment of an XMPP
session (“NO” 1n STEP S321), the CPU 72 returns to STEP
S341. In STEP S341, the CPU 72 determines whether the
occurred event 1s an event having occurred due to establish-
ment of an XMPP connection between the relay server 60
and the multi-function device having established the XMPP
session, according to the protocol process. In the protocol
process, establishment of an XMPP connection 1s performed
by the procedure described previously in the part having the
title “OPERATION OF MULTI-FUNCTION DEVICE 10”.
In a case that the determination result 1s positive (“YES” 1n
STEP S341), the CPU 72 proceeds to STEP S342. In STEP
S342, the CPU 72 stores connection information identifying

the estabhshed XMPP connection, 1n the memory 74. Then,

the CPU 72 proceeds to STEP S327.
In STEP S327, the CPU 72 sets the communication status
information stored in the multi-function device management

database 77 and relative to the multi-function device having

established the XMPP connection, to “ONLINE”. In STEP
5329, the CPU 72 starts a management timer (not shown)
relative to the multi-function device having established the
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XMPP connection. Thereafter, the CPU 72 returns to STEP
S313. The management timer 1s a timer, which 1s provided
with respect to each multi-function device having estab-
lished an XMPP connection, and which 1s a software timer
for determining whether the time-up time has elapsed from
the establishment of the XMPP connection. In a case that the
time-up time has elapsed from the establishment of the
XMPP connection, the management timer outputs an event
representing that the time 1s up. The time-up time 1s set to,
for example, 2 minutes.

Meanwhile, 1n a case that the determination result of
STEP S341 1s negative (“NO” 1n STEP S341), the CPU 72

proceeds to STEP S331. In STEP S331, the CPU 72 deter-
mines whether the occurred event 1s the time-up of the
management timer. In a case that the determination result 1s
positive (“YES” 1n STEP S331), the CPU 72 proceeds to
STEP S333 in which the CPU 72 sets communication status
information stored in the multi-function device management
database 77 and relative to the multi-function device corre-

sponding to the management timer in which the time has
been up, to “OFFLINE”. Thereafter, the CPU 72 returns to

STEP S313. Meanwhile, 1n a case that the determination
result 1s negative (“NO” i STEP 5331), the CPU 72
proceeds to STEP 5343,

In STEP S343, the CPU 72 determines whether the
occurred event 1s an event having occurred due to reception
of HTTP request information from the service server 100 or
120 by the network interface 62. In a case that the determi-
nation result 1s negative (“NO”” 1n STEP S343), the CPU 72
proceeds to STEP S361. Meanwhile, in a case that the
determination result 1s positive (“YES” in STEP S343), the
CPU 72 proceeds to STEP S345. In STEP S345, the CPU 72
receives information included i the HTTP request infor-
mation, through the protocol process, and determines which
information the received information 1is.

In a case that the HI'TP request information includes
device ID inquiry information (“DEVICE ID INQUIRY
INFORMATION” 1n STEP S345), the CPU 72 proceeds to
STEP S347. The device ID inquiry information 1s informa-
tion representing that the relay server 60 1s requested to reply
with the device ID of the multi-function device which 1s to
receive the push service from the service server 100 or 120.
In STEP S347, the CPU 72 detects the device ID of the
multi-function device corresponding to the device ID
inquiry information, from the device database 76. Thereat-
ter, through the protocol process, the CPU 72 designates the
service server which is the transmission source of the device
ID inquiry information, and transmits HT'TP response infor-
mation including the detected device ID.

Meanwhile, 1in a case that the HI'TP request information
includes first request information (“FIRST REQUEST
INFORMATION” 1n STEP S345), the CPU 72 proceeds to
STEP S349. The first request information i1s information
which 1s transmitted from the service server 100 or 120.
Examples of the first request information include GET
request information, SET request information, and the like.

The first request information includes a device 1D, an object

ID, and the like.

In STEP S349, the CPU 72 determines whether the
multi-function device which 1s the transmission destination
of the first request information 1s oflline, on the basis of the
communication status information stored 1n the multi-func-
tion device management database 77. Specifically, the CPU
72 determines whether the communication status informa-
tion of the multi-function device corresponding to the device
ID included 1n the first request information 1s “OFFLINE”.
In a case that 1t 1s determined that the communication
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destination multi-function device 1s not ofiline (*NO” 1n
STEP 5349), the CPU 72 proceeds to STEP S333.

In STEP S353, the CPU 72 generates a request 1D.
Thereatter, the CPU 72 stores the generated request ID 1n the
memory 74 1n association with the first request information
received 1n STEP S343. For example, the request ID may be
the reception time of the first request information, or may be
a number generated uniquely.

In STEP S355, the CPU 72 transmits second request

information to the communication destination multi-func-
tion device by using the XMPP session. Specifically, the
CPU 72 transmits XMPP response information including the
second request information and relative to the XMPP con-
nection having been established between the relay server
and the transmission destination multi-function device, to
the transmission destination multi-function device, through
the protocol process. The second request information 1s
information obtained by adding the request 1D to the first
request information. The second request information needs
only to include at least the request ID and the object 1D, and
may not iclude the device 1D included in the first request
information. Thereatter, the CPU 72 returns to STEP S313.

Meanwhile, in a case that it 1s determined in STEP S349
that the communication destination multi-function device 1s
offline (“YES” 1n STEP S349), the CPU 72 proceeds to
STEP S351. In STEP S351, the CPU 72 transmits HTTP
response mnformation including error information represent-
ing that 1t 1s impossible to transmit the first request infor-
mation to the communication destination multi-function
device, to the service server which i1s the transmission source
of the first request information, through the protocol process.
Thereatfter, the CPU 72 returns to STEP S313.

Meanwhile, mn a case that the determination result of
STEP S343 1s negative (“NO” 1n STEP S343), the CPU 72
proceeds to STEP S361. In STEP S361, the CPU 72 deter-
mines whether the occurred event 1s an event having
occurred due to reception of H1'TP request information from
the multi-function device 10 or 11. Incidentally, HTTP
request information to be an object of the determination 1s
HTTP request information different from XMPP request
information relative to an XMPP session having established
between the service server and the multi-function device 10
or 11. In a case that the determination result of STEP S361
1s negative (“NO” 1mn STEP S361), the CPU 72 returns to
STEP S313. Meanwhile, in a case that the determination
result of STEP 8361 1s positive (“YES” in STEP S361), the
CPU 72 proceeds to STEP S364. In STEP S364, the CPU 72
resets a management timer corresponding to the multi-
function device which 1s the transmission source of the
HTTP request information.

In STEP S369, the CPU 72 receives information included
in the HTTP request information, through the protocol
process, and determines which information the received
information 1s. In a case that the HTTP request information
includes response mnformation (“RESPONSE INFORMA -
TION” in STEP S369), the CPU 72 proceeds to STEP S373.

In STEP S373, the CPU 72 reads a request ID included 1n
the response information. Subsequently, the CPU 72 detects
first request information corresponding to a request ID
comnciding with the request ID included in the response
information, from the multi-function device management
database 77. Thereafter, the CPU 72 transmits the HTTP
response information including the response information, to
the service server which 1s the transmission source of the
detected first request information, through the protocol
Process.
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In STEP S375, the CPU 72 transmits HTTP response
information as a response to the HI'TP request information
including the response information, to the multi-function
device which i1s the transmission source of the HI'TP request
information, through the protocol process. Thereatter, the
CPU 72 returns to STEP S313.

Meanwhile, 1n a case that 1t 1s determined in STEP S369
that the HT'TP request information includes survival notifi-
cation information (“SURVIVAL NOTIFICATION INFOR -
MATION” 1n STEP 5369), the CPU 72 proceeds to STEP
S365. In STEP S365, the CPU 72 replies with HTTP
response 1mformation including the survival response nfor-
mation, to the multi-function device which 1s the transmis-
sion source of the HT'TP request information including the
survival notification information, through the protocol pro-
cess. Thereafter, the CPU 72 returns to STEP S313.

<Operation of Service Server>

Detailed operations of the service server 100 or 120 wall
be described with reference to the tlow of FIG. 6. The flow
of FIG. 6 may be started, for example, when the service
server 100 or 120 1s powered up. In STEP 53509, the CPU
103 determines whether any command for receiving a
device ID for identitying a multi-function device which 1s an
object of provision of the service has been mput. In a case
that any device ID recerving command has not been input
(“NO” 1n STEP S509), the CPU 103 proceeds to STEP S523.
Meanwhile, 1n a case that a device ID receiving command
has been input (“YES” i STEP S509), the CPU 103
proceeds to STEP S513. The device ID receiving command
may be mput by an operation on the service server 100.

In STEP S513, the CPU 103 transmits HTTP request
information including device ID inquiry information, to the
relay server 60. In STEP S517, the CPU 103 receives HT'TP
response information, which the relay server 60 has trans-
mitted with respect to the HI'TP request information trans-

mitted in STEP S513, and includes a device ID.

In STEP S523, the CPU 103 determines whether any
first-request-information transmission command has been
input. A first-request-information transmission command 1s
a command for transmitting first request information to a
multi-function device 1dentified by the device 1D received in
STEP S517. In a case that any first-request-information
transmission command has not been mput (“NO” 1n STEP
5523), the CPU 103 returns to STEP S509. Meanwhile, 1n a
case that a first-request-information transmission command
has been input (“YES” in STEP S§523), the CPU 103
proceeds to STEP S529. The first-request-information trans-
mission command may also be input by an operation on the
service server 100.

In STEP S529, the CPU 103 transmits HTTP request
information including first request information, to the relay
server 60. The first request information includes the device
ID received in STEP S517. In STEP S533, the CPU 103
receives HT'TP response information, which the relay server
60 has transmitted in response to the HI'TP request infor-
mation transmitted in STEP 53529, and includes response
information. Thereafter, the CPU 103 returns to STEP S509.

<First Operation Example of Communication System>

A first operation example of the communication system 2
will be described with reference to the sequence diagram of
FIG. 7. With reference to FIG. 7, a case that GET request
information 1s transmitted from the service server 100 to the
multi-function device 10 through the relay server 60 while
the XMPP session between the multi-function device 10 and
the relay server 60 1s maintained will be described. Also, a
case that the session maintenance mode of the multi-func-
tion device 10 has been set to “ON” will be described.
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Upon the multi-function device 10 1s powered up, since
the session maintenance mode has been set to “ON” (“YES™
in STEP S211), in STEP 5231, the multi-function device 10
transmits register information to the relay server 60. In
response to receiving the register information (“YES” in
STEP S315), the relay server 60 registers the received
register information 1n the device database 76 in STEP S317.
In a case that the multi-function device 10 transmits XMPP
session establishment request information, the multi-func-
tion device 10 and the relay server 60 establishes an XMPP
session 1 STEP 5233 (“YES” in STEP S321). Since the
multi-function device 10 transmits XMPP connection estab-
lishment request information, an XMPP connection 1s estab-
lished between the multi-function device 10 and the relay
server 60 1n STEP S236 (“YES” in STEP S341).

In order to start a process of providing the service to the
multi-function device 10, a command for receiving a device
ID 1dentitying the multi-function device 10 1s mput to the
service server 100 (“YES” in STEP S509). The service
server 100 transmits device ID inquiry information for
requesting the device ID of the multi-function device 10, to

the relay server 60 in STEP S513. In response to receiving
the device ID inquiry information (“DEVICE ID INQUIRY

INFORMATION” 1in STEP S345), the relay server 60
searches for the device ID of the multi-function device 10
and transmits the searched device ID to the service server
100 1n STEP S347.

In a case that the time of the timer 1s up (“YES” 1n STEP
S5239), the multi-tfunction device 10 transmits survival noti-
fication information to the relay server 60 in STEP S241. In
response to receiving the survival notification iformation
(“SURVIVAL NOTIFICATION INFORMATION” in STEP
S361), the relay server 60 replies with survival response

information i STEP S365. In response to receiving the
survival response information (“YES” in STEP 5244), the
multi-function device 10 transmits XMPP connection estab-
lishment request mnformation 1n STEP S236, whereby the
XMPP connection relative to the XMPP session established
between the multi-function device 10 and the relay server 60
1s maintained 1n STEP S236 (“YES” in STEP S341).

Meanwhile, 1n a case that the multi-function device 10
does not receive any survival response imformation (“NO” 1n
STEP S235), the multi-function device 10 transmits XMPP
session establishment request information in STEP S233.
Theretore, the XMPP session between the multi-function
device 10 and the relay server 60 1s maintained (“YES™ 1n
STEP S321). Incidentally, there may be a case that the
multi-function device 10 transmits XMPP connection estab-
lishment request information after the XMPP connection
established by the multi-function device 10 and the relay
server 60 1s invalidated. Also, there may be a case that the
multi-function device 10 transmits XMPP session establish-
ment request mformation after the XMPP session estab-
lished by the multi-function device 10 and the relay server
60 1s invalidated. That i1s, the term “maintenance” described
in the description of the present illustrative embodiment
means that there 1s almost always a connection and a session
established almost always and a short period of time when
there 1s no connection and no session established 1s allow-
able.

In a case that a transmission command of first GET
request information which is request information for receiv-
ing information from the multi-function device 10 1s mput to
the service server 100 (“YES” 1n STEP $523), the service
server 100 transmits the first GE'T request information to the
relay server 60 i STEP 53529. At this time, the final

transmission destination of the first GE'T request information
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becomes the multi-function device 10. In response to receiv-
ing the first GET request information (“YES” in STEP S343,

and “FIRST REQUEST INFORMATION” 1n STEP S345),
the relay server 60 determines that the multi-function device
10 which 1s the transmission destination of the first GET
request information 1s not offline (“NO” in STEP S349), and
generates a request ID 1n STEP S333. Further, the relay
server 60 stores the request 1D 1n the multi-function device
management database 77 1n association with the first GET
request information i STEP S3353.

The relay server 60 adds the generated request ID to the
first GET request information, thereby generating second
GET request mformation. Thereafter, in STEP S355, the
relay server 60 transmits the generated second GET request
information to the multi-function device 10 by using the
XMPP session. Specifically, the relay server 60 transmits
XMPP response information including the generated second
GET request information and relative to the XMPP connec-
tion established between the relay server 60 and the multi-
function device 10, to the multi-function device 10.

In a case that the multi-function device 10 receives the

second GET request information (“YES” 1n STEP 5251), 1n

STEP S261, the multi-function device 10 analyzes the
second GET request information, and performs a process
based on information received by the analysis, thereby
receiving GET response information. For example, 1n a case
that the second request information i1s information for
requesting receipt ol apparatus information, the multi-func-
tion device 10 receives GET response imnformation including
the device information of the multi-function device 10. At
this time, to the GET response information, the request 1D
included 1n the second GET request information 1s added.
The multi-function device 10 transmits HT'TP request infor-
mation including the GET response information, to the relay
server 60 1n STEP S265.

In response to receiving the HT'TP request information
including the GET response information (“YES” in STEP
S5369), the relay server 60 reads the request ID included 1n
the GET response information. The relay server 60 detects
first GET request information linked to a request ID coin-
ciding with the request ID included 1n the GET response
information, from the multi-function device management
database 77 in STEP S373. Thereatter, the relay server 60
transmits the GET response information received from the
multi-function device 10, as GET response information
relative to the detected first GET request information, to the
service server 100 in STEP S373.

Further, 1n response to receiving the GET response infor-
mation (STEP 8369), the relay server 60 replies with HT'TP
response information to the multi-function device 10 in
STEP S375. In response to receiving the HI'TP response
information, the multi-function device 10 performs a pro-
cess for newly establishing an XMPP connection between
the multi-function device 10 and the relay server 60, and
thus the multi-function device 10 becomes able to use the
push service again.

<Second Operation Example of Communication System>

A second operation example of the communication sys-
tem 2 will be described with reference to the sequence
diagram of FIG. 8. With reference to FIG. 8, a case that GET
request information 1s not transmitted from the service
server 100 to the multi-function device 10 through the relay
server 60 while the XMPP session between the multi-
tunction device 10 and the relay server 60 1s not maintained
will be described.

Operations 1n a period P1 of FIG. 8 are the same as the
operations 1n a period P1 of FIG. 7, and thus will not be
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described. In a case that the multi-function device 10 1s
powered ofl, the session ID identifying the session estab-
lished between the multi-function device 10 and the relay
server 60 1s not retained 1n the multi-function device 10, and
thus the session 1s considered as having been cut. In this
case, since any survival notification 1s not transmitted from
the multi-function device 10, 1n the relay server 60, 1n the
management timer corresponding to the multi-function
device 10, time-up occurs (“YES” 1in STEP S331). There-
fore, in STEP S333, the relay server 60 sets the communi-
cation status information of the multi-function device 10
corresponding to the management timer in which the time-
up has occurred, to “OFFLINE”.

Even though the relay server 60 has received the first GE'T
request information (“YES” i STEP S343, and “FIRST
REQUEST INFORMATION™ 1n STEP S345), it 1s deter-
mined that the multi-function device 10 which 1s the trans-
mission destination of the first GET request information 1s
offline (“YES” 1n STEP 5349). Therefore, in STEP S351, the

relay server 60 transmits error mformation to the service
server 100.

<Advantages>

The router 7 1s provided between the multi-function
device 10 and the Internet 6. The router 7 may have a
firewall function. In a case that information which the router
7 has received from an apparatus located on the Internet (6)
side 1s response information to information whose transmis-
sion source 1s the multi-function device 10, the firewall
function performs a process of transmitting the information
transmitted by the device located on the Internet (6) side to
the multi-function device 10. On the other hand, 1n a case
that information which the router 7 has received from an
apparatus located on the Internet (6) side 1s not response
information to mformation whose transmission source 1s the
multi-function device 10, the firewall function performs a
process ol preventing the information transmitted by the
device located on the Internet (6) side from being transmit-
ted to the multi-function device 10. In this case, 1n order to
perform the above described push service, request informa-
tion may be transmitted from the service server to the
multi-function device 10 through the Internet 6. In this case,
since 1t 15 necessary for the service server to perform a
process for exceeding the firewall function or the like, the
processing load of the service server becomes large. Accord-
ing to the technology disclosed in this specification, it 1s
possible to transmit request information from the service
server to the multi-function device 10 through the relay
server 60. Therefore, in STEP 8355, request information 1s
transmitted from the relay server 60 to the multi-function
device 10 by using the session established according to
XMPP over BOSH of a session establishment type. Since
the session established according to XMPP over BOSH 1s
used, so-called server-push in which request information 1s
transmitted from the Internet (6) side to the multi-function
device 10 becomes possible. Therefore, even 1n a case that
the router 7 has the firewall function or the address convert-
ing function, the service server needs not to perform a
process for exceeding the firewall function or the address
converting function, and 1t becomes possible to transmit
request mformation from the service server to the multi-
function device 10. Therefore, it 1s possible to reduce the
processing load of the service server.

According to the technology disclosed 1n this specifica-
tion, even 1f a predetermined time elapses after server-push
becomes possible between the multi-function device 10 and
the relay server 60, the state in which the server-push from
the relay server 60 1s possible 1s maintained. As a result, 1t




US RE48,177 E

27

becomes possible to always provide the push service by
using the session establishment type protocol. Therefore, 1t
becomes possible to immediately transmit request informa-
tion transmitted from the service server to the relay server
60, from the relay server 60 to the multi-function device 10.
Theretore, 1t becomes possible to improve a communication
response speed between the service server and the multi-
function device 10, and to improve the real-time property of
communication.

A process of establishing a connection according to
XMPP over BOSH may be more complicated and take a
larger amount of processing time, as compared to a process
of establishing a connection according to HTTP. For
example, 1n some cases such as a case that an XMPP
processing unit 63 for establishing a connection according to
XMPP over BOSH 1s provided 1n an external server separate
from the relay server 60, in order to establish a connection
according to XMPP over BOSH, it 1s necessary for request
information to pass through the external server, and thus the
process becomes complicated. According to the technology
disclosed 1n this specification, in STEP S265, 1t 1s possible
to transmit response information relative to request infor-
mation transmitted from the relay server 60 to the multi-
function device 10, as a request of HI'TP, from the multi-
tfunction device 10 to the relay server 60 by using a second
connection according to the session-less type HI'TP. There-
fore, as compared to a case of transmitting response infor-
mation by using a session established according to the
session establishment type XMPP over BOSH, 1t becomes
possible to transmit response information to the relay server
60 more quickly by a simpler process.

According to the technology disclosed 1n this specifica-
tion, 1n response to recerving request information from the
service server (“YES” i STEP S343), the relay server 60
generates a request ID 1 STEP S353, and stores the gen-
erated request ID in the memory 74 1n association with the
received request information mm STEP S3353. Subsequently,
in STEP S335, the relay server 60 transmits request infor-
mation including the request 1D, to the multi-function device
10. Thereatter, in response to receiving response information
relative to the request information, from the multi-function
device 10 (“YES” in STEP S369), the relay server 60 reads
the request ID included in the response information in STEP
S373, and detects request information linked to the read
request 1D, from the multi-function device management
database 77, in STEP S373. Therefore, it 1s possible to
provide a push service associated with response information
correctly corresponding to request information, without a
load to establish a session to enable server-push directly
between the service server and the multi-function device.
Further, even 1n a case that there i1s a plurality of service
servers, or a case that there 1s a plurality of multi-function
devices, 1t 1s possible to make 1t unnecessary to establish
sessions to enable server-push directly between the plurality
ol service servers and the plurality of multi-function devices.

According to the technology disclosed 1n this specifica-
tion, 1n response to recerving the response mformation as an
HTTP request from the multi-function device 10 (“YES” 1n
STEP S369), the relay server 60 replies with the HITP
response to the multi-function device 10 in STEP S375.
Therefore, 1t 1s possible to prevent occurrence of situations
attributable to abnormal finish of a connection such as: a
situation 1 which the multi-function device 10 having
transmitted the response information waits for response data
to be transmitted as a response until a time-out occurs; a
situation 1 which the multi-function device 10 having
transmitted the response information determines that a time-
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out has occurred and repeats transmission of the response
information, or the like. Therefore, 1t 1s possible to reduce
the loads of the multi-function device 10, the relay server 60,
and the LAN 4.

According to the technology disclosed 1n this specifica-
tion, 1n a case that the session between the multi-function
device 10 and the relay server 60 has been cut, and thus 1t
1s 1mpossible to transmit request iformation to the multi-
function device 10 (“YES” 1n STEP S349), the relay server
60 can output error information, as an HTTP response
relative to the request information, to the service server in
STEP S351. Therefore, it 1s possible to prevent occurrence
ol a situation attributable to abnormal finish of a connection
and to be loads on the multi-function device 10, the relay
server 60, and the Internet 6.

According to the technology disclosed in this specifica-
tion, 1t 1s possible to set whether to establish a session
according to mode information stored 1n the memory 24, 1n
STEP S211. Even though the session between the multi-
function device 10 and the relay server 60 has been cut, so
long as the multi-function device 10 1s in the session
maintenance mode, establishment request information can
be transmitted from the multi-function device 10, whereby
it 1s possible to establish the session again. Therefore, 1t
becomes possible to always provide the push service by
using the session establishment type protocol.

According to the technology disclosed in this specifica-
tion, the mode information representing that the multi-
function device 10 1s 1n the session maintenance mode 1s
stored 1n the memory 24 during manufacturing of the
multi-function device 10. As a result, when the multi-
function device 10 1s activated, 1t 1s possible to establish a
session. Therefore, the manufacture side or sales side of the
multi-function devices 10, such as a vendor or a dealer can
determine a multi-function device 10 desired to always
receive the push service, and enables the determined multi-
function device 10 to use the push service.

According to the technology disclosed 1n this specifica-
tion, 1t 1s possible to establish a session of XMPP over
BOSH which i1s a higher-level protocol than HT'TP, by using
HTTP which 1s used to use the pull service. Therefore, 1t
becomes possible to always provide the push service, with-
out a necessity for the multi-function device 10 and the relay
server 60 to cope with a new protocol only for establishing
a session.

According to the technology disclosed 1n this specifica-
tion, 1t 1s possible to establish a session for enabling server-
push of XMPP over BOSH, by using HI'TP which 1s used to
use the pull service. Therefore, it 1s possible to provide a
push service corresponding to response information, by
using a configuration for performing a process relative to
HTTP which 1s generally used in apparatuses connected to
the Internet, for example, a protocol stack for performing a
process of HTTP. Therefore, 1t 1s convenient.

The illustrative embodiments of the present invention
have been described above; however, the illustrative
embodiments are mealy examples, and do not limait the scope
of claims. The technologies described 1n the scope of claims
include various changes and modifications of specific 1llus-
trative embodiments to be exemplified below. For example,
the following modifications are included.

<Modifications>

In a case that an XMPP connection 1s established between
the multi-function device 10 and the relay server 60 in STEP
5236, and in this state, the time-up time elapses (“YES™ 1n
STEP S234), the multi-function device 10 may not perform

the process of STEP S233 to establish an XMPP session
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between the multi-function device 10 and the relay server
60, nor perform the process of STEP S241 to transmit the
survival notification information. In this case, if the time-up
time elapses, the multi-function device 10 may perform the
process of STEP S236 to establish an XMPP connection
between the multi-function device 10 and the relay server
60. Further, 1n this case, if the time-up time elapses, the
multi-function device 10 may perform the process of STEP
S233 to establish a new XMPP session between the multi-
tfunction device 10 and the relay server 60.

The device ID inquiry information which 1s information
to be transmitted from the service server may include the
account ID or the like of the user of the push service. In this
case, in STEP S347, the CPU 72 of the relay server 60 may
detect the device ID of a multi-function device correspond-
ing to the account ID, from the device database 76, on the
basis of i1dentification information, such as the account 1D,
included in the device ID inquiry information. The {first
request information to be transmitted from the service server
may include the account ID or the like. In this case, the CPU
72 of the relay server 60 may detect the device ID of a
multi-function device corresponding to the account 1D, from
the device database 76, on the basis of the identification
information, such as the account 1D, included in the first
request information. In STEP S349, the CPU 72 may specily
the multi-function device corresponding to the account 1D,
as a communication destination multi-function device which
1s a multi-function device which 1s the transmission desti-
nation of the first request information, and determine
whether the specified multi-function device 1s oflline.

In STEP 8355, the CPU 72 of the relay server 60 may
generate second request information by using the {first
request information, received from the service server, as it 1s.
Alternatively, the CPU 72 may convert the received first
request information nto data which the multi-function
devices 10 and 11 can grasp as request information, and then
generate second request information.

In the first operation example of the communication
system 2, a case that the process of STEP 5375 to transmit
the HTTP response to the multi-function device 10 1s
performed after the process of STEP S373 to transmit the
response 1nformation to the service server has been
described. However, the present invention 1s not limited to
this form. The order of those processes may be reversed.

The request information 1s not limited to a GET request
and a SET request, and may be other kinds of request
information.

Multi-function devices to be connected to the relay server
60 such that communication 1s possible are not limited to the
multi-function devices 10 and 11, and there may be three or
more multi-function devices.

A service server to be connected to the Internet 6 1s not
limited to the service server 100, and there may be two or
more service servers. As apparatuses which use the push
service and the pull service, the multi-function devices 10
and 11 have been exemplified. However, the present inven-
tion 1s not limited thereto. Apparatuses which use the push
service and the pull service may be sewing machines for
embroidering a predetermined 1mage or performing quilting
on the basis of instruction data or the like. Apparatuses
which use the push service and the pull service may be
sewing machines for performing decorative stitching, sew-
ing, or the like to form a work or a product based on image
data. Apparatuses which use the push service and the pull
service may be 3D printers for performing spraying, sharp-
ening, and the like on the basis of instruction data or the like,
thereby generating 3D 1mages. Apparatuses which use the
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push service and the pull service may be work producing
apparatuses or product manufacturing apparatuses for per-
forming spraying, sharpening, and the like on the basis of
image data or the like, thereby generating works or products.
As an example of image data, 3D 1mage data or 3D CAD
data may be used. Apparatuses which use the push service
and the pull service may be scanners for generating image
data on the basis of transmitted data from sensors for
optically or electrically detecting the contours of objects, or
transmitted data from sensors attached to objects. Appara-
tuses which use the push service and the pull service may be
scanners for generating data representing shapes or motions
of objects on the basis of outputs from sensors. As an
example of image data, video data or 3D 1image data may be
used.

The multi-function devices 10 and 11 are examples of an
image processing apparatus. The service servers 100 and
120 are examples of a server apparatus. The relay server 60
1s an example of a relay apparatus. The CPUs 72 and 22 are
examples of a processor. The CPU which performs STEP
S343 1s an example of a server-request-information recerv-
ing umt. The XMPP session establishment request informa-
tion 1s an example ol establishment request information.
XMPP over BOSH 1s an example of a first protocol. HT'TP
1s an example of a second protocol and a third protocol. The
CPU which performs STEP S321 1s an example of an
establishment request information receiving unit. The GET
request and SET request which are included in the first
request information are examples of server request informa-
tion. The CPU which performs STEP S355 1s an example of
a server-request-information transmitting unit. The LAN 4 1s
an example of a first network. The routers 7 and 8 are
examples of a communication control apparatus. The Inter-
net 6 1s an example of a second network. The memory 74 1s
an example of a storage unit. The CPU which performs
STEP 5317 1s an example of an image-processing-apparatus
identification information transmitting unit. The CPU which
performs STEP S369 1s an example of a response informa-
tion recerving unit. The CPU which performs STEP 5373 1s
an example of a response imnformation transmitting unit. The
request ID 1s an example of {irst identification information.
The CPU which performs STEP S353 15 an example of a first
identification information storage control umit. The CPU
which performs STEP S351 i1s an example of an error
information transmitting unit. The CPU which performs
STEP S361 1s an example of a third establishment request
information receiving unit. The CPU which performs STEP
S345 15 an example of a second establishment request
information receiving unit. The CPU which performs STEP
S373 1s an example of a connection speciiying unit. The
CPU which performs STEP 5233 1s an example of an
establishment request information transmitting unit. The
CPU which performs STEP S251 1s an example of the server
request information receiving unit. The CPU which per-
forms STEP S241 i1s an example of a recognition request
information transmitting unit. The CPU which performs
STEP S244 1s an example of a server recognition informa-
tion receiving unit. The CPU which performs STEP S236 15s
an example of a second establishment request information
transmitting unit. The CPU which performs STEP S241 1s an
example of the recognition request information transmitting
unit. The CPU which performs STEP S263 1s an example of
a Tourth establishment request information transmitting unait.
The CPU which performs STEP S373 1s an example of the
response information transmitting unit. The CPU which
performs STEP S217 or STEP S257 1s an example of a

related-information request information transmitting unit.




US RE48,177 E

31

The CPU which performs STEP S217 or STEP S257 1s an
example of a related-information receiving unit.

What 1s claimed 1s:

1. A relay apparatus comprising:

a network interface configured to perform communication
with an 1mage processing apparatus and a server appa-
ratus through a network;

a processor; and

memory storing 1nstructions, the instructions, when
executed by the processor, causing the relay apparatus
to perform:
in response to receiving, via the network interface,

establishment request information transmitted from
the 1mage processing apparatus, establishing a ses-
sion between the relay apparatus and the image
processing apparatus according to a session estab-
lishment type first protocol for enabling server-push
for transmitting the server request information to the
image processing apparatus; and
while the session according to the session establish-
ment type first protocol for enabling server-push 1is
cstablished between the relay apparatus and the
1mage processing apparatus in response to receiving
the establishment request information:
receiving, via the network interface, server request
information transmitted from the server apparatus,
the server request information representing a
request to the 1image processing apparatus; and
in response to receiving the server request informa-
tion from the server apparatus, transmitting, via
the network interface as part of a server-push
process and without requiring any further request
from the image processing apparatus other than
the establishment request information, the server
request information, received from the server
apparatus, to the 1image processing apparatus by
using the session established between the relay
apparatus and the image processing apparatus
according to the session establishment type first
protocol for enabling server-push.
2. The relay apparatus according to claim 1,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, response informa-
tion transmitted from a communication destination
image processing apparatus of the server request
information in response to a request represented by
the server request information; and

transmitting, via the network interface, the response
information to the server apparatus.

3. The relay apparatus according to claim 1,

wherein the first protocol 1s eXtensible Messaging and
Presence Protocol over Bidirectional-streams Over
Synchronous HT'TP.

4. A relay apparatus comprising;:

a network interface configured to perform communication
with an 1mage processing apparatus and a server appa-
ratus through a network, the relay apparatus configured
to be connected to a second network, to which a first
network 1s connected through a communication control
apparatus;

a processor; and

memory storing 1nstructions, the instructions, when
executed by the processor, causing the relay apparatus
to perform:
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receiving, via the network interface, server request
information transmitted from the server apparatus
not connected to the first network, the server request
information representing a request to the image
processing apparatus;
receiving, via the network interface, establishment
request information transmitted from the 1mage pro-
cessing apparatus connected to the first network, the
establishment request information requesting estab-
lishment of a session between the relay apparatus
and the 1image processing apparatus according to a
session establishment type first protocol for enabling
server-push for transmitting the server request infor-
mation to the 1image processing apparatus; and
transmitting, via the network interface, the server
request information to the 1image processing appara-
tus by using the session established between the
relay apparatus and the 1image processing apparatus
connected to the first network, 1n a case that the
session between the relay apparatus and the image
processing apparatus 1s established when the server
request information 1s received,
wherein the communication control apparatus 1s config-
ured not to transmit request information to an apparatus
connected to the first network, the request information
having been transmitted from an apparatus connected
to a network other than the first network to the appa-
ratus connected to the first network without using the
SesS101.
5. The relay apparatus according to claim 4,
wherein the relay apparatus 1s configured to be connected
to the second network, to which a plurality of first
networks 1s connected through communication control
apparatuses provided in the plurality of first networks,
respectively,
wherein the instructions of receiving establishment
request information further cause the relay apparatus to
perform recerving, via the network interface, the estab-
lishment request information transmitted from a plu-
rality of 1image processing apparatuses connected to the
plurality of first networks, respectively,
wherein the 1nstructions of receiving server request infor-
mation further cause the relay apparatus to perform
receiving, via the network interface, specific server
request information, the specific server request nfor-
mation having been transmitted from the server appa-
ratus and corresponding to a communication destina-
tion 1mage processing apparatus having been selected
as a communication destination from the plurality of
image processing apparatuses, and
wherein, the instructions of transmitting server request
information further cause the relay apparatus to per-
form transmitting the specific server request informa-
tion to the communication destination 1mage process-
ing apparatus by using the session established between
the relay apparatus and the communication destination
1mage processing apparatus via the network interface,
in a case that the establishment request information 1s
received when the specific server request information 1s
received.
6. The relay apparatus according to claim 5,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
transmitting an 1mage-processing-apparatus identifica-
tion 1nformation so as to be stored 1n a storage unit,
the 1mage-processing-apparatus identification infor-
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mation being for identifying a transmission source
image processing apparatus that i1s the transmission
source ol the establishment request information,
wherein the instructions of transmitting 1mage-process-
ing-apparatus identification information further cause
the relay apparatus to perform storing, in the storage
umt, a plurality of image-processing-apparatus i1denti-
fication mformation items corresponding to the plural-
ity ol 1mage processing apparatuses, and
wherein the instructions of transmitting server request
information further cause the relay apparatus to per-
form transmitting, via the network interface, the server
request 1formation to a transmission source 1mage
processing apparatus by using the session, the trans-
mission source 1image processing apparatus being rep-
resented by the image-processing-apparatus identifica-
tion information ncluded 1in the server request
information.
7. A relay apparatus comprising;:
a network interface configured to perform communication
with an 1mage processing apparatus and a server appa-
ratus through a network;
a processor; and
memory storing 1instructions, the instructions, when
executed by the processor, causing the relay apparatus
to perform:
receiving, via the network interface, server request
information transmitted from the server apparatus,
the server request information representing a request
to the 1mage processing apparatus;

receiving, via the network interface, establishment
request information transmitted from the 1mage pro-
cessing apparatus, the establishment request infor-
mation requesting establishment of a session
between the relay apparatus and the 1image process-
ing apparatus according to a session establishment
type first protocol for enabling server-push for trans-
mitting the server request information to the image
processing apparatus; and

transmitting, via the network interface, the server
request information to the 1image processing appara-
tus by using the session established between the
relay apparatus and the 1image processing apparatus,
in a case that the session between the relay apparatus
and the 1mage processing apparatus 1s established
when the server request information 1s received,

wherein the relay apparatus receives the server request

information from the server apparatus according to a

second protocol that 1s diflerent from the first protocol,

and

wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving the server request information transmitted

from the server apparatus by using a session-less
type connection according to the second protocol
that 1s a session-less type protocol.

8. The relay apparatus according to claim 7,

wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, response informa-

tion transmitted from a communication destination
image processing apparatus of the server request
information in response to a request represented by
the server request information; and
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transmitting, via the network interface, the response
information to the server apparatus,
wherein the instructions of transmitting response infor-
mation further cause the relay apparatus to perform:
including the response information in response data
compliant with the second protocol that i1s the ses-
sion-less type protocol; and
transmitting, via the network interface, the response
data to the server apparatus by using a connection
established between the relay apparatus and the
Server apparatus,
wherein the instructions of transmitting response infor-
mation further cause the relay apparatus to perform
receiving the response information from the commu-
nication destination image processing apparatus as
information included in request data compliant with the
session-less type protocol, and
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
transmitting the response data compliant with the ses-
sion-less type protocol to the communication desti-
nation i1mage processing apparatus in response to
receiving the response information.
9. The relay apparatus according to claim 8,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
in response to receiving specific server request infor-
mation from the server apparatus, the specific server
request information being server request information
corresponding to a communication destination 1mage
processing apparatus that 1s an i1mage processing
apparatus selected as a communication destination
from a plurality of 1mage processing apparatuses,
storing first identification information for identifying
the received specific server request information 1n a
storage unit so as to distinguish the specific server
request information from other server request infor-
mation,
wherein the instructions of transmitting server request
information further cause the relay apparatus to per-
form transmitting the first identification information
together with the specific server request information to
the communication destination 1image processing appa-
ratus,
wherein the nstructions of receiving response mforma-
tion further cause the relay apparatus to perform receiv-
ing second 1dentification information from the commu-
nication destination image processing apparatus, the
second 1dentification information being for identifying,
specific server request mformation that 1s an origin of
the response information together with the response
information,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
speciiying a connection used for transmission of spe-
cific server request information corresponding to the
response mformation recerved from the server appa-
ratus side, on the basis of the second i1dentification
information and the first identification information,
in a case that the second identification information 1s
received together with the response information, and
wherein the instructions of transmitting response infor-
mation further cause the relay apparatus to perform:
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including the response information in response data
compliant with the second protocol; and
transmitting the response data to the server apparatus
by using the connection specified by the connection
speciiying unit.
10. The relay apparatus according to claim 9,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
transmitting error information to the server apparatus
through the session-less type connection established
between the relay apparatus and the image process-
ing apparatus on a condition that the session between
the relay apparatus and the communication destina-
tion 1mage processing apparatus has not been estab-
lished, in a case that the specific server request
information corresponding to the communication
destination image processing apparatus has been
recerved from the server apparatus,
wherein the request information 1s included 1n request
data corresponding to the session-less type connection,
and
wherein the error information 1s included 1n response data
corresponding to the session-less type connection.
11. The relay apparatus according to claim 10,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
generating the first i1dentification information corre-
sponding to the request information in response to
recerving the request information from the server
apparatus,
wherein the instructions of storing first identification
information further cause the relay apparatus to per-
form storing the first identification information gener-
ated by the generating first identification information 1n
the storage unit,
wherein the instructions of transmitting server request
information further cause the relay apparatus to per-
form transmitting the first identification information
generated by the generating first identification infor-

il

mation together with the specific server request infor-

mation received by the receiving server request infor-
mation to the communication destination i1mage
processing apparatus, and

wherein 1n a case that the receiving response mformation
receives the second identification information together
with the response information, on a condition that the
first identification information stored 1n the storage unit
and the second i1dentification information received by
the receiving response information coincide with each
other, the 1nstructions of specifying connection further
cause the relay apparatus to perform specilying a
connection used for transmission of request informa-
tion corresponding to the first identification informa-
tion from the server apparatus.

12. The relay apparatus according to claim 7,

wherein the second protocol 1s Hypertext Transier Pro-
tocol.

13. A relay apparatus comprising;:

a network interface configured to perform communication
with an 1mage processing apparatus and a server appa-
ratus through a network;

a processor; and

memory storing 1nstructions, the instructions, when
executed by the processor, causing the relay apparatus

to perform:
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receiving, via the network interface, server request
information transmitted from the server apparatus,
the server request information representing a request
to the 1mage processing apparatus;
receiving, via the network interface, establishment
request information transmitted from the 1mage pro-
cessing apparatus, the establishment request infor-
mation requesting establishment of a session
between the relay apparatus and the 1image process-
ing apparatus according to a session establishment
type first protocol for enabling server-push for trans-
mitting the server request information to the image
processing apparatus;
transmitting, via the network interface, the server
request information to the 1image processing appara-
tus by using the session established between the
relay apparatus and the image processing apparatus,
in a case that the session between the relay apparatus
and the 1mage processing apparatus 1s established
when the server request information 1s received;
receiving, via the network interface, response informa-
tion transmitted from a communication destination
image processing apparatus of the server request
information in response to a request represented by
the server request information; and
transmitting, via the network interface, the response
information to the server apparatus,
wherein the mstructions of receiving response informa-
tion further cause the relay apparatus to perform receiv-
ing information, which 1s icluded 1n data transmaitted
by a communication destination image processing
apparatus of the server request information to the relay
apparatus and in compliance with a third protocol that
1s different from the first protocol, as the response
information,
wherein the instructions of transmitting response infor-
mation further cause the relay apparatus to perform
transmitting, via the network interface, the response
information to the server apparatus,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, third establish-
ment request iformation transmitted from a com-
munication destination image processing apparatus
of the server request information,
wherein the nstructions of receiving response mforma-
tion further cause the relay apparatus to perform receiv-
ing information, which i1s included in request data
compliant with a session-less type connection accord-
ing to the third protocol which 1s a session-less type
protocol, as the response information,
wherein the instructions of transmitting response infor-
mation further cause the relay apparatus to perform
transmitting, via the network interface, the response
information to the server apparatus,
wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, second establish-
ment request information transmitted from the server
apparatus, the second establishment request infor-
mation requesting establishment of a session-less
type connection according to a second protocol that
1s also a session-less protocol between the relay
apparatus and the server apparatus,
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wherein the instructions of receiving server request infor-

mation further cause the relay apparatus to perform
receiving the server request mmformation transmitted
from the server apparatus by using the session-less type

38

third] another protocol that is a session-less type
protocol and is different from the first protocol,
between the image processing apparatus and the
relay apparatus, 1n response to receiving the server

connection established between the relay apparatus and 5 request information;
the server apparatus, generating response information corresponding to a
wherein the instructions of transmitting server request request represented by the server request informa-
information further cause the relay apparatus to per- tion; and
form, transmitting, via the network interface, the server transmitting, via the network interface, the generated
request information to the 1image processing apparatus 10 response mformation to the relay apparatus by using
by using the session established between the relay the session-less type connection established between
apparatus and the 1image processing apparatus, 1n a case the 1mage processing apparatus and the relay appa-
that the session-less type connection between the relay ratus,
apparatus and the server apparatus 1s established, and wherein the 1nstructions of receiving server request infor-
wherein the instructions of transmitting response infor- 15 mation further cause the 1mage processing apparatus to
mation further cause the relay apparatus to perform: perform receiving first i1dentification information for
including the response information in response data identifying the server request information together with
compliant with the second protocol that 1s the ses- the server request information from the relay apparatus,
sion-less type protocol; and and
transmitting, via the network interface, the response 20  wherein the instructions of transmitting response infor-

data to the server apparatus by using the connection
cstablished between the relay apparatus and the
server apparatus.

mation further cause the image processing apparatus to
perform transmitting the first identification information
received by the recerving server request information

14. The relay apparatus according to claim 13, together with the response information to the relay
wherein the third protocol 1s Hypertext Transier Protocol. 25 apparatus.

15. An 1mage processing apparatus comprising: 17. The image processing apparatus according to claim
a network interface configured to perform communication 15,

with a relay apparatus, which 1s configured to perform wherein the instructions of transmitting establishment

communication with a server apparatus, through a

established between the relay apparatus and the
1mage processing apparatus.

request information further cause the 1image processing

network; 30 apparatus to perform transmitting the establishment
a processor; and request information to the relay apparatus on the basis
memory storing 1nstructions, the instructions, when of session maintenance information for establishing the
executed by the processor, causing the 1mage process- session stored 1n a storage unit, on a condition that the
ing apparatus to perform: 1mage processing apparatus 1s 1n a session maintenance
transmitting, to the relay apparatus, establishment 35 mode,
request 1nformation and establishing a session wherein the memory further stores instructions, when
between the relay apparatus and the 1image process- executed by the processor, causing the 1mage process-
ing apparatus according to a session establishment ing apparatus to perform:
type first protocol for enabling server-push to trans- setting mode information stored i1n a storage unit, the
mit information from the server apparatus; and 40 mode information representing whether the 1image
while the session according to the session establish- processing apparatus 1s 1n the session maintenance
ment type first protocol for enabling the server-push mode,
1s established between the relay apparatus and the wherein the instructions of transmitting establishment
image processing apparatus, and in response to the request information further cause the 1image processing
relay apparatus receiving server request information 45 apparatus to perform transmitting the establishment
from the server apparatus, the server request infor- request information to the relay apparatus, on a condi-
mation representing a request relative to the image tion that the mode information stored 1n the storage unit
processing apparatus, receiving, without requiring represents that the image processing apparatus 1s 1n the
any further request from the image processing appa- session maintenance mode when the 1mage processing,
ratus other than the establishment request informa- 50 apparatus 1s activated, and
tion for establishing the session enabling server- wherein the instructions of transmitting establishment
push, the server request information, which the relay request information further cause the 1mage processing
apparatus has received from the server apparatus, apparatus to perform determining whether the image
from the relay apparatus through a server-push pro- processing apparatus 1s in the session maintenance
cess via the network interface by using the session 55 mode, on the basis of the mode information stored 1n

the storage unit during manufacturing of the image
processing apparatus.

16. The image processing apparatus according to claim 18. The image processing apparatus according to claim
15, 15,
wherein the memory further stores instructions that, when 60  wherein the memory further stores instructions that, when

executed by the processor, cause the image processing

apparatus to perform:

transmitting, via the network interface, [fourth] further
establishment request information to the relay appa-
ratus, the [fourth] further request information being
for requesting establishment of a session-less type
connection, which is a connection according to [a

65

executed by the processor, cause the 1mage processing

apparatus to perform:

in response to receiving instruction information for
instructing use of a pull service provided by the
server apparatus, transmitting, via the network inter-
tace, related-information request information to the
server apparatus by using a second protocol that 1s a
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lower-level protocol than the first protocol, the
related-information request information being for
requesting the server apparatus to transmit related
information corresponding to use of the pull service;
and
receiving, via the network interface, the related infor-
mation transmitted from the server apparatus,
wherein the instructions of transmitting establishment
request information further cause the 1mage processing
apparatus to perform transmitting, via the network
interface, the establishment request information to the
relay apparatus by using the second protocol that 1s a
lower-level protocol than the first protocol, and
wherein the instructions of receiving server request infor-
mation further cause the 1image processing apparatus to
perform receiving, via the network interface, the server
request information transmitted from the relay appara-
tus for performing the server-push by using the second
protocol in the session established between the relay
apparatus and the 1mage processing apparatus.
19. The image processing apparatus according to claim
18,
wherein the first protocol 1s eXtensible Messaging and
Presence Protocol over Bidirectional-streams Over
Synchronous HITP, and
wherein the second protocol 1s Hypertext Transier Pro-
tocol.
20. An 1mage processing apparatus comprising;
a network interface configured to perform communication
with a relay apparatus, which 1s configured to perform
communication with a server apparatus, through a
network:
a processor; and
memory storing 1nstructions, the instructions, when
executed by the processor, causing the 1mage process-
ing apparatus to perform:
transmitting establishment request information to the
relay apparatus, the establishment request informa-
tion requesting establishment of a session between
the relay apparatus and the 1image processing appa-
ratus according to a session establishment type first
protocol for enabling server-push to transmit infor-
mation from the server apparatus; and

alter establishment of the session, receiving server
request information from the relay apparatus via the
network interface by using the session established
between the relay apparatus and the 1image process-
ing apparatus, the server request mnformation repre-
senting a request corresponding to the 1mage pro-
cessing apparatus which the relay apparatus has
recerved from the server apparatus and having been
transmitted by the relay apparatus for performing the
server-push,

wherein the memory further stores instructions that, when
executed by the processor, cause the 1image processing
apparatus to perform:

a state maintenance process for maintaining a state in
which the server-push 1s possible, on a condition that a
predetermined time e¢lapses while the server request
information, which has been transmitted from the relay
apparatus for performing the server-push, has not been
received after transmitting the establishment request
information for enabling the server-push from the relay
apparatus,

wherein the instructions of performing a state mainte-
nance process further cause the image processing appa-
ratus to perform:
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transmitting, via the network interface, recognition
request information to the relay apparatus, the rec-
ognition request information being for requesting the
relay apparatus to reply with recognition information
representing that the relay apparatus has recognized
that a session for enabling the server-push has been
established, on the condition that the predetermined
time has elapsed while the server request informa-
tion, which has been transmitted from the relay
apparatus for performing the server-push, has not
been received after transmitting the establishment
request information for enabling the server-push
from the relay apparatus; and

receiving, via the network interface, the recognition
information, with which the relay apparatus has
replied to the image processing apparatus, and

wherein 1n a case that the recognition information cannot

be received, the instructions of performing a state
maintenance process further cause the 1image process-
ing apparatus to perform transmitting the establishment

request information for maintaining the state in which
the server-push 1s possible.

21. The image processing apparatus according to claim

wherein the memory further stores instructions that, when

executed by the processor, cause the 1image processing,

apparatus to perform:

transmitting, via the network interface, second estab-
lishment request information to the relay apparatus,
in a case that the transmitting establishment request
information has transmitted establishment request
information and establishes a session for enabling
the server-push from the relay apparatus, the second
establishment request information being information
for establishing a session establishment type connec-
tion, which 1s a connection using the session for
enabling the server-push from the relay apparatus,
between the image processing apparatus and the
relay apparatus,

wherein the instructions of the receiving server request

information further cause the 1mage processing appa-
ratus to perform, after establishment of the session
establishment type connection using the session,
receiving, via the network interface, the server request
information transmitted from the relay apparatus for
performing the server-push by using the session estab-
lishment type connection established between the relay
apparatus and the 1mage processing apparatus,

wherein the instructions of the performing state mainte-

nance process further cause the 1mage processing appa-

ratus to perform:

transmitting, via the network interface, recognition
request mnformation to the relay apparatus, the rec-
ognition request information being for requesting the
relay apparatus to reply with recognition information
representing that the relay apparatus has recognized
that a session for enabling the server-push has been
established, on a condition that a predetermined time
has elapsed while the server request information,
which has been transmitted from the relay apparatus
for performing the server-push, has not been
received alter transmitting the establishment request
information and establishing the session according to
the session establishment type connection {for
enabling the server-push from the relay apparatus 1s
established; and



US RE48,177 E

41

receiving, via the network interface, the recognition
information, with which the relay apparatus has
replied to the 1image processing apparatus, and
wherein 1 a case that the receiving server recognition
information receives the recognition information, the
instructions of performing a state maintenance process
further cause the 1mage processing apparatus to per-
form controlling the transmaitting second establishment
request mformation to transmit the second establish-
ment request iformation for maintaining the state in
which the server-push 1s possible.
22. A communication system comprising:
a plurality of 1image processing apparatuses;
a server apparatus;
a relay apparatus, wherein the relay apparatus 1s config-
ured to couple to the plurality of 1image processing
apparatuses and the server apparatus through a net-
work:
a processor; and
memory storing 1nstructions, the instructions, when
executed by the processor, causing the processor to
perform:
in response to requests for session establishment from
the plurality of image processing apparatuses to the
relay apparatus, establishing a plurality of sessions
for enabling server-push for transmitting information
from the server apparatus according to a session
establishment type first protocol between the relay
apparatus and the plurality of i1mage processing
apparatuses;
while the plurality of sessions according to the session
establishment type first protocol for enabling the
server-push are established between the relay appa-
ratus and the plurality of 1image processing appara-
tuses:
in response to the relay apparatus receiving specific
server request information from the server appa-
ratus and without requiring any further request
from the plurality of image processing apparatuses
other than the requests for session establishment
for establishing the plurality of sessions enabling
server-push, transmitting, 1n a server-push pro-
cess, the specific server request information being
corresponding to a communication destination
image processing apparatus selected as a commu-
nication destination from the plurality of 1mage
processing apparatus by the server apparatus, the
specific server request information from the relay
apparatus to the communication destination image
processing apparatus through the corresponding
session; and

in response to the relay apparatus receiving response
information corresponding to the specific server
request information from the communication des-
tination 1mage processing apparatus, transmitting
the response mformation to the server apparatus
from the relay apparatus.

23. A relay apparatus comprising:

a network interface configured to perform communication
with:

a plurality of image processing apparatuses, which are
respectively comnnected to a plurality of first net-
works, through a second network and communica-
tion control apparatuses rvespectively provided to the
plurality of first networks; and

a plurality of server apparatuses through the second
network;
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a processor; and

memory Storing instructions, the instructions, when
executed by the processor, causing the relay apparatus
to perform.
in response to receiving, via the network interface,

establishment request information transmitted from
a target image processing apparatus among the
plurality of image processing apparatuses, establish-
ing a session between the velay apparatus and the
target image processing apparatus according to a
session establishment type first protocol for enabling
server-push for transmitting the server request infor-
mation to the target image processing apparatus;

while the session according to the session establish-

ment type first protocol for enabling server-push is
established between the relay apparatus and the
image processing apparatus in response to receiving
the establishment request information, rveceiving, via
the network interface, connection request informa-
tion from the target image processing apparatus, the
connection rvequest information being for establish-
ing a session establishment type connection, which is
a connection using the session for enabling the
server-push, between the target image processing
apparatus and the relay apparatus, wherein the
session establishment type connection, when discon-
nected, is to be established again in rvesponse to
receiving the connection rvequest information again,

receiving server request information transmitted from a

target server apparatus among the plurality of server
apparatuses by using a session-less type connection
according to a second protocol that is a session-less
type protocol, the server request information includ-
ing image-processing-apparatus identification infor-
mation for identifving a communication destination
image processing apparatus selected as a commu-
nication destination from the plurality of image
processing apparatus, the sevver request information
representing a rvequest to the communication desti-
nation image processing apparatius,

in response to receiving the server request information,

determining whether the session establishment tvpe
connection between the communication destination

image processing apparatus and the relay apparatus
Is maintained;

in vesponse to receiving specific sevver request infor-

mation from the target server apparatus, the specific
server request information being server rvequest
information corresponding to the communication
destination image processing apparatus, stoving first
identification information for identifving the
received specific server rvequest information in a
storage unit so as to distinguish the specific server
request information from other server request infor-
mation;

in vesponse to determining that the session establish-

ment type connection is maintained and in response
to rveceiving the server request information from the
server apparatus, transmitting, via the network
interface as part of a server-push process and with-
out requiving any further vequest from the image
processing apparatus other than the establishment
request information, the server request information
and the first identification information, rveceived from
the target server apparatus, to the communication
destination image processing apparatus by using the
session established between the relay apparatus and
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the communication destination image processing
apparatus according to the session establishment
type first protocol for enabling server-push;

receiving, via the network interface, vesponse informa-
tion and second identification information by using a 5
third protocol that is the session-less type protocol,
the vesponse information being transmitted from the
communication destination image processing appa-
ratus and being in response to the rvequest vepre-
sented by the server vequest information, the second 10
identification information being for identifving spe-
cific server request information that is an origin of
the response information;

in response to receiving the response information and
the second identification information, specifying a 15
connection used for transmission of specific server
request information, which corresponds to the
received rvesponse information, from the server appa-
ratus side, on the basis of the second identification
information and the first identification information; 20

including the veceived response information in
response data compliant with the second protocol;

and
transmitting the vesponse data to the target server
apparatus by using the specified connection. 25

24. The relay apparatus according to claim 23,
wherein the first protocol is eXtensible Messaging and
Presence Protocol over Bidirectional-streams Over
Synchronous HT'TP, and
whevrein the second protocol and the third protocol are 30
Hypertext Transfer Protocol.
25. The relay apparatus according to claim 23,
wherein the communication control apparatus is config-
ured not to transmit vequest information to an appa-
ratus connected to the first network, the request infor- 35
mation having been transmitted from an apparatus
connected to a network other than the first network to
the apparatus connected to the first network without
using the session.
26. The relay apparatus according to claim 23, 40
wherein the memory further stoves instructions that, when
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, thivd establish-
ment request information transmitted from the com- 45
munication destination image processing apparatus
of the server request information, and
wherein the instructions of receiving response informa-
tion further cause the velay apparatus to perform
receiving information, which is included in request 50
data compliant with a session-less type comnnection
according to the thivd protocol which is a session-less
type protocol, as the vesponse information.
27. The relay apparatus according to claim 26,
wherein the memory further stoves instructions that, when 55
executed by the processor, cause the relay apparatus to
perform:
receiving, via the network interface, second establish-
ment request information transmitted from the server
apparatus, the second establishment vegquest infor- 60
mation requesting establishment of a session-less
type commnection accorvding to the second protocol
that is also a session-less protocol between the relay
apparatus and the server apparatus,
in response to receiving information included in 65
request data compliant with the second protocol as
the server request information, transmitting, via the
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network interface, the server request information to
the image processing apparatus by using the session
established between the relay apparatus and the
image processing apparvatus; and

receiving, via the network interface, third establish-
ment request information transmitted from the com-
munication destination image processing apparatus
of the server request information, and

wherein the instructions of receiving thivd establishment
request information further cause the relay apparatus
to receive information, which is included in rvequest
data compliant with a session-less type comnnection
according to the thivd protocol that is a session-less
type protocol, as the response information.

28. The relay apparatus according to claim 23,

wherein the memory further stores instructions that, when
executed by the processor, cause the rvelay apparatus to
perform:
transmitting evvor information to the server apparvatus

through the session-less type connection established
between the rvelay apparatus and the image process-
ing apparatus on a condition that the session
between the velay apparatus and the communication
destination image processing apparatus has not been
established, in a case that the specific server request
information corresponding to the communication
destination image processing apparatus has been
received from the server apparatus,

wherein the specific server request information Iis
included in vequest data corresponding to the session-
less type comnnection, and

wherein the error information is included in response data
corresponding to the session-less type connection.

29. The relay apparatus according to claim 23,

wherein the instructions of transmitting vesponse infor-
mation further cause the relay apparatus to perform:
receiving the rvesponses information from the commu-

nication destination image processing apparatus as
information included in vequest data velative to the
session-less type connection, and

wherein the memory further stores instructions that, when
executed by the processor, cause the relay apparatus to
perform:
in respomnse to receiving the response information,

transmitting the vesponse data rvelative to the ses-
sion-less type connection to the communication des-
tination image processing apparatus.

30. An image processing apparatus cCOmprising:

a network interface configured to perform communication
with a relay apparatus, which is configured to perform
communication with a plurality of server apparatus,
through a network;

a processor; and

memory storing instructions, the instructions, when
executed by the processor, causing the image process-
ing apparatus to perform.
transmitting, to the relay apparatus, establishment

request information for establishing a session
between the rvelay apparatus and the image process-
ing apparatus according to a session establishment
type first protocol for enabling server-push to trans-
mit information from the server apparatus, and
transmitting, via the network interface, comnnection
request information to the velay apparatus, in a case
that the establishment vequest information has been
transmitted and a session for enabling the server-
push from the rvelay apparatus has been established,
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the connection request information being for estab-
lishing a session establishment type comnnection,
which is a connection using the session for enabling
the server-push from the relay apparatus, between
the image processing apparatus and the relay appa-
ratus, wherein the session establishment type con-
nection, when disconnected, is to be established
again by transmitting the connection request infor-
mation again;

sion of specific server request information, which
corresponds to the transmitted vesponse information,

from the target server apparatus side, on the basis of

the second identification information and the first

46

a predetermined time elapses while the server
request information, which has been transmitted
from the velay apparatus for performing the server-
push, has not been rveceived after transmitting the
establishment request information for enabling the
server-push from the velay apparatus.

32. The image processing apparatus according to claim

31,

wherein the instructions of performing a state mainte-

receiving, via the network interface as part of a server- 10 ; .
, o nance process further cause the image processing
push process and without requiring any further ‘
request from the image processing apparatus other wr am?u;‘s* ‘op e:rform. , .
. . . . transmitting, via the network interface, rvecognition
than the establishment request information, specific ; _
server request information and first identification requerst infe ormar{on lo ﬂz? mla)_; apparatus, ﬂ?e recs
information from the velay apparatus by using the 15 ognition requesimformanon‘ being for T’e?quetstmg the
connection established between the relay apparatus relay apparatus to reply with recognition informa-
and the image processing apparatus, the specific tion representing that the velay apparatus has rec-
server request information representing a rvequest to ognized that a session for enabling the server-push
the fmagg p}ﬂocgg_gf}gg apparatus which the yg!ay has been establfshed, on the condition that the pre-
apparatus has received ﬁ'{)m the server apparatus 20 determined time has elapsed while the server request
and having been transmitted from the rvelay appara- information, which has been transmitted from the
tus for performing the server-push, the velay appa- relay apparatus for performing the sevver-push, has
ratus receiving the specific server request informa- not been received after transmitting the establish-
tion, which includes image-processing-apparatus ment request information for enabling the server-
identification information for identifving a commu- 25 push from the velay apparatus; and
nication destination image processing apparatus receiving, via the network interface, the vecognition
selected as a communication destination, from a information, with which the relay apparatus has
target server apparatus among the plurality of server replied to the image processing apparatus, and
apparatuses by using a session-less type connection wherein in a case that the recognition information cannot
according to a second protocol that is a session-less 30 be received, the instructions of performing a state
type protocol, the relay apparatus storving the first maintenance process further cause the image process-
identification information for identifving the ing apparatus to perform transmitting the establish-
received specific server rvequest information in a ment rvequest information for maintaining the state in
storage unit so as to distinguish the specific server which the server-push is possible.
request information from other server request infor- 35  33. The image processing apparatus accorvding to claim
mation, the specific server request information and 31,
the first identification information being received wherein the instructions of the performing state mainte-
from the relay apparatus in response to the session nance process further cause the image processing
establishment type connection being maintained, apparatus to perform:
generating vesponse information corrvesponding to a 40 transmitting, via the network interface, rvecognition
request vepresented by the server request informa- request information to the relay apparatus, the rec-
tion; and ognition request information being for requesting the
transmitting, via the network interface, the generated relay apparatus to veply with recognition informa-
response information and second identification tion representing that the relay apparatus has rvec-
information to the relay apparatus by using a third 45 ognized that a session for enabling the sevver-push
protocol that is the session-less type protocol, the has been established, on a condition that a prede-
second identification information being for identify- termined time has elapsed while the server request
ing specific server request information that is an information, which has been transmitted from the
origin of the vesponse information, the relay appa- relay apparatus for performing the sevver-push, has
ratus including the vesponse information in response 50 not been received after the session accorvding to the
data compliant with the second protocol and trans- session establishment type connection for enabling
mitting the response data to the target server appa- the sevver-push from the relay apparatus is estab-
ratus by using a connection, which is specified based lished by transmitting the establishment reguest
on the second identification information and the first information; and
identification information and is used for transmis- 55 receiving, via the network interface, the vecognition

information, with which the relay apparatus has
replied to the image processing apparatus, and

wherein in a case that the receiving server recognition

information rveceives the recognition information, the

identification information. 60 instructions of performing a state maintenance process

31. The image processing apparatus according to claim further cause the image processing apparatus to per-

30, form, in the transmitting connection vequest informa-

whevrein the memory further stoves instructions that, when tion, transmitting the connection vequest information

executed by the processor, cause the image processing for maintaining the state in which the server-push is
apparatus to perform: 65 possible.

a state maintenance process for maintaining a state in 34. The image processing apparatus according to claim

which the server-push is possible, on a condition that 30,
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wherein the memory further stoves instructions that, when
executed by the processor, cause the image processing
apparatus to perform:
transmitting, via the network interface, further estab-
lishment request information to the relay apparatus,
the further request information being for requesting
establishment of a session-less type connection,
which is a connection according to the third protocol
that is the session-less type protocol, between the
image processing apparatus and the velay appara-
tus, in vesponse to receiving the servver rvequest infor-
mation, and
whevrein the instructions of transmitting vesponse infor-
mation further cause the image processing apparatus

to perform transmitting, via the network interface, the
generated response information to the velay apparatus
by using the session-less type connection established
between the image processing apparatus and the relay
apparatus.
35. The image processing apparatus according to claim
30,
wherein the instructions of transmitting establishment
request information further cause the image processing
apparatus to perform transmitting the establishment
request information to the velay apparatus on the basis
of session maintenance information for establishing the
session stored in a storage unit, on a condition that the
Image processing apparatus is in a session mainte-
nance mode.
36. The image processing apparatus according to claim
35,
wherein the memory further stores instructions, when
executed by the processor, causing the image process-
ing apparatus to perform:
setting mode information stoved in a storage unit, the
mode information representing whether the image
processing apparatus is in the session maintenance
mode, and
wherein the instructions of transmitting establishment
request information further cause the image processing
apparatus to perform transmitting the establishment
request information to the relay apparatus, on a con-
dition that the mode information stoved in the storage
unit represents that the image processing apparvatus is
in the session maintenance mode when the image
processing apparatus is activated.
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37. The image processing apparatus accovding to claim
30,

wherein the instructions of transmitting establishment
request information further cause the image processing

5 apparatus to perform determining whether the image
processing apparatus is in the session maintenance

mode, on the basis of the mode information stoved in

the storage unit during manufacturing of the image

processing apparatus.
38. The image processing apparatus accovding to claim

30,
wherein the memory further storves instructions that, when
executed by the processor, cause the image processing
apparatus to perform:
in response to receiving instruction information for
instructing use of a pull service provided by the
server apparatus, tramnsmitting, via the network
interface, related-information request information to
the sevver apparatus by using the second protocol
that is a lower-level protocol than the first protocol,
the related-information request information being
for requesting the server apparatus to transmit
related information corrvesponding to use of the pull
service; and
receiving, via the network interface, the related infor-
mation transmitted from the servver apparatus,
wherein the instructions of transmitting establishment
request information further cause the image processing
apparatus to perform tramnsmitting, via the network
interface, the establishment request information to the
relay apparatus by using the second protocol that is a
lower-level protocol than the first protocol, and
wherein the instructions of receiving server request infor-
mation further cause the image processing apparvatus
to perform rveceiving, via the network interface, the
server request information transmitted from the rvelay
apparatus for performing the server-push by using the
second protocol in the session established between the
relay apparatus and the image processing apparatus.
39. The image processing apparatus according to claim
40 38,
wherein the first protocol is eXtensible Messaging and
Presence Protocol over Bidirectional-streams QOver
Svynchronous HIT'TP, and
wherein the second protocol is Hypertext Transfer Pro-
tocol.
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