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Fig. 18
192: KEY-DETERMINATION VALUE CORRESPONDENCE TABLE
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Fig.21
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Fig. 22
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bFig.23
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Flg. 24
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Fig.26
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Fi1g. 27
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F1g. 28
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DATA SEARCH DEVICE, DATA SEARCH
METHOD, COMPUTER READABLE
MEDIUM STORING DATA SEARCH

PROGRAM, DATA REGISTRATION DEVICE,
DATA REGISTRATION METHOD, D
COMPUTER READABLE MEDIUM
STORING DATA REGISTRATION
PROGRAM, AND INFORMATION

PROCESSING DEVICE 0

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough 15

indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE 1O RELATED
APPLICATIONS 20

The present application is an application for reissue of
U.S. Pat. No. 9,391,965, issued Jul. 12, 2016, which is a

national stage application of PCI1/JP2012/051533.
25

TECHNICAL FIELD

The present invention relates to a data search device, a
data search method, a data search program, a data registra-
tion device, a data registration method, a data registration 30
program, and an information processing device.

BACKGROUND ART

In the field of Public Key Cryptography (PKC), Public- 35

key Encryption with Keyword Search (PEKS) 1s known as
a technique for performing a keyword search without
decrypting encrypted data (see Non-Patent Literature 1).

This PEKS realizes, for example, an application as
described below. 40
Assume a situation where a sender transmits a data file

including confidential information to a receiver via an
external database (to be referred to as a “server” hereinatter).
That 1s, assume a situation where the sender uploads data
files to the server, and the receiver downloads a necessary 45
data file from the server by a keyword search.

It should be noted here that the sender and the receiver
wish to share both data files and keywords without revealing
them to the server.

The receiver prepares in advance a pair of a public key 50
and a secret key of public-key encryption (to be used for
encrypting and decrypting data files) and a pair of a public
key and a secret key of PEKS (to be used for encrypting
keywords and generating search queries). Then, the recetver
publishes both of the public keys. 55

Using the public key of public-key encryption of the
receiver, the sender encrypts a data file to generate a
ciphertext of the data file. In addition, using the public key
of PEKS, the sender encrypts a keyword to generate a
ciphertext of the keyword. The ciphertext of the keyword 60
generated using the public key of PEKS will be hereinafter
referred to as an “encrypted tag”. The sender uploads the
ciphertext of the data file together with the encrypted tag to
the server.

Using the secret key of PEKS, the receiver encrypts a 65
keyword to generate a ciphertext of the keyword. The
ciphertext of the keyword generated using the secret key of

2

PEKS will be hereinafter referred to as a “trapdoor”. The
receiver sends this trapdoor to the server as a search query.

Using the received trapdoor, the server performs a secure
search on each of encrypted tags of ciphertexts of all data
files 1n a database. Then, the server transmits to the receiver
a ciphertext of a data file which has been found as a hit 1n
the secure search.

It has been a problem with PEKS that a search need to be
performed on the entirety of data, so that search processing
time 1ncreases 1 proportion to the number of data files.

To solve this problem, some methods have been proposed.

Patent Literature 1 discloses a method in which an index
storage unit configured to store a keyword and a document
name by associating them with each other and an encrypted
database configured to store an encrypted document are
provided, and a search 1s performed for a keyword in the
index storage unit. If no hit 1s found 1n the search, then a
search 1s performed on all documents 1n the encrypted
database. The imndex storage unit 1s updated 1n accordance
with a search result.

However, it 1s a problem with this method that a search
needs to be performed on all documents until the index
storage unit 1s updated properly, so that a search process
cannot be made faster. It 1s also a problem with this method
that if a large number of various types of search requests
occur, the effect of the index storage unit 1s weakened, so
that the search process cannot be made faster. Further, 1t 1s
a problem with this method that an existing system of a
PEKS scheme needs to be changed greatly.
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SUMMARY OF INVENTION

Technical Problem

It 1s an object of the present invention, for example, to
achieve a faster search process using Public-key Encryption
with Keyword Search.

Solution to Problem

A data search device according to the present invention
includes

a data storage unit configured to store a plurality of data
groups, each data group including one or more pieces of
data, and a plurality of decryption keys for decrypting
encrypted information, by associating each of the plurality
of the data groups with each of the plurality of the decryp-
tion keys;

a key-determination mformation storage unit configured
to store key-determination information for determining a
decryption key;

a search condition 1input unit configured to obtain a search
condition for searching for data, and obtain encrypted infor-
mation generated by encrypting predetermined information;

a data group selecting unit configured to decrypt the
encrypted information obtained by the search condition
input unit by using each of the plurality of the decryption
keys stored in the data storage umt, select a decryption key
with which the encrypted information 1s decrypted to same
information as the key-determination information, from
among the plurality of the decryption keys, and select as a
search target group a data group associated with the decryp-
tion key selected, from among the plurality of the data
groups stored in the data storage unit;

a data searching unmit configured to obtain as search result
data a piece of data that satisfies the search condition
obtained by the search condition input unit, from among the
one or more pieces of data included in the search target
group selected by the data group selecting umit; and

a search result output unit configured to output the search
result data obtained by the data searching unait.

Advantageous Effects of Invention

According to the present invention, a faster search process
using Public-key Encryption with Keyword Search can be
achieved.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a configuration diagram of a data search system
900 1n Embodiment 1;

FIG. 2 1s a functional configuration diagram of a data
search terminal 100 in Embodiment 1;

FIG. 3 1s a diagram 1illustrating a system public key 140
and a system secret key 150 in Embodiment 1;
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FIG. 4 1s a diagram 1llustrating a public-key correspon-
dence table 160 1n Embodiment 1;

FIG. 5 1s a diagram 1illustrating a search query 170 1n
Embodiment 1;

FIG. 6 1s a functional configuration diagram of a data
registration terminal 200 in Embodiment 1;

FIG. 7 1s a diagram 1illustrating a system ciphertext 230 1n
Embodiment 1:

FIG. 8 1s a functional configuration diagram of a data
search server 300 in Embodiment 1;

FIG. 9 1s a diagram illustrating a secret-key correspon-
dence table 350 in Embodiment 1;

FIG. 10 1s a flowchart illustrating a setup process of the
data search terminal 100 i1n Embodiment 1;

FIG. 11 1s a flowchart illustrating a data registration
process of the data registration terminal 200 1n Embodiment
1

FIG. 12 1s a flowchart illustrating a data registration
process of the data search server 300 1n Embodiment 1;

FIG. 13 1s a flowchart illustrating a data search request
process of the data search terminal 100 1n Embodiment 1;

FIG. 14 1s a flowchart 1llustrating a data search process of
the data search server 300 in Embodiment 1;

FIG. 15 1s a flowchart 1llustrating a category registration
request process of the data search terminal 100 1n Embodi-
ment 1;

FIG. 16 1s a flowchart illustrating a category registration
process of the data search server 300 1n Embodiment 1;

FIG. 17 1s a diagram illustrating an example of hardware
resources of the data search system 900 in Embodiment 1;

FIG. 18 1s a diagram illustrating a key-determination-
value correspondence table 192 in Embodiment 1;

FIG. 19 1s a diagram 1illustrating another example of the
public-key correspondence table 160 1n Embodiment 1;

FIG. 20 1s a diagram 1llustrating a system public key 140
and a system secret key 150 in Embodiment 2;

FIG. 21 1s a flowchart illustrating a setup process of the
data search terminal 100 1n Embodiment 2;

FIG. 22 1s a flowchart illustrating a data registration
request process of the data registration terminal 200 in
Embodiment 2;

FIG. 23 1s a flowchart illustrating a data registration
process of the data search server 300 1n Embodiment 2;

FIG. 24 1s a flowchart illustrating a data search request
process of the data search terminal 100 1n Embodiment 2;

FIG. 25 1s a flowchart illustrating a data search process of
the data search server 300 in Embodiment 2;

FIG. 26 1s a flowchart illustrating a category registration
request process of the data search terminal 100 1n Embodi-
ment 2;

FIG. 27 1s a flowchart 1llustrating a category registration
process of the data search server 300 1n Embodiment 2;

FIG. 28 1s a diagram 1illustrating a public-key correspon-
dence table 160 in Embodiment 2; and

FIG. 29 1s a diagram 1llustrating a system public key 140
and a system secret key 150 in Embodiment 3.

DESCRIPTION OF EMBODIMENTS

Embodiment 1

A system that performs a search at high speed using
Public-key Encryption with Keyword Search (PEKS) will be
described.

PEKS 1s a technique for performing a keyword search
without decrypting encrypted data (see Non-Patent Litera-
ture 1).
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FIG. 1 1s a configuration diagram of a data search system
900 in Embodiment 1.

Referring to FIG. 1, a configuration of the data search
system 900 1n Embodiment 1 will be described.

The data search system 900 1s an example of a system that
performs a search using PEKS. By using PEKS, a keyword
search can be performed with search target data and a search
keyword being kept secret.

The data search system 900 includes one data search
terminal 100, a plurality of data registration terminals 200,
and one data search server 300. However, there may be a
plurality of the data search terminals 100 and a plurality of
the data search servers 300, and there may be one data
registration terminal 200.

The data search terminal 100, the data registration termi-
nals 200, and the data search server 300 are connected for
communication via a network 909 (e.g., the Internet).

The data registration terminal 200 (an example of a data
registration device) 1s a device (computer) configured to
encrypt search target data and register the encrypted data 1n
the data search server 300.

The data search terminal 100 (an example of an informa-
tion processing terminal device) i1s a device configured to
request a keyword search to the data search server 300 by
specilying an encrypted search keyword.

The data search server 300 (an example of a data search
device) 1s a device configured to perform a keyword search
of PEKS on encrypted data registered by the data registra-
tion terminal 200, 1 accordance with an encrypted keyword
specified by the data search terminal 100. The data search
server 300 returns a search result to the data search terminal
100.

For example, the search target data may be electronic mail
messages. In this case, the data search server 300 functions
as a mail server, the data registration terminal 200 functions
as a computer used by a sender of electronic mail messages,
and the data search terminal 100 functions as a computer
used by a recerver of electronic mail messages. Then, the
data search system 900 1s used as described below. Note that
the following 1s an example of a method for using the data
search system 900.

Each of senders A, B, and C of electronic mail messages
transmits to the data search server 300 an electronic mail
message encrypted using the data registration terminal 200.
The data search server 300 stores the encrypted electronic
mail messages from the senders A, B, and C.

If the receiver of electronic mail messages wishes to view
the electronic mail message of the sender A, the receiver
specifies to the data search terminal 100 an i1dentifier (e.g.,
clectronic mail address) of the sender A as a search keyword
for the electronic mail message. The data search terminal
100 encrypts the search keyword (1dentifier of the sender A),
and transmits the encrypted search keyword to the data
search server 300.

The data search server 300 performs a keyword search of
PEKS 1n accordance with the encrypted search keyword, and
transmits the encrypted electronic mail message of the
sender A to the data search terminal 100.

The data search terminal 100 receives the encrypted
clectronic mail message of the sender A, decrypts the
received electronic mail message, and displays the

decrypted electronic mail message.
With this arrangement, the senders A, B, and C and the

receiver ol electronic mail messages can keep electronic
mail messages secret. Furthermore, the receiver of electronic
mail messages can keep search keywords for electronic mail
messages secret.
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FIG. 2 1s a functional configuration diagram of the data
search terminal 100 1n Embodiment 1.

Referring to FIG. 2, a functional configuration of the data
search terminal 100 1n Embodiment 1 will be described.

The data search terminal 100 (an example of an 1nforma-
tion processing device) imncludes a setup processing umt 110,
a search request processing unit 120, a category registration
requesting unit 130, and a search-terminal storage unit 190.

The setup processing unit 110 includes a system key
generating unit 111, a public-key correspondence table gen-
erating unit 112, and a key information publishing unit 113.

The system key generating unit 111 generates a key-
determination value 191, a system public key 140, and a
system secret key 150 to be described later.

The public-key correspondence table generating unit 112
generates a public-key correspondence table 160 to be
described later.

The key information publishing unit 113 publishes the
system public key 140, the system secret key 150, and the
public-key correspondence table 160 to the data registration
terminal 200 or the data search server 300.

The system key generating unit 111, the public-key cor-
respondence table generating unit 112, and the key infor-
mation publishing unit 113 will be described in detail with
reference to a tlowchart of a setup process to be described
later.

FIG. 3 1s a diagram 1llustrating the system public key 140
and the system secret key 150 1n Embodiment 1.

Retferring to FIG. 3, the system public key 140 and the
system secret key 150 1n Embodiment 1 will be described.

The system public key 140 and the system secret key 150
constitute a key pair of public-key encryption (or PEKS)
which are used 1n the data search system 900.

The system public key 140 1ncludes one data public key
141, one keyword public key 142, and a plurality of cat-
cgory-determination public keys 143 (an example of a
plurality of encryption keys).

The data public key 141 1s key data (encryption key) for
encrypting search target data.

The keyword public key 142 1s key data (encryption key)
for encrypting a keyword (data keyword) to be attached to
search target data or a keyword (search keyword) specified
when searching for data.

Each category-determination public key 143 i1s key data
(encryption key) for encrypting information (key-determi-
nation value 191) for determiming a category (data category)
to which search target data belongs. The category-determi-
nation public key 143 i1s different for each data category.

The system secret key 150 includes one data secret key
151, one keyword secret key 152, and a plurality of cat-
cgory-determination secret keys 1353 (an example of a plu-
rality of decryption keys).

The data secret key 151 1s key data (decryption key) for
decrypting encrypted search target data.

The keyword secret key 152 1s key data (master secret
key) for generating a secret key (search trapdoor 171 to be
described later) corresponding to a search keyword.

Each category-determination secret key 153 1s key data
(decryption key) for decrypting an encrypted key-determi-
nation value 191 (index tag 172 or index tag 233 to be
described later). The category-determination secret key 153

1s different for each data category.
The data public key 141 and the data secret key 151

constitute a key pair (key pair of public-key encryption) for
data.

The keyword public key 142 and the keyword secret key
152 constitute a key pair (key pair of PEKS) for data
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keywords. The keyword public key 142 and the keyword
secret key 152 may be used also as a key pair for data. In this
case, the data public key 141 and the data secret key 151 are
not needed.

The category-determination public keys 143 and the cat-
cgory-determination secret keys 153 constitute a plurality of
key pairs (key pairs of public-key encryption) for determin-
ing data categories.

FI1G. 4 1s a diagram 1llustrating the public-key correspon-
dence table 160 in Embodiment 1.

Referring to FI1G. 4, the public-key correspondence table
160 1n Embodiment 1 will be described.

The public-key correspondence table 160 1s data associ-
ating each category-determination public key 143 with a
data category.

In the public-key correspondence table 160 shown in FIG.
4, a category-determination public key 143 identified by
“PK,” 1s associated with a “patent™ category, and a category-
determination public key 143 identified by “PK.” is asso-
ciated with a “design”™ category.

Referring back to FIG. 2, the functional configuration of
the data search terminal 100 will be further described.

The search request processing unit 120 includes a search
keyword mput unit 121, a search query generating umt 122,
a search requesting unit 123, and a search result output unit
124.

The search keyword input unit 121 (an example of a
search condition input unit) obtains from an input device or
a storage device a search keyword (an example of a search
condition) and a search target category that are specified by
a user (data searcher).

The search query generating unit 122 (an example of an
encrypted tag generating umit) generates a search query 170
based on the search keyword and the search target category.
The search query 170 1s data for specilying a search key-
word.

The search requesting unit 123 (an example of a data
search requesting unit) transmits the search query 170 to the
data search server 300, and receives a search result 199
including encrypted data corresponding to the search key-
word from the data search server 300.

The search result output umit 124 decrypts the encrypted
data included in the search result 199 by using the data secret
key 151, and outputs decrypted data.

The search keyword mput unit 121, the search query
generating unit 122, the search requesting umit 123, and the
search result output unit 124 will be described 1n detail with
reference to a flowchart of a data search request process to
be described later.

FIG. 5 1s a diagram 1illustrating the search query 170 in
Embodiment 1.

Referring to FIG. 5, the search query 170 1n
1 will be described.

The search query 170 1s data including a search trapdoor
171 (an example of search condition information) and an
index tag 172 (an example of an encrypted tag).

The search trapdoor 171 1s a secret key corresponding to
a search keyword. The search trapdoor 171 1s generated
using the keyword secret key 152.

The ndex tag 172 1s an encrypted key-determination
value 191 encrypted using a category-determination public
key 143 of a search target category.

Referring back to FIG. 2, the functional configuration of
the data search terminal 100 will be further described.

The category registration requesting umt 130 requests the
data search server 300 to generate a database for data
belonging to a specific category.

Embodiment
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The category registration requesting unit 130 will be
described 1n detail with reference to a tflowchart of a cat-
egory registration request process to be described later.

The search-terminal storage unit 190 (an example of an
encryption key storage unit) stores data used in the data
search terminal 100.

For example, the search-terminal storage unit 190 stores
the key-determination value 191, the system public key 140,
the system secret key 150, the public-key correspondence
table 160, the search query 170, and the search result 199.

FIG. 6 1s a functional configuration diagram of the data
registration terminal 200 in Embodiment 1.

Referring to FIG. 6, a functional configuration of the data
registration terminal 200 1 Embodiment 1 will be

described.

The data registration terminal 200 (an example of the data
registration device) includes a public information acquisi-
tion unit 210, a data registration request processing unit 220,
and a registration-terminal storage unit 290.

The public information acquisition unit 210 obtains the
key-determination value 191, the system public key 140, and
the public-key correspondence table 160 published by the
data search terminal 100.

The public mformation acquisition unit 210 will be
described in detail with reference to the flowchart of the
setup process to be described later.

The data registration request processing unit 220 includes
a registration information input unit 221, a data ciphertext
generating unit 222, a keyword ciphertext generating unit
223, an index tag generating unit 224, and a data registration
requesting unit 225,

The registration information input unit 221 (an example
of a classification information input unit) obtains from an
input device or a storage device data, a data keyword, and a
data category that are specified by a user (data registering
person).

The data ciphertext generating unit 222 (an example of a
data generating unit) encrypts the data using the data public
key 141.

The keyword ciphertext generating unit 223 encrypts the
data keyword using the keyword public key 142.

The index tag generating umt 224 (an example of the
encrypted tag generating unit) encrypts the key-determina-
tion value 191 using the category-determination public key
143 of the data category.

The data registration requesting unit 225 (an example of
a data registration requesting unit) requests the data search
server 300 to register a system ciphertext 230 including the
data, the keyword and the key-determination value 191 that
have been encrypted
The registration information mput unit 221, the data
ciphertext generating unit 222, the keyword Clphertext oe-
erating unit 223, the index tag generating unit 224, and the
data registration requesting unit 225 will be described 1n
detail with reference to a flowchart of a data registration
request process to be described later.

FIG. 7 1s a diagram 1llustrating the system ciphertext 230
in Embodiment 1.

Referring to FIG. 7, the system ciphertext 230 in Embodi-
ment 1 will be described.

The system ciphertext 230 1s data including a data cipher-
text 231, a keyword ciphertext 232, and an index tag 233.

The data ciphertext 231 (an example of data) 1s generated
by encrypting data using the data public key 141.

The keyword ciphertext 232 1s generated by encrypting a
data keyword using the keyword public key 142.
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The index tag 233 (an example of the encrypted tag) 1s
generated by encrypting the key-determination value 191
using the category-determination public key 143 of a cat-
cgory to which the data belongs.

Referring back to FIG. 6, the functional configuration of
the data registration terminal 200 will be turther described.

The registration-terminal storage unit 290 stores data used
in the data registration terminal 200.

For example, the registration-terminal storage umt 290
stores the key-determination value 191, the system public
key 140, the public-key correspondence table 160, and the
system ciphertext 230.

FIG. 8 1s a functional configuration diagram of the data
search server 300 in Embodiment 1.

Referring to FIG. 8, a functional configuration of the data
search server 300 1n Embodiment 1 will be described.

The data search server 300 (an example of the data search
device) includes a category secret key managing unit 310, a
data registration processing umt 320, a data search process-
ing unit 330, a category determining unit 340, and a search-
server storage unit 390.

The data search server 300 turther includes a database for
cach data category (to be referred to as a “category-specific
DB unit 391” hereinatter).

The data search server 300 also includes a database for
data not classified 1into any category (to be referred to as an
“unclassified DB unit 392 hereinatter).

The category secret key managing unit 310 (an example
of an additional decryption key mput unit and a data group
registering unit) manages the key-determination value 191
and the category-determination secret keys 153 that are
generated by the data search terminal 100.

The category secret key managing unit 310 also generates
a category-specific DB unit 391 to be associated with each
category-determination secret key 1353.

The category secret key managing unit 310 further gen-
crates a secret-key correspondence table 350 associating
cach category-determination secret key 133 with each cat-
egory-specific DB umt 391.

The category secret key managing umt 310 will be
described in detail with reference to the flowchart of the
setup process and a flowchart of a category registration
process to be described later.

The data registration processing unit 320 includes a
registration request receiving unit 321 and a data registering,
unit 322.

The registration request receiving umt 321 (an example of
a new data input unit) recerves a registration request for data
(the system ciphertext 230 shown in FIG. 7) transmitted
from the data registration terminal 200.

The data registering unit 322 (an example of a new data
registering unit) stores the data in the category-specific DB
unit 391 of the category to which the data belongs, in
accordance with the registration request for the data.

The registration request receiving unit 321 and the data
registering unit 322 will be described 1n detail with reference
to a flowchart of a data registration process to be described
later.

The data search processing unit 330 includes a search
request receiving unit 331, a data searching unit 332, and a
search result transmitting unit 333.

The search request recerving unit 331 (an example of the
search condition mput unit) receives a search request for
data (the search query shown 1n FIG. §) transmitted from the
data search terminal 100.

5

10

15

20

25

30

35

40

45

50

55

60

65

10

The data searching unit 332 (an example of a data
searching unit) searches the category-specific DB umt 391
of a search target category, in accordance with the search
request for the data.

The search result transmitting unit 333 (an example of a
search result output unit) transmits a search result including
data (the system ciphertext 230 shown in FIG. 7) that
satisfles a search condition to the data search terminal 100.

The search request receiving unit 331, the data searching
unit 332, and the search result transmitting unit 333 will be
described 1n detail with reference to a flowchart of a data
search process to be described later.

The category determining unit 340 (an example of a data
group selecting unit) determines the category-specific DB
umt 391 of the category to which the data belongs based on
the registration request for the data, and determines the
category-specific DB unit 391 of the search target category
based on the search request for the data.

The category determining unit 340 will be described 1n
detail with reference to the flowchart of the data registration
process and the tlowchart of the data search process to be
described later.

The search-server storage unit 390 stores data used in the
data search server 300.

For example, the search-server storage unit 390 stores the
key-determination value 191, the category-determination
secret keys 133, and the secret-key correspondence table
350.

FIG. 9 1s a diagram 1illustrating the secret-key correspon-
dence table 350 1n Embodiment 1.

Referring to FIG. 9, the secret-key correspondence table
350 in Embodiment 1 will be described.

The secret-key correspondence table 350 1s data associ-
ating each category-determination secret key 133 with a
category-specific DB unit 391.

In the secret-key correspondence table 350 shown 1n FIG.
9, a category-determination secret key 153 identified by
“SK,.” 1s associated with a category-specific DB unit 391
identified by “DB,”, and a category-determination secret
key 153 i1dentified by “SK,” 1s associated with a category-
specific DB unit 391 identified by “DB,”.

Referring back to FIG. 8, the functional configuration of
the data search server 300 will be further described.

Each category-specific DB unit 391 (an example of a data
storage unit) stores one or more system ciphertexts 230 that
have been classified into the same category (an example of
a data group).

The unclassified DB unit 392 (an example of the data
storage unit) stores one or more system ciphertexts 230 that
have not been classified into any category (an example of an
unclassified group).

FIG. 10 1s the flowchart illustrating the setup process of
the data search terminal 100 1n Embodiment 1.

Reterring to FIG. 10, the setup process of the data search
terminal 100 in Embodiment 1 will be described.

A user who wishes to perform a data search (to be referred
to as a “searcher” hereinafter) activates the setup processing
umt 110 of the data search terminal 100, and the setup
processing unit 110 of the data search terminal 100 executes
the setup process (S110 to S131) described below.

In S110, the system key generating unit 111 generates a
system public key 140 and a system secret key 150 (see FIG.
3). For a key generation method, refer to Non-Patent Lit-
erature 3.

At this time, the system key generating unit 111 generates
a key pair of a data public key 141 and a data secret key 151
using a key generation algorithm of a public-key encryption
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scheme. RSA encryption (RSA 1s a registered trademark) 1s
an example of the public-key encryption scheme.

The system key generating unit 111 also generates a key
pair of a keyword public key 142 and a keyword secret key
152 using a key generation algorithm of a PEKS scheme.

The system key generating unit 111 also generates a
plurality of key pairs of category-determination public keys
143 and category-determination secret keys 153 using a key
generation algorithm of a public-key encryption scheme. For
example, the system key generating unit 111 uses a public-
key encryption scheme with key-privacy, such as ElGamal
encryption or Cramer-Shoup encryption. Key-privacy refers
to the property that the public key used cannot be known by
looking at a ciphertext. The number of key pairs of the
category-determination public keys 143 and the category-
determination secret keys 133 1s the number of categories
for data classification, and 1s specified (input) by the
searcher to the system key generating unit 111 of the data
search terminal 100.

After S110, processing proceeds to S120.

In S120, using an mput device (e.g., a keyboard or a
mouse), the searcher inputs to the public-key correspon-
dence table generating unit 112 of the data search terminal
100 category information indicating a data category to be
associated with each category-determination public key 143
generated 1n S110. That 1s, the public-key correspondence
table generating unit 112 obtains from the mput device the
category information specified by the searcher.

In accordance with the category information that has been
input, the public-key correspondence table generating unit
112 generates a public-key correspondence table 160 as
shown in FIG. 4. The public-key correspondence table 160
1s data associating each category-determination public key
143 with a data category.

For example, when the data category to be associated with
the category-determination public key 143 idenftified by
“PK,” 1s “patent”, the public-key correspondence table
generating unit 112 associates “PK,” with “patent” and sets
them 1n the public-key correspondence table 160.

After S120, processing proceeds to S130.

In S130, the key information publishing unit 113 pub-
lishes a key-determination value 191 which 1s predeter-
mined, the system public key 140 generated 1n S110, and the
public-key correspondence table 160 generated in S120, as
public information to the data registration terminal 200. The
key-determination value 191 is a predetermined value (e.g.,
“17).

For example, the key information publishing unit 113 of
the data search terminal 100 registers the public information
with a predetermined server (e.g., the data search server
300), and the public information acquisition unit 210 of the
data registration terminal 200 obtains the public information
from the predetermined server. The public information
acquisition umt 210 stores the obtained public information
in the registration-terminal storage unit 290.

Alternatively, for example, the public information acqui-
sition unit 210 of the data registration terminal 200 transmuits
a publication request for requesting the public information to
the data search terminal 100, and the key information
publishing unmit 113 of the data search terminal 100 receives
the publication request. Then, the key information publish-
ing unit 113 of the data search terminal 100 transmits the
public information to the data registration terminal 200, and
the public information acqusition unit 210 of the data
registration terminal 200 receives the public information.
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The public mformation acquisition unit 210 stores the
received public information in the registration-terminal stor-
age unit 290.

After S130, processing proceeds to S131.

In S131, the key information publishing unit 113 trans-
mits to the data search server 300 the key-determination
value 191 which 1s predetermined and a plurality of the
category-determination secret keys 153 generated in S110.
The key-determination value 191 1s the same as the value
published to the data registration terminal 200.

Note that the key information publishing unit 113 may
only transmit at least any one of the plurality of the category-
determination secret keys 153 to the data search server 300.
That 1s, there may be category-determination secret keys 153
which are not transmitted to the data search server 300. For
example, the searcher specifies a category-determination
secret key 133. Then, the key information publishing unit
113 transmits to the data search server 300 the category-
determination secret key 133 specified by the searcher
among the plurality of the category-determination secret

keys 153.

At this time, the category secret key managing unit 310 of
the data search server 300 receives the key-determination
value 191 and the category-determination secret keys 133
transmitted by the key information publishing unit 113 of the
data search terminal 100. The category secret key managing
umt 310 stores the key-determination value 191 and the
category-determination secret keys 153 that have been
received 1n the search-server storage unit 390.

Then, the category secret key managing unit 310 gener-
ates a category-specific DB unit 391 for each of the received
category-determination secret keys 153. The category-spe-
cific DB umt 391 is a database for storing a system cipher-
text 230 (see FIG. 7) including an index tag 233 generated
using the category-determination public key 143 which
constitutes a key pair with the category-determination secret
key 153.

The category secret key managing unit 310 also generates
a secret-key correspondence table 350 as shown in FIG. 9.
For example, when the category-specific DB unit 391 1den-

tified by “DB,” 1s generated for the category-determination
secret key 153 1dentified by “SK,”, the category secret key
managing unmt 310 associates “SK,” with “DB,” and sets
them 1n the secret-key correspondence table 350.

S131 completes the setup process.

FIG. 11 1s the flowchart illustrating the data registration
process of the data registration terminal 200 1n Embodiment
1.

Referring to FIG. 11, the data registration process of the
data registration terminal 200 in Embodiment 1 will be
described.

A user who wishes to register search target data (to be
referred to as a “registering person” hereinafter) activates
the data registration request processing unit 220 of the data
registration terminal 200, and the data registration request
processing unit 220 of the data registration terminal 200
executes the data registration process (S210 to S251)
described below.

In S210, using an mput device, the registering person
inputs to the registration mformation mput unit 221 of the
data registration terminal 200 data which the registering
person wishes to register as search target data, a keyword
associated with the data, and category imnformation indicat-
ing a category to which the data belongs. That is, the
registration information mmput unit 221 obtains from the
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input device the data, the keyword, and the category infor-
mation that are specified by the registering person.

After S210, processing proceeds to S220.

In S220, the data ciphertext generating unit 222 obtains
the data public key 141 from the registration-terminal stor-
age unit 290, and encrypts the data input 1n S210 using the
obtained data public key 141. The encrypted data will be
hereinafter referred to as a “data ciphertext 231”.

After S220, processing proceeds to S230.

In S230, the keyword ciphertext generating unit 223
obtains the keyword public key 142 from the registration-
terminal storage unit 290, and encrypts the keyword input in
5210 using the obtained keyword public key 142. The
encrypted keyword will be heremafter referred to as a
“keyword ciphertext 2327,

After S230, processing proceeds to S240.

In S240, the index tag generating unit 224 refers to the
public-key correspondence table 160 stored in the registra-
tion-terminal storage unit 290.

Then, the index tag generating unit 224 selects a category-
determination public key 143 associated with the category
indicated by the category information mput in S210 from
among the plurality of the category-determination public
keys 143 indicated in the public-key correspondence table
160, and obtains the selected category-determination public
key 143 from the registration-terminal storage unit 290.

After S240, processing proceeds to S241.

In S241, the index tag generating unit 224 obtains the
key-determination value 191 from the registration-terminal
storage unit 290, and encrypts the key-determination value
191 using the category-determination public key 143
obtained 1 S240. The encrypted key-determination value
191 will be hereinatter referred to as an “index tag 233”.

After S241, processing proceeds to S250.

In 5250, the data registration requesting unit 225 gener-
ates a system ciphertext 230 (see FIG. 7) including the data
ciphertext 231 generated in S220, the keyword ciphertext
232 generated 1n S230, and the index tag 233 generated 1n
S241.

After S250, processing proceeds to S251.

In S251, the data registration requesting unit 2235 trans-
mits to the data search server 300 a registration request for
requesting registration of the system ciphertext 230 gener-
ated 1 S250. The registration request 1s data including the
system ciphertext 230.

S251 completes the data registration request process.

FIG. 12 is the flowchart illustrating the data registration
process of the data search server 300 1n Embodiment 1.

Referring to FIG. 12, the data registration process of the
data search server 300 1n Embodiment 1 will be described.

In S310, the registration request recerving unit 321
receives the registration request for the system ciphertext
230 transmitted from the data registration terminal 200.

After S310, processing proceeds to S320.

In S320, the category determining unit 340 determines
whether or not there 1s any unselected category-determina-
tion secret key 153 which has not been selected 1n S330 to
be described later 1n the search-server storage unit 390.

If there 1s any unselected category-determination secret
key 153 (YES), processing proceeds to S330.

If there 1s no unselected category-determination secret
key 153 (NO), processing proceeds to S321.

In S330, the category determining unit 340 selects one
unselected category-determination secret key 133 from the
search-server storage unit 390, and obtains the selected
category-determination secret key 153 from the search-
server storage unit 390.
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After S330, processing proceeds to S331.

In S331, the category determining unit 340 obtains the
index tag 233 from the system ciphertext 230 received 1n
S310, and decrypts the obtained index tag 233 using the
category-determination secret key 153 obtained 1 S330. A
value obtained by decrypting the index tag 233 will be
hereinafter referred to as a decrypted value of the index tag
233.

After S331, processing proceeds to S332.

In S332, the category determining umt 340 compares the
decrypted value of the index tag 233 obtained 1n S331 with
the key-determination value 191 stored in the search-server
storage unit 390.

If the decrypted value of the index tag 233 1s equal to the
key-determination value 191 (YES), processing proceeds to
S340.

If the decrypted value of the index tag 233 1s different
from the key-determination value 191 (NO), processing
returns to 5320.

In S340, the data registering unit 322 refers to the
secret-key correspondence table 350 (see FIG. 9) stored 1n
the search-server storage unit 390, and selects a category-
specific DB unit 391 associated with the category-determi-
nation secret key 153 selected 1n S330, from among the
plurality of the category-specific DB units 391 indicated in
the secret-key correspondence table 350.

Then, the data registering unit 322 stores the system
ciphertext 230 recerved mm S310 1n the selected category-
specific DB unit 391.

S340 completes the data registration process.

In S321, the data registering unit 322 stores the system
ciphertext 230 received 1n S310 1n the unclassified DB unit
392. That 1s, 1f the data ciphertext 231 of the system
ciphertext 230 1s not classified into any of the categories of
the category-specific DB units 391, the data registering unit
322 stores the system ciphertext 230 1n the unclassified DB
unmit 392. The unclassified DB unit 392 i1s generated 1n the
data search server 300 1n advance.

S321 completes the data registration process.

Through the data registration request process shown in
FIG. 11 and the data registration process shown 1n FIG. 12,
the system ciphertext 230 i1s stored 1n any one of the
category-specific DB units 391 or the unclassified DB unait
392 of the data search server 300.

FIG. 13 1s the flowchart illustrating the data search request
process of the data search terminal 100 1n Embodiment 1.

Referring to FIG. 13, the data search request process of
the data search terminal 100 in Embodiment 1 will be
described.

The searcher activates the search request processing unit
120 of the data search terminal 100, and the search request
processing unit 120 of the data search terminal 100 executes
the data search request process (5410 to S441) described
below.

In S410, using the mput device, the searcher mputs to the
search keyword input unit 121 of the data search terminal
100 a search keyword and category information indicating a
search target category. That 1s, the search keyword mput unit
121 obtains from the mput device the search keyword and
the category information that are specified by the searcher.

After S410, processing proceeds to S420.

In S420, the search query generating unit 122 obtains the
keyword secret key 152 from the search-terminal storage
umt 190, and encrypts the search keyword input i S410
using the obtained keyword secret key 152. The encrypted
search keyword will be hereinafter referred to as a “search
trapdoor 171”.
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After S420, processing proceeds to S421.

In S421, the search query generating unit 122 refers to the
public-key correspondence table 160 stored in the search-
terminal storage unit 190, and selects a category-determi-
nation public key 143 associated with the category indicated
by the category information mput 1n S410, from among the
plurality of the category-determination public keys 143
indicated 1n the public-key correspondence table 160.

After S421, processing proceeds to S422.

In S422, the search query generating umt 122 obtains the
key-determination value 191 from the search-terminal stor-
age unit 190, and encrypts the obtained key-determination
value 191 using the category-determination public key 143
selected 1 S421. The encrypted key-determination value
191 will be heremafter referred to as an “index tag 172”.

After S422, processing proceeds to S423.

In S423, the search query generating unit 122 generates a
search query 170 (see FIG. 5) including the search trapdoor
171 generated 1n S420 and the index tag 172 generated 1n
S422.

After S423, processing proceeds to S430.

In S430, the search requesting unit 123 transmits the
search query 170 generated 1n S423 to the data search server
300.

After S430, processing proceeds to S431.

In S431, the search requesting unit 123 receives a search
result transmitted from the data search server 300. The
search result 1s data including a data ciphertext 231 corre-
sponding to the search query 170 (in other words, “data
ciphertext 231 that satisfies a search condition” or “data
ciphertext 231 that has been found as a hit in the search
process”).

After S431, processing proceeds to S440.

In S440, the search result output unit 124 obtains the data
secret key 151 from the search-terminal storage unit 190,
and decrypts the data ciphertext 231 included in the search
result received 1n S431 using the obtained data secret key
151. By decrypting the data ciphertext 231, data before
being encrypted can be obtained.

After S440, processing proceeds to S441.

In S441, the search result output unit 124 outputs a search
result including the data obtained 1n S440. For example, the
search result output unit 124 displays the search result on a
display.

S441 completes the data search request process.

FIG. 14 1s the flowchart illustrating the data search
process of the data search server 300 1n Embodiment 1.

Referring to FIG. 14, the data search process of the data
search server 300 in Embodiment 1 will be described.

In S510, the search request recerving unit 331 receives the
search query 170 transmitted from the data search terminal
100. The search query 170 1s data including the search
trapdoor 171 and the index tag 172 (see FIG. 5).

After S510, processing proceeds to S520.

In S520, the category determining unit 340 determines
whether or not there 1s any unselected category-determina-
tion secret key 153 which has not been selected 1n S530 to
be described later 1n the search-server storage unit 390.

If there 1s any unselected category-determination secret
key 153 (YES), processing proceeds to S3530.

If there 1s no unselected category-determination secret
key 153 (NO), processing proceeds to S521.

In S530, the category determining unit 340 selects one
unselected category-determination secret key 133 from the
search-server storage unit 390, and obtains the selected
category-determination secret key 153 from the search-
server storage unit 390.
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After S530, processing proceeds to S531.

In S531, the category determining unit 340 obtains the
index tag 172 from the search query 170 received i S510,
and decrypts the obtained index tag 172 using the category-
determination secret key 153 obtained in S530. A value
obtained by decrypting the index tag 172 will be hereinafter
referred to as a decrypted value of the index tag 172.

After S531, processing proceeds to S532.

In S532, the category determining umt 340 compares the
decrypted value of the index tag 172 obtained 1n S531 with
the key-determination value 191 stored in the search-server
storage unit 390.

If the decrypted value of the index tag 172 1s equal to the
key-determination value 191 (YES), processing proceeds to
S540.

If the decrypted value of the index tag 172 1s diflerent
from the key-determination value 191 (NO), processing
returns to 5520.

In S540, the data searching unit 332 refers to the secret-
key correspondence table 350 (see FIG. 9) stored in the
search-server storage unit 390, and selects, as a search target
DB unit, a category-specific DB unit 391 associated with the
category-determination secret key 153 selected 1n S530,
from among the plurality of the category-specific DB units
391 indicated 1n the secret-key correspondence table 350.

Then, the data searching unit 332 obtains the search
trapdoor 171 from the search query 170 received 1n S510,
and searches the search target category-specific DB unit 391
using the obtained search trapdoor 171, 1n accordance with
a search algorithm of a PEKS scheme.

For example, the data searching umit 332 performs a
search as described below.

The data searching unit 332 selects a system ciphertext
230 one by one from the search target category-specific DB
umt 391, and obtains a keyword ciphertext 232 from the
selected system ciphertext 230.

Using the keyword ciphertext 232 and the search trapdoor
171 as mput data, the data searching unit 332 executes the
search algorithm (search program) of the PEKS scheme.

Based on the result of execution of the search algorithm,
the data searching unit 332 determines whether the data
keyword before being encrypted into the keyword ciphertext
232 matches the search keyword before being encrypted into
the search trapdoor 171. It the data keyword of the keyword
ciphertext 232 matches the search keyword of the search
trapdoor 171, the data ciphertext 231 that 1s included 1n the
system ciphertext 230 together with this keyword ciphertext
232 i1s the data ciphertext 231 that has been found as a hit 1n
the search process.

After S540, processing proceeds to S550.

In S3521, the data searching unit 332 obtains the search
trapdoor 171 from the search query 170 received in S510,
and searches the unclassified DB unit 392 using the obtained
search trapdoor 171 1n accordance with the search algorithm
of the PEKS scheme. That 1s, the data searching unit 332
performs a search process on the unclassified DB unit 392
instead of the category-specific DB units 391. The search
method 1s the same as 1n S540.

After S521, processing proceeds to S550.

In S550, the search result transmitting unit 333 transmuits
to the data search terminal 100 a search result including the
data ciphertext 231 that has been found as a hit 1n the search
process 1 S540 or S521.

S550 completes the data search process.

Through the data search process shown i FIG. 14, the
data search server 300 can perform a search using the PEKS
scheme on the category-specific DB unit 391 of the category
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specified by the searcher (or the unclassified DB unit 392).
That 1s, the data search server 300 can perform a keyword
search with the data, the search keyword and the search
target category being kept secret. Furthermore, by perform-
ing a search on the category-specific DB unit 391 of the
category specified by the searcher (or the unclassified DB
unit 392), the data search server 300 can reduce search time
compared to when a search 1s performed on all the data
ciphertexts 231.

FI1G. 15 1s the flowchart illustrating the category registra-
tion request process of the data search terminal 100 in
Embodiment 1.

Referring to FIG. 15, the category registration request
process of the data search terminal 100 1n Embodiment 1

will be described.

In S601, using the input device, the searcher iputs to the
category registration requesting unit 130 of the data search
terminal 100 category information indicating a category into
which the searcher wishes to classily a system ciphertext
230 that 1s unclassified. That 1s, the category registration
requesting unit 130 obtains from the mput device the cat-
cgory mnformation specified by the searcher.

After S601, processing proceeds to S602.

In 5602, the category registration requesting unit 130
refers to the public-key correspondence table 160 (see FIG.
4) stored 1n the search-terminal storage unit 190, and selects
a category-determination secret key 153 associated with the
category indicated in the category information input in
S601, from among the plurality of the category-determina-
tion secret keys 153 indicated in the public-key correspon-
dence table 160.

After S602, processing proceeds to S603.

In S603, the category registration requesting unit 130
obtains from the search-terminal storage unit 190 the cat-
cgory-determination secret key 1353 selected i S602, and
transmits to the data search server 300 a category registra-
tion request including the obtained category-determination
secret key 133.

S603 completes the category registration request process.

FIG. 16 1s the flowchart i1llustrating the category registra-
tion process of the data search server 300 1n Embodiment 1.

Referring to FIG. 16, the category registration process of

the data search server 300 1 Embodiment 1 will be
described.

In S610, the category secret key managing unit 310
receives the category registration request transmitted from
the data search terminal 100. The category registration
request 1s data including the category-determination secret
key 153.

The category secret key managing unit 310 obtains the
category-determination secret key 133 from the received
category registration request, and stores the obtained cat-
cgory-determination secret key 153 in the search-server
storage unit 390.

After S610, processing proceeds to S620.

In S620, the category secret key managing unit 310 newly
generates a category-specific DB unit 391.

After S620, processing proceeds to S630.

In S630, the category secret key managing unit 310
associates the category-determination secret key 153
obtained 1 S610 with the category-specific DB unit 391
generated 1n S620, and sets them 1n the secret-key corre-
spondence table 350 (see FIG. 9).

After S630, processing proceeds to S640.

In S640, the category secret key managing unit 310
determines whether or not there 1s any unselected system
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ciphertext 230 which has not been selected 1n S641 to be
described later 1n the unclassified DB unit 392.
If there 1s any unselected system ciphertext 230 in the

unclassified DB unit 392 (YES), processing proceeds to
S641.

If there 1s no unselected system ciphertext 230 in the
unclassified DB unit 392 (NO), the category registration
process ends.

In S641, the category secret key managing umit 310
selects one unselected system ciphertext 230 from the
unclassified DB unit 392, and obtains the selected system
ciphertext 230 from the unclassified DB unit 392.

After S641, processing proceeds to S642.

In S642, the category secret key managing umit 310
obtains an index tag 233 from the system ciphertext 230
selected 1n S641, and decrypts the obtained index tag 233
using the category-determination secret key 133 obtained in
S610. A value obtained by decrypting the index tag 233 wall

be hereinafter referred to as a decrypted value of the index
tag 233.

After S642, processing proceeds to S643.

In 5643, the category secret key managing umit 310
compares the decrypted value of the index tag 233 obtained
in S642 with the key-determination value 191 stored in the
search-server storage unit 390.

If the decrypted value of the index tag 233 1s equal to the
key-determination value 191 (YES), processing proceeds to
S644.

If the decrypted value of the index tag 233 1s different
from the key-determination value 191 (NO), processing
returns to 5640.

In S644, the category secret key managing unmit 310 moves
the system ciphertext 230 selected 1 S641, from the unclas-
sified DB unit 392 to the category-specific DB unit 391
newly generated 1 S620.

After S644, processing returns to S640.

Through the category registration request process shown
in FIG. 15 and the category registration process shown 1n
FIG. 16, a category-specific DB unit 391 for a new category
1s generated, and a system ciphertext 230 classified into the
new category 1s stored in the generated category-specific DB
unit 391.

FIG. 17 1s a diagram 1llustrating an example of hardware
resources of the data search system 900 in Embodiment 1.

In FIG. 17, each of the data search terminal 100, the data
registration terminal 200, and the data search server 300 (an
example of a computer, respectively) includes a CPU 901
(Central Processing Unit). The CPU 901 1s connected via a
bus 902 to hardware devices such as a ROM 903, a RAM
904, a communication board 905, a display 911 (display
device), a keyword 912, a mouse 913, a drive 914, and a
magnetic disk device 920, and controls these hardware
devices. The drive 914 1s a device for reading from and

writing to a storage medium such as an FD (Flexible Disk
Drive), a CD (Compact Disc), or a DVD (Digital Versatile

Disc).

The ROM 903, the RAM 904, the magnetic disk device
920, and the drive 914 are examples of a storage device. The
keyboard 912, the mouse 913, and the communication board
9035 are examples of an input device. The display 911 and the
communication board 905 are examples of an output device.

The communication board 905 1s connected 1n a wired or
wireless manner to a communication network such as a LAN
(Local Area Network), the Internet, or a telephone line.

The magnetic disk device 920 stores an OS 921 (operating,
system), programs 922, and files 923.
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The programs 922 include programs that execute func-
tions described as “units” in the embodiments. The programs
(¢.g., a data search program, a data registration program, an
information processing program) are read and executed by
the CPU 901. That 1s, each program causes the computer to
function as each “unit”, or causes the computer to execute a
procedure or a method of each “unit”.

The files 923 include various types of data (1input, output,
determination result, computation result, processing result,
etc.) used 1n the “units” described 1n the embodiments.

In the embodiments, arrows included in the configuration
diagrams and the flowcharts mainly denote inputs and
outputs of data and signals.

The processes of the embodiments described with refer-
ence to the flowcharts or the like are executed using the
hardware such as the CPU 901, the storage device, the input
device, and the output device.

In the embodiments, what 1s described as a “unit” may be
a “circuit”, “device” or “equipment”, and may also be a
“step”, “procedure”, or “process”. That 1s, what 1s described
as a “‘unmit” may be mmplemented by firmware, software,
hardware, or a combination of these.

The data search system 900 in Embodiment 1 has, for
example, the following features.

(1) An mndex tag 1s added to each of a ciphertext (system
ciphertext 230) and a search query (see FIGS. 5 and 7).
(2) By publishing a secret key (category-determination
secret key 133) to the data search server 300, specific data
corresponding to the secret key 1s separated from the whole.
(3) The index tag in the search query 1s decrypted with the
secret key. Based on this result, the scope to be searched 1s
limited (see FI1G. 14.).

(4) By combining the above (1) to (3), performing a search
on the entire data can be avoided, so that a faster search can
be performed.

The data search system 900 1n Embodiment 1 can provide,
for example, the following effects.

(1) There 1s an eflect in that a faster search can be achieved
in PEKS.

(2) There 1s an effect 1n that a faster search can be performed
by targeting at specific data (e.g., data 1n a given category).
(3) There 1s an effect 1n that a searcher can adaptively
increase categories for achieving a faster search (see FIGS.
15 and 16).

(4) There 15 an eflect 1n that by using a public-key encryption
scheme with key-privacy, such as FlGamal encryption or
Cramer-Shoup encryption, as public-key encryption used for
creating an index tag, a faster search can be achieved with
category mformation of each ciphertext being kept secret to
the data search server 300. There 1s also an eflect in that by
using a public-key encryption scheme without key-privacy,
options for selecting a public-key encryption scheme can be
increased.

(5) There 1s an eflect in that with a configuration 1n which
category-determination key pairs (see FIG. 3) and index tags
(see FIGS. 5 and 7) are additionally provided (provided as
add-ons), implementation can be achieved without greatly
changing an existing PEKS. By this, there 1s an effect 1n that
the cost of implementation can be reduced.

The data search system 900 in Embodiment 1 may be
configured as described below.

(1) Each system ciphertext 230 may include a plurality of
index tags 233. In this case, the registering person specifies
(inputs) a plurality of category information to the data
registration terminal 200. Then, the data registration termi-
nal 200 generates an index tag 233 for each of the specified
categories, and sets a plurality of generated index tags 233
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in the system ciphertext 230. The data search server 300
stores the system ciphertext 230 1n a plurality of category-
specific DB units 391 corresponding to the plurality of index
tags 233 included 1n the system ciphertext 230. With this
arrangement, data covering a plurality of categories can be
supported.

(2) In Embodiment 1, an example has been presented in
which a constant (e.g., “1”) 1s used as a plaintext (key-
determination value 191) of the index tag. Alternatively, a
plaintext depending on search target data or a keyword may
be used.

For example, a hash value of the keyword ciphertext 232
(see FIG. 7) may be used as the plaintext of the index tag.
With this arrangement, a correspondence 1s generated
between the keyword ciphertext 232 and the index tag, so
that a resistance against data exchange attacks on a com-
munication path can be provided. In this case, the data
search terminal 100, the data registration terminal 200, and
the data search server 300 compute and use the hash value
of the keyword ciphertext 232 instead of using the key-
determination value 191.

(3) A plurality of key-determination values 191 may be
used to provide detailed classification categories. By pro-
viding detailed classification categories, a faster search can
be achieved.

For example, the data search system 900 operates as
described below.

The data search terminal 100 generates a key-determina-
tion-value correspondence table 192 as shown in FIG. 18,
and provides the generated key-determination-value corre-
spondence table 192 to the data registration terminal 200 and
the data search server 300.

The user specifies a large category and a small category
to the data search terminal 100 and the data registration
terminal 200, and the data search terminal 100 and the data
registration terminal 200 use the key-determination values
191 corresponding to the large category and the small
category.

The data search server 300 generates a category-specific
DB unit 391 for each large category (for each category-
determination secret key 153), and stores system ciphertexts
230 according to small categories within each category-
specific DB umit 391. For example, within a category-
specific DB unit 391, the data search server 300 separately
manages a system ciphertext 230 having “11” as a decrypted
value of the index tag 233 and a system ciphertext 230
having “12” as a decrypted value of the index tag 233.

FIG. 18 1s a diagram illustrating the key-determination-
value correspondence table 192 1n Embodiment 1. As shown
in FIG. 18, the key-determination-value correspondence
table 192 1s data associating a large category, a small
category, and a key-determination value 191. Categories
may be classified into three or more levels (e.g., large,
middle, small).

(4) In Embodiment 1, the method for adaptively increas-
ing categories (see FIGS. 15 and 16) has been presented.
Alternatively, categories may be adaptively reduced.

For example, the searcher operates the data search termi-
nal 100 to transmit a category delete request to the data
search server 300. The category delete request 1s data
specilying a category-determination secret key 153 of a
category to be deleted. In accordance with the delete request,
the data search server 300 deletes the category-determina-
tion secret key 153, and takes out and moves system
ciphertexts 230 from the category-specific DB unit 391
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corresponding to the category-determination secret key 153
to the unclassified DB unit 392, and deletes the category-
specific DB unit 391.

(5) In Embodiment 1, an example has been presented 1n
which a predetermined number of key pairs of the category-
determination public keys 143 and the category-determina-
tion secret keys 153 are generated. Alternatively, a key pair
of the category-determination public keys 143 and the
category-determination secret keys 133 may be added as
required.

For example, when the searcher wishes to add a category,
the searcher inputs additional category information to the
data search terminal 100. In this case, based on the addi-
tional category information, the data search terminal 100
newly generates a key pair of a category-determination
public key 143 and a category-determination secret key 153,
updates the public-key correspondence table 160, and pro-
vides the category-determination public key 143, the cat-
cgory-determination secret key 153, and the public-key
correspondence table 160 to the data registration terminal
200 and the data search server 300, as 1n the setup process.

(6) In Embodiment 1, an example has been presented 1n
which system ciphertexts 230 are classified according to
categories related to the contents of data (data ciphertexts
231) and keywords (keyword ciphertexts 232) (e.g., “pat-
ent”, “design”). Alternatively, system ciphertexts 230 may
be classified according to other attributes of data (creation
date, data size, etc.) With this arrangement, system cipher-
texts 230 can be managed according to the attributes (types)
of data, and a faster search can be achieved.

FIG. 19 1s a diagram 1llustrating another example of the
public-key correspondence table 160 1n Embodiment 1.

For example, the data search terminal 100 generates a
public-key correspondence table 160 as shown 1n FIG. 19,
and provides the public-key correspondence table 160 gen-
crated to the data registration terminal 200. The data regis-
tration terminal 200 generates an 1ndex tag 233 of a system
ciphertext 230 by using a category-determination public key
143 associated with a creation date of the system ciphertext
230 among a plurality of the category-determination public
keys 143 indicated 1n the public-key correspondence table
160. The searcher 1mnputs to the data search terminal 100 a
creation date of data the searcher wishes to obtain. Then, the
data search terminal 100 generates an index tag 172 of a
search query 170 by using a category-determination public
key 143 associated with the mput creation date of the data

among the plurality of the category-determination public
keys 143 indicated in the public-key correspondence table
160.

(7) In place of the public-key encryption scheme (or
PEKS), another encryption scheme (e.g., symmetric-key
encryption scheme) may be employed. Alternatively, data
and keywords that have not been encrypted may be regis-
tered as required.

In Embodiment 1, the data search system 900 as described
below, for example, has been described.

A data search device (data search server 300) includes a
data storage unit, a key-determination information storage
unit, a search condition input unit, a data group selecting,
unit, a data searching unit, and a search result output unit.

The data storage unit (storage device) 1s configured to
store a plurality of data groups (category-specific DB units
391), each data group including one or more pieces of data
(system ciphertexts 230), and a plurality of decryption keys
(category-determination secret keys 153) for decrypting
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encrypted information, by associating each of the plurality
of the data groups with each of the plurality of the decryp-
tion keys.

The key-determination information storage unit (search-
server storage unit 390) 1s configured to store key-determi-
nation information (key-determination value 191) for deter-
mining a decryption key.

The search condition mput unit (search request receiving,
unmit 331) 1s configured to obtain a search condition (search
trapdoor 171) for searching for data, and obtain encrypted
information (1index tag 172) generated by encrypting prede-
termined information (key-determination value 191).

The data group selecting unit (category determining unit
340) 1s configured to decrypt the encrypted information
obtained by the search condition input unit by using each of
the plurality of the decryption keys stored 1n the data storage
unit. The data group selecting unit 1s configured to select a
decryption key with which the encrypted information 1is
decrypted to same information as the key-determination
information, from among the plurality of the decryption
keys. The data group selecting unit 1s configured to select as
a search target group a data group associated with the
decryption key selected, from among the plurality of the data
groups stored 1n the data storage unait;

The data searching unit (data searching unit 332) 1s
configured to obtain as search result data a piece of data that
satisfies the search condition obtained by the search condi-
tion mnput unit, from among the one or more pieces of data
included in the search target group selected by the data
group selecting unit.

The search result output unit (search result transmitting,
umt 333) 1s configured to output the search result data
obtained by the data searching unait.

The data search device turther includes a new data input
unit and a new data registering unit.

The new data input unit (registration request receiving,
umt 321) 1s configured to obtain new data (data ciphertext
231) and an encrypted tag (index tag 233) generated by
encrypting predetermined information (key-determination
value 191).

The new data registering unit (data registering unit 322)
1s configured to add the new data obtained by the new data
input unit to a registration target group which 1s selected
from among the plurality of the data groups by the data
group selecting unit.

The data group selecting unit 1s configured to decrypt the
encrypted tag obtained by the new data mput unit by using
cach of the plurality of the decryption keys. The data group
selecting unit 1s configured to select a decryption key with
which the encrypted tag 1s decrypted to the same informa-
tion as the key-determination information, from among the
plurality of the decryption keys. The data group selecting
unit 1s configured to select as the registration target group a
data group associated with the decryption key selected, from
among the plurality of the data groups.

The data storage unit (storage device) 1s configured to
further store an unclassified group (unclassified DB unit
392) as a data group including a plurality of pieces of data
and a plurality of encrypted tags generated by encrypting the
predetermined information, each of the plurality of the

pieces of data being associated with each of the plurality of
the encrypted tags.

The data search device further includes an additional
decryption key mput unit and a data group registering unait.




US RE48,146 E

23

The additional decryption key mput umit (category secret
key managing unit 310) i1s configured to obtain a new
decryption key (category-determination secret key 153) as
an additional decryption key.

The data group registering unit (category secret key
managing unit 310) 1s configured to decrypt the plurality of
the encrypted tags included in the unclassified group by
using the additional decryption key obtained by the addi-
tional decryption key input umit. The data group registering,
unit 1s configured to select an encrypted tag which 1s
decrypted to the same information as the key-determination
information, from among the plurality of the encrypted tags.
The data group registering umt is configured to extract a
piece ol data associated with the encrypted tag selected,
from among the plurality of the pieces of data included 1n the
unclassified group, and generate an additional group 1nclud-
ing the piece of data extracted, as a new data group to be
added to the plurality of the data groups. The data group
registering unit 1s configured to store the additional group
generated and the additional decryption key in the data
storage unit by associating the additional group generated
with the additional decryption key.

A data registration device (data registration terminal 200)
includes a data generating unit, a classification information
input unit, an encrypted tag generating unit, and a data
registration requesting unit.

The data generating unit (data ciphertext generating unit
222) 1s configured to generate data (data ciphertext 231).

The classification information mput unit (registration
information mput unit 221) 1s configured to obtain classifi-
cation information indicating a classification of the data
generated by the data generating unit.

The encrypted tag generating unit (index tag generating
unit 224) 1s configured to generate an encrypted tag (index
tag 233) by encrypting predetermined information (key-
determination value 191) based on the classification infor-
mation obtained by the classification information input unit.

The data registration requesting umt (data registration
requesting unit 225) 1s configured to transmit to a data search
device (data search server 300) the data generated by the
data generating unit and the encrypted tag generated by
encrypted tag generating unit. The data registration request-
ing unit thereby causes the data search device to execute a
process ol adding the data to a data group of the classifica-
tion indicated by the classification information, as search
target data.

The data registration device further includes an encryp-
tion key storage unit (registration-terminal storage unit 290)
configured to store a plurality of encryption keys (category-
determination public keys 143) and a plurality of pieces of
classification information (category information) by associ-
ating each the plurality of the encryption keys with each of
the plurality of the pieces of classification information.

The encrypted tag generating unit 1s configured to select
an encryption key associated with same classification infor-
mation as the classification information obtained by the
classification information input unit, from among the plu-
rality of the encryption keys stored in the encryption key
storage unit, and generate the encrypted tag by encrypting
the predetermined information by using the encryption key
selected.

An miformation processing device (data search terminal
100) includes a search condition input unit, an encrypted tag
generating unit, and a data search requesting unit. The search
condition mput unit (search keyword mput umit 121) 1s
configured to obtain a search condition (search keyword) for
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searching for data (data ciphertext 231), and obtain classi-
fication information (category information) indicating a

classification of the data.

The encrypted tag generating unmit (search query generat-
ing unit 122) 1s configured to generate an encrypted tag
(index tag 172) by encrypting predetermined information
(key-determination value 191) based on the classification
information obtained by the search condition input unit.

The data search requesting unit (search requesting unit
123) 1s configured to transmit to a data search device (data
search server 300) information of the search condition
(search trapdoor 171) obtained by the search condition 1nput
umt and the encrypted tag generated by the encrypted tag
generating umt. The data search requesting unit 1s config-
ured to receive as search result data from the data search
device a piece of data that satisfies the search condition,
from among pieces of data included in a data group of the
classification indicated by the classification information.

The information processing device further includes an
encryption key storage unit (search-terminal storage unit
190) configured to store a plurality of encryption keys
(category-determination public keys 143) and a plurality of
pieces ol classification information by associating each of
the plurality of the encryption keys with each of the plurality
ol the pieces of classification information.

The encrypted tag generating unit 1s configured to select
an encryption key associated with same classification infor-
mation as the classification information obtained by the
search condition 1nput unit, from among the plurality of the
encryption keys stored in the encryption key storage unit,
and generate the encrypted tag by encrypting the predeter-
mined information by using the encryption key selected.

Embodiment 2

An embodiment i which ID-based encryption (IBE:
Identity-Based Encryption) 1s employed in place of public-
key encryption will be described.

ID-based encryption 1s an encryption scheme 1n which an
identifier (ID), such as a user name, an IP address, or a mail
address, 1s used as a public key.

Features that are different from Embodiment 1 will be
mainly described hereinafter. Features not described are
substantially the same as those in Embodiment 1.

A configuration of the data search system 900, and
functional configurations of the data search terminal 100, the
data registration terminal 200, and the data search server 300
are substantially the same as those in Embodiment 1 (see
FIGS. 1, 2, 6, and 8).

However, the data search system 900 differs from that in
Embodiment 1 in the following points.

Since the data search system 900 employs ID-based
encryption in place of public-key encryption, the public-key
correspondence table 160 (see FIG. 4) described 1n Embodi-
ment 1 1s not needed. For this reason, the public-key
correspondence table generating unit 112 of the data search
terminal 100 1s also not needed. Processes will be described
in detail later.

FIG. 20 1s a diagram 1llustrating a system public key 140
and a system secret key 150 in Embodiment 2.

Referring to FIG. 20, the system public key 140 and the
system secret key 150 1n Embodiment 2 will be described.

The system public key 140 has one IBE master public key
144 1n place of a plurality of the category-determination
public keys 143 described 1n Embodiment 1 (see FIG. 3).
The IBE master public key 144 1s a master public key of
ID-based encryption.
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The system secret key 150 has one IBE master secret key
154 in place of a plurality of the category-determination
secret keys 153 described in Embodiment 1 (see FIG. 3).

The IBE master secret key 154 1s a master secret key of
ID-based encryption.

FIG. 21 1s a flowchart illustrating a setup process of the
data search terminal 100 in Embodiment 2.

Referring to FIG. 21, the setup process of the data search
terminal 100 in Embodiment 2 will be described.

S110B to S131B to be described below are steps corre-
sponding to S110 to S131 described 1n Embodiment 1 (see
FIG. 10). “B” will be appended as a suihix to a step that 1s
partially different from Embodiment 1.

In S110B, the system key generating umit 111 generates a
system public key 140 and a system secret key 150.

As shown 1n FIG. 20, the system public key 140 includes
an IBE master public key 144, and the system secret key 150
includes an IBE master secret key 154.

The system key generating unit 111 executes a master key
generation algorithm of an ID-based encryption scheme, and
generates a key pair of the IBE master public key 144 and
the IBE master secret key 154.

For example, the system key generating unit 111 uses an
ID-based encryption scheme with anonymity, such as
Boneh-Franklin ID-based encryption (BF-IBE) (see Non-
Patent Literature 4) or Boyen-Waters ID-based encryption
(BW-IBE) (see Non-Patent Literature 5). Anonymity refers
to the property that the ID used as a public key cannot be
known by looking at a ciphertext (see Non-Patent Literature
6).

Note that the system key generating unit 111 may use an
ID-based encryption scheme without anonymity (e.g.,
Boneh-Boyen ID-based encryption (BB-1IBE)).

After S110B, processing proceeds to S130B.

In S130B, as 1n S130 1n Embodiment 1, the key infor-
mation publishing unit 113 publishes the system public key
140, a key-determination value 191, and a public parameter
of ID-based encryption to the data registration terminal 200.
Note that a public-key correspondence table 160 1s not
needed.

After S130B, processing proceeds to S131B.

In S131B, using the IBE master secret key 154 and
category information, the key information publishing unit
113 executes a user secret key generation algorithm of
ID-based encryption, and generates category-specific user
secret keys. The category information 1s specified (input) to
the data search terminal 100 by a user.

As 1n S131 1n Embodiment 1, the key information pub-
lishing unit 113 registers with the data search server 300 the
category-specific user secret keys (1n place of the category-
determination secret keys 153), the key-determination value
191, and the public parameter of ID-based encryption. The
data search server 300 generates a secret-key correspon-
dence table 350 associating each category-specific user
secret key with a category-specific DB unit 391.

S131B completes the setup process.

FIG. 22 1s a flowchart illustrating a data registration
request process of the data registration terminal 200 in
Embodiment 2.

Referring to FI1G. 22, the data registration request process
of the data registration terminal 200 1n Embodiment 2 will
be described.

S210 to S251 to be described below are steps correspond-
ing to S210 to S251 described 1n Embodiment 1 (see FIG.
11). “B” will be appended as a suflix to a step that 1s partially

different from Embodiment 1.
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S210 to S230 are the same as 1n Embodiment 1. After
5230, processing proceeds to S241B.

In S241B, using the IBE master public key 144 and the
category information, the index tag generating unit 224
executes an encryption algorithm of ID-based encryption,
and generates an index tag 233 by encrypting the key-
determination value 191. That 1s, using the IBE master
public key 144, the index tag generating unit 224 encrypts
the key-determination value 191. The category information
1s used as a parameter.

After S241B, processing proceeds to S250.

S250 and S251 are the same as in Embodiment 1. S251
completes the data registration request process.

FIG. 23 1s a flowchart illustrating a data registration
process ol the data search server 300 1n Embodiment 2.

Referring to FIG. 23, the data registration process of the
data search server 300 in Embodiment 2 will be described.

S310 to S340B to be described below are steps corre-
sponding to S310 to S340 described in Embodiment 1 (see
FIG. 12). “B” will be appended as a sullix to a step that is
partially different from Embodiment 1.

In S310, the registration request receiving unit 321
receives a registration request for a system ciphertext 230
from the data registration terminal 200.

After S310, processing proceeds to S320B.

In S320B, the category determining unit 340 determines
whether or not there 1s any unselected category-specific user
secret key which has not been selected in S330B to be
described later 1n the search-server storage unit 390.

If there 1s any unselected category-specific user secret key
(YES), processing proceeds to S330B.

If there 1s no unselected category-specific user secret key
(NO), processing proceeds to S321. In S321, the data
registering unit 322 stores the system ciphertext 230 in the
unclassified DB unit 392.

In S330B, the category determining unit 340 selects one
unselected category-specific user secret key from the search-
server storage unit 390.

After S330B, processing proceeds to S331B.

In S331B, using the category-specific user secret key
selected 1n S330B, the category determining unit 340
decrypts the index tag 233 included in the system ciphertext
230.

After S331B, processing proceeds to S332.

In S332, the category determining umt 340 compares the
decrypted value of the index tag 233 obtained in S331B with
the key-determination value 191.

If the decrypted value of the index tag 233 is equal to the
key-determination value 191 (YES), processing proceeds to
S340B.

If the decrypted value of the index tag 233 1s diil

erent
from the key-determination value 191 (NO), processing
returns to S320B.

In S340B, the data registering unit 322 stores the system
ciphertext 230 1n the category-specific DB unit 391 corre-
sponding to the category-specific user secret key selected 1n
S330B.

S340B completes the data registration process.

FIG. 24 1s a flowchart illustrating a data search request
process of the data search terminal 100 1n Embodiment 2.

Referring to FIG. 24, the data search request process of
the data search terminal 100 in Embodiment 2 will be
described.

S410 to S441 to be described below are steps correspond-
ing to S410 to S441 described in Embodiment 1 (see FIG.
13). “B” will be appended as a suthix to a step that 1s partially
different from Embodiment 1.
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S410 and S420 are the same as in Embodiment 1. After
S420, processing proceeds to S422B.

In S422B, using the IBE master public key 144 and the
category information, the search query generating unit 122
executes an encryption algorithm of ID-based encryption,
and generates an index tag 172 by encrypting the key-
determination value 191. That 1s, using the IBE master
public key 144, the search query generating unit 122
encrypts the key-determination value 191. The category
information 1s used as a parameter.

After S422B, processing proceeds to S423.

S423 to S441 are the same as in Embodiment 1. S441
completes the data search request process.

FIG. 25 1s a flowchart 1llustrating a data search process of
the data search server 300 in Embodiment 2.

Referring to FIG. 25, the data search process of the data
search server 300 1n Embodiment 2 will be described.

S3510 to S550 to be described below are steps correspond-
ing to S510 to S550 described 1n Embodiment 1 (see FIG.

14). “B” will be appended as a suthix to a step that 1s partially
different from Embodiment 1.

In S510, the search request receiving unit 331 receives a
search query 170 including a search trapdoor 171 and an
index tag 172 from the data search terminal 100.

After S510, processing proceeds to S520B.

In S520B, the category determining unit 340 determines
whether or not there 1s any unselected category-specific user
secret key which has not been selected in S530B to be
described later 1n the search-server storage unit 390.

If there 1s any unselected category-specific user secret key
(YES), processing proceeds to S530B.

If there 1s no unselected category-specific user secret key
(NO), processing proceeds to S521. In S521, using the

search trapdoor 171, the data searching unit 332 searches the
unclassified DB unit 392 in accordance with a search
algorithm of a PEKS scheme.

In S530B, the category determining unit 340 selects one
unselected category-specific user secret key from the search-
server storage unit 390.

After S530B, processing proceeds to S531B.

In S531B, using the category-specific user secret key
selected 1 S530B, the category determining umt 340
decrypts the index tag 172.

After S531B, processing proceeds to S532.

In S532, the category determining unit 340 compares the
decrypted value of the index tag 172 obtained in S531B with
the key-determination value 191.

If the decrypted value of the index tag 172 1s equal to the
key-determination value 191 (YES), processing proceeds to
S540B.

It the decrypted value of the index tag 172 1s diflerent
from the key-determination value 191 (NO), processing
returns to S520B.

In S540B, using the search trapdoor 171, the data search-
ing unit 332 searches the category-specific DB unit 391
corresponding to the category-specific user secret key
selected 1n S530B, 1n accordance with a search algorithm of
a searchable encryption scheme.

After S540B, processing proceeds to S550.

In S550, the search result transmitting unit 333 transmits
to the data search terminal 100 a search result including the
data ciphertext 231 that has been found as a hit in S540B or
S521.

S350 completes the data search process.

FIG. 26 15 a flowchart illustrating a category registration
request process of the data search terminal 100 1n Embodi-
ment 2.
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Retferring to FIG. 26, the category registration request
process of the data search terminal 100 1n Embodiment 2

will be described.
S601 to S603B to be described below are steps corre-
sponding to S601 to S603 described 1n F

Embodiment 1 (see
FIG. 15). “B” will be appended as a sullix to a step that is

partially different from Embodiment 1.

In S601, the category registration requesting unit 130
obtains category information specified by the searcher.

After S601, processing proceeds to S602B.

In S602B, using the IBE master secret key 154 and the
category nformation, the category registration requesting
unmit 130 executes a user secret key generation algorithm of
ID-based encryption, and generates a category-specific user
secret key.

After S602B, processing proceeds to S603B.

In S603B, the category registration requesting unit 130
transmits to the data search server 300 a category registra-

tion request including the category-specific user secret key
generated 1 S602B.

S603B completes the category registration request pro-
Cess.

FIG. 27 1s a flowchart illustrating a category registration
process of the data search server 300 1n Embodiment 2.

Referring to FIG. 27, the category registration process of
the data search server 300 i Embodiment 2 will be
described.

S610B to S644 to be described below are steps corre-
sponding to S610 to S644 described in F

Embodiment 1 (see
FIG. 16). “B” will be appended as a sullix to a step that is

partially different from Embodiment 1.

In S610B, the category secret key managing unit 310
receives the category registration request including the cat-
egory-specilic user secret key from the data search terminal
100.

After S610B, processing proceeds to S620.

In 5620, the category secret key managing unit 310 newly
generates a category-specific DB unit 391.

After S620, processing proceeds to S630B.

In S630B, the category secret key managing unit 310 sets
in the secret-key correspondence table 350 a correspondence
relation between the category-specific user secret key and
the category-specific DB unit 391 newly generated.

After S630B, processing proceeds to S640.

In S640, the category secret key managing umit 310
determines whether or not there 1s any unselected system
ciphertext 230 which has not been selected 1n S641 to be
described later.

If there 1s any unselected system ciphertext 230 (YES),
processing proceeds to S641.

If there 1s no unselected system ciphertext 230 (NO), the
category registration process ends.

In S641, the category secret key managing unit 310
selects one unselected system ciphertext 230 from the reg-
istration-terminal storage unit 290.

After S641, processing proceeds to S642B.

In S642B, using the category-specific user secret key, the
category secret key managing unit 310 decrypts the index
tag 233.

After S642B, processing proceeds to S643.

In 5643, the category secret key managing umit 310
compares the decrypted value of the index tag 233 obtained
in S6428 with the key-determination value 191.

If the decrypted value of the index tag 233 is equal to the
key-determination value 191 (YES), processing proceeds to
S644.
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If the decrypted value of the mdex tag 233 1s different
from the key-determination value 191 (NO), processing
returns to S640.

In S644, the category secret key managing unit 310 moves
the system ciphertext 230 selected 1n S641 from the unclas-
sified DB unit 392 to the category-specific DB umt 391
newly generated.

After S644, processing returns to S640.

In Embodiment 2, a public-key correspondence table 160
may be used as i Embodiment 1. In this case, the data
search terminal 100 and the data registration terminal 200
operate as described below.

FIG. 28 1s a diagram 1illustrating a public-key correspon-
dence table 160 in Embodiment 2. As shown 1n FIG. 28, the
public-key correspondence table 160 1s data associating each
ID used as a category-determination public key with a
category.

In place of generating a category-specific user public key
using category information, the data search terminal 100 and
the data registration terminal 200 generate a category-
specific user public key using an ID corresponding to a
category indicated 1n category iformation, among a plural-
ity of IDs indicated 1n the public-key correspondence table
160.

The data search system 900 1n Embodiment 2 can provide,
for example, the following effects.

(1) Effects that are substantially the same as those of
Embodiment 1 can be obtained. In particular, a faster search
can be achieved in PEKS. By using ID-based encryption
with anonymity, category information of each ciphertext can
be kept secret.

(2) Since a public-key correspondence table 1s not needed,
the data registration terminal 200 can immediately generate
an index tag 233 without referring to a public-key corre-
spondence table. Note that a public-key correspondence
table may be used.

(3) By using the IBE master public key 144 and the IBE
master secret key 154, an increase or decrease 1n the number
ol categories can be immediately supported.

Embodiment 3

An embodiment 1n which functional encryption (FE) 1s
employed in place of ID-based encryption will be described.

Functional encryption 1s an encryption scheme in which a
parameter X 15 used as a public key and a parameter y 1s used
for generating a user, secret key. If the parameter x and the
parameter y satisly a predetermined relation R(x, y), then a
ciphertext can be decrypted.

There are various types of the parameter x, the parameter
y, and the relation R(X, y). For example, 1t 1s generally the
case with functional encryption with attribute hiding that x
and y are numerical vectors and the relation R 1s that the
inner-product value of x and y 1s 0. These types of X, y, and
R(x, v) are called mner-product predicates. For example, 1
x=(1, 34, 5) and y=(-29, 1, —-1), then the inner-product value
of X and y 15 0, so that these x and vy satisty the relation R(x,
y)-

Attribute hiding refers to the property that the attribute
used for encryption cannot be known by looking at a
ciphertext (refer to Non-Patent Literature 8). Katz-Sahai-
Waters inner-product predicate encryption (KSW-IPE) (see
Non-Patent Literature 7) and Okamoto-Takashima inner-
product predicate encryption (OT-IPE) (see Non-Patent Lit-
erature 8) are examples of a functional encryption scheme
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with attribute hiding. Sahai-Waters tuzzy ID-based encryp-
tion (SW-FIDE) 1s an example of functional encryption
without attribute hiding.

Features that are diflerent from those 1n Embodiments 1
and 2 will be mainly described. Features not described are
substantially the same as those in Embodiment 1 or 2.

A configuration of the data search system 900 and func-
tional configurations of the data search terminal 100, the
data registration terminal 200, and the data search server 300
are substantially the same as those in Embodiment 1 (see
FIGS. 1, 2, 6, and 8).

However, the data search system 900 differs from that in
Embodiments 1 and 2 in the following points.

Since the data search system 900 employs functional
encryption, a public-key correspondence table 160 1s not
needed as 1n the case of employing ID-based encryption (see
Embodiment 2). For this reason, the public-key correspon-
dence table generating unit 112 of the data search terminal
100 1s also not needed. However, as in Embodiment 2 (see
FIG. 28), a public-key correspondence table 160 associating
a parameter x (1n place of an ID) with a category may be
used.

FIG. 29 1s a diagram 1llustrating a system public key 140
and a system secret key 150 in Embodiment 3.

Referring to FIG. 29, the system public key 140 and the
system secret key 150 1n Embodiment 3 will be described.

The system public key 140 has one FE master public key
145 1n place of a plurality of the category-determination
public keys 143 described 1n Embodiment 1 (see FIG. 3).

The FE master public key 145 1s a master public key of
functional encryption.

The system secret key 150 has one FE master secret key
155 1n place of a plurality of the category-determination
secret keys 153 described in Embodiment 1 (see FIG. 3).
The FE master secret key 155 1s a master secret key of
functional encryption.

A setup process of the data search terminal 100 1s sub-
stantially the same as that in Embodiment 2 (see FIG. 21).

However, the system key generating unit 111 generates a
system public key 140 including a master public key of

functional encryption 1n place of the IBE master public key
144, and generates a system secret key 150 including a
master secret key of functional encryption 1n place of the
IBE master secret key 154 (S110B).

A data registration request process of the data registration
terminal 200 1s substantially the same as that in Embodiment
2 (see FI1G. 22).

However, the index tag generating unit 224 generates an
index tag 233 by encrypting the key-determination value
191 using the master public key of functional encryption 1n
place of the IBE master public key 144 (S241B).

For example, the index tag generating unit 224 generates
a user public key by setting category information (category
name) 1 “CN” of a master public key “vector x (CN, 1)”.
Using the generated user public key, the index tag generating
umt 224 encrypts the key-determination value 191 to gen-
crate the index tag 233. That 1s, the index tag generating unit
224 generates the index tag 233 using as the public key a
parameter X mcluding the category information.

The registering person may specily a category using a
complex condition taking advantage ol characteristics of
functional encryption. For example, 1t 1s known that an AND
condition or an OR condition can be specified using inner-
product predicate encryption. It 1s also known that a NOT
condition can be specified using functional encryption with-
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out attribute hiding. The index tag generating umt 224 uses
a vector x formatted according to a search condition as a
public key.

A data registration process of the data search server 300
1s substantially the same as that in Embodiment 2 (see FIG.
23).

However, each category-specific user secret key 1s a user
secret key of functional encryption instead of ID-based
encryption.

A data search request process of the data search terminal
100 15 substantially the same as that in Embodiment 2 (see

FIG. 24).

However, like the index tag generating unit 224 described
above, the search query generating unit 122 executes an
encryption algorithm of a functional encryption scheme
using the master public key of functional encryption in place
of the IBE master public key 144, and encrypts the key-
determination value 191 to generate an index tag 172
(S422B).

A data search process of the data search server 300 1s

substantially the same as that in Embodiment 2 (see FIG.
25).

However, each category-specific user secret key 1s a user
secret key of functional encryption instead of ID-based
encryption.

A category registration request process of the data search
terminal 100 1s substantially the same as that in Embodiment
2 (see FIG. 26).

However, the category registration requesting unit 130
generates a category-specific user secret key using the
master secret key of functional encryption 1n place of the
IBE master secret key 154 (S602B).

For example, the category registration requesting unit 130
generates a category-specific user secret key by executing a
user secret key generation algorithm of a functional encryp-
tion scheme using the master secret key of functional
encryption and a vector v (-1, CN) as input, where CN 1s
category information (category name). That is, the index tag
generating unit 224 generates the category-specific user
secret key by using a parameter y icluding the category
information.

The searcher may specily a category with a complex
condition taking advantage of characteristics of functional
encryption. For example, 1t 1s known that an AND condition
or an OR condition can be specified using inner-product
predicate encryption. It 1s also known that a NOT condition
can be specified using functional encryption without attri-
bute hiding. In this case, the category registration requesting,
unit 130 uses a vector v formatted according to a condition.

A category registration process of the data search server
300 1s substantially the same as that in Embodiment 2 (see
FIG. 27).

However, each category-specific user secret key 1s a user
secret key of functional encryption instead of ID-based
encryption.

The data search system 900 1n Embodiment 3 can provide,
for example, the following efiects.

(1) Effects that are substantially the same as those of
Embodiments 1 and 2 can be obtained. In particular, a faster
search can be achieved in PEKS. By employing functional
encryption with attribute hiding, category information of
cach ciphertext can be kept secret.

(2) Categories can be specified with more flexible conditions
(AND condition, OR condition, NOT condition, etc.) com-
pared to conditions for categories (ID match) when ID-based
encryption 1s employed.
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LIST OF REFERENCE SIGNS

100: data search terminal; 110: setup processing unit; 111:
system key generating unit; 112: public-key correspondence
table generating unit; 113: key information publishing unait;
120: search request processing umt; 121: search keyword
input unit; 122: search query generating unit; 123: search
requesting unit; 124: search result output unit; 130: category
registration requesting unit; 140: system public key; 141:
data public key; 142: keyword public key; 143: category-
determination public key; 144: IBE master public key; 150:
system secret key; 151: data secret key; 152: keyword secret
key; 153: category-determination secret key; 154: IBE mas-
ter secret key; 160, 161: public-key correspondence table;
170: search query; 171: search trapdoor; 172: index tag; 190:
search-terminal storage unit; 191: key-determination value;
192: key-determination-value correspondence table; 199:
search result; 200: data registration terminal; 210: public
information acquisition unit; 220:; data registration request
processing unit; 221: registration information input unit;
222: data ciphertext generating unit; 223: keyword cipher-
text generating unit; 224: index tag generating umt; 225:
data registration requesting unit; 230: system ciphertext;
231: data ciphertext; 232: keyword ciphertext; 233: index
tag; 290: registration-terminal storage unit; 300: data search
server; 310: category secret key managing unit; 320: data
registration processing unit; 321: registration request receiv-
ing umit; 322: data registering unit; 330: data search pro-
cessing unit; 331: search request recerving unit; 332: data
searching unit; 333: search result transmitting unit; 340:
category determining unit; 350: secret-key correspondence
table; 390: search-server storage unit; 391: category-specific
DB unit; 392: unclassified DB unit; 900: data search system;
901: CPU:; 902: bus; 903: ROM; 904: RAM: 905: commu-
nication board; 909: network; 911: display; 912: keyboard;
913: mouse; 914: drive; 920: magnetic disk device; 921: OS;
922: programs; 923: files
The mmvention claimed 1s:
1. A data search device comprising:
a data storage unit configured to store a plurality of data
groups 1nto which pieces of search target data are
classified and a plurality of decryption keys for
decrypting encrypted 1dentifiers of the data groups, by
associating each of the plurality of the data groups with
cach of the plurality of the decryption keys;
a key-determination information storage unit configured
to store key-determination information which 1s a value
for determining a decryption key;
a search condition mput unit configured to obtain a search
condition which 1s a condition for searching for data,
and obtain encrypted information generated by
encrypting an 1dentifier of a data group to be searched;
a data group selecting unit configured to
decrypt the encrypted mformation obtained by the
search condition mput unit by using one or more of
the plurality of the decryption keys stored in the data
storage unit, thereby generating one or more corre-
sponding decryption results,

identify a decryption key of the plurality of the decryp-
tion keys that corresponds to a matched decryption
result among the one or more corresponding decryp-
tion results, the matched decryption result being the
same as the key-determination information, and

select as a search target group a data group associated
with the i1dentified decryption key, from among the
plurality of the data groups stored 1n the data storage
unit;
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a data searching unit configured to obtain as search result
data a piece of data that satisfies the search condition
obtained by the search condition input unit, from
among pieces of data included 1n the search target
group selected by the data group selecting unit; and

a search result output unit configured to output the search
result data obtained by the data searching unait.

2. The data search device according to claim 1, further

comprising;

a new data mput unit configured to obtain new data and
an encrypted tag generated by encrypting an i1dentifier
of a data group; and

a new data registering unit configured to add the new data
obtained by the new data mput unit to a registration
target group which 1s selected from among the plurality
of the data groups by the data group selecting unit,

wherein the data group selecting unit 1s configured to
decrypt the encrypted tag obtained by the new data
input unit by using one or more of the plurality of the
decryption keys, identily another decryption key of the
plurality of the decryption keys that corresponds to a
decryption result which 1s the same as the key-deter-
mination information, and select as the registration
target group a data group associated with the another
identified decryption key, from among the plurality of
the data groups.

3. The data search device according to claim 1,

wherein the data storage unit 1s configured to further store
an unclassified group as a data group including a
plurality of pieces of data and a plurality of encrypted
tags generated by encrypting the 1dentifiers of the data
groups, each of the plurality of the pieces of data being
associated with each of the plurality of the encrypted
tags,

the data search device further comprising:

an additional decryption key input unit configured to
obtain a new decryption key as an additional decryption
key; and

a data group registering unit configured to decrypt the
plurality of the encrypted tags included 1n the unclas-
sified group by using the additional decryption key
obtained by the additional decryption key input unit,
select an encrypted tag of the plurality of the encrypted
tags that generates a decryption result which 1s the
same as the key-determination information, extract a
piece of data associated with the selected encrypted tag,
from among the plurality of the pieces of data included
in the unclassified group, generate an additional group
including the piece of data extracted, as a new data
group to be added to the plurality of the data groups,
and store the additional group generated and the addi-
tional decryption key in the data storage unit by asso-
ciating the additional group generated with the addi-
tional decryption key.

4. A data search method that 1s executed using a data

search device,

the data search device including a data storage unit, a
key-determination information storage unit, a search
condition 1nput unit, a data group selecting unit, a data
searching unit, and a search result output unit,

the data storage unit being configured to store a plurality
of data groups into which pieces of search target data
are classified and a plurality of decryption keys for
decrypting encrypted identifiers of the data groups, by
associating each of the plurality of the data groups with
cach of the plurality of the decryption keys,
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the key-determination information storage unit being con-
figured to store key-determination information which 1s
a value for determiming a decryption key,

the data search method comprising:

obtaining a search condition which 1s a condition for
searching for data, and obtaining encrypted information
generated by encrypting an 1dentifier of a data group to
be searched, by the search condition 1nput unit;

decrypting the encrypted information obtained by the
search condition 1input unit by using one or more of the
plurality of the decryption keys stored in the data
storage unit, thereby generating one or more corre-
sponding decryption results;

identifying a decryption key of the plurality of the decryp-
tion keys that corresponds to a matched decryption
result among the one or more corresponding decryption
results, the matched decryption result being the same as
the key-determination imnformation;

selecting as a search target group a data group associated
with the identified decryption key, from among the
plurality of the data groups stored in the data storage
unit, by the data group selecting unit;

obtaining as search result data, by the data searching unit,
a piece ol data that satisfies the search condition
obtained by the search condition input unit, from
among pieces of data included 1n the search target
group selected by the data group selecting unit; and

outputting, by the search result output unit, the search
result data obtained by the data searching unat.

5. A non-transitory computer readable medium storing a

data search program, which uses a data storage unit and a
key-determination information storage unit,

the data storage unit being configured to store a plurality
of data groups into which pieces of search target data
are classified and a plurality of decryption keys for
decrypting encrypted identifiers of the data groups, by
associating each of the plurality of the data groups with
cach of the plurality of the decryption keys,
the key-determination information storage unit being con-
figured to store key-determination information which 1s
a value for determining a decryption key,
the data search program causing a computer to execute
processes comprising:
a search condition mput process of obtaining a search
condition which 1s a condition for searching for data,
and obtaining encrypted information generated by
encrypting an 1dentifier of a data group to be searched;
a data group selecting process including
decrypting the encrypted imnformation obtained by the
search condition mput process by using one or more
of the plurality of the decryption keys stored in the
data storage unit,

identifying a decryption key of the plurality of the
decryption keys that corresponds to a matched
decryption result among the one or more correspond-
ing decryption results, the matched decryption result
being the same as the key-determination informa-
tion, and

selecting as a search target group a data group associ-
ated with the identified decryption key, from among
the plurality of the data groups stored in the data
storage unit;

a data searching process of obtaining as search result data
a piece ol data that satisfies the search condition
obtained by the search condition input process, from
among pieces of data included in the search target
group selected by the data group selecting process; and
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a search result output process of outputting the search
result data obtained by the data searching process.

6. A data registration device comprising:

a data generating unit configured to generate data;

obtaining, by the classification information input unit,
classification information indicating a classification of
the data generated by the data generating unit;

generating, by the encrypted tag generating unit, an
encrypted tag for selecting a data group of the classi-
fication 1indicated by the classification information,
based on the classification information obtained by the
classification information mmput unit, the encrypted tag
being arranged such that a decryption result of decrypt-
ing the encrypted tag using a predetermined decryption
key associated with the data group of the classification
matches a predetermined key-determination informa-
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tion stored 1n a data search device 1in association with
the predetermined decryption key; and

transmitting, by the data registration requesting unit, the
data generated by the data generating unit with the

a classification information input unit configured to obtain 3 encrypted tag generated by the encrypted tag generat-
classification information indicating a classification of ing unit to the data search device, thereby causing the
the data generated by the data generating unait; data search device to execute a process of adding the

an encrypted tag generating unit configured to generate an data to the data group of the classification indicated by
encrypted tag for selecting a data group of the classi- the classification information, as search target data.
fication 1indicated by the classification information, 10  11. A non-transitory computer readable medium storing a
based on the classification information obtained by the data registration program for causing a computer to execute
classification information mnput unit, the encrypted tag Processes comprising:
being arranged such that a decryption result of decrypt- a data generating process ol generating data;
ing the encrypted tag using a predetermined decryption a classification information input process of obtaining
key associated with the data group of the classification 15 classification information indicating a classification of
matches a predetermined key-determination informa- the data generated by the data generating process;
tion stored 1n a data search device 1 association with an encrypted tag generating process ol generating an
the predetermined decryption key; and encrypted tag for selecting a data group of the classi-

a data registration requesting unit configured to transmit fication 1indicated by the classification information,
to the data search device the data generated by the data 20 based on the classification information obtained by the
generating umt with the encrypted tag generated by classification information input process, the encrypted
encrypted tag generating unit, thereby causing the data tag being arranged such that a decryption result of
search device to execute a process of adding the data to decrypting the encrypted tag using a predetermined
the data group of the classification indicated by the decryption key associated with the data group of the
classification mformation, as search target data. 25 classification matches a predetermined key-determina-

7. The data registration device according to claim 6, tion information stored in a data search device 1n

turther comprising: association with the predetermined decryption key; and
an encryption key storage unit configured to store a a data registration requesting process ol transmitting to
plurality of encryption keys and a plurality of pieces of the data search device the data generated by the data
classification information by associating each of the 30 generating process with the encrypted tag generated by
plurality of the encryption keys with each of the the encrypted tag generating process, thereby causing
plurality of the pieces of classification information, the data search device to execute a process of adding
wherein the encrypted tag generating unit 1s configured to the data to the data group of the classification idicated
select an encryption key associated with same classi- by the classification information, as search target data.
fication information as the classification information 35  12. An mformation processing device comprising:
obtained by the classification information input unit, a search condition mput unit configured to obtain a search
from among the plurality of the encryption keys stored condition for searching for data, and obtain classifica-
in the encryption key storage unit, and generate the tion mformation indicating a classification of the data;
encrypted tag by using the encryption key selected. an encrypted tag generating unit configured to generate an
8. The data registration device according to claim 6, 40 encrypted tag for selecting a data group of the classi-
wherein the encrypted tag generating unit 1s configured to fication indicated by the classification information,
generate the encrypted tag 1in accordance with an 1D- based on the classification information obtained by the
based encryption scheme using an ID based on the search condition mmput umt, the encrypted tag being
classification information. arranged such that a decryption result of decrypting the
9. The data registration device according to claim 6, 45 encrypted tag using a predetermined decryption key
wherein the encrypted tag generating unit 1s configured to associated with the data group of the classification
generate the encrypted tag 1n accordance with a func- matches a predetermined key-determination informa-
tional encryption scheme using a vector including the tion stored 1n a data search device 1n association with
classification mformation. the predetermined decryption key; and
10. A data registration method that 1s executed using a 50  a data search requesting unit configured to transmuit to the
data registration device including a data generating unit, a data search device information of the search condition
classification mnformation mput unit, an encrypted tag gen- obtained by the search condition input unit with the
erating unit, and a data registration requesting unit, the data encrypted tag generated by the encrypted tag generat-
registration method comprising: ing unit, and receive as search result data from the data

generating data, by the data generating unit; 55 search device a piece of data that satisfies the search

condition, from among pieces ol data included 1in the
data group of the classification indicated by the clas-

sification 1nformation.
13. The information processing device according to claim

60 12, further comprising:

65

an encryption key storage unit configured to store a
plurality of encryption keys and a plurality of pieces of
classification information by associating each of the
plurality of the encryption keys with each of the
plurality of the pieces of classification information,

wherein the encrypted tag generating unit 1s configured to
select an encryption key associated with same classi-
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fication information as the classification nformation
obtained by the search condition input unit, from
among the plurality of the encryption keys stored 1n the
encryption key storage unit, and generate the encrypted
tag by using the encryption key selected.

14. The mformation processing device according to claim
12,

wherein the encrypted tag generating unit 1s configured to
generate the encrypted tag 1n accordance with an ID-
based encryption scheme using an ID based on the
classification mformation.

15. The mformation processing device according to claim

12,

wherein the encrypted tag generating unit 1s configured to
generate the encrypted tag in accordance with a func-
tional encryption scheme using a vector including the
classification information.

16. A data search method that 1s executed using an
information processing device mcluding a search condition
input unit, an encrypted tag generating unit, and a data
search requesting unit, the data search method comprising:

obtaining a search condition for searching for data, and
obtaining classification information indicating a clas-
sification of the data, by the search condition mput unit;

generating, by the encrypted tag generating unit, an
encrypted tag for selecting a data group of the classi-
fication indicated by the classification information,
based on the classification information obtained by the
search condition input unit, the encrypted tag being
arranged such that a decryption result of decrypting the
encrypted tag using a predetermined decryption key
associated with the data group of the classification
matches a predetermined key-determination informa-
tion stored 1n a data search device in association with
the predetermined decryption key; and

transmitting, by the data search requesting unmit, informa-
tion of the search condition obtained by the search
condition mmput unit with the encrypted tag generated
by the encrypted tag generating unit to the data search
device, and receiving as search result data from the data
search device a piece of data that satisfies the search
condition, from among pieces ol data included in the
data group of the classification indicated by the clas-
sification information.

17. A non-transitory computer readable medium storing a
data search program for causing a computer to execute
processes comprising:

a search condition imput process of obtaining a search
condition for searching for data, and obtaining classi-
fication mnformation indicating a classification of the
data;

an encrypted tag generating process of generating an
encrypted tag for selecting a data group of the classi-
fication indicated by the classification information,
based on the classification information obtained by the
search condition input process, the encrypted tag being
arranged such that a decryption result of decrypting the
encrypted tag using a predetermined decryption key
associated with the data group of the classification
matches a predetermined key-determination informa-
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tion stored 1n a data search device 1n association with
the predetermined decryption key; and
a data search requesting process of transmitting to the data
search device information of the search condition
obtained by the search condition input process with the
encrypted tag generated by the encrypted tag generat-
ing process, and receiving as search result data from the
data search device a piece of data that satisfies the
search condition, from among pieces of data included
in the data group of the classification indicated by the
classification information.
18. An information processing device, comprising:
a communication circuit; and
a processing circuit coupled with the communication
circuit and configured to:
for searching for data
generate an encrypted tag for selecting a data group of
a classification indicated by classification informa-
tion associated with a search condition, the
encrypted tag being arrvanged such that a decryption
result of decrypting the encrypted tag using a pre-
determined decryption key associated with the data
group of the classification matches a predetermined
key-determination information stoved in a data
search device in association with the predetermined
decryption key;

transmit, to the data searvch device using the commu-
nication circuit, information of the search condition
and the generated encrypted tag; and

receive, as search result data from the data search
device, a piece of data that satisfies the search
condition from pieces of data included in the data
group of the classification.

19. The information processing device according to claim

18, further comprising.

a storage device configured to store a plurality of encryp-
tion keyvs and a plurality of pieces of classification
information by associating each of the plurality of the
encryption keys with each of the plurality of the pieces
of classification information,

wherein the processing circuit is configured to select an
encryption Key associated with same classification
information as the classification information from the
plurality of the encryption keys stored in the storage
device, and generate the encrypted tag by using the
selected encryption key.

20. The information processing device according to claim

18,

wherein the processing circuit is configured to generate
the encrypted tag in accovdance with an ID-based
encryption scheme using an ID based on the classifi-
cation information.

21. The information processing device according to claim

18,

wherein the processing circuit is configured to generate
the encrypted tag in accorvdance with a functional
encryption scheme using a vector including the classi-
fication information.
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