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A media gateway detects lifetime status information of a | 101
media stream transmission key

When the media gateway determines that a lifetime of the 102
media stream transmission key expires, the media gateway
executes a media stream transmission key lifetime expiry
behavior according to an instruction of a media gateway
controller

FlG. 1

A media gateway detects lifetime status information ofa | 201
media stream transmission master key

When the media gateway determines that a lifetime of the
media stream transmission master key expires, the media | 97
gateway executes a media stream transmission key lifetime
expiry behavior according to an instruction of a media
gateway controller

FIG. 2

A media gateway detects lifetime status information of a | 301
specified type of media stream transmission key

When the media gateway determines that a lifetime of the
specified type of media stream transmission key expires, | 302
the media gateway executes a media stream transmission [
key lifetime expiry behavior according to an instruction of
a media gateway controller

FIG. 3
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' A media gateway detects lifetime status information of'a | 401
media stream transmission key with a specified identifier

When the media gateway determines that a lifetime of the

media stream transmission key with the specified identifier | 402
expires, the media gateway executes a media stream

transmission key lifetime expiry behavior according to an

| instruction of a media gateway controller

FIG. 4
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OPERATING METHOD, APPARATUS AND
SYSTEM FOR MEDIA STREAM

TRANSMISSION KEY

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a Reissue Application of patent appli-
cation Ser. No. 13/489,872, filed on Jun. 6, 2012, issued as
U.S. Pat. No. 9,130,961 on Sep. 8§, 2015, which is a con-
tinuation of International Application No. PCT/CN2010/

070637, filed on Feb. 11, 2010, which 1s hereby incorporated
by reference 1n 1ts entirety.

FIELD OF THE INVENTION

The present mvention relates to the field of communica-
tions technologies, and in particular, to an operating method,
apparatus and system for a media stream transmission key.

BACKGROUND OF THE INVENTION

In an architecture where bearer and control are separated,
a gateway control protocol, for example, H.248, 1s usually
adopted as a control protocol between a service layer control
entity and a media plane execution entity. In this mechanism,
the media plane execution entity includes a media gateway
(Media Gateway, MG), and the service layer control entity
includes a media gateway controller (Media Gateway Con-
troller, MGC).

With wide application of an IP service, a security issue of
data transmission on a network becomes more and more
important. It can be seen from the perspective of a protocol
that, security of the IP service mainly includes two aspects:
One 1s security of a control plane and the other 1s security of
a media plane.

The real-time transport protocol (Real-Time Transport
Protocol, RTP), formulated by the Internet Engineering Task
Force (Internet Engineering Task Force, IETF), 1s a protocol
designed for multimedia data stream transmission. The RTP
1s responsible for multimedia data transmaission, while the
real-time transport control protocol (RTP Control Protocol,
RTCP) provides functions such as quality of service moni-
toring, congestion control and media synchronization. The
RTP provides a certain degree of confidentiality, and may
encrypt an RTP payload. However, a default algorithm of the
RTP 1s easy to be cracked. The IETF extends the RTP

protocol, and puts forward the Secure Real-Time Transport
Protocol (Secure Real-time Transport Protocol, SRTP). Usu-
ally, SRTP key information used 1n a session i1s negotiated
through the Session 1mitialization Protocol (Session Initia-
tion Protocol, SIP), and key information 1s transmitted
through interaction between the service layer control entity
and the media plane execution entity. In this way, a security
function of the media plane 1s implemented.

In a current network scenario, although receiving and
using a media stream transmission key are supported at
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service and bearer layers, an operation cannot be performed
on a lifetime status of the media stream transmission key.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide an oper-
ating method, apparatus and system for a media stream
transmission key, so as to solve a problem that an operation
cannot be performed on a lifetime status of a media stream
transmission key.

An embodiment of the present invention provides an
operating method for a media stream transmission key,
including;

detecting, by a media gateway, lifetime status information
of a media stream transmaission key; and

when the media gateway determines that a lifetime of the
media stream transmission key expires, executing, by the
media gateway, a media stream transmission key lifetime
expiry behavior according to an instruction of a media
gateway controller.

An embodiment of the present invention further provides
a media gateway, mcluding a detecting module, a judging
module and an operating module, where

the detecting module 1s configured to detect lifetime status
information of a media stream transmission key;

the judging module 1s configured to judge whether the
lifetime of the media stream transmission key expires; and

the operating module i1s configured to execute a media
stream transmission key lifetime expiry behavior according
to an instruction of a media gateway controller, when the
judging module determines that a lifetime of the media
stream transmission key expires.

An embodiment of the present invention further provides
an operating system for a media stream transmission key,
including a media gateway controller and a media gateway,
where

the media gateway controller 1s configured to send a key
expiry event to the media gateway; and

the media gateway 1s configured to receive the key expiry
cvent that 1s sent by the media gateway controller, detect
lifetime status information of a media stream transmission
key according to the recerved key expiry event that 1s
delivered by the media gateway controller; judge whether
the lifetime of the media stream transmission key expires;
and When 1t 1s determined that a lifetime of the media stream
transmission key expires, execute a media stream transmis-
s1on key lifetime expiry behavior according to an instruction
of the media gateway controller.

In the embodiments of the present invention, when the
media gateway determines that the lifetime of the media
stream transmission key expires, the media gateway
executes the media stream transmission key lifetime expiry
behavior according to the instruction of the media gateway
controller. The embodiments fill a technical gap that an
operation 1s performed on a lifetime status of a media stream
transmission key in an architecture where an MG and an
MGC are separated.

BRIEF DESCRIPTION OF THE DRAWINGS

To describe the technical solutions in the embodiments of
the present invention or in the prior art more clearly, the
accompanying drawings required for describing the embodi-
ments or the prior art are introduced brietly 1n the following.
Apparently, the accompanying drawings in the following
description are only some embodiments of the present
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invention, and persons of ordinary skill 1in the art may also
derive other drawings from these accompanying drawings

without creative eflorts.

FIG. 1 1s a flowchart of an operating method for a media
stream transmission key according to an embodiment of the
present mvention;

FIG. 2 1s a flowchart of an operating method for a media
stream transmission key according to another embodiment
of the present invention;

FIG. 3 1s a flowchart of an operating method for a media
stream transmission key according to another embodiment
of the present invention;

FIG. 4 1s a flowchart of an operating method for a media
stream transmission key according to another embodiment
of the present invention;

FIG. 5 1s a signaling flowchart of a method according to
an embodiment of the present invention;

FIG. 6 1s a schematic structural diagram of a media
gateway according to an embodiment of the present inven-
tion;

FIG. 7 1s a schematic structural diagram of a media
gateway according to another embodiment of the present
invention;

FIG. 8 1s a schematic structural diagram of a media
gateway controller according to an embodiment of the
present mvention; and

FIG. 9 1s a schematic structural diagram of an operating
system for a media stream transmission key according to an
embodiment of the present invention.

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

L1

The technical solutions 1n the embodiments of the present
invention are clearly and fully described in the following
with reference to the accompanying drawings in the embodi-
ments of the present invention. Apparently, the embodiments
to be described are only a part rather than all of the
embodiments of the present invention. Based on the embodi-
ments of the present invention, all other embodiments
obtained by persons of ordinary skill in the art without
creative eflorts shall fall within the protection scope of the
present invention.

In order to adapt to different application scenarios and
enhance guard of a network against different potential
security hazards, different keys are often deployed and
applied 1n different time segments and fields. Therefore, a
large number of different media stream transmission keys
exist on the network. Each transmission key 1s correspond-
ing to a different lifetime, and a lifetime determines gen-
cration time of a new key.

FIG. 1 1s a flowchart of an operating method for a media
stream transmission key according to an embodiment of the
present mvention. As shown in FIG. 1, the method 1n this
embodiment includes:

Step 101: A media gateway detects lifetime status infor-
mation of a media stream transmission key.

For example, an MG may detect lifetime status informa-
tion of a media stream transmission key according to a
received key expiry event. The key expiry event 1s delivered
by a media gateway controller to the media gateway, and
definitely, may also be preset on the media gateway.

In a specific implementation process, 1n this embodiment,
an event may be extended in an existing H.248 protocol-
based feature pack or an extension feature pack. For
example, the event may be named as a “key expiry (Key
Expiry)” event, which 1s abbreviated as “ke”. When the MG
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receives a key expiry event delivered by an MGC, the MG
may be triggered to detect lifetime status information of a
media stream transmission key.

Step 102: When the media gateway determines that a
lifetime of the media stream transmission key expires, the
media gateway executes a media stream transmission key
lifetime expiry behavior according to an instruction of a
media gateway controller.

For example, the media gateway detects lifetime status
information of the media stream transmission key, and
performs judgment on the detected lifetime status informa-
tion of the media stream transmission key; when the media
gateway determines that the lifetime of the media stream
transmission key expires, the media gateway may execute
the media stream transmission key lifetime expiry behavior
according to the instruction of the media gateway controller.

For example, a condition for determining that the lifetime
of the media stream transmission key expires may be: If the
number of packets that are transmitted using the same media
stream transmission key reaches the maximum number that
1s set for the media stream transmission key, and at this time,
the media stream transmission key 1s still not updated, 1t may
be determined that the lifetime of the media stream trans-
mission key expires.

When the lifetime of the media stream transmission key
expires, 1n order that the MGC 1nstructs the MG to execute
a corresponding media stream transmission key lifetime
expiry behavior. In this embodiment, a parameter may be
extended 1n the “key expiry” event. For example, the param-
cter may be named as a “key lifetime expiry behavior (Key
Litetime Expiry Behaviour)” parameter, which 1s abbrevi-
ated as “kleb”, to mnstruct the MG to execute the correspond-
ing media stream transmission key lifetime expiry behavior.
When receiving a media stream transmission key lifetime
expiry behavior parameter that 1s instructed by the MGC, the
MG may execute the corresponding media stream transmis-
sion key lifetime expiry behavior when the media stream
transmission key expires.

For example, a parameter type of the “key lifetime expiry
behavior” parameter may be defined as an enumeration type
(Enumeration), and possible values of the parameter include
at least one of the following:

a media gateway autonomous behavior, that 1s, a media
gateway determined action (MG determined action). At this
time, the media gateway does not need to further ask for an
instruction from the media gateway controller, and may

determine a processing behavior independently. For
example, a value of the parameter may be defined as
0Ox0001; or

the media gateway closes a media stream and sends a
media stream close message (for example, RTCP BYE). For
example, a value of the parameter may be defined as
0x0002; or

the media gateway reports a key expiry event to the media
gateway controller, and does not send a media stream close
message (for example, RTCP BYE). For example, a value of
the parameter may be defined as 0x0003; or

the media gateway reports a key expiry event to the media
gateway controller, closes a media stream and sends a media
stream close message (for example, RTCP BYE). For
example, a value of the parameter may be defined as
0x0004.

In this embodiment, an object to which the media gateway
sends the media stream close message 1s another network
entity at a bearer layer, for example, user equipment (User
Equipment, UE). The media gateway may send an RTCP
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BYE message to a network entity at a bearer lay at a peer
end, so as to close a media stream on a bearer plane.
In this embodiment, the media gateway reports a key

expiry event to the media gateway controller. That 1s, when
the MG notifies the MGC through a gateway control pro-

tocol message, the message carries a key expiry event. In

order that the MG may notily the MGC timely before the
lifetime of the media stream transmission key expires, a key
expiry 1nstruction parameter may also be carried n a
reported key expiry event, where whether a current media
stream transmission key 1s still used 1s indicated through
different values of the instruction parameter. For example,
the instruction parameter may be defined as a Boolean type
(Boolean). A value “On” indicates that the number of
applied media stream packets of the current media stream
transmission key reaches the maximum value of a key
lifetime. That 1s, a lifetime of the current media stream
transmission key expires. A value “Off” indicates that the
number of applied media stream packets of the current
media stream transmission key does not reach the maximum
value of the key lifetime.

In this embodiment, when the key expiry event 1s deliv-
ered by the MGC to the MG, the “key lifetime expiry
behavior” parameter may be carried 1n the key expiry event
and delivered to the MG together; and definitely, the “key
lifetime expiry behavior” parameter may also be delivered
separately. When the key expiry event 1s preset on the media
gateway, the MGC delivers the “key lifetime expiry behav-
1or”” parameter to the MG separately.

In this embodiment, when the media gateway determines
that the lifetime of the media stream transmission key
expires, the media gateway may execute the media stream
transmission key lifetime expiry behavior according to the
instruction of the media gateway controller. This embodi-
ment {ills a technical gap that an operation 1s performed on
a lifetime status of a media stream transmission key 1n an
architecture where the MG and the MGC are separated.
Moreover, by detecting the lifetime status of the media
stream transmission. key, secure transmission ol a media
stream may be implemented.

When a media stream 1s transmitted, usually one or more
different transmission keys are involved, for example, a
master key (Master Key) and a session key (Session Key)
may be included. In this circumstance, the foregoing mecha-
nism may be enhanced to implement lifetime expiry opera-
tions of different granularities.

In an operating method for a media stream transmission
key according to another embodiment of the present inven-
tion, a key expiry “(Key Expiry)” event may be specific. For
example, 1n order to implement detection of a master key, a
specific “master key expiry (Master Key Expiry)” event may
be defined, which 1s abbreviated as “mke”. This embodiment
may include the following steps.

201: When a media gateway receives a master key expiry
“mke’ event that 1s delivered by a media gateway controller,
the media gateway may be triggered to detect lifetime status
information of a media stream transmission master key.

202: When the media gateway determines that a lifetime
of the media stream transmission master key expires, the
media gateway executes a media stream transmission key
lifetime expiry behavior according to an instruction of the
media gateway controller.

For a specific judging condition, reference may be made
to the description 1n the first embodiment.

For a specific method 1n which an MGC 1nstructs an MG
to execute a corresponding media stream transmission key
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6

lifetime expiry behavior, reference may be made to the
description in the first embodiment.

In an operating method for a media stream transmission
key according to another embodiment of the present inven-
tion, media stream transmission keys may be classified to
implement lifetime expiry behaviors for different types of
media stream transmission keys. For example, a “key type
(Key Type)” parameter may be defined 1n the “key expiry”
event, and 1s abbreviated as ‘“kt”, where a value of the
parameter may include a master key and a session key, so as
to 1mplement detection of lifetime statuses for diflerent
types of media stream transmission keys. This embodiment
may include the following steps.

301: When a media gateway receives a key expiry event
including a key type “kt” parameter, where the key expiry
event 1s delivered by a media gateway controller, the media
gateway may be triggered to detect lifetime status informa-
tion of a specified type of media stream transmission key.

302: When the media gateway determines that a lifetime
of the specified type of media stream transmission key
expires, the media gateway executes a media stream trans-
mission key lifetime expiry behavior according to an
instruction of the media gateway controller.

For a specific judging condition, reference may be made
to the description in the first embodiment.

For a specific method 1n which an MGC 1nstructs an MG
to execute a corresponding media stream transmission key
lifetime expiry behavior, reference may be made to the
description in the first embodiment.

In an operating method for a media stream transmission
key according to another embodiment of the present inven-
tion, a media stream transmission key may be identified to
implement a lifetime expiry behavior for a specific media
stream transmission key. For example, a “key 1dentifier (Key
Identifier)” parameter may be defined in the “key expiry”
event and 1s abbreviated as “ki”, where a value of the
parameter may be a specific key. This embodiment may
include the following steps.

401: When a media gateway receives a key expiry event
including a key identifier “ki” parameter, where the key
expiry event 1s delivered by a media gateway controller, the
media gateway may be triggered to detect lifetime status
information of a media stream transmission key with a
specified 1dentifier.

402: When the media gateway determines that a lifetime
of the media stream transmission key with the specified
identifier expires, the media gateway executes a media
stream transmission key lifetime expiry behavior according
to an instruction of the media gateway controller.

For a specific judging condition, reference may be made
to the description in the first embodiment.

For a specific method in which an MGC instructs an MG
to execute a corresponding media stream transmission key
lifetime expiry behavior, reference may be made to the
description in the first embodiment.

In the operating methods for a media stream transmission
key according to the foregoing embodiments of the present
invention, the key expiry “(Key Expiry)” event may be
specific, media stream transmission keys may be classified,
or a media stream transmission key may be 1dentified. When
the media gateway determines that a lifetime of a specific
media stream transmission key, a lifetime of a specified type
of media stream transmission key, or a lifetime of a media
stream transmission key with a specified 1dentifier expires,
the media gateway executes a media stream transmission
key lifetime expiry behavior according to the mstruction of
the media gateway controller. The foregoing embodiments
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of the present invention fill a technical gap that an operation
1s performed on a lifetime status of a media stream trans-
mission key 1n an architecture where an MG and an MGC
are separated. Moreover, by detecting the lifetime status of
the media stream transmission key, secure transmission of a
media stream may be implemented.

FIG. 5 1s a signaling flowchart of a method according to
an embodiment of the present invention. As shown 1n FIG.
5, the method 1n this embodiment includes:

Step 501: An MGC negotiates key information to be
adopted in media stream transmission with an MG. Here, the
key information may be negotiated and determined by a
service layer to which the MGC belongs, and may also be
generated by the MGC based on a local policy and then
indicated to the MG.

Step 502: The MG starts receiving and sending a key-
protected media stream according to an instruction of the
MGC, including encrypting a media stream to be sent, and
decrypting a received media stream.

Step 503: Taking a user terminal as an example, the MG
and the user terminal start secure transmission of a media
stream.

Step 304: The MGC sends a detection event request of
media stream transmission key lifetime status information to
the MG, where a “key expiry (ke)” event 1s included, and the
“key expiry (ke)” event carries a “key lifetime expiry
behavior (kleb)” parameter. In this example, a value of the
“key lifetime expiry behavior (kleb)” parameter 1s
“Ox0004”. That 1s, when a lifetime of a media stream
transmission key expires, a media gateway reports a key
expiry event to a media gateway controller, closes a media
stream and sends a media stream close message (for
example, RTCP BYE).

Step 305: The MG sends a response message to the MGC.

Step 506: The MG detects lifetime status information of
a corresponding media stream transmission key, and per-
forms judgment on the detected lifetime status information
of the media stream transmission key.

Step 507: When determining that a lifetime of the media
stream transmission key expires, the MG executes a media
stream transmission key lifetime expiry behavior according
to an 1nstruction of the MGC, which specifically includes:
The MG reports a key expiry event to the MGC.

Step 508: The MGC sends a response message to the MG.

Step 509: The MG executes the media stream transmis-
sion key lifetime expiry behavior according to the instruc-
tion of the MGC, which specifically includes: The MG sends

an RTCP BYE message to the user terminal and closes the
media stream.

This embodiment {ills a technical gap that an operation 1s
performed on a lifetime status of a media stream transmis-
sion key 1n an architecture where an MG and an MGC are
separated. Moreover, by detecting the lifetime status of the
media stream transmission key, secure transmission of a
media stream may be implemented.

The foregoing takes a media stream transmission key as
an example. When multiple different transmission keys are
involved, a key expiry “(Key Expiry)” event may be spe-
cific. For example, 1n order to detect a master key, a “master
key expiry mke” event may be defined. Alternatively, media
stream transmission keys may be classified to implement
lifetime expiry behaviors of different types of media stream
transmission keys. For example, a “key type kt” parameter
may be defined 1n a “key expiry (ke)” event. Alternatively,
a media stream transmission key may be identified to
implement a lifetime expiry behavior of a specific media
stream transmission key. For example, a “key identifier k1™
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parameter may be defined in the “key expiry (ke)” event,
where a value of the parameter may be a specific key.
Specific signaling flowcharts of the foregoing embodiments
are not described 1n detail here.

An embodiment of the present invention further provides
a schematic structural diagram of an operating apparatus for
a media stream transmission key, which i1s described by
taking a media gateway as an example.

FIG. 6 1s a schematic structural diagram of a media
gateway according to an embodiment of the present inven-
tion. As shown i FIG. 6, the media gateway 1in this
embodiment includes: a detecting module 11, a judging
module 12, and an operating module 13, where the detecting
module 11 1s configured to detect lifetime status information
of a media stream transmission key; the judging module 12
1s configured to judge whether the lifetime status 1nforma-
tion of the media stream transmission key expires; and the
operating module 13 1s configured to execute a media stream
transmission key lifetime expiry behavior according to an
instruction of a media gateway controller, when the judging
module 12 determines that a lifetime of the media stream
transmission key expires.

The media gateway 1n this embodiment 1s corresponding,
to the operating method for the media stream transmission
key in the embodiment shown in FIG. 1, and a specific
implementation principle i1s not described 1n detail here.

FIG. 7 1s a schematic structural diagram of a media
gateway according to another embodiment of the present
invention. As shown in FIG. 7, the media gateway 1n this
embodiment 1ncludes: a detecting module 11, a judging
module 12, and an operating module 13, and {further
includes: a receiving module 14, where the receiving mod-
ule 14 1s configured to receive a key expiry event that 1s
delivered by a media gateway controller; the detecting
module 11 1s configured to detect lifetime status information
of a media stream transmission key according to the key
expiry event that 1s delivered by the media gateway con-
troller and received by the receiving module 14; the judging
module 12 1s configured to judge whether the lifetime status
information of the media stream transmission key expires;
and the operating module 13 1s configured to execute a
media stream transmission key lifetime expiry behavior
according to an instruction of the media gateway controller,
when the judging module 12 determines that a lifetime of the
media stream transmission key expires.

Optionally, the receiving module 14 i1s configured to
receive a “master key expiry mke” event that 1s delivered by
the media gateway controller, the detecting module 11 1s
configured to detect lifetime status information of a media
stream transmission master key according to the master key
expiry event that 1s delivered by the media gateway con-
troller and received by the receiving module 14; the judging
module 12 1s configured to judge whether the lifetime status
information of the media stream transmission master key
expires; and the operating module 13 1s configured to
execute a media stream transmission key lifetime expiry
behavior according to an instruction of the media gateway
controller, when the judging module 12 determines that a
lifetime of the media stream transmission master key
expires.

The media gateway 1n this embodiment 1s corresponding,
to the operating method for the media stream transmission
key in the embodiment shown in FIG. 2, and a specific
implementation principle i1s not described 1n detail here.

Optionally, the receiving module 14 1s further configured
to receive a key expiry event including a key type “kt”
parameter, where the key expiry event 1s delivered by the
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media gateway controller; the detecting module 11 1s con-
figured to detect lifetime status immformation of a specified
type of media stream transmission key according to the key
expiry event that 1s delivered by the media gateway con-
troller and received by the receiving module 14; the judging
module 12 1s configured to judge whether the lifetime status
information of the specified type of media stream transmis-
s1ion key expires; and the operating module 13 1s configured
to execute a media stream transmission key lifetime expiry
behavior according to an instruction of the media gateway
controller, when the judging module 12 determines that a
lifetime of the specified type of media stream transmission
key expires.

The media gateway 1n this embodiment corresponds to the
operating method for the media stream transmission key 1n
the embodiment shown 1n FIG. 3, and a specific implemen-
tation principle 1s not described in detail here.

Optionally, the receiving module 14 1s further configured
to recerve a key expiry event including a key identifier “ki”™
parameter, where the key expiry event 1s delivered by the
media gateway controller; the detecting module 11 1s con-
figured to detect lifetime status information of a media
stream transmission key with a specified 1dentifier according
to the key expiry event that 1s delivered by the media
gateway controller and received by the receiving module 14;
the judging module 12 1s configured to judge whether the
lifetime status information of the media stream transmission
key with the specified 1dentifier expires; and the operating
module 13 1s configured to execute a media stream trans-
mission key lifetime expiry behavior according to an
instruction of the media gateway controller, when the judg-
ing module 12 determines that a lifetime of the media stream
transmission key with the specified identifier expires.

The media gateway 1n this embodiment corresponds to the
operating method for the media stream transmission key 1n
the embodiment shown in FIG. 4, and a specific implemen-
tation principle 1s not described in detail here.

Optionally, the receiving module 14 1s further configured
to receive a key expiry event including a “key lifetime
expiry behavior (Key Lifetime Expiry Behaviour)” param-
cter, where the key expiry event 1s delivered by the media
gateway controller; the operating module 13 1s configured to
execute a media stream transmission key lifetime expiry
behavior according to an instruction of the “key lifetime
expiry behavior (Key Lifetime Expiry Behaviour)” param-
cter delivered by the media gateway controller, when the
judging module 12 determines that a lifetime of the media
stream transmission key expires.

Specifically, a parameter type of the “key lifetime expiry
behavior” parameter may be defined as an enumeration type
(Enumeration), and possible values of the parameter include
at least one of the following:

a media gateway autonomous behavior, that 1s, a media
gateway determined action (MG determined action), at this
time, the media gateway does not need to further ask for an
instruction from the media gateway controller, and may
determine a processing behavior independently. For
example, a value of the parameter may be defined as
0Ox0001; or

the media gateway closes a media stream and sends a
media stream close message (for example, RTCP BYE). For
example, a value of the parameter may be defined as
0Ox0002; or

the media gateway reports a key expiry event to the media
gateway controller, and does not send a media stream close
message (for example, RTCP BYE). For example, a value of
the parameter may be defined as 0x0003; or
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the media gateway reports a key expiry event to the media
gateway controller, closes a media stream and sends a media
stream close message (for example, RTCP BYE). For
example, a value of the parameter may be defined as
0x0004.

In the foregoing media gateway embodiments, when the
judging module determines that the lifetime of the media
stream transmission key expires, the operating module may
execute the media stream transmission key lifetime expiry
behavior according to the instruction of the media gateway
controller. This embodiment fills a technical gap that an
operation 1s performed on a lifetime status of a media stream
transmission key in an architecture where an MG and an
MGC are separated. Moreover, by detecting the lifetime
status of the media stream transmission key, secure trans-
mission of a media stream may be implemented.

FIG. 8 1s a schematic structural diagram of a media
gateway controller according to an embodiment of the
present mvention. As shown in FIG. 8, the media gateway
controller 1n this embodiment includes: a sending module
21, where the sending module 21 1s configured to deliver a
key expiry event to a media gateway, so that the media
gateway detects lifetime status information of a media
stream transmission key according to the key expiry event.

Optionally, the sending module 21 1s configured to deliver
a “master key expiry mke” event to the media gateway.

Optionally, the sending module 21 1s configured to deliver
a key expiry event including a key type “kt” parameter to the
media gateway.

Optionally, the sending module 21 1s configured to deliver
a key expiry event including a key identifier “ki” parameter
to the media gateway.

Optionally, the sending module 21 1s configured to deliver
a key expiry event including a “key lifetime expiry behavior
(Key Lifetime Expiry Behaviour)” parameter to the media
gateway. When the “key lifetime expiry behavior (Key
Lifetime Expiry Behaviour)” parameter includes a key
expiry event that 1s reported by the media gateway to the
media gateway controller, the media gateway controller
further includes a receiving module 22, configured to
receive the key expiry event that 1s reported by the media
gateway.

The media gateway controller in this embodiment 1s
corresponding to the operating method embodiments of the
media stream transmission key, and a specific implementa-
tion principle 1s not described in detail here.

FIG. 9 1s a schematic structural diagram of an operating
system for a media stream transmission key. As show 1n FIG.
9, the operating system for a media stream transmission key
in this embodiment includes: a media gateway controller 2
and a media gateway 1, where the media gateway controller
2 1s configured to send a key expiry event to the media
gateway 1; and the media gateway 1 1s configured to receive
the key expiry event that 1s sent by the media gateway
controller 2, detect lifetime status information of a media
stream transmission key according to the received key
expiry event that 1s delivered by the media gateway con-
troller, judge whether the lifetime status information of the
media stream transmission key expires, and execute a media
stream transmission key lifetime expiry behavior according
to an instruction of the media gateway controller, when
determining that a lifetime of the media stream transmission
key expires.

The foregoing system embodiment is corresponding to the
operating method embodiments of the media stream trans-
mission key, and a specific implementation principle 1s not
described in detail here.
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The foregoing system embodiment {ills a technical gap
that an operation 1s performed on a lifetime status of a media
stream transmission key in an architecture where an MG and
an MGC are separated. Moreover, by detecting the lifetime
status of the media stream transmission key, secure trans-
mission ol a media stream may be implemented.
Finally, 1t should be noted that the forgoing embodiments
are merely used for describing the technical solutions of the
present mvention, but are not intended to limit the present
invention. It should be understood by persons of ordinary
skill in the art that although the present invention has been
described 1n detaill with reference to exemplary embodi-
ments, modifications or equivalent replacements may still be
made to the technical solutions of the present invention,
however, these modifications or equivalent replacements
cannot make the modified technical solutions depart from
the spirit and scope of the technical solutions of the present
invention.
What 1s claimed 1s:
1. An operating method for a media stream transmission
key, comprising:
receiving, by a media gateway, a key expiry event includ-
ing a key lifetime expiry behavior parameter delivered
by a media gateway controller, wherein the key lifetime
expiry behavior parameter instructs the media gateway
to execute, when the media stream transmission key
expires, a corresponding key lifetime expiry behavior;

detecting, by the media gateway, lifetime status informa-
tion of [a] tke media stream transmission key according
to the recerved key expiry event; and

when the media gateway determines that a lifetime of the

media stream transmission key expires, executing, by

the media gateway, the key lifetime expiry behavior

corresponding to the key lifetime expiry behavior

parameter delivered by the media gateway controller;

wherein the key lifetime expiry behavior corresponding to

the key lifetime expiry behavior parameter comprises at

least one of the following:

closing a media stream and sending a media stream
close message, or

reporting the key expiry event to the media gateway
controller, without sending a media stream close
message, wherein the reported key expiry event
carries a key expiry indication parameter which
indicates whether or not the media stream transmis-
sion key 1s still used.

2. The method accordmg to claim 1, wherein the key
expiry event comprises a key type parameter, and the media
gateway detects lifetime status information of the media
stream transmission key of a specified type according to the
key expiry event comprising the key type parameter; when
the media gateway determines that a lifetime of the media
stream transmission key of the specified type expires, the
media gateway executes the key lifetime expiry behavior
corresponding to the key lifetime expiry behavior parameter
of the media gateway controller.

3. The method according to claim 1, wherein the key
expiry event comprises a key identifier parameter, and the
media gateway detects lifetime status information of [a] #4e
media stream transmission key with a specified i1dentifier
according to the key expiry event comprising the key
identifier parameter; when the media gateway determines
that a lifetime of the media stream transmission key with the
specified 1dentifier expires, the media gateway executes the
key lifetime expiry behavior corresponding to the key life-
time expiry behavior parameter of the media gateway con-
troller.
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4. The method according to claim 1, wherein the key
expiry event 1s a master key expiry event, and the media
gateway detects lifetime status information of a media
stream transmission master key according to the received
master key expiry event; when the media gateway deter-
mines that a lifetime of the media stream transmission
master key expires, the media gateway executes the key
lifetime expiry behavior corresponding to the key lifetime
expiry behavior parameter of the media gateway controller.

5. The method according to claim 1, wherein a condition
for determining that a lifetime of the media stream trans-
mission key expires 1s that, the number of packets that are
transmitted by using the media stream transmission key
reaches a maximum number that 1s set for the media stream
transmission key.

[6. A media gateway, comprising a receiving module, a
detecting module, a judging module and an operating mod-
ule, wherein

the recerving module 1s configured to recerve a key expiry

event mcluding a key lifetime expiry behavior param-
cter that are delivered by a media gateway controller,
wherein the key lifetime expiry behavior parameter
instructs the media gateway to execute, when the media
stream transmission key expires, a corresponding key
lifetime expiry behavior;

the detecting module 1s configured to detect lifetime status

information of a media stream transmission key accord-
ing to the key expiry event that 1s delivered by the
media gateway controller and received by the receiving
module:

the judging module 1s configured to judge whether the

lifetime of the media stream transmission key expires;
and

the operating module i1s configured to execute the key

lifetime expiry behavior corresponding to the key life-
time expiry behavior parameter delivered by a media
gateway controller, when the judging module deter-
mines that the lifetime of the media stream transmis-
sion key expires;

wherein the key lifetime expiry behavior corresponding to

the key lifetime expiry behavior parameter comprises at

least one of the following:

closing a media stream and sending a media stream
close message, or

reporting the key expiry event to the media gateway
controller, without sending a media stream close
message, wherein the reported key expiry event
carries a key expiry indication parameter which
indicates whether or not the media stream transmis-
sion key is still used.]

[7. The media gateway according to claim 6, wherein the
receiving module 1s further configured to receive a key
expiry event comprising a key type parameter;

the detecting module 1s configured to detect lifetime status

information of media stream transmission key of a
specified type according to the key expiry event that 1s
delivered by the media gateway controller and received
by the receiving module;

the judging module 1s configured to judge whether the

lifetime status information of media stream transmis-
sion key of the specified type expires; and

the operating module 1s configured to execute the media

stream transmission key lifetime expiry behavior cor-
responding to the key lifetime expiry behavior param-
cter of the media gateway controller, when the judging
module determines that a lifetime of media stream
transmission key of the specified type expires.]
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8. An operating system for a media stream transmission
key, comprising a media gateway controller and a media
gateway,
wherein the media gateway controller comprising a
memory and a processov, and when executable pro-
gram code storved in the memory is executed by the
processor, the media gateway controller is [configured]
caused 10

send a key expiry event including a key lifetime expiry
behavior parameter to the media gateway, wherein the
key lifetime expiry behavior parameter instructs the
media gateway to execute, when the media stream
transmission key expires, a corresponding key lifetime
expiry behavior; and

wherein the media gateway comprising a memory and a

processor, and when executable program code stored in
the memory is executed by the processor, the media
gateway is [configured] caused to
receive the key expiry event and the key lifetime expiry
behavior parameter sent by the media gateway control-
ler; according to the receirved key expiry event that is
delivered by the media gateway controller, detect life-
time status information of [a] t2e media stream trans-
mission key; judge whether the lifetime of the media
stream transmission key expires; and when determining
that the lifetime of the media stream transmission key
expires, execute the key hifetime expiry behavior cor-
responding to the key lifetime expiry behavior param-
cter sent by the media gateway controller; wherein the
key lifetime expiry behavior corresponding to the key
lifetime expiry behavior parameter comprises at least
one of the following: closing a media stream and
sending a media stream close message, or reporting the
key expiry event to the media gateway controller,
without sending a media stream close message,
wherein the reported key expiry event carries a key
expiry indication parameter which indicates whether or
not the media stream transmission key 1s still used.
[9. The media gateway according to claim 6, wherein the
receiving module 1s further configured to receive a key
expiry event comprising a key identifier parameter;
the detecting module 1s configured to detect lifetime status
information of a media stream transmission key with a
specified 1dentifier according to the key expiry event
that 1s delivered by the media gateway controller and
received by the receiving module;
the judging module 1s configured to judge whether the
lifetime status information of the media stream trans-
mission key with the specified 1dentifier expires; and

the operating module 1s configured to execute the key
lifetime expiry behavior corresponding to the key life-
time expiry behavior parameter of the media gateway
controller, when the judging module determines that a
lifetime of the media stream transmission key with the
specified identifier expires.}

[10. The media gateway according to claim 6, wherein the
receiving module 1s further configured to receive a master
key expiry event;

the detecting module 1s configured to detect lifetime status

information of a media stream transmission master key
according to the master key expiry event;

the judging module 1s configured to judge whether the

lifetime status information of the media stream trans-
mission master key expires; and

the operating module 1s configured to execute the key

lifetime expiry behavior corresponding to the key life-
time expiry behavior parameter of the media gateway

5

10

15

20

25

30

35

40

45

50

55

60

65

14

controller, when the judging module determines that a
lifetime of the media stream transmission master key
expires.]
[11. The media gateway according to claim 6, wherein a
condition for determining that a lifetime of the media stream
transmission key expires 1s that, the number of packets that
are transmitted by using the media stream transmission key
reaches a maximum number that 1s set for the media stream
transmission key.}
12. The system according to claim 8, wherein the key
expiry event comprises a key type parameter;
the media gateway is [configured] caused to detect life-
time status mformation of the media stream transmis-
sion key of a specified type according to the key expiry
event comprising the key type parameter; when deter-
mining that a lifetime of the media stream transmission
key of the specified type expires, to execute the key
lifetime expiry behavior corresponding to the key life-
time expiry behavior parameter of the media gateway
controller.
13. The system according to claim 8, wherein the key
expiry event comprises a key i1dentifier parameter;
the media gateway is [configured] caused to detect life-
time status information of [a] ke media stream trans-
mission key with a specified 1dentifier according to the
key expiry event comprising the key identifier param-
cter; when determining that a lifetime of the media
stream transmission key with the specified i1dentifier
expires, to execute the key lifetime expiry behavior
corresponding to the key lifetime expiry behavior
parameter of the media gateway controller.
14. The system according to claim 8, wherein the key
expiry event 1s a master key expiry event, and the media
gateway 1s [configured] caused to detect lifetime status
information of a media stream transmission master key
according to the received master key expiry event; when
determining that a lifetime of the media stream transmission
master key expires, to execute the key lifetime expiry
behavior corresponding to the key lifetime expiry behavior
parameter of the media gateway controller.
15. The system according to claim 8, wherein a condition
for determining that a lifetime of the media stream trans-
mission key expires 1s that, the number of packets that are
transmitted by using the media stream transmission key
reaches a maximum number that 1s set for the media stream
transmission key.
16. An operating method for a media stream transmission
key, comprising.
receiving, by a media gateway, a key expiry event and a
key lifetime expiry behavior parvameter delivered by a
media gateway controller, wherein the key lifetime
expiry behavior parameter instructs the media gateway
to execute, when the media stream transmission key
expires, a corresponding key lifetime expiry behavior;

detecting, by the media gateway, lifetime status informa-
tion of the media stream transmission key accorvding to
the received key expiry event; and

when the media gateway determines that a lifetime of the

media stream transmission key expires, executing, by
the media gateway, the key lifetime expirvy behavior
corresponding to the key lifetime expiry behavior
parameler,

wherein the key lifetime expiry behavior corresponding to

the key lifetime expiry behavior pavameter comprises at
least one of the following:

closing a media stream and sending a media stream close

message, or reporting the key expiry event to the media
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gateway controller, without sending a media stream
close message, wherein the reported key expiry event
carries a key expiry indication parameter which indi-
cates whether or not the media stream transmission key
is still used. 5
17. The method according to claim 16, wherein the key
expiry event comprises a key type parvameter, and the media
gateway detects lifetime status information of the media
stream transmission key of a specified tvpe accorvding to the
key expiry event comprising the key type parameter; 10
when the media gateway determines that the lifetime of
the media stream transmission key of the specified type
expires, the media gateway executes the key lifetime
expiry behavior corresponding to the key lifetime
expiry behavior parameter of the media gateway con- 15
troller:
18. The method according to claim 16, wherein the key
expiry event comprises a key identifier parameter, and the
media gateway detects lifetime status information of the
media stream transmission Key with a specified identifier 20
according to the key expiry event comprising the key iden-
tifier parvameter; when the media gateway determines that
the lifetime of the media stream transmission key with the
specified identifier expives, the media gateway executes the
key lifetime expiry behavior corresponding to the key life- 25
time expiry behavior parameter of the media gateway con-
troller:
19. The method according to claim 16, wherein the key
expiry event is a master key expiry event, and the media
gateway detects lifetime status information of a media 30
stream transmission master key accovding to the received
master key expiry event; when the media gateway deter-
mines that a lifetime of the media stream transmission
master key expires, the media gateway executes the key
lifetime expiry behavior corvesponding to the key lifetime 35
expiry behavior parameter of the media gateway controller.
20. The method according to claim 16, wherein a condi-
tion for determining that the lifetime of the media stream
transmission key expires is that, the number of packets that
are transmitted by using the media stream transmission key 40
reaches a maximum number that is set for the media stream
transmission key.
21. A media gateway, comprising a memory and a pro-
cessor, and when executable program code stoved in the
memory is executed by the processor, the media gateway is 45
caused to:
receive a key expiry event and a key lifetime expiry
behavior parvameter that ave delivered by a media
gateway controller, wherein the key lifetime expiry
behavior parameter instructs the media gateway to 50
execute, when a media stream transmission key expires,
a corresponding key lifetime expiry behavior,

detect lifetime status information of the media stream
transmission key according to the key expiry event that
is delivered by the media gateway controller and 55
received by the receiving module;

Judge whether a lifetime of the media stream transmission

key expirves; and

execute the key lifetime expiry behavior corresponding to

16

gateway controller, without sending a media stream
close message, wherein the rveported key expiry event
carries a key expiry indication parameter which indi-
cates whether or not the media stream transmission key
is still used

22. The media gateway according to claim 21, wherein the

media gateway is further caused to:

receive a key expiry event comprising a key type param-
eter;

detect lifetime status information of the media stream
transmission key of a specified type according to the
key expiry event that is delivered by the media gateway
controller;

Judge whether the lifetime status information of the media
stream transmission key of the specified tvpe expires;
and

execute the media stream transmission key lifetime expiry
behavior corresponding to the key lifetime expiry
behavior parameter of the media gateway controller,
when the lifetime of the media stream transmission key
of the specified tvpe expires.

23. The media gateway according to claim 21, wherein

media gateway is further caused to:

receive a key expiry event comprising a key identifier
parameler,

detect lifetime status information of the media stream
transmission key with a specified identifier according to
the key expiry event that is delivered by the media
gateway controller,

Judge whether the lifetime status information of the media
stream transmission key with the specified identifier
expires; and

execute the key lifetime expivy behavior corresponding to
the key lifetime expiry behavior parameter of the media
gateway controller, when the lifetime of the media
stream transmission key with the specified identifier
expires.

24. The media gateway according to claim 21, wherein the

media gateway is further caused to:

receive a master Key expiry event,

detect lifetime status information of a media stream
transmission master key accorvding to the master key
expiry event,
Judge whether the lifetime status information of the media
stream transmission master key expires; and
execute the key lifetime expiry behavior corresponding to
the key lifetime expiry behavior parameter of the media
gateway controller, when a lifetime of the media stream
transmission master key expires.
25. The media gateway according to claim 21, wherein a
condition for determining that the lifetime of the media
stream transmission key expirves is that, the number of

packets that are transmitted by using the media stream

transmission key reaches a maximum number that is set for
the media stream transmission key.

26. An operating system for a media stream transmission
key, comprising a media gateway controller and a media

the key lifetime expiry behavior parvameter delivered by 60 gateway,

a media gateway controller, when the lifetime of the
media stream transmission key expires;
whevrein the key lifetime expiry behavior corresponding to
the key lifetime expiry behavior pavameter comprises at
least one of the following: 65
closing a media stream and sending a media stream close
message, ov reporting the key expiry event to the media

wherein the media gateway controller comprising a
memory and a processov, and when executable pro-
gram code stoved in the memory is executed by the
processor, the media gateway controller is caused to

send a key expiry event and a key lifetime expiry behavior
parameter to the media gateway, wherein the key
lifetime expivy behavior parvameter instructs the media
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gateway to execute, when the media stream transmis-
sion key expires, a corresponding key lifetime expiry
behavior; and

wherein the media gateway comprising a memory and a

processor, and when executable program code stored in
the memory is executed by the processor, the media
gateway is caused to:

receive the key expiry event and the key lifetime expiry

behavior parameter sent by the media gateway con-
troller; according to the rveceived key expiry event that
is delivered by the media gateway controller, detect
lifetime status information of the media stream trans-
mission key, judge whether a lifetime of the media
stream transmission key expirves; and when determining
that the lifetime of the media stream transmission key
expires, execute the key lifetime expiry behavior cor-
responding to the key lifetime expiry behavior param-
eter,

wherein the key lifetime expiry behavior corresponding to

the key lifetime expiry behavior parvameter comprises at
least one of the following:

closing a media stream and sending a media stream close

message, ov reporting the key expiry event to the media
gateway controller, without sending a media stream
close message, wherein the reported key expiry event
carries a key expiry indication parameter which indi-
cates whether or not the media stream transmission key
is still used.

27. The system according to claim 26, wherein the key
expiry event comprises a key type parameter,

the media gateway is caused to detect lifetime status

information of the media stream transmission key of a
specified type according to the key expiry event com-
prising the key type parameter, when determining that
the lifetime of the media stream transmission key of the
specified tvpe expires, to execute the key lifetime expiry
behavior corresponding to the key lifetime expiry
behavior parameter of the media gateway controller.

28. The system according to claim 26, wherein the key
expiry event comprises a key identifier pavameter;

the media gateway is caused to detect lifetime status

information of the media stream transmission key with
a specified identifier according to the key expiry event
comprising the key identifier parameter;, when deter-
mining that the lifetime of the media stream transmis-
sion key with the specified identifier expires, to execute
the key lifetime expirvy behavior corresponding to the
key lifetime expivy behavior parameter of the media
gateway controller.

29. The system according to claim 26, wherein the key
expiry event is a master key expiry event, and the media
gateway is caused to detect lifetime status information of a
media stream transmission master key according to the
received master key expiry event; when determining that a
lifetime of the media stream transmission master key expires,
to execute the key lifetime expiry behavior corresponding to
the key lifetime expiry behavior parameter of the media
gateway controller.

30. The system according to claim 26, wherein a condition
Jor determining that the lifetime of the media stream trans-
mission key expires is that, the number of packets that are
transmitted by using the media stream transmission key
reaches a maximum number that is set for the media stream
transmission key.

31. An operating method for a media stream transmission
key, comprising.
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sending, by a media gateway controller, a key expiry event
including a key lifetime expivy behavior parameter to a
media gateway, wherein the key lifetime expiry behav-
ior parameter is used to instruct the media gateway to
execute, when the media stream transmission key
expires, a corresponding key lifetime expivy behavior;

receiving, by the media gateway, the key expiry event from
the media gateway controller;

detecting, by the media gateway, lifetime status informa-

tion of the media stream transmission key according to
the received key expiry event; and
when the media gateway determines that a lifetime of the
media stream transmission key expires, executing, by
the media gateway, the key lifetime expiry behavior
corresponding to the key lifetime expiry behavior
parameter delivered by the media gateway controller;

wherein the key lifetime expiry behavior corresponding to
the key lifetime expiry behavior parameter comprises.
closing a media stream and sending a media stream
close message.

32. The method according to claim 31, wherein the key
expiry event is a master key expiry event, and the media
gateway detects lifetime status information of a media
stream transmission master key accovding to the received
master key expiry event; when the media gateway deter-
mines that a lifetime of the media stream transmission
master key expires, the media gateway executes the key
lifetime expivy behavior corresponding to the key lifetime
expiry behavior parameter of the media gateway controller.

33. The method according to claim 31, wherein a condi-
tion for determining that a lifetime of the media stream
transmission Key expires is that, the number of packets that
are transmitted by using the media stream transmission key
reaches a maximum number that is set for the media stream
transmission key.

34. The method according to claim 31, further compris-
Ing:

reporting, by the media gateway, the key expiry event to

the media gateway controller after the media gateway
determines that the lifetime of the media stream trans-
mission key expires.
35. An operating method for a media stream transmission
key, comprising:
sending, by a media gateway controller, a key expiry event
and a key lifetime expiry behavior parameter to a
media gateway, whevrein the key lifetime expiry behav-
ior parameter is used to instruct the media gateway to
execute, when the media stream transmission key
expires, a corresponding key lifetime expivy behavior;

receiving, by the media gateway, the key expiry event and
the key lifetime expivy behavior parameter from the
media gateway controller;

detecting, by the media gateway, lifetime status informa-

tion of the media stream transmission key accovding to
the received key expiry event; and

when the media gateway determines that a lifetime of the

media stream transmission key expires, executing, by
the media gateway, the key lifetime expiry behavior
corresponding to the key lifetime expiry behavior
parameler,

wherein the key lifetime expivy behavior corresponding to

the key lifetime expiry behavior parameter comprises.
closing a media stream and sending a media stream close
message.

36. The method according to claim 35, wherein the key
expiry event is a master key expiry event, and the media
gateway detects lifetime status information of a media
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stream transmission master key according to the received
master key expiry event; when the media gateway deter-
mines that a lifetime of the media stream transmission
master key expires, the media gateway executes the key
lifetime expiry behavior corvesponding to the key lifetime 5
expiry behavior parameter of the media gateway controller.
37. The method according to claim 35, wherein a condi-
tion for determining that the lifetime of the media stream
transmission key expires is that, the number of packets that
are transmitted by using the media stream transmission key 10
reaches a maximum number that is set for the media stream
transmission key.
38. The method accovding to claim 35, further compris-
Ing:
reporting, by the media gateway, the key expiry event to 15
the media gateway controller after the media gateway
determines that the lifetime of the media stream trans-
mission key expires.
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