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FEEDBACK LOOP FOR DYNAMIC
NETWORK RESOURCE ALLOCATION

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

This application is a reissue of U.S. patent application

Ser. No. 13/515,101, filed Aug. 13, 2012 (now U.S. Pat. No.
8,600, 850) which is the National Stage under 35 U.S.C. §
371 of PCT/CA2009/001809, filed Dec. 10, 2009.

FIELD

The present specification relates generally to networked
computing and more specifically relates to a feedback loop
for dynamic network resource allocation.

BACKGROUND

Mobile computing devices are increasingly being used to
access content hosted on the Internet or other type of
network. Different computing devices can be allocated dii-
ferent service levels, while at the same time network con-
gestion can change unpredictably, thereby compromising
allocated services levels.

SUMMARY

An aspect of the specification provides a method for
dynamic allocation of network resources comprising:
receiving a service proiile for each of a plurality of devices
sharing a network resource;
receiving a billing profile for each of the plurality of devices;
and
repeating;
receiving trailic profiles over the network resource for the
plurality of devices;
managing the network resource according to the service
profile and the billing profile 1f the network resource 1s fully
utilized by the traflic profiles; and,
dynamically moditying at least one of the service profile and
the billing profile for at least one of the devices it the
network resource 1s under-utilized by the traflic profile or 1
the network resource would be over-utilized by the traflic
profiles;
until the plurality of devices no longer continue to share the
network resource.

The dynamically modifying can comprise increasing or
reducing an overall bit-rate cap or data volume cap in a
service profile for at least one of the devices. It should be
noted that the service profile can be based on actual con-
sumption at the device, or 1t can be based on the consump-
tion (e.g. bandwidth) of the network resource 1tsell.

The dynamically modifying can further comprise increas-
ing or decreasing a rate or a charge 1n a billing profile for the
at least one of the devices.

The method can further comprise generating a prioritiza-
tion list of each of the devices; the prioritization list defining,
an order 1n which of the devices 1s subject to the dynamically
moditying. One of the devices at a first end of the list can be
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2

a first device to be subject to the dynamically modifying 1f
the network resource would be over-utilized by the trathic
profiles.

The dynamically modifying can also comprise increasing,
an overall bit-rate cap or data volume cap for the one of the
devices at the first end of the list. It should be noted that the
service profile can be based on actual consumption at the
device, or 1t can be based on the consumption (e.g. band-
width) of the network resource 1tself.

The increasing can be configured to fully utilize a remain-
der of a capacity of the network resource.

One of the devices at a first end of the list can be a first
device to be subject to the dynamically modifying if the
network resource would be under-utilized by the trafhic
profiles.

The dynamically modifying can comprise decreasing an
overall bit-rate cap or data volume cap for the one of the
devices at the first end of the list.

The decreasing can be configured to bring the traflic
profiles into alignment with full utilization of a capacity of
the network resource.

Another aspect of the specification provides an apparatus
for dynamic allocation of network resources comprising: a
network interface configured to receive a service profile for
cach of a plurality of devices sharing a network resource and
to receive a billing profile for each of the plurality of
devices; and a processor connected to the network interface
and configure to repeat: receiving trailic profiles over the
network resource for the plurality of devices; managing the
network resource according to the service profile and the
billing profile i1t the network resource 1s fully utilized by the
traflic profiles; and, dynamically modifying at least one of
the service profile and the billing profile for at least one of
the devices i1t the network resource 1s under-utilized by the
raflic profile or 1f the network resource would be over-

utilized by the traflic profiles; until the plurality of devices
no longer continue to share the network resource.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a schematic representation of a system with
a feedback loop for dynamic resource allocation.

FIG. 2 shows a schematic representation of the policy
server ol the system of FIG. 1.

FIG. 3 shows a schematic representation of the billing
server of the system of FIG. 1.

FIG. 4 shows a flow-chart depicting a method for dynamic
resource allocation.

FIG. 5 shows a flow-chart depicting another method for
dynamic resource allocation.

FIG. 6 shows a flow-chart depicting a method for priori-
tizing devices for subsequent dynamic resource allocation.

FIG. 7 shows a schematic representation of a system with
a Teedback loop for dynamic resource allocation as applied
to a utility distribution network.

DETAILED DESCRIPTION OF TH.
EMBODIMENTS

(L]

It 1s to be understood that the embodiments discussed
herein are non-limiting examples of certain 1implementa-
tions. Variations on those examples are contemplated. Refer-
ring now to FIG. 1, a system with a feedback loop for
dynamic resource allocation 1s indicated generally at 50. In
a present embodiment system 30 comprises a plurality of
mobile computing devices 54-1, 54-2 . . . 54-n (collectively,
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computing devices 54, and generically, computing device
54. This nomenclature 1s used elsewhere).

At least one wireless base station 58 interconnects com-
puting device 54 and a communication network 62. A first
backhaul link 66-1 connects base station 58 to network 62.
A second backhaul link 66-2 connects network 62 to a policy
server 70 and a third backhaul link 66-3 connects network 62
to billing server 74. Policy server 70 1s also configured to
send policy data to billing server 74 via a first link 80-1 and
to recerve billing data from billing server 74 via a second
link 80-2. Policy server 70 is also configured to receive
resource utilization data from and send policy instructions to
network elements 1n network 62 via link 66-2. Policy server
70 1s also configured to receive resource utilization data
from and send policy instructions to base station 38 via link
67. Billing server 74 1s also configured to receive resource
utilization data from and send instructions to network ele-
ments 1n network 62 via link 66-3. It should be noted that
links 80 can be implemented via a single physical connec-
tion, but are illustrated as logically separate for ease of
description of the teachings herein. It should also be noted
that the functionality accorded by link 67 can be mmple-
mented via link 66-1, network 62, and link 66-2 but are
illustrated as logically separate for ease of description of the
teachings herein.

A bearer path 84, typically wireless, 1s used to intercon-
nect base station 58 with each computing device 34. In a
present exemplary embodiment, bearer path 84 can be based
on one or more protocols, including without limitation,
Global System for Mobile commumnications (GSM), General
Packet Radio Service (GPRS), Enhanced Data Rates for
GSM Evolution (EDGE), the Third-generation mobile com-
munication system (3G), Evolution-Data Optimized

(EVDO), High Speed Packet Data (HSPA), Long Term
Evolution (LTE), Institute of Electrical and Electronic Engi-
neers (IEEE) 802.11 (WikF1), IEEE 802.16 Worldwide
Interoperability for Microwave Access (WiMax), IEEE
802.20 Mobile Broadband Wireless Access (MBWA) or
other wireless protocols. In variations, path 84 can be wired.
It 1s also contemplated that each device 54 can be configured
to use a plurality of different protocols by using different
radios therein.

Network 62 can be implemented using public land mobile
network (PLMN) infrastructures that support base station
52, policy server 70 and billing server 74. Network 62 thus
further connects to a data network 88 such as the Internet,
such that content 92 hosted on data network 88 1s accessible
to devices 54 via network 62, and also so that devices 54 can
send content to other computers (including other computing
devices) (not shown) connected to data network 88.

Computing device 54 can be any type ol computing
device that can be used 1n a seli-contained manner and to
interact with content available over network 88. Interaction
includes displaying of information on computing device 54
as well as to receive mput at computing device 54 that can
in turn be sent back over network 62 or network 88 or both.
Contemporary versions of device 54 can typically be used
for both wireless voice (e.g. telephony) and wireless data
(c.g. email, web browsing, text, video streaming, audio
streaming, application downloading) communications. In a
present non-limiting exemplary embodiment, computing
device 534 can be a mobile computing device with the
combined functionality of a personal digital assistant, a cell
phone, camera, video recorder, email paging device, and an
application launcher. (Although variants on device 54 can
include a palm top computer or laptop computer with a
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Computer Inc. of Taiwan). Many known cellular telephone
models, or vaniants thereof, are suitable for the present
embodiment.

In a non-limiting structural example, device 34 thus
includes a plurality of input mechanisms such as a keyboard,
a pointing device, and a microphone. A pointing device can
be implemented as a track wheel, trackball or the like. Other
input devices, such as a touch screen are also contemplated.
Input from mput mechanisms are received at a processor that
1s configured to commumnicate with a non-volatile storage
unmit (e.g. Erasable FElectronic Programmable Read Only
Memory (“EEPROM”), Flash Memory) and a volatile stor-
age unit (€.g. random access memory (“RAM™)). Program-
ming mstructions that implement the functional teachings of
device 54 as described herein are typically maintained,
persistently, in the non-volatile storage unit and used by the
processor which makes appropriate utilization of volatile
storage during the execution of such programming instruc-
tions. It should be understood that the non-volatile storage
unit and volatile storage unit are non-limiting examples of
computer readable media which can store programming
instructions that are executable on the device’s processor.
Such computer readable media can also comprise removable
non-volatile storage.

The processor of device 54 1s 1n turn 1s also configured to
control various output mechanisms, such as a speaker and a
display. The device’s processor also contains at least one
network 1interface, which are implemented in a present
embodiment as radios configured to communicate over
bearer path 84. In general, 1t will be understood that the
device’s interface(s) 1s (are) configured to correspond with
the network architecture that defines a particular bearer path
84. It should be understood that in general a wide variety of
configurations for device 54 are contemplated.

In a present embodiment, device 54 1s also configured to
maintain various applications such as, by way ol non-
limiting example, web browsers, streaming media players,
telephony voice applications, or instant message applica-
tions or all of them.

Retferring to FIG. 2, server 70 can be based on any
well-known server environment including various input
devices such as a keyboard 100 and a pointing device 102
can be used to provide mput to one or more central pro-
cessing units 108. Server 70 can include a module that
houses the one or more central processing units 108, as well
as volatile storage 116 (e¢.g. random access memory), non-
volatile storage 112 (e.g. hard disk devices) and network
interfaces 128 to allow server 70 to communicate over
network 62 and with server 74. Various output devices such
as a display 124 that are controlled by the one or more
central processing units 108 can also be provided. For
example, server 70 can be a Sun Fire V480 from Sun
Microsystems, Inc. of Palo Alto Calif., running a UNIX
operating system, and having four central processing units
cach operating at about nine-hundred megahertz and having
about sixteen gigabytes of random access memory. How-
ever, 1t 1s to be emphasized that this particular server is
merely exemplary, and a vast array of other types of com-
puting environments are contemplated. For example, server
70 can be a Policy and Charging Rules Function (PCRF)
server per the 3rd Generation Partnership Project (3GPP)
and 3rd Generation Partnership Project 2 (3GPP2) stan-
dards, Resource and Admission Control Subsystem (RACS)
server per the Furopean Telecommunications Standards
Institute (ETSI) The Telecoms & Internet converged Ser-
vices & Protocols for Advanced Networks (TISPAN) stan-

dards, Policy Decision Physical Entity (PD-PE) per Inter-
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national ‘Telecommunication Union (ITU) standards,
PacketCable™ Multimedia (PCMM) policy server per Data

Over Cable Service Interface Specification (DOCSIS)
CableLabs standards, or Bandwidth Manager server per
MultiService Forum (MSF) standards. Referring to FIG. 3,
server 74 can be based on any well-known server environ-
ment including various input devices such as a keyboard 200
and a pointing device 202 can be used to provide input to one
or more central processing units 208. Server 74 can 1nclude
a module that houses the one or more central processing
units 208, as well as volatile storage 216 (e.g. random access
memory ), non-volatile storage 212 (e.g. hard disk devices)
and network interfaces 228 to allow server 74 to commu-
nicate over network 62 and with server 70. Various output
devices such as a display 224 that are controlled by the one
or more central processing units 208 can also be provided.
For example, server 74 can be a Sun Fire V480 from Sun
Microsystems, Inc. of Palo Alto Calif., running a UNIX
operating system, and having four central processing units
cach operating at about nine-hundred megahertz and having
about sixteen gigabytes ol random access memory. How-
ever, 1t 15 to be emphasized that this particular server is
merely exemplary, and a vast array of other types of com-
puting environments are contemplated. For example, 1n a
prepaid environment server 74 can be a Service Control
Point (SCP), Authentication, Authorization and Accounting
(AAA) server, On-line Charging Server (OCS), or billing
server or the like according to standards for same.

Referring again to FIGS. 1 and 2, policy server 70 1s
configured to maintain, and enforce, a plurality of service
profiles 96. Each service profile 96 corresponds to each
device 54. It should be noted that each service profile 96 can
be corresponded to a device 34 using an absolute 1dentifier
such as an International Mobile Equipment Identity (IMEI)
that 1s uniquely associated with the device 34, or a relative
identifier such as an International Mobile Subscriber Identity
(IMSI) that can be dynamically associated with different
devices 34. Other types of absolute 1dentifiers include media
access control (MAC) address (although recognizing the
limitation that MAC addresses can duplicate) Other types of
relative 1identifiers include a Mobile Subscriber ISDN Num-
ber (MISDN), internet protocol (IP) address, Billing
Account Number (BAN), or an email address. Other types of
absolute 1dentifiers and relative identifiers will now occur to
those skilled 1n the art.

Each service profile 96 can thus include any traflic param-
cter that regulates traflic to and from device 54 via network
62, and link 66-1 and path 84 respective to that profile.
Tratlic parameters can include an overall bit-rate cap or data
volume cap over a predefined time period. Alternatively, or
in addition, traflic parameters can be more granular, and
include permissions for different content that may be carried
over path 84 including, by way of example, restrictions on
the use of specific protocols or codecs employed to transier
content such as video or auto streaming. Tratlic parameters
can also pertain to specific sessions or logical channels
including packet data protocol (PDP) contexts. Content
types can include data, text, instant messaging, voice, video,
graphics, services and applications. Permissions for the
same content type can be restricted based on providers; for
example mstant messaging via Yahoo!™ can be permitted,
while 1nstant messaging from Google™ may not permitted.
Permissions need not be “on” or “ofl”, but may be defined
by bit-rates or caps or both. For example, instant messaging,
via Yahoo!™ can be permitted at a given capped bit-rate, or
a given capped volume of data, or both, while instant
messaging from Google™ can be permitted at a second
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6

grven capped bit rate, or a second given capped volume of
data, or both. Each service profile 96 can also include
privacy settings for content. For example, for a location
aware mapping application, service profile 96 can be con-
figured to restrict, or permit, or only permit under certain
criteria, the disclosure of the location of a respective device
54.

Policy server 70 1s therefore also configured to have
access to various attributes of each device 54 for which a
service profile 96 exists, including but not limited to, pres-
ence, location and current traflic activities over 1ts respective
link 84. The policy server 70 1s also configured to send
instructions to appropriate network elements in network 62
or base station 38 to ensure that tratlic over a respective link
84 conforms with the relevant policy.

Referring again to FIGS. 1 and 3, billing server 74 1s
configured to maintain, and enforce, a plurality of billing
profiles 100. Each billing profile 100 corresponds to each
device 34. Like each service profile 96, each billing profile
can be corresponded to a device 54 using an absolute
identifier or a relative identifier or both. It should be noted
that in any event each service profile 96 and each billing
profile 100 can be matched together for a given device 54.

Each billing profile 100 can thus include any billing
parameter that regulates rating or charging or both of trathic
to and from device 54 via network 62, link 66-1, and link 84.
Thus, as used herein, billing refers to any action that
comprises traflic rating, or traflic charging, or both. Traflic
rating refers to establishing a unit of charge associated with
a particular type of traflic. For example, voice call traflic
over link 84 may be rated at five cents per minute. Traflic
charging refers to a total charge that 1s applied to traflic over
link 84. For example, voice call traflic that occurs over a two
minute period would be charged ten cents (1.¢. two times five
cents equal ten cents). Billing profile 70 can also indicate
“payment profile” or a credit score.

Billing parameters can include different rating or charging
for different content that may be carried over path 84. As
noted above, content types can include data, text, instant
messaging, voice, video, graphics, services and applications.
Rating for the same content type can be varied based on
providers; for example instant messaging via Yahoo!™ can
be rated at two cents per kilobyte, while instant messaging
from Google™ may be rated at three cents per kilobyte.
Charging can be done on a prepaid or post paid basis. Traflic
rating and traflic charging amounts can be structured to vary
for different times of day, or different days of the week, or
based on whether or not a device 54 1s “roaming”, or
calculated at different tiers based on whether traflic over link
84 exceeds a certain bit-rate cap or data volume cap.

Billing server 74 1s therefore also configured to have
access to various attributes of each device 54 for which a
service profile 96 exists, mncluding but not limited to, pres-
ence, location and current traflic activities over its respective
link 84. The billing server 74 1s also configured to send
instructions to appropriate network elements 1n network 62
or base station 38 to ensure that tratlic over a respective link
84 conforms with the relevant billing parameters. For
example, 11 a particular device 54 has a prepaid charging
structure, and that device 34 no longer has suflicient balance
to carry further traflic, then billing server 74 can instruct the
appropriate network elements 1n network 62, or base station
58, to cease carrying further traflic to or from that device 54.

Those skilled in the art will now appreciate that a plurality
of different attributes can be used to define various service
profiles 96 or billing profiles 100 or both. Further discus-
s10mns on such attributes can be found 1n currently commonly
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owned applications WO2008/025157 entitled Method and
System for Applying a Policy to Telecommunication Ser-
vices and WP 2009/082806 entitled Policy-Based Commu-
nication System and Method and PCT/CA2008/001197
entitled Application of Policy for Subscriber Context, the
contents of all of which are incorporated herein by reference.

Referring now to FIG. 4, a flowchart depicting a method
for dynamic resource allocation 1s indicated generally at
300. Method 300 can be implemented on system 50 or a
suitable variation thereof.

Block 305 comprises grouping device according to a
shared network resource. Block 305 can be performed by
profile server 70 querying network elements 1n network 62
to ascertain which devices 54 are utilizing base station 58 or
any other shared resource or network element 1n network 62
or link 66-1 (for example, media server, Gateway GPRS
Support Node (GGSN), Serving Gateway GPRS Support
Node (SGSN), back-haul link, router). The result of block
305 1n system 50 1s that devices 54-1, 54-2 and 54-n are
logically grouped. At this point 1t can be noted that system
50 1s simplified 1n that only a single base station 58 and only
three devices 54 are shown, but system 50 can be scaled to
hundreds or thousands of base stations 38 or other network
access points where a plurality of links, such as links 84,
share a common physical network resource, such that con-
tention for that resource between a plurality of devices 54 1s
possible. Those skilled 1n the art will recognize that devices
54 may be mapped to more than one shared resource or
network element.

Block 310 comprises receiving at least one default service
profile. Block 310 can be performed by server 70 receiving
one more service profiles 96 respective to each device 54
(from the grouping at block 305) from non-volatile storage
112 1nto volatile storage 116 so that service profiles 96 are
accessible to processor 108.

Block 315 comprises recerving one or more default billing
profiles. Block 315 can also be performed by server 70
receiving one or more billing profiles 100 (for the same
devices 54 as block 310) from non-volatile storage 212 of
server 74 over link 80-2.

Block 320 comprises determining if there 1s any active
trailic over a given shared network resource corresponding
to the grouping of devices from block 305. In system 50,
block 320 can be implemented by server 70 receiving tratlic
profile data from network infrastructure in network 62 or
base station 58 indicating whether or not one or more of
links 84 are active. On a “no” determination at block 320,
method 300 returns to block 305. A “no” determination may
be reached if no links 84 (or any of the associated shared
network resources) are active. In a scaled version of system
50 including a plurality of base stations, a “no” determina-
tion may also be reached 11 a given device 34 1s no longer
associated with a given base station (or any other shared
resource or network element in network 62 or link 66-1)
and/or has moved to coverage of another base station (or any
other shared resource or network element 1n network 62 or
link 66-1). In either event, method 300 returns to block 305
where the grouping of devices 1s performed a new.

A “yes” determination at block 320 lead to block 325, at
which point tratlic profiles for each link 84 (or for any other
shared resource or network element 1n network 62 or link
66-1) 1s recerved. Block 320 can be performed by server 70
receiving the particulars of tratlic profile data from network
inirastructure in network 62 or base station 38. Such traflic
profile data, 1t will now be appreciated, 1s constantly chang-
ing. The traflic profile data can be compared to correspond-
ing service profiles. For example, where service profile 96
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data includes restrictions on access to a given type of content
92, then trathic profile information at block 3235 will include
an 1dentification of a type of content 92 that 1s being
requested. Trailic profile data also includes more than the
type of content 92 that 1s being requested, but also includes
the actual data volumes, data rates and content being carried

over all links 84. At this point the skilled reader 1s invited to
recall the exemplary ranges of types of service profile 96
described above to entertain further examples of the nature
of traflic profile data that can be recerved at block 325.

Block 330 comprises determining 1f the traflic profile(s)
received at block 325 can be accommodated according to the
service profiles. In general, block 3335 includes an assess-
ment as to whether the overall capacity of the shared
network resource between devices 54 and base station 58 (or
any other shared resource or network element 1n network 62
or link 66-1 that supports the delivery of services to devices
54) can actually accommodate the traflic profiles 1n a manner
consistent with the service profiles.

A “yes” determination can be reached at block 330
according to this example: assume that base station 58 1is
capable of sending data to all devices 534 connected to base
station 58 at a maximum bit rate of twenty megabits per
second. Now assume that all devices 534 each have a service
profile that guarantees each device 54 a maximum bit rate of
five megabits per second. Now assume that each device 54
has requested content 92 that fully consumes the maximum
bit rate of five megabits per second. In this example,
contention will not exist, as base station 58 will be able to
provide the demanded full fifteen megabits per second,
which thereby leads to a “yes” determination at block 330.
Those skilled 1n the art will recognize that traflic and service
profiles can also include service or application specific
attributes such as the maximum number of sessions that can
be supported for a given service or application, due to, for
example, processor speed or memory limitations in a given
server that 1s transcoding the sessions. For example, a given
network resource such as a media server can be determined
to have a maximum capacity of supporting twenty video
streaming sessions simultancously to devices 54 irrespective
of the absolute aggregate bandwidth 1n megabits per second.
Those skilled i the art will also recognize that tratlic and
service profiles can also include various service or applica-
tion centric parametric attributes required to achueve a given
level of fidelity (e.g. latency for steaming services). Other
examples of how a *“yes” determination can be reached at

block 330 will now occur to those of skill in the art.

A “yes” determination at block 330 leads to block 335, 1n
which case links 84, network infrastructure within network
62, and base station 58 are managed according to service
profile 96 by profile server 70, Likewise billing 1s managed
according to billing profiles 100 by billing server 74.

A “no” determination can be reached at block 330 accord-
ing to this example: assume that base station 58 1s capable
of sending data to all devices 54 connected to base station 58
at a maximum bit rate of twenty megabits per second. Now
assume that all devices 54 each have a service profile that
guarantees each device 54 a maximum bit rate of seven
megabits per second. Now assume that each device 54 has
requested content 92 that fully consumes the maximum bit
rate of seven megabits per second. In this example, conten-
tion will exist, as base station 38 1s unable to provide the
demanded full twenty-one megabits per second, which
thereby leads to a “no” determination at block 330. Other
examples of how a “no” determination can be reached at
block 330 will now occur to those of skill 1in the art.
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A “no” determination at block 330 leads to block 340, in
which case service profiles 96 or billing profiles 100 or both
of them are dynamically modified to accommodate conten-
tions that lead to the “no” determination at block 330. In the
example from the previous paragraph, a modification of
service profiles 96 can include automatically reducing the
maximum guaranteed bit rate for one or all of devices 354
from seven megabits per second to a lower maximum
guaranteed bit rate such that the contention 1s resolved.

A corresponding modification can be made to adjust data
in the billing profile 100 to reflect a credit for the reduced
maximum guaranteed bit rate.

From block 340, method 300 moves to block 335 at which
point links 84 (or any other shared resource or network
clement 1n network 62 or link 66-1) are managed according
to the modified service profile or billing profile or both.
Those skilled 1n the art will recognize that a variety of means
can be used to enforce or regulate traflic characteristics 1n
the associated shared network resources imncluding the 1nvo-

cation of traflic, service or policy controls via policy server
70 and links 66-2 and/or 67 as well as billing server 74 and

links 66-3.

From block 335, method 300 returns to block 320 and a
determination 1s again made whether tratlic over the shared
network resource 1s active, as previously described. Method
300 continues from block 320 as previously described. At
this point 1t can be noted, however, that 11 block 340 has been
imnvoked, and a “no” determination 1s reached at block 320
then the default service profile(s) and billing profile(s) waill
be re-established for each device 54. On the other hand, a
“yes” determination at block 320 from this point can lead to
ongoing management of the links 84 (or any other shared
resource or network element in network 62 or link 66-1)
based on the prior modification made at block 340, or further
modifications can be made at block 340 to reflect changing,
traflic profiles as detected at block 325.

Similarly, at block 330, 1f block 340 has been invoked.,
and a “yes” determination 1s reached at block 330, then the
default service profile(s) and billing profile(s) (or a subset
thereot) can be re-established for each device 54. On the
other hand, a “no” determination at block 330 from this
point can lead to ongoing management of the links 84 (or
any other shared resource or network element 1n network 62
or link 66-1) based on the prior modification made at block
340, or further modifications can be made at block 340 to
reflect changing trailic profiles as detected at block 325.
Another embodiment 1s shown 1n FIG. 5, which shows a
flowchart depicting a method for dynamic resource alloca-
tion as indicated generally at 300a. Method 300a can be
implemented on system 30 or a suitable variation thereof.
Method 300a 1s a modification of method 300 and therefore
like blocks bear like references. Of note 1s that method 300a
includes blocks 331a and 332a. Block 331a 1s reached from
a “yes” determination at block 330a (as described above 1n
relation to block 330.) Block 331a comprises determining 1
there 1s extra capacity available over a given shared network
resource.

A “yes” determination can be reached at block 331a
according to this example: assume that base station 58 is
capable of sending data to all devices 54 connected to base
station 58 at a maximum bit rate ol twenty megabits per
second. Now assume that all devices 54 each have a service
profile 96 that guarantees each device 54 a maximum bit rate
of five megabits per second. Now assume that device 54-1
and device 34-2 has requested content 92 that fully con-
sumes the maximum bit rate of five megabits per second.
Now assume that device 54-n has requested content 92 that
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1s best provided at a rate of seven megabits per second. In
this example, no contention will strictly exist, as base station
58 will have excess capacity according to the service profile
96 but at the same time base station 58 will have capacity to
provide seven megabits per second for device 54-n, even
though device 54-n 1s not, by default, entitled to it. Those
skilled 1n the art will recognize that the capacity associated
with a given shared network resource can be associated with
service or application specific attributes such as the maxi-
mum number of sessions that can be supported for a given
service or application. Those skilled 1n the art will also
recognize that traflic and service profiles can also include
various service or application centric parametric attributes
required to achieve a given level of fidelity (e.g. latency for
steaming services). For example, a given network resource
such as a media server can be determined to have a maxi-
mum capacity ol supporting twenty video streaming ses-
sions simultaneously to devices 54 with a high degree of
fidelity or forty video streaming sessions to devices 34 with

a lower degree of fidelity. Other examples of how a “yes”
determination can be reached at block 331a will now occur
to those of skill 1n the art.

A “yes” determination at block 331a leads to block 332a,
which comprises modifying the service or billing profile or
both to utilize the extra available capacity. Continuing with
the example from the previous paragraph, service profile 96
can be modified at block 332a 1n order to provide a full seven
megabits per second to device 34-n, thereby bringing usage
of base station 58 up to seventeen megabits per second, still
below the twenty megabits per second capacity. At the same
time, a corresponding modification can be made to option-
ally adjust data 1n the billing profile 100 for device 54-n a
charge for the increased maximum guaranteed bit rate.

A “no” determination can be made at block 331a when
base station 38 (or any other shared resource or network
clement 1n network 62 or link 66-1) has no extra capacity.
Block 333a is thus reached either from a “no” determination
from block 331a or from block 332a. Block 335a then
functions 1n the same manner as block 335. Note again that
method 300a continually cycles while trathic over the shared
resource 1s active, and that as traflic profiles change, service
proflles or billing profiles or both can be dynamically
modified according to the available capacity over a given
shared resource. Those skilled 1n the art will recognize that
a variety of means can be used to enforce or regulate traflic
characteristics in the associated shared network resources
including the imvocation of traflic, service or policy controls
via policy server 70 and links 66-2 and/or 67 as well as
billing server 74 and links 66-3.

It 1s to be understood that there 1s no particular limitation
on the way in which a particular device 354 1s selected for
utilization of excess capacity (as discussed in relation to
block 332a) or 1s selected for reduction of service (as
discussed 1n relation to block 340a and block 340.) How-
ever, other embodiments contemplate exemplary ways 1n
which selection can occur. Referring now to FIG. 6, a
flowchart depicting a method for prioritizing devices for
subsequent dynamic resource allocation 1s indicated gener-
ally at 400. Method 400 can be implemented on system 50
or a suitable variation thereof. In a present embodiment,
method 400 1s performed by billing server 74, though in
other embodiments method 400 can be performed by profile
server 70).

Block 4035 comprises grouping devices according to a
shared network resource. Block 405 can be performed 1n
much the same manner as block 303, whereby profile server
70 querying network elements in network 62 to ascertain
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which devices 54 are utilizing base station 58 (or any other
shared resource or network element in network 62 or link
66-1). When method 400 1s performed by billing server 74
in conjunction with profile server 70 performing method 300
or method 300a, then billing server 74 can effect block 4035
by obtaining the results of performance of block 305 from
profile server 70. However, profile server 70 can also
perform 1ts own version of block 305 directly.

Block 410 comprises setting an index to a first device.
Based on the 1dentification of devices 54 from block 405, at
block 410 those devices 54 from block 405 are assembled
into a list according to an algorithm (which may include a
random selection or a selection based on an attribute asso-
clated with an absolute or relative identifier). Block 410
comprises setting an index 1n that list to the first device 1n the
l1st.

Block 415 comprises receiving billing profile and billing
history information for the currently indexed device. Thus,
assume that device 54-1 1s selected as the first mdexed
device at block 410, then at block 415 server 74 retrieves a
billing history for device 54-1 (based on the absolute 1den-
tifier for device 54-1 or relative 1dentifier for device 34-1 or
both). The billing history can span any predefined prior
pertod—in months or years. Typically, more recent billing
history will be selected. The billing history identifies his-
torical charges, usage and payments (either post-paid or
pre-paid) for device 34-1. Optionally as part of block 415,
the billing profile 100 for device 54-1 can also be retrieved
at block 415. Optionally as part of block 415, the service
profile 96 can also be obtained at block 415 from server 70.

Block 420 comprises generating a metric for the currently
indexed device. The metric can be generated 1n any manner,
but for example purposes the metric can be a number
between zero and one-hundred: zero indicates a “lower”
metric, whereas one-hundred indicates a “higher” metric.
The metric 1s based on a meta-analysis of the billing history,
and, where provided, also the billing profile 100 and service
profile 96 for the device 534. A higher metric can be generated
where a device 54 shows a billing history consistent with
prompt payments, or payments that exceed a certain thresh-
old, or indicative of a longer billing history. Conversely a
lower metric can be generated for a billing history consistent
with slow payments, or payments below a certain threshold,
or indicative of a shorter billing history. A higher metric can
also be applied where a billing history indicates a “bank™ of
promotional rewards or airtime minutes, or bandwidth, of
the type taught 1n currently co-owned application
US20040097245, the contents of which are incorporated
herein by reference. A higher metric can also be applied
where a service profile 96 indicates a permission to pay for
momentary increases 1 bandwidth or other quality of ser-
vice parameters. A higher metric can be applied where a
billing history indicates a usage of a particular service that
1s above a certain threshold. For example, high historical
access of content 92 that generates advertising to a device 54
can lead to generation of a higher metric. As another
example, high historical usage of device 54 for financial
transactions which have service charges (such as those
taught 1n currently co-owned application PCT/CA2008/
001219 entitled Universal Financial Transaction Architec-
ture based on Telecommunication Infrastructure) can lead a
generation ol a higher metric. A lower metric can also be
applied where a service profile 96 indicates a permission to
receive credits 1 exchange for momentary decreases in
bandwidth or other quality of service parameters. A lower
metric can be automatically assigned to a pre-paid account
with a lower pre-paid balance, (1.e. where the balance 1s
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suiliciently low that no significant amount of content 92
could be delivered within the remaining balance.) Other
examples of how higher or lower metrics can be generated
at block 420 will now occur to those skilled 1n the art.

Block 4235 comprises inserting a device identifier for the
currently indexed device into a prioritization list based on,
and including, the metric generated at block 420. For the first
device, that device will simply be placed as the first device
54 on that prioritization list. For other devices 54 during
subsequent cycling of method 400, those devices 54 will be
placed on the prioritization list relative to other devices 34
according to the metric assigned to those devices. For
devices 54 having the same metric, a conflict resolution
policy can be employed, such as automatically placing the
most recently examined device 54 at a location higher on the
prioritization list.

Block 430 comprises setting the index first established at
block 410 to the next device. Block 435 comprises deter-
mining if there continues to be active traflic shared over a
given network resource. The determination at block 435 1s
much like the determination at block 320, and indeed server
70 and server 74 can cooperate on the determinations made
at block 320 and block 430. A “no” determination at block
4335 leads to block 445 where the prioritization list 1s cleared
and then back to block 405.

A “yes” determination at block 440 leads to a determi-
nation 1f there are other devices in the index referenced at
block 410. If there are further devices (1.e. a “yes” determi-
nation at block 440) then method 400 cycles back through
blocks 415, 420, 425, 430 and 435. A “no” determination at
block 440 causes method 400 to cycle back through block
435.

The prioritization list that 1s generated through various
cycles through block 425 can then be used at block 340 or
block 340a or block 332a or all of them. Devices 54 that are
higher 1n the priontization list will be the first eligible for
receiving additional capacity at block 332a. Devices 34 that
are lower 1n the prioritization list will be the first that have
their service profiles 96 reduced at block 340 or block 340a.

As a variation method 400, the prioritization metric
generated using block 415 and block 420 can be generated
on a continuous basis, such that method 400 1s modified to
remove block 415 and block 420 and only a prioritization list
at block 4235 1s generated for any given grouping of devices
that are sharing a given network resource.

As a further variation of method 400, block 415 can be
replaced with, or include, a gathering of usage history for a
particular device during a similar time period, to assist in
predicting whether that same device 1s likely to continue to
requiring high demand during subsequent iterations of block
325 or block 325a.

The foregoing discusses certain specific embodiments,
but it 1s to be understood that variations, subsets, and
combinations of those embodiments are contemplated. The
claims attached hereto define the scope of monopoly. For
example, the functionality of policy server 70 and billing
server 74 can be merged. However, 1n the present embodi-
ment they are separated to reflect currently common network
deployments and standards. Furthermore, the teachings of
method 300, method 300a and method 400 can be 1mple-
mented 1n policy server 70 or billing server 74 or both of
them, using links 80 to exchange data. It can be desired to
have instances of each method 300, method 300a or method
400 or all of them operating in each of policy server 70 and
billing server 74 for load balancing or redundancy, with each
instance 1n communication with the other. It can be further
desired to implement method 300, method 300a or method
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400 1n hardware that 1s completely separate from policy
server 70 and billing server 74. In this varniation, policy
server 70 and billing server 74 can be based on a known
policy server 70 and a known billing server 74 that 1s defined
according to one or more telecommunication standards. The
separate hardware can be designed to use existing program-
ming interfaces 1n the known policy server 70 and the known
billing server 74 that are normally used for configuration via
customer service representative using customer service ter-
minal, where by the separate hardware dynamically modifies
service profiles 96 and billing profiles 100. This allows a
retrofit of the teachings herein onto an existing network,
without requiring material modification to the existing net-
work.

Those skilled i the art will recognize that the system,
apparatus, and method for dynamic resource allocation can
be applied 1n other domains of services 792 such as energy
(c.g. electricity) or resource (e.g. water, gas) distribution
networks or data (e.g. land line Internet connections) where
the cumulative demand of end devices or terminals can
exhaust the finite capacity of a given resource or element
associated with the delivery of energy products, services, or
resources. Referring now to FIG. 7, a system with a feed-
back loop for dynamic resource allocation for a utility
distribution network 1s indicated generally at 701. Service
792 1s accessible to devices 754 wvia network 762 and
distribution station 758. In a given embodiment system 701
comprises a plurality of meters 754-1, 754-2 . . . 754-n
(collectively, meters 754, and generically, meter 754) that
monitor the consumption of a given service to a given end
point. Each meter 754 can thus include a basic microcom-
puter configurations such as that discussed above 1n relation
to any of device 54, or server 70 or server 74, while
including a conduit to carry the given service 792 and
measure and/or throttle consumption thereof. For example,
in a water or gas context, the conduit can be piping suitable
for carrying water or gas, and the conduit can include a
transducer that feeds to the microcomputer to indicate
consumption profiles. In an electricity context, the conduit
can be high-voltage wiring with a combination amp-meter
and volt-meter tapping the wiring in order to monitor
consumption profiles of electricity.

A bearer path 784 1s used to link distribution station 758
with each meter 754. Not shown 1s a distribution link
between the distribution station 758 and a given end-point
for which a given meter 754 1s used to monitor and option-
ally eflect policy instructions. At least one distribution
station 738 interconnects meter 754 and a network 762. A
first link 766-1 connects distribution station 738 to network
762. A second link 766-2 connects network 762 to a policy
server 770 and a third link 766-3 connects network 762 to
billing server 774. Policy server 770 1s also configured to
send policy data to billing server 774 via a first link 780-1
and to receive billing data from billing server 774 via a
second link 780-2. Policy server 770 1s also configured to
receive resource utilization data from and send policy
instructions to network elements 1n network 762 via link
766-2. Policy server 770 1s also configured to receive
resource utilization data from and send policy instructions to
distribution station 7358 via link 767. Meters 754 are option-
ally configured to receive policy instructions or send utili-
zation data to policy server 770 via links 784 (and network
762) or via separate communication links (not shown).
Meters 754 are optionally configured to receive billing
instructions or send utilization data to billing server 774 via
links 784 (and network 762) or via separate communication
links (not shown). Billing server 774 1s also configured to
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receive resource utilization data from and send instructions
to network elements 1n network 762 via link 766-3. It should
be noted that links 780 can be implemented via a single
physical connection, but are 1llustrated as logically separate
for ease of description of the teachings herein. It should also
be noted that the functionality accorded by link 767 can be

implemented via link 766-1, network 762, and link 766-2
but are illustrated as logically separate for ease of descrip-
tion of the teachings herein.

With reference to FIG. 7, those skilled in the art will
recognize the system, apparatus, and method for dynamic
resource allocation can be applied to detect and regulate the
consumption of services throughout the distribution network
in a manner that mitigates the potential of exhaustion at a
given point within the distribution network given the con-
sumption and service profiles associated with a given end
point as monitored by meters 754.

It 1s to be understood that various aspects of the foregoing
methods can be stored on computer-readable media that,
when read by computing devices, causes those computing
devices to execute according to those methods.

While certain specific embodiments have been discussed,
it 1s to be reiterated that such embodiments are non-limiting
examples and that variations, subsets and/or combinations of

them are contemplated. The scope of the monopoly sought
1s defined by the claims attached hereto.

The mnvention claimed 1s:

1. A method for dynamic allocation of network resources
comprising;

recerving a service profile for each of a plurality of

devices sharing a network resource;

recerving a billing profile for each of said plurality of

devices:

generating a prioritization list defining an order of said

plurality of devices, based on said billing profiles and

on a billing history for each of said plurality of devices;

repeating:

receiving traflic profiles over said network resource for
said plurality of devices;

managing said network resource according to said
service profile and said billing profile 1f said network
resource 1s fully utilized by said trailic profiles; and,

selecting at least one of said devices based on said
prioritization list and

dynamically modifying at least one of said service profile

and said billing profile for said selected devices, 11 said
network resource 1s under-utilized by said traflic profile
or 1f said network resource would be over-utilized by
said trathic profiles;

until said plurality of devices no longer continue to share

said network resource; and

when said plurality of devices are no longer sharing said

network resource, clearing said prioritization list.

2. The method of claim 1 wherein said dynamically
modifying comprises increasing or reducing an overall bit-
rate cap or data volume cap 1n a service profile for at least
one of said devices.

3. The method of claim 2 wherein said dynamically
moditying further comprises increasing or decreasing a rate
or a charge 1n a billing profile for said at least one of said
devices.

4. The method of claim 1 wherein one of said devices at
a first end of said list 1s a first device to be subject to said
dynamically moditying 1f said network resource would be
under-utilized by said traflic profiles.
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5. The method of claaim 4 wherein said dynamically
moditying comprises increasing an overall bit-rate cap or
data volume cap for said one of said devices at said first end
of said list.
6. The method of claim 5 wherein said increasing fully
utilizes a remainder of a capacity of said network resource.
7. The method of claim 1 wherein one of said devices at
a first end of said list 1s a first device to be subject to said
dynamically moditying 1f said network resource would be
over-utilized by said traflic profiles.
8. The method of claim 7 wherein said dynamically
modifying comprises decreasing an overall bit-rate cap or
data volume cap for said one of said devices at said first end
of said list.
9. The method of claim 8 wherein said decreasing brings
said traflic profiles into alignment with full utilization of a
capacity of said network resource.
10. An apparatus for dynamic allocation of network
resources comprising:
a network intertace configured to recerve a service profile
for each of a plurality of devices sharing a network
resource and to receive a billing profile for each of said
plurality of devices; and
a processor connected to said network interface and
configured to generate a prioritization list defining an
order of said plurality of devices, based on said billing
profiles and on a billing history for each of said
plurality of devices;
said processor further configured to repeat:
receiving traflic profiles over said network resource for
said plurality of devices;

managing said network resource according to said
service profile and said billing profile 1f said network
resource 1s fully utilized by said trailic profiles; and,

selecting at least one of said devices based on said
prioritization list and dynamically modifying at least
one of said service profile and said billing profile for
said selected devices, 1 said network resource 1s
under-utilized by said traflic profile or if said net-
work resource would be over-utilized by said traflic
profiles;

until said plurality of devices no longer continue to share
sald network resource; and

said processor further configured, when said plurality of
devices are no longer sharing said network resource, to
clear said prioritization list.

11. The apparatus of claim 10 wherein said dynamically

modilying comprises increasing or reducing an overall bit-

rate cap or data volume cap 1n a service profile for at least
one of said devices.

12. The apparatus of claim 11 wherein said dynamically
modifying further comprises increasing or decreasing a rate
or a charge i a billing profile for said at least one of said
devices.

13. The apparatus of claim 10 wherein one of said devices
at a first end of said list 1s a first device to be subject to said
dynamically moditying 1f said network resource would be
over-utilized by said traflic profiles.

14. The apparatus of claim 10 wherein one of said devices
at a first end of said list 1s a first device to be subject to said
dynamically moditying 1f said network resource would be
under-utilized by said traflic profiles.

15. The apparatus of claim 10 wherein said apparatus 1s
incorporated mto a policy server that connects to said
devices via a public land mobile network infrastructure.
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16. The apparatus of claim 10 wherein said apparatus 1s
incorporated into a billing server that connects to said
devices via a public land mobile network infrastructure.

17. The apparatus of claim 10 wherein said network

> 1interface 1s configured to connect to a policy server and a
billing server that are each connectable to said devices via a
public land mobile network infrastructure.
18. A computer-implemented method for dynamic alloca-
tion of network vesources comprising:
grouping, by a computing system that includes one or
move cellular network elements, a plurality of comput-
ing devices sharing a cellular network vesource;
receiving a service profile for each of the plurality of
devices sharing the network vesource;
receiving a billing profile for each of said plurality of
devices;
generating a prioritization list defining an ovder of said
plurality of devices within the group, based on said
billing profiles and on a billing history for each of said
plurality of devices;
repeating, by the computing system:
determining and rveceiving traffic profiles indicating
attributes of curvent traffic activity over said network
resource by said plurality of devices;
managing said network resource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles; and,

selecting at least one of said devices based on said
prioritization list; and

dynamically modifving said service profile for the

selected devices, if said network vesource is under-
utilized by said traffic profiles or if said network
resource would be over-utilized by said traffic pro-
files, wherein the dynamic modification includes
automatically rveducing a maximum guarvanteed bit
rate to a lower guaranteed bit vate in vesponse to
contention for the shared network rvesource;
until said plurality of devices no longer continue to share
said network resource; and
when said plurality of devices are no longer sharing said
network vesource, clearing said prioritization list.
19. The method of claim 18, wherein the network resource
is a cellular base station.
20. The method of claim 18, wherein the network resource

is a back-haul link.
21. The method of claim 18, wherein the traffic profiles

over the network resource indicate: data rates, data vol-
umes, types of content, vadio access type, congestion infor-
mation, and device type.

22. The method of claim 18, whervein the dynamic modi-
fication further includes modifying a data volume cap.

23. The method of claim 18, wherein the dynamic modi-
fication further includes modifyving a rvestriction on one or
55 movre conlent types.

24. The method of claim 18, wherein the dynamic modi-
fication further includes modifyving a restriction on one or
more protocol types.

25. The method of claim 18, wherein the receiving the

60 service profile for each of the plurality of devices includes
one or more of : accessing a memory of the computing system
or receiving data via a network link.

26. The method of claim 18, whervein the dynamic modi-
fication is performed only if said network resource would be

65 over-utilized by said traffic profiles.

27. A method for dvramic allocation of network resources

COmprising.
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grouping, by a computing system of a cellular network, a
plurality of computing devices sharing a cellular net-
work resource;
receiving, by the computing system, a service profile for
each of the plurality of devices sharing the network >
resource;
receiving, by the computing system, a billing profile for
each of said plurality of devices;
generating, by the computing system, a priovitization list
defining an order of said plurality of devices, within the
group based on said billing profiles and on a billing
history for each of said plurality of devices;
repeating, by the computing system, until said plurality of
devices no longer continue to shave said network
resource.
receiving traffic profiles over said network resource for
said plurality of devices, wherein the traffic profiles
over said network resource indicate attributes of
data communicated by corresponding omnes of the >0
devices using the network vesource;

managing said network vesource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles; and,

selecting at least one of said devices based on said 25
prioritization list; and

dyvnamically modifying said service profile for said
selected devices, if said network vesource is under-
utilized by said traffic profile ov if said network
resource would be over-utilized by said traffic pro-
files, wherein the dynamically modifyving includes
modifving a restriction on communications for the at
least one of said plurality of devices;

managing said network vesource to accovding to at
least one dynamically modified service profile; and

when said plurality of devices are no longer sharving said
network resource, the computing system clearing said
prioritization list.
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receiving, by the computing system, a service profile for
each of the plurality of devices sharving the network
resource;
receiving, by the computing system, a billing profile for
each of said plurality of devices;
generating, by the computing system, a prioritization list
defining an order of said plurality of devices, based on
said billing profiles and on a billing history for each of
said plurality of devices;
repeating, by the computing system:
receiving traffic profiles that indicate attributes of cur-
vent traffic activity over said network resource for
each of said plurality of devices;
managing said network resource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles,
wherein the traffic profiles indicate data rates, data
volumes, and types of content for ones of said
plurality of devices; and,
selecting at least one of said devices based on said
prioritization list and
dynamically modifving said service profile for said at
least one selected devices, if said network resource is
under-utilized by said traffic profiles or if said net-
work resource would be over-utilized by said traffic
profiles wherein the dynamic modification includes:
automatically reducing a maximum guaranteed bit
rate to a lower guaranteed bit rate in vesponse to
contention for the shared network resource; and
adjusting a restrviction on one or more multimedia
content types in response to contention for the
shared network resource;
until said plurality of devices no longer continue to share
said network resource; and
when said plurality of devices arve no longer sharing said
network resource, the computing system clearing said

prioritization list.
35. The method of claim 34, wherein the rveceiving the

service profile for each of the plurality of devices includes

28. The method of claim 27, wherein the network resource 40 one or more of: accessing a memory of the computing system

is a cellular base station or a back-haul link.
29. The method of claim 28, wherein the traffic profiles

over the network rvesource indicate: wherein the traffic
profiles over the network resource indicate: data rates, data

or receiving data via a network link

36. The method of claim 34, wherein the dynamic modi-

fication is performed if said network resource would be
over-utilized by said traffic profiles and not if said network

volumes, types of content, radio access type, congestion 45 resource would be under-utilized by said traffic profiles.

information, and device type.

30. The method of claim 27, wherein the dynamic modi-
fication includes: modifving a data rate cap, modifving a
data volume cap, modifying a vestriction on one or more
content types, and modifving a vestriction on one ov more 50
protocol types.

31. The method of claim 27, wherein the dynamic modi-
fication includes modifving a restriction on video content.

32. The method of claim 27, wherein the receiving the
service profile for each of the plurality of devices includes 55
one or more of. accessing a memory of the computing system
or receiving data via a network link.

33. The method of claim 27, wherein the dvnamic modi-
fication is performed if said network rvesource would be
over-utilized by said traffic profiles and not if said network 60
resource would be under-utilized by said traffic profiles.

34. A method for dynamic allocation of network resources
COMpPrising:

grouping, by a computing system of a cellular network, a

plurality of computing devices sharing a cellular net- 65
work resource, wherein the cellular network resource is
a base station or a back-haul link;

37. An apparatus for dynamic allocation of network

resources in a cellular network comprising:

a network interface configured to veceive a service profile
for each of a plurality of devices sharving a harvdware
network resource and to receive a billing profile for
each of said plurality of devices; and
a processor comnnected to said network interface and
configured to group the plurality of devices sharing the
cellular network resources and generate a prioritiza-
tion list defining an ovder of said plurality of devices
within the group, based on said billing profiles and on
a billing history for each of said plurality of devices;
wherein said processor further configured to repeat:
receiving traffic profiles over said network resource for
said plurality of devices;

managing said network rvesource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles; and,

selecting at least one of said devices based on said
prioritization list;, and

dynamically modifying said service profile for said
selected devices, if said network vesource is under-
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utilized by communications corresponding to said
traffic profiles or if said network resource would be
over-utilized by communications corresponding to
said traffic profiles wherein the dynamically modify-
ing includes modifying a restriction on communica-
tions for the at least one of said plurality of devices;
until said plurality of devices no longer continue to share
said network resource; and
wherein said processor is further configured, when said
plurality of devices ave no longer sharing said network
resource, to clear said prioritization list.
38. The apparatus of claim 37, whevein the restriction on
communications is a guaranteed bit rate.
39. The apparatus of claim 37, whervein the network
resource is one of a cellular base station or a backhaul link.
40. The apparatus of claim 37, wherein the processor is
configured to perform the dynamic modification only if said
network resource would be over-utilized by said traffic
profiles.
41. A computer-implemented method for dynamic alloca-
tion of network resources comprising:
grouping, by a computing system that includes one or
morve cellular network elements, a plurality of comput-
ing devices sharing a cellular network vesource;
receiving a service profile for each of the plurality of
devices sharing the network vesource;
receiving a billing profile for each of said plurality of
devices;
generating a priovitization list defining an ovder of said
plurality of devices within the group, based on said
billing profiles and on a billing history for each of said
plurality of devices;
repeating, by the computing system:
receiving predetermined traffic profiles indicating attri-
butes of current traffic activity over said network
resource by said plurality of devices;
managing said network vesource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles; and,
selecting at least one of said devices based on said
prioritization list; and
dynamically modifyving said service profile for the
selected devices, if said network vesource is under-
utilized by said traffic profiles or if said network
resource would be over-utilized by said traffic pro-
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files, wherein the dynamic modification includes
automatically veducing a maximum guavanteed bit
rate to a lower guaranteed bit vate in vesponse to
contention for the shared network resource;
until said plurality of devices no longer continue to share
said network resource; and
when said plurality of devices arve no longer sharing said
network resource, clearing said prioritization list.
42. A computer-implemented method for dynamic alloca-
tion of network rvesources comprising:
grouping, by a computing system that includes one or
move cellular network elements, a plurality of comput-
ing devices sharing a cellular network resource;
receiving a service profile for each of the plurality of
devices sharing the network vesource;
receiving a billing profile for each of said plurality of
devices;
generating a prioritization list defining an order of said
plurality of devices within the group, based on said
billing profiles and on a billing history for each of said
plurality of devices;
repeating, by the computing system:
determining and rveceiving traffic profiles indicating
attributes of curvent traffic activity over said network
resource by said plurality of devices;
managing said network rvesource according to said
service profile and said billing profile if said network
resource is fully utilized by said traffic profiles; and,
selecting at least one of said devices based on said
prioritization list; and
dynamically modifving at least one of said service

profile and said billing profile for the selected
devices, if said network resource is under-utilized by
said traffic profiles or if said network resource would
be over-utilized by said traffic profiles, wherein the
dyvnamic modification includes automatically veduc-
ing a maximum guaranteed bit vate to a lower
guaranteed bit rate in vesponse to contention for the
shared network resource;
until said plurality of devices no longer continue to share
said network resource; and
when said plurality of devices are no longer sharing said
network vesource, cleaving said priovitization list.
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