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METHOD, APPARATUS AND COMPUTER
PROGRAM PRODUCT FOR CREATING A
WIRELESS DOCKING GROUP

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE 10O RELATED
APPLICATION

This application is a veissue application of U.S. applica-
tion Ser. No. 13/088,621, filed Apr. 18, 2011, now U.S. Pat.

No. 8,554,970, issued Oct. 8, 2013, incorporated hervein by

reference in its entirety.

FIELD

The field of the invention relates to wireless communi-
cation, and more particularly to creating a wireless docking
group within a wireless environment.

BACKGROUND

Modern society has adopted, and 1s becoming reliant
upon, wireless communication devices for various purposes,
such as connecting users of the wireless communication
devices with other users. Wireless communication devices
can vary from battery powered handheld devices to station-
ary household and/or commercial devices utilizing an elec-
trical network as a power source. Due to rapid development
of the wireless communication devices, a number of areas
capable of enabling entirely new types ol communication
applications have emerged.

Cellular networks {facilitate commumnication over large
geographic areas. These network technologies have com-
monly been divided by generations, starting 1n the late 1970s
to early 1980s with first generation (1G) analog cellular
telephones that provided baseline voice communications, to
modern digital cellular telephones. GSM 1s an example of a
widely employed 2G digital cellular network communicat-
ing in the 900 MHZ/1.8 GHZ bands in Europe and at 850
MHz and 1.9 GHZ 1n the United States. While long-range
communication networks, like GSM, are a well-accepted
means for transmitting and receiving data, due to cost, tratlic
and legislative concerns, these networks may not be appro-
priate for all data applications.

Short-range communication technologies provide com-
munication solutions that avoid some of the problems seen
in large cellular networks. Bluetooth™ 1s an example of a
short-range wireless technology quickly gaining acceptance
in the marketplace. In addition to Bluetooth™ other popular
short-range communication technologies include Blu-

ctooth™ Low Energy, IEEE 802.11 wireless local area

network (WLAN), Wireless USB (WUSB), Ultra Wide-
band (UWB), ZigBee (Ijjﬁ 802.15.4, IEEE 802.15.4a), and
ultra high frequency radio frequency identification (UHF
RFID) technologies. All of these wireless communication
technologies have features and advantages that make them
appropriate for various applications.

Traditionally, docking station hardware has been used to
plug 1n a laptop computer for use as a desktop computer, and
to directly connect 1t with peripherals such as a momnitor,
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2

keyboard, and other common peripherals. Currently there
are no standards for configuring an entire wireless docking

environment. An individual peripheral may be wirelessly
connected to a mobile device by means of manual or
semi-automatic configuration. However, manually configur-
ing a mobile device with multiple peripherals 1n a wireless
docking environment, including wireless device discovery,
selection, and connectivity setup, 1S a cumbersome task
requiring technical expertise and may generally the result in
a less than optimal wireless connectivity between the
devices.

SUMMARY

Method, apparatus, and computer program product
embodiments are disclosed to enable simplified configuring
of a wireless docking group for wireless devices by allowing
a wireless device to communicate 1ts capabilities and char-
acteristics of one or more wireless devices within a wireless
docking group, using a new Wireless Docking Protocol to a
wireless docking station that will use that information and
the Wireless Docking Protocol to define an optimal set of
connections for wireless devices 1 the wireless docking
group.

An example embodiment of the mnvention includes a
method comprising the steps of

forming a communication link between a wireless dock-
ing station and a dockee device;

receiving, by the docking station, from the dockee device,
information about the dockee device’s capabilities and char-
acteristics of one or more wireless devices within a wireless
docking group;

defining, by the docking station, one or more optimal
connections for one or more of the wireless devices 1n the
wireless docking group, based on the recerved information;
and

transmitting, by the docking station, to the dockee device,
information to enable formation of the one or more optimal
connections for the one or more devices in the wireless
docking group.

An example embodiment of the invention further com-
prises a method for wireless docking, wherein the informa-
tion 1s communicated using a docking protocol.

An example embodiment of the invention further com-
prises a method for wireless docking, wherein the wireless
docking station joins an infrastructure network having an
access point, and forms a peer-to-peer connection with the
dockee device.

An example embodiment of the mvention further com-
prises a method for wireless docking, by forming direct
connections by the wireless docking station, with at least one
of the one or more devices, based on the defined optimal
connections.

An example embodiment of the invention further com-
prises a method for wireless docking, wherein the commu-
nication link with the dockee device 1s a Wi-F1 direct
network.

An example embodiment of the invention further com-
prises a method for wireless docking, wherein the commu-
nication link with the dockee device 1s a Tunneled Direct
Link Setup connection.

In an example embodiment of the mnvention, a computer
program product comprising computer executable program
code recorded on a computer readable, non-transitory stor-
age medium, the computer executable program code, when
executed by a computer processor, performing the steps 1n
the example methods recited above.



US RE47,643 E

3

In an example embodiment of the invention, an apparatus,
COmMprises:

at least one processor;

at least one memory including computer program code;

the at least one memory and the computer program code
configured to, with the at least one processor, cause the
device at least to:

form a communication link with a dockee device;

receive from the dockee device, information about the
dockee device’s capabilities and characteristics of one or
more wireless devices within a wireless docking group;

define one or more optimal connections for one or more

ol the wireless devices 1n the wireless docking group, based
on the received information; and

transmit to the dockee device, information to enable
formation of the one or more optimal connections for the one
or more devices in the wireless docking group.

An example embodiment of the invention includes a
method comprising the steps of

forming a communication link between a wireless dock-
ing station and a dockee device;

transmitting, by the dockee device to the docking station,
information about the dockee device’s capabilities and char-
acteristics of one or more wireless devices within a wireless
docking group; and

receiving, by the dockee device from the docking station,
information to enable formation of the one or more optimal
connections for the one or more devices in the wireless
docking group.

An example embodiment of the invention further com-
prises a method for wireless docking, wherein the informa-
tion 1s communicated using a docking protocol.

An example embodiment of the invention wherein the
method further comprises forming, by the dockee device,
one or more wireless connections with one or more other
devices based on the received information.

In an example embodiment of the mnvention, a computer
program product comprising computer executable program
code recorded on a computer readable, non-transitory stor-
age medium, the computer executable program code, when
executed by a computer processor, performing the steps 1n
the example methods recited above.

In an example embodiment of the invention, an apparatus,
COmMprises:

at least one processor;

at least one memory including computer program code;

the at least one memory and the computer program code
configured to, with the at least one processor, cause the
device at least to:

form a communication link between the apparatus and a
wireless docking station;

transmit to the docking station, information about the
apparatus’ capabilities and characteristics of one or more
wireless devices within a wireless docking group; and

receive from the docking station, information to enable
formation of the one or more optimal connections for the one
or more devices 1n the wireless docking group.

The resulting example embodiments enable simplified
configuring ol a wireless docking environment for wireless
devices, a consistent and easier user experience, fewer steps
for a user to setup Wi-F1 connectivity, no need for a user to
understand the details of Wi-F1 connection setup, and more
optimal Wi-Fi connectivity settings.

DESCRIPTION OF THE FIGURES

FIG. 1A 1s an example embodiment of a Dockee device A
comprising a single Wi-F1 communications protocol stack
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operating 1 Wi-F1 Direct mode, and an example wireless
Docking Station device F comprising a dual Wi-Fi commu-
nications protocol stack operating in Wi-F1 Direct and
Infrastructure modes, performing a wireless docking proce-
dure over a Wi-F1 Direct communication connection,
according to an embodiment of the present invention.

FIG. 1B 1s an example embodiment of a Dockee device A
comprising a WLAN communications protocol stack and a
Tunneled Direct Link Setup communications protocol stack
and an example wireless Docking Station device F compris-
ing a WLAN communications protocol stack and a Tunneled
Direct Link Setup communications protocol stack, perform-
ing a wireless docking procedure over a Tunneled Direct
Link Setup communication connection, according to an
embodiment of the present invention.

FIG. 1C 1s an example embodiment of a Dockee device
A" comprising a dual Wi-F1 communications protocol stack
operating 1n Wi-Fi Direct and Infrastructure modes and an
example wireless Docking Station device F comprising a
dual Wi-F1 communications protocol stack operating in
Wi-F1 Direct and Infrastructure modes, performing a wire-
less docking procedure over a Wi-Fi Direct communication
connection, according to an embodiment of the present
invention.

FIG. 1D 1s an example embodiment of the Dockee device
A" of FIG. 1C, comprising an example dual radio embodi-
ment with the dual Wi-F1 communications protocol stack.
One protocol stack operates 1n Wi-F1 Direct mode. The other
protocol stack operates 1n Infrastructure mode. Each proto-
col stack has its respective digital baseband transmission
path outputting 1ts signal to the radio. On the receive side,
the respective radio outputs the received signal to the digital
baseband transmission path of the respective protocol stack,
according to an embodiment of the present invention.

FIG. 2A 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
having a single Wi-F1 stack supporting Wi-Fi1 Direct and
Infrastructure operation modes, connected as a client to an
access point, and a single stack printer that supports Wi-Fi
Protected setup, which 1s also connected to the access point,
the transformation creating a wireless docking environment
by means of a Docking Station having a dual Wi-F1 stack
supporting Wi-F1 Direct and Infrastructure operation modes,
performing a wireless docking procedure to create the
wireless docking environment, with the mobile phone 1n the
role ol a Dockee, the printer as a peripheral, and the access
point providing Wi-F1 connectivity in the environment,
according to an embodiment of the present invention.

FIG. 2B 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
having a dual protocol stack supporting TDLS and Infra-
structure operation modes, with a WLAN communications
protocol stack and a Tunneled Direct Link Setup commu-
nications protocol stack, connected as a client to an access
point, and a single stack printer that supports Wi-F1 Pro-
tected setup, which 1s also connected to the access point, the
transformation creating a wireless docking environment by
means of a Docking Station having a dual protocol stack
supporting TDLS and Infrastructure operation modes, with
a WLAN communications protocol stack and a Tunneled
Direct Link Setup communications protocol stack, perform-
ing a wireless docking procedure to create the wireless
docking environment, with the mobile phone 1n the role of
a Dockee, the printer as a peripheral, and the access point
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providing Wi-F1 connectivity 1n the environment, according,
to an embodiment of the present invention.

FIG. 2C 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
having a dual Wi-F1 communications protocol stack sup-
porting Wi-F1 Direct and Infrastructure operation modes,
connected as a client to an access point, and a single stack
printer that supports Wi-F1 Protected setup, which 1s also
connected to the access point, the transformation creating a
wireless docking environment by means of a Docking
Station having a dual Wi-F1 communications protocol stack
supporting Wi-Fi1 Direct and Infrastructure operation modes,
performing a wireless docking procedure to create the
wireless docking environment, with the mobile phone 1n the
role of a Dockee, the printer as a peripheral, and the access
point providing Wi-F1 connectivity 1 the environment,
according to an embodiment of the present invention.

FIG. 2D 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
network configuration of a mobile phone having a single
Wi-F1 stack supporting Wi-F1 Direct and Infrastructure
operation modes, connected to a single stack printer that
supports Wi-F1 Direct, the transformation creating a wireless
docking environment by means of a Docking Station having
a dual Wi-F1 stack supporting Wi-F1 Direct and Infrastruc-
ture operation modes, performing a wireless docking pro-
cedure to create the wireless docking environment, with the
mobile phone in the role of a Dockee, the printer as a
peripheral, and the Docking Station providing Wi-F1 con-
nectivity 1n the environment, according to an embodiment of
the present imvention.

FIG. 2E 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
having a dual Wi-F1 communications protocol stack sup-
porting Wi-F1 Direct and Infrastructure operation modes,
connected as a client to an access point, connected to a single
stack printer that supports Wi-Fi Direct, the transformation
creating a wireless docking environment by means of a
Docking Station having a dual Wi-F1 communications pro-
tocol stack supporting Wi-F1 Direct and Infrastructure opera-
tion modes, performing a wireless docking procedure to
create the wireless docking environment, with the mobile
phone 1n the role of a Dockee, the printer as a peripheral, and
the access point providing Wi-F1 connectivity in the envi-
ronment, according to an embodiment of the present inven-
tion. The printer 100E 1s shown having a Wi-Fi Direct link
224 to the Docking station 100F.

FIG. 2F 1s a wireless network diagram of an example
embodiment, showing the creation of a wireless docking
environment by means of a Docking Station having a dual
Wi-F1 stack supporting Wi-F1 Direct and Infrastructure
operation modes, performing a wireless docking procedure
to create the wireless docking environment that includes a
mobile phone having a single Wi-F1 stack supporting Wi-Fi
Direct and Infrastructure operation modes, which assumes
the role of a Dockee, the mobile phone/Dockee forwarding
a user indication to the Docking Station that a single stack
printer that supports Wi-F1 Direct 1s to be included in the
wireless docking environment, the Docking Station provid-
ing Wi-F1 connectivity in the environment, according to an
embodiment of the present invention.

FIG. 2G 1s a wireless network diagram of an example
embodiment, showing the creation of a wireless docking
environment by means of a Docking Station having a dual
Wi-F1 stack supporting Wi-F1 Direct and Infrastructure
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operation modes, performing a wireless docking procedure
to create the wireless docking environment that includes a

mobile phone having a dual Wi-F1 communications protocol
stack supporting Wi-F1 Direct and Infrastructure operation
modes, connected as a client to an access point, the mobile
phone assuming the role of a Dockee, the mobile phone/
Dockee forwarding a user indication to the Docking Station
that a single stack printer that supports Wi-F1 Direct 1s to be
included in the wireless docking environment, the mobile
phone/Dockee providing Wi-F1 connectivity in the environ-
ment, according to an embodiment of the present invention.
The printer 100E 1s shown having a Wi-F1 Direct link 232 to
the Docking station 100F.

FIG. 3 1s an example embodiment of a sequence diagram
of the Docking Station performing the Wireless Docking
Protocol procedure to create the wireless docking environ-
ment with the Dockee device, as shown 1n FIGS. 2A to 2G,
according to an embodiment of the present invention.

FIG. 4 1s an example flow diagram of operational steps of
an example embodiment of the Wireless Docking Protocol
procedure to create the wireless docking environment, as
shown 1n FIGS. 2A to 2G, according to an embodiment of
the present mnvention.

FIGS. 5A to SE are, collectively, an example tflow diagram
of operational steps of an example embodiment of the
Wireless Docking Protocol procedure in the Docking Sta-
tion, to define the Wi-Fi connectivity settings for a periph-
eral device in a wireless docking environment, using the
network configuration program, according to an embodi-
ment of the present invention.

FIG. 6 1s an example flow diagram of operational steps of
an example embodiment of the Wireless Docking Protocol
procedure 1n the Dockee device, to transmit to the docking
station, 1nformation i1t has gathered about the dockee
device’s capabilities and characteristics of one or more
wireless devices within a wireless docking group; and
receive from the docking station, information to enable
formation of the one or more optimal connections for the one
or more devices 1n the wireless docking group, according to
an embodiment of the present invention.

DISCUSSION OF EXAMPLE EMBODIMENTS
OF THE INVENTION

Wi-F1 refers to the family of related IEEE 802.11 speci-
fications that specily methods and techniques of wireless
local area network (WLAN) operation. Examples include
the IEEE 802.11b and 802.11g wireless local area network
specifications, which have been a staple technology for
traditional Wi-F1 applications in the 2.4 GHz ISM band.
Emerging broadband applications have stimulated interest 1in
developing very high-speed wireless networks for short
range communication, for example, the IEEE 802.11n, the
planned IEEE 802.11ac, and the p]ElI]Il@C, IEEE 802.11 ad
WLAN spec1ﬁcat10ns that are to provide a very high
throughput 1n higher frequency bands. Wi-F1 applications
include 802.11 products such as consumer electronics, tele-
phones, personal computers, and access points for both for
home and small office.

In an example application of Wi-Fi, a wireless router may
be connected through a cable modem or DSL modem to the
Internet and serves as a wireless access point for personal
computers equipped with a wireless network interface card
and for other wireless devices such as wireless repeaters
using a Wi-Fi1 standard. Setting up a wireless router Wi-Fi
network includes configuring the nodes of the network with
security features enabled by the Wi-F1 network standard.

L_.L
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Conventional Wi-F1 networks include an access point to
which are connected one or more computers and peripheral
devices by wired and wireless connections. Wi-F1 networks
are typically set up as infrastructure networks, where the
access point 1s a central hub to which Wi-Fi1 capable devices 5
are connected. The devices do not communicate directly
with one another, but communicate indirectly through the
access point.

Network setup has been simplified by the Wi-F1 Protected
Setup™ system that 1s included 1n most access points. The 10
Wi-Fi1 Alliance published the Wi-F1 Protected Setup (WPS)
specification 1.0, Wi-Fi Protected Setup Specification, Ver-
sion 1.0h, December 2006 (incorporated herein by refer-
ence). The Wi-F1 Simple Configuration (WSC) Specifica-
tion, Version 2.0, Dec. 20, 2010, (incorporated herein by 15
reference), updates the Wi-F1 Protected Setup Specification,
Version 1.0h. The acronym WSC, for Wi-F1 Simple Con-
figuration Specification, may be used interchangeably with
the acronym WPS, for Wi-F1 Protected Setup. Wi-Fi Pro-
tected Setup {facilitates the initial setting up of 802.11 20
devices 1n a Wi-F1 infrastructure network so that they may
be more easily configured with security features and so that
that new Wi-Fi devices may be added to the network. Wi-Fi
Protected Setup allows access points to be set up by entering
a PIN. The Protected Setup system uses this information to 25
send data to a computer connected to the access point, to
complete the network setup. Wi-Fi1 Protected Setup defines
new 802.11 information elements (IE) that are included in
beacons, probe requests and probe responses. The purpose
of these IEs 1s to advertise the presence of devices that are 30
capable of performing Wi-F1 Protected Setup operations.

The Wi-F1 Protected Setup 1.0 standard defines three
types of components in a network: a Registrar, an Enrollee,
and an Access Point (AP). A Registrar 1s a component with
the authority to 1ssue and revoke credentials to a network. A 35
Registrar may be integrated into an AP or 1t may be separate
from the AP. An Enrollee 1s a component seeking to join a
wireless LAN network. An Authenticator 1s an AP function-
ing as a proxy between a Registrar and an Enrollee. A
Registrar wireless device configures the Enrollee wireless 40
device, and the AP acts as an Authenticator to proxy the
relevant messages between the Registrar and the Enrollee.
The messages exchanged in the session are a series of
Extensible Authentication Protocol (EAP) request/response
messages, ending with the Enrollee reconnecting to the 45
network with 1ts new configuration. EAP 1s an authentication
framework defined 1n RFC 5247, for providing the transport
and usage of keying material and parameters needed to
establish a secure Wi-F1 network. The Wi-F1 Simple Con-
figuration Specification, Version 2.0, Dec. 20, 2010, (incor- 50
porated herein by reference), updates the Wi-F1 Protected
Setup Specification, Version 1.0h.

A standalone AP that supports Wi-Fi Protected Setup,
includes a built-in Registrar and does not use an external
Registrar. In initial WLAN setup with Wi-F1 Protected 55
Setup, when mitializing in a standalone mode, a Wi-Fi1
Protected Setup AP automatically chooses a random SSID
and channel. A standalone AP that includes a Wi-F1 Pro-
tected Setup Registrar, 1ssues keys to Enrollees via the
Registration Protocol. 60

When an Enrollee 1s 1nitialized, it looks for Beacons from
APs and sends probe-requests with the WSC information
clement (IE) into either selected networks or into each
network sequentially. It may also send probe-requests to
cach 802.11 channel with the WSC IE included. It looks for 65
the WSC IE in probe-responses that it receives and can
engage with one or more Registrars to further discover
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Registrar capabilities and to see 1f the user has selected a
Registrar. The Enrollee may continue looking for selected
Registrar flags in Beacons, probe-responses and any M2
messages and may cease scanning when it finds a Registrar
indicating that it 1s prepared to configure the Enrollee.

The following example describes an example in-band
setup procedure using Wi-Fi Protected Setup for adding
Member devices using a Standalone AP/Registrar. The user
may convey the Enrollee’s device password to the AP/Reg-
istrar using keyboard entry or an out-of-band channel with
NFC Connection Handover. This example does not show the
exchange of preliminary M1 and M2D messages that may
take place after the probe message exchange, because the
Enrollee may be waiting for the user to configure the
AP/Registrar with the Enrollee’s device password.

1. The Enrollee sends 1ts Discovery data 1n a probe request
to a W1-F1 Protected Setup AP or ad hoc wireless Registrar.
The AP or wireless Registrar responds with 1ts own Discov-
ery data in the probe response.

2. The user may be prompted to enter the Enrollee’s
device password mnto the AP/Registrar using a keypad
interface or an out-oi-band channel.

3. The Enrollee connects and initiates the IEEE 802.1X
port-based Network Access Control procedure for port-
based authentication.

4. The Enrollee and Registrar exchange messages M1-MS
to provision the Enrollee.

5. The Enrollee disassociates and reconnects, using its
new WLAN authentication Credential. The Enrollee 1s now
connected to the network with 1ts new configuration.

The Wi-F1 Alliance has developed a Wi-Fi Peer-to-Peer
technology named Wi-Fi1 Direct™ that 1s specified in the
Wi-F1 Alliance Peer-to-Peer Specification, October 2010
(incorporated herein by reference). Wi-F1 Direct, 1s also
referred to herein as Wi-F1 Peer-to-Peer or Wi-F1 P2P. Wi-Fi
Direct enables IEEE 802.11a, g, or n devices to connect to
one another, peer-to-peer, without prior setup or the need for
wireless access points. Wi-Fi Direct embeds a software
access point into any device, which provides a version of
Wi-F1 Protected Setup. When a device enters the range of the
Wi-F1 Direct host, 1t can connect to 1t and then gather setup
information using a Wi-F1 Protected Setup transfer. Devices
that support Wi-F1 Direct may discover one another and
advertise available services. Wi-F1 Direct devices support
typical Wi-Fi1 ranges and the same data rates as can be
achieved with an 802.11a, g, or n inirastructure connection.
When a device enters the range of the Wi-F1 Direct host, 1t
may connect to i1t using the existing protocol, and then gather
setup information using a Wi-F1 Protected Setup 2.0 transfer.

Wi-F1 Direct-certified devices may create direct connec-
tions between Wi-F1 client devices without requiring the
presence of a traditional Wi-F1 infrastructure network of an
access point or router. Wi-F1 Direct-certified devices support
connection with existing legacy Wi-F1 devices using the
IEEE 802.11a/g/n protocols. Wi-F1 Direct Device Discovery
and Service Discovery features allow users to identily
available devices and services before establishing a connec-
tion, for example, discovering which Wi-F1 networks have a
printer. Wi-F1 Direct devices may use Wi-Fi Protected Setup
to create connections between devices.

A Wi-Fi1 Direct device 1s capable of a peer-to-peer con-
nection and may support either an infrastructure network of
an access point or router or a peer-to-peer (P2P) connection.
Wi-F1 Direct devices may join infrastructure networks as
stations (STAs) and may support Wi-F1 Protected Setup
enrollee functionality. Wi-F1 Direct devices may connect by
forming Groups in a one-to-one or one-to-many topology.
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The Groups functions 1n a manner similar to an infrastruc-
ture basic service set (BSS). A single Wi-F1 Direct device
will be the Group Owner (GO) that manages the Group,
including controlling which devices are allowed to join and
when the Group 1s started or terminated. The Group Owner
(GO) will appear as an access point to legacy clients devices.

Wi-F1 Direct devices mnclude a Wi-F1 Protected Setup
Internal Registrar functionality and communication between
Clients 1n the Group. Wi-F1 Direct devices may be a Group
Owner (GO) of a Group and may be able to negotiate which
device adopts this role when forming a Group with another
Wi-Fi1 Direct device. A Group may include both Wi-Fi Direct
devices and legacy devices (1.e., that are not compliant with
the Wi-F1 Alliance Peer-to-Peer Specification). Legacy
Devices can only function as Clients within a Group.

Wi-F1 Direct devices may support Discovery mecha-
nisms. Device Discovery 1s used to identily other Wi-Fi
Direct devices and establish a connection by using a scan
similar to that used to discover infrastructure access points.
If the target 1s not already part of a Group, a new Group may
be formed. If the target i1s already part of a Group, the
searching Wi-Fi Direct device may attempt to join the
existing Group. Wi-F1 Protected Setup may be used to obtain
credentials and authenticate the searching Wi-F1 Direct
device. Wi-F1 Direct devices may include Service Discovery
that enables the advertisement of services supported by
higher layer applications to other Wi-F1 Direct devices.
Service Discovery may be performed at any time (e.g. even
before a connection 1s formed) with any other discovered
Wi-F1 Direct device.

A Group may be created by a single Wi-Fi Direct device,
such as when connecting a legacy device. When forming a
connection between two Wi-Fi Direct devices, a Group may
be formed automatically and the devices may negotiate to
determine which device 1s the Group Owner. The Group
Owner may decide 11 this 1s a temporary (single instance) or
persistent (multiple, recurring use) Group. After a Group 1s
formed, a Wi-F1 Direct device may invite another Wi-Fi
Direct device to join the Group. The decision of whether or
not to accept an invitation may be left to the invited Wi-Fi
Direct device.

Concurrent Wi-F1 Direct Devices may participate in mul-
tiple Groups, simultaneously, each group requires own Wi-
Fi1 stack. A Wi-Fi1 Direct Device that may be in a Group while
maintaining a WLAN 1nfrastructure connection at the same
time 1s considered a Concurrent Device. This 1s a typical
dual stack case, as presented in FIGS. 2C, 2E and 2G. For
example, a laptop connected directly to a printer while
simultaneously using a WLAN connection 1s operating as a
Concurrent Device. Concurrent connections may be sup-
ported by a single radio and may support connections on
different channels. Concurrent operation may be supported
by multiple protocol stacks, for example, one for operation
as a WLAN-STA and one for operating as a Wi-F1 Direct
device. For example, two separate physical MAC entities
may be maintained, each associated with its own PHY entity,

or they may use a single PHY entity supporting two virtual
MAC entities.

The Wi-F1 Peer-to-Peer Techmical Specification vl.1,
2010 published by the Wi-Fi1 Alliance, provides for provi-
sioning 1n Wi-Fi Direct networks. Provisioning 1s a phase of
peer-to-peer group formation in which credentials for the
peer-to-peer group are exchanged based on the use of Wi-Fi
Simple Configuration. Credentials are information that 1s
required to join a peer-to-peer group as defined 1n the Wi-Fi
Simple Configuration Specification.
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To allow for peer-to-peer device configuration, peer-to-
peer devices may delay starting the provisioning phase until
the expiration of the larger of the peer-to-peer group owner’s
(GO) configuration time and the peer-to-peer client’s client
configuration time, based on respective configuration tim-
cout attributes exchanged during a preceding group owner
negotiation.

The peer-to-peer device selected as peer-to-peer group
owner (GO) during group owner negotiation may start a
peer-to-peer group session using the credentials it intends to
use for that group. The peer-to-peer group owner (GO) may
use the operating channel indicated during group owner
negotiation, i1f available. The peer-to-peer client may con-
nect to the peer-to-peer group owner to obtain credentials. I
the operating channel 1s not available the peer-to-peer group
owner may use another channel from a channel list attribute
sent 1n the group owner negotiation confirmation frame. The
peer-to-peer client may have to scan to find the peer-to-peer
group owner if the intended operating channel 1s not avail-
able. A group formation bit 1n a peer-to-peer group capabil-
ity bitmap of the peer-to-peer capability attribute may be set
to one until provisioning succeeds.

Provisioning may be executed in Wi-Fi Direct networks,
as described 1n the Wi-F1 Simple Configuration (WSC)
Specification, Version 2.0, Dec. 20, 2010: The peer-to-peer
group owner (GO) may serve the role as the access point
with an internal registrar. It will only allow association by
the peer-to-peer device that 1t 1s currently with 1n a group
formation. Since the user has entered the WSC PIN or
triggered the WSC pushbutton functionality on both devices,
the registrar may send an m2 message 1n response to an ml
message. The peer-to-peer client may serve the role as the
STA enrollee. It may associate to the peer-to-peer device that
it 1s currently with in the group formation.

If provisioning fails, then group formation ends and the
peer-to-peer group owner (GO) may end the peer-to-peer
group session. If provisioning fails, the peer-to-peer device
may retry group formation or return to device discovery. On
successiul completion of provisioning 1 Wi-F1 Direct net-
works, the peer-to-peer group owner (GO) may set the group
formation bit 1n the peer-to-peer group capability bitmap of
the peer-to-peer capability attribute to zero. At this point the
peer-to-peer client may join the peer-to-peer group 1in the
Wi-F1 Direct network, using the credentials supplied during
provisioning.

A next generation IEEE 802.11 WLAN standard 1s being
currently developed as the IEEE 802.11 TGz standard,
which includes the feature of Tunneled Direct Link Setup
(TDLS) with Channel Switching. This feature enables two
mobile wireless devices (STAs) 1n an infrastructure BSS to
directly exchange frames of data over a direct data transfer
link, without requiring the access point (AP) in the infra-
structure BSS to relay the frames.

One of the methods provided by the Wi-F1 Simple Con-
figuration Specification, Version 2.0, Dec. 20, 2010, (incor-
porated herein by reference), 1s the Near-Field Communi-
cation (NFC) method, mm which the user brings a new
wireless client device (STA) close to an access point (AP) or
Registrar of the Network to allow near field communication
between the devices.

Near field communication technologies, such as radio
frequency 1dentification (RFID) technologies, comprise a
range of RF transmission systems, for example standardized
and proprietary systems for a large number of different
purposes, such as product tagging for inventory handling
and logistics, theft prevention purposes at the point of sale,
and product recycling at the end of the life-cycle of the

L1
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tagged product. In addition to RFID technologies, Near
Field Communication (NFC) technology has recently
evolved from a combination of existing contactless 1denti-
fication and interconnection technologies. NFC 1s both a
“read” and “‘write” technology. Communication between
two NFC-compatible devices occurs when they are brought
within close proximity of each other: A simple wave or touch
can establish an NFC connection, which 1s then compatible
with other known wireless technologies, such as Blu-
ctooth™ or wireless local area network (WLAN).
Near-field communication (NFC) technology used 1n the
Wi-Fi Protected Setup (WPS) standard, communicates
between two NFC Devices or between an NFC Device and
an NFC Tag via magnetic field induction, where two loop
antennas are located within each other’s near field, ellec-
tively energizing a wireless contact by forming an air-core
transformer. An example NFC radio operates within the
unlicensed radio frequency ISM band of 13.56 MHz, with a
bandwidth of approximately 2 MHz over a typical distance
of a few centimeters. The NFC radio may be aflixed to a new
wireless client device (STA) and the user brings the NFC
radio on the device close to an access point (AP) or Registrar
of the Network to allow near field communication between
the devices. NFC technology 1s an extension of the ISO/IEC
14443 proximity-card standard (incorporated herein by ret-
erence) for contactless smartcards and radio frequency ID
(RFID) devices, which combines the interface of a contact-
less smartcard and a reader 1nto a single device, and uses the
ISO/IEC 18092 NFC commumnication standard (incorporated
herein by reference) to enable two-way communication. An
NFC radio may communicate with both existing ISO/IEC
14443 contactless smartcards and readers, as well as with
other NFC devices by using ISO/IEC 18092. The NFC

Forum™, a non-profit industry association, has released
specifications that enable different operation modes called:
tag emulation, read/write mode, and peer to peer commu-
nication. Furthermore, NFC Forum has defined specifica-
tions for NFC Data Exchange Format (NDEF), NFC Tag
Types, NFC Record Type Definition, and Connection Han-
dover Specification. See, for example, Connection Handover
Technical Specification, NFC Forum™, Connection Han-
dover 1.1, NFCForum-TS-ConnectionHandover 1.1, 2008-
Nov.-06 (incorporated herein by reference). The ISO/IEC
18092 standard defines communication modes for Near
Field Communication Interface and Protocol (NFCIP-1)
using 1nductively coupled devices operating at the center
frequency of 13.56 MHz for interconnection of computer
peripherals. The ISO/IEC 18092 standard specifies modu-
lation schemes, codings, transier speeds and frame format of
the RF interface, imitialization schemes, conditions required
for data collision control during initialization, and a trans-
port protocol including protocol activation and data

exchange methods.
The Wi-Fi1 Protected Setup (WPS) 1.0 specification pub-

lished by the Wi-F1 Alliance, Wi-F1 Protected Setup Speci-
fication, Version 1.0h, December 2006, defines a near-field
communication (NFC) setup method for IEEE 802.111
WLAN Infrastructure setup that includes an access point
(AP), and 1s currently the only oflicial Wi-F1 Protected Setup
specification. The access point (AP) defines the roles of
registrar and enrollee for the requesting device and the
selecting device. The Wi-F1 Protected Setup (WPS) 2.0
specification (to be published) updates the NFC setup
method for WLAN Infrastructure mode that includes an
access point (AP). Current WLAN device-to-device tech-
nologies include the IEEE 802.11 IBSS (Ad Hoc), Wi-Fi

networks, and Bluetooth.
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The basic handover to a Wi-Fi1 carrier stores wireless LAN
parameters and credentials on NFC Forum Tags as part of its
Wi-F1 Protected Setup (WPS) specification 1.0. The infor-
mation 1s stored in the payload of an NFC Data Exchange
Format (NDEF) record identified by the mime-type “appli-
cation/vnd.wia.wsc”, known as the “WPS Record”. The
wireless LAN parameters and credentials mformatlon Pro-
vided inside a WPS Record includes the IEEE 802.11
Service Set Identifier (SSID), authentication and encryption
type deployed by the wireless network, the secret network
key that a wireless station needs to authenticate with the
network, and the MAC address of the device receiving the
configuration (1f unknown, this address is set to all-zeros).
The Wi-Fi1 Protected Setup specification 1.0 uses the term
“Registrar” for a device that 1s able to provide WLAN
credentials and “Enrollee” for a device that wants to join a
wireless network.

In the Wi-F1 Simple Configuration Specification, Version
2.0, Dec. 20, 2010, a Handover Requester with Wi-Fi
capability may format an NFC Handover Request Message
in the NFC Data Exchange Format (NDEF), that indicates
that the requester 1s an IEEE 802.11 device, but which does
not include any configuration information. A Handover
Request may be sent via the NFC link 1n at least two
scenarios: [1] the requester may not have yet jomed a
wireless domain or [2] even if the requester 1s already
member of a WLAN network, a peer device may be in
different network and thus a Connection Handover 1is
required to obtain the peer device’s credentials. In the Wi-Fi
Protected Setup specification 2.0, the Handover Selector
would deduce from this message that the Handover
Requester supports a Wi-Fi1 certified IEEE 802.11 radio. In
the Wi-F1 Protected Setup specification 2.0, 11 the Handover
Selector 1s a Wi-F1 device with wireless connectivity, it
should respond with an NFC Handover Select Message 1n
the NFC Data Exchange Format (NDEF), with a configu-
ration record that includes credentials, such as network
index, SSID, authentication type, encryption type, network
key, and MAC address.

The NFC Data Exchange Format (NDEF) specification,
NFC Forum Data Exchange Format (NDEF) Specification,
NFC Forum™, 2006 (incorporated herein by reference),
defines a common data format for NFC devices to exchange
application or service specific data. An NDEF message 1s
constructed of a number of NDEF records, with the first and
the last record providing message begin and end markers.
Between two NFC Devices, NDEF messages may be
exchanged over the NFC Logical Link Control Protocol
(LLCP) protocol, specified in NFC Forum Logical Link
Control Protocol Specification, NFC Forum™, 2009 (incor-
porated herein by reference). The NFC Connection Han-
dover specification, NFC Forum Connection Handover
Specification, NFC Forum™, 2008 (incorporated herein by
reference), defines the exchange of NDEF messages
between two NFC Devices 1 a negotiated handover to
discover and negotiate alternative wireless communication
technologies.

The Handover Requester in the Wi-F1 Protected Setup
specification 2.0, would then typically use the SSID and
Network Key to enroll on the same Wi-F1 network to which
the Handover Selector 1s connected. Further possible actions
depend on the provision of an IP address identifying the
Handover Selector, the available services, and the Handover
Requester’s intended activity.

The method, apparatus, and computer program product
embodiments disclosed herein enable simplified configuring
of a wireless docking environment for wireless devices,
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using Wi-F1 Protected Setup and Wi-Fi Direct. Optionally,
NFC Connection Handover may be used to initiate the Wi-Fi
Protected Setup process during configuring of the wireless
docking environment.
Example Wireless Docking Environments
Wireless docking 1s referred to herein as connecting a
mobile device to a group of peripheral devices wirelessly.
Typical peripherals include e.g. display, mput devices
(mouse, keyboard, touch-screen), mass storage, printer etc.
The following are terms used herein to describe example
teatures of a wireless docking environment, according to an
embodiment of the invention:
Docking Environment:
a group of peripherals that belong together.
a docking environment may be configured by:
adding, or removing, peripherals from the docking
environment needs deliberate action

a Dockee may expect to automatically connect with all

peripherals that are available 1n the environment.
Dockee:

a portable product (e.g. smart phone, netbook, laptop,
camera) that 1s brought into the docking environment
and uses the peripherals.

Docking Station:

a device that coordmates the setup of connections
between Dockee and all peripherals 1n the environment

in addition 1t may also provide the connection between
Dockee and legacy peripherals

Peripheral:

c.g. mouse, keyboard, USB hard drive, webcam,
display, . . .

may be connected to Dockee (wireless) or Docking Sta-
tion (wired or wireless)

The docking environment may be divided to the following

types:

Centralized Docking Environment
Dockee connects to peripherals through Docking Sta-

tion.
Dockee will have only one wireless connection; to
Docking Station.

Distributed Docking Environment
Dockee connects to each peripheral directly.

Dockee have own wireless connection for each periph-
eral

(In case of Wi-Fi there may be only single WLAN
network where multiple peripherals are attached.)

Hybrid Docking Environment
Combination of centralized and distributed environ-

ments, 1.e. some ol the peripherals are connected
directly and some through Docking Station.

Wi-F1 has three different network operating modes; Basic
Service Set (BSS), 1.e., an Infrastructure network, Indepen-
dent Basic Service Set (IBSS), 1.e., an Ad Hoc network, and
Peer-To-Peer (P2P), 1.e., a Wi-F1 Direct network. Conven-
tionally, each WLAN type requires 1ts own independent
WLAN protocol stack with an independent state machine.
Advanced devices such as laptops etc. may be able to
simultaneously operate on diflerent network types using a
dual/multi-stack WLAN 1mplementation, but such complex-
ity cannot be assumed for simpler devices such as digital
cameras. However, 1 certain wireless docking scenarios,
there 1s need for multi-WLAN type operation. The standard
Wi-F1 Protected Setup operation does not take the network
limitations of simpler devices into consideration and does
not consider dependencies that may exist between WLAN
networks. The standard Wi-F1 Protected Setup procedure
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does not consider specific wireless docking requirements,
such as latency between a Dockee device and a Docking
Station.

Embodiments of the invention enable simplified config-
uring of a wireless docking group for wireless devices by
allowing a wireless device to communicate 1ts capabilities
and characteristics of one or more wireless devices within a
wireless docking group, using a new Wireless Docking
Protocol to a wireless Docking Station that will use that
information and the Wireless Docking Protocol to define an
optimal set of connections for wireless devices in the
wireless docking group.

Embodiments of the invention enable a Dockee device to
connect and maintain network connectivity while connect-
ing to wireless Docking Station.

Embodiments of the invention enable a Dockee to com-
municate its capabilities and characteristics of one or more
wireless devices within a wireless docking group to the
Docking Station. The Docking Station will carry out actions
to enable connectivity between Dockee and Docking Station
and also between Dockee and peripheral devices and Access
Point (AP). The dataset of capabilities and characteristics
sent by the Dockee device to the Docking Station are
collectively referred to herein as the “network configuration
program’ mformation. Examples of the network configura-
tion program 144 include the Smart Connectivity Setup
Protocol and the Universal Plug and Play (UPnP) Protocol.
The Wireless Docking Protocol transfers the network con-
figuration program 144 information from the Dockee device
to the Docking Station.

In example embodiments of the invention, final connec-
tivity settings may be made based on the mimmum require-
ments for the Dockee (e.g. a wireless docking standard may
define minimum Wi-Fi capability requirements for the Doc-
kee and Docking Station). However, during setup phase of
the docking environment, the Dockee device’s specific con-
nectivity capabilities may be utilized for creating temporary
connections, 1f needed.

In example embodiments of the invention, the user may
be instructed via Dockee’s user interface with additional
guidance, when needed.

Embodiments of the invention build on Wi-Fi Protected
Setup and Wi-Fi1 Direct and add a new Wireless Docking
Protocol (WDP) that enables signaling and configuration
between all related entities. Embodiments of the invention
allow legacy devices to operate 1n this environment.

The Dockee may potentially be any kind of device, from
laptop to digital camera, and thus embodiments of the
invention accommodate both single and dual protocol stack
Dockees.

In example embodiments of the invention, the Dockee has
specific support for wireless docking. The Docking Station
implements dual connectivity to ensure enough flexibility
for the connectivity, and enable all relevant wireless docking
scenarios. The Docking Station acts as a bridge when
connected to an access point. When working without Inter-
net connectivity, the Docking Station may act as a Dynamic
Host Configuration Protocol (DHCP) server, as defined 1n
Wi-F1 Direct.

In example embodiments of the invention, when an Infra-
structure network 1s available, Tunneled Direct Link Setup
(TDLS) may be usable to optimize architecture and data
path, instead of using Wi-F1 Direct. When using TDLS, two
Infrastructure client devices may form a direct link between
them, and data sent over that link need not be routed through
the access point.
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Scenario [1]—Single Stack Dockee with Wi-F1 Direct
with Existing Infrastructure Network

FIG. 1A 1s an example embodiment of a Dockee device
100A comprising a single Wi-F1 communications protocol
stack 202 operating in Wi-Fi Direct mode, and an example
wireless Docking Station device 100F comprising a dual
Wi-Fi1 communications protocol stack 202' and 203" operat-
ing 1 Wi-Fi Direct and Infrastructure modes, performing a
wireless docking protocol 142 procedure over a Wi-F1 Direct
communication connection 120, according to an embodi-
ment of the present invention.

The wireless Docking Station device 100F includes a
processor 122', which includes a single core CPU or multiple
core central processing unit (CPU) 124" and 125', a random
access memory (RAM) 126', a read only memory (ROM)
127", and interface circuits 128' to interface with one or more
radio transceivers 208', battery or house power sources,
keyboard, display, etc. The RAM and ROM can be remov-
able memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS,
flash memory devices, etc. The wireless Docking Station
device 100F may include an NFC circuit to communicate
with an NFC circuit in mobile phone Dockee device 100A,
to respond to an handover to the Wi-Fi1 Direct communica-
tion connection 120.

The mobile phone Dockee device 100A mcludes a pro-
cessor 122, which includes a dual core central processing
unit 124 and 125, a random access memory (RAM) 126, a
read only memory (ROM) 127, and interface circuits 128 to
interface with one or more radio transceivers 208, battery
and other power sources, key pad, touch screen, display,
microphone, speakers, ear pieces, camera or other imaging
devices, etc. in the mobile phone Dockee device 100A. The
RAM and ROM can be removable memory devices such as
smart cards, SIMs, WIMs, semiconductor memories such as
RAM, ROM, PROMS, flash memory devices, etc. The
mobile phone Dockee device 100A may include an NCI
circuit to communicate with an NCI circuit 1n Docking
Station 100F, to initiate the handover to the Wi-F1 Direct
communication connection 120.

An example embodiment of the WLAN (Wi-F1) wireless
docking protocol 142 program and network configuration
program 144 may be computer code instructions stored in
the RAM and/or ROM memory of the processor 122' in the
wireless Docking Station device 100F, which when executed
by the central processing units (CPU), carry out the func-
tions of the example embodiments of the invention. The
connectivity settings transmit bufler 148 i1n the Docking
Station 100F buflers the Wi-F1 connectivity settings deter-
mined by the network configuration program 144. The
connectivity settings transmit butler 148 may be a partition
in the RAM memory 126' of the processor 122' in the
Docking Station 100F.

An example embodiment of the WLAN (Wi-F1) wireless
docking protocol 142 program and network configuration
program 144 may be computer code instructions stored in
the RAM and/or ROM memory of the processor 122 1n the
mobile phone Dockee device 100A, which when executed
by the central processing units (CPU), carry out the func-
tions of the example embodiments of the vention. The
gathered information transmit bufler 146 i1n the Dockee
device 100A buflers gathered information, including infor-
mation about the Dockee device’s capabilities and charac-
teristics of one or more wireless devices within a wireless
docking group. The gathered imformation transmit bufler
146 may be a partition in the RAM memory 126 of the
processor 122 1n the mobile phone Dockee device 100A.
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FIG. 2A 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
100A having a single Wi-F1 stack supporting Wi-F1 Direct
and Infrastructure operation modes, connected over link 120
as a client to an access point, and a single stack printer 100E
that supports Wi-F1 Protected setup, which i1s also connected
to the access point, the transformation creating a wireless
docking environment by means of a Docking Station 100F
having a dual Wi-F1 stack supporting Wi-Fi Direct and
Infrastructure operation modes, performing the Wireless
Docking Protocol 142 procedure with the Dockee device
100A to create the wireless docking environment, with the
mobile phone 100A 1n the role of a Dockee connected over
new link 120 to access point 100B, the printer 100E as a
peripheral connected over existing link 212 to Docking
Station 100F, and the access point 100B connected over new
link 214 to Docking Station 100F, the access point providing
Wi-F1 connectivity i the environment, according to an

embodiment of the present invention.
In the example of FIG. 2A, the mobile phone 100A has a

single Wi-F1 Direct stack 202. The Mobile phone 100A 1s
used to setup wireless docking environment. In the nitial
state of FIG. 2A, the user has created an Infrastructure
network with two client devices; the mobile phone 100A and
the printer 100E, using two Wi-Fi1 Protected Setup (WPS)
procedures, between the mobile phone 100A and the AP
100B and between the printer 100E and the AP 100B.

In the example of FIG. 2A, then user buys the Docking
Station 100F to create a wireless docking environment, and
the user wants to use the existing mobile phone 100A (as a
Dockee), the printer 100E (as a Peripheral) and the AP 1008
(for Wi-Fi1 connectivity) for that environment.

In example embodiments of the mnvention, a new protocol
1s employed to setup the wireless docking environment,
called Wireless Docking Protocol (WDP). In example
embodiments of the mnvention, Dockee capabilities and
characteristics of one or more wireless devices within a
wireless docking group may be expressed in a standard
format such as in XML documents, according WDP XML
Schemas. Actions required may also be expressed in XML
or 1n some other format. Both actions and configuration data
may be carried over different protocols. For instance, uni-
versal plug and play (UPnP) device control protocol may be
used to carry out information exchange. Alternately, modi-
tying the Wi-F1 Protected setup or Wi-F1 Direct protocols
may be used to carry out information exchange. However,
the format of WDP messages 1s not limiting in embodiments
of the mvention.

In example embodiments of the mvention:

Both Dockee and Docking Station implement WDP

Docking Station may be at least dual stack device

Dockee and Docking Station may support Wi-Fi Direct

Wi-F1 Peripheral may support standard WPS

In setting up the wireless docking environment, the Dock-
ing Station has the primary role to play. The Dockee has an
assistant role during the setup of the wireless docking
environment.

Peripherals may be legacy devices without specific wire-
less docking support, thus only standard Wi-F1 Protected
Setup (WPS) implementation may be assumed for the
peripherals.

Because setup of Wireless Docking environment requires
some user action 1 some embodiments, a user application,
such as a setup wizard, may be useful to give guidance to the
user. The functions of such a setup wizard application would
co-operate with the wireless docking protocol.
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Example Wireless Docking Protocol

FIG. 3 1s an example embodiment of a sequence diagram
of the Docking Station 100F performing the Wireless Dock-
ing Protocol 142 procedure to create the wireless docking
environment with the Dockee device 100A, 100A', or
100A", as shown 1 FIGS. 2A to 2G, according to an
embodiment of the present invention. The Wireless Docking
Protocol 142 illustrated in FIG. 3 uses as its network
configuration program 144, the Smart Connectivity Setup
Protocol. The following description of the sequence diagram
of FIG. 3 uses the message format for the Smart Connec-
tivity Setup Protocol.

The first step 340 1n wireless docking environment setup
1s to create Wi-F1 connectivity link 120 between Dockee
100A and Docking Station 100F. The standard Wi-F1 Pro-
tected Setup (WPS) using NFC Connection Handover 1s a
recommend method, since it can also carry wireless docking
specific mnformation) required to setup the Wi-Fi Direct
network. The Docking Station 100F may become Group

Owner (GO) of the peer-to-peer (P2P) network (Wi-Fi
Direct has the means to ensure that the correct device

becomes Group Owner).
After the establishment of Wi-Fi and IP connectivity link

120 between the Dockee 100A and Docking Station 100F,
the WDP exchange may be performed for initial handshake
and status exchange with Smart Connectivity Setup Protocol
messages WDP_Init_ Request in step 342 and WDP_Ini-
t Response 1n step 344.

In example embodiments of the invention, the Dockee
100A may use Wi-F1 Direct Device Discovery and Service
Discovery features to 1dentity the printer 100E and gather 1ts
interface characteristics and 1ts services. In example
embodiments of the invention, the Dockee 100 A communi-
cates a dataset describing 1ts own capabilities and the
characteristics of the printer 100E, for example, to the
Docking Station 100F. The dataset of capabilities and char-
acteristics sent by the Dockee device 100A to the Docking
Station 100F 1s collectively referred to herein as the “net-
work configuration program” information. In example
embodiments of the mvention, the “network configuration
program” information 1s in a format compatible with the
network configuration program 144 that carries out the
Smart Connectivity Setup Protocol. In example embodi-
ments of the invention, the Wireless Docking Protocol
transiers the network configuration program information
from the Dockee device 100A to the Docking Station 100F
in the format of the Smart Connectivity Setup Protocol.

In this case, Docking Station 100F indicates in step 346
that it 1s not configured, and actual 1nitial setup of wireless
docking environment 1s mitiated. This may also trigger
opening of the Wireless Docking Setup application (a wizard
program to guide the user) on the Dockee 100A (unless
already manually opened by the user).

Then 1n step 350, the Dockee 100A gathers information
for the network configuration program 144, which 1n this
example 1s 1n the format of the Smart Connectivity Setup
Protocol. The gathered information includes information
about the Dockee device 100A’s capabilities and character-
1stics ol one or more wireless devices, such as the printer
100E and access point 100B within a wireless docking group
in FIG. 2A. Gathering information by the Dockee device
100A from wireless devices, such as the printer 100E and
access point 100B, may be carried out, for example, using
Wi-Fi1 Direct Device Discovery and Service Discovery fea-
tures or the ad hoc network device discovery. The gathered
information may be buflered in the gathered information
transmit builer 146 in the Dockee device 100A.
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In the next phase, the Dockee 100A may forward the
gathered information over link 120, including information
about the Dockee device’s capabilities and characteristics of
one or more wireless devices within a wireless docking
group, 1n step 352 to Docking Station 100F by using Smart
Connectivity Setup Protocol WDP_SCS_Request message.
The gathered information includes:

Dockee device’s Wi-F1 capabilities;

Maximum number of parallel WLAN networks (=number

of implemented Wi-F1 stacks)

Supported Wi-F1 modes; Infrastructure, Wi-Fi Direct, etc.

Supported Wi-F1 feature; TDLS, . . ..

Wi-F1 status per each available connection:

Network SSID, credentials (if willing to share)

Network type, configuration methods

Network type; P2P, Infrastructure . . . .

Credentials of the network, (11 allowed to send).

Status (attached, 1s able to connect, or 1s aware of this
network)

Pairing mechanism: WPS (PBC, PIN, NFC), manual,
other

IP configuration (IP address, DHCP status, DNS, etc)

Known Internet connections

Interface/network

Status (active, 1nactive)

Whether this information may be shared

Other information of similar type etc

Information on current WLAN networks (=Dockee 1s
currently attached to these networks);

Information about Internet connectivity
WLAN used for Internet connection by the Dockee
FFS; Other connectivity methods (like cellular) used

for Internet connectivity

Willingness to disconnect and change IP address

Known Wi-F1 peripherals

Information on the other Wi-Fi devices (peripherals)
nearby; either member of current WLAN network or
detected during the scanning.

Device type™*)

**) For example; during Wi-F1 Direct setup, Primary or Secondary
Device Type attribute may have been sent to Dockee.

Device 1dentification, e.g. Device name, IP address,
MAC address or such.
Currently used network and connectivity settings
*) Dockee should perform short Wi-F1 scanning to detect
nearby WLAN networks before sending this information.
Credentials are sent to Docking Station only 11 stored on
Dockee, 1.e. WLAN network 1s known to the Dockee.
After receiving gathered Wi-F1 information from the
Dockee 100A, the Docking Station 100F may also perform
Wi-F1 scanning to ensure that WLAN networks (and Wi-Fi
devices attached to that WLAN) are available at the location
of the Docking Station. Due to diflerent locations of the
Dockee and Docking Station, there may be differences 1n
sensitivity of recetved Wi-Fi radio signals and the applicable

WLAN networks may differ.

After this phase, the Docking Station 100F should have
enough information to make proper Wi-Fi connectivity
settings 1n step 360 for the wireless docking environment
using the network configuration program 144, which 1n this
example 1s the Smart Connectivity Setup Protocol. FIGS. 5A
to SE illustrate an example embodiment of a method the
Docking Station 100F may use to determine the Wi-Fi
connectivity settings for a peripheral device 100E 1n step
360, using the network configuration program 144. The
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Wi-Fi1 connectivity settings determined 1n step 360 may be
buflered in the connectivity settings transmit bufler 148 in

the Docking Station 100F.

However, at this point Docking Station 100F may not yet
know what wireless peripherals may be added to the docking,
environment. Thus, the Wi-F1 connectivity settings may
need to changed 1n a later phase to enable connectivity for
any additional Wi-F1 peripherals.

The Dockee 100A may have already sent some informa-
tion on the potential peripherals within WDP_SCS_Request.
However, the user may explicitly select what wireless
peripherals will be added to the environment 1n later phases.

Then, 1 step 362, the Docking Station 100F transmits
over link 120, the Wi-F1 connectivity settings from 1its
connectivity settings transmit bufler 148, back to Dockee
100A with the Smart Connectivity Setup Protocol message
WDP_SCS_Response. In specific cases, Docking Station
100F may need to define temporary connectivity configu-
rations which are used only during Initial Setup. This Smart
Connectivity Setup Protocol WDP_SCS_Response may also
include 1nstructions about potential peripherals (listed 1n
Smart Connectivity Setup Protocol WDP_SCS_Request) as
whether current connectivity towards that peripheral 1s still
valid. If not valid, then Docking Station 100F may define
new connectivity settings for that peripheral and give nec-
essary guidance to the Dockee 100A. But, in general,
Docking Station 100F may give guidance for the user (via
the Dockee 100A’s user interface application) and define
settings for the Wi-F1 peripherals, 1.e. Wi-F1 configurations

used 1n WPS*),

*) Performing WPS between Dockee 100A and Wi-Fi peripheral 100E may
require temporarily closing the Wi-Fi Direct connectivity link 120 towards
Docking Station 100F. This would not be necessary in the NFC Connection
Handover method. In some cases, IP connectivity and change of Link layer

network may require additional breaks.

In step 370, the Dockee device 100A recerves the Wi-Fi
connectivity settings from the Docking station 100F over
link 120. In step 372, the Dockee device 100A may create
Wi-Fi connections between itself and peripheral devices, for
example the printer 100E, as has been prescribed by the
received Wi-F1 connectivity settings.

During step 370, the Docking Station 100F may mitiate
the setup of Wi-F1 connections on the cases where 1t can
perform 1t by 1tself, 1n accordance with the Wi-Fi connec-
tivity settings.

During step 370, the user may select peripherals, such as
the printer 100E, to be added into wireless docking envi-
ronment. This may be merely selecting peripherals from the
Dockee 100A’s user interface (where peripherals are already
known using Wi-F1 Direct Device Discovery and Service
Discovery features, and existing connectivity settings are
valid). Then the Dockee 100A may perform a WPS proce-
dure for each Wi-F1 peripheral, using settings and instruc-
tions received from the Docking Station 100F. Each added
peripheral needs to be reported to the Docking Station 100F
with Smart Connectivity Setup Protocol messages WDP_
Peripheral_Info_Request/Response in respective steps 374
and 375.

When the user has completed adding more wireless
peripherals, then Smart Connectivity Setup Protocol WDP_
Complete_Request (and Response) may be exchanged by
the Dockee 100A and the Docking Station 100F in respec-
tive steps 376 and 378.

After this, the Docking Station 100F may verity whether
current Wi-Fi settings are still optimal, and make needed
adjustments, 1 necessary. The Docking Station then com-
pletes defining the wireless docking environment in step

380.
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If some changes are made, then final Wi-F1 settings are
exchanged with Smart Connectivity Setup Protocol
WDP_Setup_(Request and) Response 1n respective steps
382 and 384. However, 1t may be rare that Wi-F1 settings
need to be changed in this phase.

The above example embodiment 1s merely one of many
possible orders and message sequences that may be per-
formed by the Wireless Docking Protocol using network
configuration program 144 information. Examples of the
network configuration program 144 include the Smart Con-
nectivity Setup Protocol and the Universal Plug and Play

(UPnP) Protocol.

Example Network Configuration Programs 144

Smart Connectivity Setup Protocol

In example embodiments of the invention, the step of
defining the optimal connections by the Docking Station
100F for one or more of the wireless devices 1n the wireless
docking group, may use the Smart Connectivity Setup

Protocol as 1its network configuration program 144. The
Wireless Docking Protocol 142 illustrated in FIG. 3 and
described above uses as 1ts network configuration program
144, the Smart Connectivity Setup Protocol.

Smart Connectivity Setup Protocol 1s used to exchange
data 1n defined formats and rules from the Dockee to the
Docking Station so that the Docking Station 1s able to make
optimal connectivity settings. And after defining these set-
tings, Smart Connectivity Setup Protocol 1s used to carry
those settings and additional guidance from Docking Station
to Dockee. Additional guidance may include, for example,
instructions to perform WPS with a specific peripheral.

The main goals of smart connectivity setup;

Enable optimal connectivity within wireless docking
environment

Enable easy and consistent user experience

Smart connectivity setup has the following phases &
tasks:

1) Gathering of capabilities of wireless devices and cur-
rent wireless connectivity environments

2) Composing most optimal connectivity settings for
wireless docking with minimum interference to non-wire-
less docking use cases, e.g. normal Internet connectivity.

3) Configuring Dockee, Docking Station and peripherals
to use optimal connectivity settings composed 1n step 2)

Smart connectivity setup 1s performed during 1nitial setup
of wireless docking environment, and when maintaining of
wireless docking environment requires connectivity
changes.

Smart Connectivity Setup for Wi-Fi

1) Gathering Device Capabilities and Connectivity Envi-
ronments

The purpose of this phase 1s to gather as much information
as possible to enable composition of optimal connectivity
settings.

First Dock Configurator (Dockee) gathers information on
known wireless devices and environments (=networks), e.g.
configurations already stored into Dock Configurator.

Then Dock Configurator should scan surrounding envi-
ronment to search other wireless devices and environments.

After gathering all possible information, the Dockee will
send this information to Dock Controller (Docking Station)
by using WDP.

The information to be sent to Dock Controller includes:

a. The Wi-F1 Capabilities of the Dock Configurator Itself

Supported Wi-F1 modes; IBSS, P2P . . ..

Supported pairing mechanisms; WPS PBC, WPS PIN,
WPS NFC, manual, . . ..
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Maximum number of parallel networks (=number of
implemented Wi-Fi1 stacks)

Willingness to disconnect and change IP address

b. The Wi-F1 Capabilities of Each Known/Detected
Devices which May be Potential Peripherals for the Wireless
Docking Environment

Device 1dentity

Device type [1f known]

Supported Wi-F1 modes; IBSS, P2P . . . [If known]

Supported pairing mechanisms; WPS PBC, WPS PIN,
WPS NFC, manual, . . . [If known]

Maximum number of parallel networks [IT known]

Services provided [IT known]

c. The Wi-F1 Status Per Each Available Connection of the

Dockee

Connectivity status; attached, 1s able to connect, or 1s
aware of this network
Network type; P2P, Infrastructure . . . .

Network SSID

Network Credentials [1f allowed to share]

IP configuration; IP address, DHCP status, DNS etc. [if
known]

d. Known Internet Connections
Interface/network
Information whether connection can be shared

2) Composing Optimal Connectivity Settings

Based on the information received within step 1), and
possible with own scanning of surrounding connectivity
environment, the Dock Controller defines optimal connec-
tivity architectures and methods for the wireless docking
environment.

However, Dock Controller will take account that Dock
Configurator (=device performing setup of wireless docking
environment) may not be the only user, 1.e. the Dockee, for
the wireless docking environment. So the environment will
be applicable any Dockee that fulfills minimum require-
ments of the Wireless Docking, see Section 4.

Also 1n exceptional cases Dock Controller may need to
define separate connectivity configurations;

Temporary connectivity configurations used only during
the mitial setup of the wireless docking environment. This
may needed e.g. to enable consistent user experience during
initial setup despite of existing connectivity configurations
(e.g. Wi-F1 networks established already for other purposes
than Wireless Docking)

Final connectivity configurations used during normal
Wireless Docking operation.

3) Configuring Dockee, Docking Station and Peripherals

After defining the connectivity for the wireless docking
environment, Dock Controller passes configurations to the
Dock Configurator. Also Dock Controller may send addi-
tional instructions, e.g. how to setup peripheral connectivity
if direct connectivity between Dockee and peripheral is
required. Based on received information and instructions,
Dock Configurator configures 1itself, and also peripherals to
be attached wirelessly to the docking environment.

Standard WPS methods are used to configure peripherals.

Universal Plug and Play (UPnP) Protocol

In example embodiments of the vention, the step of
defining the optimal connections by the Docking Station
100F for one or more of the wireless devices 1n the wireless
docking group, may use the Universal Plug and Play (UPnP)
Protocol as 1ts network configuration program 144. Univer-
sal Plug and Play (UPnP) 1s a networking architecture that
provides compatibility among networking equipment, soit-
ware and peripherals of vendors who belong to the Universal
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Plug and Play Forum. UPnP was published as International
Standard, ISO/IEC 29341, 1n December, 2008, incorporated

herein by reference.

In an example embodiment of the invention, the Docking,
Station 100F, the Dockee device 100A, and each peripheral
device 100E and access point 100B may include a UPnP
capability. A UPnP compatible device from any vendor may
dynamically join a network, obtain an IP address, announce
its name, and convey its capabilities upon request. A UPnP
control point, such as the Dockee Device 100A, 1s a control
device that 1s capable of discovering and controlling client
devices, such as the printer device and the access point, 1n
a network through a program interface, 1n an example
embodiment of the invention.

The UPnP protocol includes the steps of discovery,
description, control, event notification, and presentation. In
an example embodiment of the invention, after Wi-F1 Direct

connection 120 1s established between the Dockee device
100A and the Docking Station 100F, the Dockee device
100A collects from a peripheral device, such as the printer,
the dynamic settings and credentials of the peripheral
device, which the Dockee device 100A then transmits to the
Docking station 100F. The dynamic settings and credentials
may include an IP address of the peripheral and information
on 1ts type (1.e., a printer), i1ts manufacturer, and its model.
In an example embodiment of the invention, the UPnP
networking discovery may be based on the printer’s IP
address returned by the Dockee device 100A to the Docking
Station 100F. Full device description with a UPnP format
may obtained by using a URL address to the actual location
of the printer’s device, instead. When a device, such as the
printer peripheral device, 1s added to the network, the UPnP
discovery protocol allows that device to advertise its ser-
vices to control points on the network, such as the Dockee
device 100A, the Docking Station, and other peripheral
devices. The exchange i1s a discovery message containing
essential information about the device or one of its services,
for example, 1ts type, identifier, and a pointer to more
detailed information. The UPnP discovery protocol 1s based
on the Simple Service Discovery Protocol (SSDP).

In an example embodiment of the invention, the periph-
cral device may advertise 1ts type (1.e., display, printer,
mouse, keyboard, etc.) to the control pomt, such as the
Dockee device 100A. In an example embodiment of the
invention, after the Dockee device 100A control point has
discovered a peripheral device such as the printer, the
Dockee device 100A may retrieve the device’s description
from a URL address provided by the peripheral device 1n the
discovery message. For each service, the description
includes a list of the commands, or actions, to which the
service responds. The peripheral may give a description of
its capabilities 1n a UPnP device discovery message to the
Dockee device 100A, including carrier type (1.e., Wi-Fi,
Bluetooth), data rate requirements, message formats, and the
like. The capabilities may also be obtained by the Dockee
device 100A accessing a server on the Internet and doing a
lookup using the peripheral device’s manufacturer and
model number information as search keys. The Dockee
device 100A then transmits the collected information to the
Docking Station 100F.

An Example Application of the Wireless Docking Proto-
col

The following 1s an example application of the Wireless
Docking Protocol sequence set forth in the sequence dia-
gram of FIG. 3, to the example Scenario 1 depicted in FIG.

2A:
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First a normal WPS 1s performed to setup connectivity
(Wi-F1 Direct preferred) over link 120 between Dockee
100A and Docking Station 100F, resulting in the Docking
Station 100F becoming the peer-to-peer Group Owner and
the Dockee device 100A becoming the peer-to-peer client.

Then the Wireless Docking Protocol 1n the Dockee device
100A transiers the gathered information over link 120 to the
network configuration program 144 1n the Docking Station
100F. In this example, the Smart Connectivity Setup Proto-
col 1s used as the network configuration program 144.

Dockee 100A sends WDP_SCS_Request over link 120 to
the Docking station 100F, including the following informa-
tion;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 1

Supported Wi-F1 modes; <something™>

Supported Wi-Fi1 features: <something™>

Wi-F1 status (1):

Network SSID: <Infrastructure network>

Network type, configuration methods: <Infrastructure

network settings>

Status (attached, 1s able to connect, or 1s aware of this

network): 1s able to connect

Pairing mechanism: WPS (PBC, PIN, NFC), manual,

other: <one of these>

IP configuration (IP address, DHCP status, DNS, etc):

<something>
Internet connection (1):

Interface/network: network 1 (Infrastructure)

Status: 1nactive

Can be shared?: yes (Docking Station and peripherals

may use that internet connectivity 1f needed)

Other information like type etc: <something>

Willingness to disconnect and change IP address: yes (this

value 1s example, but recommended for single stack
device. And actually IP address has been released
already when Wi-Fi Direct connectivity performed
towards Docking Station)

Wi-F1 peripheral (1):

Device type: Wi-Fi1 Printer

Device 1dentification: <something>.

Used network and connectivity settings: network 1 (Infra-

structure)

The Docking Station 100F defines the most optimal
connectivity settings based on received information.

Important information 1s that Dockee 100A 1s single stack
and Infrastructure network (the access point 100B) 15 avail-
able (which the Dockee 1s able to use) and one peripheral
(Wi-F1 printer) 100E 1s accessible through that Infrastructure
network. Also that Infrastructure network is used for Internet
connectivity.

Docking Station 100F defines the following settings and
rules of the Smart Connectivity Setup Protocol for optimal
connectivity in the wireless docking environment:

Dockee 100A may continue using new Wi-F1 Direct

connection 120 (created in {first phase).

Dockee 100A may access towards Internet through this

Wi-F1 Direct connection 120 (Dockee may retain cur-
rent IP address as long as Docking Station 100F acts as

a bridge and not routing traflic*)

*) Dockee and/or Docking Station may also implement Mobile IP to
minimize effects of connectivity changes to the Internet connectivity.

Peripheral Wi-F1 printer 100E may use current Infrastruc-
ture connectivity settings over link 212, however see
note below)

New peripherals may use new Wi-Fi Direct network (not
any in this scenario)
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Then, Docking Station 100F joins to Wi-F1 AP (Inira-
structure) over link 214 using Credentials recerved from the
Dockee 100A.

In this scenario the user does not add any unknown Wi-F1
peripherals, thus above Smart Connectivity Setup Protocol
settings are final.

Note: There are various aspects which impact on the
decision whether to keep existing Infrastructure network
links 210 and 212 or new Wi-F1 Direct network link 120 for
accessing Wi-F1 peripherals, such as printer 100E.

1) Decision may be based on device type; 1.e. how much
bandwidth it typically uses, what are delay constraints etc.
This decision 1s basically trade ofl between avoiding extra
WPS procedure (=keep existing connectivity) vs. shortening
(=optimizing) route towards peripheral.

In this example scenario, 1t 1s assumed that Docking
Station 100F keeps the current Wi-F1 printer connectivity
link 212 and thus no ‘extra” WPS is required towards printer
100E.

2) User decides what peripherals are added to wireless
docking environment, and using WPS just for selecting
Wi-F1 peripherals 1s one option.

Scenario [1']—Dual Stack Dockee with TDLS and Wi-Fi
Direct with Existing Infrastructure Network

FIG. 1B 1s an example embodiment of a Dockee device
100A' comprising a WLAN communications protocol stack
203 and a Tunneled Direct Link Setup communications
protocol stack 204 and an example wireless Docking Station
device 100F comprising a WLAN communications protocol
stack 203" and a Tunneled Direct Link Setup communica-
tions protocol stack 204', performing the Wireless Docking
Protocol 142 procedure over a Tunneled Direct Link Setup
communication connection 120", according to an embodi-
ment of the present invention.

FIG. 2B 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
100A' of FIG. 1B, having a dual protocol stack supporting
TDLS and Infrastructure operation modes, with a WLAN
communications protocol stack 203 and a Tunneled Direct
Link Setup communications protocol stack 204, connected
as a client over link 210 to an access point 100B, and a single
stack printer 100E that supports Wi-F1 Protected setup,
which 1s also connected over link 212 to the access point
100B, the transformation creating a wireless docking envi-
ronment by means of a Docking Station 100F of FIG. 1B,
having a dual protocol stack supporting TDLS and Inira-
structure operation modes, with a WLAN communications
protocol stack 203' and one Tunneled Direct Link Setup
communications protocol stack 204", performing the Wire-
less Docking Protocol 142 procedure with the Dockee
device 100A to create the wireless docking environment,
with the mobile phone 100A' in the role of a Dockee
connected over the link 120' to the Docking Station 100F,
the printer 100E as a peripheral connected over the existing
link 212, and the access point 100B connected over the link
214 to the Docking Station 100F providing Wi-F1 connec-
tivity 1n the environment, according to an embodiment of the
present 1nvention.

In the example embodiment of FIG. 2B, instead of
creating a Wi-F1 Direct link between Dockee and Docking
Station, a Tunneled Direct Link Setup (TDLS) link 120 1s
created to enable direct data path between the devices. This
direct data path may be needed 1n wireless display and such
technologies.

However, to be able use TDLS both Infrastructure client
devices (Dockee) and (Docking Station) need to support
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TDLS feature (TDLS 1s transparent to AP and no specific
support needed in AP). TDLS may be used by single stack
devices, but TDLS requires own channel for TDLS link. So
devices supporting TDLS are dual channel capable and thus
the simplest Dockee devices do not support TDLS. In
general TDLS may considered as an optional feature 1n case
of Wireless Docking.

If both Dockee and Docking Station support TDLS,
Docking Station may prefer to use TDLS stead of Wi-Fi
Direct.

In the sequence diagram of FIG. 3, the Imitial Setup may
be a Wi-F1 Protected Setup (WPS) procedure between
Dockee and Docking Station, establishing a Wi-F1 Direct
link. But this Wi-F1 Direct link would be only a temporary
connection used during nitial setup. Final connectivity
settings would then use Infrastructure and TDLS.

The Docking Station defines the following settings and
rules for Smart Connectivity Setup Protocol for optimal
connectivity in the wireless docking environment:

Dockee uses existing Infrastructure connection with

TDLS.

Dockee accesses towards Internet through Infrastructure

connection

Peripheral Wi-Fi printer uses current Infrastructure con-

nectivity settings

New peripherals uses new Infrastructure network (not any

in this scenario)

These settings are used after completion of 1nitial setup,
1.e. after WDP_Setup_Response message. The Dockee and
Docking Station terminate temporary Wi-F1 Direct link and
start to use Infrastructure connection with direct TDLS link
(actual TDLS link setup 1s done through Infrastructure
connection as specilied i TDLS specification).

When using Infrastructure with TDLS, all of the Wi-Fi
peripherals should also use Infrastructure network.

Scenario [2]—Dual Stack Dockee with Wi-F1 Direct with
Existing Infrastructure Network

FIG. 1C 1s an example embodiment of a Dockee device
100A" comprising a dual Wi-F1 communications protocol
stack operating in Wi-F1 Direct and Infrastructure modes
202 and 203 and an example wireless Docking Station
device 100F comprising a dual Wi-F1 communications pro-
tocol stack operating 1n Wi-F1 Direct and Infrastructure
modes 202' and 203", performing the Wireless Docking
Protocol 142 procedure over a Wi-F1 Direct communication
connection 120", according to an embodiment of the present
invention.

FIG. 2C 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
100A" of FIG. 1C, having a dual Wi-F1 communications
protocol stack supporting Wi-Fi1 Direct and Infrastructure
operation modes, connected as a client over link 210 to an
access pomnt 100B, and a single stack printer 100E that
supports Wi-Fi1 Protected setup, which 1s also connected
over link 212 to the access point 100B, the transformation
creating a wireless docking environment by means of a
Docking Station 100F of FIG. 1C, having a dual Wi-Fi
communications protocol stack supporting Wi-F1 Direct and
Infrastructure operation modes, performing the Wireless
Docking Protocol 142 procedure with the Dockee 100A" to
create the wireless docking environment, with the mobile
phone 100A" in the role of a Dockee connected over
connection 120" to the Docking station 100F, the printer
100E as a peripheral connected over link 212 to the access
point 100B, the Docking Station 100F connected over link
214 to the access point 100B, and the access point 1008
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providing Wi-Fi connectivity 1n the environment, according
to an embodiment of the present invention.

Assumptions for the Scenario 2:

Mobile phone 1s dual stack device, and printer 1s single
stack device.

Mobile phone 1s used to setup wireless docking environ-
ment.

In 1nitial state of FIG. 3, the user has created an Infra-
structure network with two client devices; mobile phone and
printer using two WPS procedures;

Between a mobile phone and an AP

Between a printer and an AP.

Then user buys Docking Station 100F to create wireless
docking environment, and user wants to use existing mobile
phone 100A", printer 100E and AP 100B for that environ-
ment.

[.ike 1n scenario 1, direct Wi-Fi1 link between Dockee and
Docking Station 1s preferred, thus Wi-F1 Direct should be
used between those.

However, 1n this case, mobile phone could keep existing
Infrastructure connection towards AP (e.g. Internet connec-
tivity) due dual stack implementation. and actually 1t 1s
preferred because Internet connectivity would not steal
bandwidth from Wi-F1 Direct link, and also delays are
shorter (no routing via Docking Station).

So 1n this case, the most optimal solution would be just to
create additional Wi-F1 Direct link towards Docking Station
as shown 1n lower part of FIG. 6 shows optimal Wi-Fi
connectivity after creating wireless docking environment.

But, as said in Scenario 1, this dual connectivity support
may not be visible to user, and connectivity setup for
wireless docking environment should work same way.

However, Docking Station may be capable to serve also
single stack Dockees, thus 11 Internet connectivity or access
to certain Wi-Fi peripheral (that 1s connected to the AP) 1s
needed for such Dockee, then Docking Station may be able
to create Wi-F1 Infrastructure connection between 1tself and
the AP.

Note: If Docking Station would require Internet connec-
tivity by 1tself, then Infrastructure connection could be
created between Docking Station and AP. However, 11 using
traditional method, vet another WPS would be required.

The following 1s an example application of the Wireless
Docking Protocol sequence set forth n the sequence dia-
gram of FIG. 3, to the example Scenario 2 depicted in FIG.
2C:

First a normal WPS 1s performed to setup connectivity
(Wi-F1 Direct preferred) over link 120" between Dockee
100A" and Docking Station 100F, resulting 1n the Docking
Station 100F becoming the peer-to-peer Group Owner and
the Dockee device 100A" becoming the peer-to-peer client.

Then the Wireless Docking Protocol transiers the network
configuration program 144 information over link 120" from
the Dockee device 100A" to the Docking Station 100F. In
this example, the Smart Connectivity Setup Protocol 1s used
as the network configuration program 144.

Dockee 100A" sends WDP_SCS_Request over link 120"
to Docking station 100F, including the following informa-
tion;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 2

Supported Wi-F1 modes; <something>

Supported Wi-F1 features: <something>

Wi-F1 status (1):

Network SSID: <Infrastructure network>

Network type, configuration methods: <Infrastructure

network settings>
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Status (attached, 1s able to connect, or 1s aware of this
network): attached

Pairing mechanism: WPS (PBC, PIN, NFC), manual,
other: <one of these>

IP configuration (IP address, DHCP status, DNS, etc):
<something™>

Internet connection (1):

Interface/network: network 1 (Infrastructure)

Status: active

Can be shared?: yes

Other information like type etc: <something>

Willingness to disconnect and change IP address: no (just
example; 1 dual stack case this value would not
typically have any impact)

Wi-F1 peripheral (1):

Device type: Wi-F1 Printer

Device 1dentification: <something>.

Used network and connectivity settings: network 1 (Infra-
structure)

Docking Station defines most optimal connectivity set-

tings based on received imformation.

Important information 1s that Dockee 100A" 1s dual stack
and Infrastructure network 1s available and used by the
Dockee and peripheral (Wi-F1 printer 100E). Also that
Infrastructure network 1s used for Internet connectivity.

Docking Station 100F defines the following settings and
rules for network configuration program 144 for optimal
connectivity in the wireless docking environment:

Dockee 100A"™ may use new Wi-F1 Direct connection
120" only for accessing peripherals attached directly to
Docking Station (e.g. remote display, USB devices etc.)

Dockee 100A" may continue accessing Internet by using
existing Infrastructure connection 210.

Peripheral Wi-F1 printer 100E may use current Infrastruc-
ture connectivity settings over link 212 (no need to
perform WPS for reconfiguring Wi-Fi printer)

New peripherals may use new Wi-Fi Direct network (not
any in this scenario)

Note: Docking Station 100F joins to Wi-Fi1 AP (Infra-
structure) using Credentials received from the Dockee only
when some another single stack Dockee starts to use dock-
ing environment, or when Docking Station by itself needs
Internet connectivity.

In this scenario user does not add any unknown Wi-Fi
peripherals, thus above network configuration program 144
settings are also final ones.

FIG. 1D 1s an example embodiment of the Dockee device
100A" of FIG. 1C, comprsing an example dual radio
embodiment with the dual Wi-F1 communications protocol
stack 202 and 203. The protocol stack 202 operates in Wi-F1
Direct mode and in example embodiments, may include
Wi-F1 Direct upper layer protocols, Wi-Fi Direct logical link
layer, and Wi-F1 Direct MAC sublayer. The protocol stack
203 operates 1n Infrastructure mode and 1n example embodi-
ments, may include WLAN upper layer protocols, WLAN
logical link layer, and WLAN MAC sublayer. Each protocol
stack 202 or 203 may have its respective digital baseband
transmission path outputting its signal to the respective radio
170 or 180. On the recerve side, the respective radio 170 or
180 outputs the recerved signal to the digital baseband
transmission path of the respective protocol stack 202 or
203, according to an embodiment of the present invention.

The example Wi-Fi Direct protocol stack 202 1n example
embodiments, may have the digital baseband transmission
path of the Wi-F1 MAC sublayer output the digital baseband
signal through physical layer (PHY) logic to a digital-to-
analog converter and transmitter of an example RF radio
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180. The modulated output of the RF radio 180 may be
amplified by a power amplifier and applied to a transmat/
receive switch and the antenna of the Wi-F1 Direct link. In
receiving signals on the antenna of the Wi-F1 Direct link, the
transmit/receive switch passes the RF signal to the recerver
of the RF radio 180 and an analog-to-digital converter. The
demodulated digital baseband signal then passes through
PHY layer logic to the Wi-F1 Direct MAC sublayer of the
Wi-F1 Direct protocol stack 202.

The example WLAN protocol stack 203 in example
embodiments, may have the digital baseband transmission
path of the WLAN MAC sublayer output the digital base-
band signal through physical layer (PHY) logic to a digital-
to-analog converter and transmitter of an example RF radio
170. The modulated output of the RF radio 170 may be
amplified by a power amplifier and applied to a transmat/
receive switch and the antenna of the WLAN link. In
receiving signals on the antenna of the WLAN link, the
transmit/receive switch passes the RF signal to the recerver
of the RF radio 170 and an analog-to-digital converter. The
demodulated digital baseband signal then passes through
PHY layer logic to the WLAN MAC sublayer of the WLAN
protocol stack 203.

Scenario [3]—Single Stack Dockee with Wi-Fi Direct
with Existing Wi-Fi1 Direct Network

FIG. 2D 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
network configuration of a mobile phone 100A of FIG. 1A,
having a single Wi-F1 stack supporting Wi-F1 Direct and
Infrastructure operation modes, connected over link 216 to
a single stack printer that supports Wi-F1 Direct, the trans-
formation creating a wireless docking environment by
means ol a Docking Station 100F of FIG. 1A, having a dual
Wi-F1 stack supporting Wi-F1 Direct and Infrastructure
operation modes, performing the Wireless Docking Protocol
142 procedure with the Dockee device 100A to create the
wireless docking environment, with the mobile phone 100A
in the role of a Dockee connected over link 120 to the
Docking Station 100F, the printer 100E as a peripheral
connected over link 218 to the Docking Station 100F, and
the Docking Station 100F providing Wi-F1 connectivity in
the environment, according to an embodiment of the present
invention.

Assumptions for the Scenario:

Both clients (mobile phone and printer) are single stack
devices. However, there 1s no AP available.

Mobile phone 1s used to setup wireless docking environ-
ment.

In mitial state of FIG. 2D user has created Wi-F1 Direct
connectivity over link 216 between mobile phone 100A and
printer 100E; either

Temporary Wi-Fi1 Direct connection created by WPS (a
new peer-to-peer (P2P) network created every time
when needed)

Persistent Wi-F1 Direct connection created by WPS (*al-
ways available” P2P network—WPS needed only the
first time)

Either of those devices 100A and 100E becomes Group
Owner (GO) of the Wi-F1 Direct network (which one 1s not
relevant on this case, mobile phone being P2P GO 1s just an
example)

Then user buys Docking Station 100F to create wireless
docking environment, and user wants to use existing mobile
phone 100A and printer 100E for that environment.

But, adding a Docking Station as a new P2P client 1s not
optimal, because Docking Station would typically serve
multiple Dockees. Docking Station 1s a ‘non-mobile, always
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on’ device, thus 1t would be much better that Docking
Station acts as a P2P GO. Also Docking Station may provide
Internet connectivity through Ethernet, thus it would be
better that central device of the Wi-F1 Direct network
provides Internet connectivity.

Note, that a peer-to-peer Group Owner (P2P GO) 1s
basically an AP with additional capabilities.

Thus, 1n this case, the most optimal solution may be to
create a new Wi-F1 Direct network where Docking Station
acts as a P2P GP as shown on the right side of FIG. 2D, after
creating a wireless docking environment.

The following 1s an example application of the Wireless
Docking Protocol sequence set forth 1in the sequence dia-
gram of FIG. 3, to the example scenario depicted 1in FIG. 2D:

First normal WPS link 1s formed to setup connectivity
(Wi-F1 Direct preferred) over link 120 between Dockee
100A and Docking Station 100F, resulting in the Docking
Station 100F becoming the peer-to-peer Group Owner and
the Dockee device 100A becoming the peer-to-peer client.

Then, the Wireless Docking Protocol transiers the net-
work configuration program 144 information from the Doc-
kee device 100A to the Docking Station 100F. In this
example, the Smart Connectivity Setup Protocol 1s used as
the network configuration program 144.

Dockee 100A sends WDP_SCS_Request over link 120 to
Docking station 100F, including the following information;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 1

Supported Wi-F1 modes; <something™>

Supported Wi-F1 features: <something>

Wi-F1 status (1):

Network SSID: <Wi-F1 Direct network towards printer>

Network type, configuration methods: <Wi-F1 Direct net-
work settings>

Status (attached, 1s able to connect, or 1s aware of this
network): 1s able to connect

Pairing mechanism: WPS (PBC, PIN, NFC), manual,
other: <one of these>

IP configuration (IP address, DHCP status, DNS, etc):
<something>

Internet connection (n/a):

Willingness to disconnect and change IP address: n/a

Wi-F1 peripheral (1):

Device type: Wi-F1 Printer

Device 1dentification: <something>.

Used network and connectivity settings: network 1 (Wi-F1
Direct)

Docking Station 100F defines most optimal connectivity

settings based on received information.

Important information 1s that Dockee 100A 1s single stack
and Wi-F1 Direct network link 120 1s available (Dockee 1s
able to use that) and one peripheral (Wi-F1 printer 100E) 1s
accessible through that network link 120.

However, in this scenario this original Wi-F1 Direct
network 216 1s not optimal anymore, thus Docking Station
100F creates new Wi-F1 Direct network 218.

Docking Station 100F defines the following settings and
rules for network configuration program 144 for optimal
connectivity 1n the wireless docking environment:

Dockee 100A may continue using new Wi-Fi Direct

connection 120 (created in {irst phase).

Dockee 100A may access Internet by using new Wi-Fi
Direct connection 120 (if can be provided by the
Docking Station 100F).

Peripheral Wi-F1 printer 100E connectivity settings 216
are not valid anymore (new WPS procedure™) may be
performed to reconfigure Wi-Fi printer 100E 1f that
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printer 1s wanted to be a peripheral within docking
environment. Dockee gives necessary guidance to user

via Ul to perform WPS procedure.

*) Preferred solution 1s that Dockee performs WPS on behalf of
Docking Station, 1.e. WPS 1s performed between Dockee and periph-
eral, but using Wi-F1 settings received from Docking Station. Also in
this WPS procedure it may be ensured that peripheral uses Docking
Station as peer-to-peer Group Owner (P2P GO). This may require
adjusting some 1dentities iIn WPS procedure. As a secondary alterna-
tive, a normmal WPS link 218 may be performed directly between

peripheral 100E and Docking Station 100F.
New peripherals may use new Wi-F1 Direct network (not
any 1in this scenario)
In this scenario, the user does not add any unknown Wi-F1
peripherals, thus the above network configuration program
144 settings are also final ones.

Scenario [4]—Dual Stack Dockee with Wi-F1 Direct with
Existing Wi-F1 Direct and Infrastructure Networks

FIG. 2E 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
having a dual Wi-Fi communications protocol stack sup-
porting Wi-F1 Direct and Infrastructure operation modes,
connected as a client to an access point, connected to a single
stack printer that supports Wi-Fi Direct, the transformation
creating a wireless docking environment by means of a
Docking Station having a dual Wi-Fi1 communications pro-
tocol stack supporting Wi-F1 Direct and Infrastructure opera-
tion modes, performing a wireless docking procedure to
create the wireless docking environment, with the mobile
phone 1n the role of a Dockee, the printer as a peripheral, and
the access point providing Wi-F1 connectivity in the envi-
ronment, according to an embodiment of the present inven-
tion.

FIG. 2E 1s a wireless network diagram of an example
embodiment, showing a transformation of an existing Wi-Fi
infrastructure network configuration of a mobile phone
100A" of FIG. 1C, having a dual Wi-F1 communications
protocol stack supporting Wi-Fi1 Direct and Infrastructure
operation modes, connected as a client to an access point
100B, and connected to a single stack printer 100E that
supports Wi-F1 Direct, the transformation creating a wireless
docking environment by means of a Docking Station 100F
of FIG. 1C, having a dual Wi-F1 communications protocol
stack supporting Wi-Fi1 Direct and Infrastructure operation
modes, performing the Wireless Docking Protocol 142 pro-
cedure with the Dockee 100A" to create the wireless dock-
ing environment, with the mobile phone 100A" 1n the role of
a Dockee connected over link 120" to the Docking Station
100F, the printer 100E as a peripheral connected over link
224 to the Docking Station 100F, the Dockee 100A" con-
nected over link 226 to the access point 100B and the access
poimnt 100B providing Wi-F1 connectivity in the environ-
ment, according to an embodiment of the present invention.

Assumptions for the Scenario:

Mobile phone 1s dual stack device, and printer 1s single
stack device.

In the 1nitial state, the user has created both Wi-Fi1 Direct
and Infrastructure networks requiring two WPS procedures;

Between a mobile phone and an AP to setup Infrastructure

connectivity

Between a printer and mobile phone to setup Wi-F1 Direct

connectivity.

Even 1f mobile phone 1s dual stack device, both stacks are
already reserved. However, due reasons described 1n sce-
nario 3, existing Wi-Fi Direct network 1s not optimal, and
thus a new Wi-F1 Direct network where Docking Station 1s

P2P GO should be created.
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But, using existing WPS methods, needed actions to setup
such Wi-F1 Direct network 1s not very obvious for the user.
Making WPS between Dockee and Docking Station could
be quite obvious, but how user notices to create WPS
between printer and Docking Station (printer had already
working connectivity). Most obvious method would be
device mforming user that connection to printer will be
broken.

Note: End result as shown in scenario 2 1s as well
applicable.

However, Docking Station may be capable to serve also
single stack Dockees, thus 1f Internet connectivity 1s needed
tor such Dockee, then Docking Station may be able to create
Wi-F1 Infrastructure connection between itself and the AP.

Note: If Docking Station would require Internet connec-
tivity by 1tself, then Infrastructure connection could be
created between Docking Station and AP. However, 1f using
traditional method, yet another WPS 1s required.

The following 1s an example application of the Wireless
Docking Protocol sequence set forth in the sequence dia-
gram ol FI1G. 3, to the example scenario depicted in FIG. 2E:

First 1s performed normal WPS to setup connectivity
(Wi-F1 Direct preferred) over link 120" between Dockee
100A" and Docking Station 100F, resulting 1n the Docking
Station 100F becoming the peer-to-peer Group Owner and
the Dockee device 100A" becoming the peer-to-peer client.

Then the Wireless Docking Protocol transiers the network
configuration program 144 information from the Dockee
device 100A" to the Docking Station 100F. In this example,
the Smart Connectivity Setup Protocol 1s used as the net-
work configuration program 144.

Dockee 100A" sends WDP_SCS_Request to the Docking
Station 100F, including the following information;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 2

Supported Wi-F1 modes; <something>

Supported Wi-F1 features: <something>

Wi-F1 status (1):

Network SSID: <Infrastructure network>

Network type, configuration methods: <Infrastructure

network settings>

Status (attached, 1s able to connect, or 1s aware of this

network): attached

Pairing mechanism: WPS (PBC, PIN, NFC), manual,

other: <one of these>

IP configuration (IP address, DHCP status, DNS, etc):

<something™>

Wi-F1 status (2):

Network SSID: <Wi-F1 Direct network>

Network type, configuration methods: <Wi-F1 Direct net-

work settings>

Status (attached, 1s able to connect, or 1s aware of this

network): 1s able to connect

Pairing mechanism: WPS (PBC, PIN, NFC), manual,

other: <one of these>

IP configuration (IP address, DHCP status, DNS, etc):

<something>
Internet connection (1):

Interface/network: network 1 (Infrastructure)

Status: active

Can be shared?: yes

Other information like type etc: <something>

Willingness to disconnect and change IP address: no (just
example; i dual stack case this value would not
typically have any impact)

Wi-F1 peripheral (1):

Device type: Wi-Fi1 Printer

5

10

15

20

25

30

35

40

45

50

55

60

65

32

Device 1dentification: <something>.

Used network and connectivity settings: network 2 (Wi-Fi
Direct)

Docking Station 100F defines most optimal connectivity

settings based on received information.

Important information 1s that Dockee 100A" 1s dual stack
and two different networks are used. Infrastructure network
with access point 100B 1s used for Internet connectivity.

Docking Station defines the following settings and rules
for network configuration program 144 for optimal connec-
tivity 1n the wireless docking environment:

Dockee 100A"™ may use new Wi-Fi1 Direct connection
120" only for accessing peripherals attached directly to
Docking Station 100F (e.g. remote display. USB
devices etc.). Also Wi-F1 printer 100E would be
attached directly over link 224 to Docking Station 100F
in this case.

Dockee 100A" may continue accessing Internet by using
existing Infrastructure connection over link 226 to the
access point 100B.

Peripheral Wi-F1 printer 100E connectivity settings 220
are not valid anymore (new WPS procedure) may be
performed to reconfigure Wi-Fi printer 100E 1f that
printer 1s wanted to be a peripheral within docking
environment. Dockee 100A" gives necessary guidance
to user via Ul to perform WPS procedure.

New peripherals may use new Wi-F1 Direct network (not
any in this scenario)

Note: Docking Station 100F joins to Wi-F1 AP (Infra-
structure) using Credentials received from the Dockee
100A" only when some another single stack Dockee starts to
use docking environment, or when Docking Station by 1tself
needs Internet connectivity.

In this scenario user does not add any unknown Wi-F1
peripherals, thus above network configuration program 144
settings are also final ones.

Scenario [S]—Single Stack Dockee with Wi-Fi Direct
Creating New Docking Environment

FIG. 2F 1s a wireless network diagram of an example
embodiment, showing the creation of a wireless docking
environment by means of a Docking Station 100F of FIG.
1A, having a dual Wi-F1 stack supporting Wi-F1 Direct and
Infrastructure operation modes, performing the Wireless
Docking Protocol 142 procedure with dockee device 100A
to create the wireless docking environment that includes a
mobile phone 100A of FIG. 1A, having a single Wi-F1 stack
supporting Wi-F1 Direct and Infrastructure operation modes,
which assumes the role of a Dockee, the mobile phone/
Dockee 100A forwarding a user indication over link 120 to
the Docking Station 100F that a single stack printer 100E
that supports Wi-F1 Direct 1s to be included in the wireless
docking environment, the Docking Station 100F providing

Wi-F1 connectivity in the environment, according to an
embodiment of the present invention.

The Docking Station 100F uses the Wireless Docking
Protocol to transier the network configuration program 144
information from the Dockee device 100A to setup a com-
pletely new Wi-F1 connectivity by using only Wi-Fi Direct
network. Dockee 100A 1s single stack device.

User has mobile phone (Dockee) 100A, Wi-F1 printer
100E and Docking Station 100F, but there are no prior Wi-F1
configurations.

The setup starts 1n step 1 with creation of Wi-Fi Direct
network 120 between Dockee 100A and Docking Station
100F (as in other scenarios).
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Then Dockee 100 A may forward imformation on 1ts Wi-Fi
capabilities and status. However, Wi-F1 status 1n this case
would be very limited.

Dockee 100A sends WDP_SCS_Request to the Docking,
Station 100F 1n step 2, including the following information;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 1

Supported Wi-F1 modes; <something>

Wi-F1 status (n/a):

Internet connection (n/a):

Willingness to disconnect and change IP address: n/a

Wi-F1 peripheral (n/a):

Docking Station 100F defines most optimal connectivity
settings based on received information;

Important information 1s that Dockee 100A 1s single stack
device. But 1n this case Docking Station 100F does not have
any information about other Wi-F1 networks, thus Docking
Station 100F 1ssues commands to use the newly created
Wi-F1 Direct network 120 for everything:

Dockee 100A may continue using the new Wi-F1 Direct

connection 120 (created in {irst phase).

Dockee 100A may access Internet by using new Wi-Fi
Direct connection 120 (if 1t can be provided by the
Docking Station 100F).

New peripherals may use new Wi-Fi Direct network 120.

The Docking Station 100F also commands the Dockee
100A to perform a new WPS 1n step 3 towards the periph-
erals (e.g., printer 100E), since the peripherals need the
Credentials of the new Wi-Fi Direct network. Dockee 100A
then may perform WPS towards peripherals by using WPS
(any method available on the peripheral) in step 3, see
details e.g. from scenario 3. Dockee 100A may perform this
WPS on behalf of Docking Station 100F*) to create Wi-Fi
Direct link 230 in step 4. Dockee 100A gives necessary
guidance to user via user interface Ul to perform these WPS
procedures.

*) This 1s similar to WPS External Registrar concept.

In this scenario user adds a new Wi-Fi peripheral (printer
100E), but still earlier defined network configuration pro-
gram 144 settings are optimal and thus the final ones.

Scenario [6]—Dual Stack Dockee with Wi-F1 Direct

Creating New Docking Environment

FIG. 2G 1s a wireless network diagram of an example
embodiment, showing the creation of a wireless docking
environment by means of a Docking Station 100F of FIG.
1C, having a dual Wi-F1 stack supporting Wi-F1 Direct and
Infrastructure operation modes, performing the Wireless
Docking Protocol 142 procedure with the Dockee device
100A" to create the wireless docking environment that
includes a mobile phone 100A" of FIG. 1C, having a dual
Wi-Fi communications protocol stack supporting Wi-Fi
Direct and Infrastructure operation modes, connected over
link 234 as a client to an access point 1008, the mobile
phone 100A" assuming the role of a Dockee, the mobile
phone/Dockee 100A" forwarding a user indication to the
Docking Station 100F over link 120 that a single stack
printer 100E that supports Wi-Fi Direct 1s to be included in
the wireless docking environment, the mobile phone/Dockee
100A" providing Wi-F1 connectivity in the environment,
according to an embodiment of the present invention.

The Docking Station 100F uses the Wireless Docking
Protocol 142 to transier the network configuration program
144 information from the Dockee device 100A" to setup a
completely new Wi-F1 connectivity by using only Wi-Fi
Direct network. Dockee 100A" 1s dual stack device.
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User has mobile phone (Dockee) 100A", Wi-F1 printer
100E, Wi-F1 AP 100B and Docking Station 100F, but there
are no prior Wi-Fi configurations.

Note: Also Wi-F1 AP 100B 1s assumed to be ‘legacy’
device and standard WPS may be used towards AP 100B.

The setup starts with creation 1n step 1 of Wi-Fi1 Direct

network link 120" between Dockee 100A" and Docking
Station 100F (as 1n other scenarios).

Then Dockee 100A" may forward information on its
Wi-F1 capabilities and status 1n step 2 to the Docking Station
100F. However, Wi-F1 status in this case would be very
limaited.

Dockee 100A" sends WDP_SCS_Request over link 120"
to the Docking Station 100F, including the following infor-
mation;

Wi-F1 capabilities;

Maximum number of parallel WLAN networks: 2

Supported Wi-F1 modes; <something>

Wi-F1 status (n/a):

Internet connection (n/a):

Willingness to disconnect and change IP address: n/a

Wi-F1 peripheral (n/a):

Docking Station 100F defines the most optimal connec-
tivity settings based on the received information. Important
information 1s that Dockee 100A" 1s a dual stack device. But
in this case Docking Station 100F does not have any
information about other Wi-F1 networks™®), thus Docking
Station 100F 1ssues commands to use the newly created

Wi-F1 Direct network link 120" for everything:

*) Docking Station 100F 1s not aware of Infrastructure network access point
100B or at least does not have credentials of the Infrastructure network, thus
it cannot use that network. However, if either Dockee 100A" or Docking
Station 100F has detected this Infrastructure network access point 100B by
the scanning, then Docking Station 100F may give some guidance to user, €.g.

to perform WPS towards AP 100B within WDP_SCS_Response.

Dockee 100A" may continue using new Wi-F1 Direct
connection 120" (created in {irst phase).

Dockee 100A™ may access Internet by using new Wi-Fi1
Direct connection 120" and infrastructure link 236 (if 1t
can be provided by the Docking Station 100F).

New peripherals may use new Wi-Fi1 Direct network 120",

If the user has performed WPS 1n step 3 between Dockee
100A and AP 100B, the Dockee should report this to the
Docking Station 100F (e.g. within WDP_Complete_Re-
quest).

Then Docking Station 100F checks whether mitial con-
figurations were optimal (=created Wi-Fi1 Direct network).

But, in this scenario, only Wi-F1 AP 100B provides
Internet Connectivity, thus the Infrastructure network link
234 may be also be used for wireless docking environment.
So Docking Station 100F may need to define new rules for
network configuration program 144. New settings may be
sent within WDP_Setup_Response to the Dockee:

Dockee may use new Wi-Fi Direct connection 120" for
accessing peripherals, e.g. printer 100E, attached
directly to Docking Station 100F (e.g. remote display,
USB devices etc.). Also Wi-Fi1 printer 100E may be
attached directly to Docking Station 100F 1n this case.

Dockee 100A" may access Internet by using new Inira-
structure connection 234.

FIG. 4, 1s an example tlow diagram 400 of operational
steps ol an example embodiment of the method carried out
by the Docking Station 100F in performing the Wireless
Docking Protocol 142 to form a wireless docking environ-
ment. The steps of the tlow diagram 400 represent computer
code 1nstructions stored in the RAM and/or ROM memory
of the Docking Station device 100F, which when executed
by the central processing units (CPU), carry out the func-
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tions of the example embodiments of the invention. The
steps may be carried out in another order than shown and
individual steps may be combined or separated into com-
ponent steps. Additional steps may be inserted into this
sequence. The steps of the example method are as follows.

Step 402: forming a communication link between a wire-
less docking station and a dockee device;

Step 404: receiving, by the Docking Station, from the
Dockee device, information about the Dockee device’s
capabilities and characteristics of one or more wireless
devices within a wireless docking group;

Step 406: defining, by the Docking Station, one or more
optimal connections for one or more of the wireless devices
in the wireless docking group, based on the received infor-
mation; and

Step 408: transmitting, by the Docking Station, to the
Dockee device, information to enable formation of the one
or more optimal connections for the one or more devices 1n
the wireless docking group.

FIGS. 5A to 5E are, collectively, an example tlow diagram
500 of operational steps of an example embodiment of the
Wireless Docking Protocol 142 procedure 1n the Docking
Station 100F, to define the Wi-F1 connectivity settings for a
peripheral printer 100E, using the network configuration
program 144, according to an embodiment of the present
invention. The steps of the flow diagram 500 represent
computer code nstructions stored in the RAM and/or ROM
memory of the Docking Station device 100F, which when
executed by the central processing units (CPU), carry out the
functions of the example embodiments of the invention. The
steps may be carried out in another order than shown and
individual steps may be combined or separated into com-
ponent steps. Additional steps may be inserted into this
sequence. The steps of the example method are as follows.

FIG. 5A continues the Wireless Docking Protocol 142
procedure of FIG. 4, showing Step 404: receiving the
Dockee device’s capabilities and characteristics of wireless
devices within a wireless docking group and Step 406:
defining optimal connections. Step 502 determines whether
the Dockee 100A has a single protocol stack on path 502A
or a dual protocol stack on path 502B. Path 502A passes to
step 504 that determines whether the plan 1s to add Docking
Station 100F to an existing network on path 504 A or form
new network with Docking Station 100F on path 504B. Path
504 A passes to the tlow diagram of FIG. 5B and Path 504B
passes to the tlow diagram of FIG. 5C. Path 502B passes to
step 506 that determines whether the plan 1s to add Docking
Station 100F to an existing network on path 306A or form
new network with Docking Station 100F on path 506B. Path
506A passes to the flow diagram of FIG. 5D and Path 5068
passes to the flow diagram of FIG. 5E.

FIG. 5B continues the Wireless Docking Protocol 142
procedure of FIG. SA, where the Dockee 100A has a single
protocol stack and a Docking Station 100F 1s to be added to
an existing network.

Step 508 determines whether there 1s an existing internet
access point 100B on path 508A or there 1s no existing
internet connection on path 508B. Path 508A, there 1s an
existing internet access point 1008, passes to step 510 that
determines on path 510A whether the peripheral printer
100E 1s connected to access point 100B (Scenario 1 of FIG.
2A) or on path 510B whether the peripheral printer 100E 1s
connected to Dockee 100A (Scenario 3 of FIG. 2D).

If the peripheral printer 100E 1s connected to access point
100B (Scenario 1 of FIG. 2A) on path 510A, then the
Wireless Docking Protocol 142 procedure passes the gath-
ered imnformation received from the Dockee device 100A to
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the Smart Connectivity Setup Protocol subroutine that 1s
used as the network configuration program 144 in this
example.

For (Scenario 1 of FIG. 2A) on path S10A, the Docking
Station 100F defines the most optimal connectivity settings
based on recerved information.

Important information is that Dockee 100A 1s single stack
and Infrastructure network (the access point 100B) 1s avail-
able (which the Dockee 1s able to use) and one peripheral
(Wi-F1 printer) 100E 1s accessible through that Infrastructure
network. Also that Infrastructure network 1s used for Internet
connectivity.

Docking Station 100F defines the following settings and
rules of the Smart Connectivity Setup Protocol for optimal
connectivity in the wireless docking environment:

Dockee 100A may continue using new Wi-F1 Direct

connection 120 (created in first phase).

Dockee 100A may access towards Internet through this

Wi-F1 Direct connection 120 (Dockee may retain cur-
rent IP address as long as Docking Station 100F acts as

a bridge and not routing traflic*)
*) Dockee and/or Docking Station may also implement Mobile IP to

minimize effects of connectivity changes to the Internet connectivity.

Peripheral Wi-F1 printer 100E may use current Infrastruc-
ture connectivity settings over link 212, however see
note below)

New peripherals may use new Wi-F1 Direct network (not

any 1in this scenario)

Then, Docking Station 100F joins to Wi-F1 AP (Infra-
structure) over link 214 using Credentials received from the
Dockee 100A.

In this scenario the user does not add any unknown Wi-Fi1
peripherals, thus above Smart Connectivity Setup Protocol
settings are final.

Connectivity settings for the peripheral printer 100E are
generated by the Smart Connectivity Setup Protocol sub-
routine and returned. In this example, the network configu-
ration program 144 keeps the connection to the access point
100B.

The Wireless Docking Protocol 142 procedure buflers the
connectivity settings for the peripheral prmter 100E 1n the
connectivity settings transmit bufler 148 1n the Docking
Station 100F. The connectivity settings for connecting the
peripheral printer 100E to the access point 100B are then
transmitted from the Docking Station 100F to the Dockee
device 100A 1n step 408.

If the peripheral printer 100E 1s connected to Dockee
100A (Scenario 3 of FIG. 2D) on path 3510B, then the
Wireless Docking Protocol 142 procedure changes the con-
nection to the Docking Station 100F and passes the gathered
information received from the Dockee device 100A to the
Smart Connectivity Setup Protocol subroutine that 1s used as
the network configuration program 144 in this example.

For (Scenario 3 of FIG. 2D) on path 5108, Docking
Station 100F defines most optimal connectivity settings
based on receirved information.

Important information 1s that Dockee 100A 1s single stack
and Wi-F1 Direct network link 120 1s available (Dockee 1s
able to use that) and one peripheral (Wi-F1 printer 100E) 1s
accessible through that network link 120.

However, i this scenario this original Wi-Fi Direct
network 216 1s not optimal anymore, thus Docking Station
100F creates new Wi-F1 Direct network 218.

Docking Station 100F defines the following settings and
rules for network configuration program 144 for optimal
connectivity 1n the wireless docking environment:




US RE47,643 E

37

Dockee 100A may continue using new Wi-F1 Direct
connection 120 (created in {first phase).

Dockee 100A may access Internet by using new Wi-Fi
Direct connection 120 (if can be provided by the
Docking Station 100F).

Peripheral Wi-F1 printer 100E connectivity settings 216
are not valid anymore (new WPS procedure™) may be
performed to reconfigure Wi-Fi printer 100E 1f that
printer 1s wanted to be a peripheral within docking
environment. Dockee gives necessary guidance to user
via Ul to perform WPS procedure.

Connectivity settings for the peripheral printer 100E are
generated by the Smart Connectivity Setup Protocol sub-
routine and returned. The Wireless Docking Protocol 142
procedure builers the connectivity settings for the peripheral
printer 100E 1n the connectivity settings transmit bufler 148
in the Docking Station 100F. The connectivity settings for
connecting the peripheral printer 100E to the Docking
Station 100F are then transmitted from the Docking Station
100F to the Dockee device 100A 1n step 408.

It Step 508 determines that there 1s no existing internet
connection on path 508B, then it passes to step 512 that
determines on path 512A whether the peripheral printer
100E 1s not connected or on path 512B whether the periph-
eral printer 100E 1s connected to the Dockee 100A. In both
paths, the Wireless Docking Protocol 142 procedure passes
the gathered information received from the Dockee device
100A to the Smart Connectivity Setup Protocol subroutine
that 1s used as the network configuration program 144 in this
example. Connectivity settings for the peripheral printer
100E are generated by the Smart Connectivity Setup Pro-
tocol subroutine and returned. The network configuration
program 144 in this example creates a connection to the
Docking Station 100F. The Wireless Docking Protocol 142
procedure bullers the connectivity settings for the peripheral
printer 100E 1n the connectivity settings transmit builer 148
in the Docking Station 100F. The connectivity settings for
connecting the peripheral printer 100E to the Docking
Station 100F are then transmitted from the Docking Station
100F to the Dockee device 100A 1n step 408.

FIG. 5C continues the Wireless Docking Protocol 142
procedure of FIG. 5A, where the Dockee 100A has a dual
protocol stack and the plan 1s to create a new network with
the Docking Station 100F. Step 514 determines whether
there 1s an existing internet access point 100B on path 514A
or there 1s no existing internet connection on path 514B
(Scenario 5 of FIG. 2F). In both paths, the Wireless Docking

Protocol 142 procedure passes the gathered information
received from the Dockee device 100A to the Smart Con-
nectivity Setup Protocol subroutine that 1s used as the
network configuration program 144 1n this example.

For path 5314B (Scenario 5 of FIG. 2F), Docking Station
100F defines most optimal connectivity settings based on
recetved information;

Important information 1s that Dockee 100A 1s single stack
device. But 1n this case Docking Station 100F does not have
any information about other Wi-F1 networks, thus Docking
Station 100F 1ssues commands to use the newly created
Wi-F1 Direct network 120 for everything:

Dockee 100A may continue using the new Wi-Fi Direct

connection 120 (created in {irst phase).

Dockee 100A may access Internet by using new Wi-Fi
Direct connection 120 (1f 1t can be provided by the
Docking Station 100F).

New peripherals may use new Wi-Fi Direct network 120.

The Docking Station 100F also commands the Dockee
100A to perform a new WPS 1n step 3 towards the periph-
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crals (e.g., printer 100E), since the peripherals need the
Credentials of the new Wi-Fi Direct network. Dockee 100A
then may perform WPS towards peripherals by using WPS
(any method available on the peripheral) in step 3, see
details e.g. from scenario 3. Dockee 100A may perform this
WPS on behalf of Docking Station 100F*) to create Wi-Fi
Direct link 230 1 step 4. Dockee 100A gives necessary
guidance to user via user interface Ul to perform these WPS
procedures.

The Smart Connectivity Setup Protocol subroutine creates
a connection to the Docking Station 100F. Connectivity
settings for the peripheral printer 100E are generated by the
Smart Connectivity Setup Protocol subroutine and returned.
The Wireless Docking Protocol 142 procedure buflers the
connectivity settings for the peripheral printer 100E 1n the
connectivity settings transmit bufler 148 1n the Dockin
Station 100F. The connectivity settings for connecting the
peripheral printer 100E to the Docking Station 100F are then
transmitted from the Docking Station 100F to the Dockee
device 100A 1n step 408.

FIG. 5D continues the Wireless Docking Protocol 142
procedure of FIG. 5A, where the Dockee 100A has a dual
protocol stack and a Docking Station 100F 1s to be added to
an existing network.

Step 516 determines whether there 1s an existing internet
access point 100B on path 516A or there 1s no existing
internet connection on path 516B. Path 516A, there 1s an
existing 1nternet access point 1008, passes to step 518 that
determines on path 3S18A whether the peripheral printer
100E 1s connected to access point 100B (Scenario 2 of FIG.
2C) or on path 518B whether the peripheral printer 100E 1s
connected to Dockee 100A (Scenario 4 of FIG. 2E).

I1 the peripheral printer 100E 1s connected to access point
100B (Scenario 2 of FIG. 2C) on path 518A, then the
Wireless Docking Protocol 142 procedure passes the gath-
ered information received from the Dockee device 100A to
the Smart Connectivity Setup Protocol subroutine that 1s
used as the network configuration program 144 in this
example.

For (Scenario 2 of FIG. 2C) on path 318A, Docking
Station defines most optimal connectivity settings based on
received information.

Important information 1s that Dockee 100A" 1s dual stack
and Infrastructure network 1s available and used by the
Dockee and peripheral (Wi-F1 printer 100E). Also that
Infrastructure network is used for Internet connectivity.

Docking Station 100F defines the following settings and
rules for network configuration program 144 for optimal
connectivity 1n the wireless docking environment:

Dockee 100A" may use new Wi-F1 Direct connection
120" only for accessing peripherals attached directly to
Docking Station (e.g. remote display, USB devices etc.)

Dockee 100A" may continue accessing Internet by using
existing Infrastructure connection 210.

Peripheral Wi-F1 printer 100E may use current Infrastruc-
ture connectivity settings over link 212 (no need to
perform WPS for reconfiguring Wi-Fi printer)

New peripherals may use new Wi-F1 Direct network (not
any 1n this scenario)

Note: Docking Station 100F joins to Wi-F1 AP (Infra-
structure) using Credentials received from the Dockee only
when some another single stack Dockee starts to use dock-
ing environment, or when Docking Station by itself needs
Internet connectivity.

In this scenario user does not add any unknown Wi-Fi1
peripherals, thus above network configuration program 144
settings are also final ones.
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The Smart Connectivity Setup Protocol subroutine keeps
the connection to the access point 100B. Connectivity set-
tings for the peripheral printer 100E are generated by the
Smart Connectivity Setup Protocol subroutine and returned.
The Wireless Docking Protocol 142 procedure buflers the
connectivity settings for the peripheral prmter 100F 1n the
connectivity settings transmit bufler 148 i1n the Docking
Station 100F. The connectivity settings for connecting the
peripheral printer 100E to the access point 100B are then
transmitted from the Docking Station 100F to the Dockee
device 100A 1n step 408.

If the peripheral printer 100E 1s connected to Dockee
100A (Scenario 4 of FIG. 2E) on path 518B, then the
Wireless Docking Protocol 142 procedure passes the gath-
ered information received from the Dockee device 100A to
the Smart Connectivity Setup Protocol subroutine that 1s
used as the network configuration program 144 in this
example.

For (Scenario 4 of FIG. 2E) on path 3518B, Docking
Station 100F defines most optimal connectivity settings
based on recerved information.

Important information 1s that Dockee 100A" 1s dual stack
and two different networks are used. Infrastructure network
with access point 100B 1s used for Internet connectivity.

Docking Station defines the following settings and rules
for network configuration program 144 for optimal connec-
tivity in the wireless docking environment:

Dockee 100A"™ may use new Wi-F1 Direct connection
120" only for accessing peripherals attached directly to
Docking Station 100F (e.g. remote display, USB
devices etc.). Also Wi-F1 printer 100E would be
attached directly over link 224 to Docking Station 100F
in this case.

Dockee 100A™ may continue accessing Internet by using
existing Infrastructure connection over link 226 to the
access point 100B.

Peripheral Wi-F1 printer 100E connectivity settings 220
are not valid anymore (new WPS procedure) may be
performed to reconfigure Wi-Fi printer 100E 1f that
printer 1s wanted to be a peripheral within docking
environment. Dockee 100A" gives necessary guidance
to user via Ul to perform WPS procedure.

New peripherals may use new Wi-F1 Direct network (not
any 1in this scenario)

Note: Docking Station 100F joins to Wi-Fi1 AP (Infra-
structure) using Credentials received from the Dockee
100A" only when some another single stack Dockee starts to
use docking environment, or when Docking Station by 1tself
needs Internet connectivity.

In this scenario user does not add any unknown Wi-Fi
peripherals, thus above network configuration program 144
settings are also final ones.

The Smart Connectivity Setup Protocol subroutine
changes the connection to the Docking Station 100F. Con-
nectivity settings for the peripheral printer 100E are gener-
ated by the Smart Connectivity Setup Protocol subroutine
and returned. The Wireless Docking Protocol 142 procedure
buflers the connectivity settings for the penpheral prmter
100E 1n the connectivity settings transmit bufler 148 1n the
Docking Station 100F. The connectivity settings for con-
necting the peripheral printer 100E to the Docking Station
100F are then transmitted from the Docking Station 100F to
the Dockee device 100A 1n step 408.

It Step 516 determines that there 1s no existing internet
connection on path 5168, then it passes to step 520 that
determines on path 520A whether the peripheral printer
100E 1s not connected or on path 520B whether the periph-
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eral printer 100E 1s connected to the Dockee 100A. In both
paths, the Wireless Docking Protocol 142 procedure passes
the gathered information received from the Dockee device
100A to the Smart Connectivity Setup Protocol subroutine
that 1s used as the network configuration program 144 in this
example.

The Smart Connectivity Setup Protocol subroutine creates
a connection to the Docking Station 100F. Connectivity
settings for the peripheral printer 100E are generated by the
Smart Connectivity Setup Protocol subroutine and returned.
The Wireless Docking Protocol 142 procedure buflers the
connectivity settings for the peripheral printer 100E 1n the
connectivity settings transmit bufler 148 in the Docking
Station 100F. The connectivity settings for connecting the
peripheral printer 100E to the Docking Station 100F are then
transmitted from the Docking Station 100F to the Dockee
device 100A 1n step 408.

FIG. 5E continues the Wireless Docking Protocol 142

procedure of FIG. SA, where the Dockee 100A has a dual
protocol stack and the plan 1s to create a new network with
the Docking Station 100F. Step 522 determines whether
there 1s an existing internet access point 100B on path 522A
(Scenario 6 of FIG. 2G) or there 1s no existing internet
connection on path 522B. In both paths, the Wireless Dock-
ing Protocol 142 procedure passes the gathered information
received from the Dockee device 100A to the Smart Con-
nectivity Setup Protocol subroutine that is used as the
network configuration program 144 1n this example.

For path 522A (Scenario 6 of FIG. 2G), Docking Station

100F defines the most optimal connectivity settings based on
the received information. Important information 1s that Doc-
kee 100A" 1s a dual stack device. But 1n this case Docking
Station 100F does not have any information about other
Wi-F1 networks™), thus Docking Station 100F 1ssues com-
mands to use the newly created Wi-F1 Direct network link

120" for everything:

*) Docking Station 100F 1s not aware of Infrastructure network access point
100B or at least does not have credentials of the Infrastructure network, thus
it cannot use that network. However, if either Dockee 100A" or Docking
Station 100F has detected this Infrastructure network access point 100B by
the scanning, then Docking Station 100F may give some guidance to user, e.g.

to perform WPS towards AP 100B within WDP_SCS_Response.

Dockee 100A"™ may continue using new Wi-Fi1 Direct
connection 120" (created in first phase).

Dockee 100A" may access Internet by using new Wi-F1
Direct connection 120" and infrastructure link 236 (if 1t
can be provided by the Docking Station 100F).

New peripherals may use new Wi-Fi Direct network 120",

I1 the user has performed WPS 1n step 3 between Dockee

100A and AP 100B, the Dockee should report this to the
Docking Station 100F (e.g. within WDP_Complete_Re-
quest).

Then Docking Station 100F checks whether 1nitial con-

figurations were optimal (=created Wi-F1 Direct network).

But, in this scenario, only Wi-F1 AP 100B provides

Internet Connectivity, thus the Infrastructure network link
234 may be also be used for wireless docking environment.
So Docking Station 100F may need to define new rules for
network configuration program 144. New settings may be
sent within WDP_Setup_Response to the Dockee:

Dockee may use new Wi-Fi Direct connection 120" for
accessing peripherals, e.g. printer 100E, attached
directly to Docking Station 100F (e.g. remote display,
USB devices etc.). Also Wi-Fi printer 100E may be
attached directly to Docking Station 100F 1n this case.

Dockee 100A™ may access Internet by using new Infra-
structure connection 234.
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The Smart Connectivity Setup Protocol subroutine creates
a connection to the Docking Station 100F. Connectivity
settings for the peripheral printer 100E are generated by the
Smart Connectivity Setup Protocol subroutine and returned.
The Wireless Docking Protocol 142 procedure buflers the
connectivity settings for the peripheral printer 100E in the
connectivity settings transmit bufler 148 1n the Dockin
Station 100F. The connectivity settings for connecting the
peripheral printer 100E to the Docking Station 100F are then
transmitted from the Docking Station 100F to the Dockee
device 100A 1n step 408.

Wireless Docking Protocol 1n the Dockee Device

In example embodiments of the imvention, the Docking
Station 100F may use the Smart Connectivity Setup protocol
to command the Dockee device 100A to perform a Wi-Fi
Protected Setup (WPS) procedure with certain peripheral
devices. The Smart Connectivity Setup protocol within the
Dockee, for example in a mobile phone, may either provide
istructions to the user on a user interface, when human
action 1s needed or alternately may automatically take
needed actions without user interaction, when possible.

The Dockee device 100A and the Docking Station 100F
are Wi-F1 Direct-devices that may create peer-to-peer con-
nections between themselves and other Wi-F1 Direct
devices. Wi-F1 Direct Device Discovery and Service Dis-
covery features allow the Dockee device 100A to identily
available devices and services, such as the printer 100E, and
report them to the Docking Station 100F before establishing
a connection. The Dockee device 100A and the Docking
Station 100F may use Wi-F1 Protected Setup to create
connections between devices.

In the Wireless Docking Protocol 142, the Docking Sta-
tion 100F will be the Group Owner (GO) that manages the
Group that includes the Dockee 100A and peripherals, such
as the printer 100E. Both the Dockee device 100A and the
Docking Station 100F include a Wi-F1 Protected Setup
Internal Registrar functionality for communication between
Clients 1n the Group.

In the Wireless Docking Protocol 142, the Dockee device
100A and the Docking Station 100F support Discovery
mechanisms. Device Discovery 1s used by the Dockee
device 100A to identify other Wi-F1 Direct devices by using
a scan similar to that used to discover infrastructure access
points. Wi-Fi1 Protected Setup may be used to obtain cre-
dentials and authenticate other Wi-F1 Direct devices. Service
Discovery enables the Dockee device 100A to recerve
advertisements of services supported by higher layer appli-
cations of other Wi-F1 Direct devices, such as printer 100E.
Service Discovery may be performed at any time (e.g. even
before a connection 1s formed) with any other discovered
Wi-Fi1 Direct device.

FIG. 6 1s an example flow diagram 600 of operational
steps of an example embodiment of the Wireless Docking
Protocol 142 procedure in the Dockee device 100A, to
transmit to the docking station, information it has gathered
about the dockee device’s capabilities and characteristics of
one or more wireless devices within a wireless docking
group; and receive from the docking station, information to
enable formation of the one or more optimal connections for
the one or more devices in the wireless docking group,
according to an embodiment of the present invention. The
steps of the flow diagram 600 represent computer code
instructions stored in the RAM and/or ROM memory of the
Dockee device 100A, which when executed by the central
processing units (CPU), carry out the functions of the
example embodiments of the invention. The steps may be
carried out 1n another order than shown and individual steps
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may be combined or separated into component steps. Addi-
tional steps may be 1nserted 1nto this sequence. The steps of
the example method are as follows.

Step 602: forming a communication link between a wire-
less docking station and a dockee device;

Step 604: transmitting, by the dockee device to the
docking station, information about the dockee device’s
capabilities and characteristics of one or more wireless
devices within a wireless docking group; and

Step 606: receiving, by the dockee device from the
docking station, information to enable formation of the one
or more optimal connections for the one or more devices 1n
the wireless docking group.

Using the description provided herein, the embodiments
may be implemented as a machine, process, or article of
manufacture by using standard programming and/or engi-
neering techniques to produce programming soitware, firm-
ware, hardware or any combination thereof.

Any resulting program(s), having computer-readable pro-
gram code, may be embodied on one or more computer-
usable media such as resident memory devices, smart cards
or other removable memory devices, or transmitting devices,
thereby making a computer program product or article of
manufacture according to the embodiments. As such, the
terms “article of manufacture” and “‘computer program
product” as used herein are intended to encompass a com-
puter program that exists permanently or temporarily on any
computer-usable medium or 1n any transmitting medium
which transmits such a program.

As 1ndicated above, memory/storage devices include, but
are not limited to, disks, optical disks, removable memory
devices such as smart cards, SIMs, WIMs, semiconductor
memories such as RAM, ROM, PROMS, etc. Transmitting
mediums include, but are not limited to, transmissions via
wireless communication networks, the Internet, intranets,
telephone/modem-based network communication, hard-
wired/cabled communication network, satellite communica-
tion, and other stationary or mobile network systems/com-
munication links.

Although specific example embodiments have been dis-
closed, a person skilled in the art will understand that
changes can be made to the specific example embodiments
without departing from the spirit and scope of the invention.

What 1s claimed 1s:

1. A method, comprising:

forming a wireless communication link between a wire-

less docking station and a dockee device;
recerving, by the wireless docking station, from the doc-
kee device through the wireless communication link,
information about (i) the dockee device’s capabilities
and (ii) characteristics of one or more wireless devices
within a wireless docking group, the dockee device
different from the one or more wireless devices;,

defining, by the wireless docking station, one or more
[optimal] connections for the one or more [of the]
wireless devices 1n the wireless docking group, based
on the received information; and

transmitting, by the wireless docking station, to the doc-

kee device through the wireless communication link,
information to enable formation of the one or more
[optimal] connections for the one or more wireless
devices 1n the wireless docking group.

2. The method of claim 1, wherein the information about
(i) the dockee device’s capabilities and (ii) the character-
istics of the one or more wireless devices 15 communicated
using a docking protocol.



US RE47,643 E

43

3. The method of claim 1, which further comprises:

joining, by the wireless docking station, an infrastructure

network having an access point, using a first protocol
stack and forming a peer-to-peer connection with the
dockee device, using a second protocol stack.

4. The method of claim 1, which further comprises:
forming, by the wireless docking station, direct connections
with at least one of the one or more wireless devices, based
on the defined Joptimal] connections.

5. The method of claim 1, wherein the wireless commu-
nication link with the dockee device 1s a Wi-F1 direct
network.

6. The method of claim 1, wherein the wireless commu-
nication link with the dockee device 1s a Tunneled Direct
Link Setup connection.

7. An apparatus, comprising;:

at least one processor; at least one memory including

computer program code;

the at least one memory and the computer program code

configured to, with the at least one processor, cause the

apparatus at least to:

form a wireless commumnication link with a dockee
device;

receive Irom the dockee device through the wireless
communication link, information about (i) the doc-

kee device’s capabilities and (ii) characteristics of
one or more wireless devices within a wireless
docking group, the dockee device different from the
one or more wireless devices;,

define one or more [optimal] connections for ¢4e one or
more [of the] wireless devices in the wireless dock-
ing group, based on the received information; and

transmit to the dockee device through the wireless
communication link, Information to enable formation
of the one or more Joptimal] connections for the one
or more wireless devices in the wireless docking
group.

8. The apparatus of claim 7, wherein the information 1s
communicated using a docking protocol.

9. The apparatus of claim 7, which further comprises:

the at least one memory and the computer program code

configured to, with the at least one processor, cause the
apparatus at least to:

join an infrastructure network having an access point,

using a first protocol stack and form a peer-to-peer
connection with the dockee device, using a second
protocol stack.

10. The apparatus of claim 7, which further comprises: the
at least one memory and the computer program code con-
figured to, with the at least one processor, cause the appa-
ratus at least to: form direct connections with at least one of
the one or more wireless devices, based on the defined
[optimal] connections.

11. The apparatus of claim 7, wherein the wireless com-
munication link with the dockee device 1s a Wi-F1 direct
network.

12. The apparatus of claim 7, wherein the wireless com-
munication link with the dockee device 1s a Tunneled Direct
Link Setup connection.

13. A computer program product comprising computer
executable program code recorded on a computer readable,
non-transitory storage medium, the computer executable
program code, when executed by a computer processor,
comprising;

code for forming a wireless communication link between

a wireless docking station and a dockee device;
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code for receiving, by the wireless docking station, from
the dockee device through the wireless communication
link, information about (i) the dockee device’s capa-
bilities and (ii) characteristics of one or more wireless
devices within a wireless docking group, the dockee
device different from the one or more wireless devices,

code for defining, by the wireless docking station, one or
more Joptimal] connections for #ze one or more [of the]
wireless devices 1n the wireless docking group, based
on the received information; and

code for transmitting, by the wireless docking station, to
the dockee device through the wireless communication
[ink, information to enable formation of the one or more
[optimal] connections for the one or more wireless
devices 1n the wireless docking group.

14. A method, comprising:

forming a wireless communication link between a wire-
less docking station and a dockee device;

transmitting, by the dockee device to the wireless docking
station through the wireless communication link, infor-
mation about (i) the dockee device’s capabilities and
(ii) characteristics of one or more wireless devices
within a wireless docking group, the dockee device
different from the one or more wireless devices; and

receiving, by the dockee device from the wireless docking
station through the wireless communication link, infor-
mation to enable formation of [the] one or more Jopti-
mal] connections for the one or more wireless devices
in the wireless docking group.

15. The method of claim 14, wherein the information
about (i) the dockee device’s capabilities and (ii) the char-
acteristics of the one or more wireless devices 1s commu-
nicated using a docking protocol.

16. The method of claim 14, further comprising:

forming, by the dockee device, one or more wireless

connections with one or more other devices based on
the recerved information.

17. An apparatus, comprising:

at least one processor; at least one memory including

computer program code;

the at least one memory and the computer program code

configured to, with the at least one processor, cause the

apparatus at least to:

form a wireless communication link between the appa-
ratus and a wireless docking station;

transmit to the wireless docking station through the
wireless communication link, information about (i)
the apparatus’ capabilities and (ii) characteristics of
one or more wireless devices within a wireless
docking group, the apparatus diffevent from the one
or more wireless devices:; and

recerve Irom the wireless docking station through the

wireless communication link, information to enable
formation of the one or more Joptimal] connections for
the one or more wireless devices 1n the wireless dock-
Ing group.

18. The apparatus of claim 17, wherein the information
about (i) the apparatus’ capabilities and (ii) the character-
istics of the one or more wireless devices 15 communicated
using a docking protocol.

19. The apparatus of claim 17, further comprising;
the at least one memory and the computer program code

configured to, with the at least one processor, cause the

apparatus at least to:
form one or more wireless connections with one or more
other devices based on the received information.
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20. A computer program product comprising computer
executable program code recorded on a computer readable,
non-transitory storage medium, the computer executable
program code, when executed by a computer processor,
comprising;
code for forming a wireless communication link between
a wireless docking station and a dockee device;

code for transmitting, by the dockee device to the wireless
docking station through the wireless communication
link, information about (i) the dockee device’s capa-
bilities and (i7) characteristics of one or more wireless
devices within a wireless docking group, the dockee
device different from the one or more wireless devices;
and

code for recerving, by the dockee device from the wireless

docking station through the wireless communication
[ink, information to enable formation of [the] one or
more Joptimal] connections for the one or more wire-
less devices 1n the wireless docking group.

21. A method comprising:

receiving, by a wireless docking station, from a dockee

device through a wireless communication link, infor-
mation about (i) dockee device capabilities and (ii)
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characteristics of one or more wireless devices within
a wireless docking group, the one or more wireless
devices different from the dockee device;

defining, by the wireless docking station, one or more
connections for the one or move wireless devices in the
wireless docking group, based on the received infor-
mation; and

transmitting, by the wireless docking station, to the doc-
kee device through the wireless communication link,
information to enable formation of the one or more
connections for the one or morve wireless devices in the
wireless docking group.

22. The method of claim 21, wherein defining, by the
wireless docking station, the one ov move comnnections is
based on a number of protocol stacks the dockee device has.

23. The method of claim 22, wherein defining, by the
wireless docking station, the one or morve comnnections is
further based on whether the one or more wireless devices
in the wireless docking group are dirvectly coupled to the
dockee device or directly coupled to an access point of a
network.
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