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METHOD OF MONITORING HOST
ACTIVITY

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough indi-
cates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

FIELD OF THE INVENTION

The present ivention relates generally to a method of
monitoring host activity. More particularly, the invention
relates to a method of using a device for monitoring host
activity.

BACKGROUND OF THE INVENTION

The 1ntroduction of storage devices having enhanced fea-
tures and capabilities present a storage device implemented to
initiate communication with a host computer or with a remote
server autonomously, without the host computer intervening
to report to the storage device about its activity. As a result, a
storage device activity may be performed independently from
the host computer. Such enhanced features may influence the
network, restrict the network bandwidth, and deteriorate the
user experience.

Since a host computer (or a remote server) has no control
over a storage device autonomous activity, the host computer
has no means to monitor the storage device’s activity. Thus,
optimizing the usage of system resources 1s needed 1n order to
reduce the load.

With current systems, monitoring the load of the system’s
resources 1s typically done by an application on the host. In
such cases, the host monitors 1ts processor activity in order to
gather intelligence about the current or expected state of the
network (for simplicity, a processor of any type may be
referred to generically as a “CPU”). The host may further use
the intelligence to control 1ts network communications and
manage the network system load. In other words, controlling
the host network communications and other host activity 1s
the exclusive responsibility of and 1s exclusively handled by
the host.

However, the above approach 1s not practical 1n systems
where a device, such as a storage device, utilizes the host
resources autonomously for imitiating communication with
the host and/or a remote server.

SUMMARY OF THE INVENTION

In view of the foregoing observations and the present
needs, 1t would be desirable to have a device, e.g., a storage
device, which 1s capable of monitoring host activity. In the
context of this description, “host activity” corresponds to
CPU load in handling host network communications, and 1t
may be independent of and unrelated to the device’s activity
and/or 1ts communication. The exemplary embodiments pro-
vided herein relate to a device, such as a storage device, that
1s operative to monitor host activity and where the device does
not utilize a mechamsm that enables the host to report its
activity to the device.

Embodiments, various examples of which are discussed
herein, include a method of using a device that 1s operatively
coupled to a host, including monitoring, 1n a device, host
activity 1n an autonomous manner, without the host reporting
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to the device about 1ts activity; and 1nitiating communications
from the device and using resources of the host for such
communications, thereby enabling the device to function as a
proactive device. The host activity may correspond to a CPU
load ofthe host and/or to a network related activity of the host.

The monitoring may include monitoring radio frequency
activity of the host. The radio frequency emission may be an
indication of cellular activity, for example. Additionally or
optionally, the momitoring may include monitoring a respon-
stveness of the host, monitoring a polling rate of the host
and/or monitoring noise level on a power supply line of the
device.

The method may further include regulating communica-
tion out of the device using the resources of the host, accord-
ing to the monitored host activity. The method may further
control operation of the device according to the monitored
activity level and/or prompting the host, according to the
monitored host activity, to provide a network link between the
host and a network device that 1s external to the host.

The device may be a storage device having a control cir-
cuitry including a memory controller. As such, the monitoring
may be performed by the control circuitry. The memory con-
troller may control a flash memory and 1nitiating communi-
cations may be performed by the memory controller for
exchanging data with the flash memory.

In another embodiment of the foregoing approach, a device
includes a controller that 1s operative to monitor host activity.
The controller enables the device to function as a proactive
device in 1mitiating communications from the device and
using resources of the host for such communications. The
controller 1s further operative to momtor the host activity
autonomously, without the host reporting to the device about
its activity.

The host activity may correspond to a CPU load of the host,
a network activity of the host, or a responsiveness of the host.

Additionally or optionally to the above, the controller may
monitor radio frequency emission that 1s radiated from the
host. The radio frequency emission may be an indication of
cellular activity. The controller may momnitor a polling rate of
the host or a noise level on a power supply line of the device.
The controller may be further operative to control operation
of the device according to the monitored host activity. The
controller may be operative to prompt the host, according to
the monitored host activity, to provide a network link between
the host and a network device that 1s external to the host.

The device depicted herein above may further include a
non-volatile memory that 1s connectable to the controller, for
storing data. The device may further include a learning
mechanism that 1s connectable to the controller. The learning
mechanism may be operative to teach itself to develop a
database of information, according to the momnitored host
activity.

In another embodiment of the foregoing approach, adevice
includes means 1n the device for monitoring host activity in an
autonomous manner, without the host intervening to report to
the device about 1ts activity. The means for monitoring host
activity 1s operative to enable the device to function as a
proactive device 1n imtiating communications from the
device and using resources of the host for such communica-
tions. The means for monitoring host activity 1s further opera-
tive to monitor the host activity autonomously, without the
host reporting to the device about 1ts activity.

Additional features and advantages of the embodiments
described are possible as will become apparent from the

following drawings and description.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the mnvention with regard to
the various embodiments, reference 1s made to the accompa-
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nying drawings, in which like numerals designate corre-
sponding sections or elements throughout, and in which:

FI1G. 11sablock diagram of a storage device for monitoring,
host activity, according to one exemplary embodiment;

FI1G. 21s ablock diagram of a storage device for monitoring,
host activity, according to a second exemplary embodiment;

FIG. 3 1s ablock diagram of a storage device for monitoring,
host activity, according to a third exemplary embodiment; and

FI1G. 4 15 a flow chart of a method a self-learning mecha-
nism for monitoring the responsiveness of the host, according
to one example embodiment.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

(L]
Y

ERRED

The embodiments and various aspects thereof are further
described 1 more details below. This description i1s not
intended to limit the scope of claims but instead to provide
examples of such embodiments.

The following discussion therefore presents exemplary
embodiments, which include a device, such as a storage
device, configured for monitoring host activity and a method
of using such storage device for momitoring host activity.
Monitoring host activity may be utilized for controlling com-
munication with the host, to thereby reduce loading of the
host.

The device 1s a specialized device configured to function as
a proactive device. In the context of the present invention, the
term “proactive device” (or “proactive storage device”) refers
to any device, including a storage device, that initiates com-
mands with a host independently of a host request/command,
and which actively communicates with a host and/or a remote
device using the resources of the host. A proactive device may
be further operative in mitiating communication with and/or
being responsive, 1 performing an operation, to any other
device that 1s not necessarily the host. In contrast to a slave-
only device paradigm, where the master device (e.g., the host)
1s the only device that mmitiates a session/communication
channel with the slave-only device, the proactive storage
device 1s programmed to nitiate communications with a host
or with any other remote device using the host as a mediator.

With this capability, the storage device may 1) interact with
other devices and/or storage devices present 1n the same host
computer, 2) itself mnitiate the interactions using the process-
ing resources and network interface of the host, and 3) inter-
tace with the end-user via the display or keyboard of the host.

Accordingly, the host (or host computer) of the exemplary
embodiments 1s configured, either 1n software and/or hard-
ware, with an implementation supporting a proactive storage
device.

The exemplary embodiments can further pertain to an elec-
tronic system that includes a storage device as discussed
above. Memory systems used to store digital data for use with
various electronics products may, but need not necessarily, be
configured as any dedicated, non-removable storage device
that 1s embedded within a host (such as the 16-gigabyte (GB)
1INAND embedded flash drive (EFD), available by SanDisk
Corporation); or may be a removable storage device that 1s
configured for removal from and addition to the host.

One type of removable storage device that 1s well suitable
for use as a storage device 1s a memory card. Memory cards
are commonly used to store digital data for use with various
clectronics products. The memory card 1s often removable
from the electronic system so that the stored digital data 1s
portable. The memory cards can have a relatively small form
factor and can be used to store digital data for electronics
products that acquire data, such as cameras, media players/
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recorders (e.g., MP3 devices), hand-held or notebook com-
puters, personal digital assistants (PDAs), cellular phones,
network cards, network appliances, set-top boxes, and hand-
held or other devices.

Accordingly, the storage device of the exemplary embodi-
ments may have a configuration that complies with any
memory (e.g. tlash memory), memory stick, and/or memory
card format, such as a secured digital (SD) memory card
format used for storing digital media such as audio, video, or
picture files. The device may also have a configuration that
complies with a multi media card (MMC) memory card for-
mat, a compact tlash (CF) memory card format, a flash PC
(e.g., ATA Flash) memory card format, a smart-media
memory card format, or with any other industry standard
specifications. One supplier of these memory cards 1s SanD-
1sk Corporation.

The storage device may also have a configuration comply-
ing with a high capacity SIM (HCS) memory card format. The
HCS memory card formatis a secure, cost-effective and high-
capacity storage solution for the increased requirements of
multimedia handset, typically configured to use a host’s net-
work capabilities and/or other resources, to thereby enable
network communication (see for example, the SIM applica-
tion toolkit technology that provides a card for a proactive
role with a handset).

The storage device may be a nonvolatile memory that
retains 1ts memory or stored state even when power 1s
removed. The storage device may also apply to other erasable
programmable memory technologies, including but not-lim-
ited to electrically-erasable and programmable read-only
memories (EEPROMs), EPROM, MRAM, FRAM ferroelec-
tric and magnetic memories. Note that the storage device
configuration does not depend on the type of removable
memory, and may be implemented with any type of memory,
whether it be a flash memory or another type of memory. The
storage device may also be implemented with a one-time
programmable (OTP) memory chip and/or with a 3 dimen-
sional memory chip technology.

Host systems with which such memory cards are used
include cellular telephones, personal computers, notebook
computers, hand held computing devices, cameras, audio
reproducing devices, media players/recorders (e.g., MP3
devices), and other electronic devices requiring removable
data storage. Flash EEPROM systems are also utilized as bulk
mass storage embedded 1n host systems. The storage device
may also be implemented on a PDA (Personal Digital Assis-
tant), mobile handset, and other various electronic devices. A
PDA 1s typically known as user-held computer system imple-
mented with various personal information management
applications, such as an address book, a daily organizer, and
clectronic notepads, to name a few.

FIG. 1 1s an exemplary block diagram of a storage device
10 for momitoring host activity, according to one embodi-
ment. Storage device 10 1s a proactive storage device config-
ured to monitor host activity autonomously, without the host
reporting to the storage device about its activity.

Communication between the storage device 10 and the host
20 can be via a host interface 21, or via any other communi-
cation channel known to those skilled in the art. As the storage
device and the host are separate devices, the storage device
and the host can be 1n communication with each other by way
of an 1nterface such as, for example, a socket into which the
host and storage device are physically ported. In other cases,
the storage device and the host can be 1n communication with
cach other over a wired or a wireless communication channel
well known 1n the art.
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The storage device 10 includes a controller 12 and storage
array 14 coupled thereto. The storage array 14 can be config-
ured as an array ol memory cells (such as FLASH), capable of
storing data in either a volatile or a non-volatile manner. Even
though the storage array discussed herein 1s typically an array
of FLASH memory cells, the exemplary embodiment 1s not
limited to only FLASH type memory cells since 1t 1s contem-
plated that the exemplary embodiment can be used with any
appropriate type of memory cell.

To this end, the storage device 1s configured with such
monitoring capability. This monitoring capability 1s made
possible by the storage device controller’s 12 operational
capability to execute software applications from within the
storage device using processing resources that are made
available by the storage device controller 12.

One way for implementing the storage device 10 as a
proactive storage device 1s by configuring the storage array 14
to include a visible mass storage area 16 and a idden, storage
arca 18. The visible mass storage area 16 1s typically in
communication with a host (and more specifically with a file
system of a host). The hidden storage area 18 1s configured to
be 1n a communication link with the controller 12, while

being “invisible” to the host, such that any data content,
changes to data content or any other data exchange between
the hidden storage area 18 (and/or a network 28) can be
hidden from view of the host 20.

In the context of this description, the term ““visible mass
storage area” refers herein to any arrangement of blocks of
data that 1s specified using logical block addressing (LBA).
Each block can be, for example, on the order of 512 or 1024
bytes each. In this context, the visible mass storage area 16
can be managed by a host using block commands consistent
with LBA architecture and can be compatible with any con-
templated visible mass storage architectures. Note that hav-
ing FLLASH type memory cells 1s not meant as a limitation, as
other embodiments using any appropriate type of memory
cell are further applicable.

Note that the storage array need not necessarily have a
visible mass storage area and a hidden storage area, since any
other implementations for providing a proactive storage
device are also applicable.

The controller 12 includes a CPU 22 which 1s active in
handling host communications. The controller 12 1s operative
to monitor this host CPU activity and then to control opera-
tion of the storage device 10 according to the monitored CPU
activity. The controller 12 monitors the host activity autono-
mously, without the host reporting to the storage device about
its activity. The monitored host activity corresponds to the
processing load (e.g., CPU load) of the CPU 22 of the host 20
and/or the network activity of the host 20.

For example, 11 the monitored host activity indicates the
host CPU activity 1s high, the controller 12 may delay an
operation that utilizes the resources of the host to a later time.
Controlling operation of the storage device 10 as such may
prevent overloading the CPU of the host, alleviate the net-
work congestion via a network interface 24 and optimize the
end user’s experience.

One implementation utilizes host polling, to thereby moni-
tor the responsiveness ol the host. Host polling 1s taught in
U.S. application Ser. No. 12/029,356 to Nochimowski et al.
According to the host polling mechanism, the host continu-
ously polls the storage device 10 with a command at constant
predefined time intervals. The controller 12 may respond to
the command with a data transaction request and measure the
duration of time until the data transaction request 1s handled
by the host.

5

10

15

20

25

30

35

40

45

50

55

60

65

6

The implementation of such a host polling mechanism can
be utilized for measuring and/or monitoring the responsive-
ness of the host. The duration of time since the storage device
10 responds with a data transaction request until the host
handles the data transaction request 1s defined as a measure of
the responsiveness of the host. Since the time for handling of
a data transaction request by the host 1s proportional to the
host activity, monitoring the responsiveness of the host pro-
vides the storage device 10 with an indication of the host
activity.

Note that the host polling 1s independent of and unrelated to
any host mitiated or host file system initiated process.
Accordingly, the polling rate of the host may be independent
of and unrelated to any host-imitiated or host file system-
initiated process. It should be also noted that the described
polling process 1s not conditioned upon the need or the expec-
tation ol the host for a specific response from the storage
device 10.

Since the storage device 10 may be connected to different
types of hosts having different response times, the controller
12 may be implemented with a self-learning mechanism 13
that teaches or trains 1tself to develop a database of informa-
tion (such as a log file 11) for future control of the storage
device. Such mformation can be further used for a variety of
purposes, including conveying iformation associated with
the host activity to an external device, etc. One exemplary
self-learning process for monitoring responsiveness of the
host 1s depicted by the flow chart 50 1n FIG. 4.

Accordingly, the controller 12 may control operation of the
storage device 10 according to the monitored host activity and
based on the information stored 1n the log file 11.

With the host 20 being 1n communication with the network
28, the storage device 10 may further prompt the host 20 to
provide a network link between the host 20 and the network
28 (that 1s external to the host), according to the monitored
host activity. As such, the storage device 10 regulates network
communication out of the storage device 10 via the resources
of the host 20 according to the monitored host activity. Regu-
lating network communication via the host may be particu-
larly required 1n a resource-constrained environment as the
mobile-networked system of the host.

Configuring a storage device, having a visible mass storage
area and a hidden storage area, for establishing network com-
munication via a host, 1s taught 1n U.S. application Ser. No.
12/029,356 to Nochimowski et al.

FI1G. 2 1s a block diagram of a storage device 10a according
to another example embodiment. Storage device 10a includes
components 1dentical to those of storage device 10, including
a host interface 21a; a storage array 14a having a visible mass
storage area 16a and a hidden storage area 18a; and a control-
ler 12a having a self-learning mechanism 13a which stores a
log file 11a.

An RF detector 30 1s provided for monitoring radio fre-
quency (RF)emission radiated from the host. The RF detector
30 monitors RF activity autonomously without the host inter-
vening to report to the storage device 10a about 1ts activity.
The radio frequency (RF) emission radiated from the host
may be an indication of cellular emission. Again, the control-
ler 12a, connected to the RF detector 30, 1s operative to
control operation of the storage device 10a according to the
monitored host activity.

The storage device 10a may further monitor and analyze
signals radiated from the host. The non-limiting embodiment
shown here 1s applicable to monitor radio frequency emission
radiated from the host. One way for momitoring these signals
may be by monitoring the magnitude of the network activity
for example.
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Note that implementing RF detector 30 within the control-
ler 12a 1s also applicable. Also note that any combination of
the arrangements of FIG. 1 and FIG. 2 1s also possible.

FI1G. 3 1s ablock diagram of a storage device 10b according,
to another exemplary embodiment. Storage device 10b
includes components identical to those of storage device 10,
including a host iterface 21b; a storage array 14b having a
visible mass storage area 16b and a hidden storage area 18b;
and a controller 12b having and a self-learming mechanism
13b storing a log file 11b.

Host 20b includes components identical to those of host 20,
including a CPU 22b and a network interface 24b. Host 20b

turther includes a host power supply unit 42 for supplying the
host with power.

A power supply line 44 1s provided to connect the storage
device 10b with the host power supply unit 42. A noise sens-
ing circuitry 40, residing 1n the storage device 30 and con-
nected to the controller 12b, monitors the noise level on the
power supply line 44. With the power supply line 44 con-
nected directly to the host power supply unit 42 of the host
20b, the noise level 1s proportional to the host activity. For
example, 1f the CPU 22b of the host 20b 1s 1dle then the noise
level that 1s monitored on the power supply line 44 1s minimal,
whereas 1f the CPU 22b 1s operating at a higher processing,
level then the noise level that 1s monitored 1s higher accord-
ingly. Again, the controller 12b, connected to the noise sens-
ing circuitry 40, 1s operative to control operation of the stor-
age device 10b according to the monitored host activity.

Note that implementing noise sensing circuitry 40 within
the controller 12b 1s also applicable. Also note that combina-
tion of the arrangements of FIG. 3 and FIG. 2, and of FIG. 3
and FIG. 1 are also possible.

FIG. 4 15 a flow chart of a method 50 representing a seli-
learning mechanism for monitoring the responsiveness of the
host, according to one embodiment. The method of this
embodiment utilizes the host polling mechamism, where the
host 1s continuously polling the storage device.

The method begins at S51, where a set of parameters Max-
Time, Min'Time and Host Activity Level are set to zero.

Next, the storage device receives a polling signal from the
host (S52), and responds to this polling signal with a data
request while setting the value of a parameter T to be the
current time (S53). The storage device makes use of the
polling signal that 1s recerved from the host for monitoring the
responsiveness of the host. As such, the storage device 1s
capable of monitoring host activity without the host reporting
to the storage device about its activity. The storage device 1s
able to respond to this polling signal and to further regulate
communication out of the storage device using the resources
ol the host since, as noted above, the storage device functions
as a proactive storage device in mitiating communications
trom the storage device and using the resources of the host for
such communications. Note that employing a polling mecha-
nism for monitoring host activity as such 1s provided as a mere
example. Additionally or alternatively, the storage device
may monitor a responsiveness ol the host according to other
ways known 1n the art (e.g., by monitoring the duration of
time until the host receives a response for a corresponding
1ssued request.

After the host receives the data request (S54) and the stor-
age device receives a confirmation for this from the host
(S55), the storage device sets the value of the parameter T to
be the difference between the current time and T (S56).

Then at S37, the storage device determines whether the
value of the parameter T 1s less than the value set for the
parameter MinTime. In the affirmative case (@.e.,
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T<MinTime), then MinTime 1s set to T (S58). 11 the value of
T 1s notless than the value of MinTime, then Max'Time equals
T (S359).

Then at S60, the storage device determines whether the
value obtained from the difference between MaxTime and
MinTime 1s larger than zero. In the affirmative case (i.e.,
MaxTime-MinTime>0), then the storage device sets the Host
Activity Level parameter to be T divided by the difference
between MaxTime and MinTime (S61), and the storage
device returns to step S52 and waits for a new polling signal
to be received from the host. The storage device may multiply
the value of the Host Activity level parameter by 100 to
provide an indication of the host activity level 1in percentage.
Now, the value of the Host Activity Level parameter corre-
sponds to the responsiveness of the host.

If the difference between the values of the parameters
MaxTime and MinTime 1s not larger than zero, then the
storage device can not determine an indication of the host
activity at this point (562) and the storage device returns to
step S52 and waits for recerving a new polling signal from the
host.

Although the exemplary method described herein utilizes
the host polling process to monitor the responsiveness of the
host and obtain an indication of the host activity, other
embodiments are also applicable. For example, monitoring
the responsiveness of the host may be achieved by the storage
device raising an interrupt, prompting the host to execute a
requested process. The duration of time since the interrupt
was 1ssued by the storage device and until the requested
process 1s handled by the host may correspond to the respon-
stveness of the host. Hence, monitoring the host activity may
include prompting the host to execute a requested process by
associating a testing message with an interrupt and raising the
interrupt.

According to another example, the monitoring of the host
activity may include monitoring radio frequency (RF) emis-
s10ons radiated from the host, including cellular emissions and
wireless fidelity emissions. According vyet to another
example, monitoring the electromagnetic field created by the
change of current flow through a power supply line of the
storage device provides an indication of the host activity.
According to this example, the monitoring of the host activity
includes monitoring the noise level on a power supply line of
the storage device.

Although the exemplary storage device discussed herein 1s
configured as a proactive storage device to mitiate communi-
cation with a remote device via the host, 1t should be noted
that the storage device of the exemplary embodiments may be
essentially symmetric in that any circuit or soitware applica-
tion external to the storage device can originate a request
having the storage device as 1ts target. In this way, the storage
device canrespond to the requests that originate from external
circuits or external software applications.

As will be appreciated by those familiar 1n the art, current
storage devices employ a wide variety of different architec-
tures and 1t 1s expected that new architectures will continue to
be developed. In general, the exemplary embodiments may be
employed 1n conjunction with a wide variety of different
types of memory, so long as the storage device being used has
suitable processing power.

The embodiments, various examples of which are
described herein, may be realized in hardware, software,
firmware or any combination thereof. A typical combination
of hardware and software could be a general purpose com-
puter system with a computer program that, when being
loaded and executed, controls the computer system such that
it carries out the methods described herein. The present inven-
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tion can also be embedded 1n a computer program product,
which comprises all the features enabling the implementation
of the embodiments described herein, and which, when
loaded 1n a computer system 1s able to carry out these embodi-
ments. Computer program or application in the present con-
text means any expression, in any language, code or notation,
of a set of instructions mtended to cause a system having an
information processing capability to perform a particular
function etther directly or after either or both of the following
a) conversion to another language, code or notation; b) repro-
duction in a different material form.

Having described the various embodiments of a storage
device and a method, it 1s to be understood that the description
1S not meant as a limitation, since further modifications will
now suggest themselves to those skilled 1n the art, and 1t 1s
intended to cover such modifications as falling within the
scope of the appended claims.

The mvention claimed 1s:

1. A method of Joperating] operation in amemory card, the
method comprising:

while the memory card is coupled to a host device, per-

Jorming by the memory cavd.

receiving power from [a] #4e host device;

sending information from the memory card to the host
device wherein the memory card is utilized by the host
device [utilizes the memory card] as a storage device
and wherein the host device includes [i)] a CPU, [ii)]
a network communication interface and [iii)] a power
supply line for supplying power to the memory card;

determining a level of host device activity including a
current CPU load of the host device or a current uti-
lization of the network communication interface by
the host device, wherein determining the level of the
host device activity further includes one or more of
determining a responsiveness of the host device,
determining a polling rate of the host device, and
determining a noise level of the power supply line; and

based upon the determined level of the host device activ-
ity, requesting the host device to provide the memory
card a communication link via the network commu-
nication interface for the memory card to communi-
cate with a remote device different from said host
device,

wherein the determining includes monitoring radio ire-
quency activity of the host device wherein the radio
frequency activity 1s correlated to the current utiliza-
tion of the network communication interface on the
host device.

2. The method of claim 1, further comprising regulating
communication out of the memory card using [the] resources
of the host device, according to the [monitored] host device
actvity.

3. The method of claim 1, wherein the host device activity
corresponds to a CPU load of the host device.

4. The method of claim 1, wherein the host device activity
corresponds to a network related activity of the host device.

5. The method of claim 1, wherein the radio frequency
[emission] activity is an indication of cellular activity.

6. The method of claim 1, wherein the determining
includes determining a responsiveness of the host device
wherein the responsiveness 1s correlated to the current CPU
load of the CPU.

7. The method of claim 1, wherein the determiming
includes determining a polling rate of the host device wherein
the polling rate 1s correlated to the current CPU load of the

CPU.
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8. The method of claam 1, wherein the determining
includes determining noise level on the power supply line of
the host device wherein said noise level 1s correlated to the
current CPU load of the CPU.

9. The method of claim 1, further comprising controlling
operation of the host device according to the determined level
of the host device activity.

10. The method of claim 1, wherein the memory card
comprises control circuitry including a memory controller,
and wherein the determining i1s performed by the control
circuitry.

11. The method of claim 10, wherein the memory control-
ler controls a flash memory.

12. The method of claim 10, further comprising delaying
the requesting when the level of the host device activity 1s
determined to be high.

13. A memory card comprising;:

a memory;

a communication interface that allows the memory card to

communicate with a host device;

a power supply line that allows the memory card to receive

power from the host device; and

a controller coupled to the memory, the communication

interface and the power supply line, said controller

[designed or] configured to:

[1)] send information from the memory card to [a] the
host device via the communication interface wherein
the host device utilizes the memory card as a storage
device and wherein the host device includes [1)] a
CPU and [i1)] a network communication interface
separate Irom the memory card;

[2)] determine a level of host device activity including a
current CPU load of the host device or a current uti-
lization of the network communication interface by
the host device, wherein determining the level of the
host device activity further includes one or more of
determining a responsiveness of the host device,
determining a polling rate of the host device, and
determining a noise level of the power supply line;
and

[3)] based upon the determined level of the host device
activity, request the host device to provide the memory
card a communication link via the network commu-
nication interface for the memory card to communi-
cate with a remote device different from said host
device, wherein the determining includes monitoring
radio frequency activity of the host device wherein the

radio frequency activity 1s correlated to the current
utilization of the network communication interface on
the host device.

14. The memory card of claim 13, wherein the controller 1s
further [designed or] configured to determine a responsive-
ness of the host device wherein the responsiveness 1s corre-
lated to the current CPU load of the CPU.

15. The [method] memory card of claim 13, wherein the
controller is further [designed or] configured to determine a
polling rate of the host device wherein the polling rate 1s
correlated to the current CPU load of the CPU.

16. The [method] memory card of claim [1] /3, wherein the
controller is further [designed or] configured to determine a
noise level on the power supply line of the host device
wherein said noise level 1s correlated to the current CPU load
of the CPU.

17. A non-transient computer readable medium for storing
computer code executable by a controller 1n a memory card
configured to receive power from a host device, the non-
transient computer readable medium comprising:
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computer code for sending information from the memory
card to the host device wherein the memory card is
utilized by the host device [utilizes the memory card] as
a storage device and wherein the host device includes
[1)] a CPU, [ii1)] a network communication interface and
[ii1)] a power supply line for supplying power to the
memory card;

computer code for determining a level of host device activ-

ity including a current CPU load on the host device or a
current utilization of the network communication inter-
face by the host device, wherein determining the level of
the host device activity further includes one or more of
determining a responsiveness of the host device, deter-
mining a polling rate of the host device, and determining
a noise level of the power supply line; and

computer code for, based upon the determined level of the
host device activity, requesting the host device to pro-
vide the memory card a communication link via the
network communication interface for the memory card
to communicate with a remote device different from said
host device,
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wherein the determining includes monitoring radio ire-
quency activity of the host device wherein the radio
frequency activity 1s correlated to the current utilization
of the network communication interface on the host
device.

18. The method of claim I, wherein the memory card
includes a non-volatile memory having a three-dimensional
(3D) memory configuration, and wherein the memory card
includes a controller associated with operation of memory
cells of the non-volatile memory.

19. The memory card of claim 13, wherein the memory
includes a non-volatile memory having a three-dimensional
(3D) memory configuration, and wherein the contrvoller is
associated with operation of storage elements of the non-
volatile memory.

20. The non-transient computer readable medium of claim
17, wherein the memory card includes a non-volatile memory
having a three-dimensional (3D) memory configuration, and
wherein the controller is associated with operation of storage

20 elements of the non-volatile memory.

G s x ex e
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