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(57) ABSTRACT

A fingerprint sensor with programmable sensing patterns 1s
disclosed 1n one embodiment of the invention as including a
fingerprint sensing circuit having multiple I/O 1nterconnects.
The I/O interconnects are configured to sequentially drive a
plurality of fingerprint sensing elements. A memory device
may be operably coupled to the fingerprint sensing circuit. A
programmable data structure, such as a table, file, character
string, numeric value, array, or the like may be stored 1n the
memory device to designate a pattern for driving the finger-
print sensing elements. The fingerprint sensing circuit 1s con-
figured to drive the fingerprint sensing elements according to
the designated pattern. In selected embodiments, the finger-
print sensing elements may include transmitting elements,
receiving elements, or a combination thereof.
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FINGERPRINT SENSING CIRCUIT HAVING
PROGRAMMABLE SENSING PATTERNS

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough indi-
cates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

BACKGROUND

This invention relates to fingerprint sensing technology
and more particularly to fingerprint sensing circuits that can
be programmed with different sensing patterns.

Fingerprint sensing technology 1s increasingly recognized
as a reliable, non-intrusive way to verily individual identity.
Fingerprints, like various other biometric characteristics, are
based on unalterable personal characteristics and thus are
believed to be more reliable when identifying individuals.
The potential applications for fingerprints sensors are myriad.
For example, electronic fingerprint sensors may be used to
provide access control in stationary applications, such as
security checkpoints. Electronic fingerprint sensors may also
be used to provide access control 1n portable applications,
such as portable computers, personal data assistants (PDAs),
cell phones, gaming devices, navigation devices, information
appliances, data storage devices, and the like. Accordingly,
some applications, particularly portable applications, may
require electronic fingerprint sensing systems that are com-
pact, highly reliable, and inexpensive.

Various e¢lectronic fingerprint sensing methods, tech-
niques, and devices have been proposed or are currently under
development. For example, optical and capacitive fingerprint
sensing devices are currently on the market or under devel-
opment. Like a digital camera, optical technology utilizes
visible light to capture a digital image. In particular, optical
technology may use a light source to illuminate an mndividu-
al’s finger while a charge-coupled device (CCD) captures an
analog 1image. This analog image may then be converted to a
digital image.

There are generally two types of capacitive fingerprint

sensing technologies: passive and active. Both types of

capacitive technologies utilize the same principles of capaci-
tance to generate fingerprint images. Passive capacitive tech-
nology typically utilizes an array of plates to apply an elec-
trical current to the finger. The voltage discharge 1s then
measured through the finger. Fingerprint rnndges will typically
have a substantially greater discharge potential than valleys,
which may have little or no discharge.

Active capacitive technology 1s similar to passive technol-
ogy, but may require 1nitial excitation of the epidermal skin
layer of the finger by applying a voltage. Active capacitive
sensors, however, may be adversely atffected by dry or worn
minutia, which may fail to drive the sensor’s output amplifier.
By contrast, passive sensors are typically capable of produc-
ing 1mages regardless of contact resistance and require sig-
nificantly less power.

One feature common to each of the above fingerprint-
sensing technologies 1s that they typically use arrays of fin-
gerprint sensing elements, or “pixels,” to sense a fingerprint.
For example, optical technology may use an array of solid
state pixels (e.g., a charge-coupled device) to detect a finger-

10

15

20

25

30

35

40

45

50

55

60

print, whereas capacitive technology may use an array of 65

capacitive-type sensors, or “pixels.” Each of these pixels may
interface with a fingerprint sensing circuit (e.g, a fingerprint-
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sensing 1C) using pins, leads, or other interconnects. In cer-
tain cases, the pixels that are used for scanning, as well as the
scanning sequence of the pixels, 1s fixed or difficult to change
alter the fingerprint-sensing circuit 1s designed and imple-
mented. In certain cases, the pixels and their sequence may
depend on which interconnects they connect to. This charac-
teristic may limit the flexibility of the fingerprint sensing
circuit.

Accordingly, 1t would be an advance 1n the art to provide a
fingerprint sensing circuit with greater tlexibility. Ideally, the
sensing pattern of a fingerprint sensing circuit could be pro-
grammed to include different pixels or sequences of pixels.
Such flexibility may allow a fingerprint-sensing circuit to be
tailored to different applications or allow fingerprint sensing,
circuits to be optimized or improved after they have been
designed and implemented.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the advantages of the invention will be readily
understood, a more particular description of the imnvention
briefly described above will be rendered by reference to spe-
cific examples 1llustrated 1n the appended drawings. Under-
standing that these drawings depict only typical examples of
the invention and are not therefore to be considered limiting
of 1ts scope, the invention will be described and explained
with additional specificity and detail through the use of the
accompanying drawings, 1n which:

FIG. 1 1s a high-level block diagram of one embodiment of
a fingerprint sensing area containing an array of fingerprint
sensing elements and interfacing with a fingerprint sensing,
circuit;

FIG. 2 1s a partial cutaway profile view of a fingerprint
sensing area showing the interaction between a finger and
fingerprint sensing elements in a capacitive-type fingerprint
sensor, with a fingerprint ridge lying substantially over the
SeNsor gap;

FIG. 3 1s a partial cutaway profile view of a fingerprint
sensing area showing the interaction between a finger and
fingerprint sensing elements in a capacitive-type fingerprint
sensor, with a fingerprint valley lying substantially over the
Sensor gap;

FIG. 4 15 a high-level block diagram of one embodiment of
a fingerprint sensing circuit for use with the present invention;

FIG. 5 1s a high-level block diagram showing one embodi-
ment of a pattern for driving the I/0 interconnects and “pix-
els” of a fingerprint sensing circuit;

FIG. 6 1s a diagram showing one embodiment of a finger
scanning pattern resulting from the pattern of FIG. 5;

FIG. 7 1s a high-level block diagram showing an alternative
embodiment of a pattern for driving the I/0 interconnects and
“pixels” of a fingerprint sensing circuit;

FIG. 8 1s a diagram showing a finger scanning pattern
resulting from the pattern of FIG. 7; and

FIG. 9 1s a high-level block diagram showing one embodi-
ment of a programmable data structure, in this example sev-
cral tables, which may be used to designate a sensing pattern.

DETAILED DESCRIPTION

The mvention has been developed in response to the
present state of the art, and in particular, in response to the
problems and needs in the art that have not yet been fully
solved by currently available fingerprint sensors. Accord-
ingly, the invention has been developed to provide fingerprint
sensing circuits with programmable sensing patterns. The
features and advantages of the ivention will become more
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tully apparent from the following description and appended
claims and their equivalents, and also any subsequent claims
or amendments presented, or may be learned by practice of
the 1nvention as set forth hereinafter.

Consistent with the foregoing, a fingerprint sensor with
programmable sensing patterns 1s disclosed in one embodi-
ment of the invention as including a fingerprint sensing circuit
having multiple I/O iterconnects. The I/O interconnects are
configured to sequentially drive a plurality of fingerprint
sensing elements (e.g., transmitting and/or receiwving ele-
ments). A memory device 1s operably coupled to the finger-
print sensing circuit. A programmable data structure, such as
a table, file, character string, numeric value, array, or the like
1s stored 1n the memory device and 1s configured to designate
a pattern for driving the fingerprint sensing elements. The
fingerprint sensing circuit 1s configured to drive the finger-
print sensing elements according to the designated pattern. In
selected embodiments, the fingerprint sensing elements may
include transmitting elements, recerving elements, or a com-
bination thereof.

In certain embodiments, the programmable data structure
may include entries associated with each timeslot 1n the pat-
tern. The entries may 1dentity I/O interconnects used for
transmitting and recerving during each timeslot, analog set-
tings associated with each timeslot, digital settings associated
with each timeslot, indices umquely i1dentifying each
timeslot, or the like. In certain embodiments, the entries may
identily a zone associated with each timeslot. The zone may
be associated with settings to be used with all entries belong-
ing to the zone.

In another embodiment 1n accordance with the invention, a
method for programming a fingerprint sensor with different
sensing patterns may include providing a fingerprint sensing
circuit having multiple IO imterconnects. The 1/0O intercon-
nects may be configured to sequentially drive multiple fin-
gerprint sensing elements. The method may further include
reading a programmable data structure designating a pattern
for driving the fingerprint sensing elements. The fingerprint
sensing elements may then be driven according to the pattern.

It will be readily understood that the components of the
present invention, as generally described and 1llustrated in the
Figures herein, may be arranged and designed i a wide
variety of different configurations. Thus, the following more
detailed description of the embodiments of the systems and
methods of the present invention, as represented in the Fig-
ures, 1s not intended to limit the scope of the mvention, as
claimed, but 1s merely representative of selected embodi-
ments of the invention.

Some of the functional units or method steps described 1n
this specification may be embodied or implemented as mod-
ules. For example, a module may be implemented as a hard-
ware circuit comprising custom VLSI circuits or gate arrays,
off-the-shell semiconductors such as logic chips, transistors,
or other discrete components. A module may also be 1imple-
mented in programmable hardware devices such as field pro-
grammable gate arrays, programmable array logic, program-
mable logic devices, or the like.

Modules may also be implemented 1n software for execu-
tion by various types of processors. An 1dentified module of
executable code may, for instance, comprise one or more
physical or logical blocks of computer instructions which
may, for instance, be organized as an object, procedure, or
function. Nevertheless, the executables of an 1dentified mod-
ule need not be physically located together, but may comprise
disparate 1nstructions stored in different locations which,
when joined logically together, comprise the module and
achieve the stated purpose of the module.
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Indeed, a module of executable code could be a single
instruction, or many instructions, and may even be distributed
over several different code segments, among different pro-
grams, and across several memory devices. Similarly, opera-
tional data may be identified and illustrated herein within
modules, and may be embodied in any suitable form and
organized within any suitable type of data structure. The
operational data may be collected as a single data set, or may
be distributed over different locations including over different
storage devices, and may exist, at least partially, merely as
clectronic signals on a system or network.

Reference throughout this specification to “one embodi-
ment,” “an embodiment,” or similar language means that a
particular feature, structure, or characteristic described in
connection with the embodiment may be included 1n at least
one embodiment of the present invention. Thus, appearances
of the phrases “in one embodiment” or “1n an embodiment™ 1n
various places throughout this specification are not necessar-
ily all referring to the same embodiment.

Furthermore, the described features, structures, or charac-
teristics may be combined in any suitable manner 1n one or
more embodiments. One skilled in the relevant art will rec-
ognize, however, that the invention can be practiced without
one or more of the specific details, or with other methods,
components, etc. In other instances, well-known structures,
or operations are not shown or described in detail to avoid
obscuring aspects of the imnvention.

The illustrated embodiments of the invention will be best
understood by reference to the drawings, wherein like parts
are designated by like numerals throughout. The following
description 1s mntended only by way of example, and simply
illustrates certain selected embodiments of apparatus and
methods that are consistent with the invention as claimed
herein.

Referring to FIG. 1, 1n selected embodiments, a fingerprint
sensor 10 useable with an apparatus and method in accor-
dance with the mvention may include a fingerprint sensing
area 12 to provide a surface onto which a user can swipe a
fingerprint. A dotted outline of a finger 14 1s shown superim-
posed over the fingerprint sensing area 12 to provide a general
idea of the size and scale of one embodiment of a fingerprint
sensing area 12. The size and shape of the fingerprint sensing,
arca 12 may vary, as needed, to accommodate different appli-
cations.

In certain embodiments, the fingerprint sensing area 12
may include an array of transmitting elements 16, such as a
linear array of transmitting elements 16, to assist in scanning
lines of “pixels” as a fingerprint 1s swiped across the finger-
print sensing arca 12. In this embodiment, the transmitting,
clements 16 are shown as a linear array of conductive traces
16 connected to a fingerprint sensing circuit 18. The trans-
mitting elements 16 are not drawn to scale and may include
several hundred transmitting elements 16 arranged across the
width of a fingerprint, one transmitting element 16 per pixel.
A fingerprint image may be generated by scanning successive
lines of pixels as a finger 1s swiped over the array. These lines
may then be assembled to generate a fingerprint image, simi-
lar to the way a fax image 1s generated using line-by-line
scanning.

In certain embodiments, the transmitting elements 16 are
configured to sequentially emuit, or burst, a probing signal, one
alter the other. As will be explained 1n more detail hereafter,
the probing signal may include a burst of probing pulses, such
as a burst of square waves. This probing signal may be sensed
on the recerving end by a receiving element 20. Like the
transmitting elements 16, the recerving element 20 1s shown
as a conductive trace 20 connected to the fingerprint sensing
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circuit 18. Although shown as a single recerving element 20,
in other embodiments, pairs of receiving elements 20 may be
used to differentially cancel out noise.

At the receiving element 20, a response signal may be
generated 1n response to the probing signal. The magnitude of
the response signal may depend on factors such as whether a
finger 1s present over the fingerprint sensing area 12 and, more
particularly, whether a ridge or valley of a fingerprint 1s
immediately over the gap 22 between a transmitting element
16 and the recerving element 20. The magnitude of the signal
generated at the recerving element 20 may be directly related
to the RF impedance of a finger ridge or valley placed over the
gap 22 between the corresponding transmitting element 16
and receiving element 20.

By using a single receiving element 20 (or a small number
of recelving elements 20) and a comparatively larger number
of transmitting elements 16, a receiver that 1s coupled to the
receiving element 20 may be designed to be very hugh quality
and with a much better dynamic range than would be possible
using an array of multiple recerving elements. This design
differs from many conventional fingerprint sensors, which
may employ a single large transmitting element with a large
array of receiving elements and receivers. Nevertheless, the
apparatus and methods described herein are not limited to the
illustrated transmitter and recerver design. Indeed, the appa-
ratus and methods disclosed herein may be used with finger-
print sensors using a small number of transmitting elements
and a relatively large number of receiving elements, a large
number of transmitting elements and a relatively small num-
ber of recerving element, or a roughly equal number of trans-
mitting and recerving elements.

As shownin FIG. 1, the fingerprint sensing area 12 (includ-
ing the transmitting and recerving elements 16, 20) may be
physically decoupled from the fingerprint sensing circuit 18.
Positioning the sensing elements 16, 20 off the silicon die
may 1mprove the reliability of the fingerprint sensor 10 by
reducing the sensor’s susceptibility to electrostatic discharge,
wear, and breakage. This may also allow the cost of the sensor
10 to be reduced over time by following a traditional die-
shrink roadmap. This configuration provides a distinct advan-
tage over direct contact sensors (sensors that are integrated
onto the silicon die) which cannot be shrunk to less than the
width of an industry standard fingerprint. Nevertheless, the
apparatus and methods disclosed herein are applicable to
fingerprint sensors with sensing elements that are located
either on or ofl the silicon die.

In certain embodiments 1n accordance with the invention, a
second array of transmitting elements 24 may be provided
adjacent to the first array of transmitting elements 16. This
second array of transmitting elements 24 may communicate
with a second receiving element 26, which may, in certain
embodiments, electrically connect to the first receiving ele-
ment 20, as shown 1n FIG. 1. In certain embodiments, the
second array of transmitting elements 24 may be used 1n
combination with the first array of transmitting elements 16 to
determine the velocity of a finger as 1t 1s swiped over the
fingerprint sensing area 12. That 1s, lines of fingerprint data
scanned by the second array may be compared to lines of
fingerprint data scanned by the first array to determine the
velocity of the finger. This velocity measurement may be
important to generate an accurate non-distorted fingerprint
image.

Referring generally to FIGS. 2 and 3, in selected embodi-
ments, the transmitting and recerving elements 16, 20 dis-
cussed above may be adhered to a non-conductive substrate
30. For example, the substrate 30 may be constructed of a
flexible polyimide material marketed under the trade name
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Kapton® and with a thickness of between about 25 and 100
um. The Kapton® polymer may allow the fingerprint sensor
10 to be applied to products such as touchpads and molded
plastics having a variety of shapes and contours while pro-
viding exceptional durability and reliability.

In selected embodiments, a user’s finger may be swiped
across the side of the substrate 30 opposite the transmitting
and receiving elements 16, 20. Thus, the substrate 30 may
clectrically and mechanically 1solates a user’s finger from the
transmitting element 16 and receiving element 20, thereby
providing some degree of protection from electrostatic dis-
charge (ESD) and mechanical abrasion.

The capacitive coupling between the transmitting element
16 and the receiving element 20 may change depending on
whether a fingerprint ridge or valley 1s immediately over the
gap 22. This 1s because the dielectric constant of a finger 1s
typically ten to twenty times greater than the dielectric con-
stant of air. The dielectric constant of the ridges of a finger
may vary significantly from finger to finger and person to
person, explaining the significant range of dielectric con-
stants. Because a fingerprint ridge has a dielectric constant
that differs significantly from that of air, the capacitive cou-
pling between the transmitting element 16 and receiving ele-
ment 20 may vary significantly depending on whether a ridge
or valley 1s present over the sensor gap 22.

For example, referring to FIG. 2, when a fingerprint ridge
32 is over the gap 22, the capacitive coupling between the 20
transmitting element 16 and receirving element 20 may be
increased such that the probing signal emitted by the trans-
mitting element 16 1s detected at the recerving element 20 as
a stronger response signal. It follows that a stronger response
signal at the receiving element 20 indicates the presence of a
ridge 32 over the gap 22. On the other hand, as shown 1n FIG.
3, the capacitive coupling between the transmitting element
16 and receiving element 20 may decrease when a valley 1s
present over the gap 22. Thus, a weaker response signal at the
receiving element 20 may indicate that a valley 34 1s over the
gap 22. By measuring the magnitude of the response signal at
the receiving element 20, ridges and valleys may be detected
as a user swipes his or her finger across the sensing area 12,
allowing a fingerprint 1mage to be generated.

Referring to FIG. 4, 1n certain embodiments, a fingerprint
sensing circuit 18 useable with an apparatus and method 1n
accordance with the invention may include a transmitter
clock 40 configured to generate an oscillating signal, such as
an oscillating square-wave signal. Scanning logic 42 may be
used to sequentially route the oscillating signal to builer
amplifiers 46, one after the other, using switches 44. The
buller amplifiers 46 may amplily the oscillating signal to
generate the probing signal. As shown, the buffer amplifiers
46 may sequentially burst the probing signal 48 to each of the
transmitting elements 16, one after the other. A response
signal, generated 1n response to the probing signal 48, may be
sensed at the receiving element 20 and may be routed to a
variable-gain amplifier 50 to amplify the response signal. The
amplified response signal may then be passed to a band pass
filter 52 centered at the frequency of the transmitter clock 40.

The output from the band pass filter 52 may then be sup-
plied to an envelope detector 54, which may detect the enve-
lope of the response signal. This envelope may provide a
baseband signal, the amplitude of which may vary depending
on whether a ridge or valley 1s over the sensor gap 22. The
baseband signal may be passed to a low pass filter 56 to
remove unwanted higher frequencies. The variable-gain
amplifier 50, band pass filter 52, envelope detector 34, low
pass filter 56, as well as other analog components may be
collectively referred to as an analog front end 37.
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The output from the low pass filter 56 may be passed to an
analog-to-digital converter (ADC) 58, which may convert the
analog output to a digital value. The ADC 38 may have, for
example, a resolution of 8 to 12 bits and may be capable of
resolving the output of the low pass filter 56 to 256 to 4096
values. The magnitude of the digital value may be propor-
tional to the signal strength measured at the receiving element
20. Likewise, as explained above, the signal strength may be
related to the capacitive coupling between the transmitting,
clement 16 and receiving element 20, which may depend on
the RF impedance of the feature over the sensor gap 22.

The resulting digital value may be passed to a CPU 60 or
other digital components (e.g., memory 66), which may even-
tually pass digital fingerprint data to a host system 62. The
host system 62, 1n selected embodiments, may process the
fingerprint data using various matching algorithms 1n order to
authenticate a user’s fingerprint.

In addition to processing the digital data, the CPU 60 may
control the gain of the variable-gain amplifier 50 using a
digital-to-analog converter (DAC) 64. The gain may be
adjusted to provide a desired output power or amplitude 1n the
presence ol variable sensing conditions. For example, in
selected embodiments, the gain of the variable-gain amplifier
50 may be adjusted to compensate for variations in the imped-
ance of different fingers. In selected embodiments, the CPU
60 may also control the operation of the scanning logic 42.

Referring to FIG. 5, while continuing to refer generally to
FIG. 1, 1n selected embodiments, the interconnects that are
used to connect the fingerprint sensing circuit 18 to the trans-
mitting elements 16 may be configured to drive the transmit-
ting elements 16 1n a particular order. For example, 11 the
order begins with the interconnect at the upper left-hand
corner of the fingerprint sensing circuit 18 and then follows a
generally clock-wise path 68 around the fingerprint sensing
circuit 18, the transmitting elements 16, 24 may be driven 1n
a sensing pattern 70. That 1s the first array of transmitting
clements 16 may be driven in a rightward direction, after
which the second array of transmitting elements 24 may be
driven 1n a leftward direction. Although eflfective, this sensing
pattern 70 1s not optimal for sensing fingerprints due to the
motion of the user’s finger.

For example, referring to FIG. 6, while continuing to refer
to FIGS. 1 and 5, when scanning a fingerprint, a user may
swipe his or her finger 14 across the fingerprint sensing area
12 1n a direction 80. Because the finger 14 1s moving while 1t
1s being scanned, the acquired scan lines may be represented
as slanted lines 82a, 82b across the user’s finger. That 1s, the
movement of the finger 14 combined with the rightward or
leftward driving direction of the transmitting elements 16, 24
may generate scan lines 82a, 82b that are not aligned across
the width of the finger (perpendicular to the swipe direction
80), but rather are slanted 1n one of two directions. The angles
of the slanted scan lines 82a, 82b are exaggerated for 1llus-
tration purposes.

For example, when a first array of transmitting elements 16
1s scanning 1n a rightward direction, as shown 1 FIG. §, scan
lines 82a generated by the first array may be slanted upward
to the rnight. Sumilarly, when a second array of transmitting
clements 24 are scanning in a leftward direction, scan lines
82b generated by the second array may be slanted upward to
the left. Thus, the scanning pattern 70 illustrated 1n FIG. 5
may generate scan lines 82a, 82b that are slanted in opposite
directions. This scanning pattern 70 may be non-ideal where
two lines are scanned and compared to one another to deter-
mine finger velocity. Ideally, the scan lines 82a, 82b would be
parallel or as close to parallel as possible.
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Reterring to FIG. 7, in certain embodiments, 1t may advan-
tageous to provide a fingerprint sensing circuit 18 that can
drive the transmitting elements 16, 24 in an order modifiable
through programming or other means. For example, if the
order illustrated in FIG. 5 could be modified such that 1t
begins with the interconnect at the upper left-hand corner of
the fingerprint sensing circuit 18 and proceeds 1n a rightward
direction (as indicated by the path 90a) and then returns to the
upper left-hand corner and proceeds in a counter-clock-wise
direction (as indicated by the path 90b), the transmitting
clements 16, 24 may be driven in an improved sensing pattern
94a, 94b. Specifically, the first array of transmitting elements
16 may be driven 1n a rightward direction (as indicated by the
path 94a), after which the second array of transmitting ele-
ments 24 may also be driven 1n a rightward direction (as
indicated by the path 94b).

For example, referring to FI1G. 8, while continuing to refer
to FIGS. 1 and 7, when a user swipes his or her finger across
the fingerprint sensing area 12 1n a direction 80, the acquired
scan lines 82a, 82b may be slanted 1n the same direction, as
opposed to opposite directions. Specifically, as the first array
of transmitting elements 16 scans 1n a rightward direction
94a, as shown 1n FIG. 7, the acquired scan lines 82a may be
slanted upward to the right. Similarly, when the second array
of transmitting elements 24 scans 1n a rightward direction
94b, the acquired scan lines 82b may also be slanted upward
to the right. This generates scan lines 82a, 82b that are sub-
stantially parallel to one another, facilitating the comparing of
the lines 82a, 82b for velocity sensing purposes.

Referring to FIG. 9, 1n selected embodiments 1n accor-
dance with the mvention, a data structure 100, 102 may be
stored 1n memory 66 (¢.g., RAM, ROM, PROM, EPROM,
ctc.) of the fingerprint sensing circuit 18 to designate a sens-
ing pattern for driving the transmitting elements 16, 24 and
receiving elements 20, 26. In certain embodiments, this data
structure 100, 102 may be programmed to set or alter the
sensing pattern, or may be programmed to contain several
different sensing patterns, one or more of which may be
selected. As shown 1n FIG. 9, the data structure 100, 102 1s
provided 1n the form of one or more tables 100, 102. However,
the data structure 100, 102 1s not limited to any specific form
or structure, but may include, for example, tables, files, char-
acter strings, numeric values, arrays, or the like. Alternatively,
the sensing pattern may be programmed with a field program-
mable gate array or other programmable logic. In this
embodiment, the programmable data structure would be
deemed to include programming information for logic gates

or other programmable logic blocks.

Where tables 100, 102 are used as the data structure 100,
102, 1n certain embodiments, the tables 100, 102 may include
a timeslot table 100 and a zone configuration table 102. The
timeslot table 100 may include entries 104, each represented
by arow 104 in the table 100. Each row 104 may correspond
to a different “timeslot.” For the purposes of this disclosure, a
“timeslot” may refer to the time that 1s allocated to each
“pixel” of the fingerprint sensor 10 when scanning a finger-
print. In the illustrated example, a timeslot may refer to the
time that 1s allocated to each transmitting element 16, 24 as 1t
emits the probing signal.

In certain embodiments, the timeslot table 100 may include
multiple columns 106, providing fields for each of the entries
104. For example, the timeslot table 100 may include col-
umuns to store an index 106a, a zone 106b, a transmitting pin
number 106c¢, a recerving pin number 106d, analog front end
settings 106¢, and post-process settings 1061 for each of the
entries 104. In certain embodiments, the mndex 106a 1s pro-
vided to uniquely 1dentily a timeslot. In certain embodiments,
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the fingerprint sensing circuit 18 may be configured to step
from one timeslot to another 1n the order of the indices 106a,
as will be explained 1n more detail hereatter.

In certain embodiments, each of the entries 104 may 1den-
tify a transmitting pin number 106c, which may identify
which pin (or interconnect) of the fingerprint sensing circuit
18 15 used to transmit the probing signal during the respective
timeslot. Similarly, the entries 104 may 1dentily a recerving,
pin number 106d to 1dentity which pin (or interconnect) 1s
used to sense (or receiwve) during the same timeslot. In
selected embodiments, the fingerprint sensing circuit 18 may
be configured such that various of the interconnects may be
used for either transmitting or receiving purposes, thereby
increasing the flexibility of the circuit 18 and enabling various
different sensing patterns.

Each of the entries 104 may also include analog-front-end
setting 106¢, which may 1dentify settings such as gain or filter
settings associated with the analog portion 57 of the finger-
print sensing circuit 18 and associated with the timeslot.
These settings 106 may be important, for example, i1 the
fingerprint sensor 10 1s being used for different applications,
such as fingerprint sensing, calibration, or for tasks such as
navigation (e.g., the fingerprint sensor doubles as a naviga-
tion device such as a touchpad). The entries 104 may also
include post-process settings 1061 associated with the digital
portion of the circuit 18. These post-process settings 1061
may, for example, 1identity how many bits are used to repre-
sent data from each pixel, or settings such as whether a pixel
1s used for velocity sensing or fingerprint sensing purposes, or
whether a pixel 1s used 1n association with culling redundant
fingerprint data.

In selected embodiments, a zone column 106b may 1den-
tify a zone associated with a timeslot. Because groups of
pixels may be used for the same purpose (e.g., fingerprint
sensing, velocity sensing, calibration, navigation, etc.),
groups ol pixels may share common settings. A zone configu-
ration table 102, containing zone entries 108, may identify
settings that are common to groups, or “zones,” of pixels such
that the settings do not have to be stored for each 1individual
pixel, or timeslot 104. This can significantly reduce the
amount of memory that 1s required to store settings for each
individual pixel. Thus, by identifying a zone 106b, a timeslot
entry 104 may be assigned settings that are common to the
zone.

In certain embodiments, zone entries 108 may include an
index field 110a, uniquely 1dentitying a zone, an 1input select
ficld 110b, and an analog-front-end settings field 110c,
among other fields. In selected embodiments, an input select
ficld 110b may 1dentily an interconnect used as an mput for
the zone. This input may include a dedicated interconnect (an
interconnect used only for receiving) or an interconnect that
can be used for either transmitting or receiving. Similarly,
analog-front-end settings 110¢ may identily analog settings
that are common to the zone.

In operation, a sensing pattern may be defined by a starting,
index 112a and an ending index 112b 1n the timeslot table
100. The control logic of the fingerprint sensing circuit 18
may step through the indices 106a, beginning with the start-
ing mdex 112a and terminating with the ending index 112b.
As the control logic steps through the indices 106a, a demul-
tiplexer 114 may route the probing signal ({rom the transmuit-
ter clock 40) to the transmitting pin 106c 1dentified in the
timeslot table 100. This will drive the transmitting element
16, 24 connected to the transmitting pin 106c. This probing
signal may be detected (1n the form of a response signal) by a
recetver element 20, 26 1dentified in the timeslot table 100 and
selected by a multiplexer 116. In certain embodiments, the
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probing signal may be detected by a receiving element 20
coupled to a dedicated analog 1input, as discussed previously.
The mput select 110b may be coupled to a multiplexer 118 to
select whether a dedicated or non-dedicated interconnect 1s
used for receiving the probing signal.

The resulting response signal may be routed to the analog-
front-end 57. The analog-front-end 37 may be tuned and
adjusted according to the analog-front-end settings 106¢, 110
¢ stored 1n the timeslot table 100 and/or zone configuration
table 102. The output from the AFE 57 may then be passed to
the ADC 58, where 1t may be converted to a digital value. The
resulting digital value may be processed according to the
post-process settings 1061 stored 1n the timeslot table 100.

The programmable data structure, one embodiment of
which 1s 1llustrated 1n FIG. 9, 1s not limited to the fingerprint
sensing circuit 18 nor the fingerprints sensing patterns 1llus-
trated herein. Indeed, the data structure may be used to impart
greater flexibility to a wide variety of different fingerprint-
sensing technologies, including capacitive, optical, and ultra-
sonic sensors. Each of these technologies may benefit from
having programmable interconnects and/or programmable
sequences for driving the interconnects.

One advantage of the present invention becomes apparent
in cases where the fingerprint sensing area 12 and the finger-
print sensing circuit 18 are developed somewhat indepen-
dently. In such cases, the geometry of the fingerprint sensing
areca 12, including the placement of the transmitting and
receiving elements 16, 20, 24, 26 and the sequence for driving
them, may not be fully known at the time the fingerprint
sensing circuit 18 1s developed. By making the interconnects
and the sequence for driving the interconnects program-
mable, the fingerprint sensing circuit 18 may be developed
and then programmed once the geometry of the fingerprint
sensing area 12 1s known.

Another advantage of the present invention 1s that different
sensing patterns may be stored concurrently 1n the program-
mable data structure. For example, different sensing patterns
may be used for fingerprint sensing, velocity sensing, cali-
bration, or navigation purposes. Each ol these patterns may be
stored 1n different index ranges of the data structure. By
properly selecting the starting and ending indices 112a, 112b,
the fingerprint sensing area 12 may implement different sens-
ing patterns without the need to reprogram the data structure.

The mvention may be embodied in other specific forms
without departing from 1ts spirit or essential characteristics.
The described examples are to be considered 1n all respects
only as illustrative and not restrictive. The scope of the mnven-
tion 1s, therefore, indicated by the appended claims rather
than by the foregoing description. All changes which come
within the meaning and range of equivalency of the claims are
to be embraced within their scope.

The mvention claimed 1s:

1. A fingerprint sensor providing programmable sensing

patterns, the fingerprint sensor comprising:

a fingerprint sensing circuit comprising a plurality of I/O
interconnects, the I/O interconnects configured to
sequentially drive a plurality of fingerprint sensing ele-
ments;

a memory device operably coupled to the fingerprint sens-
Ing circuit;

at least one programmable table stored 1in the memory
device to designate a pattern for driving the fingerprint
sensing elements; and

the fingerprint sensing circuit further configured to drive
the fingerprint sensing elements according to the pat-
tern.



US RE45,601 E

11

2. The fingerprint sensor of claim 1, wherein the fingerprint
sensing elements comprise at least one of transmitting ele-
ments and receiving elements.

3. The fingerprint sensor of claim 1, wherein the program-
mable data structure comprises entries, each entry associated
with a timeslot in the pattern.

4. The fingerprint sensor of claim 3, wherein each entry
identifies an I/O interconnect used for transmitting.

5. The fingerprint sensor of claim 3, wherein each entry
identifies an I/O interconnect used for receiving.

6. The fingerprint sensor of claim 3, wherein each entry
identifies analog settings associated with a corresponding
timeslot.

7. The fingerprint sensor of claim 3, wherein each entry
identifies digital settings associated with a corresponding
timeslot.

8. The fingerprint sensor of claim 3, wherein each entry
includes an mdex uniquely identifying the entry.

9. The fingerprint sensor of claim 3, wherein each entry
identifies a zone associated with the corresponding timeslot,
the zone 1dentifying settings to be used with all entries asso-
ciated with the zone.

10. The fingerprint sensor of claim 1, wherein the data
structure 1s configured to concurrently store multiple patterns
for driving the fingerprint sensing elements.

11. A method for programming a fingerprint sensor with
different sensing patterns, the method comprising:

providing a fingerprint sensing circuit comprising a plural-

ity of I/0O interconnects, the I/O interconnects config-
ured to sequentially drive a plurality of fingerprint sens-
ing elements;

reading at least one programmable table designating a pat-

tern for driving the fingerprint sensing elements; and
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driving the plurality of fingerprint sensing elements

according to the pattern.

12. The method of claim 11, wherein driving the plurality
of fingerprint sensing elements comprises driving at least one
of transmitting elements and recerving elements.

13. The method of claim 11, wherein reading at least one
programmable table comprises reading entries, each entry
associated with a timeslot 1n the pattern.

14. The method of claim 13, wherein reading an entry
comprises 1dentitying an I/O interconnect used for transmit-
ting.

15. The method of claim 13, wherein reading an entry
comprises 1dentifying an I/0 interconnect used for receiving.

16. The method of claim 13, wherein reading an entry
comprises 1dentifying analog settings associated with a cor-
responding timeslot.

17. The method of claim 13, wherein reading an entry
comprises 1dentifying digital settings associated with a cor-
responding timeslot.

18. The method of claim 13, wherein reading an entry
comprises reading an index uniquely identifying the entry.

19. The method of claim 13, wherein reading an entry
comprises reading a zone associated with the corresponding
timeslot, the zone 1dentifying settings to be used with all
entries associated with the zone.

20. The method of claim 11, wherein reading a program-
mable data structure comprises reading at least one of a table,
a file, a character string, a numeric value, and an array.

21. The fingerprint sensor of claim 1, wherein the plurality
of fingerprint sensing elements comprise a combination of
transmitting elements and receiving elements.
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