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SUPERVISING USER INTERACTION WITH
ONLINE SERVICES

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough indi-
cates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of, and claims priority to,

U.S. patent application Ser. No. 10/330,561 entitled “Super-
vising User Interaction With Online Services,” which was
filed on Dec. 30, 2002. The disclosure of the above applica-

tion 1s mcorporated by reference 1n 1ts entirety.

TECHNICAL FIELD

The following description relates generally to the supervi-
sion of user interaction with online services.

BACKGROUND

The Internet 1s a global network that may be used to access
information that 1s directed to many different topics. For
example, information may be accessed regarding religions,
cultures, 1deologies, and lifestyles, some of which may be
considered offensive to certain individuals. In addition, Inter-
net accessible information may be considered graphic, vio-
lent, harmitul, illegal, or sexual, and, therefore, mnappropriate
for certain users. As such, parents and/or guardians may wish
to regulate access to information made available to online
users under their supervision.

The Internet also provides various communications tech-
niques, such as instant messaging, e-mail, and chat rooms that
provide an easy medium to contact any number of mndividu-
als, entities, or organizations throughout the world. Parents
and/or guardians may wish to regulate such communications.

Various mechanisms, such as parental controls, have been
developed to regulate access to information and communica-
tions available from the Internet and online service providers.
However, new methods and technology continue to be devel-
oped to supplement traditional mechanisms for regulating
access to mformation and communications.

SUMMARY

In one general aspect, a guardian system 1ncludes an inter-
face to recerve data related to activities of a first account; a
guardian host to collect the first account activity data and to
generate a report card based on the collected first account
activity data; and an interface to provide access to the report
card to a second account that 1s associated with the first
account and that exercises some control over the first account.

The report card may include one or more windows to
display activity lists indicating the online activity on a host
network by the first account. The report card indicates online
activity, such as web access activity, mnstant messaging activ-
ity, and e-mail activity by the first account.

The report card may include a web access window 1nclud-
ing an activity list having one or more identifiers associated
with web sites that were accessed by the first account, with
one or more of the identifiers being selectable to enable view-
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ing of a web sites associated with a selected i1dentifier. The
web access window may 1nclude an input to enable the guard-
1an host to block future access by the first account to one or
more web sites associated with the identifiers on the activity
list.

The report card may include an attempted access window
including an activity list having one or more 1dentifiers asso-
clated with web sites that the first account attempted to
access, with one or more of the identifiers being selectable to
enable viewing of a web sites associated with the 1dentifiers
on the activity list. The attempted access window 1ncludes
identifiers of web sites for which access was attempted by and
denied to the first account, and an input recerving interface by
which the second account may enable the first account to
access the one or more web sites.

The report card may include an instant messaging window
including information regarding instant massage activity
associated with the first account. The instant messaging win-
dow includes an input to enable access to a contact list asso-
ciated with the first account. The imnformation includes an
indication of changes to a contact list and identifications of
one or more 1dentities that recerved an 1nstant message from
the first account or sent an istant message to the first account.

The report card window may include an e-mail window
including information regarding e-mail activity associated
with the first account. The e-mail window includes an input
interface to enable access to a user address book associated
with the first account. The information includes an indication
of changes to an address book associated with the first
account and 1dentification of one or more identities that
received e-mail from the first account or sent e-mail to the first
account.

The report card may include a parental controls window
listing one or more services for which parental controls are
applied and an indication of the level of access by the first
account to the services. The parental controls window
includes an input to edit parental control settings associated
with the first account.

Other features will be apparent from the description, the
drawings, and the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram of an exemplary system for
supervising user iteraction with online services.

FIG. 2 shows an exemplary graphical user interface that
may be used 1n the system of FIG. 1 and includes options for
supervising user iteraction with online services.

FIG. 3 shows an exemplary graphical user interface for a
report card that may be provided by the system of FIG. 1.

FIG. 4 shows an exemplary graphical user interface for a
user contact list that may be accessed using the report card
and the system of FIG. 1.

FIG. 5 shows an exemplary graphical user interface for an
address book that may be accessed using the report card and
the system of FIG. 1.

FIG. 6 shows an exemplary graphical user interface that
may be used in the system of FIG. 1 to provide online ser-
vICes.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

As described above, a parent or guardian may wish to
closely supervise a child’s online activities. However, many
parents are not able to closely monitor their chuldren at all
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times. Although filters and services provide some restriction
on activities, these systems are not meant to replace entirely a
parent’s supervision. The guardian system and methods pro-
vide an additional tool for a parent or other entity to monitor
and supervise a user’s online activities.

In one implementation, a report card provides a supervisor
or master account holder (e.g., a parent) with mnformation
about the activities of an individual or sub-account user (e.g.,
a child). For example, the report card may include a list of the
sites (e.g., content 1dentifiers and/or umiform resource loca-
tors) that an individual has visited or attempted to visit. Other
information (e.g., e-mail and address book activity and
instant messaging and contact list activity) also may be pro-
vided 1n addition to tools that allow the master account holder
to access information about the activities. The report card and
corresponding systems and methods are described in greater
detail below.

As shown by the exemplary implementation illustrated
FIG. 1, a communications system 100 may include a number
ol networks (e.g., a host network 103, an intranet 105, and the
Internet 107) that provide network online services, content,
and resources to one or more client devices 110 and their
users. Using communications paths 113, the client devices
110 may connect to the host network 103 directly, or the client
devices 110 may connect to the host network 103 indirectly
through the intranet 105 or the Internet 107. Once connected,
the client devices 110 provide access to services and content
provided by the host network 103.

The host network 103 may be implemented using any
number of components and/or network devices (e.g., hubs,
routers, switches, servers, repeaters, storage devices, commu-
nications interfaces, processors, and various communications

media) to establish a local area network (LAN), a wide area
network (WAN), a switched network, a radio network, a cable
network, a satellite network, or a combination of two more of
these networks.

In particular, the host network 103 may include one or
more host devices or systems to provide access to the devices,
services, and resources of the host network 103. The host
devices may include one or more of a login host 120, an
instant message host 125, an e-mail host 126, a profile com-
plex 127, a database 129, a host complex 130, a parental
control host 135, and a guardian host 140. The hosts may
provide one or more online services, such as web access,
searching, personalized web pages, e-mail, instant messag-
ing, chatting, shopping, and parental controls.

The host devices and systems may exchange or access data
using a host network communications structure 143 that may
include communications media, servers, routers, switches,
processors, storage, interfaces, and gateways (e.g., for con-
version of protocols between host devices, if necessary).

The client devices 110 may be operated by one or more
users to access the host network 103 and 1ts services. An
example of a client device 110 1s a general-purpose computer
capable of responding to and executing instructions in a
defined manner. Client devices 110 also may include a spe-
cial-purpose computer, a personal computer (“PC”), a work-
station, a server, a laptop, a Web-enabled phone, a Web-
enabled personal digital assistant (“PDA”), an interactive
television set, a set top box, an on-board (i.e., vehicle-
mounted) computer, or a combination of one or more these
devices capable of responding to, generating, and/or execut-
ing instructions. The client device 110 may include any num-
ber of other devices, components, and/or peripherals, such as
memory/storage devices, input devices, output devices, user
interfaces, and/or communications interfaces.
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The client device 110 also may mclude one or more soft-
ware applications (e.g., an operating system, a browser appli-
cation, a microbrowser application, a server application, a
proxy application, a gateway application, a tunneling appli-
cation, an e-mail application, an IM client application, an
online service provider client application, and/or an interac-
tive television client application) loaded on the client device
110 to command and direct the client device 110. Applica-
tions may include a computer program, a piece of code, an
instruction, or some combination thereof, for independently
or collectively mstructing the client device 110 to interact and
operate as desired.

The applications may be embodied permanently or tempo-
rarily 1n any type of machine, component, physical or virtual
equipment, storage medium, or propagated signal wave
capable of providing instructions to the client device 110. In
particular, the applications may be stored on a storage
medium or device (e.g., a read only memory (ROM), a ran-
dom access memory (RAM), a volatile/non-volatile memory,
or amagnetic disk readable by the client device 110, such that
il the storage medium or device 1s read by the client device
110, the specified steps or instructions are performed.

The client device 110 also 1includes one or more commu-
nications interfaces that allow the client device to send and
receive information using the communications paths 115.

The communications paths 115 may be configured to send
and receive signals (e.g., electrical, electromagnetic, or opti-
cal) that convey or carry data streams representing various
types of analog and/or digital content. For example, the com-
munications paths 115 may be implemented using various
communications media and one or more networks compris-
ing one or more network devices (e.g., servers, routers,
switches, hubs, repeaters, and storage devices). The one or
more networks may include a WAN, a LAN, a plain old
telephone service (POTS) network, a digital subscriber line
(DSL) network, an integrated services digital network
(ISDN), a synchronous optical network (SONNET), or a
combination of two or more of these networks. In addition,
the communications paths 115 may include one or more
wireless links that transmit and recetve electromagnetic sig-
nals, such as, for example, radio, infrared, and microwave
signals, to convey imformation.

The client device 110 may establish a connection (through
a communications path 115) to a login host 120. The login
host 120 may include one or more servers, processors, and
other communications media to provide access to the host
network 103 using an ISP client and/or a browser application.
Thelogin host 120 may determine whether a particular user of
a client device 110 1s authorized to access the host network
103 (e.g., by verilying a user identification and a password).
If the user 1s authorized to access the host network 103, the
login host 120 may facilitate establishing communications
between the client device 110 and the host network devices
corresponding to any services desired by the user.

Once communications with the host network 103 have
been established, the client device 110 may directly or indi-
rectly transmit data to and access content and services from
the hosts. For example, the client device 110 may establish a
connection with the host complex 130 to browse the Internet;
access web pages; shop online; get customized news,
weather, and stock quotes; and search the World Wide Web.

The host network 103 includes one or more user profile
complexes 127 connected to a database 129 to store user
profile data. The user profile complex 127 may include one or
more user profile servers and other devices allowing the enter-
ing, retrieving, editing, manipulating, or otherwise process-
ing of user profile data. In one implementation, user profile
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data may include a user contact list, an address book, 1denti-
fied interests, a geographic location, a type of account, and
demographic information. The user may use a client applica-
tion or a browser on the client device 110 to interact with the
user profile server and perform various functions if autho-
rized (e.g., enter, edit and/or delete profile data).

The user profile data also may be stored by the client device
110. For example, a storage medium associated with the
client device 110 may store user account information, a con-
tact list, and/or an address book. In one implementation, the
user profile data stored by the client device 110 may be
provided to the host network 103 when needed (e.g., at speci-
fied times or upon request). In another implementation, the
user profile data may be stored by both the client device 110
and the host network 103 and periodically synchronized (e.g.,
at logon, logoil, or when appropnate).

If the user profile data 1s stored by the host network 103, the
user does not have to reenter or update such information in the
event that the user accesses the host network 103 using a new
or a different client device 110. Accordingly, when a user
accesses the host network 103, the login host 120 can instruct
the user profile complex 127 to retrieve the user profile data
from the database 129 and to provide, for example, user data
to a host as needed.

A user may establish an account to gain access to the host
network 103. The account may be a general account, a master
account, or a sub-account. A master account may be associ-
ated with or linked to one or more sub-accounts and may
exercise at least some control over the sub-accounts. In one
implementation, the master account also may create one or
more associated sub-accounts. In another implementation,
the master account may be associated with or linked to one or
more existing sub-accounts. An identifier, (e.g., a screen
name) may be associated with each sub-account and stored
with the user profile data. For example, a master account
holder may create a sub-account and a screen name for a child
that 1s used as the child’s online 1dentity to communicate with
others through chat, message boards, instant message notes,
and games. The screen name also may be used to create an
¢-mail address.

As previously described, 1t may be desirable to restrict
access by certain users (e.g., children) to content and services
provided by or made available through the host network 103.
A master account holder may communicate with the parental
control host 135 to establish a content advisor for any of the
sub-accounts associated with the master account. The content
advisor may be used to filter out content and online services
that are not suitable for an expected user of the sub-account.

The master account holder may adjust the level of content
exposure according to the age and maturity of the sub-account
user. The master account holder also may set limits on specific
activities within which the sub-account user may participate
(e.g., chats, 1nstant messages, e-mail, newsgroups, and {ile
downloads).

When a screen name 1s created for a sub-account, a basic
parental controls category may be selected by the master
account holder. Each category has predefined limits or con-
straints associated with online services (e.g., e-mail, instant
messaging, Web content access, and/or chat) provided by the
host network 103. The categories help to determine the gen-
cral level of access to these services by the sub-account user.
For example, parental controls categories may include kids
only, young teen, and mature teen.

Kids only may refer to children ages 12 and under, and may
be used to restrict children’s access to certain services and
content of host network 103 and the Internet 107. Young teens
may refer to children ages 13-135, and may be used provide
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more freedom than the kids only category while preventing
full access to content or services. Mature teen may refer to
chuldren ages 16-17, and may be used to allow the most
freedom of all the categories. Mature Teens may access all
services and content on the host network 103 and the Internet
107, except certain sites restricted to an adult (18+) audience.
The categories associated with a sub-account may be changed
and/or customized at any time by the master account holder.

After creating a sub-account, choosing an associated
screen name, and selecting a basic parental controls category,
the master account holder may customize the sub-accounts
access to specific online services provided by the host net-
work 103. For example, parental controls enable the master
account holder to determine who can and cannot send e-mail
to the sub-account. For additional control, a second screen
name may be associated with the sub-account that may be
used only for chat (e.g., blocking all e-mail to the second
screen name so that a child will not recerve unsolicited com-
mercial e-mail (“spam”™) after chatting online).

The parental controls also may be used to set up a guardian
service provided by the guardian host 140. The guardian
service monitors and provides a record of the sub-account’s
online activity. A report card may be provided or made acces-
sible to the master account holder for each sub-account, as
explained 1n detail below.

The guardian host 140 may include one or more servers,
storage, and communications infrastructure to monitor the
activities of one or more sub-account users while online, to
collect data associated with the sub-account online activity,
and to provide an interface for interactive guardian services
provided to the master account holder.

At the end of a sub-account’s session (or at a designated
time as explained below), the collected data may be reported
to the master account holder. For example, a guardian host
communications server may deliver the collected data to the
master account holder (e.g., to an e-mail address associated
with the master account). In another implementation, the
collected data may be made accessible to the master account
holder so that the master account holder may access and view
collected data (e.g., using a link proved by the browser or ISP
client applications).

The collected data may be provided as a report card of the
sub-account activities. The report card may be used by the
master account holder to determine the sub-account’s online
activities and to set, control, adjust, and fine-tune parental
controls associated with the sub-account. The report card also
may be used by the master account holder to recognize and to
enable access to different or previously-restricted online ser-
vices provided by the host network 103.

When the master account holder sets parental controls for
a sub-account, the master account holder 1s given the option to
activate the guardian service. For example, as shown 1n FIG.
2, the master account holder may be presented with a guard-
1an control window 200 for a sub-account.

The window 200 includes a list 205 of activities/services
(e.g., all activity, e-mail, address book, chat, instant messag-
ing, contact list, web sites/web activity) that may be moni-
tored for the sub-account. Each of the activities and/or ser-
vices may have an associated input 210 (e.g., a check box)
that may be selected by the master account holder using the
client device 110 to activate monitoring of the associated
activity. In addition, inputs (e.g., virtual buttons 220 and 230)
may be used to save the guardian settings or cancel the win-
dow (e.g., if the guardian service 1s not wanted or i the
current settings are satisfactory). An indication of each moni-
tored activity and/or service may be stored 1n the user profile
associated with the sub-account.
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Thereatfter, when a sub-account accesses the host network
103, the login host 120 checks the user profile to determine
whether the guardian service 1s activated. If activated, the
login host 120 notifies the guardian host 140, and the guardian
host 140 accesses the user profile to determine which activi-
ties/services are selected to be monitored.

The guardian host 140 may collect data regarding the sub-
account’s activities by monitoring the activities of the sub-
account or the services requested by the sub-account. The
guardian host 140 uses the collected activity data to create a
report card for the sub-account.

In one implementation, the guardian host 140 contacts any
network hosts associated with the monitored activities/ser-
vices to send reports of the activities of the sub-account to the
guardian host 140. The designated hosts report the sub-ac-
count’s activities to the guardian host 140. The guardian host
140 collects the reported activity.

In another implementation, a token, a flag, metadata or
another 1dentifier may be associated with the sub-account or
sub-account identifier to indicate that the guardian service has
been activated for the sub-account. As a result, any host
device servicing the sub-account may determine the presence
of the 1identifier and report to the guardian host 140 the activi-
ties provided to the sub-account.

The report card may include a description of one or more
activities of the sub-account while the sub-account 1s con-
nected to the host network 103. For example, the report card
may include web sites or online resources that were success-
tully accessed, web sites or online resources for which access
was attempted but denied, the number of times a specific web
sites or online resource was visited or attempted to be
accessed, an indication of additions and deletions that were
made to the sub-account’s contact list and address book, the
ability for the master account holder to review a current copy
of any sub-account’s contact list and address book, how much
time the sub-account spent online or visiting one or more web
sites, the time of online usage or visitation/attempted access
of particular web sites or online resources, and current admin-
istrative (e.g., parental controls) settings for the sub-account.
The report card also may include an interface or tool that
allows a master account holder to adjust parental control
settings and/or obtain additional information regarding the
sub-account activities, as described 1n detail below.

The guardian host 140 may provide the report card to the
master account holder using a communications format com-
patible with the communications applications of the client
device 110 of the master account holder. For example, the
report card may be sent to an e-mail address associated with
the master account. The guardian host 140 also may notity the
master account holder that the report card 1s accessible, and
the master account holder may access the report card using,
the client device and the browser or the ISP applications. In
another implementation, the report card may be stored on the
host network 103 and updated by the guardian host 140. In
this case, the master account holder may access the report
card whenever the master account holder 1s connected to the
host network 103. Notification or delivery of the report card
typically 1s provided on a periodic basis. For example, the
report card may be sent when a monitored sub-account user
logs off, when storage/memory saving the collected data
associated with a sub-account 1s full, or at specified times
(e.g., hourly, daily, weekly, and monthly). As a precaution, the
guardian host 140 may send a notification (e.g., an e-mail) to
the master account holder 1f the guardian service 1s deacti-
vated, and the master account holder may verity that the
guardian service should be deactivated. This process of noti-
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fication and verification may be used to minimize or avoid
accidental or unintended disruption of the guardian service.

In addition to the report card, the guardian host 140 may
provide an online link to a history of activity for a correspond-
ing sub-account. The history may be accessed by the master
account when linked to the host network 103. The history may
provide access to any of the data collected by the guardian
host 140 for the sub-account and report card over a period of
time (such as, e.g., a week, a month, and/or a year). The
collected data may be organized (e.g., by date and/or cat-
egory) to aid viewing by the master account. The history also
may be downloaded to the client device 110 of the master
account holder.

In another implementation, a separate report host may used
to generate and provide the report card to the master account.
In this implementation, the report host receives the collected
data from the guardian host and creates the report card and
history. The report host also may provide access to and/or
deliver the report card to the master account. The report host
also may provide a link for access to the sub-account’s his-
tory.

FIG. 3 shows an exemplary graphical user interface 300 for
a report card associated with a sub-account. The report card
may include a sub-account i1dentifier 301 (e.g., a screen
name), session information 302 (e.g., a date and atime range),
a duration of session 303, one or more activity windows (e.g.,
a web sites successtully visited window 310, a web site-
attempted-visits window 320, an IM-and-contact-list activity
window 330, and an e-mail-and-address-book-activity win-
dow 340) and a parental-controls window 350.

The web sites successtully-visited-window 310 includes a
list 360 of web sites visited by a sub-account holder. For
example, the list 360 may include one or more uniform
resources locators (URLs) with corresponding hyperlinks.
Selecting a URL causes a browser of the client device 110 to
access the site associated with the selected URL so that the
master account holder may view the site and determine 11 the
site 1s appropriate for the sub-account user. The number of
visits to a site may be associated with each listed URL.

A report-a-site virtual button 367 or other input 1s provided.
Selecting the report-a-site virtual button 367 allows the mas-
ter account holder to report to the guardian host 140 a site that
was accessed by the sub-account and to which the master
account holder wishes to restrict access by the sub-account 1in
the future. The guardian host 140 may use any sites reported
by the master account holder to update a list of sites to which
the sub-account should be denied access. The guardian host
140 also may notily the parental controls host 135 about the
reported site so that the site may be evaluated with regard to
parental controls of other sub-accounts associated with the
master account, or with regard to parent controls generally
(e.g., access to the 1dentified site may be denied for teens it a
threshold number of the master account holders 1indicate the
site as mappropriate for their teen sub-accounts).

The web site-attempted-visits window 320 includes a list
370 of web sites that a sub-account user has attempted to visit.
For example, the list 370 may include one or more URLs with
corresponding hyperlinks. Selecting a URL causes a browser
of the client device 110 to access the site associated with the
URL so that the master account holder may view the site and
determine 11 the site 1s approprate for the sub-account user.
The number of attempts to visit a site may be associated with
cach listed URL.

A recommend-a-site virtual button 371 or other input also
may be provided. Selecting the recommend-a-site virtual but-
ton 352 allows the master account holder to recommend to the
guardian host 140 a site for which access was denied to the
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sub-account and that master account holder wishes to allow
the sub-account to access in the future. The guardian host 140
may use any recommended sites to update a list of sites for
which access 1s permitted by the sub-account or to remove the
site from a list of restricted sites. The guardian host 140 also
may notity the parental controls host 135 about the recom-
mended site so that the site may be evaluated by the parental
controls host 135 with regard to other sub-accounts associ-
ated with the master account, or with regard to parent controls
generally (e.g., access to the identified site may be allowed for
kids only 11 a threshold number of the master account holders
indicate the site as appropriate for their kids only sub-ac-
counts).

The IM-and-contact-list-activity window 330 includes a
l1st 375 of information about the instant messaging activity of
the sub-account. For example, the list 375 may include the
number of users on the contact list who were contacted, the
number of users contacted who are not on the contact list, and
whether changes were made to the contact list. In addition, the
list 375 may include the screen names of those contacted
and/or added to the contact list.

A view-contact-list-virtual button 377 (identified with
“View Buddy List” 1 FIG. 3) or other input also may be
provided. Selecting the view contact list virtual button 377
causes the browser of the client device 110 to display a win-
dow (e.g., as shown in FIG. 4 and described below) with a list
ol the contacts for the sub-account.

The e-mail-and-address-book-activity window 340
includes a list 380 of information about the e-mail of the
sub-account. For example, the list 380 may include the num-
ber of people with which the sub-account interacted and
whether changes were made to the address book. In addition,
the list may include the e-mail address, name or identifier of
any user that was a recipient of e-mail from the sub-account,
that was a sender of e-mail to the sub-account, and/or that was
added to the address book.

A view address book virtual button 381 also may be pro-
vided. Selecting the view address book virtual button 381
causes the browser of the client device 110 to display a win-
dow (e.g., as shown in FIG. 5 and described below) with a list
of the contacts 1n the address book of the sub-account.

The parental-controls window 350 may include the sub-
account i1dentifier to which the parental controls are applied.
A list 390 1ncludes 1cons representing the different online
services for which parental controls are applied. For example,
in the 1llustrated example, the list 390 includes 1cons for web
browsing, instant messaging, e-mail, chat, an online timer,
and AOL guardian. A corresponding visual indication, for
example, a bar graph 391, indicates the level of access (e.g.,
tull, intermediate, or no access) for one or more of the online
services associated with the sub-account. A virtual button 393
or other mput 1s provided to permit editing of parental con-
trols. Selecting the virtual button 393 causes the browser of
the client device 110 to access a parental controls interface
provided by the parental controls host 135, so as to allow the
master account holder to edit the parental controls of the
sub-account.

FI1G. 4 shows an exemplary graphical user interface 400 for
a sub-account contact list 410. The contact list 410 1s pre-
sented to the master account holder 1n response to selecting
the view-contact-list virtual button 377.

The contact l1st 410 may be divided into contact groups. In
addition, those names or identifiers that have been changed or
added may be indicated using color, shading, highlighting, or
some other visual identification, or by placing the names nto
a separate group. For example, deleted names may be trans-
parent or struck through, and added names may be bolded or
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highlighted. The master account holder may select any name
to remove the name from the contact list or to block access to
the sub-account by the identity associated with the name. A
close virtual button 460 or other 1nput may be included to
close the 1nterface 400.

FIG. 5 shows an exemplary graphical user interface 500 for
an address book 510 of a sub-account. The address book 510
may be presented to the master account holder 1n response to
selecting the wview-address-book virtual button 381. The
address book 510 may be divided into groups (e.g., Family,
Company, Co-workers). Identifiers and any corresponding
¢-mail addresses may be provided. In addition, those names,
identifiers, or e-mail addresses that have been changed or
added may be indicated using color, shading, highlighting, or
some other visual identification, or by placing the names 1nto
a separate group. For example, deleted names may be trans-
parent or struck through, and added names may be bolded or
highlighted. The master account holder may select any name
to remove the name from the address book or to block access
by the enfity associated with the name to the sub-account. A
close virtual button 560 may be included to close the interface
500.

FIG. 6 1s a graphical user interface 600 that the host net-
work 103 provides to the client device 110 to access online
services provided by the host network 103. The interface may
include various tool bars, menus, and windows to provide
information to a user and to provide inputs for controlling the
interface. In particular, the user mterface may include an
indication 620 (e.g., a title section ol a window) that the
guardian service has been activated for the account accessing
the graphical user interface. In addition, an indication 630
(e.g., a window) that the master account receives a report that
outlines the activity for the sub-account’s session also may be
provided.

A number of exemplary implementations have been
described. Nevertheless, 1t will be understood that various
modifications may be made. For example, suitable results
may be achieved 1 the steps of described techniques are
performed 1n a different order and/or 1f components in a
described system, architecture, device, or circuit are com-
bined 1n a different manner and/or replaced or supplemented
by other components. Accordingly, other implementations
are within the scope of the following claims.

What 1s claimed 1s:

1. A system [for monitoring online activities of a sub-
account user over which a master account holder exercises
control,] comprising;

a first system, including a first processor that collects activ-
ity data regarding online activities of [the] a sub-account
user and generates an online report based on the activity
data, wherein the online report includes one or more
inputs for [the] a master account holder to provide an
access recommendation for a web site; and

a second system, 1including a second processor that auto-
matically denies access by the sub-account user to the
web site when a number of negative recommendations
provided by other master account holders for the web
site exceeds a predetermined threshold.

2. The system of claim 1, wherein the online report
includes one or more windows that display one or more
activity lists indicating online activity on a host network by
the sub-account user.

3. The system of claim 1, wherein the sub-account user 1s
one of a plurality of users of the sub-account.

4. The system of claim 1, wherein profile data for the
sub-account user 1s stored on a client device, and wherein the
client device provides the profile data to the first system.
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5. The system of claim 1, wherein the sub-account user 1s
one ol a plurality of sub-account users controlled by the
master account holder.

6. The [method] system of claim 1, wherein collecting
activity data includes collecting data 1n response to the online
account attempting to access web content.

7. A [guardian] system comprising:

a host computer that collects activity data regarding activi-
ties of a sub-account user over which a master account
holder exercises control and generates a report card
based on the collected sub-account activity data,
wherein activity data includes data generated 1n
response to an attempt to access web content; and

an interface that electronically provides access by the mas-
ter account holder to the report card,

wherein the report card includes an mput by which the
master account holder recommends granting access to a
web site; and

the host computer granting access to the web site when a
number of recommendations by other master account
holders for the web site exceeds a predetermined thresh-

old.

8. The system of claim 7, wherein the report card includes
one or more windows that display one or more activity lists
indicating online activity on a host network by the sub-ac-
count user.

9. The system of claim 8, wherein the sub-account 1s uti-
lized by other users 1n addition to the sub-account user.

10. The system of claim 8, wherein profile data for the
sub-account 1s stored on a client device, and wherein the
client device provides the profile data to the host computer.

11. The system of claim 8, wherein the sub-account 1s one
of a plurality of sub-accounts controlled by the master
account.

12. [An online reporting] 4 system comprising:

a memory device; and

at least one processor that performs tasks including;

collecting activity data regarding Internet activities asso-

ciated with an online account, storing the activity data in
the memory device, and

generating a report reflecting the Internet activities associ-

ated with the online account based on the activity data,
wherein the report includes data 1dentifying a web site
that the online account requested access and a link that
allows a user to access the i1dentified web site, and
wherein the report further includes an input by which the
master account holder recommends granting access to a
web site; and

[the host computer] granting access to the web site when a

number of recommendations by other master account
holders for the web site exceeds a predetermined thresh-
old.

13. The [online reporting] system of claim 12, wherein
online account 1s utilized by more than one user.

14. The [online reporting] system of claim 12, wherein
profile data for the online account 1s stored on a client device,
and wherein the processor receives the profile data from the
client device.

15. The [online reporting] system of claim 12, wherein the
online account 1s a sub-account of a master account.

16. The [method] system of claim 12, wherein collecting
the activity data includes collecting data related to web con-
tent accessed by a user of the online account.

17. The [method] system of claim 12, wherein collecting
activity data includes collecting data corresponding to an
attempt by the online account to access web content.
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18. The system of claim 12, wherein the report includes a
controls window listing one or more services for which moni-
toring controls are applied and an indication of a level of
access by the online account to the one or more services.

19. The system of claim 12, wherein the controls window
includes an input to allow editing of one or more control
settings associated with the online account.

20. The system of claim 1, wherein the activity data regard-
ing online activities of a sub-account user includes data
regarding contact list activity.

21. The system of claim 1, wherein the activity data regard-
ing online activities of a sub-account user includes messag-
Ing activity.

22. The system of claim 7, whevrein the activity data further
includes data regarding contact list activity.

23. The system of claim 12, wherein the report further
includes information regarding contact list activity.

24. A method comprising:

monitoring online activities associated with a first user of

an online account to collect activity data associated with
the online account, the activity data including contact
list activity data;

generating, using at least one processor of at least one

computing device, a veport reflecting information asso-
ciated with the collected activity data including infor-
mation associated with the contact list activity data,
wherein the rveport indicates web sites where access is
granted or restricted for the first user based on a thresh-
old number of recommendations by multiple master
account holders, and includes a listing of second users
that have interacted with the first user and that are not on
a contact list associated with the first user;

providing the report to a master account holder associated

with the first user of the online account; and

providing one or move controls, using the at least one

processor, for the master account holder to vestrict the
online activities of the first user of the online account.

25. The method of claim 24, wherein the online account is
a sub-account associated with an account of the master
account holder.

26. The method of claim 24, wherein the first user is a child
of the master account holder

27. The method of claim 24, wherein the master account
holder veport includes a controls window listing one or more
services for which monitoring controls are applied and an
indication of a level of access by the online account to the one
OF movre services.

28. The method of claim 27, wherein the controls window

further includes an option for selection among a plurality of

50 predefined levels of user vestriction that may be applied to the

55
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65

online account.

29. The method of claim 24, wherein the veport identifies
one ov more contacts with which the first user has interacted.

30. The method of claim 24, wherein the report identifies
one or more changes to a contact list associated with the first
user.

31. The method of claim 24, wherein the one or more
controls includes a control for removing a particular contact

from a contact list associated with the first user.

32. The method of claim 24, wherein the one or more
controls includes a control for blocking access by a particular
contact to the online account of the first user.

33. The method of claim 24, wherein the listing is a first
listing, and wherein the report includes a second listing of
users that the first user has contacted through the online
account or that have contacted the first user through the
online account.
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34. The method of claim 24, further comprising enabling
the master account holder to access information associated
with users that have intervacted with the first user.

35. Themethod of claim 24, wherein the contact list activity
data comprises messaging activity data. 5
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