(19) United States

12 Reissued Patent
Walker et al.

(10) Patent Number:
45) Date of Reissued Patent:

USOORE45401E

US RE45.,401 E
Mar. 3, 2015

(54) INTERNET SURVEILLANCE SYSTEM AND
METHOD

FOREIGN PATENT DOCUMENTS

_ JP 11053669 2/1999
(75) Inventors: Jay S. Walker, Ridgefield, CT (US); WO WO 97/22074 6/1997
Daniel E. Tedesco, Shelton, CT (US); WO WO 2005/033911 A2 4/2005

Dean P. Alderucci, Westport, CT (US); OTHER PURBI ICATIONS

Magdalena M. Fincham, Ridgefield,

Cl (US) Risen, James, “Rise 1n Temp Workers Leads to Sharp Fall in Job
(73) Assignee: Inventor Holdings, LL.C, Stamford, CT Security”, The Tech, Feb. 15, 1994, vol. 114, No. 6, p. 2.

(US) (Continued)
(21) Appl. No.: 13/475,029
(22) Filed: May 18, 2012 Primary Examiner — Andy Rao

Related U.S. Patent Documents

(74) Attorney, Agent, or Firm — Fincham Downs, LLC;
Carson C. K. Fincham

Reissue of:
(64) Patent No.: 7,719,565
Issued: May 18, 2010 (57) ABSTRACT
Appl. No.: 11/424,724 A system and method are disclosed for a central server to

Filed:
U.S. Applications:

(63) Continuation of application No. 10/718,327, filed on
Nov. 20, 2003, now Pat. No. 7,092,006, which 1s a
continuation of application No. 09/221,250, filed on

Dec. 28, 1998, now Pat. No. 6,720,990.
(51) Int.CL

Jun. 16, 2006

manage remote monitoring tasks performed by users of a data
network. An exemplary method comprises: recewving a
request from a user of a user device to monitor a remote
location; determining a remote location to be monitored;
enabling communication between a sensor at the remote loca-
tion and the user device; and crediting value to the user in
accordance with an amount of time the user device has been

HO4N 7/18 (2006.01) 1n communication with the remote sensor for remote moni-

(52) U.S.CL toring purposes. An alternate exemplary method includes
CPC HO4N 7/181 (2013.01); HO4N 7/183 measuring user attentiveness while the user device 1s 1n com-
(2013.01) munication with the remote sensor. Thus, the disclosed sys-

USPC oo 348/143; 348/159  tem and method provide a way for users of a data network

(58) Field of Classification Search
CPC ... HO4N 7/181; HO4N 7/183; GO8B 13/19656

USPC e, 348/142-160
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

such as the Internet to log on at any time and perform remote
monitoring tasks for value. Idle time can now be turned 1nto
value using the disclosed system and method. Moreover, little
or no skill 1s required of the user to earn value using the
disclosed system and method; the user need only be attentive
while performing a remote monitoring task. Location owners
also benefit from the convenience by which they can now
have their properties monitored and by the ability of the
disclosed system and method to ensure the attentiveness of

4,245,245 A 1/1981 Matsumoto et al. the user performing the remote monitoring task.
4,458,266 A 7/1984 Mahoney ...........ccvvuee 358/105
(Continued) 4 Claims, 10 Drawing Sheets
LOCATION LOCATION LOCATION
SENSOR SENSOR SENSOR
DEVICE DEVICE DEVICE
1008 1008 1000
CENTRAL
SERVER
200
USER USER USER
DEVICE DEVICE DEVICE
3004 3008 200C




US RE45,401 E
Page 2

(56) References Cited
U.S. PATENT DOCUMENTS
4,511,886 A 4/1985 Rodriguez .................... 340/534
4,622,538 A 11/1986 Whynacht etal. ............ 340/506
4,646,145 A 2/1987 Percyetal. ..................... 358/84
4,838,275 A 6/1989 Lee
4,857,912 A 81989 Everettetal. ................. 340/508
4,861,154 A 81989 Sherwimnetal. ............... 351/205
4,955,388 A 9/1990 Silberstein .................... 128/731
4,969,136 A 11/1990 Chamberlin et al.
4,982,346 A 1/1991 Grrouvardetal. .............. 364/550
5,034,807 A 7/1991 Von Kohorn .................... 358/84
5,204,703 A * 4/1993 Hutchinsonetal. .......... 351/210
5,247,433 A 9/1993 Kitauraetal. ................ 364/188
5,283,644 A 2/1994 Maeno
5,307,262 A * 4/1994 Ertel ...........ccooiiiiiiiiiinn, 705/2
5412,708 A 5/1995 Katz .cooovvviviiiiiiiin 348/14
5454,043 A * 9/1995 Freeman ..............co....... 382/168
5,467,402 A 11/1995 Okuyama
5,519,669 A 5/1996 Rossetal. ...................... 367/93
5,537,141 A 7/1996 Harper et al.
5,544,649 A 8/1996 David et al.
5,550,581 A 81996 Zhou ......coovvvvvviiiiiniiininn, 348/17
5,553,609 A 9/1996 Chen et al.
5,559,496 A 9/1996 Dubats et al.
5,571,057 A 1171996 Ayers .......cccoovvviviiiniinnnnn, 463/36
5,598,456 A 1/1997 Feinberg .......c.c.o.ovnn, 379/42
5,708,655 A 1/1998 Tothetal ............oovin.. 370/313
5,717,379 A 2/1998 Peters et al.
5,734,335 A 3/1998 Brogietal. .............. 340/870.05
5,759,101 A 6/1998 Von Kohorn .................... 463/40
5,762,611 A 6/1998 Lewisetal. ................... 600/544
5,786,746 A 7/1998 Lombardo etal. ....... 340/286.07
5,790,174 A 8/1998 Riuchard, Il etal. .............. 348/7
5,794,210 A 8/1998 Goldhaberetal. ............. 705/14
5,857,190 A 1/1999 Brown ......cccccevvviiniiiniins 707/10
5,862,223 A 1/1999 Walkeretal. ................... 380/25
5,870,138 A 2/1999 Smith et al.
5,909,548 A 6/1999 Klemetal. .............. 395/200.47
5,948,054 A 9/1999 Nielsen et al.
5,991,742 A 11/1999 Tran
5,991,881 A * 11/1999 Conklinetal. ................. 726/22
6,038,337 A * 3/2000 Lawrenceetal. ............. 382/156
6,070,144 A 5/2000 Ginsberg et al.
6,093,026 A 7/2000 Walkeretal. ................. 434/322
6,097,429 A 8/2000 Seeley et al.
6,104,785 A 8/2000 Chen
6,128,396 A 10/2000 Hasegawa et al.
6,166,729 A 12/2000 Acostaetal. ................. 345/327
6,208,266 B1* 3/2001 Lyonsetal. .......... 340/870.02
6,254,536 Bl 7/2001 DeVito
6,259,956 Bl 7/2001 Myers et al.
6,271,752 Bl /2001 ValoS .covvvriviviiiiiiniinnn, 340/541
6,297,825 Bl 10/2001 Maddenetal. ............... 345/419
6,297,844 B1* 10/2001 Schatzetal. .................... 348/43
6,476,858 Bl 11/2002 Ramirez Diaz et al. ...... 348/159
6,538,689 Bl 3/2003 Chang ........ccoooevvvvinnnnn, 348/159
6,542,077 B2 4/2003 Joao
6,570,610 Bl 5/2003 Kipust
6,616,458 Bl 9/2003 Walkeretal. ............... 434/322
6,618.074 Bl 9/2003 Seecley et al.
6,720,990 Bl 4/2004 Walker et al.
6,784,833 B1* 82004 Evans ...................... 342/357.14
6,940,998 B2 9/2005 Garoutte
6,950,013 B2* 9/2005 Scamanetal. ................ 340/436
7,043,433 B2 5/2006 Hejna, Jr.
7,046,138 B2* 5/2006 Webb, Sr. ................ 340/539.13
7,116,357 B1  10/2006 Oya et al.
7,124,427 Bl  10/2006 Esbensen
7444287 B2 * 10/2008 Claudatosetal. ............ 704/270
8,064,898 B2* 11/2011 Carnall ....................... 455/423
OTHER PUBLICATIONS

Edmondson, Gail et al., “A Tidal Wave of Temps (int’l edition)”,
Business Week, Copyright 1997 by the McGraw-Hill Companies,

Inc, 4 pp.

Ruppe, David, “ABCNEWS.com: Working Poor Reap Limited Gains
in New Economy”, (http //abcnews go com/sections/business/
DailyNews/poverty_ 000628 html), Copyright 2000 ABC News
Internet Ventures, 4 pp.

Bott, Jennifer, “Eyes on Road, Hands on the Wheel? Researchers
Want to See Whether Technical Gadgets and Devices are Creating
Sensory Overloads for Drivers.”, Akron Beacon Journal, May 25,
1998, Section: Business, p. D1, 3 pp.

“What 1s NOVEX Video Catcher Plus? (NOVEX VC+)”, NOVEX
Invest Ltd., (http /www tradezone com/tradesites/novex html),
download date: Aug. 5, 1998, 17 pp.

Walker Digital, LLCv. ADT Security Services, Inc., C.A.No. 11-310-

RGA, Iveda Solutions, Inc., Proposed Terms for Claim Construction,
dated Jan. 18, 2013, 6 pp.

Walker Digital, LLC v. AXIS Communications AB et al., C.A. No.

1:11-cv-00558, On-Net Survelllance Systems, Inc., Proposed Terms
for Claim Construction, dated Jan. 18, 2013, 7 pp.

Request for Ex Parte Reexamination 90/020,001 for U.S. Patent No.
7,817,182 filed Apr. 30, 2012, 115 pp.

Office Action for Reexamination No. 90/020,001 mailed Aug. 28,
2012, 194 pp.

Office Action for Reexamination No. 90/020,001 mailed Feb. 25,
2013, 23 pp.

Order Granting Request for Reexamination No. 90/020,000 mailed
Jun. 13, 2012, 11 pp.

Notice of Intent to Issue Ex Parte Reexamination Certificate No.
90/020,000 mailed Aug. 29, 2012, 6 pp.

Ex Parte Reexamination Certificate (90/020,000) for U.S. Patent No.
7,817,182 1ssued Oct. 8, 2012, 2 pp.

Request for Ex Parte Reexamination 90/009,998 for U.S. Patent No.
7,605,840 filed Apr. 30, 2012, 167 pp.

Office Action for Reexamination No. 90/020,001 mailed Jun. 18,
2012, 22 pp.

Notice of Intent to Issue Ex Parte Reexamination Certificate No.
90/009,998 mailed Sep. 24, 2012, 8 pp.

Ex Parte Reexamination Certificate for U.S. Patent No. 7,605,840
1ssued Oct. 17, 2012, 2 pp.

Request for Ex Parte Reexamination 90/009,999 for U.S. Patent No.
7,593,033 filed Apr. 30, 2012, 238 pp.

Order Granting Request for Reexamination No. 90/009,999 mailed
Jul. 19, 2012, 25 pp.

Office Action for Reexamination No. 90/009,999 mailed Sep. 24,
2012, 133 pp.

Final Office Action for Reexamination No. 90/009,999 mailed Mar.
8, 2013, 152 pp.

Request for Ex Parte Reexamination 90/012,585 for U.S. Patent No.
7,817,182 filed Apr. 30, 2012, 167 pp.

Office Action for Reexamination No. 90/012,585 mailed Jun. 18,
2012, 23 pp.

Notice of Intent to Issue Ex Parte Reexamination Certificate No.
90/012,585 mailed Sep. 24, 2012, 8 pp.

Request for Ex Parte Reexamination 90/012,585 for U.S. Patent No.
7,817,182 filed Sep. 14, 2012, 188 pp.

Order Denying Ex Parte Reexamination 90/012,585 mailed Dec. 3,
2012, 28 pp.

Walker Digital, LLC. v. Aix Communications AB et al., 1:11-cv-
00538, District Court Delaware, filed Jun. 22, 2011, 11 pp.

The Associated Press, “Courts Rejects Killer’s Appeal in Genovese
Case”, The New York Times, Dec. 26, 1996, 1 pg.

Schlender, Brent, “The Bill and Warren Show Introduction”, Fortune,
Jul. 20, 1998, 25 pp.

Website: “Remote Video Monitoring Software by PriVIDEye”,
(http://www.privid-eye.com/index.html), download date: Aug. 5,
1998, 3 pp.

Website: “Spies: Survelllance, Security, Wiretaps, Prot . . . 7, (http://
www.spyzone.com/CCSSL1.html), download date: Aug. 5, 1998, 3
pp.

Website: “SpyZone.Com: CSS Group: Company Profile”, (http://
www.spyzone.com/CCSSZL 1. html), download date: Aug. 5, 1998, 7
pp.

Gaskin, James E., “Cyberspace Goes Blue-Collar”, Inter(@ctive
Week, Aug. 19, 1998, 2 pp.




US RE45,401 E
Page 3

(56) References Cited
OTHER PUBLICATIONS

Spera, Vincent, “The Low Wage Labor Market: Problems and Solu-

tions”, American Youth Policy Forum, Sep. 7, 1997, 2 pp.
Office Action for U.S. Appl. No. 09/221,250, dated Oct. 19, 2001, 35

pPp.
Office Action for U.S. Appl. No. 09/221,250, dated Sep. 24, 2002, 26

PP
Office Action for U.S. Appl. No. 09/221,250, dated Jun. 20, 2003, 14

PPp-

Notice of Allowance for U.S. Appl. No. 09/221,250, dated Oct. 21,
2003, 4 pp.

Oftfice Action forU.S. Appl. No. 10/718,327, dated Oct. 3, 2005, 7 pp.
Notice of Allowance for U.S. Appl. No. 10/718,327, dated Mar. 20,
2006, 6 pp.

Office Action for U.S. Appl. No. 11/424,702, dated May 15, 2008, 6

PP
Oflice Action for U.S. Appl. No. 11/424,708, dated Jun. 25, 2008, 12

PP
Office Action for U.S. Appl. No. 11/424,718, dated Jul. 25, 2008, 6

pp.
Office Action for U.S. Appl. No. 11/424,724, dated Sep. 18, 2008, 9

PPp-

Reexamination Certificate for Reexam No. 90/009,999 i1ssued Oct.
20, 2014, 2 pp.

Notice of Intent to Issue Reexamination Certificate for Reexam No.
90/009,999 dated Sep. 12, 2014, 6 pp.

Reexamination Certificate for Reexam No. 90/020,001 1ssued Oct.
22,2014, 2 pp.

Notice of Intent to Issue Reexamination Certificate for Reexam No.
90/020,001 dated Sep. 16, 2014, 6 pp.

Connerat, Carolyn, “Business television 1n the digital age; Special
Section: Business TV, Satellite Communications, Feb. 1995, Sec-
tion: vol. 19, No. 2, p. 39, ISSN: 0147-7439, 2pp.

Sanders, Lisa, “Smile, You’re On Job-Candidate Camera”, Business
Week, Aug. 5, 1996, Section: Up Front, Hunting Heads, No. 3487, p.
0, 1pg.

“Court Rejects Killer’s Appeal in Genovese Case”, The New York
Times, Dec. 26, 1996, Section B, p. 7, col. 1, Metropolitan Desk, 1pg.
O’Driscoll, Patrick, “Bystanders’ silence resounds Denver shocked
by failure to call police during murder”, USA Today, Mar. 31, 1998,
Section: News, p. 3A, 3pp.

Wu, Corinna, “Private Eyes—Bilometric i1dentification 1s set to
replace passwords and PINs”, Science News, Apr. 4, 1998, vol. 153,
pp. 216-217, 2pp.

Dorman, Michael, “Long Island: Our Story/The Killing of Kitty
Genovese/Her Public Slaying in Queens Becomes a Symbol of
American Failure to Get Involved”, Newsday, Jun. 10, 1998, Section:
News, p. A19, 3pp.

“Smile, You’re on the Web!”, RePlay Magazine, Jun. 1998, p. 48,
lpg.

Anderson, Lee, “Good Samaritanism Here”, Chattanooga Free Press,
Jul. 3, 1998, Section: Editorial, p. A6, 2pp.

Website: “High speed digital transmission of video mmag . . . ”,
(http//www tradezone com/tradesites/novex html), download date:
Aug. 5, 1998, 2pp.

Website: “Remote video survelllance and monitoring of high-tech,
PC-cam adapter?”’, (http://www novexcanada com/), download date:
Aug. 5, 1998, 15pp.

“Fortune™ Jul. 20, 1998 The Bill and Warren Show: In . . ., Fortune
Magazine, (http // www pathfinder com/fortune/1998/980721/bil
html), download date: Sep. 21, 1998.

International Search Report for PCT Application No. PCT/US99/
296599, dated Apr. 17, 2001.

Office Action for U.S. Appl. No. 09/221,250, dated Nov. 2, 2001, 38

pp.
Office Action for U.S. Appl. No. 11/424,702, dated Sep. 12, 2008, 5

pp.
Office Action for U.S. Appl. No. 11/424,718, dated Nov. 12, 2008, 13

pPPp-

Notice of Allowance for U.S. Appl. No. 11/424,718, dated Jun. 8,
2009, 6 pp.

Office Action for U.S. Appl. No. 11/424,708, dated Mar. 20, 2009, 12

PP
Office Action for U.S. Appl. No. 11/424,731, dated Oct. 17, 2008, 14

PP

Office Action for U.S. Appl. No. 11/424,738, dated Dec. 12, 2008, 23
pPPp-

Notice of Allowance for U.S. Appl. No. 11/424,738, dated May 15,
2009, 6 pp.

Notice of Allowance for U.S. Appl. No. 11/424,702, dated Jun. 1,
2009, 6 pp.

Notice of Allowance for U.S. Appl. No. 11/424,708, dated Dec. 15,6
PP

Notice of Allowance for U.S. Appl. No. 11/424,731, dated Jun. 1,
2009, 6 pp.

Supplemental Notice of Allowance for U.S. Appl. No. 11/424,731,
dated Aug. 27, 2009, 6 pp.

* cited by examiner



U.S. Patent

Mar. 3, 2015

—

Sheet 1 of 10

US RE45,401 E

LOCATION I
SENSOR
DEVICE

t00c |
J

LOCATION - LOCATION
SENSOR SENSOR
DEVICE DEVICE

~ 100A | 1008
CENTRAL
SERVER

200
. USER USER
DEVICE DEVICE

A 3008

FIG. 1

USER
DEVICE

300G




U.S. Patent Mar. 3, 2015 Sheet 2 of 10 US RE45,401 E
E ]
| LOCATION || LOCATION | | LOGATION |
| SENSOR SENSOR || SENSOR
200 — DEVICE DEVICE || DEVICE
00A ]|  100B|| 106
. ]
l - ﬁ |
, t USER
| GLOWK : DEVICE |
207 | J00A

COMMUNICATIONS
CPU PORT
205 el
i £l
I R
-l >
|
USER DATABASE
I 230
5 TASK DATABASE |
j N - ;L 225

o
Cn

4

| SESSION STATUS
DATABASE

USER PERFORMANCE
TESTING RULES 250

MONITORING SESSION |
PROGRAM 260 | |

— - ' e T gl

F1G. 2

LUSER
DEVICE

300G




U.S. Patent Mar. 3, 2015 Sheet 3 of 10 US RE45,401 E

'/,—-EDD

NETWORK ’g COMMUNICATIONS

_ PORT . I
340 339 | ; -
.. — | |
| INPUT
| | DEVICE(S) |
™
CPU - | i
] 305 - ] | |
| | | DEVICE(S)
E'_“'_' - L
| ) » L e
RAM ROM | CLOCK -. -
} | 30 || 415 320

FIG. 3



U
.S
P
at
ent
M
ar
. 3
, 201
5
Sheet 4
of 10
US
RE
45
40
1E

/FE3U

DENTIF
TIFIER

SJO
AN
SON
8
+
$49
8.6
60

l -
AR
TIN
7
+9
192
95

F1G. 4



US RE45,401 E

Sheet S of 10

Mar. 3, 2015

U.S. Patent

SA

Gtg

¢JANDISSY

AT

0rs

544N1303004d
AINILA N

0vc |\\\;

0¢4
HINMO

NOILYOOT

LS

951dady
JOSNAS

———

0l
SNOILY2O"

dOSN3S

SvEel

. - e - _ . ﬁ!
|
186186 (£02) Ad 00'S 9 < | A6690
1¥°1d50300d | -wvooe | onwvy | TR DY 217100 (0) | 10 NMOLANY
NMOLANY TT¥D B6/1Z/) NERIL ISNIVIN 2L |
“ - |
L S S — IR B U —
W gl -ﬁqqaw @mm S
Zm.ua ﬂw ._:__w_:*m AR/ ¢ 0L dNn L anoH _ 19 'QdO418YH | HWYD/EHONYHE! HONVYE |
OO N o —1 ogs | NOWLYYOJHOO| /WODMNYE | 1D 'NIAWVH |
. 13374 LITTSMMM | SINYE 13374
AJO - WY 00°) 543SN ¢ |
86/1/1 |

508
<EE[INE(

ASYL




=
=
4 ¥
3 9 Ol4
:
P
-
m | S Wd 00.G :
= YIN VIN | NILIYNS - WY 006 IVET| |
> B L 86 -
2 SNOLLYDINNINOD 1531 OML | Avods |
7 p - : .,.

OLANOSTHOL FMya - | So2eo0sall i ROSRHOIS =l M GYEC
- SAONIOHINI ON - | QHABA | WY00E€ .
= INLILSOd G3LTN00 | NIAYDS | - WY 002} SHEZL |
S SNOILYDINMIWINOD LS3L TV - | NN 96111
” 078 509
= SLINS3 (S)3I1LNaa Ll Y31 LN3C

FONVAHO 441

~
-
P
~
o~
al GHT —
)
-

d450

ASYL




US RE45,401 E

Sheet 7 of 10

Mar. 3, 2015

U.S. Patent

-l
L

F0HI dIMENY
NCGLLING
LS OO SONGO3S 0L

5¢2 0cL

L
35SNOJSH
Q3N

4SNOJS3Y
034IN03x

L Ol4

SALNNIN
G AddAd

(LSNDILSTND.)

L1ASNOILSIND
AYEC NG5S

WOUNYY

GlL

S TVAHTLNI
NOILYIINNAWNOD

1541

LAONIONING 0IOV1S.)
LAIDISHEZLINODLSTLD

Ol

NOTLYOINNININCD
15121

0¥l

Srecl

G0Z
SEIE AL

NSV




U.S. Patent Mar. 3, 2015 Sheet 8 of 10 US RE45,401 E

SUU - - = r— F
RECEIVE REQUEST TO LOG ON

'

505
DETERMINE TASK
IDENTIFER AND SHIFT

v

ADD USER TO SESSION
STATUS GATABASE

R

8135

ARE THE RULES
CORRESPONDING TO TASK
IDENTIFIER IN TASK DATABASE
SATISFIED?

820 ' ' -
K] ENABLE MONITORING COMMUNICATION I

BETWEEN LOCATION
SENSOR(S) AND USER DEVICE(S) |

i

AT TEST COMMUNICATION l
INTERVAL(S), OUTPUT TEST |
COMMUNICATION TQ USER(S)

825

830 — -

RESPONSE
NO
RECEIVED WITHIN REQUIRED 0| UP%fTEINU;ER

RESPONSE TIVE?

YES

10 FIG. 8B

FIG. A



U.S. Patent Mar. 3, 2015 Sheet 9 of 10 US RE45,401 E

FROM FIG. 8A

840

EVALUATE RESPONSE

R —

345
UPDATE USER RATING AND,

IF SHIFT NOT OVER,
RETURN TO STEP 825

v

AT END OF SHIFT, UPDATE
PERFORMANCE RESULTS
OF SESSION

sl

855 —————

CREDIT USER ACCOUNT BY
(PAY RATE) x (SHIFT DURATION)

END )

FIG. 8B



U.S. Patent Mar. 3, 2015 Sheet 10 of 10 US RE45,401 E

500 RECEIVE SIGNAL FROM USER
DEVICE INDICATING AN EMERGENCY
AT LOCATION CORRESPONDING TO

SENSOR ADDRESS OF SESSION
910
UPDATE
NG
‘if;ﬁfﬁ“;‘" »  USER RATING
: '  ACCORDINGLY

YES

915 ,

QUTPUT REQUEST TO EMERGENCY
DISPATCH SERVICE CORRESPONDING
TQO SENSOR LOCATICN

FG. Y



US RE45,401 E

1

INTERNET SURVEILLANCE SYSTEM AND
METHOD

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough indi-
cates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

This Application 1s a continuation of, commonly-owned
U.S. patent application Ser. No. 10/718,327 filed Nov. 20,
2003 now U.S. Pat. No. 7,092,006; which 1s a continuation of
U.S. application Ser. No. 09/221,250, entitled INTERNET
SURVEILLANCE SYSTEM AND METHOD, which was
filed Dec. 28, 1998 now U.S. Pat. No. 6,720,990. The entirety
of this application 1s incorporated by reference herein for all
pUrposes.

TECHNICAL FIELD

This invention relates generally to a commerce-based sys-
tem and method, and 1n particular, to a system and method for
a central server to manage remote momtoring tasks per-
formed by users of a data network such as the Internet.

BACKGROUND

Video surveillance has grown to play an important part in
security. Video cameras have been employed 1in numerous
locations to monitor and deter certain undesirable behavior.

Video cameras are currently used to monitor locations 1n
the absence of humans. ATMs, banks, and convenience stores
are typically equipped with video cameras that constantly
record video signals for later viewing. Thus, 1n the event of an
emergency such as a robbery, the recorded signal can be
reviewed at a later time to help 1dentily the perpetrators of the
crime. However, these systems are primarily useful for 1den-
tifying criminals after the crime has been committed. The
only way these systems can prevent crime 1s by the deterrence
that results from the presence of the camera. That 1s, an
unscrupulous party would be more hesitant to commita crime
if they saw a video camera.

Video cameras have also been employed to assist humans
in monitoring locations. Retail stores have used video cam-
eras so that store managers and security guards can view
customer behavior 1in an effort to curtail shop-lifting. Further-
more, security guards in oifices and apartment buildings use
video cameras to view several locations simultaneously. For
example, a security guard may view hallways, parking lots
and elevators while sitting at a front desk.

While video cameras that automatically record activity for
later review are not particularly useful in preventing crime,
video cameras that assist humans in the monitoring process
suifer their own shortcomings. For example, proprietary sys-
tems such as closed-circuit television systems can only be
used by employed security guards. And because only a lim-
ited number of security guards can feasibly view the video
teeds from these closed-circuit television systems, there are
more errors 1n the detection of emergencies. In order to effec-
tively monitor all areas of an establishment at all times, the
owner would need to employ a substantial number of security
guards, which would be prohibitively costly. Moreover, prior
art video security systems do not enable managers and
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employers to test for a security guard’s attentiveness. Thus, a
security guard could be sleeping while supposedly “watch-

ing”” the monitor.

The widespread adoption of the Internet as a tool for
remote communication has also given rise to the development
of video and image-based remote security systems. For
example, PriVID Eye Systems Corporation 1s a Florida-based
development firm specializing 1n advanced remote video
monitoring technologies. Theirr “RemoteVision MX” 1s a
soltware “video capture card” package that enables a user to
view remote locations through their PC over a telephone line.
Similarly, Novex Canada’s “Video Catcher Plus” (*“VC+7) 1s
a home security package that includes software, 4 alarms, 4
video cameras and a small device that plugs into the serial
port of a home PC. The video cameras and the alarms are
connected to the computer through the device. A user of the
VC+ can connect to their PC from a remote computer through
a conventional modem/PSTN connection to view video feeds.
The VC+ allows for viewing of up to 4 videos on one screen
simultaneously. Also, the VC+ 1s enabled with motion detec-
tion such that recording can be automatically started only 1t
and when a motion 1s detected.

Companies such as Cannondale have recently employed a
web-based system enabling managers to view production
work as described by James E. Gaskin, “Cyberspace Goes
Blue-collar”, Inter(@ctive Week, Aug. 19, 1998. As discussed
in the Gaskin article, Weyer Haeuser not only uses web-based
remote cameras to view the production floor, but has supple-
mented remote monitoring using net-cams to view dials and
meters of production equipment. However, these web-based
systems sufler from the same shortcomings as closed-circuit
television systems. In particular, there currently 1s no way for
a property owner to effectively monitor his premises without
prohibitively escalating his costs or to test the attentiveness of
those monitoring his premises.

SUMMARY OF INVENTION

The problems identified above are solved and a technical
advance 1s achieved 1n the art by providing, in accordance
with the present invention, a system and method for a central
server to manage remote monitoring tasks.

A method for a central server to manage remote monitoring
tasks according to one embodiment of the present invention
includes: receving a request from a user of a user device to
monitor a remote location; determining a remote location to
be momitored; enabling communication between a sensor at
the remote location and the user device; and crediting value to
the user for monitoring the remote location 1n accordance
with an amount of time the user device has been 1n commu-
nication with the sensor for remote monitoring purposes.

A method according to an alternate embodiment of the
present invention includes: recerving a request from a user of
a user device to monitor a remote location 1n exchange for
value; determining a remote location to be monitored;
enabling communication between a sensor at the remote loca-
tion and the user device; and measuring user attentiveness
while the user device 1s 1n communication with the sensor.
Many other advantageous embodiments are also disclosed.

Thus, one embodiment of the present invention 1s directed
to a commerce-based system and method that enables mem-
bers of the general public who have access to a data network
such as the Internet to log on at any time and perform remote
monitoring tasks for value. In accordance with one aspect of
the present invention, a user account 1s credited with value in
accordance with the amount of time a user spends monitoring
remote locations. Moreover, little or no skill 1s required of the
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user short of his remaining attentive during a remote moni-
toring session. Thus, the 1dle time of unskilled workers, as
well as the underutilized 1dle time of even highly skilled
workers, can now be turned 1into value 1n accordance with the
present invention.

An alternate embodiment measures user attentiveness. In
one such embodiment, an inattentive user 1s penalized by
automatically replacing him with another user and preventing
him from participating in remote monitoring tasks in the
tuture. Thus, location owners can rest assured that their prop-
erties are being diligently monitored while they are away
without having to mncur excessive costs associated with hiring,
security guards (e.g., providing them with uniforms, benefits,
etc.).

Another aspect of the present imnvention includes taking
precautions to maintain anonymity of the locations being
monitored. Anonymity 1s advantageous because the present
invention allows individuals who are not guaranteed to be
trustworthy to monitor private property over a public network
(e.g., rather than requiring any pre-screening of users, one
embodiment of the present invention simply relies upon user
attentiveness to determine whether a user will be permaitted to
continue to participate 1n remote monitoring tasks). Without
taking precautions to maintain anonymity, an unscrupulous
individual knowing the location’s identity could study its
characteristics to plan a crime. Thus, 1n one embodiment of
the present invention, users are not provided with the identity
ol the remote location being monitored and, indeed, aflirma-
tive measures are taken to prevent the user from ascertaining,
the 1dentity of the location.

Further aspects of the present invention will become appar-
ent during the course of the following description and by
reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram 1illustrating one embodiment of
the system of the present invention.

FIG. 2 1s a block diagram 1illustrating one embodiment of
the central server of the present mnvention.

FIG. 3 1s a block diagram 1llustrating an exemplary user
device.

FI1G. 4 1llustrates an exemplary user database.

FIG. 5 1llustrates an exemplary task database.

FI1G. 6 1llustrates an exemplary session status database.

FIG. 7 1llustrates an exemplary database of user perfor-
mance testing rules.

FIGS. 8A and 8B are tlow-charts 1llustrating an exemplary
process of the monitoring session program executed by the
central server of the present invention.

FIG. 9 1s a flow chart illustrating an exemplary emergency
procedure executed by the central server of the present inven-
tion.

DETAILED DESCRIPTION

Referring now to the drawings, wherein like reference
numerals refer to like parts, FIG. 1 illustrates one embodi-
ment of the present invention wherein users of a data network
such as the Internet can “log on” to a web site and monitor one
or more remote locations 1n exchange for value.

As shown 1n FIG. 1, a central server 200 1s coupled to a
plurality of remote location sensor devices 100a-c and a plu-
rality of user devices 300a-c. Central server 200 may be a high
bandwidth web server of the type commonly operated by
Internet service providers. User devices 300a-c may be per-
sonal computers and/or televisions coupled to the Internet
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(e.g., WebTV). Location sensor devices 100a-c may comprise
digital/analog video cameras, digital/analog audio micro-
phones, motion detectors, pressure sensors, thermal sensors,
laser and/or light sensors, radar, sonar and other sensing
devices well known to those skilled 1n the art. It 1s to be
understood that any number of user devices and sensor
devices may be coupled to the central server 200.

In one embodiment of the present invention, the central
server 200 may be operated and maintained by an Internet
service provider (ISP), such as America Online™. The ISP
receives payment from entities (e.g., banks, retail stores, pri-
vate home owners, etc.) desiring their locations to be moni-
tored by one or more of the ISP’s users. For example, Fleet
Bank may offer to pay the ISP $6.00 per hour to have a user
monitor a Fleet branch remotely over the Internet. The ISP 1n
turn advertises this opportunity to its users at the stated rate
(1.e., $6.00perhour) less a service fee (e.g., 25% of the quoted
rate of $6.00 per hour). After a user has logged on and com-
pleted the remote monitoring task, the ISP bills Fleet Bank at
the stated rate and pays or credits the user for their time at the
stated rate less the service fee.

To monitor remote locations for value, users imtially reg-
ister with the central server 200 and receive a user identifier.
After registering, users can simply present their user identifier
to central server 200 when logging on for assignment of a
remote monitoring task. Remote monitoring tasks include a
task identifier and a shift (e.g., a date and/or a time period).
Central server 200 assigns the remote monitoring task taking
into account predetermined rules specified by the location
owner, such as a predetermined number of users required to
monitor the remote location simultaneously and/or a mini-
mum user rating. In accordance with one aspect of the present
invention, users are rated based on their attentiveness during
monitoring sessions, as will be discussed 1n detail heremnafter
in connection with FIG. 8.

In addition, a number of precautions are preferably taken
by central server 200 to maintain anonymaity of the location
being monitored. Anonymity 1s typically advantageous since
the present invention allows individuals who are not guaran-
teed to be trustworthy to monitor private property over a
public network. These precautions are discussed 1n detail
hereinafter 1n connection with FIG. 8 and include preventing
the user from monitoring a location that 1s within a predeter-
mined distance of the user’s home address. At a minimum, the
identity of the physical location assigned for monitoring 1s
not revealed to the user. In the prior art remote video surveil-
lance systems discussed above, anonymity was not important,
or even practical, because those systems were designed for
private usage.

At the start of the shift, central server 200, enables com-
munication between the location sensor devices 100a-c and
the user devices 300a-c. As previously indicated, a location
may be monitored by a plurality of users simultaneously.
During the shift, central server 200 takes steps to measure,
encourage and/or enforce user attentiveness, as will be dis-
cussed 1n detail hereinafter in connection with FIG. 8. One
method of measuring user attentiveness includes transmitting
test communications to the user device and receiving
responses to the test communications within a predetermined
period of time. IT a predetermined number of responses to test
communications are not received within the time specified,
the user’s rating 1s lowered and communication between the
location sensor device(s) and the user device may conse-
quently be disabled. In addition to lowering the user’s rating,
the user can be further penalized as discussed 1n detail here-
inafter in connection with FIG. 8, including preventing future
monitoring by the user. However, 1f communication between
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the user device and the remote sensor device(s) has not been
disabled due to 1nattentiveness, at the end ot the shift, central
server 200 credits value to the user’s account for performing
the monitoring task as will be discussed 1n detail hereinatter.

At the time a user 1s assigned the remote monitoring task,
he 1s also provided with emergency procedures to be followed
in the event that the user detects an emergency at the remote
location during his shift. If a signal 1s received by the user
device from the central server 200 and the user interprets that
signal to indicate an emergency at the remote location, central
server 200 will determine whether the reported emergency 1s
legitimate in the manner discussed in detail hereinafter 1n
connection with FIG. 8. If legitimate, central server 200 will
transmit an output request to an emergency dispatch service
corresponding to the sensor location. Alternatively, the emer-
gency procedure provided to the user includes the phone
number of the emergency dispatch service (1.e., a service
geographically corresponding to the remote location) and
thus, upon detection of an emergency, the user can contact the
emergency dispatch service himself.

FIG. 2 depicts a block diagram of an exemplary central
server 200 maintained and operated, e.g., by an Internet ser-
vice provider. The central server 200 performs all the opera-
tions of a conventional server maintained and operated by an
Internet service provider and performs additional operations

in accordance with the present invention. The central server
200 1ncludes a CPU 205 coupled to a ROM 210, RAM 215

and system clock 207. The CPU 205 1s also coupled to the
location sensor devices 100a-c and the user devices 300a-c
via a communications port 220. As shown in FIG. 2, the CPU
205 15 also coupled to a data storage device 225. Of course,
CPU 205 may comprise a plurality of processors working 1n

conjunction.

Data storage device 225 includes a variety of databases
including a user database 230, a task database 240, a session
status database 245, and a user performance testing rules
database 250. The user database 230 of data storage device
225 contains user information. The task database 240 con-
tains information concerning remote monitoring tasks. The
session status database 245 contains information concerning
the status of remote monitoring tasks. The user performance
testing rules database 250 contains testing rules for remote
monitoring tasks. Each of these databases will be discussed in
detail heremnafter in conjunction with FIGS. 4-7. Storage
device 225 further includes a monitoring session program 260
executed by CPU 205 to manage remote monitoring tasks in
accordance with the present invention. The monitoring ses-
sion program 260 will be discussed 1n detail hereinafter 1n
connection with FIGS. 8 and 9.

FIG. 3 1s a block diagram 1llustrating an exemplary user
device 300. In one embodiment, the user device can be a
personal computer, which includes a CPU 305 coupled to
ROM 310, RAM 315 and system clock 320. The CPU 305 1s
coupled to a variety of imnput devices 325 and output devices
330. The 1nput devices 325 may include one or more of the
following: a mouse, a keyboard, a monitor with “touch
screen’ capability, and a microphone. The output devices 330
may include, for example, a monitor and/or a speaker. The
device 300 also includes a communications port 335 for
accessing a data network 340 such as the Internet.

FI1G. 4 1llustrates an exemplary user database 230, which
records information concerning users who have registered to
log on to the central server of the present invention to monitor
remote locations 1n exchange for value. As previously indi-
cated, when a user first requests to monitor a remote location,
a record for the user 1s established 1n the user database 230.
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For each record, the user database 230 includes a user i1den-
tifier field 410, a user rating field 420, and an account balance

field 430.

The user 1dentifier field 410 of user database 230 contains
a user 1dentifier such as a password, a PIN number, a credit
card number, or a telephone number provided by the user, or
some other identifier assigned to the user by the central server
200. The user rating field 420 contains a user rating generated
by central server 200 based on the user’s past performance
during remote momtoring sessions. Lastly, account balance
field 430 1s a running account (e.g., a financial account) of the
value credited to the user 1n exchange for performing remote

monitoring tasks.

FIG. 5 1llustrates an exemplary task database 240 which
preferably stores specific information for each remote moni-
toring task. When a location owner instructs the operator of
server 200 (e.g., an ISP) to have 1ts location monitored
remotely by one of the ISP’s users, a record for the remote
monitoring task 1s established in the task database 240 in
accordance with information provided to the ISP by the loca-
tion owner. For each record, the task database includes a task
identifier 1n field 505 (assigned by the ISP), the geographic
location of the remote sensor 1n field 510 (e.g., Fleet Bank,
Hamden, Conn. Branch), the electronic address of the remote
sensor 1n field 515 (e.g., www.tleetbank.com/branch3/cam1),
and the owner of the location 1n field 520 (e.g. Fleet Corpo-
ration, Hartford, Conn.). Each record also includes the pay
rate associated with monitoring the location 1n field 525, any
rules that must be satisfied prior to momtoring the location in
field 530 (e.g., more than 3 users), the shift(s) during which
the location 1s to be remotely monitored 1n field 335 and the
emergency procedures to be followed in the event that the user
detects an emergency condition at the remote location 1n field
540 (e.g., click the emergency button on the ISP frame).
Lastly, each record also contains an indication 1n field 545 of
the availability of the remote monitoring task (1.e., whether or
not user(s) are still needed to perform the task).

FIG. 6 1llustrates an exemplary session status database 245,
which maintains status information for each shift of a remote

monitoring task. For each task and shift identified by the task
identifier 1n field 605 and shift in field 610, the session status

database 245 includes the user 1dentifier(s) in field 615 (as
indicated above, more than one user may monitor the same
location), the status of the shift in field 620, and the perfor-
mance results of the user(s) 1n responding to test communi-
cations 1n field 625. As shown 1n FIG. 6, 11 the shift of the
remote monitoring task has not yet commenced, the entries in
fields 620 (*“Status™) and 625 (“Performance Results™) will
contain the mdication “Not Available” (“IN/A™).

FIG. 7 illustrates an exemplary user performance testing
rules database 250. The user performance testing rules data-
base 250 includes a plurality of records each associated with
the user testing rules for a particular task. Each record
includes fields for a task identifier 1n field 705, a test commu-
nication 1n field 710, test communication intervals 1n field
715, the required response time 1n field 720, and the required
response 1n field 725.

The test communication field 710 1n database 250 contains
the test communication to be transmitted to the user during
the remote monitoring task (e.g., staged emergencies, ques-

1ons, etc.). Field 713 contains the frequency at which the test
communication 1s to be transmitted to the user (e.g., random,
periodic, etc.). Field 720 contains the time 1n which the user
1s required to respond to the test communication (e.g., 10
seconds). Lastly, field 723 contains the required user response
to the test communication (e.g., click 911 button).
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FIGS. 8A and 8B are flow-charts 1llustrating an exemplary
process of the monitoring session program 260 executed by
central server 200. Users preferably “register” with the opera-
tor of the central server 200 to perform remote monitoring,
tasks. Registration may take place on-line, by phone, by mail,
or in-person. At the time of registration, central server 200
assigns the user a user 1dentifier (1f one 1s not supplied by the
user) and then creates a record for the user 1n user database
230 (1f one has not already been created). As shown 1n FI1G. 4,
the record will contain the user 1dentifier in field 410. How-
ever, the user rating 1n field 420 will contain a “Not Available™
entry or the like and the account balance 1n field 430 will be
“$0.00” 1f the user has not yet performed a remote monitoring
task. If registration occurs on-line, the user may either remain
on-line for assignment of a remote monitoring task, or log off
and then log back on at a later time to request an assignment.

Turning to FIG. 8A, 1n step 800, central server 200 receives
a request from a user of the data network to monitor a remote
location. The request may include the user identifier previ-
ously assigned to the user. In step 805, the central server 200
accesses task database 240 and 1dentifies a remote monitoring
task for assignment to the user. This includes determining an
appropriate task identifier (e.g., ““12345”) and shift (e.g., 1/1/
98 and/or 12:00 AM-3:00 AM). In an alternate embodiment,
the user 1s not assigned a shift. Rather, the user can log on for
assignment of a remote monitoring task at any time and end
the remote monitoring session (1.e., log ofl) at any time. As a
precondition to logging oif without negatively impacting the
user’s rating, sever 200 may require that an alternate user be
available to continue monitoring the remote location. (As
discussed 1n detail below, the present invention can notify a
back-up user to replace an original user.)

The process of 1dentifying a remote monitoring task may
take 1nto account the predetermined rules 1n field 530 of task
database 240 specified by the location owner (e.g., a mini-
mum user rating required for a user to be assigned a particular
location). The process may also take into account user-speci-
fied preferences concerning the assigned shift. In addition,
the process preferably includes taking precautions to main-
tain anonymity of the location being momitored. Without such
precautions, an unscrupulous user knowing the location’s
identity could study the location’s characteristics, such as 1ts
traific patterns, to plan a crime. For example, central server
200 may prevent the user from monitoring a location that 1s
within a predetermined distance from the user’s physical
location (as determined by reference to zip codes or modern
navigation methods such as GPS). Alternatively, central
server 200 may prevent the user from momitoring the location
more than a predetermined total number of times, or from
monitoring the location during a predetermined time of day it
the user has previously monitored the location a predeter-
mined number of times during that time of day. In yet another
embodiment, central server 200 may randomly change the
user’s assigned location during the user’s shift. In summary,
it 1s desirable that central server 200 not provide the user with
the identity of the remote location to be monitored and take
allirmative steps to prevent the user from ascertaining the
identity of the location.

Once a task identifier and shift has been assigned to the
user, central server 200 communicates them to the user
together with the emergency procedure specified 1n field 540
of task database 240 for reporting emergencies at the remote
location. In step 810, the central server 200 establishes a
record for the user in session status database 245. Rather than
creating a new record for the user, the user identifier may be
added to a previously established record. For example, a
location may be monitored by a plurality of users and at least
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one user of the plurality of users may have already been
assigned the location and thus a corresponding record may
have already been established in session status database 245.

The record 1n session status database 245 includes the task
identifier 1n field 605, the shift in field 610 and the user

identifier 1n field 615. The status 1n field 620 and the perfor-
mance results in field 625 may contain a “Not Available”
entry or the like, until commencement of the remote moni-
toring session.

It1s to be understood that often 1t may be impractical for the
user to remain 1n communication with central server 200 until
the start time of the shift (e.g., the user may be logged on in the
carly morning and the assigned shift does not begin until
mid-afternoon) In such instances, the user may log off after
receiving the task identifier and shift, and then log on to
central server 200 at a time closer to the start of the shait.
When logging back on, the user preferably provides the user
identifier, task 1dentifier and shift to assist central server 200
in 1dentifying which remote momitoring task in session status
database 243 the user 1s logging on to perform (e.g., the user
may be assigned more than one remote monitoring task).
Central server 200 may also transmit a reminder to the user
via e-mail or telephonically (1.e., a voice call) prior to the start
of the shiit.

At a predetermined period of time prior to the start of the
shift, central server 200 in step 815 determines whether the
rules 1n field 530 of task database 240 corresponding to the
task 1dentifier and shift assigned to the user have been satis-
fied. For example, the rules may require a minimum number
of users (and/or users of a particular rating) for the remote
monitoring task to commence. Moreover, the number of
assigned users and/or the user ratings of those users may have
changed since the user was 1nitially assigned the task 1denti-
fier and shift requiring a re-evaluation 1n light of the rules 1n
field 530 of database 240. It the rules 1n field 530 have been
satisfied then 1n step 820 central server 200 uses the sensor
address 1n field 5135 of task database 240 to enable commu-
nication between the location sensor device(s) and the user
device at the start of the shift. Central server 200 also updates
the status 1n field 620 of the appropriate record in session
status database 245 from “Not Available” to “In Progress™. It
1s to be understood that the communication between the loca-
tion sensor devices and the user devices can be video-based
and/or audio-based. If only audio-based, a “speakerphone”
setting on the user device 1s used to monitor sounds at the
remote location.

As previously described, a location may be monitored 1n
accordance with the present invention by a plurality of users
simultaneously. In such instances, the present invention can
deter “bystander inaction syndrome”. Bystander inaction
syndrome 1s a sociological behavioral pattern that emerges
when several people simultaneously witness an emergency,
but each person assumes that someone else will notity the
authorities. The present mvention prevents this behavioral
pattern 1n several ways. In one embodiment, central server
200 simply does not inform the user that anyone else 1s
monitoring the location. In another embodiment, central
server 200 informs the user that he 1s the only user monitoring
the remote location. In either case, the user 1s instilled with the
belief that 11 he does not report the emergency, 1t will not be
reported at all. In an alternate embodiment, central server 200
informs the user whenever an emergency i1s reported by
another user at the location the user 1s monitoring. In this
manner, when an emergency occurs, the user knows whether
anyone ¢lse has reported 1t yet and can act accordingly. In
some of the embodiments discussed hereinatfter, central
server 200 1imposes penalties for false positives or mnattentive-
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ness and/or pays bonuses for the detection of legitimate emer-
gencies. Thus, 1n those embodiments, users are economically
motivated to report legitimate emergencies.

Continuing with FIG. 8A, central server 200 in step 825
uses the task 1dentifier to access the corresponding record in
the user performance testing rules database 250. At the test
communication intervals specified in field 715, central server
200 transmuits the test communication specified in field 710 of
the record to the user device to measure user attentiveness. In
a first embodiment, the test communication comprises a ran-
domly transmitted predetermined video of a fabricated emer-
gency. In a second embodiment, the test communication coms-
prises one or more questions communicated to the user, for
example, by e-mail.

In an alternate embodiment, central server 200 monitors a
biometric reading from the user at the remote device to mea-
sure user attentiveness. For example, the user device may be
equipped with a retinal scanner similar to those being devel-
oped for ATM machines. The retinal scanner would then take
random, periodic or continuous readings to determine
whether the user 1s watching the video stream from the remote
location on his screen. In yet another alternate embodiment,
the user device 1s equipped with a video camera. Other users
can then log on to central server 200 and be assigned the
remote monitoring task of monitoring another user monitor-
ing a remote location. Once 1nattention 1s detected, central
server 200 may also enforce attention by causing an audible
alarm to be transmitted to the user. The alarm may grow
progressively louder until the user responds to the alarm.

Whereas the foregoing embodiments function to detect and
deter 1nattention, other embodiments function to encourage
attentiveness. In one embodiment, for example, central server
200 randomly transmuits to the user an offer to enter the user 1n
a sweepstakes. In another embodiment, entertainment video
1s transmitted to the user at random times and/or for random
durations. Since the user cannot predict when the next trans-
mission of entertainment video will occur, he will be encour-
aged to remain attentive to await the next transmission.

In step 830 of FIG. 8A, central server 200 determines
whether a response to the test communication was recerved
within the response time specified 1n field 720. If a predeter-
mined number of responses (which may be recorded in RAM
215 for the duration of the shiit) are not received within the
time specified in field 720, then 1n step 835 central server 20
penalizes the user by adjusting the user’s rating 1n user data-
base 230 in accordance with predetermined criteria, and
thereatiter disables communications between the location sen-
sor device(s) and the user device. In addition to adjusting the
user’s rating, central server 200 may penalize the user by not
paying him for the remote monitoring session, paying him
less than the pay rate specified 1n field 525 of task database
240, imposing a charge upon the user (i.e., deducting a pre-
determined amount from the account balance in field 430 of
user database 230), and, 1n an extreme case, preventing the
user from participating in remote monitoring tasks in the
future. In one embodiment, 11 central server 200 determines
that the user 1s 1nattentive, a back-up user can be notified to
replace the original user. The back-up user can then log-on
and monitor the location for the remainder of the original
user’s shift. Such an embodiment s particularly well suited to
situations 1n which the operator of central server 200 1s an ISP,
since the ISP can actively momitor all current users that utilize
the ISP for Internet related services. Thus, the ISP can recruit
users to perform remote monitoring tasks for value (e.g., by
transmitting oflers to registered users of the ISP).

It a response was recerved within the specified time, central
server 200, 1n step 840 of FIG. 8B, evaluates the response to
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determine whether 1t was the response specified in field 725 of
the user performance testing rules database 250 (e.g., click
911). It the test communication transmitted to the user com-
prises a question, the evaluation 1n step 840 includes deter-
mining whether the user responded with the expected answer.
In step 8435, central server 200 updates the user’s rating 1n
database 230 1n accordance with predetermined criteria and,
if the user’s shift 1s not over (step 8350), the process returns to
step 825. As discussed above, the ratings can be used when
determining whether to assign a user a particular remote
monitoring task and 1t 1s envisioned that users with higher
ratings will be assigned higher paying tasks (e.g., a bank may
be willing to pay more than a homeowner to have a location
remotely monitored). At the end of the shift, in step 850, the
central server 200 uses the task identifier to access the corre-
sponding record in the session status database 245 and update
the entry 1n field 625 (*Performance Results™) to retlect the
user’s performance 1n responding to test communications.
Alternatively, the user’s performance may be continuously or
periodically updated during the shaft.

Finally, 1n step 853, central server 200 credits the user’s
account balance 1n field 430 of user database 230 in accor-
dance with the pay rate and shift duration specified 1n fields
525 and 335 respectively of task database 240. Various pay-
ment schemes are contemplated. For example, the pay rate
may incorporate such criteria as the time of day (e.g., a user
may be paid more to monitor a location between the early
morning hours of 2:00 AM and 5:00 AM), whether the user 1s
monitoring two or more locations simultaneously (e.g., a user
may be paid more to monitor two or more locations at the
same time), the criminal history of the community 1n which
the sensor 1s located (e.g., a user may be paid more to monitor
locations whose zip codes correspond to communities having
statistically higher crime rates or, alternatively, more users
may be assigned to higher crime areas), and/or the number of
users simultaneously monitoring the remote location (e.g.,
the user may be paid less 11 more than one user 1s monitoring
the same location). If the operator of central server 200 1s an
ISP, the user may be provided with discounted or free Internet
access 1f the user monitors the location for a predetermined
amount of time during the billing cycle. The ISP may also
submit sweepstakes entries or other positive rewards on the
user’s behall for each predetermined period of time spent
monitoring a location (e.g., one entry for each X minutes spent
monitoring). Those skilled 1n the art will appreciate that many
types of services may be granted to the user 1n exchange for
performing remote monitoring tasks. In addition, bonuses
may be paid for each legitimate emergency detected by the
user.

In an alternate embodiment, the user operates a difierent
program (e.g., a word processor) 1n a different window on the
user device 300a-c¢ while maintaining communication with
the sensor device(s) 100a-c via central server 200 using a web
browser. In this embodiment, the sensor device includes a
video camera and a motion detector. Rather than, or 1n addi-
tion to, detecting motion at the remote location, the sensor
device may be equipped to detect other events such as a
predetermined level of light intensity (e.g., a bright light
illuminating a dark area) or static (e.g., resulting from the
sensor having been disabled). In response to a signal from the
central server indicative ol a predetermined event having
been detected by a sensor device, the user device preempts the
program being operated by the user to immediately display
the video data received from the video camera. The user can
then review the displayed video data to determine whether an
emergency has occurred at the remote location. Thus, 1n
accordance with one aspect of the present invention, a user
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can recetrve value for passively monitoring a remote location
while working on an entirely different project.

In yet an alternate embodiment, rather than enabling com-
munication between sensor devices 100a-c and user devices
300a-c via the Internet, central server 200 causes the video/
audio data stream received from sensor devices 100a-c to be
transmitted to user devices 300a-c via a dedicated television
channel of a wireless or cable television system. The user can
then monitor the video/audio data on the user device, which,
in this embodiment, 1s preferably a television set. In addition,
if the user device includes a picture-in-picture feature, the
user can employ this feature to monitor the video data while
watching a program on another television station. In these
embodiments, a user can submit a request to monitor a remote
location via an interactive television set or, via his telephone
by calling the operator of central server 200, if his television
does not include an iteractive feature. In an alternate
embodiment, 1n addition to a video camera, the sensor
device(s) 100a-c include detectors for detecting predeter-
mined events (e.g., a predetermined level of motion, sound,
light intensity, etc.) at the remote location. When a predeter-
mined event 1s detected by the sensor device, a signal indica-
tive of the predetermined event 1s transmitted from the central
server to functionality 1n the television set via the wireless or
cable television system. Inresponse to the recerved signal, the
functionality 1n the television set preempts the television pro-
gram currently being watched by the user to display the
video/audio data received from the video camera (e.g., the
television will change channels to the dedicated television
channel). Alternatively, the functionality 1n the television set
may simply display a visual alert to the user to manually
change channels to the dedicated television channel. In these
embodiments, functionality 1n the television set may also
cause an audible alarm to be 1ssued to inform the user that a
predetermined event has been detected at the remote sensor.
Thus, the user may engage 1n other activities, such as house-
hold chores, while monitoring a remote location 1n exchange
for value.

FI1G. 9 1s a flow chart illustrating an exemplary emergency
procedure executed by the central server 200 of the present
invention. In step 900, central server 200 recerves a signal
from the user device indicating an emergency at the remote
location corresponding to the sensor address of the current
monitoring session. In step 903, central server 200 deter-
mines whether the reported emergency 1s 1n response to a test
communication and, i1f not, whether the reported emergency
1s legitimate. In one embodiment, 1f the reported emergency 1s
not in response to a test communication, central server 200
will immediately communicate the video feed of the remote
location to other users who will verity that an emergency has
occurred. In a second embodiment, central server 200 will
contact an emergency dispatch service only 11 a threshold
number or percentage of users have reported the emergency.
If the emergency 1s not legitimate, central server 200, 1n step
910, lowers the user’s rating 1n user database 230 1n accor-
dance with predetermined criteria. If, however, the reported
emergency 1s legitimate, central server 200, 1n step 913, trans-
mits an output request to an emergency dispatch service cor-
responding to the sensor location 1n field 510 of task database
240. Alternatively, central server 200 communicates to the
user the phone number of the emergency dispatch service
corresponding to the geographic location of the sensor. Upon
detecting an emergency, the user contacts the emergency
dispatch service himself.

The many features and advantages of the present invention
are apparent from the detailed specification, and thus, it 1s
intended by the appended claims to cover all such features
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and advantages of the invention which fall within the true
spirit and scope of the present invention.

Furthermore, since numerous modifications and variations
will readily occur to those skilled 1n the art, it 1s not desired
that the present invention be limited to the exact construction
and operation illustrated and described herein, and accord-
ingly, all suitable modifications and equivalents which may
be resorted to are mtended to fall withun the scope of the
claims.

We claim

1. A method, comprising:

receiving, by a central [controller] server, an indication of
a user request for the user to monitor any of a plurality of
remote locations [in exchange for payment];

[selecting] determining, by the central [controller] server
and on behalf of the user, a remote monitoring task
associated with a remote location from the plurality of
remote locations, the remote momtoring task being
selected from a plurality of remote monitoring tasks;

providing, by the central [controller] server and to the user,
an indication of (1) the remote monitoring task, and (11)
emergency reporting information; and

facilitating, via the central [controller] server, communi-
cation between the user and a sensor at the remote loca-
tion[; and

providing, by the central controller, payment to the user,
wherein the payment comprises a value calculated by
multiplying a pay rate by an amount of monitoring time].

[2. The method of claim 1, wherein the pay rate is based at
least in part on the time of day during which the monitoring 1s
conducted.]

[3. The method of claim 1, wherein the pay rate based at
least 1n part on a number of remote locations simultaneous
monitored by the user.]

[4. The method of claim 1, wherein the pay rate is based at
least 1in part on a historical criminal activity level associated
with the remote location.]

[5. The method of claim 1, wherein the pay rate is based at
least 1n part on a total number of users that simultaneously
monitor the remote location.]

[6. The method of claim 1, wherein the payment comprises
an amount of free Internet access.]

7. The method of claim 1, wherein the recerving, determin-
ing, providing of the indication(s), arnd facilitating], and the
providing of the payment] are conducted by an Internet Ser-
vice Provider.

8. A computer program product, comprising a computer
usable medium having a computer readable program code
embodied therein, said computer readable program code
adapted to be executed by a processor to perform a method,
the method comprising:

[receive] receiving an indication of a user request to moni-
tor any of a plurality of remote locations [in exchange for
payment];

[select] determining a remote monitoring task associated
with a remote location from the plurality of remote loca-
tions, the remote monitoring task being selected from a
plurality of remote monitoring tasks;

[provide] providing, to the user, an indication of (1) the
remote monitoring task, and (1) emergency reporting
information; and

[facilitate] facilitating communication between the user
and a sensor at the remote location|; and

provide payment to the user, wherein the payment com-
prises a value calculated by multiplying a pay rate by an
amount of monitoring time].
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9. An apparatus comprising:
a processor; and
a storage device that stores a program for directing the
processor, the processor being operative with the pro-
gram to: 5
receive an indication of a user request to monitor any of
a plurality of remote locations [in exchange for pay-
ment];
select aremote monitoring task associated with aremote
location from the plurality of remote locations, the 10
remote monitoring task being selected from a plural-
ity of remote monitoring tasks;
provide, to the user, an indication of (1) the remote moni-
toring task, and (11) emergency reporting information;
and 15
facilitate communication between the user and a sensor
at the remote location|; and
provide payment to the user, wherein the payment com-
prises a value calculated by multiplying a pay rate by
an amount of monitoring time]. 20

G e x Gx s
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