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APPARATUS, SYSTEMS AND METHODS TO
PROVIDE AUTHENTICATION SERVICES TO
A LEGACY APPLICATION

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.
10
BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to computer network authen-
tication services. Specifically, the mvention relates to appa- 15
ratus, methods, and systems for providing authentication ser-
vices to legacy applications.

2. Description of the Related Art

In recent years, computer networks have been increasingly
significant in terms of the quantity and sensitivity of the data 20
communicated. Once used primarily for academic purposes,
the Internet has become a vehicle for communicating such
confidential information as credit card transactions, bank
account transactions, and corporate intellectual property. The
same applies to proprietary corporate networks. As the quan- 25
tity and value of the data being communicated has increased,
the threats to the security of this data have increased propor-
tionately.

One of the technologies developed to address data security
threats 1s Kerberos authentication. Kerberos provides ameans 30
for sensitive data to be communicated securely across an
insecure network. Kerberos authentication relies on the exist-
ence of a Kerberos server that certifies a user’s i1dentity to
network services utilized by an application the user 1s run-
ning. Services that use Kerberos to authenticate users are said 35
to be “Kerberized.”

Many orgamzations use legacy applications that are not
capable of using Kerberized services. These organizations
face the dilemma of undergoing an expensive upgrade or
rewriting of their legacy applications, or facing the increasing 40
threats to the security of their data.

(Given the aforementioned 1ssues and challenges related to
providing authentication services and the shortcomings of
currently available solutions, a need exists for an apparatus,
method, and system for providing authentication services to 45
legacy applications. Beneficially, such an apparatus, method,
and system would translate legacy authentication services to
Kerberos authentication services.

SUMMARY OF THE INVENTION 50

The present invention has been developed in response to
the present state of the art, and in particular, 1n response to the
problems and needs in the art that have not yet been fully
solved by currently available authentication services. 55
Accordingly, the present mvention has been developed to
provide an apparatus, method, and system for providing
authentication services to legacy applications that overcome
many or all of the above-discussed shortcomings 1n the art.

In one aspect of the present invention, an apparatus for 60
providing authentication services to legacy applications
includes an authentication translation module that receives
authentication credentials corresponding to a legacy authen-
tication protocol with the authentication proxy module fur-
ther configured to authenticate the user corresponding to the 65
received credentials using the Kerberos authentication proto-
col. The authentication proxy module may be further config-

2

ured to authenticate users 1n circumstances where Kerberos
authentication services are temporarily unavailable. In some
embodiments, the apparatus for providing authentication ser-
vices to legacy applications includes a credential binding
module configured to associate legacy authentication creden-
tials with corresponding Kerberos credentials.

In another aspect of the present invention, a method for
providing authentication services to legacy applications
includes directing authentication legacy authentication pro-
tocol credentials to a local authentication process that authen-
ticates the user corresponding to the credentials, using the
Kerberos authentication protocol. In one embodiment, the
method further includes associating a plurality of users with
corresponding legacy authentication credentials and Ker-
beros credentials. In another embodiment, the method further
includes translating anonymous authentication requests to
authentication requests for network directory services com-
puter objects or service objects. This embodiment provides
additional network security benefits by facilitating configur-
ing network directory servers to prevent anonymous users
from searching the network directory.

Various elements of the present invention may be com-
bined 1nto a system arranged to carry out the functions or
steps presented above. In one embodiment, the system
includes a client configured to authenticate using a legacy
authentication protocol, an application configured to receive
credentials from the client and direct them to an authentica-
tion proxy module, the authentication proxy module, a Ker-
beros server, and an application server that provides a Ker-
beros-secured service. Legacy authentication credentials are
transmitted from the client to the authentication proxy mod-
ule, which authenticates the user to the Kerberos server and
passes the Kerberos credentials corresponding to the user to
the Kerberos-secured service.

In some embodiments, the system may further include a
credential binding module that associates each user with the
corresponding legacy authentication credentials and one or
more Kerberos credentials. In various embodiments, the
legacy authentication credentials may include a user name,
password, biometric, or the like. In various embodiments, the
legacy authentication protocol may be RADIUS, TACACS,
or the like, or may be a data access protocol that involves
authentication such as ftp, LDAP, SQL, ODBC, or the like.

-

T'he present invention facilitates providing authentication
services to legacy applications. These and other features and
advantages of the present invention will become more fully
apparent from the following description and appended
claims, or may be learned by the practice of the invention as
set forth hereinatter.

It should be noted that reference throughout this specifica-
tion to features, advantages, or similar language does not
imply that all of the features and advantages that may be
realized with the present invention should be or are in any
single embodiment of the invention. Rather, language refer-
ring to the features and advantages 1s understood to mean that
a specific feature, advantage, or characteristic described 1n
connection with an embodiment 1s 1ncluded 1n at least one
embodiment of the present invention. Thus, discussion of the
features and advantages, and similar language, throughout
this specification may, but do not necessarily, refer to the
same embodiment.

Furthermore, the described features, advantages, and char-
acteristics of the invention may be combined 1n any suitable
manner in one or more embodiments. One skilled 1n the
relevant art will recognize that the invention can be practiced
without one or more of the specific features or advantages of
a particular embodiment. In other 1nstances, additional fea-
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tures and advantages may be recognized 1n certain embodi-
ments that may not be present 1n all embodiments of the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the advantages of the invention will be readily
understood, a more particular description of the invention
briefly described above will be rendered by reference to spe-
cific embodiments that are illustrated 1n the appended draw-
ings. Understanding that these drawings depict only typical
embodiments of the mvention and are not therefore to be
considered to be limiting of 1ts scope, the invention will be
described and explained with additional specificity and detail
through the use of the accompanying drawings, 1n which:

FIG. 1 1s a block diagram illustrating a typical prior art
authentication system;

FIG. 2 1s a block diagram illustrating an authentication
protocol translation system in accordance with the present
invention;

FI1G. 3 1s a flow chart diagram 1llustrating one embodiment
of an authentication protocol translation method of the
present invention; and

FIG. 4 1s a flow chart diagram 1llustrating an anonymous
user authentication protocol translation method of the present
invention.

DETAILED DESCRIPTION OF THE INVENTION

It will be readily understood that the components of the
present invention, as generally described and illustrated in the
Figures herein, may be arranged and designed in a wide
variety of different configurations. Thus, the following more
detailed description of the embodiments of the apparatus,
method, and system of the present invention, as represented in
FIGS. 2 and 3, 1s not intended to limit the scope of the
invention, as claimed, but 1s merely representative of selected
embodiments of the mvention.

Many of the functional units described 1n this specification
have been labeled as modules, 1n order to more particularly
emphasize their implementation independence. For example,
a module may be implemented as a hardware circuit compris-
ing custom VLSI circuits or gate arrays, oif-the-shelf semi-
conductors such as logic chips, transistors, or other discrete
components. A module may also be implemented 1n program-
mable hardware devices such as field programmable gate
arrays, programmable array logic, programmable logic
devices or the like.

Modules may also be implemented 1n software for execu-
tion by various types of processors. An 1dentified module of
executable code may, for instance, comprise one or more
physical or logical blocks of computer instructions which
may, for istance, be organized as an object, procedure, or
function. Nevertheless, the executables of an 1dentified mod-
ule need not be physically located together, but may comprise
disparate instructions stored in different locations which,
when joined logically together, comprise the module and
achieve the stated purpose for the module.

Indeed, a module of executable code could be a single
instruction, or many instructions, and may even be distributed
over several diflerent code segments, among different pro-
grams, and across several memory devices, such as a com-
puter readable storage medium. Similarly, operational data
may be 1dentified and illustrated herein within modules, and
may be embodied in any suitable form and organized within
any suitable type of data structure. The operational data may
be collected as a single data set, or may be distributed over
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different locations including over different storage devices,
and may exist, at least partially, merely as electronic signals
on a system or network.

In the following description, numerous specific details are
provided, such as examples of programming, soitware mod-
ules, user selections, network transactions, database queries,
database structures, hardware modules, hardware circuits,
hardware chips, etc., to provide a thorough understanding of
embodiments of the invention. One skilled 1n the relevant art
will recognize, however, that the invention can be practiced
without one or more of the specific details, or with other
methods, components, materials, and so forth. In other
instances, well-known structures, materials, or operations are
not shown or described 1n detail to avoid obscuring aspects of
the mvention.

The features, structures, or characteristics of the invention
described throughout this specification may be combined 1n
any suitable manner 1 one or more embodiments. For
example, reference throughout this specification to “one
embodiment,” “an embodiment,” or similar language means
that a particular feature, structure, or characteristic described
in connection with the embodiment 1s included 1n at least one
embodiment of the present mnvention. Thus, appearances of
the phrases “in one embodiment,” “in an embodiment,” or
similar language throughout this specification do not neces-
sarily all refer to the same embodiment and the described
features, structures, or characteristics may be combined 1n
any suitable manner in one or more embodiments.

The present invention sets forth an apparatus, system and
method for providing authentication services to legacy appli-
cations. Authentication requests from legacy applications are
directed to an authentication proxy module that translates
authentication requests to authenticate to Kerberized ser-
vices. From the user’s standpoint, there 1s no change in the
authentication process, nor 1s any modification required to the
legacy application.

FIG. 1 1s a block diagram 1illustrating a typical prior art
authentication system 100. The prior art authentication sys-
tem 100 includes auser 110, a client 120, a credential 130, an
application server 140, an application 150, an authentication
credential 160, a service provider 170, service data 180, and
application data 190. The authentication credential 160 typi-
cally uses an authentication protocol less secure than Ker-
beros, such as LDAP, TACACS, or RADIUS, and may even
involve passing a user name and password to the service
provider 170 1n clear text via an unsecured network.

The user 110 enters a credential 130 at the client 120 at the
request of the application 150 running on the application
server 140. The credential 130 typically consists of a user
name and password. The application 150 utilizes services
provided by the service provider 170 and authenticates to 1t by
passing the authentication credential 160. The service pro-
vider returns service data 180 to the application 150. The
cycle completes when the application 150 returns application
data 190 to the client 120. In other embodiments, application
data 190 may be stored 1n a database or directed to another
Process or service.

Because the authentication credential 160 may be trans-
mitted across an unsecured network, it 1s subject to eaves-
dropping attacks in which an unauthorized user copies the
authentication credential 160 as 1t 1s transmitted, or spooling
attacks in which an unauthorized user 1intercepts the authen-
tication credential 160 by emulating the service provider 170.
Replacing the service provider 170 with a Kerberized service
may prevent such attacks, but the legacy application 150 1s not
configured to authenticate using Kerberos. Because the Ker-
beros authentication algorithm 1s more complex than older
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authentication protocols, 1t 1s typically not possible to recon-
figure a legacy application 150 to use Kerberos authentica-
tion, and rewriting a legacy application 150 to authenticate
using Kerberos typically involves a considerable investment
of cost and time. A further advantage to replacing service
provider 170 with a Kerberized service 1s that duplicate user
accounts on servers 1n an organization’s network may be
consolidated, thereby reducing the administrative overhead
required.

FIG. 2 1s a block diagram illustrating an authentication
protocol translation system 200 1n accordance with the
present mvention. The authentication protocol translation
system 200 may include components of the prior art authen-
tication system 100 and may additionally include an authen-
tication proxy module 210, a credential binding module 220,
a Kerberos authentication request 230, a Kerberos server 240,
a Kerberos ticket 260, an authentication credential 270, a
Kerberized service provider 280, and service data 290. The
authentication protocol translation system 200 facilitates
translation of the credential 130 to an authentication request
230 that allows authentication to the Kerberized service pro-
vider 280. In some embodiments, the Kerberos ticket 260
may be a Kerberos identity.

In one embodiment, legacy authentication credentials 160
are configured to be submitted from the application 150 to the
authentication proxy module 210. The authentication proxy
module 210 recerves the authentication credential 160 from
the application 150 and mvokes a corresponding Kerberos
authentication request 230 for the Kerberos server 240. The
Kerberos server 240 returns a Kerberos ticket 260 to the
authentication proxy module 210, which then submits an
authentication credential 270 to the Kerberized service pro-
vider 280. Once authentication to the Kerberized service pro-
vider 280 has completed successtully, service data 290 may
be returned to the legacy application 150. In the embodiment
depicted 1n FIG. 2, the authentication proxy module 210 runs
on the application server 140. In other embodiments, the
authentication proxy module 210 resides on a separate server.

The Kerberos protocol 1s actually more complex than rep-
resented 1n FIG. 2. For example, 1n response to the Kerberos
authentication request 230, the Kerberos server 240 1ssues a
service key to both the Kerberized service provider 280 and
the 1ssuer of the Kerberos authentication request, the authen-
tication proxy module 210 1n this embodiment. For purposes
of simplicity, some details of the Kerberos authentication
protocol are not depicted 1n FIG. 2, but are represented by the
Kerberos ticket 260 and the authentication credential 270 that
the authentication proxy module 210 submits to the Kerber-
1zed service provider 280.

In some embodiments, a credential binding module 220
includes an association between the legacy authentication
protocol credentials for each user 110 and the corresponding,
Kerberos authentication credentials. In other embodiments,
the association between the legacy and corresponding Ker-
beros credentials for each user 110 may be intrinsic to the
authentication proxy module 210. In some embodiments, the
credential binding module associates credentials correspond-
ing to a legacy authentication protocol with a Kerberos 1den-
tity, rather than a cached Kerberos ticket 260.

FI1G. 3 1s a flow chart diagram 1llustrating one embodiment
of an authentication protocol translation method 300 of the
present mvention. The authentication protocol translation
method 300 includes a configure application operation 310, a
receive legacy authentication credential operation 320, an
authenticate to Kerberos test 330, a cache Kerberos credential
operation 340, a request service operation 350, a Kerberos
service available test 360, an obtain cached credential opera-
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tion 370, and a return failure status operation 380. The
authentication protocol translation method 300 {facilitates
translation of an authentication credential 160 1ssued by a
legacy application 150 1into a Kerberos authentication request
230 resulting 1n authentication to a Kerberized service pro-

vider 280.

The configure application operation 310 nitializes the
authentication proxy module 210 by directing the authenti-
cation credential 160 from the service provider 170 to the
authentication proxy module 210. The authentication proxy
module 210 thereaiter 1s configured to recerve a legacy
authentication credential from the application 150 and 1inter-
mediate between the legacy application 150 and the Kerber-
1zed service provider 280. In some embodiments, the legacy
application 150 1s configured to submit the authentication
credential 160 to the authentication proxy module 210, rather
than the service provider 170. In some embodiments, the
configure application operation 310 1s a setup program for the
authentication protocol translation apparatus comprising the
authentication proxy module 210 and the credential binding
module 220.

The recerve legacy authentication credential operation 320
receives an authentication credential 160 directed to the
authentication proxy module 210. The authentication creden-
t1al 160 may include a user name and password passed in clear
text. In some embodiments, the recerve legacy authentication
credential operation 320 enters the authentication credential
160 nto a table or database for later association with the
corresponding Kerberos ticket 260. In some embodiments,
the authentication credential 160 1s stored 1n encrypted form.
In some embodiments, the authentication credential 160 may
be associated with a Kerberos identity.

In some embodiments, the authentication credential 160
may be stored 1n a database 1n clear text or encrypted form or
be newly-assigned for the user 110. The receive legacy
authentication credential operation 320 may receive the
legacy authentication credential 160 from a database or user
account mnitialization process to obtain a corresponding Ker-
beros ticket 260. Although the Kerberos ticket 260 may be
expired when the user 110 subsequently authenticates, suc-
cessiully decrypting the Kerberos ticket 260 using the authen-
tication credential 160 submitted by the user 110 demon-
strates that the authentication credential provided 1s correct.
Generating the Kerberos ticket 260 prior to user 110 authen-
tication facilitates subsequent authentication of the user 110
when the Kerberos server 240 1s not available, even though
the user 110 may never have previously authenticated to the
network.

The authenticate to Kerberos test 330 determines whether
the user 110 can be authenticated to the Kerberos server 240
after submitting a Kerberos authentication request 230. If the
Kerberos server 240 returns a Kerberos ticket 260 to the
authentication proxy module 210, the authentication protocol
translation method 300 continues with the cache Kerberos
credential operation 340. Otherwise, the authentication pro-
tocol translation method 300 continues with the return failure
status operation 380.

The cache Kerberos credential operation 340 associates the
Kerberos ticket 260 with the authentication credential 160
corresponding to the user 110. In some embodiments, the
cache Kerberos credential operation 340 enters the Kerberos
ticket 260 into the table or database utilized by the legacy
authentication credential operation 320. In various embodi-
ments, the table or database may be intrinsic to the authenti-
cation proxy module 210 or may be included 1n the credential

binding module 220.
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The request service operation 350 submits an authentica-
tion credential 270 1n accordance with the Kerberos authen-
tication protocol to the Kerberized service provider 280 and
receives any service data 290 returned by the Kerberized
service provider 280. The service data 290 1s then redirected
to the legacy application 150. The service data 290 returned
by the Kerberized service provider 280 is returned in
encrypted form, using a temporary service key provided by
the Kerberos server 240. Transmitting the service data in
encrypted form increases the security of the service provided
by the Kerberized service provider 280. In some embodi-
ments, the authentication proxy module 210 receives service
data 290 and returns the service data 290 to the application
150 as a proxy for the non-Kerberized service provider 170.
Upon completion of the request service operation, the authen-
tication protocol translation method 300 ends 390.

The Kerberos service available test 360 determines
whether Kerberos authentication failed because the Kerberos
server did not respond, due to a network error, hardware
failure, or the like. If authentication failed because the Ker-
beros service was not available, the authentication protocol
translation method 300 continues with the obtain cached cre-
dential procedure 370. Otherwise, the authentication protocol
translation method 300 continues with the return failure sta-
tus operation 380.

The obtain cached credential operation 370 obtains the
cached Kerberos ticket 260 with the authentication credential
160 corresponding to the user 110. The authentication cre-
dential 160 may be considered valid 11 the cached Kerberos
ticket 260 can be successiully decrypted using the authenti-
cation credential 160. Using the cached Kerberos ticket 260
facilitates uninterrupted access to services provided by the
Kerberized service provider 280 when the Kerberos server
240 1s unavailable due to network failure or the like. In some
embodiments, the authentication protocol translation method
300 provides the cached Kerberos ticket 260 as long as the
ticket remains valid, thus reducing the number of authentica-
tion requests submitted to the Kerberos server 240.

The return failure status operation 380 reports a failure to
authenticate to the Kerberos server 240 to the legacy applica-
tion 150. In some embodiments, the return failure status
operation 380 may delete the authentication credential 160
from the table or database in which 1t was stored by the
receive legacy authentication credential operation 320. Upon
completion of the return failure status operation 360, the
authentication protocol translation method 300 ends 390.

FIG. 4 1s a flow chart diagram 1illustrating an anonymous
user authentication protocol translation method 400 of the
present invention. The anonymous user authentication proto-
col translation method 400 includes procedures of the authen-
tication protocol translation method 300. In addition, the
anonymous user authentication protocol translation method
400 includes a receive anonymous authentication credential
operation 410, a valid origin test 420, and an authenticate to
Kerberos as computer test 430.

The anonymous user authentication protocol translation
method 400 translates anonymous bind requests into Ker-
beros authentication requests for the computer object or ser-
vice object associated with the client 120 from which the
anonymous bind request originates. The Kerberos server 240
can be configured to not accept anonymous bind requests,
thus protecting the Kerberos server 240 from attack from
foreign network addresses. Once the client 120 has authent-
cated as a computer object or service object, the client 120
may then be permitted to search the network directory. For
example, the user 110 may enter a common name and pass-
word, which the authentication proxy module 210 may use to
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search the directory to obtain the distinguished name associ-
ated with the common name, so that the user 110 may be
authenticated using the associated distinguished name and
password.

Since there are no network directory objects associated
with anonymous binds, there 1s no mechamsm for the net-
work administrator to manage computers that connect using
anonymous binds. Converting anonymous binds to computer
object authentications facilitates management of the associ-
ated computers using network directory services prior to
authentication. For example, a computer object can be
assigned to an organizational unit, so that a login script asso-
ciated with the organizational unit 1s executed when the com-
puter object authenticates. Additionally, converting anony-
mous binds to computer object authentications increases
network security by allowing only a trusted client 120 to
access network directory services. For example, when unau-
thorized users are permitted to bind to the network directory
service anonymously, they may obtain user names that may
be used with a dictionary attack to obtain unauthorized access
to the network.

The receive anonymous authentication credential opera-
tion 410 receives an anonymous authentication credential
corresponding to the authentication credential 160. In some
embodiments, an anonymous authentication credential 160
may include a common name and network password of a user
to be authenticated using the distinguished name associated
with the common name.

The valid origin test 420 verifies that the authentication
credential 160 originated from a trusted source. In some
embodiments, the application server 140 may be configured
such that the authentication credential 160 1s recerved from a
secure network. If the authentication credential 160 origi-
nated from a trusted source, the anonymous user authentica-
tion protocol translation method 400 continues with the
authenticate to Kerberos as computer test 430. Otherwise, the
anonymous user authentication protocol translation method
400 continues with the return failure status procedure 380.

The authenticate to Kerberos as computer test 430 deter-
mines whether the authentication proxy module 210, acting
as a proxy for the client 120, can authenticate to Kerberos as
a computer object. In some embodiments, the authentication
proxy module 210 uses one service account for a plurality of
clients 120. Authentication may not be possible 1f the Ker-
beros server 1s unavailable due to a network failure. If the
authentication proxy module 210 authenticates to Kerberos,
the anonymous user authentication protocol translation
method 400 continues with the cache Kerberos credential
procedure 340. Otherwise, the anonymous user authentica-
tion protocol translation method 400 continues with the
return failure status procedure 380.

The present invention facilitates providing authentication
services to legacy applications. The present invention may be
embodied 1n other specific forms without departing from 1ts
spirit or essential characteristics. The described embodiments
are to be considered 1n all respects only as illustrative and not
restrictive. The scope of the invention 1s, therefore, indicated
by the appended claims rather than by the foregoing descrip-
tion. All changes which come within the meaming and range
of equivalency of the claims are to be embraced within their
scope.

What 1s claimed 1s:

[1. A system to provide authentication services to legacy
applications, the system comprising:

one or more legacy applications executing on an applica-

tion server and configured to authenticate a user based
on one or more user credentials recerved from a client
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using a legacy authentication protocol, wherein the one
or more legacy applications are not configured to
authenticate using a Kerberos authentication protocol;

an authentication proxy module executing on a computing,

10

wherein the legacy authentication credentials are asso-
ciated with the one or more user credentials: and

a credential binding module in communication with the
authentication proxy module and configured to associ-

device ‘fmd configured to recerve legacy authen‘tica'tion > ate the legacy authentication credentials with a cached
credentials .from the one or more leg‘acy‘ applications Kerberos credential,
Correspondmg to the legar:':y t?luthentlcat{on protocol, wherein the authentication proxy module is further config-
zgggli iE[lllletllleeggliz gﬁﬁiﬁgiaszﬁgrzl;ﬁ?;i 53?11; 45507 ured to: (i) authenticate the user corresponding to the
g _ R legacy authentication credentials using a Kerbervos
a credential binding module 1n communication with the 10 5 k o 1 by ivoki % gb .,
authentication proxy module and configured to associ- aﬁut ?nrscatxon protocol by imvoiing a Rer el authen-
. . . tication request to a Kerberos server, and (ii) use the
ated the legacy authentication credentials with a cached _ _ _
Kerberos credential cached Kerberos credential received from the credential
and wherein the authentication proxy module is further imdmg modz:sle lo autheitxcate ﬂ’i f’;jfr when the Ker-
configured to: (i) authenticate the user corresponding to 15 eros server is lemporarily unavailaote, |
the legacy authentication credentials using a Kerberos and wherein the a}ltl}entlcatlon proxy module 15 furtha.,—j-r
authentication protocol by invoking a Kerberos authen- cm}ﬁgur ed to ehmm:i}te ANOymous bmc:s by authenti-
tication request to a Kerberos server, and (11) use the cating as a network directory services object as a proxy
cached Kerberos credential recetved from the credential for an anonymous user.
binding module to authenticate the user when the Ker- 20  [4. The system of claim 1, wherein the legacy authentica-
beros server is temporarily unavailable.] tion credentials comprise a user name and password.]
2. [The system of claim 1,] 4 system to provide authenti- 5. [The system of claim 1,] A4 system to provide authenti-
cation services to legacy applications, the system compris- cation services to legacy applications, the system compris-
Ing: Ing:

one or movre legacy applications executing on an applica- 25  one or move legacy applications executing on an applica-

tion server and configured to authenticate a user based
on one ov movre user credentials received from a client,
wherein the one ov more legacy applications are not
configured to authenticate using a Kerberos authentica-

the previously-generated Kerberos credential to authen-
ticate a user that has not previously been authenticated
by the one or more legacy applications, when the Ker-
beros server 1s temporarily unavailable.

tion server and configured to authenticate a user based
on one or movre user credentials veceived from a client
using a legacy authentication protocol wherein the one
or more legacy applications are not configured to

tion protocol; 30 authenticate using a Kerberos authentication protocol;
an authentication proxy module executing on a computing an authentication proxy module executing on a computing
device and configured to receive legacy authentication device and configured to receive legacy authentication
credentials from the one ov more legacy applications, credentials from the one or more legacy applications
wherein the legacy authentication credentials are asso- corresponding to the legacy authentication protocol,
ciated with the one or movre user credentials; and 35 whevrein the legacy authentication credentials are asso-
a credential binding module in communication with the ciated with the one or move user credentials; and
authentication proxy module and configured to associ- a credential binding module in communication with the
ate the legacy authentication credentials with a cached authentication proxy module and configured to associ-
Kerberos credential, ate the legacy authentication credentials with a cached
wherein the authentication proxy module is further config- 40 Kerberos credential,
ured to: (i) authenticate the user corresponding to the wherein the authentication proxy module is further config-
legacy authentication credentials using a Kerberos ured to: (i) authenticate the user corresponding to the
authentication protocol by invoking a Kerberos authen- legacy authentication credentials using a Kerberos
tication request to a Kerberos server, and (ii) use the authentication protocol by invoking a Kerberos authen-
cached Kerberos credential received from the credential 45 tication request to a Kerberos server, and (ii) use the
binding module to authenticate the user when the Ker- cached Kerberos credential received from the credential
beros server is temporarily unavailable; binding module to authenticate the user when the Ker-
wherein the cached Kerberos credential comprises a pre- beros server is temporarily unavailable;
viously-generated Kerberos credential, and wherein the and wherein the legacy authentication credentials com-
authentication proxy module 1s further configured to use 50 prise a biometric.

[6. The system of claim 1, wherein the legacy authentica-
tion protocol 1s selected from the group consisting of

RADIUS, TACACS, ftp, LDAP, SQL and ODBC.]
[7. The system of claim 1, wherein the application server

3. [The system of claim 1,] 4 system to provide authenti- 55 comprises the computing device.]

cation services to legacy applications, the system compris- [8. The system of claim 1, wherein the cached Kerberos
ing: credential comprises a Kerberos ticket.]
one or move legacy applications executing on an applica- [9. The system of claim 1, wherein the authentication proxy
tion server and configured to authenticate a user based module 1s further configured to determine availability of the
on one or more user credentials received from a client 60 Kerberos server.}
using a legacy authentication protocol, wherein the one [10. An apparatus to provide authentication services to
or more legacy applications ave not comnfigured to legacy applications, the apparatus comprising:
authenticate using a Kerberos authentication protocol; an authentication proxy module executing on a computing,
an authentication proxy module executing on a computing device and configured to receive from one or more
device and configured to receive legacy authentication 65 legacy applications executing on an application server
credentials from the one or more legacy applications legacy authentication credentials corresponding to a
corresponding to the legacy authentication protocol, legacy authentication protocol, wherein the one or more
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legacy applications are not configured to use a Kerberos
authentication protocol to authenticate a user; and

a credential binding module 1n communication with the

authentication proxy module and configured to associ-
ate the legacy authentication credentials with a Kerberos
credential,

and wherein the authentication proxy module 1s further

configured to: (1) authenticate a user corresponding to
the legacy authentication credentials using a Kerberos
authentication protocol by mvoking a Kerberos authen-
tication request to a Kerberos server, and (11) use the
Kerberos credential received from the credential binding
module to authenticate the user when the Kerberos
server is temporarily unavailable.]

11. [The apparatus of claim 10,] Ar apparatus to provide
authentication services to legacy applications, the apparatus
COMprising:

one or movre legacy applications executing on an applica-

tion server and configured to authenticate a user based
on one or more user credentials rveceived from a client
using a legacy authentication protocol, wherein the one
or more legacy applications ave not comnfigured to
authenticate using a Kerberos authentication protocol;
an authentication proxy module executing on a computing
device and configured to receive legacy authentication
credentials from the one or more legacy applications
corresponding to the legacy authentication protocol,
wherein the legacy authentication crvedentials ave asso-
ciated with the one or more user crvedentials; and
a credential binding module in communication with the
authentication proxy module and configured to associ-
ate the legacy authentication credentials with a cached
Kerberos credential,

whevrein the authentication proxy module is further config-
ured to: (i) authenticate the userv corresponding to the
legacy authentication credentials using a Kerberos
authentication protocol by invoking a Kevberos authen-
tication request to a Kerberos server, and (ii) use the
cached Kerberos credential received from the credential
binding module to authenticate the user when the Ker-
beros server is temporarily unavailable;

wherein the Kerberos credential comprises a previously-

generated Kerberos credential, and wherein the authen-
tication proxy module 1s further configured to use the
previously-generated Kerberos credential to authenti-
cate a user that has not previously been authenticated by
the one or more legacy applications, when Kerberos
authentication services are temporarily unavailable.

12. [The apparatus of claim 10,] Ar apparatus to provide
authentication services to legacy applications, the apparatus
COMpPrising:

one or movre legacy applications executing on an applica-

tion server and configured to authenticate a user based
on one or morvre user credentials veceived from a client
using a legacy authentication protocol, wherein the one
or more legacy applications ave not configured to
authenticate using a Kerberos authentication protocol;
an authentication proxy module executing on a computing
device and configured to receive legacy authentication
credentials from the one or more legacy applications
corresponding to the legacy authentication protocol,
wherein the legacy authentication credentials are asso-
ciated with the one or more user crvedentials; and
a credential binding module in communication with the
authentication proxy module and configured to associ-
ate the legacy authentication credentials with a cached
Kerberos credential,
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wherein the authentication proxy module is further config-

ured to: (i) authenticate the userv corresponding to the
legacy authentication credentials using a Kerberos
authentication protocol by invoking a Kerberos authen-
tication request to a Kerberos server, and (ii) use the
cached Kerberos credential received from the credential
binding module to authenticate the user when the Ker-
beros server is temporarily unavailable;

and wherein the authentication proxy module 1s further

configured to eliminate anonymous binds by authenti-
cating an anonymous user as a network directory ser-
vices object.

[13. The apparatus of claim 10, wherein the legacy authen-
tication credentials comprise a user name and password.]

14. [The apparatus of claim 10,] An apparatus to provide
authentication services to legacy applications, the apparatus
COmprising.

one or move legacy applications executing on an applica-

tion server and configured to authenticate a user based
on one or movre user credentials veceived from a client

using a legacy authentication protocol, wherein the one
or more legacy applications ave not comnfigured to
authenticate using a Kerberos authentication protocol;

an authentication proxy module executing on a computing

device and configured to receive legacy authentication
credentials from the one or more legacy applications
corresponding to the legacy authentication protocol,
wherein the legacy authentication credentials are asso-
ciated with the one or more user credentials; and

a credential binding module in communication with the

authentication proxy module and configured to associ-
ate the legacy authentication credentials with a cached
Kerberos credential,

wherein the authentication proxy module is further config-

ured to: (i) authenticate the usev corresponding to the
legacy authentication credentials using a Kerberos
authentication protocol by invoking a Kerberos authen-
tication request to a Kerberos server, and (ii) use the
cached Kerberos credential received from the credential
binding module to authenticate the user when the Ker-
beros server is temporarily unavailable;

and wherein the legacy authentication credentials com-

prise a biometric.

[15. The apparatus of claim 10, wherein the legacy authen-

tication protocol is selected from the group consisting of
RADIUS, TACACS, ftp, LDAP, SQL and ODBC.]

[16. A method of providing authentication services to
legacy applications, the method comprising:
directing from one or more legacy applications executing,

on an application server legacy authentication creden-
tials corresponding to a legacy authentication protocol
to a local authentication process executing on a comput-
ing device, wherein the one or more legacy applications
are not configured to use a Kerberos authentication pro-
tocol to authenticate a user;

recerving the legacy authentication credentials with the

local authentication process;

associating with a binding module the legacy authentica-

tion credentials with a Kerberos credential; and

with the local authorization process: (1) when a Kerberos

server coupled to the computing device 1s available,
authenticating a user corresponding to the legacy
authentication credentials using a Kerberos authentica-
tion protocol 1n response to recerving the authentication
credentials by mvoking a Kerberos authentication
request to the Kerberos server, and (11) using the Ker-
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beros credential received from the binding module to
authenticate the user when the Kerberos server is
unavailable.]

17. [ The method of claim 16, further comprising] A method
of providing authentication services to legacy applications,
the method comprising:

divecting from one or movre legacy applications executing

on an application server legacy authentication creden-
tials corresponding to a legacy authentication protocol
to a local authentication process executing on a com-
puting device, wherein the one or movre legacy applica-
tions are not configured to use a Kerberos authentication
protocol to authenticate a user,

receiving the legacy authentication credentials with the

local authentication process;

associating with a binding module the legacy authentica-

tion credentials with a Kerberos credential ;

with the local authorization process: (i) when a Kerberos

server coupled to the computing device is available,

authenticating a user corresponding to the legacy
authentication credentials using a Kerbervos authentica-
tion protocol in vesponse to receiving the authentication
credentials by invoking a Kerberos authentication
request to the Kerberos server, and (ii) using the Ker-
beros credential veceived from the binding module to
authenticate the user when the Kerberos server is
unavailable; and

climinating anonymous binds by authenticating an anony-

mous user as a network directory services object.

[18. The method of claim 16, wherein the Kerberos cre-
dential comprises a Kerberos identity.}

[19. The method of claim 16, wherein the Kerberos cre-
dential comprises a Kerberos ticket.}

[20. The method of claim 19, wherein using the Kerberos
credential recerved from the binding module to authenticate
the user comprises decrypting the Kerberos ticket using user-
submitted credentials associated with the legacy authentica-
tion credentials.]

21. [ The method of claim 20, further comprising) A method
of providing authentication servvices to legacy applications,
the method comprising:

dirvecting from one orv more legacy applications executing

on an application server legacy authentication creden-
tials corresponding to a legacy authentication protocol
to a local authentication process executing on a com-
puting device, wherein the one or movre legacy applica-
tions are not configured to use a Kerberos authentication
protocol to authenticate a user,

receiving the legacy authentication credentials with the

local authentication process;

associating with a binding module the legacy authentica-

tion credentials with a Kerbervos credential that com-
prises a Kerberos ticket;

with the local authorization process: (i) when a Kerberos

server coupled to the computing device is available,
authenticating a user corresponding to the legacy
authentication credentials using a Kerberos authentica-
tion protocol in response to receiving the authentication
credentials by invoking a Kerberos authentication
request to the Kerberos server, and (ii) using the Ker-
beros credential veceived from the binding module to
authenticate the user when the Kerberos server is
unavailable; and

using the Kerberos ticket recerved from the binding mod-

ule to authenticate the user following expiration of the
Kerberos ticket, wherein using the Kervberos credential
received from the binding module to authenticate the
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user comprises decrypting the Kerberos ticket using
user-submitted credentials associated with the legacy
authentication credentials.

[22. The method of claim 16, further comprising determin-
ing with the local authorization process when the Kerberos
server is unavailable.]

[23. A computer readable storage medium comprising
computer readable program code configured to execute on a
processor to carry out a method to providing authentication
services to legacy applications, the method comprising:

directing from one or more legacy applications on an appli-

cation server legacy authentication credentials corre-
sponding to a legacy authentication protocol to a local
authentication process executing on a computing device,
wherein the one or more legacy applications are not
configured to use a Kerberos authentication protocol to
authenticate a user;

receving the legacy authentication credentials with the

local authentication process;

associating with a binding module the legacy authentica-

tion credentials with a Kerberos credential; and

with the local authorization process: (1) when a Kerberos

server coupled to the computing device 1s available,
authenticating a user corresponding to the legacy
authentication credentials using a Kerberos authentica-
tion protocol in response to recerving the authentication
credentials by mvoking a Kerberos authentication
request to the Kerberos server, and (11) using the Ker-
beros credential received from the binding module to
authenticate the user when the Kerberos server is
unavailable.]

24. [The computer readable storage medium of claim 23,
wherein the method further comprises] A computer readable
storage device comprising computer veadable program code
configured to execute on a processor to carry out a method to
providing authentication services to legacy applications, the
method comprising:

dirvecting, from one or more legacy applications on an

application server, legacy authentication credentials
corresponding to a legacy authentication protocol, to a
local authentication process executing on a computing
device, wherein the one or more legacy applications are
not configured to use a Kerberos authentication protocol
to authenticate a user;

receiving the legacy authentication credentials with the

local authentication process;

associating with a binding module the legacy authentica-

tion credentials with a Kerberos credential;

with the local authorization process: (i) when a Kerberos

server coupled to the computing device is available,
authenticating a user corrvesponding to the legacy
authentication credentials using a Kerbervos authentica-
tion protocol in response to receiving the authentication
credentials by invoking a Kerberos authentication
request to the Kerbervos server, and (ii) using the Ker-
beros credential received from the binding module to
authenticate the user when the Kerberos server is
unavailable; and

climinating anonymous binds by authenticating an anony-

mous user as a network directory services object.

25. A system to provide authentication services to legacy
applications, the system comprising:

an application server comprising computer harvdware

including at least one computer processor and executing
one or move legacy applications configured to authenti-
cate a user based on one or more user credentials
received from a client using a legacy authentication
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protocol selected from the group consisting of RADIUS,
TACACS, LDAP, SOL and ODBC, wherein the one or
movre legacy applications are not configured to authen-
ticate using a Kerberos authentication protocol;
at least one computing device comprising computer hard-
ware, including at least one computer processor, that:
executes an authentication proxy module stored in com-
puter memory, thereby causing the computer hard-
ware to receive legacy authentication credentials
from the one or move legacy applications correspond-
ing to the legacy authentication protocol, wherein the
legacy authentication credentials ave associated with
the one or more user credentials; and
executes a cvedential binding module stoved in computer
memory and in communication with the authentica-
tion proxy module, thereby causing the computer
hardware to associate the legacy authentication cre-
dentials with a cached Kerberos credential;
and wherein execution of the authentication proxy module
further causes the computer hardware to: (i) authenti-
cate the user corresponding to the legacy authentication
credentials using a Kerbervos authentication protocol by
invoking a Kerberos authentication request to a Ker-
beros server, and (ii) use the cached Kerbevos credential
received from the credential binding module to authen-
ticate the user when the Kerbervos server is temporarily
unavailable.
26. The system of claim 25, wherein the legacy authentica-
tion protocol is RADIUS.
27. The system of claim 25, wherein the legacy authentica-
tion protocol is TACACS.
28. The system of claim 25, wherein the legacy authentica-
tion protocol is LDAP.
29. The system of claim 25, wherein the legacy authentica-
tion protocol is SQOL.
30. The system of claim 25, wherein the legacy authentica-
tion protocol is ODBC.
31. An apparatus to provide authentication services to
legacy applications, the apparatus comprising:
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at least one computing device comprising computer hard-
ware, including at least one computer processor, that:
executes an authentication proxy module stored in com-
puter memory, thereby causing the computer havd-
ware to receive, from one or morve legacy applications
executing on an application server, legacy authenti-
cation credentials corresponding to a legacy authen-
tication protocol selected from the group consisting of
RADIUS, TACACS, LDAP, SOL and ODBC, wherein
the one ov more legacy applications ave not config-
ured to use a Kerbervos authentication protocol to
authenticate a user; and
executes a credential binding module stored in computer
memory and in communication with the authentica-
tion proxy module, thereby causing the computer
hardware to associate the legacy authentication cre-
dentials with a Kerberos credential;
and wherein execution of the authentication proxy module
by the computing device further causes the computer
hardware to: (i) authenticate a user corresponding to
the legacy authentication credentials using a Kerbevos
authentication protocol by invoking a Kerberos authen-
tication request to a Kerberos server, and (ii) use the
Kerberos credential veceived from the credential bind-
ing module to authenticate the user when the Kerberos
server is temporarily unavailable.
32. The apparatus of claim 31, wherein the legacy authen-
tication protocol is RADIUS.
33. The apparatus of claim 31, wherein the legacy authen-
tication protocol is TACACS.
34. The apparatus of claim 31, wherein the legacy authen-
tication protocol is LDAP

35. The apparatus of claim 31, wherein the legacy authen-
tication protocol is SQOL.

36. The apparatus of claim 31, wherein the legacy authen-
tication protocol is ODBC.
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