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SYSTEM AND METHOD FOR STORING
USER DATA

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

FIELD OF THE DISCLOSUR.

(L]

The present disclosure 1s generally related to storing user
data.

BACKGROUND

Digital video recorders (DVRs) may record video data to a
memory medium, such as a hard drive. For example, some
DVRs may be used to record television programming. In
another example, some DVRs may be used to record video
information from security cameras. The memory medium of
a DVR may be of sulficient capacity to store both video data
and other user data. However, 1t may be undesirable to mix
other user data with video data on the memory medium.

Hence, there 1s a need for an improved method of storing user
data.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 15 a block diagram of a particular embodiment of a
system to store user data;

FIG. 2 1s flow chart of a first particular embodiment of a
method of storing user data;

FI1G. 3 1s tlow diagram of a second particular embodiment
of a method of storing user data;

FIG. 4 1s a diagram of a first particular embodiment of a
user interface for storing user data;

FIG. 5 1s a diagram of a second particular embodiment of a
user interface for storing user data;

FIG. 6 15 a diagram of a third particular embodiment of a
user mterface for storing user data;

FI1G. 7 1s a diagram of a fourth particular embodiment of a
user mterface for storing user data;

FIG. 8 1s a diagram of a fifth particular embodiment of a
user mterface for storing user data; and

FI1G. 9 1s an illustrative embodiment of a general computer
system.

DETAILED DESCRIPTION OF THE DRAWINGS

In a particular embodiment, a system to store user data may
include a video recorder device. The video recorder device
may include a video recetrver to receive video data. The video
recorder device may also include a memory device. The
memory device may include at least one protected memory
region to store video data recerved via the video recerver. The
memory device may also include at least one unprotected
memory region. The video recorder device may be adapted to
prevent user copying of video data stored at the protected
memory region and to allow user copying of data stored at the
unprotected memory region.

In a particular embodiment, a method of storing user data
may include recerving video data via a video distribution
network. The method may also include storing the video data
at a protected memory region ol a memory device. In an
illustrative embodiment, the memory device may be adapted
to prevent user copying of data stored in the protected
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memory region. The method may also include recerving user
data via a user device interface. The method may further
include storing the user data at an unprotected memory region
of the memory device. The memory device may be adapted to
allow user copying of data stored in the unprotected memory
region

In a particular embodiment, a processor readable medium
may include processor readable instructions. The processor
readable instructions may be executable by a processor to
receive video data via a video distribution network. The
istructions may also be executable to store the video data at
a protected memory region of a memory device. In an 1llus-
trative embodiment, the memory device does not allow user
copying of data stored in the protected memory region. The
instructions may also be executable to receirve user data via at
least one user device interface. The istructions may further
be executable to store the user data at one or more unprotected
memory regions of the memory device. The memory device
may allow user copying of data stored in the one or more
unprotected memory regions.

FIG. 1 depicts a block diagram of a particular embodiment
of a system to store user data, generally designated 100. The
system 100 1ncludes a video recorder device 102 adapted to

receive video data from a service provider 104, for example,
via a video distribution network 106. The video recorder
device 102 may also provide an output data stream including
video data to a display device 108. The video recorder device
102 may recetve user data from user device(s) 140, such as
music files (e.g., mp3 files), other media files (e.g., video or
still image files), security camera files, or any other user data.

In a particular i1llustrative embodiment, the video recorder
device 102 may be a set-top box device, such as a digital video
recorder, an IPTV set-top box device, a video gaiming device
or console adapted to recerve video content, any other device
adapted to receive television content, or any combination
thereof. In this embodiment, the video recorder device 102
may recerve data, video, or any combination thereot, from the
service provider 104 and render or display the data, video, or
any combination thereolf, at the display device 108.

In a particular embodiment, the video recorder device 102
may include a video recerver 112. The video recerver 112 may
include a digital tuner, such as an Advanced Television Stan-
dards Committee (ATSC) tuner, that recerves and decodes
television programming signals or packet streams for trans-
mission to the display device 108. The video recerver may be
implemented in hardware, software or any combination
thereof. For example, the video recerver 112 may include
soltware executable by logic 110.

In a particular embodiment, the video recorder device 102
may include a memory device 120. The memory device 120
may include solid-state memory, magnetic memory, mag-
neto-optical memory, optical memory, any other processor
readable memory, or any combination thereof. In a particular
embodiment, the memory device 120 may include a system
memory region 122. The system memory region 122 may
include system operating software for the video recorder
device 102. For example, the system memory region 122 may
include an operating system, a video codec application, a user
interface application, any other instructions executable by the
logic 110 to perform the functions of the video recorder
device 102, or any combination thereof. In a particular 1llus-
trative embodiment, the system memory region 122 may be
accessible to the service provider 104 to provide updates to
the system operating soitware. In this embodiment, the sys-
tem memory region 122 may not be accessible to users of the
video recorder device 102. In an illustrative embodiment, an




US RE45,192 E

3

amount of memory allocated to the system memory region
122 may be a preset value or may be controlled by the service
provider 104.

In a particular embodiment, the video recerver 112 may be
adapted to access the memory device 120 to store recerved
video data. In a particular embodiment, the video recerver 112
may have access to a protected memory region 124 of the
memory device 120. The video recerver 112 may store the
received video data in the protected memory region 124. The
protected memory region 124 may be copy restricted, 1.e., the
video recorder device 102 may be adapted to prevent users
from copying video data stored in the protected memory
region 124. In an illustrative embodiment, an amount of
memory allocated to the protected memory region 124 may
be a preset value and may not be adjustable by the user. In
another 1llustrative embodiment, the amount of memory allo-
cated to the protected memory region 124 may be adjustable
by the user. In another embodiment, the amount of memory
allocated to the protected memory region 124 may be adjust-
able by the user within a predefined range.

In a particular embodiment, the memory device 120 may
also 1nclude one or more unprotected memory regions, such
as a first unprotected memory region 126 and a second unpro-
tected memory region 128. The one or more unprotected
memory regions 126, 128 may be accessible to the user via
one or more user device interlaces 114. The user may read
data from or write data to the unprotected memory regions. In
a particular embodiment, user access to the unprotected
memory regions 126, 128 may be controlled by a memory
management policy 138. In an illustrative embodiment, the
number of unprotected memory regions and an amount of
memory allocated to each unprotected memory region 126,
128 may be adjustable by the user.

In a particular embodiment, the video recorder device 102
may also include configuration records 130. The configura-
tion records 130 may include a partition record 134 and the
memory management policy 138. The partition record 134
may specily the memory regions 122, 124, 126, 128 of the
memory device 120. For example, the partition record 134
may define specific sectors or regions of the memory device
120 that are associated with particular memory regions. In a
particular i1llustrative embodiment, the memory regions 122,
124, 126,128 may be logical partitions of the memory device
120. In a particular embodiment, the partition record 134 may
be modifiable based on user input. For example, the number
of unprotected memory regions, an amount of memory allo-
cated to one or more of the memory regions, or any combi-
nation thereol may be modified based on user input.

In a particular embodiment, the video recorder device 102
may 1nclude a memory controller 118. The memory control-
ler 118 may control access to the memory device 120. The
memory controller 118 may include a partition control mod-
ule 132 and a memory management module 136. In a particu-
lar embodiment, the partition control module 132 may main-
tain the partition record 134. The partition control module
132 may modity the partition record 134 based on user mput.
For example, the partition control module 132 may modily
the partition record 134 to adjust an amount of memory allo-
cated to at least one of the protected memory region 124, the
first unprotected memory region 126, the second unprotected
memory region 128, or another memory region of the
memory device 120. The partition control module 132 may
also modity the partition record 134 to create or delete an
unprotected memory region.

In a particular embodiment, the memory management
module 136 may maintain and implement the memory man-
agement policy 138. The memory management policy 138
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may specily access to particular regions of the memory
device 120 and retention policies for particular regions of the
memory device 120. The memory management policy 138
may be modifiable based on user input. For example, a user
may modily the memory management policy 138 via a user
interface to allow or restrict access to particular regions of the
memory device 120, to establish retention policies for data in
particular regions of the memory device 120, to establish any
other memory management policy, or any combination
thereof. The memory management module 136 may imple-
ment the memory management policy 138 to restrict access to
regions ol the memory device 120, to implement a retention
policy regarding data stored in a particular region of the
memory device 120, to store particular types of data within
specific regions of the memory device 120, to store data
received from particular user device interfaces 114 in a spe-
cific regions of the memory device 120, or any combination
thereof.

In a particular embodiment, the user device interface(s)
114 may include one or more interfaces that allow user device
(s) 140 to commumnicate with the video recorder device 102.
For example, the user device interface(s) 114 may include a
wireless network mterface, a universal serial bus (USB) inter-
face, a memory card reader, a local area network 1nterface,
such as an Ethernet port, a 1394 port, a serial port, a parallel
port, any other user device interface, or any combination
thereof. In a particular embodiment, the user device intertace
(s) 114 may communicate data between the user device 140
and at least one of the unprotected memory regions 126, 128.
In a particular illustrative embodiment, the memory manage-
ment policy 138 may specily which unprotected memory
region 126, 128 each of the user device interface(s) 114 may
write to and read from. For example, the memory manage-
ment policy 138 may specity that data received at a USB
interface of the user device interface(s) 114 1s to be stored at
the first unprotected memory region 126.

In a particular embodiment, the memory management
policy 138 may specily particular regions of the memory
device 120 in which to store data based on a file type of the
data. For example, the memory management policy 138 may
specily that audio data, such as a Moving Picture Expert
Group Audio Layer-3 (mp3) file, 1s to be stored 1n the first
unprotected memory region 126. In another example, the
memory management policy 138 may specily that images,
photographs or graphics file types, such as Graphic Inter-
change Format (gif) files, are to be stored in the second
unprotected memory region 128.

In a particular embodiment, the video recorder device 102
may include a user interface module 116. The user interface

module 116 may generate a user interface 142 at the display
device 108. In an illustrative embodiment, the user interface
142 may include video data recerved from the service pro-
vider 104, data received via the user device interfaces 114,
user mterface control screens provided by the video recorder
device 102, or any combination thereof. In a particular
embodiment, the user interface 142 may include user nput
clements that allow the user to access data stored at the
memory device 120, or to modily the configuration records
130. For example, the user interface 142 may include user
input elements which allow the user to modify the partition
record 134 to add, delete or modily a memory region of the
memory device 120. In another particular embodiment, the
user 1terface 142 may include user mput elements which
allow the user to modily the memory management policy 138.
Theuser may interact with the user interface 142 for example,
via a remote control device 144.
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FIG. 2 1s flow chart of a first particular embodiment of a
method of storing user data, generally designated 200. The
method 200 includes, at 206, recerving video data 202 via a
video distribution network 204. The method 200 also
includes, at 208, storing the video data 202 at a protected
memory region 210 of a memory device 212. In a particular
embodiment, the memory device 212 may be adapted to
prevent user copying of data stored 1n the protected memory
region 210.

The method 200 may also include, at 220, receiving user
data 214. For example, the user data 214 may be recerved
from a user device 216 via a user device interface 218. The
user device interlace 218 may include, for example, a wireless
network interface, a universal serial bus (USB) interface, a
memory card reader, a local area network interface, such as an
Ethernet port, a 1394 port, a senial port, a parallel port, any
other user device interface, or any combination thereof.

The method 200 may also include, at 222, selecting one or
more of the unprotected memory region(s) 224 1 which to
store the user data 214. For example, the one or more unpro-
tected memory region(s) 224 may be selected based on a data
type 226 of the user data 214. In another particular illustrative
embodiment, the one or more unprotected memory region(s)
224 may be selected based on the user device interface 218 via
which the user data 214 1s recerved. In a particular embodi-
ment, the method 200 may also include, at 228, storing the
user data 214 at the selected unprotected memory region(s)
224,

In a particular embodiment, the method 200 may also
include adjusting an amount of memory that 1s allocated to
one or more of the protected memory region 210 or unpro-
tected memory region(s) 224. For example, the user data 214
may be too large to store 1n a first unprotected memory region.
In this example, the user may reallocate memory from
another memory region to the first unprotected memory
region to increase the amount of memory available at the first
unprotected memory regions.

FI1G. 3 1s tlow diagram of a second particular embodiment
of a method of storing user data, generally designated 300.
The method 300 includes, at 302, managing allocation of
memory at a memory device 304. Managing allocation of
memory 302 may include, at 308, receiving user mput via a
first graphical user interface (GUI) 310. For example, the user
input may include input to specity an additional unprotected
memory region, mput to modily memory allocated to one or
more particular memory regions, input to rename a memory
region, input to delete a memory region (e.g., to remove a
logical partition), or any combination thereof. Managing allo-
cation of the memory 302 may also include, at 312, moditying
a memory allocation record 314. The memory allocation
record 314 may specity a plurality of memory regions of the
memory device 304. For example, the memory allocation
record 314 may include a partition record which associates
particular physical portions of the memory device 304 with
logical memory partitions.

The method 300 also includes managing retention of user
data, at 306. In a particular embodiment, managing retention
user data 306 may include, at 316, recerving user input via a
second graphical user interface (GUI) 318. Managing reten-
tion of user data 306 may also include, at 320, modifying
memory management policies 322 based on the user mnput. In
a particular 1llustrative embodiment, each unprotected
memory region of a memory device 304 may be associated
with a memory management policy. For example, a first
unprotected memory region 324 may be associated with a first
memory management policy 328, and a second unprotected
memory region 326 may be associated with a second memory
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management policy 330, In a particular embodiment, the
memory management policies 322 may specily user data to
be stored 1n each unprotected memory region 324, 326. For
example, the first memory management policy 324 may
specily rules for storing user data 332 in the first unprotected
memory region 324. The memory management policies 322
may specily the rules for storing the user data based on a file
type of the user data, a user device interface from which the
user data 1s recerved, any other characteristic of the user data
or unprotected memory region, or any combination thereof.

In a particular embodiment, the memory management poli-
cies 322 may also specily retention policies for user data 332,
334. For example, the memory management policies 322 may
include retention policies associated with particular memory
regions. A retention policy may specily when user data may
be overwritten, when user data may be deleted, when the user
should be provided with a warning regarding available capac-
ity of a particular memory region, or any combination thereof.

In a particular embodiment, managing retention of the user
data 306 may include, at 340, monitoring status information
associated with the memory device 304 or the user data 332,
334. Monitoring status information 340 may include moni-
toring time 342, monitoring particular threshold levels 344,
monitoring other information associated with the memory
device, user data or retention policy, or any combination
thereof. In a particular embodiment, managing retention of
user data 306 may also include, at 336, notifying the user of
status information. In an illustrative embodiment, the reten-
tion policy may include a warning threshold indicating that
the user should be notified 11 the threshold 1s exceeded. For
example, the warning threshold may indicate that the user
should be notified 1f the capacity of the first unprotected
memory region 324 reaches 90% (or any other user config-
urable threshold).

In a particular embodiment, momtoring retention of user
data 306 may also include, at 338, deleting user data 1n accor-
dance with the management policies 322. For example, the
management policies 322 may include a time limait associated
with one or more of the unprotected memory regions 324,
326. The time limit may indicate that user data stored 1n the
one or more unprotected memory regions 324, 326 may be
deleted after a specified period of time has elapsed. To 1llus-
trate, the first management policy 328 may include a time
limit of 90 days for storage of data at the first unprotected
memory region 324. Thus, 90 days after a user data file 1s
stored at the first unprotected memory region 324, the user
data file may be marked for deletion automatically based on
the first management policy 328.

FIG. 4 1s a diagram of a first particular embodiment of a
user interface for storing user data, generally designated 400.
The user iterface 400 includes information regarding a plu-
rality of exemplary memory regions i1dentified as video par-
tition 402, security partition 404, music partition 406 and
miscellaneous partition 408. The user interface 400 also
includes summary information regarding the memory device,
such as total memory 410 and available memory 412. The
total memory 410 may indicate the total physical memory of
the memory device. The available memory 412 may indicate
the sum of unused or available memory in each memory
region.

The user interface 400 may provide summary imnformation
regarding each memory region. For example, regarding the
video partition 402, the user interface 400 includes a text
display 426 indicating that 200 gigabytes of memory from the
memory device have been allocated to the video partition 402.
The text summary 426 also indicates that 150 gigabytes of the
memory allocated to the video partition 402 have been used.
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The summary data regarding the video partition 402 also
includes a graphical display 414 summarizing the disposition
of memory within the video partition 402. For example, the
graphical display may include a bar diagram including a used
region 416 mdicating the portion of the video partition 402
that 1s not available presently to store data, and an available
region 418 indicating the portion of the video partition 402
that 1s available to store data.

The user interface 400 may also include controls to modity
allocation of memory 1n the memory device. For example, the
user interface 400 may include a graphical indicator 420 of an
option to reduce an amount of memory allocated to the asso-
clated memory region. The user interface 400 may also
include a graphical indicator 422 of an option to increase
memory allocated to the associated memory region. The user
interface 400 may also include a graphical indicator 424 of an
option to modily information associated with the particular
memory region. For example, selecting the “manage™ graphi-
cal indicator 424 may cause a user interface such as the user
interface 500 described with reference to FIG. 5 to be dis-
played. The user interface 400 may also include a graphical
indicator 428 of an option to specily an additional memory
region. Selecting the “add a partition™ graphic indicator 428
may cause a user interface such as the user interface 600
discussed with reference to FIG. 6 to be displayed.

FIG. 5 1s a diagram of a second particular embodiment of a
user interface for storing user data, generally designated 500.
The user intertace 500 may include controls that allow a user
to a modily configuration record associated with a particular
memory region. As depicted in FIG. 5, the user interface 500
1s associated with the music partition 406 as depicted in FIG.
4. The user interface 500 may include summary information
regarding the particular memory region 302. For example, the
user interface 500 may include an indication of a total amount
of memory allocated to the memory region. The user interface
500 may also indicate how much of the allocated memory 1s
used and how much of the allocated memory that 1s unused or
available for use.

In a particular embodiment, the user interface 500 may
include a graphical indicator 504 of an option to rename the
memory region. After selecting the “rename™ graphical indi-
cator 504, the user may be provided with the opportunity to
change a name associated with the memory region. In a par-
ticular embodiment, the user interface 500 may also include a
graphical indicator 506 of an option to delete the memory
region. In an illustrative embodiment, deleting the memory
region includes deleting or modifying a partition record that
specifies the memory region. In a particular illustrative
embodiment, when a memory region 1s deleted, the memory
associated with that memory region may be reallocated to a
default memory region. For example, the miscellaneous
memory region 408 depicted 1in FIG. 4 may be the default
memory region. To 1llustrate, selection of the “delete” graphi-
cal indicator 506 associated with the music partition may
cause the 50 gigabytes of memory associated with the music
partition to be reallocated to the miscellaneous partition.

In a particular embodiment, the user interface 500 may also
include a graphical indicator 508 of an option to modily a
retention policy associated with the memory region. For
example, selecting the “retention policy”™ graphical indicator
508 associated with the music partition may cause the user
interface 700 depicted 1n FIG. 7 to be displayed. The user
interface 500 may also 1include information about the reten-
tion policy 516. The information about the retention policy
516 may 1include, for example, an overwrite policy 3510, a
delete policy 512, and a warning policy 514, which are dis-
cussed 1n more detail with reference to FIG. 7.
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In a particular embodiment, the user interface 500 may
include a graphical indicator 518 of an option to modity the
memory management policy associated with the memory
region. For example, selecting the “memory management
policy” graphical indicator 518 associated with the music
partition may allow the user to modily the memory manage-
ment policy associated with the music partition memory
region via a user interface such as the user interface 800
depicted 1n FIG. 8. The user interface 500 may also include
information about the memory management policy. The
information about the memory management policy may
include for example, a storage policy 520. The storage 520
may indicate data types or user interfaces associated with the
particular memory region.

FIG. 6 depicts a diagram of a third particular embodiment
ol a user interface of a system for storing user data, generally
designated 600. The user interface 600 1includes a graphical
indicator 602 of an option to name a new memory region
created 1n response to user input. The user intertace 600 also
includes a graphical indicator 604 specifying a size of the new
memory region. The user imterface 600 also includes graphi-
cal indicators 606 of an option to 1ncrease or decrease the
amount of memory allocated for the new memory partition.
The user mterface 600 may also include summary 1nforma-
tion regarding the new memory region or the memory device.
For example, the summary information 608 provides infor-
mation regarding total available memory of the memory
device and an amount of memory available 1n a default
memory region. Memory allocated to the new memory region
will be from the default memory region unless otherwise
specified by the user. For example, the “Take Memory From”
area 610 includes a graphical indicator 612 of an option to
designate an existing memory region from which memory
should be taken. The miscellaneous partition 1s indicated to
be the default memory region at 614. Thus, for example, the
user may select a graphical indicator associated with one or
more existing memory regions to indicate that memory allo-
cated to the new memory region should be taken from the
selected memory regions.

FIG. 7 1s a diagram of a fourth particular embodiment of a
user interface of a system for storing user data, generally
designated 700. The user intertace 700 1includes a plurality of
controls to modity or establish a retention policy associated
with a particular memory region, such as the music partition.
The user interface 700 includes an overwrite policy area 702,
a delete policy area 704, and a warning policy area 706. The
overwrite policy area 702 includes controls allowing the user
to specily an overwrite policy associated with a particular
memory region. In an illustrative embodiment, the overwrite
policy specity that data stored in the memory region should be
marked for overwriting after a specific time period has
clapsed. For example, after selecting overwrite after graphi-
cal indicator 702 a user may specity a particular number of
days after which data stored 1in the memory region may be
overwritten at graphical indicator 714. The overwrite policy
areca 702 may also include a graphical indicator 710 of an
option to indicate that data stored within the memory region
may be overwritten when capacity of the memory region 1s
reached. The overwrite policy area 702 may also include a
graphical indicator 712 of an option to indicate that the data
stored 1n the particular memory should never be automati-
cally overwritten.

The delete policy area 704 may include a graphical 1ndi-
cator 716 of an option to indicate that data stored in the
particular memory region may be automatically deleted after
a specified time period 720. The delete policy region 704 may
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also include a graphical indicator 718 of an option to indicate
that data stored 1n the particular memory region should never
be automatically deleted.

The warning policy area 706 may include a graphical indi-
cator 722 of an option to indicate that the user should be
provided a warning when a specified capacity threshold limit
726 1s reached. The warning policy area 706 may also include
a graphical indicator 724 of an option to indicate that wam-
ings should not be provided to the user based on capacity
available at the memory region.

FIG. 8 1s a diagram of a fifth particular embodiment of a
user interface of a system for storing user data, generally
designated 800. The user interface 800 provides controls for
configuring a memory management policy. For example, the
user interface 800 may include a file type area 802. The file
type area 802 may include a plurality of graphical indicators
804, 808 of options to associate particular types of files with
the memory region. For example, by selecting music {files
graphical indicator 804 recognized music file types may be
associated with the music partition. In a particular embodi-
ment, the types of files available for selection 1n the file type
arca 802 may be mput by the user. In another particular
embodiment, the types of files available for selection 1n the
file type area 802 may be provided by a service provider. For
example, by selecting graphical indicator 808, the types of
files available to be associated with the memory region may
be updated by a server at the service provider.

The user interface 800 may also include an mput area 810.
The mput area 810 may allow the memory region to be
associated with one or more user device mterfaces. For
example, by selecting one or more of the graphical indicators
812, the user may associate the music partition with a USB
port 1, a USB port 2, a 1394 port, a Ethernet port or a card
reader port.

In conjunction with the configuration of structure
described herein, the systems and methods disclosed may
store user data. In a particular embodiment, video data may be
received at a video recorder device via a video distribution
network. The video recorder device may store the video data
at a protected memory region of a memory device. The
memory device may be adapted to prevent user copying of
data stored in the protected memory region. The video
recorder device may also receive user data via a user device
interface. The video recorder device may store the user data at
an unprotected memory region of the memory device. The
memory device may be adapted to allow user copying of data
stored 1n the unprotected memory region.

Referring to FI1G. 9, an illustrative embodiment of a general
computer system 1s shown and 1s designated 900. The com-
puter system 900 can 1include a set of instructions that can be
executed to cause the computer system 900 to perform any
one or more of the methods or computer based functions
disclosed herein. The computer system 900 may operate as a
standalone device or may be connected, e.g., using a network,
to other computer systems or peripheral devices. For
example, the computer system may include any one or more
of the user devices, video recorder devices, memory devices
or other devices depicted in FIG. 1, 2 or 3.

In a networked deployment, the computer system may
operate in the capacity of a server or as a client user computer
in a server-client user network environment, or as a peer
computer system in a peer-to-peer (or distributed) network
environment. The computer system 900 can also be imple-
mented as or mncorporated into various devices, such as a
personal computer (PC), a tablet PC, a set-top box (STB), a
personal digital assistant (PDA), a mobile device, a palmtop
computer, a laptop computer, a desktop computer, a commu-
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nications device, a wireless telephone, a land-line telephone,
a control system, a camera, a scanner, a facsimile machine, a
printer, a pager, a personal trusted device, a web appliance, a
network router, switch or bridge, or any other machine
capable of executing a set of instructions (sequential or oth-
erwise) that specily actions to be taken by that machine. In a
particular embodiment, the computer system 900 can be
implemented using electronic devices that provide voice,
video or data commumnication. Further, while a single com-
puter system 900 1s 1llustrated, the term “system” shall also be
taken to include any collection of systems or sub-systems that
individually or jointly execute a set, or multiple sets, of
instructions to perform one or more computer functions.

As 1llustrated 1n FIG. 9, the computer system 900 may
include a processor 902, e.g., a central processing unit (CPU),
a graphics processing unit (GPU), or both. Moreover, the
computer system 900 can include a main memory 904 and a
static memory 906, that can communicate with each other via
a bus 908. As shown, the computer system 900 may further
include a video display unit 910, such as a liquid crystal
display (LCD), an organic light emitting diode (OLED), a flat
panel display, a solid state display, or a cathode ray tube
(CRT). Additionally, the computer system 900 may include
an 1input device 912, such as a keyboard, and a cursor control
device 914, such as a mouse. The computer system 900 can
also include a disk drive unit 916, a signal generation device
918, such as a speaker or remote control, and a network
interface device 920.

In a particular embodiment, as depicted 1n FIG. 9, the disk
drive unit 916 may include a computer-readable medium 922
in which one or more sets of 1structions 924, e.g. soitware,
can be embedded. Further, the imstructions 924 may embody
one or more of the methods or logic as described herein. In a
particular embodiment, the instructions 924 may reside com-
pletely, or at least partially, within the main memory 904, the
static memory 906, and/or within the processor 902 during
execution by the computer system 900. The main memory
904 and the processor 902 also may include computer-read-
able media.

In an alternative embodiment, dedicated hardware 1mple-
mentations, such as application specific integrated circuits,
programmable logic arrays and other hardware devices, can
be constructed to implement one or more of the methods
described herein. Applications that may include the apparatus
and systems of various embodiments can broadly include a
variety of electronic and computer systems. One or more
embodiments described herein may implement functions
using two or more specific interconnected hardware modules
or devices with related control and data signals that can be
communicated between and through the modules, or as por-
tions of an application-specific integrated circuit. Accord-
ingly, the present system encompasses software, firmware,
and hardware implementations.

In accordance with various embodiments of the present
disclosure, the methods described herein may be imple-
mented by software programs executable by a computer sys-
tem. Further, in an exemplary, non-limited embodiment,
implementations can include distributed processing, compo-
nent/object distributed processing, and parallel processing.
Alternatively, virtual computer system processing can be
constructed to implement one or more of the methods or
functionality as described herein.

The present disclosure contemplates a computer-readable
medium that includes instructions 924 or recerves and
executes mstructions 924 responsive to a propagated signal,
so that a device connected to a network 926 can communicate
voice, video or data over the network 926. Further, the
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instructions 924 may be transmitted or received over the
network 926 via the network interface device 920.

While the computer-readable medium 1s shown to be a
single medium, the term “computer-readable medium”
includes a single medium or multiple media, such as a cen-
tralized or distributed database, and/or associated caches and
servers that store one or more sets of 1structions. The term
“computer-readable medium” shall also include any medium
that 1s capable of storing, encoding or carrying a set of instruc-
tions for execution by a processor or that cause a computer
system to perform any one or more of the methods or opera-
tions disclosed herein.

In a particular non-limiting, exemplary embodiment, the
computer-readable medium can include a solid-state memory
such as a memory card or other package that houses one or
more non-volatile read-only memories. Further, the com-
puter-readable medium can be a random access memory or
other volatile re-writable memory. Additionally, the com-
puter-readable medium can include a magneto-optical or
optical medium, such as a disk or tapes or other storage device
to capture carrier wave signals such as a signal communicated
over a transmission medium. A digital file attachment to an
¢-mail or other self-contained information archive or set of
archives may be considered a distribution medium that 1s
equivalent to a tangible storage medium. Accordingly, the
disclosure 1s considered to include any one or more of a
computer-readable medium or a distribution medium and
other equivalents and successor media, in which data or
instructions may be stored.

Although the present specification describes components
and functions that may be implemented 1n particular embodi-
ments with reference to particular standards and protocols,
the disclosed embodiments are not limited to such standards
and protocols. For example, standards for Internet and other
packet switched network transmission (e.g., TCP/IP, UDP/IP,
HTML, HTTP) represent examples of the state of the art.
Such standards are periodically superseded by faster or more
eificient equivalents having essentially the same functions.
Accordingly, replacement standards and protocols having the
same or similar functions as those disclosed herein are con-
sidered equivalents thereof.

The 1llustrations of the embodiments described herein are
intended to provide a general understanding of the structure
of the wvarious embodiments. The illustrations are not
intended to serve as a complete description of all of the
clements and features of apparatus and systems that utilize
the structures or methods described herein. Many other
embodiments may be apparent to those of skill 1n the art upon
reviewing the disclosure. Other embodiments may be utilized
and derived from the disclosure, such that structural and
logical substitutions and changes may be made without
departing from the scope of the disclosure. Additionally, the
illustrations are merely representational and may not be
drawn to scale. Certain proportions within the illustrations
may be exaggerated, while other proportions may be reduced.
Accordingly, the disclosure and the figures are to be regarded
as 1llustrative rather than restrictive.

One or more embodiments of the disclosure may be
referred to herein, individually and/or collectively, by the
term “invention” merely for convemence and without intend-
ing to voluntarily limit the scope of this application to any
particular invention or inventive concept. Moreover, although
specific embodiments have been 1llustrated and described
herein, 1t should be appreciated that any subsequent arrange-
ment designed to achieve the same or similar purpose may be
substituted for the specific embodiments shown. This disclo-
sure 1s intended to cover any and all subsequent adaptations or
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variations ol various embodiments. Combinations of the
above embodiments, and other embodiments not specifically
described herein, will be apparent to those of skill 1in the art
upon reviewing the description.

The Abstract of the Disclosure 1s provided to comply with
37 C.F.R. §1.72(b) and 1s submitted with the understanding
that 1t will not be used to interpret or limit the scope or
meaning of the claims. In addition, 1n the foregoing Detailed
Description, various features may be grouped together or
described 1n a single embodiment for the purpose of stream-
lining the disclosure. This disclosure 1s not to be interpreted as
reflecting an intention that the claimed embodiments require
more features than are expressly recited in each claim. Rather,
as the following claims retlect, inventive subject matter may
be directed to less than all of the features of any of the
disclosed embodiments. Thus, the following claims are incor-
porated mto the Detailed Description, with each claim stand-
ing on 1ts own as defining separately claimed subject matter.

The above-disclosed subject matter 1s to be considered

illustrative, and not restrictive, and the appended claims are
intended to cover all such modifications, enhancements, and
other embodiments which fall within the true spirit and scope
of the present invention. Thus, to the maximum extent
allowed by law, the scope of the present mvention 1s to be
determined by the broadest permissible interpretation of the
following claims and their equivalents, and shall not be
restricted or limited by the foregoing detailed description.

What 1s claimed 1s:

1. A video recorder device, comprising:

a video receiver to recerve video data; and

a memory device including:

at least one protected memory region to store video data
received via the video receiver, wherein the [video
recorder device 1s adapted to prevent user copying of
video data stored at the protected memory region]
video data stored at the at least one protected memory
region is copy restricted and is accessible for display
at a display device; and

at least one unprotected memory region, wherein [the
video recorder device 1s adapted to allow user copying,
of] data stored at the unprotected memory region is
user modifiable.

2. The video recorder device of claim 1, further comprising,
a partition control module to maintain a partition record,
wherein the partition record relates the at least one protected
memory region and the at least one unprotected memory
region to a memory medium of the memory device.

3. The video recorder device of claim 2, wherein the par-
tition control module 1s operable to modily the partition
record based on user mnput to adjust an amount of memory
allocated to the at least one protected memory region.

4. The video recorder device of claim 2, wherein the par-
tition control module 1s operable to modity the partition
record based on user mput to adjust an amount of memory
allocated to the at least one unprotected memory region.

5. The video recorder device of claim 1, further comprising,
a memory management module to implement a user config-
urable memory management policy associated with the at
least one unprotected memory region.

6. The video recorder device of claim 1, further comprising
at least one user device interface to communicate data
between a user device and the at least one unprotected
memory region.

7. The video recorder device of claim 1, wherein the at least
one user device mnterface comprises a wireless network inter-
face.
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8. The video recorder device of claim 1, wherein the at least
one user device interface comprises a universal serial bus

(USB) interface.

9. The video recorder device of claim 1, wherein the at least
one user device interface comprises a local area network
interface.

10. The video recorder device of claim 1, further compris-
ing a plurality of user device interfaces and a plurality of
unprotected memory regions, wherein each of the user device
interfaces 1s associated with at least one of the unprotected
memory regions.

11. The video recorder device of claim 1, further compris-
ing a user interface module to display a user interface at a
display device and to recerve user configuration input to
modily a configuration record associated with the memory
device.

12. The video recorder device of claim 1, the user intertace
includes a representation of an amount of memory available
within the at least one protected memory region and within
the at least one unprotected memory region.

13. The video recorder device of claim 1, the user intertace
includes at least one user selectable element to associate the at
least one unprotected memory region with at least one file
type.

14. The video recorder device of claim 1, further compris-
Ing a system memory region, wherein the system memory
region 1s accessible to a service provider via the video
receiver.

15. The video recorder device of claim 1, further compris-
ing a memory controller and a plurality of unprotected
memory regions, wherein the memory controller 1s operable
to select a region from among the plurality of unprotected
memory regions in which to store particular data based on a
type of the data.

16. A method comprising:

receiving video data via a video distribution network;

storing the video data at a protected memory region of a

memory device, wherein the [memory device is adapted
to prevent user copying of] video data stored [in] az the
protected memory region is copy restricted and is acces-
sible for display at a display device;

receiving user data via a user device interface; and

storing the user data at an unprotected memory region of

the memory device, wherein the [memory device is
adapted to allow user copying of] user data stored in the
unprotected memory region is user modifiable.

17. The method of claim 16, wherein the memory device
includes a plurality of unprotected memory regions, and
wherein the method further comprises storing the user data at
two or more of the plurality of unprotected memory regions.

18. The method of claim 17, further comprising selecting
one of the plurality of unprotected memory regions 1n which
to store particular user data based on a type of the particular
user data.

19. The method of claim 16, wherein a user configurable
memory management policy 1s associated with the unpro-
tected memory region.

20. The method of claim 19, further comprising deleting
the user data stored at the unprotected memory region based
on the user configurable memory management policy.

21. The method of claim 19, further comprising recerving,
user configuration input via a graphical user interface, and
moditying the user configurable memory management policy
based on the user configuration mput.

22. The method of claim 16, further comprising recerving,
user configuration input via a graphical user interface, and
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modifying an amount of memory allocated to the unprotected
memory region based on the user configuration 1nput.

23. A processor readable [medium] memory device com-
prising processor readable instructions, wherein the proces-
sor readable 1nstructions are executable by a processor to:

receive video data via a video distribution network;

store the video data at a protected memory region of a
memory device, wherein the [memory device is adapted
to prevent user copying of] video data stored in the
protected memory region is copy restricted and is acces-
sible for display at a display device;

receive user data via at least one user device interface; and

store the user data at one or more unprotected memory
regions of the memory device, wherein the [memory
device is adapted to allow user copying of] user data
stored 1n the one or more unprotected memory regions is
user modifiable.

24. The processor readable [medium] memory device of
claim 23, further comprising processor readable instructions
executable to manage allocation of memory among the pro-
tected memory region and the one or more unprotected
memory regions.

25. The processor readable [medium] memory device of
claim 23, further comprising processor readable istructions
executable to select one of the one or more unprotected
memory regions at which to store particular user data.

26. The processor readable [medium] memory device of
claim 23, further comprising processor readable instructions
executable to select one of the one or more unprotected
memory regions at which to store particular user data based
on the at least one user device interface via which the particu-
lar user data was recerved.

27. The processor readable [medium] memory device of
claim 23, further comprising processor readable instructions
executable to manage retention of the user data based on one
Or more memory management policies.

28. The processor readable [medium] memory device of
claim 27, further comprising processor readable istructions
executable to receive user mput to modily the one or more
memory management policies.

29. A method comprising:

receiving first data at a video playvback device, the first data
received by the video plavback device via a distribution
network;

storing the first data at a first memory rvegion of a memory
device accessible to the video plavback device, wherein
the first data stoved at the first memory region is copy
vestricted and is accessible for display at a display
device;

receiving second data via a graphical user interface (GUI)
of the video plavback device; and

storing the second data at a second memory region of the
memory device, wherein the second data stoved at the
second memory region is user modifiable.

30. The method of claim 29, further comprising, in
response to a user rvequest, displaving video content that
corresponds to the first data.

31. The method of claim 30, wherein the video content
comprises television programming,.

32. The method of claim 29, wherein the first data includes
video data, and wherein the second data includes user data.

33. The method of claim 29, wherein the video plavback
device includes the memory device and further includes a
processor coupled to the memory device.

34. The method of claim 29, wherein the distribution net-
work is a video distribution network.
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35. The method of claim 29, wherein the video plavback
device includes a display, and wherein the GUI is provided at
the display.

36. The method of claim 29, wherein the video plavback
device includes a video recovder device.

37. The method of claim 29, wherein the video playback
device includes a gaming system.

38. The method of claim 29, wherein the video playvback

device includes a mobile device.

39. The method of claim 29, wherein the video playback
device includes a computer.

40. The method of claim 29, wherein the video playback
device includes a portable computer.

41. A method comprising:

stoving first data at a first memory portion of a memory

system, wherein the first data stored at the first memory
portion is copy vestricted and is accessible for display at
a display device;

receiving second data at a video plavback device; and

storing the second data at a second memory portion of the

memory system, wherein the second data stoved at the
second memory portion is modifiable by a user of the
video playback device.

42. The method of claim 41, further comprising, in
response to a user vequest, sending the first data via a distvi-
bution network to the video plavback device to enable the
video plavback device to display video content corresponding
to the first data.

43. The method of claim 42, wherein sending the first data
to the video plavback device includes streaming the video
content to the video playback device.

44. The method of claim 43, wherein the video content is
streamed to the video playback device in accordance with a
protocol comprising an internet protocol, a transmission con-
trol protocol, a user datagram protocol, a hypertext transfer
protocol, or a combination thereof.

45. The method of claim 41, wherein the user of the video
plavback device is permitted to read from the first data stoved
at the first memory portion, and wherein the user is not
permitted to write to the first data stored at the first memory
portion.

46. The method of claim 41, further comprising:

receiving updated second data from the video plavback

device; and

modifving the second data stoved at the second memory

portion of the memory system based on the updated
second data.

47. A computer-readable storage device comprising
instructions that ave executable by a processor of a video
plavback device to perform operations comprising:

receiving first data at the video plavback device, the first

data received by the video playback device via a distri-
bution network, wherein the first data corresponds to
television programming;
storving the first data at a first memory vegion of a memory
device within the video plavback device, wherein the fivst
data stored at the first memory region is copy restricted
and is accessible for display at a display device;

receiving second data via a graphical user interface (GUI)
of the video plavback device; and

storing the second data at a second memory region of the

memory device, wherein the second data stored at the
second memory region of the memory device is modifi-
able by a user of the video plavback device.

48. The computer-readable storvage device of claim 47,
further comprising, in vesponse to a user rvequest, displaving
video content corresponding to the first data.
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49. The computer-readable storage device of claim 47,
wherein the first data is veceived at the video playback device
in accorvdance with a protocol comprising an internet proto-
col, a transmission control protocol, a user datagram proto-
col, a hypertext transfer protocol, or a combination thereof.

50. The computer-readable storage device of claim 47,
wherein the video plavback device includes a gaming system,
a mobile device, a computer, or a portable computer.

51. The computer-readable storage device of claim 47,
wherein the video playvback device includes a serial bus inter-

face and a network interface.

52. A video recorder device, comprising.

a video receiver to receive data; and

a memory device including:

at least one protected memory region to store first data
received via the video receiver, wherein the first data
stored at the at least one protected memory region is
copy restricted and is accessible for display at a dis-
play device; and

at least one unprotected memory region, wherein second
data storved at the at least one unprotected memory
region is usev modifiable.

53. The video recorder device of claim 52, further compris-
ing a partition control module to maintain a partition rvecovrd,
wherein the partition recovd relates the at least one protected
memory region and the at least one unprotected memory
region to a memory medium of the memory device.

54. The video recorder device of claim 53, wherein the
partition control module is operable to modify the partition
record based on user input to adjust an amount of memory
allocated to the at least one protected memory region.

55. The video recorder device of claim 33, wherein the
partition control module is operable to modify the partition
record based on user input to adjust an amount of memory
allocated to the at least one unprotected memory region.

56. The video recorder device of claim 52, further compris-
ing a memory management module to implement a user con-

figurable memory management policy associated with the at

least one unprotected memory region.

57. The video recorder device of claim 52, further compris-
ing at least one user device interface to communicate data
between a user device and the at least one unprotected
memory reglion.

58. The video recorvder device of claim 57, wherein the at
least one user device interface comprises a wireless network
interface.

59. The video recorder device of claim 57, wherein the at
least one user device interface comprises a universal serial
bus (USB) interface.

60. The video recorvder device of claim 57, wherein the at
least one user device interface comprises a local area net-
work interface.

61. The video recovder device of claim 32, further compris-
ing a plurality of user device interfaces and a plurality of
unprotected memory regions, wherein each of the user device
interfaces is associated with at least one of the unprotected
memory regions.

62. The video recorder device of claim 52, further compris-
ing a user interface module to display a graphical user inter-

60 face (GUI) at a display device and to receive user configura-

65

tion input to modify a configuration record associated with
the memory device.

63. Thevideo recorder device of claim 62, wherein the user
interface includes a presentation of a first amount of memory
available within the at least one protected memory region and
a second amount of memory available within the at least one
unprotected memory region.
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64. The video recorvder device of claim 63, wherein the user
interface includes at least one user selectable element to
associate the at least one unprotected memory region with at
least one file type.

63. The video recorvder device of claim 32, further compris-
ing a system memory region, wherein the system memory
region Is accessible to a service provider via the video
recelver.

66. The video recorvder device of claim 32, further compris-
ing a memory controller and a plurality of unprotected
memory regions, wherein the memory contvoller is operable
to select a region from among the plurality of unprotected
memory regions in which to stove particular data based on a
tvpe of the particular data.

67. A method comprising:

receiving first data via a distribution network;

storing the first data at a protected memory region of a

memory device, wherein the first data stoved at the pro-
tected memory region is copy vestricted and is accessible
Jor display at a display device;

receiving second data via a user device interface; and

storing the second data at an unprotected memory region of

the memory device, wherein the second data stoved at the
unprotected memory region is user modifiable.

68. The method of claim 67, wherein the memory device
includes a plurality of unprotected memory regions, and
wherein the method further comprises storing the second data
at two or movre of the plurality of unprotected memory regions.

69. The method of claim 68, further comprising selecting
one of the plurality of unprotected memory regions in which to
store particular user data based on a type of the particular
user data.

70. The method of claim 67, wherein a user configurable
memory management policy is associated with the unpro-
tected memory region.

71. The method of claim 70, further comprising deleting the
second data stored at the unprotected memory region based
on the user configurable memory management policy.

72. The method of claim 70, further comprising rveceiving
usev configuration input via a graphical user interface, and
modifving the user configurable memory management policy
based on the user configuration input.
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73. The method of claim 67, further comprising rveceiving
usev configuration input via a graphical user interface, and
modifving an amount of memory allocated to the unprotected
memory region based on the user configuration input.

74. A processor readable device comprising processor
readable instructions, wherein the processor readable
instructions are executable by a processor to:

receive first data via a distribution network;

store the first data at a protected memory region of a

memory device, wherein the first data stored at the pro-
tected memory region is copy restricted and accessible
Jor display at a display device;

receive second data via at least one user device interface;

and

store the second data at one or more unprotected memory

regions of the memory device, wherein the second data
stored at the one or more unprotected memory regions is
user modifiable.

75. The processor readable device of claim 74, further
comprising processor readable instructions executable to
manage allocation of memory among the protected memory
region and the one or more unprotected memory regions.

76. The processor readable device of claim 74, further
comprising processorv readable instructions executable to

select one of the one or more unprotected memory regions at
which to store particular user data.

77. The processor readable device of claim 74, further
comprising processor readable instructions executable to
select one of the one ov movre unprotected memory regions at
which to store particular user data based on the at least one
user device interface via which the particular user data was
received.

78. The processor readable device of claim 74, further
comprising processor readable instructions executable to
manage rvetention of the second data based on one or more
memory management policies.

79. The processor readable device of claim 78, further
comprising processorv readable instructions executable to
receive user input to modify the one or more memory man-
agement policies.
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