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least a portion of the master image file. Thus, a copied-to
storage media as copied from the master 1mage file also
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STORAGE MEDIA WITH BENCHMARK
REPRESENTATIVE OF DATA ORIGINALLY
STORED THEREON

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Application No. 60/181,727, filed Feb. 11, 2000 and entitled

“Storage Media with Benchmark Representative of Data
Originally Stored Thereon”, hereby incorporated by refer-
ence. This application 1s related to U.S. application Ser. No.
09/587,509, filed concurrently and entitled “Storage Media
with Benchmark Representative of Data Originally Stored
Thereon”, hereby incorporated by reference.

FIELD OF THE INVENTION

The present mnvention relates to a benchmark placed on a
storage media. More particularly, the present invention
relates to such a benchmark that i1s indicative of the data
originally stored on the storage media, whereby changes
therefrom may be detected.

BACKGROUND OF THE INVENTION

Storage media, and in particular re-writeable storage
media, 1s at times shipped from a storage media manufac-
turer/distributor with pre-determined data already stored
thereon. For example, the data may be one or more software
programs, one or more data structures, one or more data files,
and/or the like. Likewise, the re-writeable storage media may
be a magnetic or optical in nature, and may be a tape, a disk,
or the like. Moreover, the storage media may be read-only,
write-only, read-write, or the like, as appropriate.

Once the storage media 1s shipped with the already-stored
data, though, such storage media 1s quite obviously out of the
hands of the manufacturer/distributor, who 1s then powerless
to prevent anyone from making changes to the stored data on
the storage media. Accordingly, it 1s olftentimes useful after
shipment of the storage media to determine whether the data
on the storage media has changed as compared with the
originally shipped data. In addition, during production of the
storage media with the data thereon based on a master ver-
s10m, 1t 1s useful at various points during the production pro-
cess to confirm that the data on the storage media has not
changed as compared with the data copied from the master.

Accordingly, a need exists for a benchmark that 1s placed
on the storage media and that 1s closely tied to the master.
Thus, reference may be made to the benchmark at various
times to determine whether the data on the storage media has
changed as compared with the data copied from the master.

SUMMARY OF THE INVENTION

The present invention satisfies the aforementioned need by
providing, among other things, a method of controlling use of
copying soltware on a computer, wherein the computer
includes a hardware 1D (“HWID”). In the method, a hard-
coded identifier 1s accessed from within the copying software
when the copying software 1s launched, and the HWID of the
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2

computer 1s also accessed. The HWID 1s compared with the
hard-coded identifier, and a copying function proceeds only 1
the HWID and the hard-coded 1dentifier match.

The present invention also provides a method of copying
data from a master storage media (“master”) for copying such
data to a copied-to storage media. In the method, the data on
the master 1s read 1into a master image file, and the master
image file 1s manipulated to include a benchmark comprising
tracking and verification information tied to at least a portion
of the master image file. Thus, a copied-to storage media as
copied from the master image file also includes such bench-
mark, a data alteration of the master image file causes a
mis-match with regard to the benchmark in such master
image file, and a data alteration o the copied-to storage media
also causes a mis-match with regard to the benchmark 1n such
storage media as copied from such master image file.

To venily the master image file, an 1mage data file with a
data structure corresponding to the master image file 1s
accessed, where the corresponding data structure includes a
checksum corresponding to the master image file. The check-
sum from the corresponding data structure 1n the 1mage data
file 1s accessed and employed to verity that the accessed
master 1mage file 1s not corrupted.

To copy the master image file to a copied-to storage media,
a part 1dentifier 1s accessed from the master image file, and an
image data file with a data structure corresponding to the
master 1mage file 1s accessed, where the corresponding data
structure includes a part identifier corresponding to the mas-
ter image file. The part identifier from the corresponding data
structure 1n the image data file 1s accessed and compared with
the master 1image {ile part identifier; and copying proceeds
only 1f the master image file part identifier matches the image
data file part 1identifier.

In addition, a checksum of at least a portion of the master
image file 1s performed to produce a produced checksum. A
checksum from the master image file 1s accessed and com-
pared with the produced checksum, and the copy proceeds
only 1f the master image file checksum matches the produced
checksum.

To compare the master image file to a copied-to storage
media copied from the master image file, a part 1dentifier 1s
accessed from the storage media, and an 1mage data file with
a data structure corresponding to the master image file 1s
accessed, where the corresponding data structure includes a
partidentifier corresponding to the master image file. The part
identifier from the corresponding data structure in the image
data file1s accessed and compared with the storage media part
identifier, and the compare proceeds only 11 the storage media
part 1dentifier matches the image data file part 1dentifier.

In addition, a checksum of at least a portion of the storage
media 1s performed to produce a produced checksum. A
checksum from the storage media 1s accessed and compared
with the produced checksum, and the compare proceeds only
if the storage media checksum matches the produced check-
SUI.

The invention prevents any unauthorized file image content
from being copied to a production disk during the production
thereof. In addition, the invention prevents the copying of an
image to a production disk 11 such image was modified after
the creation thereot. Further, the invention provides a method
and mechanism to determine whether the data on a produc-
tion disk has been accessed by a computer operating system
or otherwise modified; thus for example allowing returned
disks to be re-sold as new.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary as well as the following detailed
description of the present invention will be better understood
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when read in conjunction with the appended drawings. For
the purpose of the illustrating the invention, there are shown
in the drawings embodiments which are presently preferred.
As should be understood, however, the invention 1s not lim-
ited to the precise arrangements and instrumentalities shown.
In the drawings:

FIG. 1 1s a block diagram showing a particular system for
producing a benchmark on storage media in accordance with
one embodiment of the present invention;

FIG. 2 1s a flow chart showing steps performed during
controlling of access to a master computer 1n accordance with
one embodiment of the present invention;

FI1G. 3 1s a block diagram showing the structure of a master
image/image file created 1n accordance with one embodiment
ol the present 1nvention;

FIG. 4 1s a flow chart showing steps performed during
copying of a master to the master image/image file of FIG. 3
in accordance with one embodiment of the present invention;

FIG. 5 15 a block diagram showing a data structure corre-
sponding to the master image/image file of FIG. 3 1n an 1mage
data file as created 1n accordance with one embodiment of the
present invention;

FIG. 6 1s a flow chart showing steps performed during
production of a production copy of storage media from the
image file 1n accordance with one embodiment of the present
invention; and

FIG. 7 1s a flow chart showing steps performed during a
comparison check of the production copy of storage media 1n
accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Referring now to FIG. 1, 1n producing a storage media 10
having data thereon based on a master 12, 1t is to be under-
stood that four basic operations take place: (1) amaster 12 of
the data to be stored on the storage media 1s obtained from an
appropriate source and 1s accessed through a master computer
14 having relatively secure master copying software thereon;
(2) an 1mage file 1s made from the contents of the master 12 by
way of the master computer 14; (3) the image file 1s copied to
the copied-to storage media 10 by way of a production com-
puter 16; and (4) the image file 1s compared to the copied-to
storage media 10 by way of a comparison computer 18. Each
operation will be addressed herein, 1n turn.

Each computer 14, 16, 18 may be any appropriate type of
computer without departing from the spirit and scope of the
present invention. Typically, each such computer 14, 16, 18
would have a display, one or more data input devices (key-
board, mouse, efc.), a processor, memory, and the like. Of
course, one or more such elements may not be necessary,
depending on circumstances, and therefore may be removed.
Each computer 14, 16, 18 should of course have an appropri-
ate storage media drive for reading from and/or writing to a
storage media 10 and/or a master 12, as may be appropriate.

In the case of the production computer 16 and the compari-
son computer 18, the process of 1nserting the storage media
10 1nto and removing the storage media 10 from the respec-
tive drives (arrows 1 and 2 1n FIG. 1) may be automated by use
of appropriate apparatus such as for example a robotic device
(not shown), especially in the case of a more than minimal
volume operation. Moreover, such apparatus may also move
the storage media 10 between the computers 16, 18 and the
drives thereol, as appropriate. Any appropriate automation
apparatus may be employed without departing from the spirit
and scope of the present invention. Since the details of such
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4

automation apparatus are known to the relevant public, fur-
ther details are not provided herein except as stated below.

As seen, each computer 14, 16, 18 may be networked
together as 1s necessary to share information, as will be dis-
cussed 1n more detail below. Thus, each computer 14, 16, 18
can access the information on the other computers 14, 16, 18,
assuming of course that appropriate security access 1s
granted. In addition or in the alternative, information may be
accessed by each computer 14, 16, 18 from a network com-
puter or server 20. Of course, any appropriate networking and
sharing arrangements may be employed without departing
from the spirit and scope of the present invention. In fact,
information may even be exchanged between computers by
hand (1.e., by portable storage media) 1f appropriate and/or
necessary. Moreover, two or more of the three computers 14,
16, 18 may even be embodied in the form of a single com-
puter.

Controlling use of Master Copying Software

Preliminarily, 1t should be ensured that the master 12 origi-
nates from a trustworthy source, and 1s not created by a
non-approved entity. Accordingly, the master 12 should be
obtained from such trustworthy source in some manner to
ensure that the data on such master 12 1s 1n fact from the
trustworthy source and 1in a form that the trustworthy source
intended, and also to ensure that the data on such master 12 1s
itself trustworthy and has not been tampered with. The master
12 may orniginate from any appropriate source and have any
appropriate data thereon without departing from the spirit and
scope of the present invention. As but one example, the master
12 may originate from the marketing department of a manu-
facturer of the storage media 10, whereby the data stored on
the master 12 results from cross-promotional arrangements
with other manufacturers and/or distributors. As will be
explained below, in one embodiment of the present invention,
the master 12 1s a storage media similar to 1f not identical with
the copied-to storage media 10, although the master may
alternatively be a different type without departing from the
spirit and scope of the present invention.

Importantly, the entity copying the data from the master 12
by way of the master computer 14 must be trustworthy also. In
one embodiment of the present invention, then, the master
computer 14 receiving the master 12 for copying purposes 1s
tightly controlled, such master computer 14 includes copying
soltware 22 that copies the data from the master 12, as will be
explained 1n more detail below, and the copying software 22
1s tightly tied to such master computer 14. In such embodi-
ment, and referring now to FIG. 2, the master computer 14
includes a hardware ID (“HWID™) or the like that 1s unique to
the master computer 14, such HWID 1s obtained from the
master computer 14 (step 201), the copying software 22 1s
hard-coded with such HWID (step 203), and such copying
soltware 22 operates only on the master computer 14 having,
such HWID. For example, 11 the master computer includes a
PENTIUM III processor as produced and/or marketed by
INTEL Corporation of Santa Clara, Calif., then the HWID
may be the unique ID associated with the PENTIUM III
processor (“the PENTIUM III ID”). Of course, any other
appropriate identifying indicia from any particular master
computer 14 may be employed without departing from the
spirit and scope of the present invention. Any appropriate
methodologies may be employed to obtain the HWID from
the master computer 14 and to hard-code such HWID 1nto the
copying soltware 22 without departing from the spirit and
scope of the present invention. Since such methodologies
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should be known or apparent to the relevant public, turther
details thereof are not disclosed herein.

In one embodiment of the present imnvention, when the
master computer 14 1s directed to launch the copying software
22 by auser or the like, such copying software 22 accesses the
HWID hard-coded therein (step 205), accesses the HWID of
the master computer (step 207), and compares such accessed
HWID with such hard-coded HWID (step 209). The copying
software 22 then proceeds only if the accessed and hard-
coded HWIDs match (step 211).

In one embodiment of the present mvention, and still 1s
referring to FIG. 2, to further enhance security, the copying
soltware 22 requires a correct password from the user thereof.
Thus, the copying software 1s pre-programmed with such
password, prompts the user to enter such password (step 213),
and proceeds only 1 the correct password 1s entered (step
215). Thus, such copying soitware 22 operates only 11 such
soltware 22 resides on the correct master computer 14 and
only 1f mitiated by a user with the correct password. As a
result, a non-authorized entity is severely limited 1n 1ts ability
to copy data onto a storage media 10 from a master 12 in the
manner to be detailed below.

Operation of Master Copying Software 22

Once the copying software 22 has verified that 1t 1s on the
correct master computer 14 and 1s being operated by a user
with the correct password (as detailed 1n connection with
FIG. 2), such software 22 may then be employed to copy the
data from the master 12 for purposes of copying such data to
a copied-to storage media 10. In one embodiment of the
present invention, such copying soitware 22 copies the master
12 by creating a master image 24 (FI1G. 3) from the master 12,
as will be explained 1n more detail below.

Presumably, the master 12 and the data thereon 1s 1n its final
form and has been created by a trustworthy entity according
to a particular operating system. As such, the data 1s organized
on the master 12 according to the particular operating system,
and the master 12 includes referencing features specified by
the particular operating system for referencing the data. Here,

it 1s to be assumed that the operating system 1s a disk operat-
ing system such as the MICROSOFT DISK OPERATING

SYSTEM  (DOS) produced and/or marketed by
MICROSOFT Corporation of Redmond, Wash., or the like.
Of course, other operating systems can be employed without
departing from the spirit and scope of the present invention.

The master 12 1s of course properly inserted into an appro-
priate drive 1n the master computer 14 such that the master
computer 14 can access the data on such master 12. In one
embodiment of the present invention, and referring now to
FIG. 4, the copying software 22 creates such master image 24
(FIG. 3) in the following manner. Preliminarily, such copying
software 22 as operating on the master computer 14 accesses
the master 12 in the drive thereot, and 1n particular accesses a
file directory on the master 12 (step 401), such as a DOS file
allocation table (FAT). Based on such FAT, and as should be
appreciate, the copying software 22 can ascertain file infor-
mation such as what data/files are located on the master 12,
where such data/files are located on the master 12, the size of
cach file, age information about each file, and other file infor-
mation (step 403).

Based on such file information from the FAT, the copying
software 22 then reads all the data on the master 12 into a
single image file which constitutes the master image 24 (step
405). Such image file/master image 24 may be stored at least
preliminarily in an appropriate memory on the master com-
puter 14, or may be preliminarily stored elsewhere. Prefer-
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6

ably, such 1image file/master image 24 contains not only all the
files on the master 12, but each FAT from the master 12 (1f
there 1s more than one such FAT), all partition information
from the master 12, all boot information from the master 12,
all directory entries from the master 12, etc. That1s, the image
file/master image 24 as created from the master 12 contains
the entirety of the information stored on the master 12,
whether such information derives from a file, a file manage-
ment structure, a storage media management structure, or the
like. Creating such an 1image 24 from such master 12 1s known
or should be apparent to the relevant public, and therefore
need not be described herein 1n any detail.

As may be appreciated, then, by copying the entirety of the
master 12 into the single image file/master 1mage 24, such
master 1mage 24 may then be employed at a later time to
create a copied image of the master 12 on a copied-to storage
media 10. Moreover, the copied image on the copied-to stor-
age media 10 causes the copied-to storage media 10 to behave
as 1f 1t were the master 12. Thus, 1f the master 12 includes disk
information that such master 1s a 100 megabyte magnetic
disk, the copied-to storage media 10 will behave as if 1t were
a 100 megabyte storage disk, even 1f such copied-to storage
media 10 1s 1n fact a 250 megabyte storage disc, for example.

Once the master image 12 1s created from the master, such
master image 12 1s preferably manipulated to include the
aforementioned benchmark. In one embodiment of the
present invention, such benchmark comprises certain track-
ing and verification information. Thus, each copied-to stor-
age media 10 as copied from the master image 24 also
includes such tracking and verification information/bench-
mark. Preferably, the tracking and verification information/
benchmark 1s tied to the master image 24/1mage {file or a
portion thereol. Accordingly, and importantly, alteration of
the 1image file will cause a mis-match with regard to the
tracking and verification information/benchmark in such
image file, as will be explained below. Likewise, and also
importantly, alteration of the copied-to storage media 10 will
also cause a mis-match with regard to the tracking and veri-
fication information/benchmark 1n such storage media 10 as
copied from such image file/master image 24.

In one embodiment of the present invention, and as seen 1n
FIG. 3, the tracking and verification information/benchmark
includes a part identifier such as a part number or model
number. As may be appreciated, such part identifier may be
assigned on a random or pre-determined basis, and can be
employed to label the image file/master 1mage 24 with an
identifier. Such part identifier may take any particular form
without departing from the spirit and scope of the present
invention. For example, such part identifier may be a 10-digit
number, a 20-character alphanumeric, etc. As will be appre-
ciated, the part 1dentifier identifies the master 1mage 24, but
may also be employed to verily data on a copied-to storage
media 10 when copied from such master image 24.

Preferably, the copying software 22 obtains the part iden-
tifier from an appropriate source (step 407) and writes the
obtained part identifier mnto an area of the master 1image
24/1mage file (step 409) such that the part identifier appears 1n
an 1naccessible areca when the 1mage file 1s copied to the
storage media 10. That 1s, according to the architecture of any
particular disk operating system, certain physical space on a

corresponding storage media 1s 1naccessible by way of such
disk operating system, or more simply i1s “dead”. For
example, in the atorementioned MICROSOFT DOS disk
operating system, at least with regard to the IOMEGA ZIP
disk and drive as produced and/or marketed by IOMEGA

Corporation of Roy, Utah, logical block 0 of the storage
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media contains boot information, logical block 32 contains
the FAT, and logical blocks 1-31 are expected to be blank.

Since such logical blocks 1-31 are expected to be blank,
such disk operating system provides no capability to access
such logical blocks 1-31, or put another way such logical
blocks 1-31 on such storage media are inaccessible by way of
such disk operating system. Although inaccessible by the disk
operating system, an appropriate utility application may of
course be employed to direct the drive receiving the storage
media 10 to write information to/read information from such
otherwise mnaccessible logical blocks 1-31 and perhaps other
dead space. Such utility application 1s known or should be
apparent to the relevant public, and therefore need not be
described herein 1n any detail. Preferably, such utility 1s not
normally available to the general public such that the general
public cannot normally access such dead space. Thus, the
general public cannot normally alter or otherwise compro-
mise data stored 1n the dead space on the storage media 10.

In one embodiment of the present invention, the part iden-
tifier 1s a 10-byte i1dentifier and 1s written into the master
image 24 to appear 1n the copied-to storage media in dead
space as such. For example, in connection with the aforemen-
tioned IOMEGA ZIP disk, such 10-byte identifier may be
written to appear 1n logical block 1. For verification, a 1-byte
byte count or the like of the 10-byte 1dentifier may also be
written into the master 1mage 24 to appear in such logical
block 1 (step 411). For example, the 1-byte checksum and the
10-byte 1dentifier may be written into the master image 24 to
appear 1n that order 1n logical block 1 of the storage media 24
at the beginning thereot. Of course, the part identifier and the
verilying checksum may be written to appear in other areas of
dead space, and other forms of verification may be employed,
all without departing from the spirit and scope of the present
invention. In one embodiment of the present invention, the
copying soltware also stores the part identifier 1n a separate
file 26 (FIG. 5) for later reference (step 413), as will be
discussed in more detail below.

In one embodiment of the present invention, the tracking
and verification information/benchmark also includes an
encrypted security identifier closely tied to the data 1n the
master image 24/1image file, such as for example an encrypted
checksum of at least a portion of the data 1n such master image
24/1image file. Thus, alteration of such data will result 1n a
mis-match with regard to the encrypted security identifier. In
one embodiment of the present invention, the copying sofit-
ware 22 on the master computer 14 develops the encrypted
security 1dentifier based on the entire FAT and also based on
the part 1dentifier as such items appear in the master image
24/1image file. Notably, basing such identifier on the FAT 1is
particularly useful since practically any alteration to the data
on the copied-to storage media 10 will result in a change 1n the
FAT thereof, thus resulting 1n the aforementioned mis-match.
Of course, such encrypted security identifier may be based on
other elements as they appear 1n the master image 24/1image
file without departing from the spirit and scope of the present
invention.

In one embodiment of the present invention, the copying
software 22 produces the encrypted security identifier by
calculating the checksum of each byte in the FAT and 1n the
part identifier (step 415), and then encrypting such checksum
by way of any appropriate encrypting algorithm (step 417).
Thus, 11 the FAT or the part identifier changes, the encrypted
checksum will no longer match, as will be discussed 1n more
detail below. The encrypting algorithm employed may be a
one-way or two-way encrypting algorithm, and may produce
an encrypted value having a pre-determined length, such as
100 bytes. Of course, other methods of producing an
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encrypted security identifier tied to the data 1n the 1mage file
may be employed without departing from the spirit and scope
of the present invention.

The copying software 22 then writes the resulting 100-byte
encrypted checksum into the aforementioned dead space 1n
the same manner as the part identifier (step 419). For
example, such 100-byte encrypted number security identifier
may be written into the master image 24 to appear in logical
block 1 with the 10 byte part 1dentifier. For additional secu-
rity, the copying software 22 may also write a 1-byte byte
count of the 100-byte encrypted checksum to appear 1n the
logical block 1 (step 421). In one embodiment of the present
invention, such 1-byte byte count is written immediately after
the 10-byte part identifier, and 1s immediately followed by the
100-byte encrypted checksum. Of course, other methods of
writing the encrypted checksum and related indicia into the
dead space may be employed without departing from the
spirit and scope of the present invention.

Although 1t should be apparent to the relevant public, it 1s
nevertheless noted that writing information into the dead
space ol the copied-to storage media 10 1n actuality means
writing such information into the corresponding master
image 24/1image file 1n an approprate location thereof such
that such information 1s appropriately copied into the dead
space when the master image 24/1mage file 1s copied to the
copied-to storage media 10. It should also be apparent but
again 1s nevertheless noted that any software that reads from/
writes to such dead space, such as the software discussed
below, must include or have access to an appropriate utility
application in order that such software can in fact direct the
drive receiving the copied-to storage media to read from/
write to such dead space as appropriate. Further, 1t should be
noted that since such information 1s not indexed 1n the FAT of
the master image 24/1mage {ile or of the copied-to storage
media 10, such information must be written into the dead
space 1n a pre-determined location known to each entity that
1s to access such mformation.

The encrypted checksum disclosed above 1s never stored
anywhere other than in the master image 24/1mage file and on
the copied-to storage media 10. Instead, such encrypted
checksum is re-derived at appropriate times and 1s then com-
pared with the stored value 1n the master image 24/1mage file
or on the copied-to storage media to verily that the FAT and
the part identifier on the copied-to storage media 10 have not
been changed as compared with the FAT and the part identi-
fier 1n the master image 24/1mage file produced by copying
soltware 22 on the master computer 14. As should be appre-
ciated, the FAT on the copied-to storage media 10 will change
if, for example, a file 1s added to or deleted from such media
10, a file 1s altered 1n size, location, or date of last access, or
the like. To summarize, then, any sigmificant change to the
data on the copied-to storage media 10 will result in a change
to the FAT thereol and will therefore result in a mis-match
with regard to the originally derived encrypted checksum.

As 1t stands, the master image 24/1mage file produced by
the copying software 22 on the master computer 14 includes
the entirety of the data on the master 12, and also includes the
part 1dentifier and the encrypted checksum stored in dead
space. In one embodiment of the present invention, the copy-
ing soitware 1 addition calculates a second checksum of the
entire master image 24/1mage file, including the part identifier
and the encrypted checksum (step 423), and then stores the
second checksum in the above-mentioned separate file 26 for
later reference (step 425) to ensure that the master image
24/1mage file has not become corrupted. In such one embodi-
ment, for example, the separate file 26 1s an 1mage data file 26
that includes a data structure corresponding to the image file,
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where the data structure includes an 1mage name as given to
the 1image file, the second checksum, and the part identifier,
among other things. Of course, other information may be
stored 1n the 1image data file without departing from the spirit
and scope of the present invention. Moreover, the image data
file 26 may have information regarding additional image files,
where each image file has a corresponding data structure with
such information stored therein. Alternatively, the aforemen-
tioned data structure in the 1mage data file may instead be
stored 1n the master image 24/1mage file, perhaps in the dead
space thereof, perhaps obviating the need for such image data

file 26.

Copying the Image File to the Copied-to Storage
Media

Now that a master image 24/1mage file based on the master
12 1s present 1n 1ts finalized form, a production copy of the
master 12/master 1mage 24 may be made on a copied-to
storage media 10 by way of the production computer 16, and
specifically by production software 28 loaded onto the pro-
duction computer 16. As should be evident, the production
computer 16 and production software 28 must have access to
the finalized master 1mage 24/1mage file. In addition, and as
will be explained below, such items should also have access to
the 1image data file 26. Such master image 24/1mage file and
such image data file 26 may be located on and accessible from
the master computer 14 or the network server 20, or may be
located on and accessible to the production computer 16
itself, although such files may be located elsewhere without
departing from the spirit and scope of the present invention.

The production computer 16 may be user-directed to make
a production copy of the master image 24/1mage file on a
copied-to storage media 10, or may automatically make such
a production copy according to a pre-defined routine. In either
case, and referring now to FIG. 6, the copied-to storage media
10 1s appropriately mounted to an appropriate media drive
coupled to the production computer 16 (step 601), the pro-
duction software 28 on the production computer 16 accesses
the master image 24/1mage file (step 603 ), and the production
soltware 28 also accesses the image data file 26 with the data
structure corresponding to the master image 24/image file,
where the data structure includes the image name as given to
the master image 24/1mage file, the second checksum, and the
part identifier, among other things (step 605).

In one embodiment of the present invention, after access-
ing the master image 24/1mage file and the 1mage data file 26,
the production software 28 on the production computer 16
accesses the second checksum from the corresponding data
structure 1n the 1image data file 26 (step 607), and employs
such accessed second checksum to verify that the accessed
master image 24/image file 1s not corrupted. In particular, the
production software 28 performs a checksum of the entire
accessed master image 24 image file including the part 1den-
tifier and the encrypted checksum to obtain a performed
checksum value (step 609), and compares the performed
checksum value with the accessed second checksum to deter-
mine whether they match (step 611). If a match 1s found, the
image file 1s not corrupted, and the production software 28
may proceed (step 613). If a match i1s not found, the image file
1s corrupted and the production software 28 does not proceed.
Notably, the aforementioned checksum procedure may be
performed at any appropriate time without departing from the
spirit and scope of the present invention. For example, such
procedure 1s performed each time a master image 24/1mage
file 1s newly copied to the production computer 16, or each
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time the master 1image 24/1image file 1s accessed to make a
production copy on a copied-to storage media 10.

Assuming the second checksums compare favorably, the
production software 28 next accesses the part identifier as
embedded 1n the dead space in the master image 24/image file
(step 615), accesses the part identifier from the corresponding
data structure in the 1mage data file 26 (step 617), and com-
pares the master image 24/image file part identifier with the
image data file 26 part identifier to determine whether they
match (step 619). If a match 1s found, the image file has not
been adulterated, at least with regard to the part-identifier, and
the production soitware 28 may proceed (step 621). If amatch
1s not found, the 1image file has been adulterated, at least with
regard to the part number, and the production soitware 28
does not proceed. Such adulteration may occur when an unau-
thorized entity attempts to create a master image 24/1image
file without benefit of the master computer 14, whereby such
unauthorized image file in fact fails to contain a proper part
identifier. Of course, such adulteration may also occur under
other circumstances.

Assuming the part identifiers compare favorably, the pro-
duction software 28 next accesses the FAT from the master
image 24/1mage file (step 623), performs a checksum of the
FAT and the part identifier (which was previously accessed 1n
step 615) (step 623), and then encrypts such checksum by
way of the same encrypting algorithm previously employed
by the master computer 14 to produce a production computer
encrypted checksum (step 627). The production software 28
then accesses the encrypted checksum as embedded in the
dead space in the master image 24/image file (step 629), and
compares the image file encrypted checksum with the pro-
duction computer encrypted checksum to determine whether
they match (step 631). If a match 1s found, the master image
24/1mage file has not been adulterated, at least in any substan-
tial way such that the FAT or the part identifier would be
alfected, and the production soitware 28 may proceed (step
633). IT a match 1s not found, the master image 24/1mage file
has been so adulterated, and the production software 28 does
not proceed. Again, such adulteration may occur when an
unauthorized entity attempts to create a master image 24/1m-
age file without benefit of the master computer 14, whereby
such unauthorized master image 24/1image file 1n fact fails to
contain a proper encrypted checksum. Of course, such adul-
teration may also occur under other circumstances.

To summarize, then, prior to producing a producing a pro-
duction copy on storage media 10 from the master image
24/1mage file, the production software 28 first verifies the part
identifier, which 1s an unencrypted value, and then verifies the
checksum, which 1s an encrypted value. It either verity fails,
such 1image file 1s not employed to make the production copy.
However, and of course, if both verifies succeed, such image
file may then be appropriately employed by the production
software 28 on the production computer 16 to produce the
production copy on the mounted production (copied-to) stor-
age media (step 635).

As should be appreciated, producing a production copy
from a master image 24/1image file as 1s done 1n step 635 1s
generally known to the relevant public, and therefore need not
be described here 1n any further detail. It should also be
appreciated that any appropriate method for producing such
production copy from such master image 24/1mage file may
be employed without departing from the spirit and scope of
the present invention. The production copy on the storage
media 10 1s 1dentical to the master 12 1n all respects, except
that such production copy has the embedded encrypted
checksum and the embedded part identifier in the aforemen-
tioned dead space.
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Comparing the Image File and the Copied-to Storage
Media

Once the production software 28 on the production com-
puter 16 makes the production copy of the master 12 on the
storage media 10 from the master image 24/1mage file, such
storage media 10 must be compared with the master 1mage
24/1mage file to ensure that the production copy 1s an accurate
rendering of the master image 24/1mage file. In one embodi-
ment of the present invention, such a compare 1s performed by
comparison software 30 on the comparison computer 18
(FIG. 1). As before with regard to the production computer
16, and turning now to FIG. 7, the production copy of the
storage media 10 1s appropriately mounted to an appropriate
drive of the comparison computer 18 (step 701), and the
comparison soitware 30 on the comparison computer 18 has
access to the master image 24/1mage file and the correspond-
ing data structure in the image data file 26. Essentially, the
comparison software 30 repeats the steps performed by the
production software with regard to the second checksum, the
part identifier, and the encrypted checksum before actually
performing a compare, except that such functions are per-
tormed with regard to the mounted production copy of the
storage media 10, and not the master image 24/1mage file.

In particular, the comparison software 30 on the compari-
son computer 16 accesses the master image 24/1mage {file
(step 703), the comparison software 30 also accesses the
image data file 26 with the data structure corresponding to the
master image 24/1mage file (step 705), and the second check-
sum from the corresponding data structure in the 1mage data
file 26 (step 707), and employs such accessed second check-
sum to verily that the accessed master image 24/image file 1s
not corrupted. In particular, the comparison software 30 per-
forms a checksum of the entire accessed master image 24/1m-
age lile including the part identifier and the encrypted check-
sum to obtain a performed checksum value (step 709), and
compares the performed checksum value with the accessed
second checksum to determine whether they match (step
711). It a match 1s found, the 1image tile 1s not corrupted, and
the comparison soitware 30 may proceed (step 713). If a
match 1s not found, the 1mage file 1s corrupted and the com-
parison soitware 30 does not proceed.

Assuming the second checksums compare favorably, the
comparison soitware 30 next accesses the part 1dentifier as
embedded 1n the dead space in the production copy of the
storage media 10 (step 715), accesses the part identifier from
the corresponding data structure 1n the image data file 26 (step
717), and compares the master image 24/1mage file part 1den-
tifier with the 1mage data file 26 part identifier to determine
whether they match (step 719). If a match 1s found, the data on
the storage media 10 has not been adulterated, at least with
regard to the part identifier, and the comparison software 30
may proceed (step 721). If a match 1s not found, the data on
the storage media 10 has been adulterated, at least with regard
to the part number, and the comparison software 30 does not
proceed.

Assuming the part identifiers compare favorably, the com-
parison soitware 30 next accesses the FAT from the produc-
tion copy of the storage media 10 (step 723), performs a
checksum of the FAT and the part identifier (which was pre-
viously accessed 1n step 715) (step 725), and then encrypts
such checksum by way of the same encrypting algorithm
previously employed by the master computer 14 to produce a
production computer encrypted checksum (step 727). The
comparison soitware 30 then accesses the encrypted check-
sum as embedded 1n the dead space 1n the production copy of
the storage media 10 (step 729), and compares the production
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copy encrypted checksum with the comparison computer
encrypted checksum to determine whether they match (step
731). If a match 1s found, the data on the storage media 10 has
not been adulterated, at least 1n any substantial way such that
the FAT or the part identifier would be affected, and the
comparison software 30 may proceed (step 733). If amatch is
not found, the data on the storage media has been so adulter-
ated, and the comparison software 30 does not proceed.

To summarize, then prior to comparing the production
copy of the storage media 10 with the master image 24/image
file, the comparison software 30 first verifies the part identi-
fier of the production copy, which 1s an unencrypted value,
and then verifies the checksum of the production copy, which
1s an encrypted value. If either verity fails, such production
copy 1s deemed to be corrupted or otherwise improperly
made. However, and of course, if both verifies succeed, the
comparison soitware 30 may then compare the production
copy of the storage media 10 with the master image 24/image
file 1n detail (step 735).

As should be appreciated, such detailed comparison 1is
generally known to the relevant public, and therefore need not
be described here in any further detail. It should also be
appreciated that any appropriate method for performing such
detalled comparison may be employed without departing
from the spirit and scope of the present invention. In general,
the detailed comparison by the comparison software 30 on the
comparison computer 18 ensures that the production copy of
the storage media 10 1s a faithful rendition of the master
image 24/image file. Assuming the storage media compare
succeeds, such storage media 1s approved for distribution.
Otherwise, the storage media 1s not approved and may be
discarded or may be employed for another production copy,
assuming the storage media 1s not physically defective or
otherwise unsuitable.

It 1s to be noted that 1n performing the various steps detailed
above, the copying software 22, production software 28, and
comparison soitware 30 may employ any appropriate meth-
odologies and any appropriate programming, and may be
written 1n any appropriate programming language, all without
departing from the spirit and scope of the present invention.
Since such methodologies, programming, and languages
should be known or apparent to the relevant public, turther
details thereot are not disclosed herein.

As should now be appreciated, 1n the present 1nvention,
benchmarks are associated with a master image 24/image file
and are employed to ensure that such 1image file 1s a faithiul
representative ol a master 12, and also to ensure that a pro-
duction copy of storage media 10 made from the image file 1s
a faithful reproduction of such 1mage file. Thus, an interven-
ing entity cannot manipulate the image file or the production
copy without such manipulation being detectable. In addi-
tion, 11 the production copy of the storage media 10 1s distrib-
uted and returned, the comparison software 30 on the com-
parison computer 18 or another computer may perform a
compare of the returned storage media 10 with the corre-
sponding 1mage file to determine whether the returned stor-
age media 10 has been altered 1n any manner. Depending on
the purpose and result of the determination, then, appropriate
action may be taken.

In the foregoing description, it can be seen that the present
invention comprises a new and useful benchmark that is
placed on an master image 24/image {ile made from a master
12 and therefore on a production copy of a storage media 10
made from the master image 24/1mage file. Accordingly, the
benchmark 1s closely tied to such master 12, and reference
may be made to the benchmark at various times to determine
whether the data in the master image 24/1mage file and/or on
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the storage media 10 has changed as compared with the
master 12. It should be appreciated that changes could be
made to the embodiments described above without departing
from the mnventive concepts thereof. It should be understood,
therefore, that this invention 1s not limited to the particular
embodiments disclosed, but 1t 1s intended to cover modifica-
tions within the spirit and scope of the present mnvention as
defined by the appended claims.

What 1s claimed 1s:

1. A method of copying data from a master storage medium
[(“master’) for copying such data] of a computing device to a
copied-to storage medium, [media] the method comprising:
[media] medium, the method comprising:

verifying the computing device based on an identifier of the
computing device;

reading the data on the master storage medium of the veri-
fied computing device 1nto a master 1mage file;

[manipulating the master image file to include] creating a
benchmark comprising tracking and verification infor-
mation tied to at least a portion of the master image file,
wherein the benchmark is not contained in the master
storage medium;

writing the benchmark into the master image file, wherein
a part identifier that identifies the master image file is
included in the benchmark; and

[whereby a copied-to storage media as copied from] writ-
ing the master image file [also includes such], including
the benchmark, to the copied-to storage medium,
wherein writing the master image file to the copied-to
storage medium comprises inserting the benchmark into
an area of the copied-to storage medium which is a
normally inaccessible avea of the copied-to storage
medium,

[whereby] wherein the benchmark is usable to detect a data
alteration of the master image file [causes a mis-match
with regard to the benchmark 1n such master image file,
and whereby] or a data alteration of the copied-to stor-
age [media also causes a mis-match with regard to the
benchmark 1n such storage media as copied from such
master image file] medium.

2. The method of claim 1 wherein the master storage
medium has a file directory thereon, wherein reading the data
COmMprises:

accessing the file directory on the master storage medium;

ascertaining file information from the file directory; and

reading the data on the master storage medium 1nto a mas-
ter image file based on such file information.

3. The method of claim 2 wherein the file directory 1s a

DOS file allocation table (FAT).

4. The method of claim 1 [comprising] wherein the reading
comprises.

reading all of the data on the master storage medium 1nto
the master image file[.],

[such] wherein the master image file [thereby containing a
master image of the master and being] contains all of the
data on the master storage medium available to create a
copied image of the master storage medium on the cop-
ied-to storage [media] medium.

[5. The method of claim 1 wherein manipulating the master
image file to include a benchmark comprises inserting a part
identifier mto the master 1image file which identifies such
master image file.]

[6. The method of claim 5 comprising inserting the part
identifier into an area of the master image file such that the
part 1dentifier appears 1n a normally inaccessible area in a
copied-to storage media as copied from the master image

file.]
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7. The method of claim [6 comprising] wherein the insert-
ing the part identifier [into an area of the master image file
such that] comprises inserting the part identifier [appears] in
dead space [in a] of the copied-to storage [media] medium as
copied from the master image {file, the dead space not nor-
mally being accessible by an operating system of a computer
having the copied-to storage media mounted thereto, but
accessible by a utility application running on such computer.

8. The method of claim [5 comprising inserting] / wherein
the part identifier is a 10-byte part identifier.

9. The method of claim [5] / further comprising inserting a
byte count of the part identifier into the master 1mage file
adjacent the part 1dentifier.

10. The method of claim [5] / further comprising storing
the 1nserted part 1dentifier 1n an 1mage data file separate from
the master 1image file.

11. The method of claim 10 further comprising:

calculating a checksum of the entire master 1image f{ile,

including the benchmark; and

storing the checksum in the image data file, [whereby]

wherein the stored checksum 1s available for later refer-
ence to ensure that the master image file has not become
corrupted.

12. The method of claim 1 wherein [manipulating the mas-
ter image file to include a] tke writing the benchmark com-
prises mserting a security identifier into the master image file,
where the security 1dentifier 1s tied to the data in such master
image file.

13. The method of claim 12 [comprising] wherein the
inserting the security identifier [into an area of the master
image file such that] comprises inserting the security identi-
fier Jappears] in a normally inaccessible area [in a] of the
copied-to storage [media as copied from the master image
file] medium.

14. The method of claim 13 [comprising] wherein the
inserting the security identifier [into an area of the master
image file such that] comprises inserting the [part] security
identifier [appears] in dead space [in a] of the copied-to stor-
age [media] medium as copied from the master image file, the
dead space not normally being accessible by an operating
system of a computer having the copied-to storage [medial
medium mounted thereto, but accessible by a utility applica-
tion running on such computer.

15. The method of claim 12 [comprising] wherein the
inserting [a] tie security identifier [produced by] comprises:

calculating a checksum of each byte of at least a portion of

the master image file; and

encrypting the calculated checksum by way of an encrypt-

ing algorithm.

16. The method of claim 15 [comprising calculating a
checksum of each byte of] wherein the at least a portion of the
master image file [including] comprises a file directory
thereof.

17. The method of claim 16 wherein the file directory 1s a
DOS file allocation table (FAT).

18. The method of claim 15 [comprising encrypting the
calculated checksum by way of an] wherein the encrypting
algorithm [that] produces an encrypted value having a pre-
determined length.

19. The method of claim 12 further comprising 1nserting a
byte count of the security identifier into the master 1image file
adjacent the security 1dentifier.

20. The method of claim 1 further comprising:

calculating a checksum of the entire master 1image f{ile,

including the benchmark; and

storing the checksum 1n an 1image data file separate from

the master image file, [whereby] wherein the stored




US RE44,969 E

15

checksum 1s available for later reference to ensure that
the master 1image file has not become corrupted.

21. A computer-readable storage medium having data
stored thereon, the data comprising:

an identifier for verifving a computing device comprising a
master stovage medium;

data copied from the master storage medium of the verified
computing device;

[a computer-readable data structure comprising] a first
field contaiming a benchmark comprising tracking and
verification information tied to at least a portion of the
data [structure,] copied from the master storage medium,
wherein the benchmark is not contained in the master
storage medium, whevein the first field appears in a
normally inaccessible area in the computer-readable
storage medium; and

a part identifier which identifies a master image file;

[whereby] wherein the benchmark is usable to detect a data
alteration of the data [structure causes a mis-match with
regard to the benchmark in such first field] copied from
the master storage medium.

22. The computer-readable storage medium of claim 21
[having stored thereon a computer-readable data structure
comprising a first field containing a benchmark comprising
tracking and verification information tied to at least a portion
of the data structure], [whereby] wherein a copied-to storage
media [as] comprising the data copied from the [data struc-
ture] computer-readable medium also includes such bench-
mark, [whereby] wherein the benchmark is usable to detect a
data alteration of the data [structure causes a mis-match with
regard to the benchmark 1n such first field, and whereby a data
alteration of the data structure also causes a mis-match with
regard to the benchmark 1n such storage media as copied from
such data structure] of the copied-to storage medium.

[23. The computer-readable medium of claim 21 wherein
the benchmark includes a part identifier.]

24. The computer-readable storage medium of claim [23]
21 wherein the benchmark includes a 10-byte part identifier.

25. The computer-readable storage medium of claim [23]
21 wherein the benchmark further includes a byte count of the
part identifier.

[26. The computer-readable medium of claim 21 wherein
the first field appears 1n a normally inaccessible area 1n a
copied-to storage media as copied from the data structure.]

27. The computer-readable storage medium of claim [26]
21 wherein the first field appears in dead space [in a] of the
copied-to storage [media as copied from the data structure}
medium, the dead space not normally being accessible by an
operating system of a computer having the copied-to storage
[media] medium mounted thereto, but accessible by a utility
application running on such computer.

28. The computer-readable storage medium of claim 21
wherein the first field appears 1n a normally 1naccessible area
[in the data structure] of the copied-to storage medium.

29. The computer-readable storage medium of claim 28
wherein the first field appears in dead space [in the data
structure] of the copied-to storage medium, the dead space not
normally being accessible by an operating system of a com-
puter, but accessible by a utility application running on such
computer.

30. The computer-readable storage medium of claim 21
wherein the benchmark includes a security identifier tied to
the data [in the data structure] of the copied-to storage

medium.
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31. The computer-readable storage medium of claim 30
wherein the security 1identifier comprises a checksum of each
byte of atleast a portion of the data [structure] of the copied-to
storage medium.

32. The computer-readable storage medium of claim 31
wherein [the security identifier comprises a checksum of each
byte of at least a portion of the data structure,] the checksum
[being] is encrypted by way of an encrypting algorithm.

33. The computer-readable storage medium of claim 32
wherein the [checksum is encrypted by way of an] encrypting
algorithm [that] produces an encrypted value having a prede-
termined length.

34. The computer-readable storage medium of claim 30
further comprising a second field containing a file directory,
wherein the security 1identifier comprises a checksum of each
byte of atleast a portion of the data [structure] of the copied-to
storage medium including the file directory.

35. The computer-readable storage medium of claim 34
wherein the file directory 1s a DOS file allocation table (FAT).

36. The computer-readable storage medium of claim 30
wherein the benchmark further includes a byte count of the
security 1dentifier.

37. An apparatus for copying data from a master storvage
medium of a computing device to a copied-to storage medium,
the apparatus comprising:

means for verifving the computing device based on an

identifier of the computing device;
means for reading the data on the master storage medium
of the verified computing device into a master image file;

means for creating a benchmark comprising tracking and
verification information tied to at least a portion of the
master image file, whevein the benchmark is not con-
tained in the master storage medium;

means for writing the benchmark into the master image file,

whevrein a part identifier that identifies the master image
file is inserted into the benchmark; and

means for writing the master image file, including the

benchmark, to the copied-to storage medium, wherein
said means for writing the master image file is config-
ured to write the benchmarkinto an avea of the copied-to
storage medium which is a normally inaccessible avea of
the copied-to storage medium;

wherein the benchmark is usable to detect a data alteration

of the master image file or a data alteration of the cop-
ied-to storage medium.

38. The apparatus of claim 37 wherein the master storvage
medium has a file directory thereon, wherein said means for
reading the data comprises:

means for accessing the file divectory on the master stovage

medium,

means for ascertaining file information from the file direc-

tory; and

means reading, the data on the master stovage medium into

a master image file based on such file information.

39. The apparatus of claim 38 wherein the file divectory is
a DOS file allocation table (FAT).

40. The apparatus of claim 37 wherein said means for
reading the data is a means for reading all of the data on the
master into the master image file, wherein the master image

60 file contains all of the data on the master storage medium

65

available to create a copied image of the master storvage
medium on the copied-to storage medium.

41. The apparatus of claim 37 wherein said means for
inserting the part identifier is configured to insert the part
identifier into dead space of the copied-to storage medium as
copied from the master image file, the dead space not nor-
mally being accessible by an operating system of a computer
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having the copied-to storage media mounted thereto, but
accessible by a utility application running on such computer.

42. The apparatus of claim 37 wherein the part identifier is
a 10-byte part identifier.

43. The apparatus of claim 37 further comprising means
Jor inserting a byte count of the part identifier into the master
image file adjacent the part identifier.

44. The apparatus of claim 37 further comprising means
Jor storing the inserted part identifier in an image data file
separate from the master image file.

45. The apparatus of claim 44 further comprising:

means for calculating a checksum of the entire master

image file including the benchmark; and

means for stoving the checksum in the image data file,

wherein the stored checksum is available for later refer-
ence to ensure that the master image file has not become
corrupted.

46. The apparatus of claim 37 whervein said means for
writing the benchmark is configured to write a security iden-
tifier into the master image file, where the security identifier is
tied to the data in such master image file.

47. The apparatus of claim 46 whervein said means for
writing the benchmark is configured to write the security
identifier in a normally inaccessible arvea of the copied-to
storage medium as copied from the master image file.

48. The apparatus of claim 47 wherein said means for
writing the benchmark is configured to write the security
identifier into a dead space of the copied-to storage medium
as copied from the master image file, the dead space not
novmally being accessible by an operating system of a com-
puter having the copied-to storage medium mounted thereto,
but accessible by a utility application running on such com-
puier.

49. The apparatus of claim 46 wherein said means for
writing the benchmark comprises.

means for calculating a checksum of each byte of at least a

portion of the master image file; and

means for encrypting the calculated checksum by way of an

encrypting algorithm.

50. The apparatus of claim 46 wherein said security iden-
tifier is produced by:

calculating a checksum of each byte of at least a portion of

the master image file including a file directory therveof;
and

encrypting the calculated checksum by way of an encrypt-
ing algorithm.
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51. The apparatus of claim 50 wherein the file divectory is
a DOS file allocation table (FAT).
52. The apparatus of claim 49 wherein the encrypting

algorithm produces an encrypted value having a pre-deter-
mined length.

53. The apparatus of claim 46 wherein the master image
file includes a byte count of the security identifier adjacent the
security identifier.

54. The apparatus of claim 37 further comprising:

means for calculating a checksum of the entive master
image file, including the benchmark; and

means for storing the checksum in an image data file sepa-
vate from the master image file, wherein the storved
checksum is available for later veference to ensure that
the master image file has not become corrupted.

55. A computer system for copving data from a master
storage medium of a computing device to a copied-to storage
medium, the system comprising:

a module for verifying the computing device based on an

identifier of the computing device;

a module for copying the data from the master stovage
medium of the verified computing device into a master
image file stored on the system and writing to the master
image file a benchmark that includes tracking and veri-
fication information derived at least partly from the mas-
ter image file, wherein the benchmark is not contained in
the master storage medium;

a module for checking for alteration of the master image
file from the master using the benchmark;

a module for producing a production copy of the master
image file and benchmark onto the copied-to storage
medium, wherein the copied-to storage medium com-
prises a part identifier which identifies the master image
file in the benchmark, wherein the copied-to stovage
medium comprises the benchmark in a normally inac-
cessible arvea of the copied-to storage medium; and

a module for comparing the master image file and bench-
mark with the production copy, wherein data alteration
causes a mis-match between the benchmarks of the mas-
ter image file and the production copy.

56. The system of claim 55 further comprising a drive for

receiving a master storvage media containing the master.

57. The system of claim 55 further comprising a first drive
for receiving a master storage media containing the master
and a second drive for receiving copied-to media for receiv-
ing the production copy.
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