USOORE44777E
(19) United States
12 Relissued Patent (10) Patent Number: US RE44,777 E
Avlivl et al. 45) Date of Reissued Patent: Feb. 25, 2014
(54) SYSTEM AND METHOD FOR ENCODING 6,304,482 B1* 10/2001 Linetal. ...ccccovvveenr...... 365/154
6,526,145 B2 2/2003 Marzahn
DATA TRANSMITTED ON A BUS 6,721,918 B2 4/2004 Self et al.
6,734,811 Bl 5/2004 Cornelius
(75) Inventors: Amit Avivi, Tel-Mond (IL); Aron 6.810387 Bl  10/2004 Yim
Wohlgemuth, Givat Shmuel (IL) 7,120,696 Bl  10/2006 Au et al.
7,139,691 B1 11/2006 Duong
: : - : 7,248,696 B2 7/2007 Craft et al.
(73) Assignee: Marvell International Ltd., Hamilton 200170005687 Al €/2001 Terac of al
(BM) 2002/0073316 Al 6/2002 Collins et al.
2002/0141578 Al* 10/2002 Rupleyetal. .................. 380/201
. INO.: . 1 noue et al.
(21) Appl. No.: 13/558,734 2003/0125015 Al 7/2003 1 1
2005/0076194 Al 4/2005 Kanapathippillai et al.
(22) Filed: Jul. 26. 2012 2005/0078016 Al 4/2005 Nefl
’ 2006/0171233 Al* 8/2006 Fekih-Romdhane
Related U.S. Patent Documents etal. ..o 365/230.03
Reissue of:
(64) Patent No.: 7,764,792 FOREIGN PATENT DOCUMENTS
Issued: Jul. 27, 2010
WO WO 02/39290 A2 5/2002
Appl. No.: 11/034,664
Filed: Jan. 13, 2005 OTHER PUBLICATIONS
(51) Tnt.ClI Nakamura et al., A 50% Noise Reduction Interface Using Low-
P Weight Coding, 1996, IEEE, pp. 144-145.
HO4K 1/00 (2006.01) . CE . .
Office Action 1ssued Apr. 11, 2011 1n Israel Patent Application No.
HO4L 9/00 (2006.01) 100185
(52) U.S. CL
USPC e 380/255; 380/268 * cited by examiner
(58) Field of Classification Search
None Primary Examiner — William Powers
See application file for complete search history.
(37) ABSTRACT
(56) References Cited An apparatus having a corresponding method comprises a
transmuit circuit to transmait data, the transmit circuit compris-
U.s. PALENTDOCUMENTS ing a transmit input circuit to mnput the data, and an address for
4431865 A * 2/1984 Bernedeetal. .oovivni.... 180/44 the data, to the transmit circuit, an encoder to encode the data
4,791,669 A 12/1988 Kage according to the address for the data, comprising an encode
5,142,167 A * 8/1992 Templeetal. ... 326/26 select circuit to select one of a plurality of keys based on the
gﬂig?ﬂggg i * %ﬁggg %ﬁlgeri‘l g 171 address for the data, and an encoding circuit to encode the
5483508 A *  1/1996 K;ufnfan of al 320/43 data using the key selected by the encode select circuit, and a
6.035.040 A 2/9000 Mann of al transmit output circuit to output the encoded data.
6,061,453 A * 5/2000 Bach .........ccoooeeiiiiinni 380/270
6,249,521 Bl1* 6/2001 Kerstein ........cooevveveennn. 370/389 18 Claims, 4 Drawing Sheets
fﬂﬂ\
Memony Condrolier 104
Wiite Circuit 108 | Mi’;gﬁ'
Frncoder 118 Memory +
E Bus
Daia > . [3atz > Enﬂﬂmﬁﬂ&c‘uﬁ Er;ju;i&d} g%"; } E i mﬂdﬁd;
oA N ; Bl
adaress | || 2| adaress Select Cireult Key Circuit i | Readom Number l
o 1™ > 120 ¥ 172 i Gen. (opf) 138
: i ]
. Memory {optional}
Read Cireuit 110 _r 1
Leocndor 128
S— N
< Data | Key ig?uﬂ . Se!scltéfmﬂft . e
Qutput : nput Encoded
Ciru i CE;E MR
T < Decpding Circuit P Encoded
Dnlg 134 Dafa
N

Address _




US RE44,777 E

Sheet 1 of 4

Feb. 25, 2014

U.S. Patent

..... T ssappy
g1eg Ot L
papoosug ynansy BLipooa]
Bje 24 4 —
DBpOSUET HNlD) | _
SEUPPY ot &l
unady 100je8 1NoNg AoM BEg
__ ]
ﬁ | BCT sapoveg | _ﬁ
T _ o oy
{reuondo} Arowap
B
GET (3do) uso 443 | 0ct
| JBQLUNN HIOPUEM IO Ay UROAS 18188 SSEIDPY ssaIpY

| = i il
: UD
. eeg ||| du
Aﬁ epoItd *_ Emw.,u gied gLl s
m I e pEpoaLZy yhosn Buiposus 28] e1ec

g | gleiltle)

QUL S

i Aowepy giT sepoous
AT — e — — -
Aowepy 80F ¥nonD SUM
| i ) ) ww,wum.___ﬁ,ﬁau Alowap

/ﬁmw




US RE44,777 E

Sheet 2 of 4

Feb. 25, 2014

U.S. Patent

£ Ol

S0

‘BiEp paposis
nang

9oL

‘Aaxy Hursn
BIep apooo)

il

Frraree i

1

‘ssauppe
Lo RDasE(
A9 109)9%

PO

cOE | snq
/.. Asowaty wog
- BIep papooUd
 BAIRDBY

-
R oo

¢ Ol

Gig

"SRQUPPE 0]
buipicooe eep
p8poous aris

80¢&

Sy
AloLiati 0}
BIED Paposus
N0

90¢

Aay Buisn
glep spoousy

POC
sSalppe

L0 paseqy
ASy 1oo1ee

AT

'SSQIPPE PUE

gIgp aAao mmbuﬂl_

/. 002




US RE44,777 E

y old

gle(

$S2IPDY

4
1

oA Josjey

ZEV

ol il -l e wrww T Y e cowc P ek el

acr
L unonD

| NGNO

_. =i=rg) Y I.*

OF 1 HNdHD BAIB03Y

M pnadD buipossg

ol !

> x G2F 13008

L e |

=

S R P
— S— ._

anmu,. , - pnann Aent drions jooges |

] el ” |

“ g —

= eied e

mr._,. papool #No4iny BUipoousy

U.S. Patent

51F Jepoou3

il

N or

I

| ssad
P SET
LAY
Ny
T
B0¥ HoAD Jusued |

B2iec7




US RE44,777 E

Sheet 4 of 4

Feb. 25, 2014

U.S. Patent

9 Oid

209
'BJED pPapoots

r nding
-

g04

// Aoy Buisn
BleR OD039(¢]

P09 w

/. 'SSEIDDE
©o paseq

Aax 15818%

<3 ‘ST Blep oy

SSaIppE pue
BIED PapOsSLS
BAMSDIN

V/ GO

G oI

8045

'SR 8120 0]
BIED pEpOOUS |
mamo.

G0g

Aoy Buisn
BlED GpooLS

P T

L

‘sgaippe
Lo paseq
Aoy Josies

'SSCIPPE pUe
BIBD BAIODGN




US RE44,777 E

1

SYSTEM AND METHOD FOR ENCODING
DATA TRANSMITTED ON A BUS

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

BACKGROUND

The present mnvention relates generally to mitigating data
bus noise. More particularly, the present invention relates to
preventing data bus noise associated with simultaneous
switching output.

Simultaneous switching output (S50) describes the cir-
cumstance where many or all of the data bits on a data bus
transition simultaneously. While SSO 1s rare 1n actual opera-
tion, 1t occurs more often 1n data bus testing situations. SSO
causes large power swings that produce significant data bus
noise that can atfect data bus performance.

SUMMARY

In general, 1n one aspect, the invention features an appara-
tus comprising: a transmit circuit to transmit data, the trans-
mit circuit comprising a transmit mput circuit to input the
data, and an address for the data, to the transmit circuit, an
encoder to encode the data according to the address for the
data, comprising an encode select circuit to select one of a
plurality of keys based on the address for the data, and an
encoding circuit to encode the data using the key selected by
the encode select circuit, and a transmit output circuit to
output the encoded data.

Particular implementations can include one or more of the
following features. The apparatus further comprises: a
recetrve circuit to receive the encoded data, the receive circuit
comprising a receirve mput circuit to mnput the encoded data,
and an address for the encoded data, to the receive circuit, a
decoder to decode the encoded data according to the address
for the encoded data, comprising a decode select circuit to
select a second one of the plurality of keys based on the
address for the encoded data, and a decoding circuit to decode
the encoded data using the key selected by the decode select
circuit, and a receive output circuit to output the data. The
encoding circuit comprises a plurality of exclusive-or (XOR)
gates each comprising a {irst input to input a respective bit of
the data, a second mput to mput a respective bit of the key
selected by the encode select circuit, and an output to output
a respective bit of the encoded data. The decoding circuit
comprises a plurality of exclusive-or (XOR) gates each com-
prising a first input to mput a respective bit of the encoded
data, a second input to mput a respective bit of the key
selected by the decode select circuit, and an output to output
a respective bit of the data. The apparatus further comprises:
a memory; wherein the encoder further comprises a random
number generator to generate random numbers; wherein the
encode select circuit selects the one of the plurality of keys
according to one of the random numbers; and wherein the
memory stores an association between the address for the
data and the one of the random numbers. The decode select
circuit retrieves, from the memory, a second association
between an address for the encoded data and a second one of
the random numbers based on the address for the encoded
data; and wherein the decode select circuit selects the second
one of the plurality of keys according to the second one of the
random numbers. The apparatus further comprises: a
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memory; wherein the address for the data, and the address for
the encoded data, comprise at least one of the group consist-
ing of an address 1n the memory, and a bufier number 1n the
memory. An integrated circuit comprises the apparatus.

In general, 1n one aspect, the invention features a method
comprising: inputting data and an address for the data; encod-
ing the data according to the address for the data, comprising
selecting one of a plurality ot keys based on the address for the
data, and encoding the data using the key selected based on
the address for the data; and outputting the encoded data.

Particular implementations can include one or more of the
following features. The method further comprises: mputting
the encoded data, and an address for the encoded data; decod-
ing the encoded data according to the address for the encoded
data, comprising selecting one of the plurality of keys based
on the address for the encoded data, and decoding the
encoded data using the key selected based on the address for
the encoded data; and outputting the data. Encoding the data
using the key selected based on the address for the data
comprises generating a bitwise exclusive-or (XOR) of the
data and the key selected based on the address for the data.
Decoding the encoded data using the key selected based on
the address for the encoded data comprises generating a bit-
wise exclusive-or (XOR) of the encoded data and the key
selected based on the address for the encoded data.

In general, 1n one aspect, the invention features an appara-
tus comprising: a receive circuit to recerve encoded data, the
receive circuit comprising a receive mput circuit to mput the
encoded data, and an address for the encoded data, to the
recetrve circuit, a decoder to decode the encoded data accord-
ing to the address for the encoded data, comprising a decode
select circuit to select one of the plurality of keys based on the
address for the encoded data, and a decoding circuit to decode
the encoded data using the key selected by the decode select
circuit, and a recerve output circuit to output the data.

Particular implementations can include one or more of the
following features. The decoding circuit comprises a plurality
of exclusive-or (XOR) gates each comprising a first input to
iput a respective bit of the encoded data, a second 1nput to
input a respective bit of the key selected by the decode select
circuit; and an output to output arespective bit of the data. The
apparatus further comprises: a memory; wherein the address
of the encoded data comprises at least one of the group con-
sisting of an address 1n the memory, and a buifer number 1n
the memory. An integrated circuit comprising the apparatus.

In general, in one aspect, the invention features a method
comprising: mputting encoded data, and an address for the
encoded data; decoding the encoded data according to the
address for the encoded data; and outputting the data.

Particular implementations can include one or more of the
following features. Decoding comprises selecting one of a
plurality of keys based on the address for the encoded data,
and decoding the encoded data using the key selected based
on the address for the encoded data. Decoding the encoded
data using the key selected based on the address for the
encoded data comprises generating a bitwise exclusive-or
(XOR) of the encoded data and the key selected based on the
address for the encoded data.

In general, 1n one aspect, the invention features an appara-
tus comprising: transmit means for transmitting data, the
transmit means comprising transmit input means for mput-
ting the data, and an address for the data, to the transmit
means, encode means for encoding the data according to the
address for the data, comprising encode select means for
selecting one of a plurality ot keys based onthe address for the
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data, and encoding, means for encoding the data using the key
selected by the encode means, and transmit output means for
outputting the encoded data.

Particular implementations can include one or more of the
tollowing features. The apparatus further comprises: receive
means for recerving the encoded data, the receive means
comprising receive mput means for mputting the encoded
data, and an address for the encoded data, to the receive
means, decode means for decoding the encoded data accord-
ing to the address for the encoded data, comprising decode
select means for selecting a second one of the plurality of keys
based on the address for the encoded data, and decoding
means for decoding the encoded data using the key selected
by the decode select means, and receive output means for
outputting the data.

Particular implementations can include one or more of the
tollowing features. The apparatus further comprises: memory
means for storing the encoded data; wherein the encode
means further comprises random number means for generat-
ing random numbers; wherein the encode select means
selects the one of the plurality of keys according to one of the
random numbers; and wherein the memory means stores an
association between the address for the data and the one of the
random numbers. The decode select means retrieves, from the
memory means, a second association between an address for
the encoded data and a second one of the random numbers
based on the address for the encoded data; and wherein the
decode select means selects the second one of the plurality of
keys according to the second one of the random numbers. The
apparatus further comprises: memory means for storing the
encoded data; wherein the address for the data, and the
address for the encoded data, comprise at least one of the
group consisting of an address 1n the memory means, and a
buffer number 1in the memory means. An integrated circuit
comprising the apparatus.

In general, 1n one aspect, the invention features a computer
program comprising: inputting data and an address for the
data; encoding the data according to the address for the data,
comprising selecting one of a plurality of keys based on the
address for the data, and encoding the data using the key
selected based on the address for the data; and outputting the
encoded data.

Particular implementations can include one or more of the
tollowing features. The computer program further comprises:
inputting the encoded data, and an address for the encoded
data; decoding the encoded data according to the address for
the encoded data, comprising selecting one of the plurality of
keys based on the address for the encoded data, and decoding,
the encoded data using the key selected based on the address
for the encoded data; and outputting the data. Encoding the
data using the key selected based on the address for the data
comprises generating a bitwise exclusive-or (XOR) of the
data and the key selected based on the address for the data.
Decoding the encoded data using the key selected based on
the address for the encoded data comprises generating a bit-
wise exclusive-or (XOR) of the encoded data and the key
selected based on the address for the encoded data.

In general, 1n one aspect, the invention features an appara-
tus comprising: recerve means for recerving encoded data, the
receive means comprising recerve mput means for mputting,
the encoded data, and an address for the encoded data, to the
receive means, decode means for decoding the encoded data
according to the address for the encoded data, comprising
decode select means for selecting one of the plurality of keys
based on the address for the encoded data, and decoding
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means for decoding the encoded data using the key selected
by the decode select means, and receive output means for
outputting the data.

Particular implementations can include one or more of the
tollowing features. The apparatus further comprises: memory
means for storing the encoded data; wherein the address of the
encoded data comprises at least one of the group consisting of
an address 1n the memory means, and a buffer number in the
memory means. An integrated circuit comprising the appara-
tus.

In general, in one aspect, the invention features a computer
program comprising: inputting encoded data, and an address
for the encoded data; decoding the encoded data according to
the address for the encoded data; and outputting the data.

Particular implementations can include one or more of the
following features. Decoding comprises selecting one of a
plurality of keys based on the address for the encoded data,
and decoding the encoded data using the key selected based
on the address for the encoded data. Decoding the encoded
data using the key selected based on the address for the
encoded data comprises generating a bitwise exclusive-or
(XOR) of the encoded data and the key selected based on the
address for the encoded data.

The details of one or more implementations are set forth 1n
the accompanying drawings and the description below. Other
teatures will be apparent from the description and drawings,
and from the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 shows a memory system comprising a memory in
communication with a memory controller over a memory bus
according to a preferred embodiment of the present invention.

FIG. 2 shows a write process for the memory system of
FIG. 1 according to a preferred embodiment of the present
ivention.

FIG. 3 shows a read process for the memory system of FIG.
1 according to a preferred embodiment of the present inven-
tion.

FIG. 4 shows a data transmission system comprising a
transmit circuit in communication with a recetve circuit over
a data bus according to a preferred embodiment of the present
invention.

FIG. 5 shows a transmit process for the data transmission
system of FIG. 4 according to a preferred embodiment of the
present 1nvention.

FIG. 6 shows a receive process for the data transmission
system of FIG. 4 according to a preferred embodiment of the
present invention.

The leading digit(s) of each reference numeral used 1n this
specification indicates the number of the drawing 1n which the
reference numeral first appears.

DETAILED DESCRIPTION

Embodiments of the present invention encode the data to
be placed on a data bus in a random fashion so that any
simultaneous switching output (SSO) conditions that occur 1n
the data do not occur on the data bus. The encoding 1s based
on an address for the data. In some embodiments the address
1s hashed to identify a key that 1s used to encode the data, for
example using a bitwise exclusive-or (XOR). In some
embodiments the bus 1s a memory bus, and the address is a
memory address for the data, such as all or part of a memory
address or buller number.

FIG. 1 shows a memory system 100 comprising a memory
102 1n communication with a memory controller 104 over a
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memory bus 106 according to a preferred embodiment of the
present invention. Memory 102 can be any sort of memory or
storage device. Memory controller 104 comprises a write
circuit 108 and aread circuit 110, and can be fabricated as one
or more integrated circuits.

Write circuit 108 comprises an input circuit 112, an output
circuit 114, and an encoder 116. Encoder 116 comprises an
encoding circuit 118, a select circuit 120, and a key circuit
122, which can be implemented as a memory.

Read circuit 110 comprises an input circuit 124, an output
circuit 126, and a decoder 128. Decoder 128 comprises a
decoding circuit 130, a select circuit 132, and a key circuit
134, which can be implemented as a memory.

FIG. 2 shows a write process 200 for memory system 100
of FIG. 1 according to a preferred embodiment of the present
invention. Input circuit 112 of write circuit 108 receives data
and an address for the data (step 202). The address for the data
can include an address in memory 102 to which the data 1s to
be written, a buffer number 1n memory 102 to which the data
1s to be written, and the like.

Select circuit 120 of encoder 116 receives the address for
the data, and selects one of a group of keys stored 1n key
circuit 122 based on all or part of the address (step 204).
Preferably select circuit 120 hashes all or part of the address
to obtain an 1mdex to a table containing the keys. Key circuit
122 provides the selected key to encoding circuit 118.

Encoding circuit 118 also recetves the data, and encodes
the data using the key provided by key circuit 122 (step 206).
Preferably the data1s N bits 1n width, each of the keys 1s N bits
in width, and encoding circuit 118 comprises N exclusive-or
(XOR) gates each comprising a first input to input a respective
bit of the data, a second mput to iput a respective bit of the
selected key, and an output to output a respective bit of the
encoded data. That 1s, encoding circuit 118 encodes the data
by generating a bitwise XOR of the data and the selected key.
Of course, other encoding methods can be used.

Output circuit 114 of write circuit 108 outputs the encoded
data to memory bus 106 (step 208). Memory 102 stores the
encoded data according to the address (step 210).

Because the data 1s encoded 1n a random fashion before it
1s written to memory bus 106, the likelihood that an SSO
condition will appear on memory bus 106 1s exceedingly
small. Any detrimental SSO eflects on memory bus 106 and
memory 102 are thereby avoided.

FI1G. 3 shows aread process 300 for memory system 100 of
FIG. 1 according to a preferred embodiment of the present
invention. Input circuit 124 of read circuit 110 receives
encoded data from memory bus 106, and an address for the
data (step 302). The address for the data can include an
address 1n memory 102 from which the data 1s read, a buifer
number 1n memory 102 from which the data 1s read, and the
like.

Select circuit 132 of decoder 128 recerves the address for
the data, and selects one of a group of keys stored 1in key
circuit 134 based on all or part of the address (step 304).
Preferably select circuit 132 hashes all or part of the address
to obtain an 1ndex to a table containing the keys. Key circuit
134 provides the selected key to decoding circuit 130. Pred-
erably select circuits 120 and 132 perform the same selection
algorithm, and key circuits 122 and 134 contain the same
keys. In some embodiments, a single select circuit and/or key
circuit can be shared by write circuit 108 and read circuit 110.

Decoding circuit 130 also receives the encoded data, and
decodes the encoded data using the key provided by key
circuit 134 (step 306). Preferably the encoded data 1s N bits 1n
width, each of the keys 1s N bits 1n width, and decoding circuit
130 comprises N exclusive-or (XOR) gates each comprising
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a first mput to mput a respective bit of the encoded data, a
second 1nput to input a respective bit of the selected key, and
an output to output a respective bit of the data. That 1s, decod-
ing circuit 130 decodes the encoded data by generating a
bitwise XOR of the encoded data and the selected key. Of
course, other decoding methods can be used. Output circuit
126 of read circuit 110 outputs the data (step 308).

Some embodiments select the keys according to random
numbers that are associated with the addresses. These
embodiments further reduce the likelihood of a SSO condi-
tion on the bus. And because the random numbers are stored
and used only within memory controller 104, no additional
burden to memory bus 106 1s incurred.

Referring again to FIG. 1, these embodiments comprise an
optional random number generator 136 and an optional inter-
nal memory 138. Random number generator 138 generates a
random number for data to be encoded. Select circuit 120
selects the one of the keys according to the random numbers,
and stores an association between the address and the random
number or key.

To decode data according to these embodiments, select
circuit 132 uses the address of the encoded data to retrieve the
association between the address and the associated random
number or key. If the retrieved association 1s between the
address and a key, decoding circuit 130 decodes the encoded
data using the key. I1 the retrieved association 1s between the
address and a random number, decoding circuit 130 selects on
of the keys using the random number, and decodes the
encoded data using the selected key.

FIG. 4 shows a data transmission system 400 comprising a
transmit circuit 408 1n communication with a receive circuit
410 over a data bus 406 according to a preferred embodiment
of the present mmvention. Transmit circuit 408 and receive
circuit 410 can be fabricated as one or more integrated cir-
cuits.

Transmit circuit 408 comprises an mput circuit 412, an
output circuit 414, and an encoder 416. Encoder 416 com-
prises an encoding circuit 418, a select circuit 420, and a key
circuit 422, which can be implemented as a memory.

Receive circuit 410 comprises an mput circuit 424, an
output circuit 426, and a decoder 428. Decoder 428 comprises
a decoding circuit 430, a select circuit 432, and a key circuit
434, which can be implemented as a memory.

FIG. 5 shows a transmit process 300 for data transmission
system 400 of F1G. 4 according to a preferred embodiment of

the present invention. Input circuit 412 of transmit circuit 408
receives data and an address for the data (step 302). The
address for the data 1s not encoded, and can include a desti-
nation address to which the data 1s to be transmitted, a source
address from which the data was sent, and the like.

Select circuit 420 of encoder 416 receives the address for
the data, and selects one of a group of keys stored 1n key
circuit 422 based on all or part of the address (step 504).
Preferably select circuit 420 hashes all or part of the address
to obtain an 1ndex to a table containing the keys. Key circuit
422 provides the selected key to encoding circuit 418.

Encoding circuit 418 also receives the data, and encodes
the data using the key provided by key circuit 422 (step 506).
Preferably the data 1s N bits 1n width, each of the keys 1s N bits
in width, and encoding circuit 418 comprises N exclusive-or
(XOR) gates each comprising a first input to input a respective
bit of the data, a second mput to mput a respective bit of the
selected key, and an output to output a respective bit of the
encoded data. That 1s, encoding circuit 418 encodes the data
by generating a bitwise XOR of the data and the selected key.
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Of course, other encoding methods can be used. Output cir-
cuit 414 of transmait circuit 408 outputs the encoded data to
data bus 406 (step 508).

Because the data 1s encoded 1n a random fashion before it
1s written to data bus 406, the likelihood that an SSO condi-
tion will appear on data bus 406 1s exceedingly small. Any
detrimental SSO effects on data bus 406 are thereby avoided.

FIG. 6 shows a receive process 600 for data transmission
system 400 of F1G. 4 according to a preferred embodiment of
the present invention. Input circuit 424 of receive circuit 410
recerves encoded data from data bus 406, and an address for
the data (step 602). The address for the data can include a
destination address to which the data 1s to be transmitted, a
source address from which the data was sent, and the like.

Select circuit 432 of decoder 428 recerves the address for
the data, and selects one of a group of keys stored 1in key
circuit 434 based on all or part of the address (step 604).
Preferably select circuit 432 hashes all or part of the address
to obtain an mdex to a table containing the keys. Key circuit
434 provides the selected key to decoding circuit 430. Pret-
erably select circuits 420 and 432 perform the same selection
algorithm, and key circuits 422 and 434 contain the same
keys. In some embodiments, a single select circuit and/or key
circuit can be shared by transmit circuit 408 and receive
circuit 410.

Decoding circuit 430 also receives the encoded data, and
decodes the encoded data using the key provided by key
circuit 434 (step 606). Preferably the encoded data 1s N bits 1n
width, each of the keys 1s N bits 1n width, and decoding circuit
430 comprises N exclusive-or (XOR) gates each comprising
a first input to mput a respective bit of the encoded data, a
second mput to mput a respective bit of the selected key, and
an output to output a respective bit of the data. That 1s, decod-
ing circuit 430 decodes the encoded data by generating a
bitwise XOR of the encoded data and the selected key. Of
course, other decoding methods can be used. Output circuit
426 of receive circuit 410 outputs the data (step 608).

The i1nvention can be implemented 1 digital electronic
circuitry, or in computer hardware, firmware, software, or 1n
combinations of them. Apparatus of the mvention can be
implemented i a computer program product tangibly
embodied 1n a machine-readable storage device for execution
by a programmable processor; and method steps of the inven-
tion can be performed by a programmable processor execut-
ing a program of istructions to perform functions of the
invention by operating on input data and generating output.
The 1invention can be implemented advantageously 1n one or
more computer programs that are executable on a program-
mable system including at least one programmable processor,
coupled to recerve data and 1nstructions from, and to transmuit
data and 1nstructions to, a data storage system, at least one
input device, and at least one output device. Each computer
program can be implemented 1n a high-level procedural or
object-oriented programming language, or i assembly or
machine language if desired; and in any case, the language
can be a compiled or interpreted language. Suitable proces-
sors include, by way of example, both general and special
purpose microprocessors. Generally, a processor will receive
instructions and data from a read-only memory and/or a ran-
dom access memory. Generally, a computer will include one
or more mass storage devices for storing data files; such
devices include magnetic disks, such as internal hard disks
and removable disks; magneto-optical disks; and optical
disks. Storage devices suitable for tangibly embodying com-
puter program instructions and data include all forms of non-
volatile memory, including by way of example semiconduc-

tor memory devices, such as EPROM, EEPROM, and flash
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memory devices; magnetic disks such as internal hard disks
and removable disks; magneto-optical disks; and CD-ROM
disks. Any of the foregoing can be supplemented by, or incor-
porated 1n, ASICs (application-specific integrated circuits).

A number of implementations of the invention have been
described. Nevertheless, 1t will be understood that various
modifications may be made without departing from the spirit
and scope of the invention. Accordingly, other implementa-
tions are within the scope of the following claims.

What 1s claimed 1s:

1. An apparatus comprising:

a transmit circuit to transmit data from a first device to a
second device on a bus, the bus connecting the first
device and the second device, the transmit circuit com-
prising;:

a transmit 1put circuit to mput the data and an address
for the data to the transmit circuit,
an encoder to encode the data according to the address
for the data, the encoder comprising;:
an encode select circuit to (1) select one of a plurality
of keys based on the address for the data and (11)
hash at least a portion of the address to obtain an
index to a table containing the plurality of keys,
wherein different keys are selected for different
addresses when transmitting data from the first
device to the second device, and
an encoding circuit to encode the data using the key
selected by the encode select circuit, and
a transmit output circuit to output the encoded data on
the bus.

2. The apparatus of claim 1, further comprising:

a recerve circuit to receive the encoded data from the bus,
the recetve circuit comprising:

a recerve mput circuit to mput the encoded data and an
address for the encoded data to the receive circuit,
a decoder to decode the encoded data according to the
address for the encoded data, the decoder comprising:
a decode select circuit to select a second one of the
plurality of keys based on the address for the
encoded data, and
a decoding circuit to decode the encoded data using
the second one of the plurality of keys selected by
the decode select circuit, and
a recerve output circuit to output the decoded data.

3. The apparatus of claim 1:

wherein the encoding circuit comprises

a plurality of exclusive-or (XOR) gates each comprising
a first input to mput a respective bit of the data,

a second input to input a respective bit of the key selected
by the encode select circuit, and
an output to output a respective bit of the encoded data.

4. The apparatus of claim 2:

wherein the decoding circuit comprises

a plurality of exclusive-or (XOR) gates each comprising
a first input to mput a respective bit of the encoded data,
a second mput to input a respective bit of the second one

of the plurality of keys selected by the decode select
circuit, and
an output to output a respective bit of the data.

5. The apparatus of claim 2, further comprising:

a memory;

wherein the encoder further comprises a random number
generator to generate random numbers;

wherein the encode select circuit selects the one of the
plurality of keys according to one of the random num-
bers; and
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wherein the memory stores an association between the
address for the data and the one of the random numbers.

6. The apparatus of claim 5:

wherein the decode select circuit retrieves from the
memory a second association between the address for
the encoded data and a second one of the random num-
bers based on the address for the encoded data; and

wherein the decode select circuit selects the second one of
the plurality of keys according to the second one of the
random numbers.

7. The apparatus of claim 2, further comprising:

a memory;

wherein the address for the data, and the address for the
encoded data, comprise at least one of [the group con-
sisting of}
an address 1n the memory, and
a buifer number in the memory.

8. An integrated circuit comprising the apparatus of claim

9. A method comprising:
transmitting (1) data and (11) an address for the data from a
first device to a second device on a bus, the bus connect-
ing the first device and the second device;
encoding the data according to the address for the data by:
selecting one of a plurality of keys based on the address
for the data:
hashing at least a portion of the address to obtain an
index to a table containing the plurality of keys,
wherein different keys are selected for different
addresses when transmitting data from the first device
to the second device; and
encoding the data using the key selected based on the
address for the data; and
outputting the encoded data on the bus.
10. The method of claim 9, further comprising:
decoding the encoded data according to the address for the
encoded data by:
selecting a second one of the plurality of keys based on
the address for the encoded data; and
decoding the encoded data using the second one of the
plurality of keys selected based on the address for the
encoded data.
11. The method of claim 9:
wherein encoding the data using the key selected based on
the address for the data comprises generating a bitwise
exclusive-or (XOR) of the data and the key selected
based on the address for the data.
12. The method of claim 10:
wherein decoding the encoded data using the second one of
the plurality of keys selected based on the address for the
encoded data comprises generating a bitwise exclusive-
or (XOR) of the encoded data and the second one of the
plurality of keys selected based on the address for the
encoded data.
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13. An apparatus comprising;:
a recelve circuit to receive data that 1s encoded from a bus,
the recetve circuit comprising:
a recerve mput circuit to mput the encoded data and an
address for the encoded data received from the bus to

the recetrve circuit,
a decoder to decode the encoded data according to the
address for the encoded data, the decoder comprising:
a decode select circuit to select one of the plurality of
keys based on the address for the encoded data, and
a decoding circuit to decode the encoded data using
the key selected by the decode select circuit, and
a recerve output circuit to output the decoded data.
14. The apparatus of claim 13:
wherein the decoding circuit comprises
a plurality of exclusive-or (XOR) gates each comprising
a {irst input to iput a respective bit of the encoded data,
a second input to input a respective bit of the key selected
by the decode select circuit, and
an output to output a respective bit of the data.
15. The apparatus of claim 13, further comprising:
a memory;
wherein the address of the encoded data comprises at least
one of [the group consisting of]
an address 1n the memory, and
a bulfer number 1n the memory.
16. Anintegrated circuit comprising the apparatus of claim

17. A method comprising:
inputting encoded data and an address for the encoded data
recerved from a bus:
decoding the encoded data according to the address for the
encoded data; and
outputting the [decoded data.] decoded data, the decoding
comprises.
hashing at least a portion of the addvess to obtain an
index to a table containing the plurality of keys,
selecting one of the plurality of keys from the table based
on the address for the encoded data, and
decoding the encoded data using the key selected based
on the address for the encoded data.
[18. The method of claim 17:
wherein decoding comprises
selecting one of a plurality of keys based on the address
for the encoded data, and
decoding the encoded data using the key selected based
on the address for the encoded data.]
19. The method of claim [18] /7:
wherein decoding the encoded data using the key selected
based on the address for the encoded data comprises
generating a bitwise exclusive-or (XOR) of the encoded
data and the key selected based on the address for the
encoded data.
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