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(57) ABSTRACT

A method for communicating information between at least a
pair of correspondents, the method comprising the steps of
cach of the correspondents selecting a plurality of crypto-
graphic algorithms known to each of the correspondents. One
of the correspondents applies the algorithms 1n a predeter-
mined manner to a message for producing a set of processed
information. The set of processed information is transmitted
to the other correspondent. The other correspondent applies

complimentary operations of the cryptographic schemes 1n
accordance with the predetermined manner for denving
information related to the message from the processed infor-
mation.
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1
RESILIENT CRYPTOGRAPHIC SCHEME

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS-REFERENCE 10O RELATED
APPLICATIONS

The present application is a continuation of International
Application No. PCT/CA00/0040, filed Jan. 20, 2000, which
claims priority benefit Canadian Patent Application No.
2,259,738, filed Jan. 20, 1999.

This 1invention relates to cryptographic schemes, and par-
ticularly, to a method for implementing a cryptographic

scheme that 1s resistant to catastrophic failure.

BACKGROUND OF THE INVENTION

Cryptographic schemes allow correspondents to send mes-
sages 1n secret or hidden form, so that only those people
authorized to receiwve the message will be able to read 1it.
Cryptographic schemes are generally based on one of two
systems, namely, a private key system or a public key system.
In a private key system, the method for data encryption
requires the parties who communicate to share a common key.
Private key systems have the disadvantage that the users of the
scheme have to somehow exchange a common key 1n a secure
fashion before any data 1s encrypted. This key should also be
changed relatively often for other cryptographic reasons.

Whereas private key cryptography utilizes a single key for
both encryption and decryption, public key cryptography uti-
lizes several different keys for encryption and decryption. The
encryption keys can thus be made public with the decryption
keys maintained secret.

Public key systems have been deployed 1n specific systems.
For example, the RSA scheme 1s a deployment of the general
public key scheme. Similarly, discrete log systems and ellip-
tic curve systems are other deployments of the general public
key system. Public key systems may also be used to sign
messages so that a recipient may verily the origin of the
message using a public key of the sender.

Obviously, 1n a cryptographic system there 1s the threat of
an attacker obtaining or deducing the key, the private key 1n
the case of public key systems, and thereby compromising,
communication between a pair of users. The lucky recovery
by an attacker of one or two keys 1s not 1n 1tself a serious
problem, as a particular key can be revoked and disallowed
for further use. However, a serious threat to the future resil-
iency of a particular cryptographic scheme is the ability of an
attacker to devise a systematic method whereby a large num-
ber, or even all keys, for that system can be recovered. The
resistance to such systematic attacks will depend on the
underlying system used, but one factor 1s the key size.

For example, in the RSA scheme, keys of 512 bits or less
are extremely vulnerable to a variety of attacks.

Corporate-wide deployment of a specific scheme 1s nor-
mally based on an assumption that the scheme will be secure
at least for some time beyond the near future. However, just as
cryptographic systems are advancing in their security, so are
attackers advancing 1n devising new attacks against these
systems. For example, 1n the future there may be an advance
on the special purpose attack method which attacks a subset
of keys for a particular scheme or there may be an advance 1n
a general purpose attack method which attacks essentially all
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keys. The response to a special purpose attack on a keyed
algorithm 1s to generally exclude weak cases, 1.e., keys with a
certain weak property. Sumilarly, a general-purpose attack
can be addressed by increasing the primary security param-
cters to where attacks are again inieasible.

Therefore, there 1s a need for a cryptographic scheme that
1s more resilient than the schemes presently 1n use.

SUMMARY OF THE INVENTION

Accordingly, 1t 1s an object of this invention to provide a
more resilient cryptographic scheme that 1s more resistant to
specific or general purpose attacks than current schemes.

In accordance with this invention there 1s provided a
method for communicating information between at least first
and a second correspondent, the method comprising the steps
of: selecting a plurality of cryptographic algorithms known to
cach of the correspondents;

the first correspondents applying the algorithms 1n a pre-
determined manner to a message to produce processed infor-
mation;

transmitting this processed information to the other corre-
spondent; and

the second correspondent applying complimentary opera-
tions of said cryptographic schemes 1n accordance with the
predetermined manner to derive mformation related to the
message Irom the processed information.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features of the preferred embodiments of
the mvention will become more apparent in the following
detalled description in which reference 1s made to the
appended drawings wherein:

FIG. 1 1s schematic diagram of a communication system:;

FIG. 2 1s a flow diagram showing a signature scheme
according to an embodiment of the present invention;

FIG. 3 1s a flow diagram showing a further signature
scheme according to an embodiment of the mnvention; and

FIG. 4 1s a flow diagram of key agreement scheme accord-
ing to an embodiment of the invention.

DESCRIPTION OF THE PR
EMBODIMENTS

(L]
Y

ERRED

Referring to FIG. 1, a communication system having at
least a pair of corespondents 1s shown generally by numeral
10. It 1s assumed that the correspondents 12 and 14 1incorpo-
rate cryptographic units 16 and 18 respectively. For conve-
nience, the first correspondent will be referred to as a sender
and the second correspondent will be referred to as a receiver.
Generally, a plain text message 1s processed by the encryption
unit of the sender and transmitted as cyphertext along a com-
munication channel to the recerver where the encryption mes-
sage 1s decrypted by the cryptographic unit 18 to recover the
original message.

Retferring to FIG. 2, a signature scheme according to an
embodiment of the invention 1s shown generally by numeral
30. In this embodiment, the correspondents select several
signature schemes such as RSA, DSA and ECDSA from a
plurality of signature schemes. Using these three signature
schemes, the sender processes the information to be signed to
produce three sets of processed information in the form of
three independent signatures (S,, S,, S;). These combine to
form a multiple signature. The individual signatures are then
transmitted to the recipient who then verifies the signatures
using the corresponding verification part of the algorithm.
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Thus, 1t may be seen that a break 1n any one or two algo-
rithms will not affect the validity of the remaiming signatures.
Theretore, 11 all three signatures cannot be verified, the recipi-
ent 1s aware that at least one of the sets of processed informa-
tion may have been interfered with by a third party. In order
for the third party to eflectively interfere with a signature
using such a scheme, the third party has to break all of the
encryption algorithms used. Although the third party may be
able to uncover information related to the original message, 1t
1s of little use without breaking the remaining algorithms.

Although the present embodiment 1s described as selecting
three signature schemes, any plurality of schemes may be
used as required by a particular implementation. Further,
elfective signature schemes other than RSA, DSA, and

ECDSA may also be used.

An alternate embodiment 1s 1llustrated in FIG. 3 by the
numeral 40. The sender uses ECDSA for generating a set of
processed information in the form of an EC signature. The
sender subsequently inputs the EC signature to an RSA sig-
nature generation function (with message recovery) to gen-
erate a further set of processed information 1n the form of an
RSA signed EC signature. The RSA signed EC signature 1s
then transmitted to the recipient.

The recipient imitially recovers the EC signature from the
RS A sign EC signature. The recipient then recovers the origi-
nal message from the EC signature and verifies the identity of
the origin of the message. The EC signature thus provides
redundancy for preventing manipulation attacks on the RSA
signature. As in the previous embodiment, 1n order for the
third party to effectively interfere with a signature using such
a scheme, the third party has to break all of the encryption
algorithms used. However, using the present embodiment
will prevent the third party from uncovering information
related to the original message unless all of the encryption
algorithms are broken.

Furthermore, using alternate signature schemes or the
same schemes 1n a different order 1s possible.

Yet an alternate embodiment 1s 1illustrated in FIG. 4,
referred to generally by the numeral 50. In the present
embodiment, the correspondents wish to communicate with a
symmetric key. In general, public key schemes are used to
assign symmetric keys transmitted between correspondents.
The symmetric keys are then used by the correspondents to
encrypt and decrypt messages transmitted between the cor-
respondents. The symmetric key 1s then divided 1n to a plu-
rality of parts. In this example, the key 1s divided into three
parts and each of the parts 1s encrypted a respective crypto-
graphic algorithm. The first part is encrypted RS A, the second
part with a discrete log (DL ) encryption, and the third with EC
encryption. The three parts are then transmitted to the recipi-
ent who recovers all three parts by applying the correspond-
ing decryption operation on the respective part. Each of the
parts 1s then XOR’d together to dertve the symmetric key. A
key confirmation algorithm may then be used to ensure that
the recovered symmetric key 1s correct. A break 1n one or two
of the algorithms will not allow an adversary to recover the
value of the symmetric key.

For key agreement, the sender composes three shared
secrets from RSA, DL and EC key agreement schemes (re-
spectively) all three of which are then mput to a symmetric
key derivation function. Alternatively, the sender may derive
three symmetric key parts independently from an RS A shared
secret, a DL shared secret, and an EC shared secret.

In a message authentication code (MAC), the correspon-
dents can use different MAC algorithms such as DES-CBC-

MAC and HMAC and then follow one of those signature

5

10

15

20

25

30

35

40

45

50

55

60

65

4

models described above. For data encryption, the correspon-
dents supercipher with different symmetric or asymmetric
algorithms.

The present invention may also be applied to one way hash
functions by using multiple hash outputs, where the multiple
hash functions are preferably based on different functions.
The present embodiment 1s similar to the first embodiment.
Different hashing functions are applied to the same message.
The results of the hashing function are sent to the recipient
along with an encrypted message. It a third party breaks one
or two of the hashing functions, it will not atfect the validity
of the remaining hashing functions. The recipient verifies the
authenticity of all of the hashing tunctions. If the third party
has interfered with the transmission without breaking all of
the hashing functions, then all of the hashing function will not
be verified. Therefore, the recipient will be aware the third
party has attempted to interfere with the transmission.

Such methods as described above typically find use in
e-commerce transactions involving large monetary transac-
tions where the authenticity of the signatory 1s critical.

A Turther embodiment of the invention provides for a com-
puter system programmed in accordance with the methods
described herein.

Furthermore, an embodiment of the invention provides for
a data carrier such as a computer disk, CD-ROM, and the like,
carrying computer code for implementing the methods
described herein.

A further embodiment of the invention provides for a vir-
tual environment, such as an applet, for implementing the
methods described herein.

Although the invention has been described with reference
to certain specific embodiments, various modifications
thereol will be apparent to those skilled 1n the art without
departing from the spirit and scope of the mvention as out-
lined 1n the claims appended hereto.

The invention claimed 1s:

1. A method for communicating information, 1n a data
communication system, between at least a first correspondent
and a second correspondent interconnected through a data
communication channel therebetween, said method compris-
ing the steps of:

a) selecting a plurality of cryptographic algorithms known

to said first correspondent and second correspondent;

b) said first correspondent applying each of said selected

cryptographic algorithms to the same information 1n a
common message in a predetermined manner for pro-
ducing for that algorithm a corresponding set of pro-
cessed information;

¢) said first correspondent transmitting said sets ol pro-

cessed information to said second correspondent; and

d) said second correspondent applying complementary

operations of each of said selected cryptographic algo-
rithms 1n accordance with said predetermined manner to
respective ones of said sets of processed mnformation for
deriving, from each of said sets of processed informa-
tion, information related to said common message.

2. The method according to claim 1 wherein said crypto-
graphic algorithms are public key digital signature schemes
and said complementary operations perform respective veri-
fications of respective digital signatures.

3. The method according to claim 1 wherein the results of
said complementary operations are compared to provide an
indication of the authenticity of said sets of processed infor-
mation.

4. The method according to claim 1, wherein said crypto-
graphic algorithms are hashing functions.
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5. The method according to claim 1 wherein said informa-
tion related to said common message 1s 1dentically equal to
said common message.

6. The method according to claim 1, wherein said informa-
tion related to said common message 1s a mathematical rep-
resentation of said common message.

7. The method according to claim 1 wherein said crypto-
graphic algorithms are digital signature schemes, and
wherein said sets of processed information include at least
two mdependently generated digital signatures of said com-
mon message.

8. The method according to claim 7 wherein said second
correspondent verifies each of said digital signatures.

9. A method of preparing information to be communicated
between a first correspondent and a second correspondent
over a data communication channel, said method comprising
the steps of:

a) selecting a plurality of cryptographic algorithms known

to said first correspondent and second correspondent;

b) said first correspondent applying each of said selected

cryptographic algorithms to the same information 1n a
common message 1n a predetermined manner to pro-
duce, for that algorithm, a corresponding set of pro-
cessed information; and

¢) said first correspondent transmitting said sets of pro-

cessed information to said second correspondent.

10. The method according to claim 9 wherein said crypto-
graphic algorithms are digital signature schemes, and
wherein said sets of processed information include at least a
pair of signatures.

11. A method of verifying the authenticity of a plurality of
sets of processed information sent by a first correspondent
over a data communication channel to a second correspon-
dent, each set of processed information having been obtained
by applying respective one of a plurality of cryptographic
algorithms 1n a predetermined manner to the same informa-
tion 1n a common message, said method comprising the steps
of:

receiving said plurality of sets of processed information;

and

for each set of processed information of said plurality of

sets of processed information, applying complementary
operations of a respective one of said plurality of cryp-
tographic algorithms to that set of processed information
in accordance with said predetermined manner to verity
the authenticity of that set of processed information.

12. The method according to claim 11 wherein said cryp-
tographic algorithms are digital signature schemes applied to
said common message to obtain corresponding digital signa-
tures, and wherein said verifying the authenticity of said sets
of processed information includes veritying each of said digi-
tal signatures.

13. A data communication system comprising;

a first cryptographic unait;

a second cryptographic unit; and

a data communication channel therebetween,
wherein:

cach of said cryptographic units stores a common plurality

of cryptographic algorithms;

said first cryptographic unit 1s configured for:
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selecting two or more of said plurality of cryptographic
algorithms,

applying each of said selected algorithms to the same
information 1n a common message 1n a predetermined
manner for producing for that algorithm a corre-
sponding set of processed information; and

transmitting said of processed information to said sec-
ond cryptographic unit; and

said second cryptographic unit 1s configured for applying

complementary operations of each of said selected cryp-
tographic algorithms 1n accordance with said predeter-
mined manner to respective ones of said sets of pro-
cessed information for dertving, from each of said sets of
processed information, information related to said com-
mon message.

14. The system according to claim 13 wherein said cryp-
tographic algorithms are digital signature schemes.

15. The system according to claim 14 wherein said first
cryptographic unit operates to produce a respective digital
signature on said common message with each of said crypto-
graphic algorithms such that a plurality of digital signatures 1s
produced.

16. A cryptographic unit for preparing information to be
communicated between a first correspondent and a second
correspondent over a data communication channel, said cryp-
tographic unit being configured for:

selecting plurality of cryptographic algorithms known to

said first correspondent and said second correspondent;
applying each of said selected cryptographic algorithms to
the same mformation 1n a common message in a prede-
termined manner for producing for that algorithm a cor-
responding set of processed information; and
transmitting said sets of processed information to said sec-
ond correspondent.

17. The cryptographic unit according to claim 16 wherein
said cryptographic algorithms are digital signature schemes
and said sets of processed information include at least a pair
of digital signatures.

18. A cryptographic unit for veritying the authenticity of a
plurality of sets of processed information sent by a first cor-
respondent over a data commumnication channel, each set of
processed information having been obtained by applying a
respective one of a plurality of cryptographic algorithms 1n a
predetermined manner to the same imnformation in a common
message, said cryptographic unit being configured for:

recerving said plurality of sets of processed information;

and

for each set of processed information of said plurality of

sets of processed information, applying complementary
operations of a respective one of said plurality of cryp-
tographic algorithms to that set of processed information
in accordance with said predetermined manner to verity
the authenticity of that set of processed information.

19. The cryptographic unit according to claim 18 wherein
said cryptographic algorithms are digital signature schemes
applied to said common message to obtain corresponding
digital signatures, and wherein said method further comprises
the step of verilying each of said digital signatures.
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