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SYSTEMS AND METHOD FOR SECURE
WIRELESS PAYMENT TRANSACTIONS

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

RELATED APPLICATIONS INFORMATION

[ This application claims priority under 35 U.S.C. 119(e) to
U.S. Provisional Application Ser. No. 60/759,854 filed on
Jan. 18, 2006] The present application is a continuation reis-
sue application of U.S. Reissue application Ser. No. 13/364,
196, filed Feb. 1, 2012, which is a broadening reissue appli-
cation for U.S. Pat. No. 7,657,489, entitled “SYSTEMS AND
METHODS FOR SECURE WIRELESS PAYMENT TRANS-
ACTIONS” (the “°489 patent™). The 489 patent claims pvi-
ority to U.S. Provisional Application No. 60/759,854, filed on
Jan. 18, 20006. Claims 1-28 of the '489 patent were issued on
Feb. 2, 2010. Thus, the present application claims priority to
U.S. Reissue application Ser. No. 13/364,196, U.S. Provi-
sional Application No. 60/759,854 and the 489 patent, each
of which is incorvporated herein by reference for all purposes.

Notice: More than one reissue application has been filed
for the rveissue of U.S. Pat. No. 7,657,489. Related reissue
applications arve: U.S. Reissue application Ser. No. 13/364,
196, U.S. Reissue application Ser. No. 13/365,088, U.S. Reis-
sue application Ser. No. 13/365,101, U.S. Reissue application
Ser. No. 13/365,103, U.S. Reissue application Ser. No.

13/365,107, and U.S. Reissue application Ser. No. 13/363,
111, each of which is incorporated herein by reference for all

purposes.

BACKGROUND

1. Field of the Invention

The embodiments described herein relate to using a wire-
less device, such as a cell phone, to pay for a transaction, and
more particularly providing secure authentication for such
payment transactions.

2. Background of the Invention

As contactless payment systems have become more com-
mon, there has been a recent push to enable contactless pay-
ment of transactions via a consumer’s cell phone. As with
contactless payment cards, cell phones are being equipped
with a short range Radio Frequency Identification (RFID)
chip. A wallet application 1s then downloaded to the cell
phone and a dollar amount 1s stored in the wallet. To pay for
a transaction, the consumer then simply waives their cell
phone within a few inches of a special display found 1n stores
that accommodate such a payment mechanism. The special
display includes an RFID reader that can access the wallet and
deduct the appropriate amount via the RFID chip on the cell
phone.

In one such system, the wallet can be charged up, 1.e., the
dollar amount can be stored in the wallet on the cell phone, by
interfacing the cell phone with a special machine. Once the
device 1s interfaced with the machine, the consumer can insert
bills into the machine and the wallet on the cell phone will be
charged up with the corresponding dollar amount. In other
systems, once the wallet application 1s downloaded to the
user’s cell phone the user can enroll other associated services
such as debit and/or credit cards for transaction payment.
These contactless payment cell phones have taken the place
of older systems that allow the user to pay for a transaction by
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2

punching buttons on the cell phone. Often, the charge for such
transactions would then show up on the user’s cell phone baill.

Such systems have several draw backs. For example, roll-
ing out machines that interface with a cell phone and accept
dollars add significant infrastructure cost for the cell phone
carrier or financial institution 1n charge of the system. Further,
seeking out such machines can be time consuming and/or
inconvenient, and may limit adoption. Further, downloading
applications and enrolling services may also limit adoption 1f
the consumer feels that it 1s too complicated or too time
consuming. Another major draw back to such systems, 1s the
lack of secure authentication involved.

It will be understood that multifactor authentication 1s pre-
ferred for financial transactions. For example, the simplest
form of multifactor authentication 1s two factor authentica-
tion 1n which the transaction i1s authenticated based on some-
thing the consumer has and something the consumer knows.
The ubiquitous ATM or debit card 1s the best example of this.
In order for an ATM or debit transaction to be successtul, the
user must possess their card (something the user has) and
know their PIN (something the user knows). Even two factor
authentication can virtually eliminate fraudulent transac-
tions.

The systems above, however, are only single factor authen-
tication systems. In other words, the consumer simply needs
to have their phone and waive 1t 1n front of the special display
in order to complete a transaction. Accordingly, there 1s arisk
that the consumer’s cell phone can be stolen and then be used
to make transactions.

One system tries to avoid this problem of authentication by
requiring their user to iput a code associated with the 1tem to
be purchased and then transmit the code to a pre-defined
number, €.g., via a text message. The pre-determined number
1s associated with a payment system and when the message
including the code 1s received, it will trigger an operator to
call the user’s cell phone 1n order to confirm the order. The
consumer can then be required to provide a secret PIN to the
operator 1n order to complete the transaction. While such a
system may provide better authentication, 1t eliminates the
convenience of fast, contactless payment.

SUMMARY

A secured transaction payment system allows a user to use

their mobile communication device to complete payment
transactions. The user first sets up a prepaid account and
selects a Personal Identification Number (PIN). An identifier
that identifies the user’s mobile communication device 1s then
associated with the PIN. When the user wishes to complete a
payment transaction using their mobile commumnication
device, the user inputs the PIN 1nto the device and sends it,
¢.g., via a text message, to a pre-determined number, such as
a 5 digit short code.
The pre-determined number 1s associated with the payment
authority on which the user’s account 1s stored. When the
payment authority receives the PIN, the message will also
include the user’s device identifier. The payment authority
can then check the PIN and device identifier 1n order to
authenticate the user. If the user 1s authenticated, then the
payment authority will transmit a transaction code back to the
user. The user will receive the transaction code on their
mobile communication device and can provide the transac-
tion code to the merchant.

The merchant can then enter the transaction code into their
Point Of Sale (POS) system. The POS system can then trans-
mit the transaction code, a merchant 1D, and the transaction
dollar amount to the payment authority. When the payment
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authority recognizes the transaction code, 1t will check the
user’s account to make sure that sutficient funds are available

to cover the dollar amount, and 11 so will transmait an approval
code back to the POS system. When the POS system receives
the approval code, the transaction can be completed and a
receipt will be generated for the user.

Accordingly, the system provides multifactor authentica-
tion by requiring the PIN (something the user knows) and the
device 1dentifier (something the user has).

For example, when the user transmits their PIN, the mes-
sage 1s first routed through a message authority. Accordingly,
when the message 1s finally recerved by the payment authority
it can also include an i1dentifier that 1dentifies the message
authority. This identifier can also be used in the authentication
process to ensure that the message 1s actually being received
from the correct message authority.

In another aspect, the message authority can be required to
provide a digital certificate to provide a further factor for
authentication.

In still anther aspect, the transaction code sent back to the
user can include blanks, or X’s that are to be filled 1n with
numbers or data known to the user. In other words, 1f the
transaction 1s, e.g., a four-digit number, then the payment
authority can transmit two of the numbers and leave two of the
numbers blank. The user can then complete the four-digit
code using two numbers known to the user. In addition to
knowing the user’s PIN, the payment authority will also know
the two numbers known to the user. Accordingly, when the
transaction code 1s then transmitted back to the payment
authority via the POS system, the payment authority will be
able to verily the code as a correct code.

In still another embodiment, the length of the transaction
code can be variable based on a certain time, date, etc., in
order to avoid the possibility that the same code would be sent
to more than one consumer at the same time. For example, 11
transaction volume increases significantly at lunch time, then,
¢.g., a four-digit code may not provide enough distinct codes
for every simultaneous transaction. In such instances, the
length of the code can be extended, e.g., to five digits 1n order
to avoid this situation.

In still another embodiment, the transaction code can be
valid for a set period of time, e.g., 15 minutes, 1n order to
prevent a fraudulent transaction if the user’s mobile commu-
nication device 1s left unattended before completing the trans-
action.

These and other features, aspects, and embodiments of the
invention are described below i1n the section entitled
“Detailed Description.”

BRIEF DESCRIPTION OF THE DRAWINGS

Features, aspects, and embodiments of the inventions are
described 1 conjunction with the attached drawings, 1n
which:

FIG. 1 1s a flowchart 1llustrating an example method of a
user establishing a payment account on a payment authority
1n accordance with one embodiment;

FIG. 2 1s a flowchart 1llustrating an example method of a
payment authority receiving user information and establish-
ing a payment account for the user in accordance with one
embodiment;

FIG. 3 1s a flowchart 1llustrating an example method of a
user using that mobile communication device to complete a
payment transaction in accordance with one embodiment;

FIG. 4 1s a flowchart 1llustrating an example method for
authenticating a payment transaction in accordance with one
embodiment;
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FIG. § 1s a diagram 1llustrating an example method for
completing a payment transaction on a point of sale which can

be abbreviated POS system;

FIG. 6 1s a diagram illustrating an example method for
proving a payment transaction i accordance with one
embodiment; and

FIG. 7 1s a diagram illustrating an example payment
authentication system in accordance with one embodiment.

DETAILED DESCRIPTION

In the systems and methods described below, secure wire-
less payment transactions can be completed by requiring a
user to send a message to a pre-determined number and input
a PIN associated with the user’s account. The PIN 1is trans-
mitted, e.g., via a text message, to a payment authority, which
can authenticate the user based on the PIN the user provided
in an 1dentifier identifying the user’s mobile communication
device. For example, when a mobile communication device
initiates a communication, whether the communication 1s a
text message, voice call, mobile e-mail, etc., the message
usually includes the mobile communication device number,
¢.g., the telephone number associated with the mobile com-
munication device. Accordingly, the payment authority can
use the PIN provided by the user and the mobile communi-
cation device identifier included 1n the message to authenti-
cate the user. This provides two factor authentication since the
user must have their mobile communication device and know
their PIN.

The term mobile communication device 1s intended to
include a cell phone, smart phone, Personal Data Assistant
(PDA) with wireless communication capabilities, a portable
digital music player with wireless communication capabili-
ties, or any portable device that includes wireless communi-
cation capabilities. At the core of a system configured to
implement the functions described herein 1s a payment
authority. The term “authority’” as used herein 1s intended to
refer to all the resources, 1.e., hardware and software, needed
to perform the associated functions described herein. Thus,
for example, the term “authority” 1s intended to encompass all
ol the processors, servers, routers, databases, user interfaces,
APIs, communications interfaces, and applications needed to
perform the functions described below.

A payment authority can be configured to set up and main-
tain user accounts for use in secure wireless payment trans-
actions. A payment authority 1s also responsible for authen-
ticating and approving user transactions. FIGS. 1 through 6
illustrate tlowcharts that describe example methods for set-
ting up a user account and using the user account for secure
wireless payment transactions. FIG. 7 1s a diagram 1llustrat-
ing an example of a secure wireless payment transaction
system 1n accordance with one embodiment.

FIG. 1 1s a flowchart 1llustrating an example process for
establishing an account on a payment authority in accordance
with one embodiment described herein. First, in step 102, a
user can access the payment authority to establish an account.
For example, 1n certain embodiments, the user can access the
payment authority via a homepage on the worldwide web.
Depending on the embodiment, the user can access the home-
page using their computer and/or their mobile communica-
tion device.

In step 104, the user can supply a user name and password.
For example, the user can be asked to generate a unique
username and password in step 104. In certain other embodi-
ments, however, the user’s user name can be the user’s mobile
communication device identifier, e.g., the user’s mobile com-
munication device 10 digit telephone number. Further, the
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user can be asked to generate a unique password, or the
password can be generated by the system. For example, inone
embodiment, the user’s password 1s sent to the user’s mobile
communication device. Thus, the password entered in step
104 15 the password the user recerved on the user’s device.
This can help verily the user’s mobile communication device
identifier.

In step 106, the user can then provide their financial
account information. This financial account information will
be used to charge the user’s account as described below.

In step 108, the user can then provide their mobile com-
munication device identifier, 1.e., telephone number, 11 not
already provided, e.g., in step 104.

The PIN will often comprise a series of digits, such as
numbers or alphanumeric digits. Since today’s mobile com-
munication devices can include sophisticated keyboards and
text entry methods, the PIN selected in step 110 can com-
prised a variety of symbols, characters, data, etc; however, to
ensure that the PINs operate over the broadest range o mobile
communication devices, the digits comprising the PIN estab-
lished 1n step 110 should be limited to data that can be input
via a simple telephone keypad. Accordingly, the digits com-
prising the PIN established in step 110 should be limited to
the numbers 0-9 and/or letters A-Z, which are often associ-
ated with numbers on a simple cellular phone keypad as will
be understood.

In step 112, the user can select a recharge option indicating,
to what level the account should be charged using the finan-
cial account information provided 1n step 106. For example,
the user can select to charge their account to $100 and to
automatically recharge the account to $100 whenever the
account balance drops below $20. Alternatively, the user can
opt for manual recharging, which would require the user to
log-on and recharge the account as needed. In other embodi-
ments, the user can select to charge their account based on a
predetermined frequency, e.g., every week, 2 weeks or every
month. It should be noted, however, that the frequency
recharging option should also include a start date and a stop
date. Simple and obvious variations, combinations, are alter-
natives to these recharging options will be apparent and can
all be used with the systems and methods described herein.

In certain embodiments, the user can enter, or select pro-
motions 1n step 114. For example, the user may have recerved
an mcentrve or promotion to establish an account. Such an
incentive or promotion could be an initial, e.g., $10 charge up
of the account, or a discount at a participating merchant. The
incentive or promotion can be associated with a promotion
code which the user can input in step 114 1n order to obtain the
incentive or promotion. Alternatively, in certain embodi-
ments, the user can select from a list of promotions during,
account establishment. Selection of the promotion in step 114
can comprise an opt-in selection. In other words, the user can
opt-in to recerve via their mobile communication device pro-
motion such as discounts or coupons to participating mer-
chants.

In certain embodiments, the promotions can be location-
based promotions or services. For example, as explained
below, when the user 1s engaged 1n a transaction, the merchant
provides a merchant 1dentifier to the payment authority. The
payment authority can use this merchant identifier to deter-
mine the location of the user. Promotions for merchants in the
area, such as discounts, coupons, sales, etc. can then be sentto
the user via the user’s mobile communication device. More-
over, the promotions can be selected based on the type of
transaction being engaged 1n by the user. For example, if the
user 1s buying clothes, then promotions for other clothes
merchants within the area can be forwarded to the user. In this
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6

manner, the systems and methods described herein can pro-
vide sumple, targeted location based services for the user.

In most embodiments, account establishment ends after
step 112, or possibly step 114. In certain embodiments, how-
ever, an application, such as a digital wallet, can be down-
loaded to the user’s mobile communication device in step
116. In such instances, the user can interface their mobile
communication device with their computer in order to down-
load the application. Alternatively, the application can be
downloaded over the air to the user’s mobile communication
device.

Reterring to FIG. 2, an example process for account estab-
lishment 1s 1llustrated from the perspective of the payment
authority. Thus, 1n step 202, the payment authority will
receive the user name and password (as provided 1n step 104)
and will establish an account record 1n step 204. In step 206,
the payment authority will recerve the user’s mobile commu-
nication device identifier (step 108), 11 1t has not already been
received, e.g., i step 202. In step 208, the payment authority
will receive the user’s PIN as selected 1n step 110.

It should be noted that PIN creation can be a more involved
process. For example, step 208 will often comprise the pay-
ment authority activating a PIN generation application
designed to aid the user in establishing a unique PIN. The goal
of such an application can also be to generate a PIN that
cannot be easily guessed and that meets other requirements
such as length.

In step 210, the payment authority can receive the user’s
financial account information and recharge value. In certain
embodiments, the payment authority can be configured to
query financial institutions associated with the financial
account information to determine whether or not the user has
suificient fTunds to establish and charge an account. In step
212, the payment authority can be configured to update the
account record with the information received in steps 202 to
210, and then 11 1t 1s not already done so verily the account
balance and transfer funds 1n step 214 using the financial
account information and recharge value recetved 1n step 210.

Now that the user’s account has been established, the user
1s set to use their mobile communication device for secure
wireless payment transactions. FIG. 3 1s a flowchart illustrat-
ing an example process by which the user can use their mobile
communication device in order to engage in such transac-
tions. When the user has selected an 1tem at a participating
merchant and 1s ready to pay, the user can send their PIN,
established 1n step 110, to the payment authority 1n step 302.
Often this will comprise the user inputting their PIN via the
mobile communication devices user interface, e.g., keypad.

In certain embodiments, the PIN can be sent via text mes-
sage. For example, an SMS short code can be associated with
the payment authority. The user can then input their PIN and
send them a text message via the Short Message Service
(SMS) system. As explamned above, the text message will
include the mobile communication device i1dentifier, 1.e., the
Mobile Identification Number (MIN). The payment authority
can use the PIN and the mobile communication device 1den-
tifier to authenticate the user. If the user 1s authenticated, then
the user will recetve a transaction number via their mobile
communication device. For example, the payment authority
can send, 1n step 304, a text message back to the user that

includes the transaction number. When the user’s mobile
communication device receives the message, it can display
the transaction number on the mobile communication device
display.
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The user can then provide the transaction number to the
merchant 1n step 306 and the merchant can use the transaction
number to complete the transaction and provide a receipt to
the user 1n step 308.

In certain embodiments, a real time account balance 1n also
provided 1n step 304 so the user knows their account balance
before making a purchase transaction.

FI1G. 4 1s a diagram 1llustrating a process for completing a
payment transaction from the perspective of the payment
authority. First, 1n step 402, the message authority can receive
a message that includes the PIN. As explained above, this
message can comprise a text message sent via the SMS sys-
tem; however, in other embodiments, the message can be sent
via the Mobile Message Service (MMS) system, via mobile
¢-mail, or even via voice message, €.g., Using voice recogni-
tion technology. Once the message 1s received the payment
authority can extract the mobile communication device 1den-
tifier 1 step 404. In certain embodiments, the PIN and the
device 1dentifier can be used to authenticate the user 1n step
410. In other embodiments, further information can be used
to provide even stronger multifactor authentication. For
example, 1n certain embodiments, a digital certificate can be
used as an additional factor in the authentication process.
When the message 1s sent by the user 1n step 302, the message
1s typically relayed to the payment authority through a mes-
sage authority. For example, an SMS message 1s sent through
a 3™ party message authority. Thus, the message authority can
be figured to attach a digital certificate 1n step 406 that can be
used as an additional factor for user authentication.

Additionally, or 1 the alternative, certain embodiments
can use a message authority identifier as a further factor for
authentication of the user. In other words, since the message
authority and payment authority are interfaced over a net-
work, the message authority’s network 1dentifier, such as the
message authority’s IP Address or other unique 1identifier, can
be used to ensure that the message 1s coming from the appro-
priate message authority 1n step 408.

As noted, the information received in steps 402 through
steps 408 can be used to authenticate the user in step 410.
Once authenticated, the payment authority can be configured
to send a transaction code to the user 1n step 412.

The transaction code can comprise any data or information
that can be displayed on a users, mobile communication
device and that can be 1nput into the POS systems of partici-
pating merchants. In certain embodiments, for example, the
transaction code 1s a 4, 8, etc., digit code comprising purely
numbers or alphanumeric data. As explained below, the
length of the code can be varniable in certain embodiments.

In one specific implementation, the code 1s a 4 digit
numerical code. Accordingly, once the user 1s authenticated,
the payment authority can be configured to transmit a 4 digit
numerical code back to the user’s mobile communication
device. The device can then display the code to the user so that
the user can provide the code to the merchant.

FIG. 5 1s a flow chart illustrating an example method for
completing a transaction using the code provide 1n step 412
from the point of view of the merchant POS system. First, 1in
step 502, the merchant will recerve the transaction code from
the user and input 1t 1into the POS system. In step 504, the POS
system can be configured to send the code to a transaction
authority. The transaction authority can, for example, be a giit
card or stored value card transaction processor. Thus, the
transaction code can be processed just as any other gift card or
stored value card transaction would be processed.

Along with the transaction code, the POS can be config-
ured to forward a merchant ID, and the transaction dollar
amount 1n step 504.

10

15

20

25

30

35

40

45

50

55

60

65

8

In step 506, the transaction authority can be configured to
recognize the transaction code as being associated with the
payment authority and forward the transaction information to
the payment authority. The payment authority in turn should
recognize the transaction code and return an approval code 1n
step 508. The transaction authority can in turn forward the
approval code to the originating POS 1n step 510, which can
complete the transaction and generate a receipt in step 512.

FIG. 6 1s a diagram 1illustrating an example transaction
completion process from the point of view of the payment
authority. Accordingly, in step 602, the payment authority can
recetrve the transaction code, merchant 1D, and dollar amount
from the transaction authority. In step 604, the payment
authority can recognize the code and generate an approval
code, which 1s returned to the transaction authority.

In step 606, the payment authority can store the approval
code, merchant 1D, and dollar amount and generate settle-
ment instructions in step 608. In step 610, the payment
authority can execute the settlement instructions. The settle-
ment 1nstruction can instruct that the appropriate funds be
sent to the respective merchant’s bank accounts.

In certain embodiments, the code can be of variable length.
For example, a 4 digit code may not be suificient at certain
times or periods, to ensure that a unique code 1s available for
every transaction occurring simultaneously. For example, the
lunch or dinner hour may produce too many simultaneous
transactions for a 4 digit code. Similarly, the Christmas sea-
son, for example, may result 1n an extended period of high
transaction volume requiring more, or longer transaction
codes. In certain embodiments, the length of the transaction
code can be extended to 3, 6, etc., digits 1n order to accom-
modate such high volume.

It should also be noted that the idea of a simultaneous
transaction depends to some degree on how long the transac-
tion code remains valid. It should be apparent that the trans-
action code must remain valid for some period of time to
allow completion of the transaction; however, for security
reasons, the transaction code should not remain active indefi-
nitely. Accordingly, the transaction can have an associated
period of validity, e.g., 15 minutes, atter which 1t 1s no longer
valid. Modulating this period of validity can also help reduce
the number of simultaneous transaction during busy periods
and allow the use of a shorter code; however, this may not be
preferable as the user may not be aware of the shorter period
and 1nadvertently allow their code to lapse.

In certain embodiments, the transaction code can actually
comprise certain digits generated by the payment authority
and certain digits known to the user. This can allow an addi-
tional factor for authentication. For example, the payment

authority can generate (step 412) a 4 digit code comprising
two numbers and two blanks. When the user receives the code
(step 304 ), they can fill 1n the blanks with two numbers known
to the user and the payment authority. When the payment
authority subsequently recetves the transaction code from the
transaction authority (step 602), the payment authority will
recognize the complete code as a valid code and approve the
transaction.

FIG. 7 1s a diagram 1llustrating an example secure payment
transaction system 700 configured in accordance with one
embodiment. At the heart of system 700 1s payment authority
712. As described above, payment authority 712 can be con-
figured to establish and maintain user accounts. Thus for
example, a user can log-on to payment authority 712 using
their personal computer 718 and establish auser account, e.g.,
in accordance with the processes described 1n relation to the
process 1llustrated in FIG. 1. Payment authority 712 can be
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configured to establish and store user account 714 in accor-
dance with the process described 1n relation to FIG. 2.

Once a user’s account 1s established, the user will have a
PIN that they can input into their mobile communication
device 702 and send to payment authority 712 1n order to
receive a transaction code that they can use to complete a
payment transaction. When the user mputs the PIN into
device 702, device 702 can transmit the PIN to payment
authority 712 via message authority 710.

Device 702 can send the PIN via a variety of messaging
services. For example, 1n one embodiment, device 702 can
send the PIN via a text message such as an SMS message.
Further, 1in certain embodiments a short code can be associ-
ated with payment authority 712. These short codes are typi-
cally 5 digits. Thus, the user can simply send an SMS message
including the PIN to the short code. In such instances, mes-
saging authority 710 will be a SMSC.

Thus, device 702 can generate a message that 1s sent to the
associated communication network 704. It will be understood
that communication network 704 will generally comprise a

plurality of base station 706 interface with one or more
Mobile Switching Centers (MSC) 708. The message can be

received by base station 706 and forwarded to MSC 708,
which can be configured to forward the message to message
authority 710. e.g., the associated SMSC. In other embodi-
ments, device 702 can be configured to send the PIN via an
MMS message, 1n which case message authority will be an
MMSC. In still other embodiments, device 702 can be con-
figured to send a PIN via a SkyMail message, a short mail
message, via e-mail messaging, e.g., using standard protocol
such as SMTP over TCP/IP, etc.

Once payment authority 712 has validated the user using
the PIN sent via device 702 and the mobile identifier included
in the message, payment authority 712 can generate a trans-
action code and send it back to device 702 via communication
networks 704. As noted above, 1n certain embodiments, fur-
ther factors can be used to authenticate the user. For example,
the network address associated with message authority 710
can be used to authenticate that the message came from the
appropriate message authority. Further, message authority
710 can be configured to provide a digital certificate with the
message that can be used by payment authority 712 to authen-
ticate the validity of the message. In still other embodiments,
payment authority can send a transaction code that included
blank fields to be completed by the user as a further authen-
tication factor.

Once the user receives the transaction code, the user can
provide the transaction code to the merchant who will input
the transaction code into the merchant’s POS system 722.
POS system 722 will then send the transaction code to pay-
ment authority 712 via transaction authority 724. Transaction
authority 724 can, for example, be a gift cart or shared value
processing system such as the ValueTech system, TenderCard
system, Discover system, FDC gift processing system,
Chockstone system, the BankServe system, etc.

Transaction authority 724 will recognize the transaction
code as being associated with payment authority 712 and
torward the transaction code, along with the merchant ID and
transaction amount to payment authority 712. Payment
authority 712 should recognize the transaction code and gen-
erate an approval code, which 1s sent back to POS system 722
via transaction authority 724. Once the approval code 1s
received and processed 1n 722, the transaction can be com-
pleted and a receipt to be generated for the user.

Payment authority 712 can be configured to store the
approval code, merchant ID, and transaction amount and
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generate settlement instruction 716, which can be forwarded
to financial mstitution 720 for settlement.

It will be understood that communications network 704
can be a cellular communication network such as a GSM
network, CDMA network, a 3G network, etc. Further, 1t will
be understood that the various other components of system
700 can communicate using the associates network or net-
works, 1ncluding the Internet and World Wide Web. For
example, the other components can communicate via one or
more wired or wireless Metropolitan Area networks (MANSs),
one or more wired or wireless Wide Area Networks (WANSs),
one or more wired or wireless Local Area Networks (LANs),
one or more Personal Area Networks (PANs), etc. Further, 1t
will be understood that the various components are config-
ured to communicate using the requisite communication pro-
tocols and signal schemes.

While certain embodiments of the iventions have been
described above, 1t will be understood that the embodiments
described are by way of example only. Accordingly, the
inventions should not be limited based on the described
embodiments. Rather, the scope of the inventions described
herein should only be limited 1n light of the claims that follow
when taken in conjunction with the above description and
accompanying drawings.

What 1s claimed 1s:

[1. A secure wireless payment transaction system, com-
prising;:

at least one processor; and

a memory connected with the at least one processor, the

memory containing a plurality of program instructions

that cause the at least one processor to:

receive a Personal identification Number (PIN) 1n ames-
sage that 1s sent from a mobile communication device;

receive a mobile communication device 1dentifier 1den-
tifying the mobile communication device with the
message;

authenticate a transaction based on the PIN and the
mobile communication device 1dentifier;

generate a transaction code 11 the transaction 1s authen-
ticated;

return the transaction code to the mobile communication
device;

recelve a transaction amount, a merchant identifier, and
the transaction code from a merchant’s Point of Sale
(POS) system:;

approve the transaction based on the merchant identifier,
the transaction amount, and recognition of the trans-
action code, wherein, 1n causing the at least one pro-
cessor to approve the transaction, the plurality of pro-
gram 1nstructions cause the at least one processor to
determine whether a user account associated with the
transaction contains suificient funds to cover the
transaction amount; and

transmit an approval code to the POS system when the
transaction is approved.}

[2. The secure wireless payment transaction system of
claim 1, wherein the mobile communication device 1dentifier
1s a Mobile Identification Number (MIN) associated with the
mobile communication device.]

[3. The secure wireless payment transaction system of
claim 1, wherein the transaction code is a 4 digit code.]

[4. The secure wireless payment transaction system of
claim 1, wherein the transaction code is a 8 digit code.]

[5. The secure wireless payment transaction system of
claim 1, wherein the transaction code includes blanks that are
to be filled 1n using digits known to a user and to the secure
wireless payment transaction system.}
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[6. The secure wireless payment transaction system of
claim 1, wherein the length of the transaction code 1s vari-
able.}
[7. The secure wireless payment transaction system of
claim 1, wherein the plurality of program instructions cause
the at least one processor to relay the message from a message
authority to a payment authority.]
[8. The secure wireless payment transaction system of
claiam 7, wherein the message authority provides a digital
certificate to the payment authority, and wherein the payment
authority uses the digital certificate to authenticate the trans-
action.]
[9. The secure wireless payment transaction system of
claim 7, wherein the payment authority uses a network 1den-
tifier associated with the message authority to authenticate
the transaction. ]
[10. The secure wireless payment transaction system of
claim 1, wherein the plurality of program instructions cause
the atleast one processor to store the approval code, merchant
ID, and transaction amount and to generate settlement
instructions for the transaction.]
[11. The secure wireless payment transaction system of
claim 10, wherein the plurality of program instructions cause
the at least one processor to execute the settlement nstruc-
tions.]
[12. The secure wireless payment transaction system of
claim 1, wherein the message is a text message.}
[13. The secure wireless payment transaction system of
claim 1, wherein the message 1s a Short Message Service
(SMS) message.}
[14. The secure wireless payment transaction system of
claim 13, wherein the SMS message 1s sent to the secure
wireless payment transaction system via a short code.]
[15. The secure wireless payment transaction system of
claim 1, wherein the plurality of program instructions cause
the at least one processor to return a real time account balance
with the transaction code.]
[16. The secure wireless payment transaction system of
claim 1, wherein the transaction code remains valid for a
predetermined period of time, after which the transaction
code is no longer valid.]
[17. A method for secure wireless transaction, comprising:
receiving a Personal identification Number (PIN) 1n a mes-
sage that 1s sent from a mobile communication device;

receiving a mobile communication device identifier 1den-
tifying the mobile communication device with the mes-
sage;

authenticating a transaction based on the PIN and the

mobile communication device identifier;

generating a transaction code if the transaction 1s authen-

ticated:; and

returning the transaction code to the mobile communica-

tion device;
receiving a transaction amount, a merchant identifier, and
the transaction code from a merchant’s Point of Sale
(POS) system;

approving the transaction based on the merchant 1dentifier,
the transaction amount, and recognition of the transac-
tion code, the approving including determining whether
a user account associated with the transaction contains
sufficient funds to cover the transaction amount; and
transmitting an approval code to the POS system when
the transaction is approved.]

[18. The method of claim 17, wherein receiving a mobile
communication device i1dentifier comprises receiving a
Mobile Identification Number (MIN) associated with the

mobile communication device.]
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[19. The method of claim 17, wherein generating a trans-
action code comprises generating a 4 digit code.]

[20. The method of claim 17, wherein generating a trans-
action code comprises generating a 8 digit code.]

[21. The method of claim 17, wherein generating a trans-
action code comprises generating a transaction code that
includes blanks that are to be filled 1n using digits known to a
user and to a secure wireless payment transaction system. ]

[22. The method of claim 17, wherein the length of the
transaction code is variable.]

[23. The method of claim 17, further comprising receiving
a digital certificate, and wherein authenticating the transac-
tion further comprises authenticating the transaction based on
the digital certificate.]

[24. The method of claim 17, wherein the transaction is
authenticated using a network identifier associated with a
message authority that relays the message.]

[25. The method of claim 17, further comprising storing the
approval code, merchant ID, and transaction amount and
generating settlement instructions for the transaction. ]

[26. The method of claim 25, further comprising executing
the settlement instructions.}

[27. The method of claim 17, further comprising returning
a real time account balance with the transaction code.}

[28. The method of claim 17, wherein the transaction code
remains valid for a predetermined period of time, after which
the transaction code is no longer valid.]

29. A method of conducting a transaction, comprising:

authenticating an identity of a user of a mobile device at a

payment authority server system;
issuing a perishable transaction code from the payment
authority server system to the mobile device in vesponse
to the authentication of the identity of the user;

receiving the perishable transaction code, a transaction
amount, and a merchant identifier from a Point of Sale
(POS) system associated with a merchant;

approving the transaction at the payment authority server
system based on the mervchant identifier, the transaction
amount, a determination that the pervishable transaction
code issued to the user has been received at the POS
system, and a determination that the user has sufficient
Junding for the transaction; and

enabling a completion of the tramsaction between an
account associated with the user and an account asso-
ciated with the merchant in vesponse to the determina-
tion that the perishable transaction code issued to the
user has been veceived at the POS system.

30. The method of claim 29, wherein the authenticating the
identity of the user comprises:

receiving a user identifier provided by the user from the

mobile device.

31. The method of claim 30, wherein the user identifier
comprises a Personal Identification Number (PIN).

32. The method of claim 29, wherein the perishable trans-
action code received at the payment authority server system
comprises.

a first portion comprising at least one character specific to

the user; and

a second portion comprising at least one character gener-

ated specifically for the transaction.

33. The method of claim 29, further comprising:

determining whether a period of validity for the perishable

transaction code has expired;

wherein the enabling the completion of the transaction is

further based on a determination that the period of
validity for the perishable transaction code has not
expired.
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34. The method of claim 29, further comprising:

communicating with an external financial institution to
receive a real-time balance for an account associated
with the user.

35. The method of claim 29, further comprising:

generating settlement instructions for the transaction.

36. A payvment authority server system comprising:
at least one processor; and

at least one memory communicatively coupled with the at

least one processor; the at least one memory comprising

executable code that, when executed by the at least one

processor, causes the at least one processor to:

authenticate an identity of a user of a mobile device at a
payment authority server system,

issue a perishable transaction code from the payment
authority server system to the mobile device in
response to the authentication of the identity of the
user,

receive the perishable transaction code, a transaction
amount, and a merchant identifier from a Point of Sale
(POS) system associated with a merchant,

approve the transaction at the payment authority server
system based on the merchant identifier, the transac-
tion amount, a determination that the perishable
transaction code issued to the user has been received
at the POS system, and a detevmination that the user
has sufficient funding for the transaction; and

enable a completion of the transaction between an
account associated with the user and an account
associated with the mervchant in vesponse to the deter-
mination that the perishable transaction code issued
to the user has been rveceived at the point-of-sale
device.
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37. The payment authority server system of claim 36,
wherein the executable code is further configured to:

receive a user identifier provided by the user from the

mobile device.

38. The payvment authority server system of claim 37,
wherein the user identifier comprises a Personal Identifica-
tion Number (PIN).

39. The payvment authority server system of claim 36,
wherein the received perishable transaction code comprises.

a first portion comprising at least one character specific to

the user; and

a second portion comprising at least one character gener-

ated specifically for the transaction.

40. The payment authority server system of claim 36,
wherein the executable code further comprises code that
causes the at least one processor to:

determine whether a period of validity for the perishable

transaction code has expired;

wherein the enabling the completion of the transaction is

further based on a determination that the period of
validity for the perishable transaction code has not
expired.

41. The payvment authority server system of claim 36,
wherein the executable code further comprises code that
causes the at least one processor to:

communicate with an external financial institution to

receive a real-time balance for an account associated
with the user:

42. The payment authority server system of claim 36,
wherein the executable code further comprises code that
causes the at least one processor to:

generate settlement instructions for the transaction.
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