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INFORMATION PROCESSING APPARATUS
AND INFORMATION PROCESSING METHOD

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS REFERENCES TO RELATED
APPLICATIONS

The present application 1s a continuation of U.S. patent
application Ser. No. 12/468,509, filed on May 19, 2009 now

US. Pat. No. 8082, 374 issued Dec. 20, 2011, which claims
priority to Japanese Priority Patent Application JP 2008-
131824 filed in the Japan Patent Office on May 20, 2008, the

entire content of which 1s hereby incorporated by reference.

BACKGROUND

The present application relates to an mnformation process-
ing apparatus, an information processing system, a method of
processing information, and a computer program. More spe-
cifically, the present application relates to an information
processing apparatus, an information processing system, a
method of processing information, and a computer program,
which are configured to carry out communication processing,
and data processing associated with the communication pro-
cessing.

IC cards having IC circuits and antennas that enable con-
tactless communication and mobile terminals having the
tunction of IC cards are used 1n various fields. An IC card 1s
capable of contact or contactless wireless communication
with a reader/writer. For example, data is transferred wire-
lessly between an IC card and a reader/writer to carry out data
reading and writing at various devices. The processing carried
out between an IC card and a reader/writer 1s described 1n, for
example, Japanese Unexamined Patent Application Publica-
tion No. 2006-108886.

For example, processing such as that described in the fol-
lowing 1s carried out in communication between an IC card
and a reader/writer.

The reader/writer outputs a command packet (processing,
request) to the IC card.

The IC card recerves the command packet and carries out
processing corresponding to the command.

The IC card sends back a response packet after carrying out
the processing.

Such processing described above 1s carried out.

As apparatuses having an IC card function, there are, for
example, mobile phones.

Such as the mobile phone device described above, when an
IC card function according to the related art 1s installed 1n
clectronic equipment, the electronic equipment 1s provided
with wireless communication interface for carrying out con-
tactless communication with the reader/writer; a CPU for
carrying out protocol processing for the contactless commu-
nication and processing data associated with communication;
a memory used as a work area of the CPU; and a IC chip
constituting a subsystem 1ncluding a wire communication
interface for transmitted communication data to the elec-
tronic equipment via the wireless interface and recerving data
from the electronic equipment.

More specifically, for example, the configuration illus-
trated in F1G. 1 may be used. FIG. 1 illustrates an information
processing apparatus 10, which 1s electronic equipment, and
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a reader/writer 1. The information processing apparatus 10
includes a commumnication processing unit 20 that provides an

IC card function and an apparatus main body 30. The com-
munication processing unit 20 1s a subsystem that carries out
contactless communication with the reader/writer 1. The
apparatus main body 30 carries out data processing 1in
response to the function of the information processing appa-
ratus 10.

The communication processing unit 20 includes an
antenna 21 for carrying out wireless communication with the
reader/writer 1; a wireless communication interface 22; a
CPU 23 for controlling processes carried out 1n the commu-
nication processing unit 20; a wire communication intertace
24 for carrying out wire communication with the apparatus
main body 30; a program memory 235 where execution pro-
grams and parameters for the CPU 23 are stored; anonvolatile
memory 26 where communication data 1s stored; and a RAM
277 that 1s a memory used as a work area for processing
carrying out by the CPU 23.

The apparatus main body 30 includes a wire communica-
tion interface 31 for carrying out wire communication with
the communication processing unit 20; a CPU 32 for control-
ling processes carried out 1n the apparatus main body 30; a
program memory 33 where execution programs and param-
cters for the CPU 32 are stored; a nonvolatile memory 34
where various data that 1s to be saved even when power 1s
turned off 1s stored; and a RAM 35 that i1s a memory used as
a work area for processing carrying out by the CPU 32.

The configuration i1llustrated in FIG. 1 enables the addition
of the IC card function to various types of electronic equip-
ment, such as mobile phones and personal computers (PCs).
Accordingly, communication with the reader/writer 1s estab-
lished. In other words, the apparatus main body 30 1s capable
of transmitting and receiving various data to and from the
reader/writer 1 via the IC card function provided by the com-
munication processing unit 20.

However, as shown 1n FIG. 1, when the IC card function 1s
provided to the electronic equipment, subsystem including an
independent CPU, and a program memory, a nonvolatile
memory and RAM, which are working areas accessible by the
CPU 1s provided to provide the IC card function. Therefore,
the communication processing unit 20 and the apparatus main
body 30 1n the mformation processing apparatus 10 have the
same hardware structure. Such a structure causes a cost
increase ol the information processing apparatus, and pre-
vents reduction 1n the size of the apparatus.

SUMMARY

An 1information processing apparatus, an information pro-
cessing system, a method of processing information, and a
computer program, are provided according to an embodiment
which are capable of adding an IC card function to various
types of electronic equipment, reducing the hardware
resource, and reducing the size.

A first embodiment provides an information processing
apparatus including a communication processing unit config-
ured to communicate with an external communication device;
and a data processing unit configured to communicate with
the communication processing unit via a wire data commu-
nication path and to carry out data processing, wherein the
communication processing unit imncludes a memory where
data transmitted and received between a communication
device and the data processing unit is temporarily stored, and
a control unit configured to control data writing 1n and data
reading from the memory, wherein, when a command packet
received from the communication device 1s a data reading
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request, the control unit acquires data from the memory and
transmits the data to the communication device, and wherein,
when the command packet recerved from the communication
device 1s a data writing request, the control unit stores data 1n
the memory, acquires data from the memory in response to
the request from the data processing unit, and outputs the data
to the data processing unit.

In the information processing apparatus according to an
embodiment of the present mvention, the memory of the

communication processing unit may be a first-in, first-out
(FIFO) memory.

In the information processing apparatus according to an
embodiment of the present invention, when the command
packet received from the communication device 1s a data
reading request and when data 1s not stored in the memory in
the communication processing unit, the control unit of the
communication processing unit may transmit a command
reception noftification to the data processing umt and may
transfer a command corresponding to the request from the
data processing unit.

In the mformation processing apparatus according to an
embodiment of the present invention, when the command
packet received from the communication device 1s a data
writing request, the control unit of the communication pro-
cessing unit may store a command, a data identifier corre-
sponding to data to be written, and data, which are contained
in the recerved packet, 1n the memory in the communication
processing unit, may acquire the command, the data identifier
corresponding to the data to be written, and the data, which
are stored 1n the memory, 1n response to the request from the
data processing unmit, and may output the command, the data
identifier, and the data to the data processing unit.

In the mformation processing apparatus according to an
embodiment of the present invention, when the command
packet received from the communication device 1s a data
writing request, the control unit of the communication pro-
cessing unit may store a data identifier corresponding to data
to be written and data, which are contained in the received
packet, 1n the memory 1n the communication processing unit,
may acquire the data identifier corresponding to the data to be
written and the data, which are stored in the memory, in
response to the request from the data processing unit, and may
output the data identifier and the data to the data processing
unit.

In the mformation processing apparatus according to an
embodiment of the present invention, when the command
packet received from the communication device 1s a data
writing request, the control unit of the communication pro-
cessing unit may store data contained 1n the recerved packetin
the memory in the communication processing unit, may
acquire the data stored in the memory 1n response to the
request from the data processing unit, and may output the data
to the data processing unit.

In the information processing apparatus according to an
embodiment of the present invention, the control unit of the
communication processing umt may transfer the command
packet recerved from the communication device to the data
processing unit, without processing the command packet.

In the mformation processing apparatus according to an
embodiment of the present invention, the control unit of the
communication processing unit may carry out packet gram-
mar check for packet mvestigation on the command packet
received from the communication device.

In the mformation processing apparatus according to an
embodiment of the present invention, the control unit of the
communication processing unit may apply an error check
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code set for the command packet recetved from the commu-
nication device to carrying out error check.

In the information processing apparatus according to an
embodiment of the present invention, the control unit of the
communication processing umt may determine whether the
command packet recerved from the communication device 1s
a data writing request or a data reading request and may notity
the data processing unit about the type of the received com-
mand.

In the information processing apparatus according to an
embodiment of the present invention, the communication
device may be a reader/writer, and the communication pro-
cessing unit may receive a command packet from the reader/
writer.

A second embodiment of the present invention provides an
information processing system including a communication
device configured to carry out wireless communication; and
an information processing apparatus configured to carry out
wireless communication, wherein the information processing,
apparatus includes a communication processing unit config-
ured to carry out wireless communication with the commu-
nication device, and a data processing umt configured to
communicate with the communication processing unit via a
wire data communication path and to carry out data process-
ing, wherein the communication processing unit includes a
memory where data transmitted and received between the
communication device and the data processing unit 1s tempo-
rarily stored, and a control unit configured to control data
writing 1n and data reading from the memory, wherein, when
a command packet received from the communication device
1s a data reading request, the control unit acquires data from
the memory and transmits the data to the commumnication
device, and wherein, when the command packet recerved
from the communication device 1s a data writing request, the
control unit stores data in the memory, acquires the data from
the memory 1n response to the request from the data process-
ing unit, and outputs the data to the data processing unit.

A third embodiment of the present ivention provides a
method of processing information carried out at an informa-
tion processing apparatus including a communication pro-
cessing unit configured to communicate with an external
communication device, and a data processing unit configured
to communicate with the communication processing unit via
a wire data communication path and to carry out data pro-
cessing, the method including the steps of acquiring data from
a memory 1n the communication processing unit and trans-
mitting the data to the communication device by a control unit
of the communication processing unit when a command
received from the communication device 1s a data reading
request, and storing data 1n the memory, acquiring the data
from the memory in response to a request from the data
processing unit, and outputting the data to the data processing
unit by the control unit of the communication processing unit
when the command packet from the communication device 1s
a data writing request.

A fourth embodiment of the present invention provides a
computer program instructing an information processing
apparatus to carry out information processing, the informa-
tion processing apparatus including a communication pro-
cessing unit configured to carry out communication with an
external commumnication device, and a data processing unit
coniigured to communicate with the communication process-
ing unit via a wire data communication path and to carry out
data processing, the computer program including the steps of
acquiring data from a memory in the communication process-
ing unit and transmitting the data to the communication
device by a control unit of the communication processing unit
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when a command received from the communication device 1s
a data reading request, and storing data 1n the memory, acquir-
ing the data from the memory 1n response to a request from
the data processing unit, and outputting the data to the data
processing unit by the control unit of the communication
processing unit when the command packet received from the
communication device 1s a data writing request.

The program according to an embodiment of the present
invention 1s, for example, a computer program that can be
provided through a storage medium and/or commumnication
medium readable by a general-purpose computer capable of
executing various program codes. By providing such a pro-
gram 1n a format readable by a computer, processing accord-
ing to the program 1s carried out on the computer system.

A “system” according to an embodiment 1s a logical
assembly of a plurality of devices, and the devices having
different structures are not necessarily provided in the same
casing.

An embodiment provides an information processing appa-
ratus including a communication processing unit configured
to carry out communication with a communication device,
such as a reader/writer; and a data processing unit configured
to execute wire communication with the communication pro-
cessing unit, wherein the communication processing unit
includes a memory where data transmitted and recerved
between a communication device and the data processing unit
1s temporarily stored, and wherein a control unit configured to
control the data writing and data reading 1in and out the
memory 1s provided. When the command recerved from the
communication device 1s a data reading request, the control
unit acquires data from the memory and transmits 1t to the
communication device. When the command received from
the communication device 1s a data writing request, the con-
trol unit stores data in the memory, acquires data from the
memory 1n response to request from the data processing unit,
and outputs the data. By using a FIFO memory to simplify the
processing carried out by the communication processing unit,
the hardware resource of the entire information processing
apparatus can be reduced, the cost of the apparatus can be
decreased, and the size of the apparatus can be reduced.

Additional features and advantages of the present iven-
tion are described in, and will be apparent from, the following,
Detailed Description and the figures.

BRIEF DESCRIPTION OF THE FIGURES

FI1G. 1 illustrates an example configuration of an informa-
tion processing unit mcluding a communication processing,
unit that provides an IC function and an apparatus main body.

FIG. 2 illustrates an information processing apparatus
according to an embodiment of the present invention, wherein
the information processing unit including a communication
processing unit that provides an I1C function and an apparatus
main body.

FIG. 3 illustrates an example processing sequence for
when the information processing apparatus according to an
embodiment of the present invention receives a data reading
request from a reader/writer.

FIG. 4 illustrates an example processing sequence for
when the mformation processing apparatus according to an
embodiment of the present invention receives a data reading
request from a reader/writer.

FIG. 5 illustrates an example processing sequence for
when the mformation processing apparatus according to an
embodiment of the present invention recerves a data writing
request from a reader/writer.
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FIG. 6 illustrates an example packet configuration of a data
writing request sent to a reader/writer.

FIG. 7 1llustrates an example of writing data in a memory
when the information processing apparatus according to an
embodiment of the present invention recerves a data writing
request from a reader/writer.

DETAILED DESCRIPTION

An 1information processing apparatus, an information pro-
cessing system, a method of processing information, and a
computer program will be described below 1n detail with
reference to the drawings according to an embodiment.

The present application 1n an embodiment reduces the
hardware resource and size by providing configurations that
adds an IC card function to various types of electronic equip-
ment. An information processing apparatus according to an
embodiment will be described with reference to FIG. 2.

Similar to FIG. 1, FIG. 2 illustrates an information pro-
cessing apparatus 100 configured of electronic equipment,
such as a PC, and a reader/writer 50. The information pro-
cessing apparatus 100 includes a communication processing
unit 120 that provides an IC card function and a data process-
ing unit 130, which 1s equivalent to an apparatus main body.
The communication processing unit 120 carries out contact-
less commumnication with the reader/writer S0. The data pro-
cessing unit 130 carries out various types of data processing
in response to the function of the immformation processing
apparatus 100.

The communication processing unit 120 includes an
antenna 121 for carrying out wireless communication with
the reader/writer 50, a wireless communication interface 122,
a control unit 123 that controls the processing carried out 1n
the communication processing unit 120, a wire communica-
tion 1nterface 124 for carrying out wire communication with
the data processing unmit 130, and a memory 125 used as a
buffer for communication data. The memory 1235 1s, for
example, a first-1n, first-out (FIFO) type RAM.

The data processing unit 130 includes a wire communica-
tion interface 131 for carrying out wire communication with
the communication processing umt 120, a CPU 132 that
controls the function of an information processing device 1n
the data processing unit 130 and communication processing
for the communication processing unit 120, a program
memory 133 where programs to be executed by the CPU 132
and parameters are stored, a nonvolatile memory 134 where
various data that 1s to be saved even when power 1s turned off
1s stored; and a RAM 135 that 1s amemory used as awork area
for processing carrying out by the CPU 132.

The data transfer path between the communication pro-
cessing unit 120 and the data processing unit 130 is set as a
wire connecting path and a data transier path employing a
serial peripheral interface (SPI).

Through the configuration illustrated in FIG. 2, an IC card
function 1s added to various types of electronic equipment,
such as PCs and mobile terminals, and communication with a
reader/writer 1s enabled. In other words, the data processing
umt 130 1s capable of transmitting and recetving various data
to and from the reader/writer 50 via the communication pro-
cessing unit 120.

The configuration of the information processing apparatus
100 according to an embodiment of the present 1nvention,
which 1s shown 1n FIG. 2, can be understood 1n comparison
with the configuration of the mnformation processing appara-
tus 10 described with reterence to FIG. 1, the communication
processing unit 120 of the mnformation processing apparatus
100 according to an embodiment of the present invention,
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which 1s shown i FIG. 2, can be understood as having a
simplified configuration in comparison of the communication
processing unit 20, which 1s shown 1n FIG. 1.

The information processing apparatus 100 according to an
embodiment of the present invention, which 1s shown in FIG.
2, differs from the commumnication processing unit 20, which
1s shown 1n FIG. 1, 1n the following embodiments:

(a) the communication processing unit 120 has a control
unit 123 that 1s less powertul than the CPU 123 of the com-
munication processing unit 20, which i1s shown 1n FIG. 1;

(b) the communication processing unit 120 does not have
the program memory included in the communication process-
ing unit 20, which 1s shown 1n FIG. 1;

(¢) the communication processing unit 120 does not have a
nonvolatile memory included in the communication process-
ing unit 20, which 1s shown 1n FIG. 1;

(d) the commumication processing unit 120 has a FIFO type
RAM instead of the RAM included 1n the communication
processing unit 20, which 1s shown 1n FIG. 1.

The program memory and the nonvolatile memory of the
communication processing unit 120, which 1s shown 1n FIG.
2, may have a memory capacity smaller than the memory
capacities ol those mncluded in the communication processing
unit 20, which 1s shown 1n FIG. 1.

In this way, the configuration of the communication pro-
cessing unit 120 of the information processing apparatus 100
shown 1n FIG. 2 1s simplified. The control unit 123 of the
communication processing unit 120 1s set as a control logic
for executing only simple processes according to a specific
sequence. Details of the content of processing carried out by
the control unit 123 are described below.

The control unit 123 of the communication processing unit
120 does not carry out complicated calculations, such as
calculations on packets received from the reader/writer 50
and generation of transmission packets. Such calculations are
carried out by the CPU 132 of the data processing unit 130.
The control unit 123 of the communication processing unit
120 carries out FIFO control, such as data writing and reading
using the memory 125, and direction control of the transmit-
ted and received data. By employing such a configuration, the
s1ze of the circuit can be decreased and costs can be lowered.

In the configuration shown 1n FIG. 1, a data reading com-
mand from the reader/writer 50 defines the reading process-
ing of the memory 125 of the communication processing unit
120. Similarly, a data write command from the reader/writer
50 defines the write processing of the memory 125 of the
communication processing unit 120.

In a configuration according to an embodiment of the
present invention, the control unit 123 of the communication
processing unit 120 does not decode an address, which 1s an
identifier corresponding to data associated with the read pro-
cessing and the write processing. The address 1s transmitted
to the data processing unit 130 when necessary and inter-
preted at the CPU 132 of the CPU 132.

The processing sequence when a data read out processing,
(reading) request 1s 1ssued at the reader/writer 50 will be
described with reference to FIGS. 3 and 4.

FIG. 3 1llustrates a read processing sequence when data
exists 1 the memory 125 of the communication processing
unit 120.

In Step S101, the reader/writer 50 transmuits a data reading,
request to the communication processing unit 120.

Next, 1 Step S102, the control unit 123 of the communi-
cation processing unit 120 sequentially acquires data stored
in the memory 125 1n response to the reading request. The
memory 125 1s a FIFO type memory and data 1s sequentially
acquired by a first-in, first-out procedure.
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Next, in Step S103, the communication processing unit
120 transmits data acquired from the memory 1235 to the
reader/writer 30.

Next, the read processing sequence for when data does not
ex1ist 1n the memory 125 of the communication processing
unmit 120 during the data read processing (reading) of the
reader/writer 50 will be described with reference to FIG. 4.

First, in Step S121, the reader/writer 30 transmits a data
reading request to the communication processing umt 120.

Next, in Step S122, the control unit 123 of the communi-
cation processing unit 120 transmits an interruption to the
command reception, which indicates that the reading request
to the CPU 132 of the data processing unit 130 is received.

In Step S123, the CPU 132 of the data processing unit 130
requests command transier to the control unit 123 of the
communication processing unit 120. In Step S124, the control
unit 123 of the communication processing unit 120 transmits
the reception command from the reader/writer 50 to the data
processing unit 130 via the wire communication interface.

In Step S125, the CPU 132 of the data processing unit 130
analyzes the output command from the reader/writer 50 trans-
terred from the control unit 123 of the communication pro-
cessing unit 120. Through this command analysis, the data
corresponding to the reading request 1s determined on the
basis of a request data identifier (such as an address) con-
tained 1n the command. The CPU 132 retrieves the deter-
mined reading request data from the nonvolatile memory 34
in the data processing unit 130 and transmuits 1t to the com-
munication processing unit 120 via the wire interface.

In Step S126, the control unit 123 of the communication
processing unit 120 sequentially stores the data recerved from
the data processing unit 130 1n the memory 125.

Next, in Step S127, the control unit 123 of the communi-
cation processing unit 120 sequentially acquires the data
stored 1n the memory 125. The memory 1235 1s a FIFO type
memory and data 1s sequentially acquired through a first-in,
first-out procedure.

Finally, in Step S128, the communication processing unit
120 transmits the data acquired from the memory 125 to the
reader/writer 50.

The data transmission from the communication processing,
umt 120 to the reader/writer 50 in Step S128 may be carried
out after being i1n stand-by until the subsequent reading
request from the reader/writer 50 1s received.

As described with reference to FIGS. 3 and 4, when the
communication processing unit 120 receives the data reading
request from the reader/writer 50, communication with the
data processing unit 130 1s not carried out and data 1s sequen-
tially acquired from the memory 1235 and transmitted to the
reader/writer 50 when the data 1s stored 1n the memory 1235 in
the communication processing unit 120.

When data 1s not stored in the memory 125 in the commu-
nication processing unit 120 upon reception of the data read-
ing request from the reader/writer 50, communication with
the data processing umit 130 1s carried out, data received from
the data processing unit 130 1s written 1n the memory 125, and
then data 1s sequentially acquired from the memory 125 and
transmitted to the reader/writer 50.

Next, a processing sequence for when a data write (writing)
request 1s 1ssued from the reader/writer 50 will be described
with reference to FIG. 3.

First, in Step S131, the reader/writer 30 transmits a data
writing request to the communication processing unit 120.

An example configuration of such a data writing request
packet 1s illustrated 1n FIG. 6. As shown in FIG. 6, the data
writing request contains i1dentification information of com-
mands and transmission and reception devices, a header
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(head) containing transmission data information, a write
command (writing), a plurality of paired data sets of 1denti-
fication information (address) of the data to be written and the
data to be written, and a footer containing error check codes,
such as cyclic redundancy check (CRC).

Upon reception of the data write packet shown in FIG. 6,
the control unit 123 of the communication processing unit
120 sequentially stores the data recerved from the reader/
writer 50 1n the memory 125 1n Step S132. For example, as
shown in the memory (FIFO) 125 1n the communication
processing unit 120 1n FIG. 7B, the command (writing) con-
tained 1n the data writing request packet and the plurality of
paired data sets of identification information (address) of data
to be written and the data to be written are written according,
to the data series of the packet.

Next, 1n Step S133, the control unit 123 of the communi-
cation processing unit 120 transmits an interruption to the
command reception, which indicates that the reading request
from the reader/writer 50 to the CPU 132 of the data process-
ing unit 130 1s recerved.

Next, in Step S134, the CPU 132 of the data processing unit
130 requests the transfer of the data written in the memory
(FIFO) 1235 of the communication processing unit 120 to the
control unit 123 of the communication processing unit 120.

In Step S135, the control unit 123 of the communication
processing unit 120 sequentially acquires the data stored in
the memory 125. In Step S136, the acquired data 1s output to
the data processing unit 130. Such transferred data 1s the data
written 1n the memory (FIFO) 125 of the communication
processing unit 120 shown 1n FIG. 7B.

In other words, the data “command (write)”, “address 07,
“data 07, “address 17, “data 17 . . . are sequentially output to
the data processing unit 130.

The CPU 132 of the data processing unit 130 sequentially
acquires the data in Step S137 and writes the received data 1n
the nonvolatile memory 134. The data “address 07, “data 07,
“address 17, “data 17, . . . stored in the nonvolatile memory
134 of the data processing unit 130 shown i FIG. 7B are
recorded. The addresses are recorded 1n the memory as 1den-
tification information of the data.

When the data writing 1s completed, the CPU 132 of the
data processing unit 130 sends a data writing completion
notification to the communication processing unit 120 1n Step
S138.

Finally, 1n Step S139, the control umt 123 of the commu-
nication processing unit 120 sends a processing completion
notification to the reader/writer 50.

The processing-completion notification 1 Step S139 from
the communication processing unit 120 to the reader/writer
50 may be carried out after being in stand-by until the pro-
cessing-completion transmission request from the reader/
writer 30 1s received.

It 1s satisfactory so long as the data storage capacity of the
memory (FIFO) 125 in the communication processing unit
120 1s a capacity capable of recording one packet of data
transmitted from the reader/writer 50. So long as the capacity
1s sullicient for one packet, when the communication process-
ing unit 120 receives packets from the reader/writer S0, com-
munication with the data processing unit 130 can be started
alter all sets of packet data are written 1n the memory.

In the processing example described above, the control unit
123 of the communication processing unit 120 carries out the
following processes:

(A) Inresponse to the data reading request from the reader/
writer:

(al) command of a packet received from the reader/writer
1s determined;
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(a2) command reception to the data processing unit 1s
notified;

(a3) command i1s transierred in response to the command
transier request from the data processing unit;

(a4) data 1s recerved from the data processing unit and data
1s written in the memory 125; and

(a5) data 1s acquired from the memory 1235 and output to
the reader/writer.

(B) In response to the data writing request from the reader/
writer:

(b1) command of a packet recerved from the reader/writer
1s determined;

(b2) the data received from the reader/writer 1s written in
the memory 125;

(b3) command reception 1s notified to the data processing
data processing unit;

(b4) data 1s recerved from the memory 125 in response to
the data transfer request from the data processing unit and
output to the data processing unit; and

(b5) data-writing-processing completion notification from
the data processing unit 1s received and processing comple-
tion notification to the reader/writer 1s transmitted.

In this way, the control umt 123 of the communication
processing unit 120 does not carry out high-level processing,
such as analysis of data identifiers (addresses) contained 1n a
command, when actual data recording and reading 1s per-
formed. The memory grounded to the communication pro-
cessing umt 120 1s a FIFO type memory. During data writing,
only sequential data writing 1s carried out according to the
order of the receiwved packets. During data read out, only
transmission 1s carried out by reading out the data in the order
the data was written. Accordingly, memory access can be
carried out through an extremely simple process.

By employing such a configuration, a less powertul control
unit 123 can be used for the communication processing unit
120. Moreover, for the program memory and nonvolatile
memory 1n the communication processing unit, which 1s
described above with reterence to FIG. 1, the numbers can be
reduced and/or the capacities can be reduced.

As described above, the communication processing unit
120 of the information processing apparatus 100 according to
an embodiment of the present invention includes the memory
(FIFO) 125 where data transmitted and recetved between the
reader/writer 50, which 1s an external communication device,
and the data processing unit 130 1s temporarily stored. Fur-
thermore, the commumnication processing unit 120 includes
the control unit 123 that controls the data writing to and data
reading from the memory 125.

When the command packet received from the reader/writer
50 1s a data reading request, the control umt 123 transmits
data acquired from the memory 123 to the reader/writer 50.
When the command packet 1s a data writing request, the
control unit 123 stores the data in the memory 125 in response
to the request from the data processing unit 130, acquires data
from the memory 125, and outputs the data to the data pro-
cessing unit 130.

When the command packet received from the reader/writer
50 1s a data reading request and when data 1s not stored in the
memory 125 1n the communication processing unit 120, the
control unit 123 of the communication processing umt 120
transmits a command reception notification to the data pro-
cessing unit 130 and transiers the command 1n response to
request from the data processing unit 130.

When the command packet received from the reader/writer
50 1s a data writing request, the data recorded 1n the memory
125 and transferred to the data processing unit 130 by the
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control unit 123 of the communication processing unit 120
may be any one of the following:

(a) the command contained in the received packet and data
identifier and data corresponding to the data to be written; or

(b) the data 1dentifier and data corresponding to the data to
be written contained 1n the recerved packet.

When the data 1s (a), the CPU 132 of the data processing
unit 130 interprets the command.

When the data 1s (b), the control unit 123 of the commu-
nication processing unit 120 interprets the command. In such
a case, the control unit 123 determines whether the command
packet received from the reader/writer 50 1s a data writing,
request or a data reading request and notifies the data pro-
cessing unit 130 about the type of the received command.

The processing carried out at the control unit 123 of the
communication processing unit 120 and the processing car-
ried outatthe CPU 132 of the data processing unit 130 may be
carried out 1n various ways.

Specifically, for example, when a command packet is
received from the reader/writer, the control unit 123 of the
communication processing unit 120 may process the packet
as follows:

(A) the header and footer contained 1n the packet recerved
from the reader/writer are read, the packet grammar check,
such as error check of packet by CRC stored 1n the footer, 1s
carried out to investigate the integrity of the received packet,
and a packet reception notification 1s output to the data pro-
cessing unit;

(B) 1 addition to the packet grammar check of the above-
described (A), the command 1s interpret, and the packet
reception notification containing the command type 1s output
to the data processing unit; or

(C) only the packet reception notification 1s sent to the data
processing unit, without processing the packet received from
the reader/writer.

The control unit 123 of the communication processing unit
120 1s preset to carry out, for example, one of the above-
described (A) to (C). The processing carried out by the CPU
132 of the data processing unit 130 1s changed 1n response to
the setting of (A) to (C).

In any one of the settings (A) to (C), the control unit of the
communication processing unit 120 may be significantly less
powerful than that of the CPU provided on a typical IC card.
Thus, the cost of hardware can be reduced, and the size of the
device can be decreased.

The minimum amount of processing carried out at the
control unit 123 of the communication processing unit 120 1s
the wireless communication with the reader/writer, the wire
communication with the data processing unit, storing and
reading data 1n and from the memory (FIFO) 125.

The processing of the packet may be carried out in various
ways as described above. It 1s preferable, however, to select
the appropriate setting according to the cost of the informa-
tion processing apparatus and the size of the apparatus.

Embodiments of the present invention have been described
above. It 1s obvious, however, that one skilled 1n the art may
employ various modifications and substitutions within the
scope of the invention. In other words, the present invention 1s
not limited to the embodiments described above. The gist of
the invention 1s to be understood through the claims.

The series of processing may be executed by hardware,
soltware, or a combination of both. To carry out the process-
ing with software, a program recording a processing sequence
1s 1nstalled in a memory 1n a computer built in specialized
hardware and 1s executed, or the program 1s installed in a
computer capable of carrying out various types of processing
and 1s executed. For example, the program can be recorded 1n
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a recording medium 1n advance. In addition to installing the
program from a recording medium to a computer, the pro-
gram may be receirved via a network, such as a local area
network (LAN) or the Internet, and may be installed to a
recording medium, such as an embedded hard disk.

The various types of processing described above may be
executed time-sequentially in the described order or may be
simultaneously or individually executed according to the pro-
cessing power of the device used for processing. The system
according to an embodiment of the present imvention 1s a
logical assembly of a plurality of devices, and the devices
having different structures are not necessarily provided 1n the
same casing.

It should be understood that various changes and modifi-
cations to the presently preferred embodiments described
herein will be apparent to those skilled in the art. Such
changes and modifications can be made without departing
from the spirit and scope of the present invention and without
diminishing its intended advantages. It 1s therefore intended
that such changes and modifications be covered by the
appended claims.

The invention 1s claimed as follows:

1. An information processing apparatus comprising:

a communication processing unit configured to communi-

cate with an external communication device; and

a data processing unit configured to communicate with the

communication processing unit via a wired data com-

munication path, and configured to interpret address
information received from the external communication
device;

wherein the communication processing unit comprises:

a memory where data transmitted and recerved between
the external communication device and the data pro-
cessing unit 1s temporarily stored, and

a control unit configured to control data writing 1n and
data reading from the memory, perform an error check
process by a code included 1n a recerved data from the
external communication device, and transmit the
address information recerved from the external com-
munication device to the data processing unit without
interpreting the address information.

2. The information processing apparatus according to
claim 1,

wherein the control unit outputs a reception notification of

data from the external communication device to the data

processing unit after the error check process.

3. The nformation processing apparatus according to
claim 2,

wherein the control unit determines a command request

included 1n the received data.

4. The nformation processing apparatus according to
claim 3,

wherein, when the command request received from the

external communication device 1s a data reading request,

the control unit acquires data from the memory and
transmuits the data to the external communication device.

5. The information processing apparatus according to
claim 1,

wherein, when a command request recerved from the exter-

nal communication device 1s a data reading request, the

control unit 1s configured to:

(a) perform the error check process,

(b) output a reception notification of data from the external

communication device to the data processing unit,

(¢) receive a requested data from the data processing appa-

ratus,

(d) store the requested data into the memory,
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(e) acquire data from the memory, and

(1) transmit the data to the external communication device.

6. The mformation processing apparatus according to
claim 3,

wherein, when the command request recerved from the

external communication device 1s a data writing request,
the control unit stores data 1n the memory, acquires data
from the memory 1n response to a request from the data
processing unit, and outputs the data to the data process-
ing unit.

7. The information processing apparatus according to
claim 1,

wherein, when a command request recerved from the exter-

nal communication device 1s a data writing request, the
control unit 1s configured to:

(a) perform the error check process,

(b) store data 1n the memory,

(c) acquire data from the memory,

(d) transmit the data to the data processing unit,

(¢) recerve a completion notification of data writing by the

data processing unmit from the data processing unit, and

(1) output a completion notification of data writing by the

data processing requested data to the external commu-
nication device.

8. An miformation processing method performed by an
apparatus including a communication processing unit config-
ured to communicate with an external communication device,
a data processing unit configured to communicate with the
communication processing unit via a wired data communica-
tion path, and a memory where data transmitted and received
between a communication device and the data processing unit
1s temporarily stored, the method comprising:

controlling data writing in and data reading from the

memory;
performing an error check process by a code included 1n a
recerved data from the external communication device;

transmitting, by the communication processing unit,
address information recerved from the external commu-
nication device to the data processing unit without inter-
preting the address information; and

interpreting the address information by the data processing,

unit.

9. The information processing method according to claim
8, further comprising;:

outputting a reception notification of data from the external

communication device to the data processing unit after
the error check process.

10. The information processing method according to claim
9, further comprising:

determining a command request included 1n the received

data.

11. The information processing method according to claim
10, further comprising:

acquiring data from the memory and transmitting the data

to the external communication device when the com-
mand request recerved from the external communication
device 1s a data reading request.

12. The information processing method according to claim
8,

wherein, when a command request received from the exter-

nal communication device 1s a data reading request, the
method further comprises:

performing the error check process;

outputting a reception notification of data from the external

communication device to the data processing unit;
receiving a requested data from the data processing appa-
ratus;
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storing the requested data into the memory;

acquiring data from the memory; and

transmitting the data to the external communication
device.

13. The information processing method according to claim

10,

wherein, when the command request received from the
external communication device 1s a data writing request,
the method further comprises:

storing data 1n the memory;

acquiring data from the memory 1n response to a request
from the data processing unit; and

outputting the data to the data processing unit.

14. The information processing method according to claim

8,

wherein, when a command request recerved from the exter-
nal communication device 1s a data writing request, the
method further comprises:

performing the error check process,

storing data in the memory,

acquiring data from the memory,

transmitting the data to the data processing unit,

receving a completion notification of data writing by the
data processing umt from the data processing unit, and

outputting a completion notification of data writing by the
data processing requested data to the external commu-
nication device.

15. A communication processing apparatus COmprising.

a first interface configured to communicate with an exter-
nal communication device;

a second interface configured to communicate with a data
processing apparatus via a wired data communication
path;

a memory configured to temporarily storve data transmitted
and received between the external communication
device and the data processing apparatus; and

a control unit configured to control data writing in and data
reading from the memory, perform an errvov check pro-
cess by a code included in a rveceived data from the
external communication device, and transmit address
information received from the external communication
device to the data processing apparatus without inter-
preting the address information.

16. The communication processing apparatus according to

claim 15, wherein

the control unit outputs a reception notification of data
from the external communication device to the data pro-
cessing apparatus after the evvor check process.

17. The communication processing apparatus according to

claim 135, wherein

the control unit determines a command request included in
the received data.

18. The communication processing apparatus accovding to

claim 17, wherein

when the command request received from the external com-
munication device is a data reading request, the control
unit acquires data from the memory and transmits the
data to the external communication device.

19. The communication processing apparatus according to

claim 15, wherein

when a command request received from the external com-
munication device is a data reading rvequest, the control
unit is configured to:

(a) perform the ervor check process,

(b) output a reception notification of data from the external
communication device to the data processing apparatus,
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(c) receive a requested data from the data processing appa-
ratus,
(d) store the requested data into the memory,
(e) acquire data from the memory, and
(f) transmit the data to the external communication device.
20. The communication processing apparatus according to
claim 17, wherein
when the command request veceived from the external com-
munication device is a data writing request, the control
unit storves data in the memory, acquires data from the
memory in vesponse to a request from the data process-
ing apparatus, and outputs the data to the data process-
Ing apparatis.
21. The communication processing apparatus accorvding to
claim 15, wherein
when a command veguest received from the external com-
munication device is a data writing request, the control
unit is configured to:
(a) perform the error check process,
(D) store data in the memory,
(¢) acquire data from the memory,
(d) transmit the data to the data processing apparatus,
(e) receive a completion notification of data writing by the
data processing apparatus from the data processing
apparatus, and
(f) output a processing completion notification to the exter-
nal communication device.
22. The communication processing apparatus accorvding to
claim 15, wherein
the communication processing apparatus is an 1C chip.
23. An information processing method performed by a
communication processing apparatus configured to commiui-
nicate with an external communication device, and config-
ured to communicate with a data processing apparatus via a
wired communication path, the communication processing
apparatus including a memory wherve data transmitted and
received between the external communication device and the
data processing apparatus is temporarily stored, the method
COMpPriSing:
controlling data writing in and data veading from the
Memory;,
performing an ervror check process by a code included in a
received data from the external communication device;
and
transmitting addvess information rveceived from the exter-
nal communication device to the data processing appa-
ratus without intevpreting the address information.
24. The information processing method according to claim
23, further comprising:
outputting a veception notification of data from the external
communication device to the data processing apparatus
after the error check process.
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25. The information processing method according to claim
23, further comprising.
determining a command request included in the received
data.
26. The information processing method according to claim
25, further comprising.

acquiving data from the memory and transmitting the data
to the external communication device when the com-

mand request received from the external communication
device is a data reading request.

27. The information processing method according to claim
23, wherein

when a command request received from the external com-
munication device is a data reading request, the method
Jurther comprises:

performing the error check process;

outputting a reception notification of data from the external
communication device to the data processing appara-
s,

receiving a requested data from the data processing appa-
ratus,

storing the requested data into the memory;,

acquiving data from the memory,; and

transmitting the data to the external communication
device.

28. The information processing method according to claim
25 wherein

when the command request received from the external com-
munication device is a data writing request, the method
Jurther comprises:

storing data in the memory;,

acquiring data from the memory in vesponse to a reguest
from the data processing apparatus; and

outputting the data to the data processing apparatus.

29. The information processing method according to claim
23, wherein

when a command request received from the external com-
munication device is a data writing request, the method
Jurther comprises:

performing the evvor check process,

storing data in the memory,

acquiring data from the memory,

transmitting the data to the data processing apparatus,

receiving a completion notification of data writing by the
data processing apparatus from the data processing
apparatus, and

outputting a processing completion notification to the
external communication device.
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