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SYSTEM AND METHOD FOR ENABLING
AUTOMATED RUN-TIME INPUT TO
NETWORK BOOTSTRAPPING PROCESSES

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

FIELD OF THE INVENTION

The invention relates to a system and method for providing,
automated run-time mput to network bootstrap processes.

BACKGROUND OF THE INVENTION

During the startup of a computer device, a process com-
monly known as “booting” or “bootstrapping” 1s executed.
The bootstrapping process employs a “bootstrap” program
that contain a specific set of instructions to mnitialize and load
the operating system that manages the computer device. Tra-
ditionally, such bootstrap programs were stored 1n the com-
puter device’s memory.

Many computer devices, however, currently support net-
work booting processes that enable the devices to communi-
cate with a remote server and obtain system files over a
network. Examples of such processes include the use of the
Pre-boot Execution Environment (PXE) to download an oper-
ating system from a network. Generally, for such processes,
the computer device 1s configured with some type of code in
non-volatile memory that will enable the device to obtain the
identity of the appropriate bootstrap program from the remote
server. The computer device may then gain access and load
the 1identified bootstrap program from a remote file server.
Once loaded, the bootstrap program then obtains the operat-
ing system image used to manage the device.

Existing network bootstrap programs are geared towards
allowing the user to have the tlexibility to boot 1n almost any
manner he chooses. These programs typically require entry of
input parameters by the user during the run time of the boot-
strapping process and, therefore, have no mechanisms to
automate the boot selection process or the entry of mnput
parameters.

SUMMARY OF THE INVENTION

A system and method are provided for enabling automated
run-time mput during a network bootstrapping process. The
system may include on or more computer devices communi-
catrvely coupled to a management server and a TF'TP server.
The management server may store one or more boot options
used to provide a first set of bootstrap instructions. The TF'TP
server may store one or more configuration files used to
control the boot process of the computer device. Each con-
figuration file may include one or more macros.

The first set of bootstrap 1nstructions may include a boot
determination module and an 1nitialization module. The boot
determination module may be configured to determine an
appropriate configuration file for the computer device and to
determine the values for any macros included 1n the configu-
ration file.

The mitialization module may be configured to choose an
arbitrary block of memory not used for other processing. This
block of memory may be used to store the name of the con-
figuration file and the values of the macros, as determined by
the boot determination module.
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When a computer device first powers on, a request may be
sent to the management server to obtain a first set of bootstrap
instructions. The first set of bootstrap 1nstructions then deter-
mines a configuration file corresponding to the computer
device based 1n part on a unique attribute associated with the
computer device.

A memory block 1s then iitialized with the name of the
configuration file and values for any macros in the configu-
ration file. The first set ol bootstrap mstructions then launches
a second set of bootstrap instructions used to initiate the
booting of the computer device.

The second set of bootstrap instructions may parse the
memory block to determine the needed configuration file. The
second set of bootstrap instructions may then parse the con-
figuration {file, resolving any macros by referring to the
memory block.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a system enabling run-time input, in accor-
dance with various embodiments of the invention.

FIG. 2 depicts a block diagram of an initial bootstrap
program, 1n accordance with various embodiments of the
ivention.

FIG. 3 depicts a sample memory block, 1n accordance with

various embodiments of the invention.

FIG. 4 depicts a process for configuring a computer device
using run-time mput, according to various embodiments of
the invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

In accordance with the various disclosed embodiments, the
present 1mvention contemplates systems and methods that
enable automated run-time 1mput to network bootstrap pro-
cesses. These systems and methods allow a determination to
be made at boot time whether a computer device should boot
the operating system installed in the computer device’s
memory or download and boot a special purpose operating
system to accomplish an assigned task. The required input
parameters may be supplied without user input or interven-
tion. For example, a memory block may be initialized to store
parameter values that would otherwise require user iput.

Consistent with these embodiments, FIG. 1 depicts system
100 that includes one or more computer devices 11a-n com-
municatively coupled, via a network, to management server
120. According to some embodiments of the invention, sys-
tem 100 further includes trivial file transport protocol (1FTP)
server 130. It will be appreciated that the network may com-
prise a local area network (LAN), wide area network (WAN),
an intranet, the Internet, or any other type of network suitable
for such purposes. Furthermore, while management server
120 and TFTP server 130 are illustrated as separate devices, a
single server mechanism may be used.

As depicted 1n FIG. 1, computer device 110n may include
a bootstrap loading module 112n and a memory device 114n.
Memory device 114n may be a portion of an internal memory
device within computer device 110n. Upon startup, computer
device 110nmay be configured to contact management server
120 to request the 1dentity of a bootstrap program. Bootstrap
loading module 112n may be configured to retrieve the 1den-
tified bootstrap program ifrom management server 120 and
install and execute the bootstrap program.

Management server 120 may be configured to store boot
options 120n consistent with the operation of computer
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device 110n. According to some embodiments of the mven-
tion, management server 120 may comprise a PXE boot
SErver.

TF'TP server 130 may be constructed and arranged to store
one or more configuration files 130n. Such configuration files
may be designed to enable run-time 1puts to a bootstrap
program, in accordance with various embodiments of the
present invention. Configuration file 130n may include one or
more macros. The macros enable configuration file 130n to be
used by a plurality of computer devices having different boot-
ing requirements. For example, configuration file 130n may
store kernel parameters, such as, for example, the IP address
of a policy server. By including a macros instead of the actual
value of the parameter, the configuration file may be used by
devices with differing parameters.

As noted above, when computer device 110n 1s powered
on, 1t1s configured to send a bootstrap request to management
server 120. In response to this request, computer device 110n
may recerve an 1itial bootstrap program 200. As depicted in
FIG. 2, mitial bootstrap program 200 may include one or
more modules, such as, for example, boot determination
module 202 and imitialization module 204. Boot determina-
tion module 202 may be configured to determine how com-
puter device 110n should boot. For example, boot determina-
tion module 202 may determine whether computer device
110n should boot using PXELINUX or some other boot load-
ing application.

Boot determination module 202 may also determine which
configuration file 130n should be used. For example, deter-
mimng which configuration file 130n to use may be deter-
mined by analyzing the computer’s MAC address, serial
number, hardware profile, and/or other characteristics. Boot
determination module 202 may be configured to read data
from the hard drive of computer device 110n to determine the
appropriate configuration file. In other embodiments, the con-
figuration file 130n may be passed to a second bootstrap
program, which will be described below, via a custom DHCP
tag.

Each configuration file 130a-130n may include macros as
values for one or more fields. These macros may be resolved
at runtime and their values substituted for the macro. As such,
boot determination module 202 may also be configured to
determine the values of any macros included 1n the selected
configuration file. The appropriate configuration file and the
appropriate values for macros within the configuration file
may be determined by consulting a device profile associated
with the computer device.

As noted above, 1itial bootstrap program 200 may also
include an 1nitialization module 204. Initialization module
204 may be configured to store the macro values and related
information used 1n the configuration file 130n on computer
device 110n. The stored information may be stored 1n a dedi-
cated area of memory device 114n, that 1s, an area not used for
other processing.

FIG. 3 depicts a sample block of memory 300 that may be
used for storing macro values used by configuration file 130n.
Memory block 300 may include signature 302 to 1dentity the
start of the memory block, a version field 304, a length field
306, a macro number field 308, and one or more macro-value
ficlds 304. The contents of memory block 300 depicted 1n
FIG. 3 are intended only to be exemplary. Additional and/or
other values may be stored 1n memory block 300, as defined
by an administrator.

The number of macro-value pairs in memory block 300 1s
determined by the requirements of the configuration file.
According to some embodiments, the first macro-value pair
in macro-value field 310 may indicate the name of the con-
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figuration file to use. The name and value for each macro used
in the configuration file may then be 1included in subsequent

fields.

Turning now to FIG. 4, a process 400 for configuring a
computer device 110n with run-time input 1s presented, 1n
accordance with embodiments of the present invention. As
depicted at operation 402, an initial network bootstrap pro-
gram (NBP) 1s loaded on computer device 110n. As noted
above, this may occur as the result of a request from computer
device 110n to management server 120 upon startup to deter-
mine how computer device 110n should boot. In some
embodiments of the mvention, computer device 110n may
boot from 1ts local hard drive. However, in other embodi-
ments, computer device 110n may need to perform a specific
task assigned by an administrator. As such, computer device
110n may be directed to download a specific bootstrap pro-
gram to accomplish the specific task.

The mitial NBP may be configured to determine the appro-
priate configuration file and to 1nitialize a block of memory
used to determine the appropriate configuration file and
macro values, as depicted at operation 404. As discussed
above, the appropriate configuration file may be determined
by examining the MAC address and/or other device features.
The device features may be compared to predetermined pro-
files to determine which configuration {file 1s needed, and the
values of any macros included in the configuration file. In
other embodiments, the name of the configuration file may be
passed to a secondary NBP.

As noted above, 1n addition to determining the appropriate
configuration file at operation 404, the initial NBP may also
initialize a memory block. Initializing the memory block may
include storing the name of the appropriate configuration file
and macro-value pairs used to resolve any macros in the
configuration file. As discussed below, such initialization
enables a secondary NBP to determine the appropriate con-
figuration file and macro values.

Once the memory block has been mitialized, a secondary
NBP 1s launched, as depicted at operation 406. The 1nitial
NBP causes the secondary NBP to be loaded onto computer
device 110n from management server 120. As depicted at
operation 408, the secondary NBP may then parse the
memory block to determine the appropriate configuration
file. The secondary NBP enables the computer device to boot
in accordance with the contents of the configuration file. As
described above, the secondary NBP may receive the name of
the configuration file through a customized DHCP tag, thus
climinating the need to parse the memory block to determine
the appropriate configuration file. The secondary NBP may
then parse the configuration file, looking up the values for any
macros encountered in the configuration file by consulting the
memory block.

An exemplary embodiment of the invention 1s further 1llus-
trated by the following example. Suppose that to boot a com-

puter device for a specific task, the following configuration
file 1s needed:

File Name: pxelinux.cig/default
File Contents: Server Il.ocation = 10.0.0.1

I1 this same service 1s deployed on a different server, then
that server would need 1ts own copy of “pxelinux.cig/de-
fault”. The file contents would need to be modified to reflect
the second server’s address. According to various embodi-
ments of the mvention, the address in the configuration file
may be changed to a macro so that 1ts value 1s determined on
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the fly. As such, the configuration file would not have to be
changed each time 1t 1s deployed to other servers.

As described above, the 1initial NBP would create and 1ni-
tialize an mput memory block. The memory block would
specily the name of the configuration file and the value of the
address macro used 1n the configuration file. When the sec-
ondary NBP 1s loaded, 1t then parses the input memory block,
determines the configuration file that 1t should use, and parses
the configuration file. While parsing the configuration file, the
secondary NBP encounters the address macro, looks up the
value 1 the memory block, and substitutes the value for the
macro.

In this manner, the computer device 1s capable of booting a
special purpose operating system to accomplish an assigned
task without the need for immediate user input or interven-
tion.

While described above 1n reference to the use of configu-
ration files and macros to provide runtime mnput, the system
and method of the present invention may otherwise provide
runtime mnput. According to some embodiments of the mven-
tion, boot determination module 202, described above, may
be configured to obtain characteristics associated with a
requesting computer device, in order to determine the run
time parameters needed by the secondary bootstrap program.

The determined runtime parameters may be stored in
memory device 114n. The secondary bootstrap program may
then be loaded to complete the boot process. The secondary
boot process may consult memory block 114n whenever user
input would ordinarily be required. Rather than waiting for
user 1put, the bootstrap program is able to continue by read-
ing the appropriate values from memory block 114n.

Other embodiments, uses, and advantages of the invention
will be apparent to those skilled 1n the art from consideration
of the specification and practice of the mvention disclosed
herein. This specification should be considered exemplary
only, and the scope of the invention 1s accordingly intended to
be limited only by the following claims.

What 1s claimed 1s:

1. A method of providing runtime mput to a computer
device during a network bootstrapping process, comprising;

providing a first set of bootstrap instructions to the com-

puter device, the first set of bootstrap mstructions con-

figured to:

determine a configuration file corresponding to the com-
puter device based at least 1n part on a unique attribute
associated with the computer device;

determine one or more values associated with one or
more macros in the configuration file; and

initialize a memory block with the one or more values
associated with the one or more macros; and

generating a second set of bootstrap instructions, wherein

the second set of bootstrap instructions 1s configured to

parse the memory block to retrieve the one or more

values and to initiate the [booting] bootstrapping pro-

cess [of] on the computer device.

2. The method of claim 1, wherein the first set of bootstrap
instructions configured to initialize the memory block further
comprises 1nstructions configured to store the one or more
values associated with the one or more macros.

3. The method of claim 2, wherein the first set of bootstrap
instructions configured to initialize the memory block further
comprises 1structions to:

store a signature identifying [the] an existence of the

memory block; and

store a value indicating [the] a number of t2e macros Jused]

in the configuration file.
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4. The method of claim 1 wherein the first set of bootstrap
instructions 1s terminated when the second set of bootstrap
istructions 1s generated.
5. The method of claim 1, wherein the second set of boot-
strap 1nstructions 1s launched by the first set of bootstrap
instructions.
6. [The] 4 method [of claim 1] for providing runtime input
values to a computer device during a network bootstrapping
process, comprising.
providing a first set of bootstrap instructions to the com-
puter device;
determining a configuration file corvesponding to the com-
puter device based at least in part on a unique attribute
associated with the computer device;
initializing a memory block with parameter values identi-
fied in the configuration file; and
generating a second set of bootstrap instructions, wherein
the second set of bootstrap instructions is [further] con-
figured to:
determine [what] #ze configuration file corresponding to
[employ] the computer device,

parse the configuration file corresponding to the com-
puter device; [and]

parse the memory block to retrieve the parameter values
[for the macros] identified in the parsed configuration
file; and

initiate the bootstrapping process on the computer
device with the parameter values retrieved from the
parsed memory block.

7. The method of claim 6, wherein the second set of boot-
strap instructions is further configured to determine [what]
the configuration file corresponding to [employ] the com-
puter device by parsing the memory block to determine [an
appropriate] the configuration file corresponding to the com-
puter device.

8. The method of claim 6, wherein the second set of boot-
strap instructions is further configured to determine [what]
the configuration file corresponding to [employ] the com-
puter device by 1dentifying the configuration file from a cus-
tomized DHCP tag.

9. The method of claim 1, wherein the unique attribute 1s
[the] @ media access control (MAC) address associated with
the computer device.

10. The method of claim 1, wherein the first set of bootstrap
instructions 1s further configured to determine an appropriate
boot environment for the computer device.

11. The method of claim 10, wherein the boot environment
1s PXELINUX.

12. The method of claim 1, wherein the first set of bootstrap
instructions configured to imitialize the memory block further
comprises instructions configured to store [the] @ name of the
determined configuration {ile.

13. The method of claim 1, wherein the first set of bootstrap
instructions 1s further configured to determine one or more
values associated with one or more macros by consulting a
device profile associated with the computer device.

14. A system for providing runtime input into a computer
device during a network bootstrapping process, comprising:

a {irst server mechanism configured to provide a first set of
bootstrap instructions, the first set of bootstrap nstruc-
tions including an mnitialization module and a boot deter-
mination module;

a second server mechanism configured to provide one or
more configuration files comprising one or more mac-
ros, wherein the one or more configuration files control
the [boot] bootstrapping process [of] or the computer
device; and
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a bootstrap loading module, incorporated within the com-
puter device, configured to retrieve and 1nstall the first
set of bootstrap nstructions;

wherein the first set of bootstrap mstructions 1s configured
to launch a second set of bootstrap instructions, and

wherein the boot determination module comprises:

a mechanism for determining an appropriate boot envi-
ronment for the computer device;

a mechanism for determining a configuration file asso-
ciated with the computer device; and

amechanism to determine one or more values associated
with the one or more macros in the configuration file.

15. The system of claim 14, wherein the second server
mechanism 1s a TFTP server.

16. The system of claim 14, wherein the 1nitialization mod-
ule further comprises a memory 1nitialization mechanism for
selecting a memory block for storing [boot processing] infor-
mation relating to the bootstrapping process.

17. A computer device capable of accepting runtime 1nput
during a network bootstrapping process, comprising:

a bootstrap loading module configured to retrieve and

install a first set of bootstrap 1nstructions; and
a memory device configured to store one or more values
associated with one or more macros 1n one or more
configuration files used 1n the bootstrapping process;
wherein the first set of bootstrap mstructions 1s configured
to:
determine a configuration file corresponding to the com-
puter device;

determine one or more values associated with the one or
more macros in the configuration file; and

initialize the memory device and store the one or more
values associated with the one or more macros.
18. The computer device of claim 17, wherein the bootstrap
loading module 1s configured to contact a server mechanism
to retrieve the first set of bootstrap instructions when the
device starts up.
19. The computer device of claim 17, wherein the bootstrap
loading module 1s further configured to retrieve a second set
ol bootstrap instructions.
20. The computer device of claim 19, wherein the second
set of bootstrap instructions 1s configured to parse the con-
figuration file and parse the memory device to retrieve the
values for the macros identified in the parsed configuration
file, and to use the retrieved values and the configuration file
to boot the computer device.
21. A method of providing runtime input to a computer
device during a network bootstrapping process, comprising:
providing a first set of bootstrap instructions to the com-
puter device, the first set of bootstrap instructions con-
figured to:
determine a configuration file associated with the com-
puter device;

consult a device profile to determine one or more values
associated with one or macros in the configuration
file, the one or more values needed to complete the
bootstrapping process; and

initialize a memory block with the one or more values;
and

generating a second set of bootstrap instructions, wherein
the second set of bootstrap instructions 1s configured to
parse the memory block to retrieve the one or more
values to complete the bootstrapping process.

22. The method of claim 6, wherein the first set of bootstrap
instructions initializes the memory block by storing the
parameter values identified in the configuration file in the
memory block.
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23. The method of claim 6, wherein the first set of bootstrap
instructions is terminated in vesponse to generating the sec-
ond set of bootstrap instructions.

24. The method of claim 6, wherein the first set of bootstrap
instructions launches the second set of bootstrap instructions.

25. The method of claim 6, wherein the unique attribute
comprises a media access control (MAC) address associated
with the computer device.

26. The method of claim 6, wherein the first set of bootstrap
instructions determines an appropriate boot envivonment for
the computer device.

27. The method of claim 26, wherein the boot environment
is PXELINUX

28. The method of claim 6, wherein the first set of bootstrap
instructions initializes the memory block by storing a name of
the determined configuration file in the memory block.

29. The method of claim 6, wherein the first set of bootstrap
instructions identifies the parameter values in the configura-
tion file by consulting a device profile associated with the
computer device.

30. A system for providing runtime input values to a com-

puter device during a network bootstrapping process, com-
prising:

a first server mechanism configurved to provide a first set of
bootstrap instructions to the computer device;

a second server mechanism configured to provide a con-
figuration file corrvesponding to the computer device,
wherein the configuration file comprises one or more
parameter values that control the bootstrapping process
on the computer device,; and

a bootstrap loading module, incorporated within the com-
puter device, configured to retrieve and install the first
set of bootstrap instructions on the computer device,
whevrein the first set of bootstrap instructions is config-
ured to:
determine the configuration file corresponding to the

computer device based at least in part on a unique
attribute associated with the computer device;
initialize a memory block with the one or more param-
eter values in the configuration file; and
launch the second set of bootstrap instructions, wherein
the second set of bootstrap instructions is configured
lo:
determine the configuration file corresponding to the
computer device;
parse the configuration file corresponding to the com-
puter device;
parse the memory block to vetrieve the parameter
values identified in the parsed configuration file;
and
initiate the bootstrapping process on the computer
device with the parameter values retrvieved from the
parsed memory block.

31. A computer device for providing runtime input values
to a computer device during a network bootstrapping pro-
cess, COmprising:

a bootstrap loading module configured to retrieve and

install a first set of bootstrap instructions, wherein the

first set of bootstrap instructions is configured to:

determine a configuration file corresponding to the com-
puter device based at least in part on a unigue
attribute associated with the computer device; and

initialize a memory block with one or more parameter
values identified in the configuration file;

a memory device configured to store the one or more
parameter values in the memory block for use in the
bootstrapping process; and
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a second set of bootstrap instructions, wherein the second
set of bootstrap instructions is configured to:
determine the configuration file corresponding to the
computer device;

parse the configuration file corresponding to the com-
puter device;

parse the memory block to retrieve the pavameter values
identified in the parsed configuration file; and

initiate the bootstrapping process on the computer
device with the parameter values rvetrieved from the

parsed memory block
32. A method for providing runtime input values to a com-
puter device during a network bootstrapping process, com-
prising:
providing a first set of bootstrap instructions to the com-
puter device, the first set of bootstrap instructions con-
figured to:
determine a configuration file corresponding to the com-
puter device based at least in part on a unigque
attribute associated with the computer device;
identify one or more parameter values in the configura-
tion file; and
initialize a memory block with the one or more param-
eter values identified in the configuration file; and
generating a second set of bootstrap instructions, wherein
the second set of bootstrap instructions is configured to:
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parse the memory block to retrieve the one or more
parameter values identified in the configuration file;
and

initiate the bootstrapping process on the computer
device with the parameter values rvetrieved from the
parsed memory block.

33. A method of providing runtime parameter value input
to a computer device during a network bootstrapping pro-
cess, COmpriSIng:

providing a first set of bootstrap instructions to the com-

puter device;

determining a configuration file corresponding to the com-

puter device based at least in part on a unique attribute
associated with the computer device;

initializing a memory block with parameter values identi-

fied in the configuration file; and

generating a second set of bootstrap instructions, wherein

the second set of bootstrap instructions is configured to.
determine what configuration file to employ;
parse the configuration file;

parse the memory block to determine the values of the
parameters identified in the configuration file; and
initiate the booting process of the computer device.
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