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STORAGE DEVICE HAVING FUNCTION FOR
COPING WITH COMPUTER VIRUS

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a storage device having a
function for coping with a computer virus that has the ability
to prevent infection with a computer virus and to properly
deal with infection with a computer virus.

In recent years, computer systems using computer pro-
grams have prevailed 1n enterprises, households, and the like.
Accordingly, the number of occurrences of computer viruses
that destroy or damage the computer systems and that have an
auto-proliferation ability has tended to increase markedly.

In particular, recently-procurable personal computers are
interconnected over a network such as a local area network
(LAN) and adopt the configuration enabling information
exchange through data communications. The fear that a com-
puter virus (hereinafter abbreviated to a virus) residing 1n one
personal computer spreads into the other personal computers
connected over the network 1s becoming more and more
Serious.

This makes 1t necessary to construct a storage device hav-
ing the ability to freely use files while preventing the breeding
of a virus and to delete a file infected with a virus or restore the
infected {ile into an uninfected state.

2. Description of the Related Art

For a clear understanding of problems concerning viruses
destroying computer systems, infection with a virus in a typi-
cal storage device will be described with reference to FIG. 1.

A storage device 100 basically comprises, as shown in FIG.
1, a disk 103 for storing files, and a controller 120 for execut-
ing driving control for the disk 105 and also executing mnput/
output control for a personal computer 110 that 1s connected
to the drive.

The storage device 100 having the foregoing components
1s designed to be directly accessed by a driver under the
control of an operating system 1n the personal computer 110
comprising a CPU 112 for processing various kinds of data, a
RAM 114 for storing various kinds of data and programs, a
ROM 116, and the like. In other words, the storage device
yields such an environment in which; a file expanded in the
personal computer 110, one running can readily destroy other
files stored 1n the storage device.

On the other hand, a virus that intrudes from an external
unit into a file via a LAN adapter 130, keyboard 140, display
150, or the like rewrites another file using a physical address
of the file which 1s indicated by low-order address bits, or
rewrites a system startup area such as a bootstrap using a
physical address of the system startup area which 1s indicated
by low-order address bits, and thus destroys an original pro-
gram.

This poses a problem that files stored 1n a storage device are
readily infected with a virus.

In an effort to cope with the above problem, a prior art
system design 1s adopted such that if a virus checker (not
shown) expanded in the personal computer 110 finds a file
infected with a virus from among files expanded on the disk
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105 1n the storage device 100, all the files expanded on the
disk are cleared and then originals of the files are installed
again.

However, in the prior art, 1t 1s detected whether any of the
files expanded on a disk 1n a storage device 1s infected with a
virus. IT any of the files 1s infected, the file 1s treated properly.
The prior art does not adopt a method of actively preventing
infection with a virus. There 1s therefore a problem that files
expanded on the disk in the storage device are readily infected
with a virus.

Moreover, in the prior art, when 1t 1s detected that any of
files expanded on a disk 1n a storage device 1s infected with a
virus, all the files expanded on the disk are cleared and then
originals of the files are installed again. This poses a problem
that a user 1s obliged to incur an enormous work load.

In the prior art, a file judged to be 1infected with a virus 1s
cleared 1n 1ts entirety. It cannot be analyzed as to what kind of
virus destroyed the file. This poses a problem in that an
anti-virus measure cannot be examined.

SUMMARY OF THE INVENTION

In view of the above-described problems, an object of the
present nvention 1s to provide a storage device having a
function, for coping with a computer virus which has the
ability to prevent infection with a virus and to properly deal
with an 1nfection of a virus.

To solve the above problems, a storage device having a
function for coping with a computer virus 1n accordance with
the present invention comprises: an infection management
table means used to manage files stored on a disk and to see 1
the files are infected with a virus; a table registering means for
receiving a result of detection from a virus checker for detect-
ing 11 a file stored on the disk is infected with a virus, and for
registering the result in the infection management table
means; a judging means that when a use request 1s made
externally for a file stored on the disk, references the infection
management table means so as to judge 11 the file 1s infected
with a virus; and a prohibiting means that when the judging
means has judged that a file 1s infected with a virus, prohibits
the use of the file.

In the storage device having the function of coping with a
computer virus in accordance with the present invention,
preferably, the virus checker 1s designed to be run by the
storage device having a function for coping with a computer
VIrus.

Furthermore, in the storage device having the function of
coping with a computer virus 1n accordance with the present
invention, the virus checker 1s designed to be activated at
intervals of a specific cycle.

More preferably, 1n the storage device having the function
of coping with a computer virus 1 accordance with the
present ivention, the virus checker 1s designed to be acti-
vated 1n response to a command 1nstruction.

More preferably, in the storage device having the function
of coping with a computer virus in accordance with the
present invention, when a writing request 1s 1ssued for a
system startup area stored on a disk, the table registering
means judges that a file which 1s stored on the disk and 1s a
source of the writing request 1s infected with a virus and that
registers the fact 1in the infection management table means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes an ivalidating means that when a writing
request 1s 1ssued for the system startup area stored on the disk,
invalidates the writing request.
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More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes a dedicated writing means for executing
writing for the system startup area stored on the disk. When a
writing request 1s 1ssued for the system startup area stored on
the disk, 1f the writing request specifies the use of the writing
means, the invalidating means does not invalidate the writing,
request.

More preferably, in the storage device having the function
of coping with a computer virus in accordance with the
present mvention, when a writing request 1s 1ssued for an
executable file stored on a disk, the table registering means
judges that a file which 1s stored on the disk and 1s a source of
the writing request 1s ifected with a virus and registers the
fact 1n the infection management table means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes a permitting means for determining
whether a writing request made for a file that 1s registered as
a virus-infected file by the table registering means and that 1s
running should be permaitted.

More preferably, in the storage device having the function
of coping with a computer virus in accordance with the
present mnvention, when a writing request 1s permitted by the
permitting means, 1f a file that 1s a destination of the writing,
request 1s rewritten, the table registering means judges that
the file which 1s the destination of the writing request 1s also
infected with a virus and registers the fact in the infection
management table means.

More preferably, in the storage device having the function
of coping with a computer virus in accordance with the
present invention, when the size of a file 1s varied by runming
the file, the table registering means judges that the file stored
on the disk 1s infected with a virus and registers the fact in the
infection management table means.

More particularly, 1n the storage device having the function
of coping with a computer virus in accordance with the
present invention, although a file stored on the disk 1s judged
to be an executable file 1n terms of the file name, 1f the file 1s
declared to be a data file, the table registering means judges
that the file stored on the disk 1s infected with a virus and
registers the fact in the infection management table means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes a determining means for determining
through interactive processing whether the use of a virus-
infected file that 1s registered 1n the infection management
table means should be permitted. The prohibiting means does
not prohibit the use of a file which 1s permitted by the deter-
mining means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes: a first managing means for managing
original information of files stored on a disk; a second man-
aging means for managing differential information brought
about due to modification concerning the files stored on a
disk, and history information concerning the differential
information brought about due to modification; and a file
registering means for merging the original information of a
file which 1s managed by the first managing means and the
differential information brought about due to modification
which 1s managed by the second managing means so as to
produce a file, and then registering the produced file on the
disk.

More preferably, in the storage device having the function
of coping with a computer virus in accordance with the

present invention, the first managing means manages original
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information that 1s confirmed not to be infected with a virus
by the virus checker, and the second managing means man-
ages differential information brought about due to modifica-
tion which 1s confirmed not to be infected with a virus by the
virus checker.

More preferably, 1n the storage device having the function
of coping with a computer virus 1 accordance with the
present invention, as for a file which is stored on the disk, of
which original information 1s not registered 1n the first man-
aging means, and of which differential information brought
about due to modification i1s not registered in the second
managing means, the table registering means judges that the
file stored on the disk 1s infected with a virus, and then
registers the fact in the infection management table means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes a restoring means for deleting a virus-
infected file that 1s registered 1n the infection management
table means from the disk, activating the file registering
means, thus restoring the file, and then registering the file on
the disk.

More preferably, 1n the storage device having the function
of coping with a computer virus 1 accordance with the
present invention, the first managing means manages original
information of the virus checker, and the second managing
means manages differential information brought about due to
modification concerning the virus checker and history infor-
mation concerning the differential information brought about
due to modification. The storage device includes a generating
means for merging the original information of a virus checker
which 1s managed by the first managing means with the
differential information brought about due to modification
concerning a virus checker which 1s managed by the second
managing means so as to reproduce the virus checker.

More preferably, 1n the storage device having the function
of coping with a computer virus 1 accordance with the
present invention, the generating means generates a virus
checker at the time of running a virus checker.

More preferably, 1n the storage device having the function
of coping with a computer virus in accordance with the
present invention, the first managing means encodes and
manages original information, and the second managing
means encodes and manages differential information brought
about due to modification. The storage device includes a
decoding means for decoding encoded data managed by the
first and second managing means, and an encoding means for
executing verse conversion that 1s inverse to conversion
performed by the decoding means.

More preferably, the storage device having the function of
coping with a computer virus 1n accordance with the present
invention includes a saving means for saving a virus-infected
file that1s registered in the infection management table means
and virus information concerning the file 1n an 1executable
area, and a reading means for reading the information saved in
the 1nexecutable area under the condition that permission
information for permitting access to the inexecutable area 1s
gIven.

In the storage device having the function of coping with a
computer virus in accordance with the present invention, the
table registering means registers a virus-infected file detected
by the virus checker in the infection management table
means.

Furthermore, when a writing request 1s 1ssued for a system
startup area stored on a disk, since a normal file will notissue
such a writing request, the table registering means judges that
a file which 1s a source of the writing request 1s infected with
a virus, and registers the fact in the infection management
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table means. This 1s intended to treat new, malign, or unusual
kinds of viruses that cannot be detected by the virus checker.
At this time, when a writing request 1s 1ssued, the invalidating,
means 1nvalidates the writing request. When the writing

means is included, if the writing request specifies the use of >

the writing means, the invalidating means does not invalidate
the writing request.

Moreover, when a writing request 1s 1ssued for an execut-
able file stored on a disk, since a normal file will not 1ssue such
a writing request, the table registering means judges that a file
which 1s a source of the writing request 1s infected with a virus
and registers the fact in the infection management table
means. The permitting means determines through interactive
processing whether the writing request should be permaitted.
When the permitting means permits the writing request, since
the file 1s rewritten, the table registering means judges that the
file which 1s stored on the disk and 1s a destination of the
writing request 1s also infected with the virus and registers the
fact 1n the infection management table means.

When the size of a file 1s varied by running the file, the table
registering means judges that the file stored on the disk 1s
infected with a virus and registers the fact in the infection
management table means.

Although a file stored on a disk 1s judged to be an execut-
able file 1n terms of the file name, 11 the file 1s declared to be
a data file, the table registering means judges that the file
stored on the disk 1s infected with a virus and registers the fact
in the infection management table means.

As for a file which 1s stored on a disk, of which original
information 1s not registered 1n the first managing means, and
of which differential information brought about due to modi-
fication 1s not registered in the second managing means, the
table registering means judges that the file stored on the disk
1s infected with a virus and registers the fact 1in the infection
management table means.

As mentioned above, when a virus-infected file 1s regis-
tered 1n the mfection management table means, if a data
processing unit makes a use request for the file stored on the
disk, the judging means references the infection management
table means so as to judge if the file for which the use request
1s made 1s infected with a virus. On receipt of a result of the
judgment, the prohibiting means prohibits the use of the file
that 1s judged to be infected with a virus. At this time, the
prohibiting means does not prohibit the use of a file which 1s
permitted by the determining means.

The saving means saves, that 1s, stores temporarily a virus-
infected file whose use 1s prohibited and virus information
concerning the file 1in the inexecutable area. The reading
means reads the saved information from the mnexecutable area
and outputs 1t as information used for virus analysis under the
condition that permission information for permitting access
to the inexecutable area 1s given.

On the other hand, the restoring means deletes a virus-
infected file, which 1s registered in the infection management
table means, from the disk, activates the file registering
means, thus restores the file, and then registers the restored
file on a disk.

As mentioned above, the storage device having the func-
tion of coping with a computer virus 1n accordance with the
present mvention 1s designed to actively prevent infection
with a virus, prohibits the use of a virus-infected file and
restores the virus-infected file automatically, and preserves
information concerning infection with viruses so that the
information cannot be accessed readily. Consequently, a stor-
age device capable of properly dealing with infection with a
virus can be constructed.
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BRIEF DESCRIPTION OF THE DRAWINGS

The above objects and features of the present invention will
be more apparent from the following description of some
preferred embodiments with reference to the accompanying
drawings, wherein:

FIG. 1 (PRIOR ART) 1s a block diagram showing the
configuration of a typical storage device;

FIG. 2 15 a block diagram showing the configuration of an
embodiment based on the basic principles of the present
invention;

FIG. 3 1s a block diagram showing the configuration of the
first preferred embodiment of the present invention;

FIG. 4 1s a block diagram showing the details of an 1nex-
ecutable area 1n FIG. 3;

FIG. § 1s a block diagram showing the configuration of the
second preferred embodiment of the present invention;

FIG. 6 1s a block diagram showing the configuration of the
third preferred embodiment of the present invention;

FIG. 7 1s a block diagram showing the configuration of the
fourth preferred embodiment of the present invention;

FIG. 8 1s a block diagram showing the configuration of the
fifth preferred embodiment of the present invention;

FIG. 9 1s a block diagram showing the configuration of the
sixth preferred embodiment of the present invention;

FIG. 10 1s a block diagram for explaining a procedure of
file production 1n accordance with the present invention;

FIG. 11 1s a block diagram for explaining a procedure of
file storage 1n accordance with the present invention;

FIG. 12 15 a block diagram showing the details of a con-
version table in a ROM 1n accordance with the present inven-
tion;

FIG. 13 1s a block diagram showing an example of a data
structure for a file information management file 1n accordance
with the present invention;

FIG. 14 15 a flowchart for explaining the first example of a
processing flow to be executed by an embodiment of the
present invention;

FIG. 15 1s a flowchart for explaining the second example of
a processing flow to be executed by an embodiment of the
present invention;

FIG. 16 1s a flowchart for explaining the third example of a
processing flow to be executed by an embodiment of the
present invention;

FIG. 17 1s a flowchart for explaiming the fourth example of
a processing flow to be executed by an embodiment of the
present invention;

FIG. 18 1s a flowchart for explaiming the fourth example of
a processing flow to be executed by an embodiment of the
present invention;

FIG. 19 15 a tlowchart for explaining the fifth example of a
processing flow to be executed by an embodiment of the
present invention;

FIG. 20 1s a flowchart for explaining the sixth example of a
processing flow to be executed by an embodiment of the
present invention;

FIG. 21 1s a flowchart for explaining the seventh example
ol a processing tlow to be executed by an embodiment of the
present invention;

FIG. 22 1s a flowchart for explaining the eighth example of
a processing flow to be executed by an embodiment of the
present invention;

FIG. 23 1s a flowchart for explaining the ninth example of
a processing flow to be executed by an embodiment of the
present invention;

FIG. 24 1s a block diagram for explaining the first example
of an anti-virus operation in the embodiment shown 1n FI1G. 2;
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FIG. 25 1s a block diagram for explaining the second
example of the anti-virus operation 1n the embodiment shown
in FIG. 2;

FI1G. 26 1s a block diagram for explaining the third example
of the anti-virus operation in the embodiment shown 1n FIG.
2;

FIG. 27 1s a block diagram for explaining the fourth
example of the anti-virus operation in the embodiment shown
in FIG. 2;

FI1G. 28 15 a block diagram for explaining the fifth example
of the anti-virus operation 1n the embodiment shown 1n FIG.
2;

FI1G. 29 15 a block diagram for explaining the sixth example
of the anti-virus operation 1n the embodiment shown 1n FIG.
2: and

FIG. 30 1s a block diagram for explaining the seventh
example of the anti-virus operation 1n the embodiment shown
in FIG. 2.

DESCRIPTION OF THE PR
EMBODIMENTS

L1
M

ERRED

Hereinatiter, the description of some preferred embodi-
ments according to the present mvention will be given with
reference to the accompanying drawings.

FI1G. 2 15 a block diagram showing the configuration of an
embodiment based on the basic principles of the present
ivention.

In the drawing, reference numeral 1 denotes a storage
device having the function of coping with a computer virus 1n
accordance with the present invention. Reference numeral 2
denotes a data processing unit for executing data processing
using a file stored 1n the storage device 1 having the function
of coping with a computer virus.

The storage device 1 having the function of coping with a
computer virus comprises a disk 10, first managing means 11,
second managing means 12, file registering means 13, gen-
crating means 14, virus checker 15, infection management
table means 16, table registering means 17, judging means 18,
prohibiting means 19, determiming means 20, restoring
means 21, invalidating means 22, writing means 23, permit-
ting means 24, inexecutable area 25, saving means 26, and
reading means 27. Herein, the virus checker 15 may be
expanded 1n the data processing unit 2.

The disk 10 stores files. The first managing means 11
manages original information of the files stored on the disk 10
or manages original information of the virus checker 15. The
second managing means 12 manages differential information
brought about due to modification; that 1s, information con-
cerning upgraded versions of the files stored on the disk, and
history imnformation concerning the differential information
brought about due to modification, or manages differential
information brought about due to modification concerning
the virus checker 135; that 1s, information concerning an
upgraded version of the virus checker 15, and history infor-

mation concerning the differential information brought about
due to modification.

The first managing means 11 may encode and manage the
original information of the files and virus checker 15 so as to
prevent the original information from being rewritten. The
second managing means 12 may encode and manage the
differential information brought about due to modification
concerning the files and virus checker 15 so as to prevent the
information from being rewritten. At this time, a decoding
means for decoding the encoded data and an encoding means
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for executing inverse conversion that 1s mnverse to conversion
performed by the decoding means are included 1n the second
managing means 12.

The file registering means 13 merges the original informa-
tion of a file which 1s managed by the first managing means 11
with the differential information brought about due to modi-
fication concerning the file which 1s managed by the second
managing means 12 so as to reproduce the file, and then stores
the file on the disk 10. The generating means 14 merges the
original information of the virus checker 15 which 1s man-
aged by the first managing means 11 with the differential
information brought about due to modification concerning
the virus checker 15 which 1s managed by the second man-
aging means 12 so as to reproduce the virus checker 15.

The virus checker 15 1s activated at intervals of a specific
period or activated 1in response to a command 1nstruction, and
detects whether a file stored on the disk 10 1s mnfected with a
virus. The infection management table means 16 1s used to
manage liles stored on the disk and to see 11 the files are
infected with viruses. The table registering means 17 registers
data in the imnfection management table means 16. The judg-
ing means 18 references the infection management table
means 16 in response to a use request made for a file stored on
the disk 10 by the data processing unit 2, and judges 11 the file
1s infected with a virus. When the judging means 18 judges
that a file 1s infected with a virus, the prohibiting means 19
prohibits the use of the file.

The determining means 20 determines through interactive
processing whether the use of a file registered in the infection
management table means 16 should be permitted. The restor-
ing means 21 deletes a virus-infected file, which 1s registered
in the infection management table means 16, from the disk 10,
activates the file registering means 13, thus restores the file,
and then registers the restored file on the disk 10. When a
writing request 1s 1ssued for a system startup area stored on
the disk 10, the mvalidating means 22 invalidates the writing
request. The writing means 23 1s prepared as a dedicated
writing facility and executes writing for the system startup
area stored on the disk 10.

The permitting means 24 determines through interactive
processing whether a writing request made for an executable
file stored on the disk should be permitted. The inexecutable
area 25 1s prepared as an area 1naccessible with a normal
access request. The saving means 26 saves a virus-infected
file registered in the infection management table means 16
and virus information concerning the file in the inexecutable
area 25. The reading means 27 reads information saved in the
inexecutable areca 25 under the condition that permission
information for permitting access to the mnexecutable area 23
1S gIven.

In the embodiment of the present invention shown 1n FIG.
2, the table registering means 17 registers a virus-infected file
detected by the virus checker 15 1n the infection management
table means 16.

Furthermore, when a writing request 1s 1ssued for a system
startup area stored on the disk 10, since a normal file will not
1ssue such a writing request, the table registering means 17
judges that a file which 1s stored on the disk 10 and 1s a source
of the writing request 1s infected with a virus, and registers the
fact 1n the infection management table means 16. This 1s
intended to treat new, malign, or unusual kinds of viruses that
cannot be detected by the virus checker 15. When the writing
request 1s 1ssued, the invalidating means 22 invalidates the
writing request. However, when the writing means 23 1s
included, 11 the writing request specifies the use of the writing
means 23, the invalidating means 23 does not invalidate the
writing request.
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When a writing request 1s 1ssued for an executable file
stored on the disk 10, since a normal file will not 1ssue such a
writing request, the table registering means 17 judges that a
file which 1s stored on the disk 10 and 1s a source of the writing
request 1s infected with a virus, and registers the fact in the
infection management table means 16. At this time, the per-
mitting means 24 determines through interactive processing,
whether the writing request should be permitted. When the
permitting means 24 permits the writing request, since the file

1s rewritten, the table registering means 17 judges that a file
which 1s stored on the disk 10 and 1s a destination of the
writing request 1s also infected with the virus, and registers
the fact 1n the infection management table means 16.

Moreover, when the size of a file 1s varied by running the
file, the table registering means 17 judges that the file stored
on the disk 10 1s infected with a virus, and registers the fact in
the infection management table means 16.

Moreover, although a file stored on the disk 1s judged as an
executable file in terms of the file name, 1f the file 1s declared
to be a data file, the table registering means 17 judges that the
file stored on the disk 10 1s infected with a virus, and registers
the fact 1n the infection management table means 16.

Moreover, as for a file which 1s stored on the disk 10, of
which original information 1s not registered 1n the first man-
aging means 11, and of which differential information
brought about due to modification 1s not registered in the
second managing means 12, the table registering means 17
judges that the file stored on the disk 10 1s infected with a
virus, and registers the fact 1in the infection management table
means 16.

As mentioned above, when a virus-infected file 1s regis-
tered 1n the infection management table means 16, if the data
processing unit 2 makes a use request for the file stored on the
disk 10, the judging means 18 references the mfection man-
agement table means 16 so as to judge 11 the file for which the
use request 1s made 1s miected with a virus. On receipt of a
result of the judgment, the prohibiting means 19 prohibaits the
use of the file that 1s judged to be infected with a virus by the
judging means 18. Atthis time, the prohibiting means 19 does
not prohibit the use of a file which 1s permitted by the deter-
mining means 20.

The saving means 26 saves the virus-infected file whose
use 1s prohibited and virus information concerning the file in
the mexecutable area 25 that cannot be accessed readily. The
reading means 27 reads the saved information from the mex-
ecutable area 25 under the condition that permission infor-
mation for permitting access to the inexecutable area 25 1s
given, and outputs the read information as information used
for virus analysis.

On the other hand, the restoring means 21 deletes a virus-
infected file registered in the infection management table
means 16 from the disk 10, activates the file registering means
13, thus restores the file, and registers the file on the disk 10.

As mentioned above, the storage device 1 having the func-
tion of coping with a computer virus shown 1 FIG. 2 1s
designed to actively prohibit infection with a virus, to prohibit
the use of a file infected with a virus and restores the file
automatically, and to preserve information concermng infec-
tion with viruses so that the information cannot be accessed
readily. Thus, a storage device capable of properly dealing
with infection with a virus can be constructed.

A storage device having the function of coping with a
computer virus 1n accordance with the present invention will
be described below 1n detail 1n conjunction with several pre-
terred embodiments that are more practical than the basic
embodiment shown in FIG. 2.
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FIG. 3 shows the first preferred embodiment of the storage
device 1 having the function of coping with a computer virus
in accordance with the present invention.

The storage device 1 having the function of coping with a
computer virus 1n this embodiment 1s connected to a personal
computer 2a. The storage device 1 includes a disk 30 for
storing files that are objects of access obtained by the personal
computer 2a as well as a ROM 31 for storing firmware or the
like that executes access processing or anti-virus processing,
a CPU 32 for running firmware stored in the ROM 31 and
executing data transfer to or from the personal computer 2a,
and a RAM 33 prepared as a work area used by firmware that
1s run by the CPU 32, and thus has the capability of a CPU.

The storage device 1 further includes an original informa-
tion management file 34 used to manage original information
of files stored on the disk 30 and original information of a
virus checker prepared for inspection of the files stored on the
disk. A version update information management file 35 1s
used to manage differential information brought about due to
modification concerning a file stored on the disk 30 and
history imnformation concerming the differential information
brought about due to modification, and to manage differential
information brought about due to modification concerning
the virus checker and history information concerning the
differential information brought about due to modification. A
file information management file 36 1s used to manage the
information indicating 1f the files are stored on the disk, and 1s
used to determine i1 the original information stored in the
original information management file 34, and the differential
information (brought about due to modification and which 1s
stored 1n the version upgrade information management file
35) are infected with viruses. The information indicates 11 the
files to be managed are executable files or data files, and 11 the
files to be managed belong to a bootstrap or an initial program
loader (IPL). An inexecutable area 37 which 1s prepared as an
area that becomes accessible only when a password and 1D
number agree with internal data, and 1n which a file infected
with a virus and virus information concerning the file are
saved, has a data structure shown in FI1G. 4. Herein, the reason
why the version update information management file 35 man-
ages history information 1s to make apparent which i1s the
latest differential information brought about due to modifica-
tion.

The 1nexecutable area 37 shown 1n FIG. 4 includes an
infected-file storage area that 1s a storage area in which files
infected with viruses are stored, and a virus information stor-
age area that 1s a storage area 1n which virus information of
the viruses 1s stored. Furthermore, the virus information stor-
age area contains detailed information; such as, names of
infected files that are infected with viruses, storage locations
of the infected files, sizes of the storage locations of the
infected files, sizes of virus information, name of viruses, and
the information indicating 1f the viruses are of a system area
infection type or a file mitection type, and the information
indicating if the viruses are of a file destruction type or the
like.

Further included 1s a controller 38 for accessing a file
stored on the disk, accessing original information managed 1n
the original information management file 34, accessing the
differential information brought about due to modification
and history information which are managed in the version
upgrade information management file 35, or accessing infor-
mation saved in the mexecutable area 37.

Herein, the original information management file 34 and
version upgrade information management file 35 are not
designed to enable management of original information and
differential information brought about due to modification
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from the viewpoint of a mere difference but may be designed
to enable management of original information and differen-
t1al information brought about due to modification on the
basis of a relationship of succession including a parent-child
relationship.

In the first preferred embodiment shown 1n FIG. 3, the
storage device 1 having the function of coping with a com-
puter virus 1s connected to the personal computer 2a. Aside
from this, like the second preferred embodiment shown 1n
FIG. §, the storage device 1 may be connected over a LAN. In
the embodiment shown in FIG. 3, the original information
management file 34 and version upgrade mformation man-
agement file 35 are separate files. In the third preferred
embodiment shown in FIG. 6 and the fourth preferred
embodiment shown 1n FIG. 7, the original information man-
agement file and version upgrade information management
file may be formed with one file. This kind of file 1s realized
in the form of an original information/version upgrade infor-
mation management file 34/35 shown in FIGS. 6 and 7. In the
embodiment shown 1n FIG. 7, a personal computer and a
storage device having the function of coping with a computer
virus are united by combining the configurations shown in
FIGS. 5 and 6. The embodiment shown in FIG. 3 has the
configuration 1n which the storage device 1 having the func-
tion of coping with a computer virus 1s installed outside the
personal computer 2a. Alternatively, like the fitth pretferred
embodiment shown 1n FIG. 8 and the sixth preferred embodi-
ment shown in FIG. 9, the storage device may be installed
inside the personal computer 2a. To be more specific, 1n the
embodiment shown 1n FIG. 8, the original information man-
agement file 34 and version upgrade information manage-
ment file 35 are separate {iles. In the embodiment shown in
FIG. 9, both the files are formed with one file.

The storage device 1 having the function of coping with a
computer virus 1n accordance with the present invention has,
as mentioned above, the configuration including the original
information management file 34 and version upgrade infor-
mation management file 35.

The foregoing configuration 1s adopted for the following
reasons: original information of a file stored on the disk 30 1s
stored 1n the orniginal information management file 34; when
the file 1s upgraded into a new version, differential informa-
tion brought about due to modification concerming the
upgraded version and history information concerning the dif-
ferential information brought about due to modification are
stored 1n the version upgrade mnformation management file
35; and 1n case a file stored on the disk 30 1s infected with a
virus, the file can be restored by merging the original infor-
mation of the file with differential information brought about
due to modification. Moreover, since original information of
a file and differential information brought about due to modi-
fication concerning the file are not expanded on the disk 30, 1t
can be prevented that these kinds of information are infected
with a virus.

A virus checker prepared for ispection of a file stored on
a disk also has the possibility of being upgraded into a new
version. The original information of the virus checker 1s
stored 1n the original information management file 34. Dii-
terential information brought about due to modification con-
cerning the upgraded version and history information con-
cerming the differential mmformation brought about due to
modification are stored in the version upgrade information
management file 35. Thus, the virus checker 1s managed.

Incidentally, when the original information management
file 34 and version upgrade information management file 335
are constructed on the same medium, original information of
files and a virus checker, differential information brought
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about due to modification concerning the files and virus
checker, and history information concerning the differential
information brought about due to modification can be man-
aged totally. This 1s convenient 1n practice. In addition, the
disk 30 and inexecutable area 37 may be constructed on the
medium.

Original information of files and a virus checker which 1s
stored 1n the original information management file 34, and
differential information brought about due to modification
concerning the files and virus checker and history informa-
tion concerning the differential information brought about
due to modification which are stored 1n the version upgrade
information management file 35 must not be rewritten by the
personal computer 2a.

The storage device 1 having the function of coping with a
computer virus has the configuration 1n which original infor-
mation 34a of files and a virus checker which 1s stored 1n the
original immformation management file 34, and differential
information brought about due to modification concerning
the files and virus checker and history information concern-
ing the differential information brought about due to modifi-
cation which are stored 1n the version upgrade information
management file 35 are encoded, and 1n which a decoding
mechanism for decoding encoded data 1s made ready. As
shown 1n FIG. 10, the original information of a file or virus
checker decoded by the decoding mechanism 1s merged with
the differential information brought about due to modifica-
tion concerning the file or virus checker which 1s decoded by
the decoding mechanism 1n order to reproduce the file or virus
checker. Moreover, an encoding mechanism for executing
inverse conversion that 1s inverse to conversion performed by
the decoding mechanism 1s made ready. As shown 1n FI1G. 11,
the original mformation of files and a virus checker which 1s
encoded by the encoding mechanism 1s stored in the original
information management file 34. The differential information
brought about due to modification and history information
35a concerming the files and virus checker which are encoded
by the encoding mechamism are stored 1n the version upgrade
information management file 35.

More particularly, the encoding mechanism and decoding
mechanism are realized by firmware stored in an area 312,
which 1s reserved 1n order to store firmware, in the ROM 31 1n
the storage device 1 having the function of coping with a
computer virus. For realizing the mechanisms, as shown 1n
FIG. 12, a conversion table 310 1s used to encode original
information, differential information brought about due to
modification, and history information, and a conversion table
311 i1s used to decode the original information, differential
information brought about due to modification, and history
information which are encoded are stored 1n the ROM 31.

Furthermore, the storage device 1 having the function of
coping with a computer virus 1n accordance with the present
invention includes the file information management file 36 as
mentioned above.

The file information management file 36 manages the
information indicating if files stored on the disk 30, original
information stored in the original information management
file 34, and differential information brought about due to
modification which 1s stored 1n the version upgrade informa-
tion management file 35 are infected with viruses, the infor-
mation mdicating 1f these files to be managed are executable
files or data files, and the information indicating that the files
to be managed belong to a bootstrap or an IPL.

FIG. 13 shows an example of a data structure for the file
information management file 36. The example shown in FIG.
13 1s devised on the assumption that a file which is stored on
the disk and writes a bootstrap or an IPL 1s judged to be
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infected with a virus, and that a file which 1s stored on the disk
and writes an executable file 1s judged to be miected with a
virus. This 1s attributable to the fact that a normal file will not
perform the former writing and will not 1n general perform the
latter writing, either.

Specifically, the file information management file 36 man-
ages, as shown 1n FIG. 13, file names of files to be managed.,
addresses of the files, execution/data type flags indicating
whether the files are executable files or data files, and starting,
portion flags indicating 11 the files belong to a bootstrap or an
IPL. File information management file 36 also manages:
infection flags <1> indicating 1f 1t 1s detected by a virus
checker that the files are infected with viruses, infection flags
<2> 1ndicating 1f 1t 1s judged according to whether or not
writing the bootstrap or IPL 1s attempted that the files are
infected with viruses, infection flags <3> indicating if 1t 1s
tudged according to whether or not writing an executable file
1s attempted that the files are infected with a virus, infection
flags <4>1ndicating 1f original information stored in the origi-
nal information management file 34 1s infected with a virus,
and infection flags <5> indicating 1f differential information
brought about due to modification which 1s stored in the
version upgrade information management file 335 1s infected
with a virus. Thus, the aforesaid information 1s managed.
Whether or not original information stored in the original
information management file 34 1s infected with a virus and
whether or not differential information brought about due to
modification which 1s stored 1n the version upgrade informa-
tion management file 35 1s infected with a virus 1s judged by
the virus checker or according to whether writing the boot-
strap, the IPL, or an executable file 1s attempted.

Herein, 1n the storage area of an execution/date type flag,
“1” 1s set relative to an executable file and “0” 1s set relative to
a data file. In the storage area of a starting portion flag, “1” 1s
set 1n case a file belongs to a bootstrap or IPL, and “0” 1s set
in any other case. In the storage area of infection tlag <<1> or
<2> “1”1s set when infection with a virus 1s detected, and “0”
1s set when infection with a virus 1t not detected. Inthe storage
area of infection tlag <3>, “1” 1s set when nfection with a
virus 1s suspected, and “0” 1s set when infection with a virus
1s not suspected. In the storage area of infection flag <4> or
<5>, “1” 1s set when 1nfection with a virus 1s suspected, and
“0” 1s set when infection with a virus 1s neither detected nor
suspected.

FIGS. 14 to 23 describe some examples of processing flows
executed by the storage device 1 having the function of cop-
ing with a computer virus which 1s configured as mentioned
above. Next, operations performed by the storage device 1
having the function of coping with a computer virus 1n accor-
dance with the present invention will be described 1n detail 1n
conjunction with these examples of processing tlows.

When activated, the storage device 1 having the function of
coping with a computer virus mnitializes the infected-file stor-
age area and virus information storage area (storage areas
shown 1n FI1G. 4) within the inexecutable area 37 (step S141).
Thereatter, 1nitialization 1s executed by registering an ID
number and password needed to access the inexecutable area
37 (step S142).

On the other hand, for registering original information of a
purchased file 1n the original information management file 34
or registering differential information brought about due to
modification concerning the file in the version upgrade infor-
mation management file 35, the storage device 1 having the
function of coping with a computer virus merges original
information of a virus checker which 1s stored in the original
information management file 34 with the latest differential
information brought about due to modification concerning
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the virus checker which 1s stored in the version upgrade
information management file 35. Thus, the virus checker 1s
reproduced and expanded 1n the RAM 33.

As shown 1n the second example of a processing flow 1n
FIG. 15, the reproduced virus checker 1s used to check if afile
registered (original information and differential information
brought about due to modification) 1s infected with a virus
(step S151). IT 1t 1s judged that the file 1s infected with a virus,
the mfected file and virus mnformation concerning the file are
saved 1n the inexecutable area 37 (step S152). Use Prohibited
Due To Infection With a Virus i1s reported to the personal
computer 2a that 1s a source of registration (step S153).

By contrast, when 1t 1s judged that a file 1s not infected with
a virus, the file 1s stored in the original information manage-
ment file 34 and version upgrade information management
file 35 which are destinations of registration. History infor-
mation 1s created and stored 1n the version upgrade informa-
tion management file 35 (step S154). The file (when a regis-
tered file contains differential information brought about due
to modification, the file 1s a file created by merging the infor-
mation with original information) 1s then expanded on the
disk 30. At the same time, data 1s registered in the file infor-
mation management file 36 (step S155).

As mentioned above, original information of a file which 1s
not infected with a virus 1s registered 1n the original informa-
tion management file 34. Diflerential information brought
about due to modification concerning the file which 1s not
infected with a virus 1s registered in the version upgrade
information management file 35. A file that contains the origi-
nal information merged with the differential information
brought about due to modification and that 1s not infected with
a virus 1s then expanded on the disk 30. Herein, the reason
why the system 1s designed so that a virus checker 1s not
stored on the disk 30 in advance but produced prior to check-
ing on 1nfection with a virus 1s to prevent the virus checker
itsell from being infected with a virus.

In the second example of a processing flow 1n FIG. 15, 1t 1s
confirmed that original information of a file registered 1n the
original information management file 34 1s not infected with
a virus, and 1t 1s also confirmed that differential information
brought about due to modification concerning the file regis-
tered 1n the version upgrade information management file 35
1s not infected with a virus. A file that 1s expanded on the disk
30 by merging original information with differential informa-
tion brought about due to modification 1s checked by process-
ing that will be described later in order to see 1t the file 1s
infected with a virus. The confirmation 1s therefore not abso-
lutely needed. In the description of the second example of a
processing tlow 1n FIG. 15, the storage device 1 having the
function of coping with a computer virus actuates a virus
checker. Alternatively, the system may be designed so that the
personal computer 2a actuates the virus checker.

As mentioned above, in this embodiment of the present
invention, 1t 1s judged that a file being stored on the disk 30
and attempting to write a bootstrap or an IPL 1s infected with
a virus. This 1s attributable to the fact that a normal file will not
perform such writing.

As described later, since the present invention adopts the
system design of prohibiting a file infected with a virus from
running, a file attempting to write a bootstrap or IPL 1s pro-
hibited from running. This means that the bootstrap or IPL
cannot be registered. In the present invention, therefore, when
a specific command nstructing registration of the bootstrap
or IPL 1s 1ssued, the registration 1s permitted.

As shown 1n the third example of a processing flow in FIG.
16, when a specific command instructing registration of a
bootstrap of IPL 1s 1ssued, the storage device 1 having the
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function of coping with a computer virus registers the boot-
strap or IPL, for which a registration request has been made,
in the original information management file 34 (step S161),
and fetches the bootstrap or IPL into the RAM 33 and stores
it on the disk 30 (step S162). Along with storage on the disk
30,17 1s set 1n the storage area of a starting portion flag 1n the
file information management file 36. It 1s thus registered that
a {ile stored 1s a bootstrap or IPL. *“1” 1s set 1n the storage area
of an execution/data type tlag, whereby it 1s registered that the
file stored 1s an executable file. Infection flags <1> to <35> are
set to “0,” whereby 1t 1s registered that the file stored 1s not
infected with a virus (step S163).

Next, virus-infected file detection to be executed by the
storage device 1 having the function of coping with a com-
puter virus will be described. The detection falls 1nto two
procedures; a procedure to be executed using a virus checker,
and a procedure to be executed by judging the attribute of a
writing-destination file. FIGS. 17 and 18 describe a process-
ing flow of virus-infected file detection to be executed using
a virus checker (first half and second half of the fourth
example). FIG. 19 describes a processing tlow (fifth example)
of virus-infected file detection to be executed by judging the
attribute of a writing-destination file.

For detecting a virus-infected file using a virus checker, the
storage device 1 having the function of coping with a com-
puter virus first waits, as described 1n the fourth example of a
processing tlow shown 1n FIGS. 17 and 18, for the start of a
period of detecting a virus-infected file. When 1t 1s judged that
the detecting period starts, control 1s passed to step S172.
Original information of a virus checker which 1s stored in the
original information management file 34 1s merged with the
latest differential information brought about due to modifica-
tion concerning the virus checker which 1s stored 1n the ver-
sion upgrade information management file 35 in order to
produce the latest virus checker. The produced virus checker
1s expanded 1n the RAM 33.

Thereafter, one of the unprocessed files on the disk 30 1s
extracted at step S173. At step S174, the produced virus
checker 1s used to check 11 the extracted file 1s infected with a
virus. When 1t 1s judged by the checking that a file 1s infected
with a virus, control 1s passed to step S175. “1” 1s recorded as
infection tlag <1> associated with the file 1n the file informa-
tion management file 36, whereby 1t 1s registered that the file
1s infected with a virus. By contrast, when 1t 1s judged that the
file 1s not infected with a virus, control 1s passed to step S176.
“0” 1s recorded as infection flag <1>, whereby it 1s registered
that the file 1s not infected with a virus.

Atstep S177, 1t 1s judged that all the files stored on the disk
30 have been processed. IT it 1s judged that an unprocessed file
1s left, control 1s returned to step S173. It 1t 1s judged that no
unprocessed {ile 1s left, control 1s passed to step S178. It 1s
judged 11 a mode, 1n which original information stored in the
original information management file 34 and differential
information brought about due to modification which 1s
stored 1n the version upgrade information management file 35
are also subjected to virus check, 1s designated. If the mode 1n
which both the original information and differential informa-
tion brought about due to modification are subjected to virus
check 1s not designated, control 1s returned to step S171.

By contrast, 11 1t 1s judged that the mode, 1n which both the
original information stored in the original information man-
agement file 34 and the differential information brought
about due to modification which 1s stored 1n the version
upgrade information management file 35 are also subjected to
virus check, 1s designated, control 1s passed to step S181
described 1n FIG. 18. One of the original information and
differential information brought about due to modification 1s
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expanded 1n a work area in the RAM 33. At step S182, the
produced virus checker 1s used to check 11 the file expanded in
the work area 1s infected with a virus. The virus check for
original i1nformation or differential information brought
about due to modification 1s carried out 1n order to deal with
emergence of a new kind of virus.

If 1t 1s yjudged by the virus check that the file 1s not infected
with a virus, control 1s passed to step S183. “0” 1s recorded as
infection flags <4> and <5> associated with the file 1n the file
information management file 36. It is thus registered that the
file 1s not infected with a virus. By contrast, when 1t 1s judged
that the file 1s infected with a virus, control 1s passed to step
S184. “1” 1s recorded as infection flags <4> and <5> associ-
ated with the file 1n the file information management file 36.
It 1s thus registered that the original information is infected
with a virus.

At step S185, 1t 1s judged 11 all original information and
differential information brought about due to modification
have been processed. 1T 1t 1s judged that an unprocessed file 1s
lett, control 1s returned to step S181. If 1t 1s judged that no
unprocessed file 1s left, control i1s returned to step S171 1n
FIG. 17.

As mentioned above, the storage device 1 having the func-
tion of coping with a computer virus uses a virus checker to
periodically check if files stored on the disk 30, original
information stored in the original information management
file 34, and differential information brought about due to
modification which is stored 1n the version upgrade informa-
tion management file 35 are infected with viruses. The results
of the check are registered 1n the form of infection flags <1>,
<4>, and <35> 1n the file information management file 36.

In the fourth example of a processing flow shown 1n FIGS.
17 and 18, a virus checker 1s activated at intervals of a specific
period. Alternatively, the system may be designed so that the
virus checker 1s activated 1n response to a command 1ssued
from the personal computer 2a. Moreover, 1 the fourth
example of a processing flow 1 FIGS. 17 and 18, the storage
device 1 having the function of coping with a computer virus
actuates a virus checker. Alternatively, the system may be
designed so that the personal computer 2a actuates the virus
checker.

On the other hand, for detecting a virus-infected file by
judging the attribute of a writing-destination file, when a
writing request for a file stored on the disk 30 1s 1ssued from
the personal computer 2a (the writing request 1s 1ssued by a
file loaded from the disk 30 to the personal computer 2a), as
described 1n the fifth example of a processing tlow 1n F1G. 19,
the storage device 1 having the function of coping with a
computer virus first references the value of a starting portion
flag 1n the file information management file 36 so as to judge
i the writing-destination file belongs to a bootstrap or IPL.

I1 1t 1s judged by the judgment at step S191 that the writing-
destination file belongs to the bootstrap or IPL, control 1s
passed to step S192. It 1s then judged that the file having
issued the writing request 1s infected with a virus. “17 1s
recorded as infection flag <2>> associated with the file 1n the
file information management file 36, whereby it 1s registered
that the file 1s infected with a virus. At step S193, 1t 1s reported
to the personal computer 2a that the file which made the
writing request 1s a {ile infected with a virus. The processing
1s then terminated without writing.

By contrast, 11 it 1s judged at step S191 that the writing-
destination file does not belong to the bootstrap or IPL, con-
trol 1s passed to step S194. The value of an execution/data
type flag 1n the file information management file 36 1s refer-
enced 1n order to judge i1 the writing-destination file 1s an
executable file or data file. If it 1s judged that the writing-
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destination file 1s a data file, writing 1s executed for the file at
step S195. The processing 1s then terminated.

By contrast, if 1t 1s judged at step S194 that the writing-
destination file 1s an executable file, 1t 1s judged that 1t 1s
highly probable that the file having 1ssued the writing request
1s infected with a virus. Control 1s then passed to step S196.
While the fact 1s being reported, a message asking 1f writing
should be executed 1s output to the personal computer 2a. A
response to the mquiry 1s duly received.

If 1t 1s judged at step S196 that the response from the
personal computer 2a instructs that writing should not be
executed, control 1s passed to step S197. “1” 1s recorded as
infection flag <3> associated with the file, which has 1ssued
the writing request, in the file information management {file
36, whereby 1t 1s registered that the file 1s infected with a virus.
The processing 1s then terminated.

Herein, even when a file that1s a source of a writing request
writes 1tsell, “1” 1s recorded as infection flag <3> associated
with the file 1n the file information management file 36. This
1s attributable not only to the fact that 1t 1s highly probable that
a file attempting to write an executable file 1s infected with a
virus, but also to the system design of the present invention
that upgrading a file into a new version 1s realized by regis-
tering differential information brought about due to modifi-
cation 1n the version upgrade information management file 35
and that upgrading a file into a new version without following
this procedure 1s 1llegal.

By the way, if 1t 1s judged at step S196 that a response from
the personal computer 2a instructs that writing should be
executed, although 1t 1s highly probable that the file that 1s a
source of the writing request 1s infected with a virus, 1t 1s
istructed to i1gnore the probability. Control 1s therefore

passed to step S198. Writing 1s executed for the writing-
destination file. At step S199, “1” 1s recorded as infection
flags <3> associated with the writing-source and writing-
destination files 1n the file information management file 36,
whereby 1t 1s registered that the files are infected with a virus.
The processing 1s then terminated.

As mentioned above, when a writing request 1s 1ssued for a
file stored on the disk 30, 1f the writing-destination file
belongs to a bootstrap or IPL, or 1f the writing-destination file
1s an executable file, the storage device 1 having the function
of coping with a computer virus judges that a file which 1s a
source of the writing request 1s infected with a virus. The fact
1s registered 1n the form of infection tlags <2> and <3> 1n the
file information management file 36. If the writing-destina-
tion file belongs to the bootstrap or IPL, executing writing 1s
disabled. If the writing-destination file 1s an executable file, 1t
1s determined through interactive processing 1f writing should
be executed for the file. When writing 1s executed, 1t 1s judged
that the writing-destination file will also be infected with a
virus. The fact 1s registered 1n the form of infection flag <3>
in the file information management file 36.

Next, processing to be executed for a virus-infected file by
the storage device 1 having the function of coping with a
computer virus will be described.

When receiving a loading request made for a file (execut-
able file) stored on the disk 30 from the personal computer 2a,
as described 1n the sixth example of a processing flow 1 FIG.
20, the storage device 1 having the function of coping with a
computer virus references infection tlags <1>, <2>, and <3>
in the file information management file 36 (step S201) so asto
check if the file for which the loading request 1s made 1s
infected with a virus. When 1t 1s judged that the file 1s not
infected with a virus, the file 1s loaded into the personal
computer 2a. Running the file 1s thus instructed (step S202).
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By contrast, when 1t 1s judged that the file 1s infected with a
virus, loading the file 1s rejected (step S203). Running the file
1s thus prevented.

As mentioned above, the storage device 1 having the func-
tion ol coping with a computer virus gives control so that a
virus-infected file registered 1n the file information manage-
ment file 36 will not be run. Consequently, a file that 1s
detected to be infected with a virus by a virus checker will
never be run. A file that has evaded checking by the virus
checker and that 1s detected to be infected with a virus 1in terms
of the attribute of a writing-destination file will not be rerun.
Thus, proliferation of the virus can be reliably prevented.

In the sixth example of a processing flow in FIG. 20,
running a file infected with a virus 1s rejected without excep-
tion. However, a program may be produced to have a pattern
resembling the pattern of a virus, and a virus checker may
make a mistake 1 checking. The system may therefore be
designed so that 1t 1s determined through interaction with the
personal computer 2a whether the run rejection should be
litted.

On the other hand, when a command 1nstructing restoration
of a virus-infected file stored on the disk 30 1s 1ssued from the
personal computer 2a, as described in the seventh example of
a processing flow 1 FIG. 21, the storage device 1 having the
function of coping with a computer virus first references
infection flags <1>, <2>, and <3> 1n the file information
management file 36, extracts one file imnfected with a virus,
and deletes the file from the disk 30 at step S211. At step S212,
the data of the deleted file 1s deleted from the file information
management file 36.

At step S213, infection flag <4> 1n the file information
management file 36 1s referenced, and original information of
the deleted file, which 1s not infected with a virus, 1s read from
the original mformation management file 34. Infection flag
<5> 1n the file information management file 36 1s referenced,
and the latest differential information brought about due to
modification concerming the deleted file, which 1s not infected
with a virus, 1s read from the original information manage-
ment file 34. The original information 1s then merged with the
differential information brought about due to modification 1n
order to restore the deleted file. The restored file 1s then
expanded on the disk 30. Atstep S214, data of the restored file
1s registered 1n the file information management file 36. At
step S215, 1t 1s judged 11 an unprocessed virus-infected file 1s
lett. It no unprocessed file 1s left, the processing 1s terminated.
IT an unprocessed file 1s lett, control 1s returned to step S211.

As mentioned above, the storage device 1 having the func-
tion of coping with a computer virus deletes a file infected
with a virus from the disk 30. Original information of the file
and differential information brought about due to modifica-
tion are used to restore the infected file into an uninfected one.
The file not infected with a virus 1s then expanded on the disk
30.

In the seventh example of a processing flow 1n FIG. 21,
when a restoration command 1s 1ssued for a virus-infected file
from the personal computer 2a, restoring the virus-infected
file 1s executed. Alternatively, the system may be designed so
that restoration 1s executed at 1ntervals of a specific period.
Restoring the virus-infected file may thus be executed. When
this system design 1s adopted, a file infected with a virus can
be restored autonomously irrespective of the personal com-
puter 2a. In the seventh example of a processing flow in FIG.
21, the latest differential information brought about due to
modification which 1s not infected with a virus 1s used to
restore a file infected with a virus into the latest one. Alter-
natively, the system may be designed so that differential infor-
mation brought about due to modification which 1s 1identified
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by an instruction sent from the personal computer 2a and
pointed out by history information 1s used for restoration.

When the seventh example of a processing flow 1n FIG. 21
1s employed, the storage device 1 having the function of
coping with a computer virus executes the processing of
restoring a file infected with a virus 1into an uninfected file. At
this time, as described in the eighth example of a processing,
flow 1n FIG. 22, the file infected with a virus and virus infor-
mation concerning the file-infected file may be saved 1n the
inexecutable area 37.

Specifically, according to the eighth example of a process-
ing flow 1n FIG. 22, when a command instructing restoration
of a virus-infected file stored on the disk 30 1s 1ssued from the
personal computer 2a, the storage device 1 having the func-
tion of coping with a computer virus first references infection
flags <1>, <2>, and <3> 1n the file information management
file 36 and extracts one file infected with a virus at step S221.
At step S222, a virus checker expanded 1n advance 1s used to
specily virus information concerning the extracted virus-in-
tected file. At step S223, the extracted virus-infected file and
virus information specified at step S223 are saved in the

inexecutable area 37. At step S224, the extracted virus-in-
tected file 1s deleted from the disk 30.

At step S225, data of the deleted file 1s deleted from the file
information management file 36. At step S226, infection flag
<4> 1n the file mformation management file 36 1s referenced.,
and original information of the deleted file which 1s not
infected with a virus 1s read from the original information
management file 34. Infection flag <5> 1n the file information
management file 36 1s referenced, and the latest differential
information brought about due to modification concerning
the deleted file which 1s not infected with a virus 1s read from
the original information management file 34. The original
information 1s then merged with the differential information
brought about due to modification in order to restore the
deleted file. The restored file 1s then expanded on the disk 30.
At step S227, data of the restored file 1s registered 1n the file
information management file 36. At step S228, 1t 1s judged 1f
an unprocessed virus-infected file 1s left. If no unprocessed
file 1s left, the processing 1s terminated. If an unprocessed file
1s left, control 1s returned to step S221.

As mentioned above, the storage device 1 having the func-
tion of coping with a computer virus deletes a file infected
with a virus from the disk 30, restores the file into an unin-
fected one that 1s not infected with a virus using original
information and differential information brought about dueto
modification concerning the file, and expands the restored file
on the disk 30. At this time, the file infected with a virus and
virus information concerning the file are saved in the mex-
ecutable area 37.

The virus-infected file and virus mmformation concerning,
the file, which are saved 1n the inexecutable area 37, become
very uselul information for analysis of an intruding virus.
However, i anybody 1s allowed to access this kind of useful
information, there arises a fear that the information may be
rewritten by mistake.

When a command instructing reading of saved information
from the inexecutable area 37 1s 1ssued from the personal
computer 2a, as describe 1n the ninth example of a processing
flow 1n FI1G. 23, the storage device 1 having the function of
coping with a computer virus {irst requests entry of an ID
number and password which have been registered according,
to the processing flow (first example) described 1n FIG. 14
(step S231), and collates the ID number and password entered
in response to the request with those registered according to
the processing flow 1in FIG. 14 to see 11 they agree with each
other (step S232). Under the condition that they agree with
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each other, a virus-infected file and virus information which
are saved in the inexecutable area 37 are read and output to the
personal computer 2a (step S233). When a deletion request 1s
1ssued for the extracted virus-infected file and virus informa-
tion from the personal computer 2a (step S234), deletion 1s
executed (step S235).

As mentioned above, the storage device 1 having the func-
tion of coping with a computer virus reads a virus-infected file
and virus information, which are saved in the inexecutable
area 37, under the condition that an ID number and password
agree with internal data.

In the ninth example of a processing tlow 1n FIG. 23, when
a Read command 1s 1ssued for the mnexecutable area 37 from
the personal computer 2a, saved information 1s read from the
inexecutable area 37. Alternatively, the system may be
designed so that the saved information 1s read from the inex-
ecutable area 37 by executing reading at intervals of a specific
period. For further improving security, an encoding mecha-
nism for converting a virus-infected file and virus informa-
tion, which are saved in the inexecutable area 37, into
encoded data may be prepared. The encoded data produced
by the encoding mechanism 1s then stored 1n the inexecutable
area 37. In addition, a decoding mechanism for executing
inverse conversion that 1s inverse to the conversion performed
by the encoding mechanism may be prepared. In this case, the
virus-infected file and virus information which are saved in
the 1nexecutable area 37 are read using the decoding mecha-
nism.

FIGS. 24 to 30 are block diagrams for explaiming several
examples (first to seventh examples) of an anti-virus opera-
tion performed in the basic embodiment shown 1n FIG. 2.

In the storage device 1 having the function of coping with
a computer virus in accordance with the present invention
shown 1n FI1G. 2, as shown 1n FIG. 24 for explaining the first
example of an anti-virus operation, a virus checker 40 (which
may be run by the personal computer 2a or storage device 1
having the function of coping with a computer virus) checks
if a file expanded on the disk 30 1s infected with a virus. The
result of the checking 1s recerved and registered in the file
information management file 36. Thus, the file information
management file 36 1s used to manage the information indi-
cating i files expanded on the disk 30 are infected with
viruses. Furthermore, as shown in FIG. 25 for explaining the
second example of an anti-virus operation, when a use request
1s made for a file expanded on the disk 30 via the personal
computer 2a, the file information management file 36 is ret-
erenced to judge 11 the file for which the use request 1s made
1s infected with a virus. If the file 1s infected with a virus, the
use of the file 1s prohibited. Thus, proliferation of the virus 1s
prevented.

In FIGS. 24 and 25, reference numeral 41 denotes a man-
agement file registering/referencing mechanism for register-
ing data in the file information management file 36 and ret-
erencing the file mmformation management file 36 for data.
When the system 1s designed so that the virus checker 40 1s
run by the storage device 1 having the function of coping with
a computer virus, checking on an infection with a virus can be
executed concurrently with an operation of the personal com-
puter 2a. Moreover, checking on an infection with a virus can
be executed at night or the like. In case the virus checker 40 1s
run by the personal computer 2a, the virus checker 40 may not
be loaded from the storage device 1 having the function of
coping with a computer virus but may be prepared separately.
Alphanumeric characters in parentheses (1A) to (SA) in
FIGS. 24 and (1B) to (3B), (3B)', (4B), and (5B) 1n FIG. 25
denote processing orders.
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The storage device 1 having the function of coping with a
computer virus in accordance with the present vention,
which has the configuration shown i FIG. 2, includes, as
shown 1n FIG. 26 for explaining the third example of an
anti-virus operation, an original information management file
34 for encoding and managing original information of files, a
version upgrade information management file 35 for encod-
ing and managing differential information brought about due
to modification concerning the files, a file generating mecha-
nism 42 for decoding and merging encoded data of original
information and differential information brought about dueto
modification so as to generate a file, and a deleting mecha-
nism 43 for deleting a file from the disk 30. When 1t 1s judged
that a file for which a use request 1s made 1s infected with a
virus, the deleting mechanism 43 1s used to delete the virus-
infected file from the disk 30. The file generating mechanism
42 1s used to restore the virus-infected file into an uninfected
one that 1s not infected with a virus and expand the file on the
disk 30. The system can therefore be operated by performing
a mimmum scale of installation. In the drawing, alphanu-
meric characters in parentheses (1C) to (14C) denote process-
ing orders.

Moreover, the storage device 1 having the function of
coping with a computer virus 1n accordance with the present
invention, which has the configuration shown in FIG. 2,
includes, as shown in FIG. 27 for explaining the fourth
example of an anti-virus operation, a timer 44 for 1ssuing a
virus check instruction periodically (which may be incorpo-
rated in the personal computer 2a as shown in FIG. 28 for
explaining the fifth example of an anti-virus operation). Fur-
thermore, encoded data of original information of the virus
checker 40 1s stored 1n the original information management
file 34. Encoded data of differential information brought
about due to modification concerning the virus checker 40 1s
stored 1n the version upgrade mformation management file
35. When the timer 44 1ssues an 1nstruction for a virus check,
the file generating mechanism 42 generates the virus checker
40. The thus-generated virus checker 40 (that may be run by
the personal computer 2a or storage device 1 having the
function of coping with a computer virus) checks 1if a file
expanded on the disk 1s infected with a virus. The result of the
checking 1s registered 1n the file information management file
36. Thus, the virus checker 40 1s protected from being
infected with a virus, and intrusion of the virus 1s prevented.
Alphanumeric characters in parentheses (1D) to (3D), (3E),
(4D), and (5D) 1n FIGS. 27 and (1F), (2F), (2F)", (3F) to (5F)
in FIG. 28 denote processing orders.

The storage device 1 having the function of coping with a
computer virus in accordance with the present invention,
which has the configuration shown i FIG. 2, includes, as
shown 1n FIG. 29 for explamning the sixth example of an
anti-virus operation, a virus check starting mechanism 45 for
1ssuing an instruction of virus check i response to an mstruc-
tion sent from the personal computer 2a. Furthermore,
encoded data of original information of the virus checker 40
1s stored in the original information management file 34.
Encoded data of differential information brought about due to
modification concerning the virus checker 40 1s stored 1n the
version upgrade information management file 35. When the
virus check starting mechanism 45 issues an instruction of
virus check, the file generating mechanism 42 generates the
virus checker 40. The thus-generated virus checker 40 (that
may be run by the personal computer 2a or storage device 1
having the function of coping with a computer virus) checks
il a file expanded on the disk 30 1s infected with a virus. The
result of the checking 1s registered in the file information
management file 36. Thus, the virus checker 40 1s protected
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from being infected with a virus, and intrusion of the virus 1s
prevented. Alphanumeric characters (1G) to (3G), (3G)', (4G)
to (6(3) 1n the drawing denote processing orders.

Moreover, the storage device 1 having the function of
coping with a computer virus 1n accordance with the present
invention, which has the configuration shown in FIG. 2,
includes, as shown in FIG. 30 for explaining the seventh
example of an anti-virus operation, a dedicated system writ-
ing mechamism 46 for writing a bootstrap or IPL on the disk
30. When the system writing mechanism 46 1s used to run a
program, writing the bootstrap or IPL on the disk 30 1s per-
mitted. This 1s intended to guarantee normal writing as an
exception to the rule that a file attempting to write the boot-
strap or IPL on the disk 30 1s judged to be infected with a virus
and that executing the file 1s prohibited.

In the aforesaid examples shown 1n FIGS. 24 to 30, a file
infected with a virus 1s detected by the virus checker 40. In
addition, a file attempting to write a bootstrap or IPL or an
executable file 1s judged to be infected with a virus. Aside
from this, 1f the criteria described below are added, infection
with a virus can be prevented more reliably. That is to say,
when the size of a file 1s varied by running the file, the file
stored on the disk 30 1s judged to be infected with a virus (for
example, judged periodically). Although a file stored on the
disk 30 1s judged to be an executable file 1n terms of the fine
name, 1f the file 1s declared to be a data file 1n the file infor-
mation management file 36, the file stored on the disk 30 1s
judged to be infected with a virus (for example, judged at the
start of processing). Although a file 1s stored on the disk 30, 11
original information 1s not registered in the original informa-
tion management file 36 and differential information brought
about due to modification i1s not registered 1n the version
upgrade miformation management file 37, the file stored on
the disk 30 1s judged to be infected with a virus (judged
periodically or at the time of access to the {file).

Checking 11 the size of a file 1s varied by running the file 1s
achieved by, for example, merging original information man-
aged 1n the original information management file 34 with
differential information brought about due to modification
which 1s managed 1n the version upgrade information man-
agement file 35 1n order to produce a file, and by comparing
the size of the produced file with the size of the file stored on
the disk 30.

As described so far, 1n several preferred embodiments of a
storage device 1 having the function of coping with a com-
puter virus 1n accordance with the present invention, infection
with a virus 1s prevented actively. The use of a file infected
with a virus 1s prohibited, and the {file 1s restored automati-
cally. Furthermore, information concerning infection with
viruses 1s preserved so that it cannot be accessed readily.
Consequently, a storage device capable of properly dealing
with infection with a virus can be constructed.

We claim:

[1. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising;:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command 1nstruction;

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging if a file 1s infected with a virus 1n
response to an external use request externally made for a
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file stored on said disk by referencing said infection
management table unit; and

a prohibiting unit for prohibiting use of the externally

requested file when said judging unit judges that the
externally requested file is infected with a virus.]

[2. A storage device having the function of coping with a
computer virus according to claim 1, wherein said virus
checker 1s designed to be run by said storage device having
the function of coping with a computer virus.]

[3. A storage device having the function of coping with a
computer virus according to claim 2, wherein said virus
checker 1s designed to be activated at intervals of a specific
period.]

[4. A storage device having the function of coping with a
computer virus according to claim 2, wherein said virus
checker 1s designed to be activated in response to a command
instruction. J

[S. A storage device having the function of coping with a
computer virus according to claim 2, wherein when a writing
request 1s 1ssued for a system startup area stored on said disk,
said table registering unit judges that a file which 1s stored on
said disk and is a source of the writing request 1s infected with
a virus, and registers the fact 1 said infection management
table unit.]

[6. A storage device having the function of coping with a
computer virus according to claim 5, further comprising an
invalidating unit that when a writing request 1s 1ssued for a
system startup area stored on said disk, invalidates the writing
request.]

[7. A storage device having the function of coping with a
computer virus according to claim 5, further comprising a
determining unit for determining through interactive process-
ing whether the use of a virus-infected file that is registered 1n
said infection management table unit should be permitted,
wherein said prohibiting unit does not prohibit the use of a file
which is permitted by said determining unit.]

[8. A storage device having the function of coping with a
computer virus according to claim 5, further comprising a
first managing unmit for managing original information of files
stored on said disk, a second managing unit for managing
differential information brought about due to modification
concerning the files stored on said disk and history informa-
tion concerning the differential information brought about
due to modification, and a file registering unit for merging
original information of a file managed by said first managing
unit with differential information brought about due to modi-
fication concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering the
produced file on said disk.]

[9. A storage device having the function of coping with a
computer virus according to claim 5, further comprising a
saving unit for saving a virus-infected file that 1s registered 1n
said 1nfection management table unit and virus mformation
concerning the file 1n an mexecutable area, and a reading unit
for reading information saved 1n said inexecutable area under
the condition that permission information for permitting
access to said inexecutable area is given.}

[10. A storage device having the function of coping with a
computer virus according to claim 2, when a writing request
1s 1ssued for an executable file stored on said disk, said table
registering unit judges that a file which 1s stored on said disk
and 1s a source of the writing request 1s infected with a virus,
and registers the fact 1n said infection management table
unit. J

[11. A storage device having the function of coping with a
computer virus according to claim 2, wherein when the size of
a file 1s varied by running the file, said table registering unit
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judges that the file, said table registering unit judges that the
file stored on said disk 1s infected with a virus, and registers
the fact in said infection management table unit.]

[12. A storage device having the function of coping with a
computer virus according to claim 2, wherein although a file
stored on said disk 1s judged to be an executable file 1n terms
of the file name, 1f the file 1s declared to be a data file, said
table registering unit judges that the file stored on said disk 1s
infected with a virus, and registers the fact 1n said infection
management table unit.}

[13. A storage device having the function of coping with a
computer virus according to claim 2, further comprising a
determining unit for determiming through interactive process-
ing whether the use of a virus-infected file that 1s registered 1n
said infection management table unit should be permitted,
wherein said prohibiting unit does not prohibit the use ot afile
which is permitted by said determining unit.]

[14. A storage device having the function of coping with a
computer virus according to claim 23, further comprising an
invalidating unit that when a writing request 1s 1ssued for a
system startup area stored on said disk, invalidates the writing
request.}

[15. A storage device having the function of coping with a
computer virus according to claim 14, further comprising a
dedicated writing unit for executing writing for a system
startup area stored on said disk, wherein when a writing
request 1s 1ssued for the system startup area stored on said
disk, 1f the writing request specifies the use of said writing
umt, said mnvalidating unit does not invalidate the writing
request.}

[16. A storage device having the function of coping with a
computer virus according to claim 2, further comprising a
first managing umt for managing original information of files
stored on said disk, a second managing unit for managing
differential information brought about due to modification
concerning the files stored on said disk and history informa-
tion concerning said differential information brought about
due to modification, and file registering unit for merging the
original information of a file managed by said first managing
umt with the differential information brought about due to
modification concerning the file which 1s managed by said
second managing unit so as to produce a file, and for regis-
tering the produced file on said disk.]

[17. A storage device having the function of coping with a
computer virus according to claim 2, further comprising a
saving unit for saving a virus-infected file that 1s registered 1n
said 1infection management table unit and virus information
concerning the file in an mnexecutable area, and a reading unit
for reading information saved 1n said inexecutable area under
the condition that permission information for permitting
access to said inexecutable area is given.}

[18. A storage device having the function of coping with a
computer virus according to claim 26, further comprising a
permitting unit for determining through interactive process-
ing whether a writing request made for a file, which 1s regis-
tered as a virus-infected file by said table registering unit and
is running, should be permitted.]

[19. A storage device having the function of coping with a
computer virus according to claim 18, wherein when a writ-
ing request 1s permitted by said permitting unit, if a file that 1s
a destination of the writing request 1s rewritten, said table
registering unit judges that the file which 1s stored on said disk
and 1s the destination of the writing request 1s infected with a
virus and registers the fact in said infection management table
unit. J

[20. A storage device having the function of coping with a
computer virus according to claim 18, further comprising a
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determining unit for determining through interactive process-
ing whether the use of a virus-infected file that 1s registered 1n
said mnfection management table unit should be permitted,
wherein said prohibiting unit does not prohibit the use of a file
which is permitted by said determining unit.]

[21. A storage device having the function of coping with a
computer virus according to claim 18, further comprising a
first managing umt for managing original information of files
stored on said disk, a second managing unit for managing
differential information brought about due to modification
concerning the files stored on said disk and history informa-
tion concerning the differential information brought about
due to modification, and a file registering unit for merging
original information of a file managed by said first managing
unit with differential information brought about due to modi-
fication concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering the
produced file on said disk.]

[22. A storage device having the function of coping with a
computer virus according to claim 18, further comprising a
saving unit for saving a virus-infected file that 1s registered 1n
said 1nfection management table unit and virus mnformation
concerning the file in an mnexecutable area, and a reading unit
for reading information saved 1n said inexecutable area under
the condition that permission information for permitting
access to said inexecutable area is given.]

[23. A storage device having the function of coping with a
computer virus according to claim 1, wherein said virus
checker 1s designed to be activated at intervals of a specific
period.]

[24. A storage device having the function of coping with a
computer virus according to claim 1, wherein said virus
checker 1s designed to be activated in response to a command
instruction. J

[25. A storage device having the function of coping with a
computer virus according to claim 1, wherein when a writing
request 1s 1ssued for a system startup area stored on said disk,
said table registering unit judges that a file which 1s stored on
said disk and 1s a source of the writing request 1s infected with
a virus, and registers the fact 1n said infection management
table unit.}

[26. A storage device having the function of coping with a
computer virus according to claim 1, wherein when a writing
request 1s 1ssued for an executable file stored on said disk, said
table registering unit judges that a file which 1s stored on said
disk and 1s a source of the writing request 1s infected with a
virus, and registers the fact in said infection management
table unit.]

[27. A storage device, having the function of coping with a
computer virus according to claim 1, wherein when the si1ze of
a file 1s varied by running the file, said table registering unit
judges that the file stored on said disk 1s infected with a virus,
and registers the fact 1n said infection management table
unit. ]

[28. A storage device having the function of coping with a
computer virus according to claim 1, wherein although a file
stored on said disk 1s judged to be an declared to be a data file,
said table registering unit judges that the file stored on said
disk 1s infected with a virus, and registers the fact in said
infection management table unit.]

[29. A storage device having the function of coping with a
computer virus according to claim 1, further comprising a
determining unit for determiming through interactive process-
ing whether the use of a virus-infected file that is registered 1n
said infection management table unit should be permitted,
wherein said prohibiting unit does not prohibit the use of a file
which is permitted by said determining unit.]
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[30. A storage device having the function of coping with a

computer virus according to claim 1, further comprising:

a first managing umt for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said first managing unit manages original infor-
mation that 1s confirmed not to be infected with a virus
by said virus checker, and said second managing unit
manages differential information brought about due to
modification which 1s confirmed not to be infected with
a virus by said virus checker.]

[31. A storage device having the function of coping with a

computer virus according to claim 1, further comprising:

a first managing umt for managing original information of
files stored on said disk:

a second managing unit for managing differential informa-
tion brought about modification concerning the files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein as for a file which 1s stored on said disk, of which
original information 1s not registered 1n said first man-
aging unit, and of which differential i1nformation
brought about due to modification 1s not registered in
said second managing unit, said table registering unit
judges that the file stored on said disk 1s infected with a
virus and registers the fact in said infection management
table unit.}

[32. A storage device having the function of coping with a

computer virus according to claim 1, further comprising:

a first managing umt for managing original information of
files stored on said disk:

a second managing unit for managing differential informa-
tion brought about modification concerning the files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said first managing unit manages original infor-
mation of said virus checker, and said second managing
unit manages differential information brought about due
to modification concerning said virus checker and his-
tory information concerning the differential information
brought about due to modification.}
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[33. A storage device having the function of coping with a
computer virus according to claim 32, wherein said generat-
ing unit generates said virus checker at the time of running
said virus checker.]

[34. A storage device having the function of coping with a
computer virus according to claim 1, further comprising:

a {irst managing unit for managing original information of

files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said first managing unit encodes and manages
original information, and said second managing unit
encodes and manages differential information brought
about due to modification, further comprising a decod-
ing unit for decoding encoded data managed by said first
and second managing unit, and an encoding unit for
executing 1nverse conversion that 1s inverse to conver-
sion performed by said decoding unit.]

[35. A storage device having the function of coping with a

computer virus according to claim 1, further comprising:

a {irst managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk; and

a saving unit for saving a virus-infected file that 1s regis-
tered 1n said infection management table unit and virus
information concerning the file in an executable area,
and a reading unit for reading information saved 1n said
inexecutable area under the condition that permission
information for permitting access to said mexecutable
area is given.]

[36. A storage device having the function of coping with a

computer virus according to claim 1, further comprising:

a first managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerming the files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk; and

a restoring unit for deleting a virus-infected file, which 1s
registered 1n said infection management table unit, from
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said disk, activating said file registering unit, thus restor-
ing the file, and then registering the restored file on said
disk,

wherein said first managing unit encodes and manages
original information, and said second managing unit
encodes and manages original information, and said sec-
ond managing unit encodes and manages diflerential
information brought about due to modification, further
comprising a decoding unit for decoding encoded data
managed by said first and second managing units, and an
encoding unit for executing inverse conversion that is
inverse to conversion performed by said decoding unit.]

[37. A storage device having the function of coping with a
computer virus according to claim 1, further comprising:

a first managing unit for managing original information of

files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk;

a restoring unit for deleting a virus-infected file, which 1s
registered in said infection management table unit, from
said disk, activating said file registering unit, thus restor-
ing the file, and then registering the restored file on said
disk; and

a saving umt for saving a virus-infected file that 1s regis-
tered 1n said infection management table unit and virus
information concerning the file 1n an inexecutable area,
and a reading unit for reading information saved 1n said
inexecutable area under the condition that permission
information for permitting access to said mexecutable
area is given.]

[38. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising;:

an 1nfection management table unit used to manage files
stored on said disk to see if the files are infected with
viruses:

a table registering unit for receiving a result of detection
from a virus checker for detecting 11 a file stored on said
disk 1s infected with a virus, and for registering the result
in said infection management table unit;

a judging unit that, when a use request 1s made externally
for a file stored on said disk, references said infection
management table unit so as to judge 1f the file 1s infected
with a virus;

a prohibiting unit that, when said judging unit judges that a
file 1s infected with a virus, prohibits the use of the file,
wherein when a writing request 1s 1ssued for a system
startup area stored on said disk, said table registering
unit judges that a file which 1s stored on said disk and 1s
a source of the writing request 1s infected with a virus,
and registers the fact in said infection management table
unit; and

a file registering unit for merging original information of a
file managed by a first managing unit with differential
information brought about due to modification concern-
ing a file which 1s managed by a second managing unit so
as to produce a produced file, and for registering the

produced file on said disk.]
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[39. A storage device, having the function of coping with a

computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an 1nfection management table unit used to manage files
stored on said disk to see if the files are infected with
viruses:

a table registering umt for receiving a result of detection
from a virus checker for detecting 11 a file stored on said
disk 1s infected with a virus, and for registering the result
in said ifection management table unit;

a judging unit that, when a use request 1s made externally
for a file stored on said disk, references said infection
management table unit so as to judge if the file 1s infected
with a virus;

a prohibiting unit that, when said judging unit judges that a
file 1s infected with a virus, prohibits the use of the file;

a saving unit for saving a virus-infected table unit and virus
information concerning the file 1n an iexecutable area;

a reading unit for reading information saved 1n said mex-
ecutable area under the condition that permission infor-
mation for permitting access to said inexecutable area 1s
grven; and

a file registering unit for merging original information of a
file managed by a first managing unit with differential
information brought about due to modification concemn-
ing a file which 1s managed by a second managing unit so
as to produce a produced file, and for registering the
produced file on said disk.]

[40. A storage device, having the function of coping with a

computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an 1nfection management table unit used to manage files
stored on said disk to see if the files are infected with
viruses:

a table registering umt for recerving a result of detection
from a virus checker for detecting 11 a file stored on said
disk 1s infected with a virus, and for registering the result
in said infection management table unit;

a judging unit that, when a use request 1s made externally
for a file stored on said disk, references said infection

management table unit so as to judge if the file 1s infected
with a virus;

a prohibiting unit that, when said judging unit judges that a
file 1s infected with a virus, prohibits the use of the file;

a {irst managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a produced file, and for
registering the produced file on said disk;

a restoring unit for deleting a virus-infected file, which 1s
registered 1n said infection management table unit, from
said disk, activating said file registering unit, thus restor-
ing the file, and then registering the restored file on said
disk.}

[41. A storage device, having the function of coping with a

computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:
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an 1nfection management table unit used to manage files
stored on said disk to see if the files are infected with
VIruses:

a table registering unit for internally receiving a result of
detection from a virus checker which internally detects
that a file stored on said disk 1s infected with a virus, and
for registering the result 1n said infection management
table unit;

a judging unit that, when a use request 1s made externally
for a file stored on said disk, references said infection
management table unit so as to judge 1f the file 1s infected
with a virus;

a prohibiting unit that, when said judging unit judges that a
file 1s infected with a virus, prohibits the use of the file;
and

a file registering unit for merging original information of a
file managed by a first managing unit with differential
information brought about due to modification concern-
ing a file which 1s managed by a second managing unit so
as to produce a produced file, and for registering the
produced file on said disk.]

[42. A method of storing a computer program on a com-

puter storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising the steps of:

managing files stored on said disk to see 1if the files are
infected with viruses:

receving a result of detection from a virus checker for
detecting 11 a file stored on said disk 1s infected with a
V1rus;

registering the result of detection;

referencing said infection management table unit so as to
judge 11 the file 1s mfected with a virus when a use
request 1s made externally for a file stored on said disk;

prohibiting the use of the file when judging that a file 1s
infected with a virus:

judging that a stored file on said disk 1s a source of the use
request imfected with a virus and registering when the
use request 1s 1ssued for a system startup area stored on
said disks;

merging original information of a file managed by a first
managing umt with differential information brought
about due to modification concerning a file which 1s
managed by a second managing unit so as to produce a
produced file; and

registering the produced file on said disk.]

[43. A method of storing a computer program on a com-

puter storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising the steps of:

managing liles stored on said disk to see 11 the files are
infected with viruses:

recewving a result of detection from a virus checker for
detecting 11 a file stored on said disk 1s infected with a
V1rus;

registering the result of detection;

judging if the file 1s infected with a virus when a use request
1s made externally for a file stored on said disk;

prohibiting use of the infected file when judging that a file
1s infected with a virus;

saving a virus-infected table and virus information con-
cerning the file 1n an inexecutable area;

reading information saved 1n said inexecutable area under
the condition that permission information for permitting
access to said inexecutable area 1s given;

merging original information of a file managed by a first
managing unit with differential information brought



US RE44,131 E

31

about due to modification concerning a file which 1s
managed by a second managing unit so as to produce a
produced file; and

registering the produced file on said disk.]

32

manages differential information brought about due to
modification which 1s confirmed not to be infected with
a virus by said virus checker.]

[46. A storage device, having the function of coping with a

[44. A method of storing a computer program on a com- 5 computer virus, which has the ability to deal with infection of

puter storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising the steps of:
managing files stored on said disk to see if the files are
infected with viruses:

receiving a result of detection from a virus checker for
detecting 11 a file stored on said disk 1s infected with a
Virus:

registering the result of detection;

judging 11 the file 1s infected with a virus when a use request
1s made externally for a file stored on said disk;

prohibiting the use of the file when judging that a file 1s
infected with a virus;

managing original information of files stored on said disk;

managing differential information brought about by modi-
fication concerning the files stored on said disk and
history information concerning said differential infor-
mation brought about due to the modification;

merging the original information of a file managed by said
first managing unit with the differential information
brought about due to modification concerning the file
which 1s managed by said second managing unit so as to
produce a produced file;

registering the produced file on said disk;

deleting a registered virus-infected file from said disk, thus
restoring the file; and

registering the restored file on said disk.}

[45. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command 1nstruction;

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging umt for judging 1f a file 1s infected with a virus in
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerming the files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said first managing unit manages original infor-
mation that 1s confirmed not to be infected with a virus
by said virus checker, and said second managing unit
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a file stored on a disk with a virus, comprising:

an iniection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command 1nstruction;

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging if a file 1s infected with a virus 1n
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing umt for managing original information of
files stored on said disk:

a second managing unit for managing differential informa-
tion brought about modification concerning the files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein as for a file which is stored on said disk, of which
original information 1s not registered 1n said first man-
aging unit, and of which differential i1nformation
brought about due to modification 1s not registered 1n
said second managing unit, said table registering unit
judges that the file stored on said disk 1s infected with a
virus and registers the fact in said infection management
table unit.}

[47. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an inifection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker i1s acti-
vated at intervals of a specific period or 1n response to a
command instruction:

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging 1f a file 1s infected with a virus 1n
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing umt for managing original information of
files stored on said disk:

a second managing unit for managing differential informa-
tion brought about modification concerning the files
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stored on said disk and history information concerning,
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second

managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said first managing unit manages original infor-
mation of said virus checker, and said second managing
unmit manages differential information brought about due
to modification concerning said virus checker and his-
tory information concerming the differential information
brought about due to modification.}

[48. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command instruction:

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging 1t a file 1s infected with a virus in
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a {irst managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the files
stored on said disk and history information concerning
said differential information brought about due to modi-
fication; and

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk,

wherein said {irst managing unit encodes and manages
original information, and said second managing unit
encodes and manages differential information brought
about due to modification, further comprising a decod-
ing unit for decoding encoded data managed by said first
and second managing unit, and an encoding unit for
executing 1nverse conversion that 1s inverse to conver-
sion performed by said decoding unit.]

[49. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command instruction:

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;
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a judging unit for judging if a file 1s infected with a virus 1n
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing umt for managing original information of
files stored on said disk:

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk; and

a saving umt for saving a virus-infected file that 1s regis-
tered 1n said infection management table unit and virus
information concerning the file in an executable area,
and a reading unit for reading information saved 1n said
inexecutable area under the condition that permission
information for permitting access to said inexecutable
area is given.}

[50. A storage device, having the function of coping with a
computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command 1nstruction:

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging if a file 1s infected with a virus 1n
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing umt for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {iles
stored on said disk and history information concerning,
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk;

a restoring unit for deleting a virus-infected file, which 1s
registered 1n said infection management table unit, from
said disk, activating said file registering unit, thus restor-
ing the file, and then registering the restored file on said
disk,

wherein said first managing umt encodes and manages
original information, and said second managing unit
encodes and manages original information, and said sec-
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ond managing unit encodes and manages differential
information brought about due to modification, further
comprising a decoding unit for decoding encoded data
managed by said first and second managing unit, and an
encoding umt for executing inverse conversion that 1s
inverse to conversion performed by said decoding unit.}
[51. A storage device, having the function of coping with a

computer virus, which has the ability to deal with infection of
a file stored on a disk with a virus, comprising:

an infection management table unit for registering virus
infected files which are stored on said disk;

a virus checker for detecting 11 a file stored on said disk 1s
infected with a virus, wherein the virus checker 1s acti-
vated at intervals of a specific period or 1n response to a
command 1nstruction;

a table registering unit for registering a result of detection
from said virus checker in said infection management
table unit;

a judging unit for judging 1t a file 1s infected with a virus in
response to an external use request externally made for a
file stored on said disk by referencing said infection
management table unit;

a prohibiting unit for prohibiting use of the externally
requested file when said judging unit judges that the
externally requested file 1s infected with a virus;

a first managing unit for managing original information of
files stored on said disk;

a second managing unit for managing differential informa-
tion brought about modification concerning the {files
stored on said disk and history information concerning
said differential information brought about due to modi-
fication;

a file registering unit for merging the original information
of a file managed by said first managing unit with the
differential information brought about due to modifica-
tion concerning the file which 1s managed by said second
managing unit so as to produce a file, and for registering
the produced file on said disk;

a restoring unit for deleting a virus-infected file, which 1s
registered in said infection management table unit, from
said disk, activating said file registering unit, thus restor-
ing the file, and then registering the restored file on said
disk; and

a saving unit for saving a virus-infected file that 1s regis-
tered 1n said infection management table unit and virus
information concerning the file 1n an iexecutable area,
and a reading unit for reading information saved 1n said
inexecutable area under the condition that permission
information for permitting access to said mexecutable
area is given.]

52. An apparatus, comprising.

a virus scanner adapted to scan a file stored in a storage
device for infection with a virus;

a quarantining device adapted to quarantine the file from
non-infected files on the storage device, when the file is
infected; and

a converting device adapted to in response to a detection of

the infection with the virus prohibit use of the infected
file based upon executing an encoding process for secu-
ity that converts the infected file into encoded data,

thereby in vesponse to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storage
area in which the infected file was stored.

53. The method according to claim 52 wherein the other

storage arvea as a guarantine is an inexecutable area.
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54. An apparatus comprising.

a storage device adapted to store a plurality of files and a
status for each of the files indicating whether each of the
files is infected with a virus;

a virus checking device adapted to select a file to be
checked for infection with a virus;

a quarantining device adapted to quarantine an infected
file on the storage device; and

a converting device adapted to in response to a detection of

the infection with the virus prohibit use of the infected
file based upon executing an encoding process for secu-
ity that converts the infected file into encoded data,

thereby in vesponse to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storage
area in which the infected file was stored.

53. An apparatus, comprising.

a storage device adapted to store a plurality of files and a
status for each of the files indicating whether each of the
files is infected with a virus;

a virus checking device adapted for selection of a file to be
checked for infection with a virus; and

a converting device adapted to in response to a detection of
the infection with the virus prohibit use of an infected file
based upon executing an encoding process for security
that converts the infected file into encoded data,

thereby in response to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storage
area in which the infected file was stored.

56. A method, comprising:

scanning a file for infection with a virus using a computer;

quarantining the file from non-infected files if the file is
infected with a virus; and

in rvesponse to a detection of the infection with the virus
prohibiting use of the infected file by executing an encod-
ing process for security that converts the infected file
into encoded data,

thereby in response to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storage
area in which the infected file was stored.

57. A computer readable storage medium controlling a

compuiter by:

scanning a file for infection with a virus,

quarantining the file if infected with a virus; and

in vesponse to a detection of the infection with the virus
prohibiting use of the infected file by executing an encod-
ing process for security that converts the infected file
into encoded data,

thereby in vesponse to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storvage
area in which the infected file was stored.

58. A method comprising:

scanning a file for infection with a virus using a compuiter;

isolating the file from non-infected files, if the file is infected
with a virus; and

in rvesponse to a detection of the infection with the virus
prohibiting use of the infected file via executing an
encoding process for security that converts the infected
file into encoded data,

thereby in vesponse to the detection of the infection with the
virus, the infected file is deleted and the encoded data is
stored in another storvage area different from a storage
area in which the infected file was stored.
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59. A method for performing an anti-virus operation, the
method comprising:

detecting a virus-infected file in a storage device using a
compuler;

in vesponse to the detection of the virus-infected file pro-
hibiting use of the virus-infected file based upon con-
verting for security the virus-infected file into encoded
data; and

storing the encoded data of the virus-infected file,

thereby in vesponse to the detection of the virus-infected

file, the virus-infected file is deleted and the encoded

data is stoved in another storvage avea diffevent from a
storage area in which the virus-infected file was stored.
60. The method according to claim 59 further comprising.
executing inverse conversion of said encoded data for
restoring the virus-infected file.
61. The method according to claim 59 further comprising:

registering virus information of the virus-infected file in an

infection management table.

62. The method according to claim 61 further comprising:

outputting the virus information for a virus analysis.

63. The method according to claim 61, further comprising:

deleting the virus information of the virus-infected file

registered in the infection management table through an
Interactive process.

64. The method according to claim 61 wherein the virus
information contains a virus name and a storvage location in
which the virus-infected file was stored.

65. The method according to claim 59 wherein an opera-
tion of said detecting is activated periodically or activated in
response to a command instruction.

66. The method according to claim 59 wherein the encoded
data is stoved in a different storage avea from a storage area
in which the virus-infected file was stored.
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67. The method according to claim 59 wherein the encoded

data is storved in a storage area which cannot be accessed
readily.

68. A method for performing an anti-virus operation, the

5 method comprising:

10

15
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detecting a virus-infected file using a computer;

in response to the detection of the virus-infected file pro-
hibiting use of the virus-infected file by encoding the
virus-infected file for security; and

storing the encoded virus infected file,

thereby in rvesponse to the detection of the virus-infected
file, the virus-infected file is deleted and the encoded
data is stored in another storvage area different from a
storage arvea in which the virus-infected file was stored.

69. A method for performing an anti-virus operation, the

method comprising:

detecting a virus-infected file in a storvage device using a
compuler;

in vesponse to the detection of the virus-infected file con-
verting for security the virus-infected file into encoded
data; and

storing the encoded data of the virus infected flile,

thereby in rvesponse to the detection of the virus-infected
file, the virus-infected file is deleted and the encoded
data is stoved in another storvage avea diffevent from a
storage area in which the virus-infected file was stored
and the converting into the encoded data prohibits use of
the virus-infected file.

70. The method according to claim 69, wherein the use

30 comprises executing.
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