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MACHINE-TO-MACHINE E-COMMERCE
INTERFACE USING EXTENSIBLE MARKUP
LANGUAGE

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

10

Morve than one reissue application has been filed for the

reissue of U.S. Pat. No. 6,766,361. U.S. application Ser. No.
11/513,996 was filed on Aug. 31, 20006, as a continuation of
the present application, U.S. application Ser. No. 11/4589,751, 15
filed Jul. 19, 2006.

This application claims benetit o1 60/184,778 filed Feb. 24,
2000.

This invention relates generally to the automated exchange
of information between a web server and a plurality of visitor 20
servers to facilitate the promotion of goods and services, and
more particularly to the use of a hierarchical protocol based
upon extensible markup language (XML) in order to enable
concurrent scaleable bi-directional interaction between
machine visitors and a host organization, including machine- 25
to-machine communication of data related to the availability
of goods, services and information.

BACKGROUND AND SUMMARY OF TH
INVENTION 30

L1

The present invention 1s a machine-to-machine communi-
cation protocol and system having a predefined destination
(universal resource locator (URL)) for bootstrapping the
communication process, a structured content protocol using 35
XML. The system 1s also closed-ended, using a rule-based
syntax with conditional data interaction. In a preferred
embodiment, the system includes GUI-based design and pro-
gramming tools enabling the set up of host and/or visitor
machines in accordance with the protocol. 40

Heretofore, a number of patents and publications have
disclosed applications for extensible markup language sys-
tems, the relevant portions of which may be briefly summa-
rized as follows:

U.S.Pat. No. 6,012,098 to Baych et al., 1ssued Jan. 4, 2000, 45
teaches the use of servlets to 1solate the retrieval of data from
the rendering of data into a presentation format.

“The XML Handbook,” by C. Goldfarb & P. Prescod,
(ISBN 0-13-081152-1), Prentice-Hall, 1998, hereby incorpo-
rated by reference 1n 1ts entirety, teaches the use of extensible 50
markup language (XML) 1n electronic commerce (e-com-
merce), particularly 1n various applications for user-interac-
tion with e-commerce systems.

An overwhelming portion of current Internet content 1s
provided for a human recipient of the content and 1s designed 55
for the human cognitive system. The Internet content 1s struc-
tured hierarchically and rendered using artifacts such as
URLs, 1images, buttons, etc., so that the human recipient’s
mind can tackle the vast amount of information selectively.
Most e-commerce sites spend significant ol resources on 60
making their Internet site user-friendly and presentation rich.

While this seems to be the most effective strategy to serve
the consumer 1n general, the explosive growth of the Internet
(including volume and choice) make it impossible for the
average human to come to the terms with the situation. In 65
other words, 1f a person needs to search for a piece of infor-
mation on the Internet, particularly purchase information,

2

his/her predicament 1s approximately the same as rummaging
through the paper-based Library of Congress. So 1t 1s reason-
able to believe that consumers will turn to computer based
solutions to help them search, filter and organize the Internet
data expediently. Early examples of this are the search engine
and cataloging of content available through Yahoo® or North-
ernlights.com®

In ordinary circumstances, 1t 1s not a technical challenge to
build automated data mining solutions directed at the Internet
content. However, the format and presentation of Web content
currently found on the Internet 1s not suitable for access by
machines (other computers) at all. The widely diverse styles
and structure of Internet content, partially as a result of the
lack of structure 1n the hypertext markup language (HTML),
make i1t extremely hard for data mining solutions to take root
on a widely applicable basis. The universal resource locator
(URL; a mnemonic representation of an IP address), menu,
image, or button based interface meant for humans becomes
a huge bottleneck for any automatic connect/query/report
strategy of search and data mining engines.

Accordingly, organizations need to implement a machine
accessible interface to their web sites (or at least to web-
accessible mformation), so that other computers and sofit-
ware-based systems and content providers can access their
systems intelligently. Software systems work best when they
exchange structured information using unambiguous inter-
faces. Hence, the present invention 1s a system that allows
web sites to provide a universal content exchange interface,
using XML as the format of data, so that machine-to-machine
exchange can be used to communicate information and
thereby further electronic commerce.

One object of the present invention 1s to establish a protocol
whereby every company wishing to provide information
relating to its products and/or services will utilize a common
upper-level domain name 1dentifier (e.g. xml.yourcompany-
.com) that will serve as a machine-to-machine gateway.

Another object of the present invention 1s to provide a
solftware module and associated protocol; XML based
Machine Access Schema (XMAS) that enables any company
to mstall the machine-to-machine interface with minimal pro-
gramming eifort. In one embodiment, such an interface
would enable the exchange of non-secure product/service
information only. In other words, 1t would not require the use
of secure channels such as SSL or digital certification.

A Turther object of the present invention 1s to enable vari-
ous extensions of basic machine-to-machine communica-
tions, ncluding 1mitiation of information exchange, perhaps
followed by a secure data exchange between two or more
trading “partners.”

In accordance with the present invention, there 1s provided
a method for machine-to-machine communication to facili-
tate electronic commerce, comprising the steps of: recetving,
an access schema inquiry from a visitor machine; and 1n
response to the request from the visitor machine, sending
from a host machine to the visitor machine, an access schema
description for at least an upper level of said schema, wherein
the access schema description advertises services olfered by
the host.

In accordance with another aspect of the present invention,
there 1s provided a system for facilitating electronic com-
merce, including: a computer-based, host machine having
access to data pertaining to vendor offerings; a computer-
based visitor machine for establishing a dialog with the host
machine; and a network interconnecting the host and visitor
computer-based machines to enable for the exchange of data
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therebetween; wherein the visitor machine initiates a dialog
with the host machine to determine a service discovery pro-
tocol therefor.

One aspect of the invention 1s based on the discovery of
techniques for using an extensible markup language as a
structural component for machine-to-machine communica-
tion. The techniques eliminate or reduce the need for manual
preparation of predefined hierarchies of data, database struc-
ture, etc. Such techniques can be implemented, for example,
by defining and using XML elements and a hierarchical data
transier protocol, whereby a host machine can communicate
it as a data structure to a visitor machine and then reply to
turther inquiries for additional data from the visitor machine.
The techniques can be implemented with any machine that
can support existing Internet communication protocols,
including HT'TP, Java Messaging Services or CORBA.

The techniques described herein are advantageous because
it 1s both an efficient and simple solution to the problem of
widely varying content and lack of structure typically found
in current Internet-based e-commerce systems. In addition, 1t
tacilitates the exchange of non-secure product/service mnifor-
mation. The techniques of the mvention are advantageous
because they provide a protocol that incorporates unlimited
alternatives as to the structure of content, yet permits efficient
searching and transfer of product/service information using
machines. Some of the techniques can be used to provide
comparative product and service information in a comprehen-
sive format for user review. As a result of the invention, the
accuracy of locating appropriate goods or services will be
tremendously 1mproved. Since the WebServers publicize
theirr services 1n an unambiguous and structured manner,
Internet Portal companies can easily set up a true product-
listing database comparable to a Yellow Pages index.

XML 1s currently used in Business-to-Business environ-
ments, where the participants mvolved 1n the information
exchange are pre-qualified 1n a trusted framework. The trust is
enforced through several means—submission of credit card
information, establishing a legal contract, exchanging Digital
Certificates or explicit partnerships. The existing trust based
framework does not allow XML based information exchange
between the organizations and universal portal vendors and/
or their web spiders.

The current invention provides a framework to setup a
trust-free and qualification-free framework to exchange
structured unambiguous XML content between any organi-
zation and any XMAS-aware information-seeking visitor.
However, 1t 1s contemplated that a trust-based exchange may
follow between the host orgamization and a customer as a
result of information nitially exchanged 1n accordance with
the present invention.

The information exchange protocol described 1n relation to
the current invention, XMAS, also provides a framework
where an orgamization can advertise 1ts trusted services 1n a
trust-free environment. An eclement of the information
exchange could be the description of methods required to
obtain services 1n a trusted framework. The Host server can
integrate 1ts trusted services into the trust-free framework
offered by XMAS. Thus, 1n a fully implemented environ-
ment, XIMAS allows seamless transition between Trusted and
Trust-free environments.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a diagram of a networked computing environment
in which the present invention may be practiced;
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FIG. 2 1s a block diagram of the software components
employed 1n an embodiment of the invention depicted in FIG.
1,

FIG. 3 1s a diagram depicting the architecture of the host
software of FIG. 2;

FIG. 4 1s a flow diagram setting forth the general commu-
nication protocol employed by an embodiment of the present
invention;

FIG. 5 1s a hierarchical structure diagram illustrating vari-
ous hierarchical levels 1n an exemplary embodiment of a host
machine; and

FIGS. 6-7 are further examples of the hierarchical storage
ol information obtainable from the host machine as depicted
in FIG. 5.

The present invention will be described 1n connection with
a preferred embodiment, however, 1t will be understood that
there 1s no intent to limit the invention to the embodiment
described. On the contrary, the 1ntent 1s to cover all alterna-
tives, modifications, and equivalents as may be included
within the spirit and scope of the mvention as defined by the
appended claims.

(L]
Y

DESCRIPTION OF THE PREFERRED

EMBODIMENT

For a general understanding of the present invention, ref-
erence 1s made to the drawings. In the drawings, like refer-
ence numerals have been used throughout to designate 1den-
tical elements. In describing the present invention, the
following term(s) have been used 1n the description.

Referring to FIG. 1 there 1s 1llustrated a representative data
processing network 50 in which the present invention may be
practiced. The data processing network 50 includes a plural-
ity of individual networks, including LANs 52 and 54, each of
which includes a plurality of individual workstations 60 or
single-user workstations 62. Alternatively, as will be appre-
ciated by those skilled in the art, a LAN may comprise a
plurality of intelligent workstations coupled to a host proces-
SOF.

The data processing network 30 of FIG. 2 may also include
multiple mainframe computers 66 that may be coupled to the
LLAN 52 by means of a communications link 68. The main-
frame computer 66 may be implemented utilizing an Enter-
prise Systems Architecture computer available from the Inter-
national Business Machines Corporation. As will be
appreciated by those skilled 1in the art, the term network
includes both wired and wireless communication technolo-
gies, and the equipment associated therewith (e.g., personal
computers, personal digital assistant (PDA) devices, cellular
and digital telephones, etc.). It1s further contemplated that the
XML data stream described herein may be exchanged using a
wireless communication protocol such as WAP.

The mainframe computer 66 may also be coupled to a
storage device 70 that may also serve as remote storage for the
LAN 52. Stmilarly, the LAN 52 may be coupled to a gateway
server 72. The gateway server 72 1s preferably an individual
computer or intelligent workstation that serves to link the
LLAN 52 and host mainiframe computer 66 to the other net-
worked computers via an Internet connection (e.g., T'1-line or
equivalent).

It will be appreciated that the various components
described in FIG. 1 may be co-located or separated by a
significant geographic distance, and similarly, that the Host
L.AN 52 may be located a substantial distance from the Visitor
LLAN 52 and client/user workstation 62.

Software programming code that embodies an aspect of the
present invention 1s typically accessed by a microprocessor
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(not shown) of the workstation 60 (or 62) from a long-term
storage media of some type (e.g., hard drive or CD-ROM
drive). In a client-server environment, such soitware pro-
gramming code may be stored with storage associated with a
server. The software programming code may be embodied on
any of a variety of known media for use with a data processing

system, such as a diskette, hard drive, or CD-ROM. The code
may be distributed on such media, or may be distributed to
users from the memory or storage of one computer system
over a network of some type (e.g., Internet) to other computer
systems for use by users of such other systems. The tech-
niques and methods for embodying software programming,
code 1n memory, on physical media, and/or distributing sofit-
ware code via networks are well known and will not be further
discussed herein.

The data stream resulting from use of the present invention
may be stored on any of the various media types used by the
long-term storage 70, or may be sent from a workstation 60 to
another computer or workstation of the network illustrated 1n
FIG. 1 over the communications channels, for storage by that
other computer or workstation.

In a preferred embodiment, the present invention 1s imple-
mented as a plurality of computer software programs operat-
ing 1n association with one another. These programs will be
used where software applications retrieve data in response to
a request, optionally perform some type of parsing and/or
processing on the retrieved data, and format the data for
internal storage and later use or display. (Processing of the
data after retrieval, such as computing sums of retrieved num-
bers or formatting for purposes of display or retransmission,
does not form a part of the present invention, and will not be
discussed herein.) In a preferred embodiment, the programs
are implemented 1n a stand-alone fashion, whereby one pro-
gram 1implements only the host system features and function-
ality and another implements only the visitor features and
functionality. Alternatively, the host and visitor features may
be implemented as one or more modules (including subrou-
tines and “objects” in object-oriented programming) that are
incorporated along with other modules to form complete
programs host- and/or visitor-based programs. The programs
will typically execute on a computer functioning as a server,
providing services 1n response to machine or user-generated
requests. Alternatively, the connection may be to a corporate
intranet (that 1s, anetwork owned or managed internally to the
user’s company) of which the user’s computer 1s a compo-
nent, where this corporate intranet provides services in a
similar manner to the Internet. Use of the term “Internet”
herein, when discussing processing associated with the user’s
request, includes processing that occurs 1n an intranet, unless
otherwise stated.

While the preferred embodiment of the present invention
contemplates that the data retrieval logic 1s implemented 1n a
different program from that implementing the data formatting
logic, the two different logic functions may be implemented
in a single program without deviating from the scope of the
present invention. In this case, the required functional 1sola-
tion may be achieved by structuring the logic into separate
modules, or groups of modules, per function.

Referrmg next to FIG. 2, there 1s depicted an XML
Machine Access Schema that 1s preferably employed for Host

Server 72 to enable visitor machines (running 3™ party appli-
cations) to passively discover or “pull” information from host
72. The purpose of the XML Machine Access Schema Server
1s to facilitate concurrent, scaleable, bidirectional interactions
between the machine visitors and the host organization 1n a
qualification- and trust-free manner. Such interactions can be
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accomplished on a user-imitiated schedule, or in response to
system events (1.e., scheduled events).
The XML Machine Access Schema Server 72 1s accessible

using a well-known destination URL for boot strapping (e.g.,
XML.HOST.COM). Server 72 provides a structured method-
ology forretrieving XML based structured content. The infor-
mation 1t provides contains responses to the original query, as
well as information on how the response 1tself can be used for
further 1nvestigation. The interaction 1s meant to be close-
ended, using a rule based syntax that i1s dictated by the server
soltware 73.

The server provides conditional data interaction so that the
information could be accessed using pre-programmed data
retrieval. In one aspect, the information retrieved via the
server 1s static data 74 that 1s periodically uploaded or
refreshed, preferably using a setup or data-building tool 75.
Data building tool 75 1s suitable for recerving information, for
example a catalog database, and processing the information
s0 as to create an XML output suitable for access and sharing
by the server software 73. The software tool preferably being
suitable for building at least one repository of static data
pertaining to the host organization’s offerings.

The preferred embodiments of this manual tool are: (1) a
Java application; or (2) Windows/Windows NT Application
implemented 1 C/C++ or Visual Basic. The software tool
enables the end user organizations that maintain and use the
data (within the host organization) to define the data and
services to be provided by the host server to the machine
visitors. For data, the software tool provides features for
interactively designing the static enterprise information
intended for the machine visitors. The host software server
(73) uses the database created by this tool, to enable the
machine visitors to interactively traverse the information in
hierarchical fashion. The setup tool shall preferably use any
ODBC compliant database to store the static data. Optionally,
the data 1s stored in text files. The data 1s always provided to
the machine visitor in XML format, independent of the for-
mat used for the storage within the database 74.

For services, the setup tool automatically creates interface
definitions necessary to support the enterprise’s unique data
requirements. These intertace definitions are driven by the
hierarchical relationships setup by the user as explained in the
above paragraph. The interface definitions describe the
response mechanism of the XMAS server to communicate to
the machine visitors.

In another aspect, the server software 73 also provides the
capability to access dynamic information of the host via the
resources 1n dynamic access schema 78. In particular, such
resources include interfaces 78A (custom interfaces to par-
ticular host systems) that not only provide an interface, but are
also able to 1dentily or control access to the information
which the host organization selects for visitor access. In other
words, the interface could be programmed to indicate avail-
able inventory for a product from the inventory system 78B,-
and to indicate “0” units available but not to show what the
backorder date 1s for the product.

The server software 73 provides ability to obtain the Hier-
archical, Trust-Free, Ul-Free representation of the enterprise
information for anonymous visitors from dynamic enterprise
information repositories. The dynamic interfaces enable the
machine visitor to interface to the enterprise management
systems and optionally, secure commerce servers, providing
means to carry out meaningiul commerce transactions auto-
matically, if needed. As an example, a machine visitor could
browse through the catalog of articles manufactured by an
enterprise (static data), find an 1tem, seek the information on
how to procure that item, and use a dynamic interface to the
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organization’s secure E-commerce server or EDI server, to
initiate a commercial transaction.

The Machine Access Schema Server 1s preferably:

1) An application framework, not just an application,
where application frameworks are end-user customiz-
able applications that allow the system to be tailored to
the needs and existing systems of a particular host orga-
nization;

2) Object Oriented;

3) The Machine Access Schema Server Architecture 1s
based on Strategy Design Pattern, as found, for example,
in “Design Patterns: Elements of Reusable Object-Ori-
ented Software,” by Erich Gamma et al., including pages
315-323 which are hereby incorporated by reference for
their teachings;

4) An abstract of business rules and requirements, thus
enhancing generic usage; and

5) An application wherein functionality can be added with-
out re-compiling the existing application.

The server 72 preferably uses the dynamic data interfaces
to provide the information in real-time. The dynamic inter-
faces are designed to Tunction as user extendable implemen-
tations of the same interfaces used for the static interfaces.
Different Data Repositories require customized interface
implementations. For example, the interface required to inte-
grate the data from an Oracle RDBMS would be much dii-
ferent from the interface implementation of SAP based ERP
system.

The dynamic interfaces 78 A are preferably implemented
as Java interface implementation classes. The dynamic inter-
faces can coexist with the static interfaces such that they can
be implemented gradually. In one embodiment, the interfaces
78 A may be mmplemented as “wizards” or as APIs buils
around rules-based engines. It 15 contemplated that a com-
mercially available rules-based engine or an independently
developed engine may be employed, and the API used to
“customize” the interface to the host organizations systems
78B.

The systems 78B for which dynamic interfaces are pres-
ently contemplated include:

1) RDBMS system—to get any data 1n relational format;

2) Inventory control Systems—to get the availability, stock
levels and reordering information;

3) Financial systems—to get the prices, discount and rate
plans;

4) Enterprise Resource Planning systems—to take a com-
prehensive view of a very complex operation; and

5) E-Commerce systems—to order items automatically.

Having described the basic components of the schema, the
following architectural features of the schema will be
addressed. As 1s indicated by server software 73, all machine
access requests by the visiting machines are preferably
handled by a single object. Visitors accessing the host 72 via
the Machine Visitor API identily their requests using a unique
request identifier, called “Interface”. For example, URL 1s an
interface request identifier. It 1s anticipated that initial con-
tacts or requests to the host will be for static information as
contained in the static data repository 74, however, both static
and dynamic information may be shared as described below.

The server can communicate with the machine visitors
using one or more of multiple methods—HTTP and Java
Message Service (IMS). Using the ubiquitous HTTP proto-
col, any machine visitor can access the server 72, by embed-
ding the XML based initial and the subsequent requests 1n the
HTML Get messages. The server responds to the HI'TP
requests 1n XML-based ASCII text format. Using the JMS

protocol, the server can provide the same responses 1n a more
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scaleable and reliable fashion. In addition to the simple
request/response type communication, the JMS based archi-
tecture provides features such as persistence, verification and
transaction support.

Alternatively, the information exchange may occur in an
asynchronous or “batched” mode, wherein the data exchange
1s accomplished using FTP or SMTP protocols. Similarly,
IMS can be operated 1n an asynchronous mode using the
subscribe-publish model, requiring another MOM layer
above the bootstrap URL (xml.acme.com).

In the preferred embodiment, each interface request 1s
handled by a separate “interface handler object”. That means
if the Interface Server intends to service three requests—
URL, Products and Product, there will be three classes by the
same names. Referring also to FIG. 3, where there 1s depicted
a class diagram 90 for the example; the structure of the data
will be described. The objects within the class 90 include the
server object 73, which interacts with the interface object 93.
Via object 93, the server 1s able to access URL object 94,
Products object 95 and/or Product object 96. The information
shared via access to each of these objects 1s further described
with respect to the dialog below.

In the preferred embodiment, each interface handler class
1s uniquely 1dentified by the name of the interface request it 1s
meant to service. All mterface handler objects are descen-
dents of a common or parent class, “Interface”. Hence, all the
three example classes (94, 95 & 96) are extended classes of
the parent class, “Interface” (93). Preferably, the Interface
Server 73 instantiates an Interface handler through the parent
class name and the subclass name, applying the principle of
polymorphism. The Interface server passes parameters to the
interface handler through a generic mechanism such as a hash
table.

Compared to other mechanisms such as passing the param-
cters directly and using the vectors, the Java hash tables
facilitate storing of key/value pairs and can grow dynami-
cally. A hash table allows any number of parameters of any
type to be passed between the requestor and 1ts handler,
without changing the method signature of either caller or the
callee.

In order to further describe an embodiment of the present
invention, the following example of an interaction 1s pro-
posed, based upon a general communication protocol as
depicted 1n FIG. 4. In particular, the communication process
occurs 1n a series of back-and-forth communications between
a host machine and one or a plurality of visitor machines. The
general process steps are depicted along the left side of FIG.
4, starting with step 100. To 1imitiate a communication session,
a visitor machine sends a message requesting an access
schema from the host, step 100. The visitor may have pre-
defined knowledge of the host, or may identify the host
through a search engine or a trial search at a preferred URL
such as xml.acme.com. Once the request is recerved at step
100, the host machine responds to the request with 1ts access
schema, step 104. As will be described 1in further detail below,
the access schema for a particular host 1s host-specific and 1t
1s the transmission of the schema that enables the visitor
machine to understand the hierarchical arrangement of the
host machine information. After sending the access schema,
the host machine takes no further action unless the visitor
replies with a further inquiry. At that point, the machines
engage 1n a dialog as represented generally by step 108 and as
depicted 1n further detail on the right side of FIG. 4.

A dialog 108 includes, for example, a set of services being
identified by the host (120), parsing of the services reply
(124), and formulation of an additional services request by
the visitor (128). The additional services request, upon being
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received by the host (132) mitiates an optional data gathering,
procedure whereby a database may be queried to obtain infor-
mation (136). It will be appreciated that the data gathering
process may be real-time or batched, depending upon the
desired frequency of updating information to be “published”
to visitors. If the information 1s intended to be visitor-specific,
data gathering would likely be dynamic (in response to a
visitor request).

Once the information necessary for the host to respond 1s
available, the reply 1s formatted and sent from the host (138)
and subsequently received and parsed again by the visitor. As
indicated by optional process tlow line 150, the various pro-
cedures of the dialog continues step 108 may be repeated as
the visitor obtains further mmformation about one or more
hierarchical levels of information residing with the host.

To further describe the communication protocol using
XML and the machine-to-machine communication steps, the
following example of a fictitious company, Acme Inc. will be
used. As 1s the case with world-wide web interfaces, 1t 1s often
known to i1dentily a website using the company name. In a
similar fashion, the machine-to-machine communication
interface 1s preferably a dermvative ol the company name, such
as: xml.acme.com, where xml.acme.com provides a compre-
hensive overview of 1ts services, offerings and other details to
any machine visitor. The machine interface server at xml.ac-
me.com (e.g., server 72 1n FI1G. 1) will provide this informa-
tion 1n a self-validating, stateless, and structured manner
using XML syntax. Self-validation and structure are accom-
plished as a function of the extensible markup language,
where the document type definition (DTD) provides the
structure and serves as the basis for self-validation. The sys-
tem 1s stateless as the host preferably returns consistent infor-
mation each time a visitor machine sends the same request or
query. The information 1s referred to as an access schema. In
other words, when any machine or solftware-based system
accesses the xml.acme.com URL, the host machine interface
server at server responds back with Acme’s access schema
information.

A typical access schema message at an upper level (e.g.,
Level 1) might look like the following 1n XML.:

<interface name-discovery>

<Attribute Name=Services Mode=out>
<Element>Organization</Element>
<Element>URL</Element>
<Element>Address</Element>
<Element>ProductList</Element>
<Element>ServiceList</Element>
</Attribute>

</interface>

Referring to FIG. 5, the above message 1s also depicted at
Level 1 therein and preferably i1dentifies 1tself as an access
schema message and advertises what other services/data the
host can offer. The services (Level 2) are described 1n an
attribute or element called “Services”. The “Services”
attribute has several elements itself, including Organization,
URL, Address, ProductlList, Product, Servicel.ist, and Ser-
vice etc. Each of these elements indicates a unique product or
service the machine interface can offer. As noted above, the
Level 1 and Level 2 objects are generally understood to rep-
resent static data, whereas at least some information in Level
3, and particularly in Level 4 1s dynamic information that may
be obtained, for example, from the host orgamization’s
E-commerce and/or Inventory systems.

Dialogue

Based on the information parsed or gleaned from the
access schema message, the visitor machine can continue the
dialogue with the host machine xml.acme.com on each ser-
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vice. For example, 11 the visitor 1s accessing xml.acme.com
for the very first time, 1t may begin by adding a record entry
for Acme to 1ts locator database using the Organization, URL
and Address services.

The machine visitor may “talk back™ to xml.acme.com for
its Organization service by, for example, sending the follow-
Ing message:

<interface name=0Organization>

</interface>

Subsequently, the Xml.acme.com host machine would
respond to the visitor query with a message that might look
like:

<interface name =0Organmization>

<Attribute Name=RegisteredName Mode=0ut>
<Element>Acme Corporation </Element>
</Attribute>

</1nterface>
As can be seen by inspection of FIG. 5, the information
provided 1n the ensuing replies sent by the host machine 1s
lower-level hierarchical information such as that contained 1n
Level 3 of the Organizational service.

The following exchanges between a host and visitor are
intended as exemplary exchanges that depict the transfer of
information as represented in FIG. 5. In particular, FIG. 5
depicts a possible hierarchy of four levels, each providing
additional information for the services in the access schema.
As depicted 1 FIGS. 6 and 7, 1t 1s possible for a back-and-
forth communication of access schema information to enable
the visitor machine to retrieve information from the hierar-
chical structure of a host machine, or a database to which 1t
has access (e.g., product database).

TABLE A

Visitor Host
<interface name=URL>
<Attribute Name="Internet
Address”

Mode=out>
<Element>www.acme.com
</Element>

</ Attribute>

<Attribute Name="Alternate

Internet

Address” Mode=out>
<FElement>www.acme-online.com>
</ Attribute>
</Interface>

<interface name=UR] >
</Intertface>

In the example above, the visitor machine asks for the URL
of the host using a Service Discovery message such as
depicted above. The visitor came to know of the service called
‘URL’ from the host’s access schema message. The host
xml.acme.com replies with what other services 1t can offer.
They are described 1n an attribute called “Services”. The
“Services” attribute has several elements, including: Organi-
zation, URL., Address, ProductlList, Product, Servicel.1st, and
Service. Bach of these elements indicates a unique service
that the host machine 1nterface can ofier.

TABLE B
<interface <nterface name=Products>
name=ProductList> < Attribute Name="“Product List”
</Interface> Mode=out>

<Element Interface=Product Attribute =
ProductCode> ACME101 </Element>

<FElement Interface=Product Attribute =
ProductCode> ACME102 </Element>
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TABLE B-continued

<Element Interface=Product Attribute =
ProductCode> ACME103 </Element>

<FElement Interface=Product Attribute =
ProductCode> ACME104 </Element>

</ Attribute>

</Interface>

In the example of Table B, the visitor machine requests a
service on the interface called ‘ProductList’. Again, the visi-
tor knew about the service called ‘ProductList’ from the host
machine’s access schema. The host machine xml.acme.com
replies to the visitor’s service request by providing a list of
clements as before. However, there 1s an important difference
this time. In addition to the output (e.g. ACME101), the host
added two Level 3 properties to each element. The first prop-
erty 1s called Interface (value 1s Product) and the next property
1s called Attribute (value 1s ProductCode). By providing these
two properties, the host system 1s advertising or promoting
information about another service in which the corresponding
clements can be used. The two properties indicate that there 1s
a service called Product, to which the element’s value (e.g.
Acmel01) can be passed as an iput attribute with the name
ProductCode.

The example of Table C 1llustrates the manner 1n which the
visitor machine uses this information and queries the host for
information on product Acmel01. The host system responds
with the information about the product code Acmel01.

TABLE C

<Interface Name-Product> <interface name=Product>

<attribute <attribute Name=ProductCode
Name=ProductCode Mode=1n>
Mode=In>
<Element>ACME101 <Element> Acme 101 </Element>
</Element> </ Attribute>
</Attribute> <Attribute Name=Description
Mode=out>
<Element>Dilbert Plush Doll
</Element>
<Attribute>
<Attribute Name=Manufacturer
Mode=out>
<Element>Playful Inc. </Element>
<Attribute>

<Attribute Name=Price Mode=out>

<Element>5.99

</Element>

</Attribute>

<Attribute Name=Availability
Mode=out>

<Element>In-Stock</Element>

</Attribute>

<Afttribute Name=Image Mode=out>
<Element>www.acme.com/images/acmel01.
gif

</Element>

</Attribute>

<Attribute Name=Review Mode=out>

<Element>

On days when your boss 1s driving you
particularly nuts, try easing your anguish
with the Boss Doll, a stuffed replica of
your boss including his/her picture laminated
on the face.

</Element>

</Attribute>

The above examples 1llustrate how a machine based visitor
can access xml.acme.com and build an entire database on 1ts
contents (e.g., FIGS. 6 and 7) recursively and automatically.
The dialogue between the visitor and the host 1s based on a
well-formed and structured interchange of data. The informa-
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tion gained from this dialogue by a machine visitor can be
used to build an application database based upon relational
techniques. In a relational database, the data is stored 1n a set
of tables, normalized, and indexed to facilitate key-based
retrieval using SQL syntax. The relational data tables may
store the information to be accessed using generic query
parameters such as, Organization, Product, Service, Price,
Z1p Code or Country.

Since each organization 1s expected to have some univer-
sally generic information (examples: URL, Address, contact
numbers) and some specific mformation (Example: goods
and services related information), the data model should be
flexible enough to allow seamless and universal data handling
and retrieval.

The application would preferably use the relational data to
provide information accurately and with high confidence
rather than depending upon the error-prone, fuzzy, free-text-
matching results. Additionally, the application may provide
features such as comparative price shopping, neighborhood
shopping, and query-by-example format search features.

Since the data 1s stored in relational attributes, the applica-
tion may be used to provide data warchousing features on a
massive scale to satisty the needs of statistical and analysis
communities. The application should have features to enable
automatic building and rebuilding of the relational databases
using an XML spider based on the machine visitor API. As 1s
known 1n the Internet community, a spider 1s a program that
automatically seeks and accesses new internet hosts at peri-
odic intervals, and uses that information to build searchable
databases.

Host Side Strategy

To provide an xml.acme.com interface to an existing web-
site such as www.acme.com, 1t 1s prelferable to provide a
Java-based solution that can be freely downloaded and imple-
mented with little or zero-programming effort. It will be
appreciated by those skilled in the design of Internet-based
systems that other programming techniques (including
Microsolit Active Server Pages), can be used to provide the
same functionality as a Java-based system described herein.

The host side Java solution consists of an XML aware Java
servlet, and a Java-based graphical user intertace (GUI) con-
figuration program that facilitates the XML machine access
schema and Service Definition setup. The configuration pro-
gram preferably provides for the definition of a data source
and a query to implement each service advertised in the
service definition. The host side XML servlet and the related
classes have the ability to support the access schema and each
advertised Service based on the configuration process.

Visitor Side Strategy

Once content 1s available, the Portal Companies (e.g.
Yahoo, Alta Vista etc.) will preferably develop the means and
ways to automatically access these sites, build text search
engines, warchouse the data and provide vertical services. So
long as corporations are enabled to easily to provide an XML
based interface meant for machines, Portal Vendors waill
immediately build software to exploit the machine interface.

Some 1nteresting applications can be built as direct conse-
quences of implementing the XML based machine-to-ma-
chine interface based on XMAS. These include Universal
Web “White” and “Yellow™ Pages such as depicted in FIG. 2,
item 80 that provide a highly accurate listing of goods and
services, XML based Web Search Engines, and XMAS based
web spiders to retrieve and “catalog” the information.

For example, the explosive growth of the world-wide web
makes the already labor intensive process of tracking the
suppliers of goods and services, an impossible task. A web
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‘spider’ process that 1s XML-aware working on the sites that
are XML capable will help resolve this problem.

1) Using the bootstrap notion of the XML equivalent of a
website, the XML spider can periodically query the hierar-
chical data structure of the host server population and setup 5
directory applications (e.g., XML based White Pages and
Yellow Pages) for goods and services.

2) A directory of the destination URLs for XML based
machine-to-machine interface.

3) Outsourcing the XML based M2M interface servers. 10

4) Customizable interface packages for the standard com-
mercial RDBMS, ERP, Financial, Inventory and e-Com-
merce applications.

As further depicted 1in FIG. 2, the example of a Search
Interface 82, should provide features such as free-text search, 15
parametric search, and programmatic search. The search fea-
tures would preferably be available for human interaction as
well as machine interaction. The search interface for
machines should be implemented using the same Machine

Visitor API described herein. The application acts as a host 20
when a machine visitor accesses 1t to avail 1ts search features.

In one embodiment, the search interface would have hier-
archical menus of unlimited depth, where the hierarchical
menu consists of a set of selection lists, where selection of an
item 1n a list dynamically updates the choices of selection in 25
the next selection list. The hierarchy starts at the root of the
information tree, and each selection list 1n the menu provides
entry into the next level of the tree hierarchy. In the embodi-
ment contemplated, the application would support dynamic
re-configuration of the information hierarchy. For example, a 30
geography-based tree will have “World” at the root, “Coun-
tries’ at the next level, and “Cities” at the next level and so on.
The same information could be rendered by the application to
provide an alternative hierarchical view, for example, a view
whose levels are arranged based on product categories suchas 35
“Vehicles,” “types of vehicles,” “brands” and “colors”.

Further examples of applications that might be imple-
mented to interface and employ the mnformation shared using,
the present invention include:

1) a comparative price shopping interface, where compara- 40
tive price data 1s obtained using the present invention
from a number of vendors of equivalent goods/services;

2) a neighborhood shopping intertace where the results of
a product search are limited to a specific location 1den-
tifier such as Zip Code; and 45

3) a query-by-example search iterface where the user can
form queries (e.g., http://aol.webopedia.com/TERM/qg/
query.html) from a blank record (e.g., http://aol.webo-
pedia.com/TERM/g/record.html) with a space for each
field (e.g. http://aol.webopedia.com/TERM/q/ 50

field.html). The user can enter conditions for each field
to be included in the query.

In recapitulation, the present invention 1s a method and
apparatus for machine-to-machine communication protocol
and system having a predefined destination (universal 55
resource locator (URL)) for bootstrapping the communica-
tion process, and a structured content protocol using XML.
The system 1s also closed-ended, using a rule-based syntax
with conditional data interaction. In a preferred operation, the
system 1ncludes GUI-based design and programming tools 60
that enable the set up of host and/or visitor machines in
accordance with the protocol.

It 1s, therefore, apparent that there has been provided, in
accordance with the present invention, a method and appara-
tus for the automated exchange of information, and more 65
particularly the use of a lhierarchical protocol based upon an
extensible markup language (XML) in order to enable
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machine-to-machine communication of data related to the
availability of goods, services and information. While this
invention has been described 1n conjunction with preferred
embodiments thereof, 1t 1s evident that many alternatives,
modifications, and variations will be apparent to those skilled
in the art. Accordingly, 1t 1s intended to embrace all such
alternatives, modifications and variations that fall within the
spirit and broad scope of the appended claims.

I claim:

[1. A system for facilitating structured content transfer
between a host server and an information-seeking visitor
machine, including:

a host server having access to data pertaining to vendor

offerings;

a computer-based visitor machine for establishing a dialog,

with the host server, and

a network interconnecting the host server and wvisitor

machine to enable for the exchange of data therebe-
tween;

wherein the visitor machine nitiates a dialog with the host

machine for the purpose of determiming the goods and
services offered therein.]

[2. The system of claim 1, wherein the host server is iden-
tified using a universal domain identifier.]

[3. The system of claim 1, wherein the data is stored in a
hierarchical format.]

[4. The system of claim 1, wherein the data is free of any
user-interface formatting information.}

[5. The system of claim 1, wherein the system is trust-free
so as not to require that the visitor machine provide any
authentication or authorization information to the host
servet. |

[6. The system of claim 1, wherein the system further
includes a software tool, associated with the host server, for
building at least one repository of static data pertaining to
vendor offerings.}

[7. The system of claim 1, wherein the system includes at
least one repository of dynamic data pertaining to vendor
offerings, and where the system further includes an interface
to the at least one repository of dynamic data.]

[8. The system of claim 1, wherein the system further
includes an interface that is a machine visitor interface.]

[9. The system of claim 1, further including:

an application using the information gained from a host

organization; and

an application database created from information gained

by the application, wherein the application database
comprises relational data tables that can be accessed to
locate goods and services using generic query param-
eters.]

[10. The system of claim 9, wherein the generic query
parameters are selected from the group consisting of:

Organization,;

Product;

Service:

Price;

Z1p Code; and

Country.]

[11. The system of claim 9, wherein the application pro-
vides a comparative price shopping interface.]

[12. The system of claim 9, wherein the application pro-
vides a neighborhood shopping interface.]

[13. The system of claim 9, wherein the application pro-
vides a query-by-example search interface.}

[14. The system of claim 9, wherein the application is
capable of building and rebuilding the database using a spider
based upon a machine visitor API.]
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[15. The system of claim 9, further including a search
interface interfacing to the host server via a machine visitor
APIL]

[16. The system of claim 15, wherein the search interface
provides a free-text search, a parametric search, and a pro-
grammatic search.]

[17. The system of claim 15, wherein the search interface
includes a plurality of hierarchical menus.}

[18. The system of claim 15, wherein the information is
stored 1n the database in accordance with a particular hierar-
chy and where the application supports dynamic reconfigu-
ration of the hierarchy in which the information is stored.]

[19. A method for machine-to-machine communication to
facilitate electronic information exchange, comprising the
steps of:

receiving an access schema inquiry from a visitor machine;

and

in response to the request from the visitor machine, sending

from a host machine to the visitor machine, an access
schema description for at least an upper level of said
schema, wherein the access schema description adver-
tises services offered by the host.}

[20. The method of claim 19, further comprising the step of
conducting a service dialog between the host machine and the
visitor machine, wherein a host response 1s sent 1n reply to a
visitor request, and where the visitor request 1s a function of
information receirved by the visitor machine in the access
schema description.}

[21. The method of claim 20, wherein the host response is
sent 1n reply to a visitor request, and where the visitor request
1s a function of information received by the visitor machine as
a host response.}

[22. The method of claim 19, further comprising the step of
searching for a host machine at a domain name that 1s a
predefined dertvative of a preexisting upper-level domain
address.]

23. A system, comprising:

a computer-based host server,

a computer-based machine visitor configured to establish,

in response to a system event, a machine-initiated dialog

with the host server; and

a network interconnecting the host servver and machine
visitor to enable the exchange of data pertaining at least
in part to vendor offerings therebetween;

whevrein the machine visitor is configured to initiate the
automated machine-to-machine dialog with the host
server in order to exchange a schema that is specified
according to an extensible structured content protocol
therebetween.
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24. A computer-readable memory medium having stored
thereon computer-executable program instructions that, in
response to execution by a machine visitor, cause the machine
visitor fo:

send, in response to a system event, a rvequest to a com-

puter-based host machine for the initiation of machine-
to-machine communication with the host machine,
wherein the machine visitor is anonymous rvelative to the

host machine;
subsequently exchange information with the host machine,
wherein the information exchanged as part of the
machine-to-machine communication rvelates at least in
part to vendor offerings and includes a descriptor that is
indicative of data available at a top-most level of a
hierarchy or information stoved on the host machine,
wherein the descriptor is specified at least in part
according to an extensible structured content protocol.
20. A system, comprising.
a machine visitoy, comprising:
a processor,
memory coupled to the processor; and
a network interface coupled to the processor;
wherein the machine visitor is configured to send, in
response to a system event, an automated request for
machine-to-machine communication by accessing a
machine-accessible interface of a host machine via a
uniform resource locator identifving a web location
associated with the host machine, and further config-
ured to automatically exchange information that
relates at least in part to vendor offerings and includes
an access schema with the host machine according to
an extensible structured content protocol, wherein the
machine visitor is not pre-qualified velative to the host
machine.
26. The system of claim 25, wherein the machine visitor

comprises a wireless interface usable to access the World
Wide Web.
27. The system of claim 25, wherein the machine visitor is
configured to access the host machine using a web spider.
28. A method, comprising:
receiving, at a machine-accessible web interface of a host
machine, a request for machine-to-machine communi-
cation from a web spider, wherein the request is not user
initiated, and wherein the web spider is not pre-qualified
relative to the host machine;
the host machine providing information to the web spider
as part of the machine-to-machine communication,
wherein the provided information pertains at least in
part to vendor offerings and includes an access schema
that is specified at least in part according to an exten-
sible structured content protocol.

G ex x = e



UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : RE44,110 E
APPLICATION NO. : 11/489751
DATED : March 26, 2013
INVENTOR(S) : Venigalla

It is certified that error appears in the above-identified patent and that said Letters

On Title Page 2, in Item (56), under “OTHER PUBLICATIONS”, in Column 2, Line 4,
delete “no date.” and insert -- Mar. 27, 2008. --, therefor.

In the Specification
In Column 2, Lines 6-7, delete “NorthernLights.com®™ and insert -- NorthernLights.com®. --,
therefor.

Page 1 of 1

Patent I1s hereby corrected as shown below:

In Column 4, Line 23, delete “DESCRIPTION" and insert -- DETAILED DESCRIPTION --, therefor.

In Column 5, Line 65, delete “bidirectional” and insert -- bi-directional --, therefor.
In Column 6, Line 54, delete “system 78B,-" and insert -- system 78B, --, therefor.
In Column 7, Line 33, delete “buils™ and insert -- builds --, therefor.

In Column 9, Line 41, delete “<interface name-discovery>" and insert
-- <iterface name=discovery> --, therefor.

In Column 10, 1n Table B,

_ VIS tar TTast
mmsert Header Row --

In Column 11, in Table C, Line 1,

e e P o

delete ¢«  <Interface Name-Product> <inlerface name=Product> »? and
Visitor Host

insert --  <Intertace Name=froduct> <interface name=rroquct> --. therefor.

Signed and Sealed this

Twenty-ninth Day of October, 2013
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Teresa Stanek Rea

Deputy Director of the United States Patent and Trademark Office
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