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(57) ABSTRACT

A method and arrangement 1s provided for the multicasting of
streaming digital content to a plurality of Internet users.
Streaming digital audio, video or other digital data content
that 1s to be multicast to Internet users 1s formatted into IP
protocol at a head-end content source transmission site. The
streaming IP digital data i1s transmitted from the head-end
transmission site to at least one distant/remote routing station
of an Internet service provider (1.€., a provider-edge router or
Internet point of presence) via a bandwidth portion of a digital
communications data transport service or transmission
medium that 1s substantially unaffected by conventional
Internet communications traific. The Internet service pro-
vider (ISP) maintains at least one access router for providing
Internet access via its Internet domain for its customers
accessing the Internet via conventional two-way IP connec-
tion. The streaming IP digital data recerved from the content
source transmission site by the ISP routing station may then
be multicast via the IPS’s existing infrastructure to one or
more of its Internet access customer.

46 Claims, 33 Drawing Sheets

/-Erﬂ
ISP

Customers
{Hosts)

Adminiiratively Scoped
Domaln g



US RE43,843 E

Page 2
U.S. PATENT DOCUMENTS 6,005,850 A 12/1999 Mouraetal. .................. 370/282
| 6,006,173 A 12/1999 Wiese et al. ..ooooovovv.... 704/201
4,885,747 A 1271989 Foglia ... 3707123 6009409 A 12/1999 Adleretal. oo, 705/14
4933936 A 6/1990 Rasmussen et al. 6,018,764 A * 1/2000 Field etal. woovovrvvovno. 709/217
4,985,895 A 1/1991 Pelkey .......................... 714/758 6,026,088 A 2/2000 ROStOker ot ﬂl. ************ 370/395
5,155,591 A 1071992 Wachob ..o, 358/86 6.028.860 A * 2/2000 Laubachetal. ... 370/395.64
g%g?agég i jﬁ}ggj gf;’gf; ctal. 6,028,867 A 2/2000 Rawson etal. ... 370/463
5305440 A 4/1994 Morgan et al. ............... 395/200 g’gf}?’gg’;‘ i %888 E‘Eﬁfjﬁ; al
5,319,455 A 6/1994 HOﬂrtyet Ell. ..................... 348/7 63049j823 A 4/2000 Hwan 709/28
5,394,561 A 2/1995 Freeburg 6064420 A 52000 Harrison et al 348/12
5404567 A 4/1995 DePietro etal. .............. 455/6.3 6072050 A 65000 Heidemann ot al ;
. 078, eidemann et al. .......... 709/217
5412416 A 5/1995 Nemirofsky .................. 348/10 6081533 A 6/2000 Laubachetal. .......... 370/421
gaj}éaggg i %ggg g&z;teﬂtl 6,084,583 A 7/2000 Gersberg et al.
452, * 6,094,671 A 7/2000 Chase et al.
5440336 A 8/1995 Buhroetal. ...coooioii... 348/13 6101180 A 82000 Donahue etal ... 370/357
g;‘ggggg i i%ggg 8:?;;’“”1* 1057200 6,119,008 A 9/2000 Guyotetal. ............... 705/14
5,481,542 A 1/1996 Logstonetal. ... 370/94.2 g"g%ggg i 1?/%888 &hﬁddh? 1 """"""""""" 7097203
5,485,464 A 1/1996 Strodtbeck et al. 120020 A * 129000 Hondricke of al 155/42
/1996 Birch et al. .oooovovevvno. 348/461 o | ) dlendricks elal. .o........... '
ga’;‘?gaigg i 2/1996 e 6,178,446 Bl 12001 Gersberg et al
5534913 A 7/1996 Majetictal. «oooovvvorooooooo. 348/7 g%g%gg% Er %88; %‘pma“ etl‘al‘ ““““““““ 370389
5,541,927 A 7/1996 Kiristol et al, 6343760 Bl 62001 Ammbruster et al
5,550,984 A 8/1996 Gelb i . . ‘
o A o000 NI ot ol 6,262,982 B1* 7/2001 Donahue et al, .............. 370/352
5555244 A 9/1996 Guptaetal. .............. 370/397 2’33?’332 Et“ ';%88; [B)ﬁfffgfj”‘l‘
5,586,121 A 12/1996 Moura et 4':11‘ ****************** 370/‘404 63279j112 B 8/200 O’T'OOle JI' et Ell 713/201
5594490 A * 1/1997 Dawson etal. ... 725/67 12, . . p S CLAL e
e 6,298,373 B1 10/2001 Burns et al.
5,608,446 A 3/1997 Carretal. ......ccooeeviinnnnin, 348/6 6301463 B 10/2001 Dao et al
5,610,910 A 3/1997 Focsaneanu et al. 6"324’182 Bih 11/2007 Burns ef ;ﬂ
5,625,624 A 4/1997 Rosen et al. 633453239 R1 29002 Bowman-;ﬁ;muah
5,650,994 A 7/1997 Daley ....covvrrccecriinnnen 370/259 6377981 Bl 42002 Ollikainen ef al
O A e HOM S 6,385,647 Bl 52002 Willis et al. .................. 709/217
5,675,732 A 10/1997 Majetietal. .............. 395/200.1 o031 DL 2o Derszberg el al 370/316
5,684,799 A 11/1997 Blghﬂﬂl et al. 654245657 B 7/2002 Voit etjal S
5,694,334 A 12/1997 Donahue et al. .......... 364/514 R 6477137 Bl 7/7007 Bowman-Amuah
5694490 A 12/1997 Howell et al. ..o.oocoovov.... 382/260 6442508 Bl $/2002 Wright ef al
5.694,546 A 12/1997 Reisman ............ 395/200.9 6455015 Bl 09000 Toreonsen of al
5,706,335 A 1/1998 Hinderks 6452923 Bl 9/2002 Gerszbers ef al
5727.002 A 3/1998 Miller et al. .o.ooovvrov... 371/32 6453438 Bl 09000 Miller ool
5720459 A 3/1998 Brandienetal. ........ 364/464.12 6420722 Bl 119007 Gorerhore of 4l
5,732,078 A 3/1998 Arango 6,510,152 Bl 1/2003 Gerszberg ot al
5742768 A * 4/1998 Gennaro etal. ........ 295/200.33 £213000 Bl 1003 Abeto ol
5,751,961 A 5/1998 Smyk D . o s 4
5j7641916 A 6/1998 Busey et al 6,542,500 Bl 4/2003 Gerszberg et al.
5774170 A 6/1998 Hite et al. ..o.oovevvveevvreovrr 348/9 g’ggg’gég Ei jgggg ng:j;nﬂg ctal
5,774,664 A 6/1998 Hldal‘y et Ell ************ 395/20048 63564j380 B 5/2003 Mquhy
5,778,187 A 7/1998 MOﬂteiTO et Ell 635703974 B 5/2003 GerSZbeI‘g etal
5,781,909 A 7/1998 Logﬂn et El.l **************** 707/200 655903885 B 7/2003 Jorgensen *
5790.541 A 8/1998 Patrick et al. 020138 Bl 79003 Mclos ot al
5,791,541 A 8/1998 Jitsuishietal. ................. 226/40 6j594ﬂ246 B 7/2003 Jorgensen |
5,793,861 A *  8/1998 Haigh ...o.ccoocoovivrvrovnrn. 257/693 0204600 Bl 7003 Reoma
5,812,545 A 9/1998 Liebowitz et al. ............ 370/337 656' 13862 R) 27003 Reisman
5,812,786 A 9/1998 Seazholtzet al. ....... 395/200.63 c 11267 Bl 9003 Bowrman Ak
5,822,324 A 10/1998 Kostrestietal. .............. 370/487 656553652 ni 02003 Miller ef ai
5,828,666 A 10/1998 Focsaneanu et al. 65628j629 Bih 07003 1 '
5828.844 A 10/1998 Civanlar et al. D£9, ) OIZeNs5el
5.841.777 A 11/1998 COREN worovveoveooeooeor 370/443 0,640,248 B 1072005 " Jorgensen
5852721 A 17/1998 Dillon et al 7,015,945 Bl 3/2006 Sullvan ..., 348/150
5857072 A 11999 Crowle 2001/0038686 Al  11/2001 Hinderks
ggg%ggg N ey aseta FOREIGN PATENT DOCUMENTS
5881,131 A 3/1999 Farris et al. AU 697851 1/1999
5802010 A 4/1999 Safadi ...oooovovooori 305/20047 AU 51827/00 4/2000
5.803.091 A 4/1999 Hunt et al. AU 744624 6/2002
5,907,544 A 5/1999 Rypinski BR 96102705 11/2002
5920701 A 7/1999 Miller et al. BZ 9610270-5 11/2002
5.937.163 A * 8/1999 Leeetal. ..oooooio.. 305/20048  CA 2229578 8/1996
5940391 A 81999 Malkin et al, .............. 370/390  CA 2390976 3/1996
5.946,646 A 8/1999 Schenaetal, ................ 702/177  CA 2230638 2/1998
5,948,061 A 9/1999 Merriman et al. ............ 709/219 CA 2118537 2/2000
5.959.660 A *  9/1999 LeVAN .oooovoovooooooo 348/12  CA 2199360 6/2001
5950080 A 9/1999 Gleeson et al. EP 47368 8/1996
5,966,663 A 10/1999 GIeason .......oorvivvn... 455/466  EP 0719066 A2  9/1996
5991202 A 11/1999 Focsaneanu et al. EP 7734 140 A2 9/1996
5991306 A 11/1999 Burns et al. WO WO 95/10911 Al 4/1995
5,999,525 A 12/1999 Krishnaswamy et al. .... 370/352 WO 9707606 2/1997



US RE43,843 E
Page 3

WO 9709801 3/1997

WO WO 97/ 48051 12/1997

WO WO 97/48051 12/1997

WO WO 98/20724 5/1998

WO W0/9820724 5/1998
OTHER PUBLICATTIONS

Exhibit 7 of Motion for Summary Judgement of Invalidity of the
Independent Claims of the Asserted Patents, StarGuide Digital Net-
works, Inc. v. Williams Communication, LLC, (Case No. CV-N-01-
0586 consolidated with Case No. CV-N-02-0339), U.S. District

Court, District Nevada.

Exhibit 6 of Motion for Summary Judgement of Invalidity of the
Independent Claims of the Asserted Patents, StarGuide Digital Net-
works, Inc. v. Williams Communication, LLC, (Case No. CV-N-01-
0586 consolidated with Case No. CV-N-02-0339), U.S. District
Court, District Nevada.

Motion for Summary Judgement of Invalidity of the Independent
Claims of the Asserted Patents StarGuide Digital Networks, Inc. v.
Williams Communication, LLC, (Case No. CV-N-01-0586 consoli-
dated with Case No. CV-N-02-0339), U.S. District Court, District
Nevada.

Schulzrinne, Frequently Asked Questions on the Multicast (May 6,
1993; Apr. 21, 1997 or Mar. 6, 2000).

K. Almeroth et al., Characterization of Mbone Session Dynamics
Developing and Applying a Measurement Tool, 22 pages, Network-
ing and Telecommunications Group, Georgia Institute of Technol-
ogy, Mar. 1, 1996.

S. Dao et al., Information Dissemination in Hybrid Satellite Terres-
trial Networks, pp. 12-19, IEEE 1996.

J. Vives et al., ABC 95 A Tele-Education Case Study, 10 pages.

R. Braden et al., Internet Draft: Resource Reservation Protocol
(RSVP) Version 1 Functional Specification, Mar. 1995,

The Launch of Internet videoconferenceing, 1 page, http://www.er.

gov/feature_articles2001/June/decades/66-pf.html.

Intel, “Intel ProShare Video Conferencing—White Paper,” Jan. 10,
1997, pp. 1-5.

Videotex, “Multicast Video Service,” Jan. 10, 1997,pp. 1-3.
StarDust Technologies, Inc, “IP Multicast Initiative,” Copyright
1995-96, IP Multicast Glossary pp. 1-7, IP Multicast.
BackGrounder, pp. 1-9, How IP Multicast Works, pp. 1-12.

Digex, “Digex to Supply Internet Connectivity to Southwestern Bell
Internet Services,” Oct. 3, 1996, one page.

Digex, “Orion Atlantic Launches International Internet Access Ser-
vice Through Agreement With Digex,” Sep. 17, 1996, one page.
Digex, “Amtrack Selects Digex to Track Onto the Internet,” Aug. 23,
1996, one page.

Digex, “Digex Goes National . .. ” Jul. 2, 1996, one page.

Digex, “Digex, Inc., and Winstar Communications, Inc. Form Part-

nership . . ..)” Jun. 26, 1996, one page.
Digex, “LCI International/Digex Collaborate . . . ,” Jun. 4, 1996, one
page.

Adaptec, “Adaptec to Marry PCs and Satellites,” 311197, pp. 1-2.
Datasat, “Hughes Insight DSS Satellite System,” May 5, 1997, pp.
1-2.

Datasat, “RCA DSS Satellite Page,” Apr. 5, 1997, pp. 104 (note 1996
copyright notice on p. 4).

Superior Communications, “Satllite Communications,” Apr. 5, 1997,
pp. 1-2 (note 1995 copyright notice on p. 2).

Datasat Communications, “DirecPC Internet Delivery,” Apr. 5, 1997,
pp. 1-3 (note 1996 copyright notice).

Cowen & Co., “White Pine Public Offering,” Oct. 11, 1996, front
cover, inside cover graphic, & pp. 3-5, 18, 23, 29-45.

ICTV, Inc., “Press Release—ICTV, Cox Communications . .. Dec.
11, 1996, pp. 1-4.

ICTB, “Press Release—ICTV, ICT and WorldGate . . . ,” Dec. 11,
1996, p. 1.

Goldberg, “ICTV Remains Flexible . . ..)” Apr. 3, 1997, pp. 1-2 (note
copyright notice of Jan. 20, 1997).

Intel, “Intercast Technology—The Complete Picture,” Feb. 6, 1997,

pp. 1-2.

Intel, “Intercast Industry Group—Who We Ate,” Feb. 6, 1997, pp.
1-2.

Microsoft, “Microsoft Windows to Deliver Digital TV Experiences,”
Apr. 6, 1997, pp. 1-3.

Microsoft, “Microsoft Netshow,” Apr. 7, 1997, pp. 1-3 (note 1997
copyright notice).

Microsoft, “Support for Microsoit Windows and Digital TV,” Apr. 7,
1977, pp. 1-4 (note 1997 copyright notice).

Microsoft, “NPR, Audionet, and Other Broadcasters Choose
Microsoft Netshow . . ..)” Apr. 7, 1997, pp. 1-4 (note 1997 copyright
notice).

Microsoft, “Netshow Benefits and Features,” Apr. 7, 1997, pp. 1-5
(note 1997 copyright notice).

Microsoft, “Looking at Product Components,” pp. 1-2, Apr. 7, 1997
(note 1997 copyright notice).

Microsofit, “Putting Netshow to Work,” Apr. 7, 1997, pp. 1-2, (note
1997 copyright notice).

Microsoft, “A Look at What’s New in Netshow Version 2.0 Beta,”
Apr. 7, 1997, pp. 1-2 (note 1997 copyright notice).

Microsofit, “Neshow Version 2.0 Beta Oversview,” Apr. 7, 1997, pp.
1-2 (note 1997 copyright notice).

Microsoft, “About Microsoft Netshow,” Jul. 7, 1997, pp. 1-2 (note
1997 copyright notice).

Microsoft, “Welcome to Microsoit Netshow,” Apr. 7, 1997, pp. 1-2
(note 1997 copyright notice).

McGarvey, “IBN: Internet Broadcasting Network,” Apr. 19, 1997 pp.
1-2 (note 1996 copyright notice).

VDOnet, “First Video Commerical Made Specifically for the
Internet . . . .,)” Sep. 15, 1996, pp. 1-2.

VDOnet, “NBC Desktop Video, PBS, and Cisco .. .,” Jun. 13, 1996,
pp. 1-3.

VDOnet, “VDOnet Permits Mac-Based Video . ,” Jan. 6, 1997, pp.
1-2.

Progressive Networks, “RealVideo Technical White Paper,” Apr. 5,
1997, pp. 1-7, (note 1995-97 copyright notice).

Netday News, “WavePhre to Bundle “VBI” with PC Theatre,” May 6,
1997, p. 1.

Wavetore, “Imagine” and other documents regarding Wavetop, Apr.
3, 1997, pp. 1-11 (note 1997 copyright notices).

Montgomery, “Race for the Final Mile,” Oct. 2, 1996, pp. 1-32.
Klett, “Cisco Attacks Crowding on Multimedia Nets,”
Computerworld, Mar. 6, 1993, p. 10.

Brue, “The Business Case for ATM,” Data Communications, Apr.
1995.

Information Sciences Institute, “Iransmission Control Protocol,
Darpa Internet Program, Protocol Specification,” Sep., 1981, pp.
1-81.

International Preliminary Examination Authority, “Written Opin-
ion,” Jan. 4, 1999, Case No. 11707WO0O01, International Application
No. PCT/US97/20734, related to the present application,
11707US03, 08/969,174.

Johnson, “Software Guarantees Data Delivery,”Data Communica-
tions, Apr. 1995, pp. 45-46.

IMPI, Implementing IP Multicast in Different Network Infrastruc-
tures, Stardust Technologies Inc. “Copyright 1995-1997.

S. Paul et al., “RMTP: A Reliable Multicast Transport Protocol”,
IEEE, pp. 1414-1424. (1996.

M. Hurwicz, “Multicast to the Masses The IP Multicast Standard i1s
ready, but the infrastructure 1sn’t. Yet.”, Byte.com (Jun. 1997).

K. Miller et al., “Starburst Multicast File Transfer Protocol (MFTP)
Specification” Internet-Draft, Apr. 1998, http://archive.dante.net/
mbone/refs/draft-miller-mftp-spec-03 .txt.

J. Puetz, Wireless Internet and Multimedia Connections, pp. 1-9,
ViaSat Inc., Sep. 1996.

J. Hunter et al., A Review of Video Streaming Over the Internet, 28
pages (1997).

K. Nahrstedt, Resource Management in Networked Multimedia Sys-
tems, pp. 52-63, May 1995 IEE.

S. Paul et al., Reliable Multicast Transport Protocol (RMTP) pp.
407-421, IEEE 1997,

R. Selmer, “Internet Via Satelllite”, 5 pages.

S. Agnell and V. Dewhurst, LAN Interconnection Via ATM Satellite
Links for CAD Applications The UNOM Experiment, 5 pages.




US RE43,843 E
Page 4

C. Aurrecoechea et al., A Survey of QoS Architectures. 22 pages,
Center for Telecommunication Research, Colombia University, New

York.

J. Liebeherr, Multimedia Networks: Issues and Challenges, pp.
68-69, Computer, University of Virginia, (Apr. 1995).

J. Bolot et al., Scalable Feedback Control for Multicast Video Dis-
tribution 1n the Internet, 10 pages.

Misc Jason Project—Visit Hawaii volcanoes via Satellite (1995) 3
pages.

Jason Project Multicasts Live on the Internet—Mbone Allows Users
to Experience Telepresence From Desktop (Mar. 7, 1995) 1 page.
Savetz, Randall, and Lepage, MBone: Multicasting Tomorrow’s
Internet, Chapters 1-12, 114 pages copyright notice1996, 1998.

S. Deering, Host Extensions for IP Multicasting, 17 pages, Network
Working Group Request for Comments1112, Stanford University,
(Aug. 1989).

R. Braudes Requirements for Multicast Protocols, Network Working
Group Request for Comments1458, 15 pages (May 1993).

G. Gilder: Angst and Awe on the Internet, 17 pages (Dec. 29, 1995)

Telecom Digest.

Z..Chen etal., Real Time Video and Audio in the World Wide Web, pp.
1-12, University of Illinois at Urbana-Champaign.

R. Boppana et al., On Multicast Wormhole Routing in Multicomputer
Networks, pp. 1-8 In Proceedings of the Sixth IEEE Symposium on
Parallel and Distributed Processsing, Oct. 1994,

M. Handley et al., Multimedia Integrated Conferencing for European
Researchers (MICE) Piloting Activities and the Conference Manage-
ment and Multiplexing Centre, 15 pages, Dept. Of Computer Science
University College London UK.

H. Balakrishman et al., pp. 1-14 A Comparison of Mechanisms for
Improving TCP Performance Over Wireless Links, Computer Sci-
ence Division, University of California at Berkley, (1996).

J. Pasquale et al., The Multimedia Multicast Channel, pp. 1-11,
Computer Systems Laboratory, University of California, San Diego.
V. Kompella et al., Multicast Routing for Multimedia Communica-
tion, 14 pages, Computer Systems Laboratory, University of Califor-
nia, San Diego.

R. Katz et al., The Bay Area Research Wireless Access Network
(BARWAN), 6 pages, electrical Engineering and Computer Science
Dept. University of California, Berkley.

N. Yeadon et al, Continuous Media Filters for Heterogeneous
Internetworking, 12 pages, Dept. of Computing, Lancaster Univer-
sity, U.K.

H. Schulzrinne et al., Congestion Control for Real-Time Traffic in
High Speed Networks, 8 pages, University of Massachusetts,
Ambherst, MA.

H. Schulzrinne, Mbone.: Multicast + Real—Time Audio and Video
over the Internet—Lecture at TU Berlin, slide Nos. 1-3 (May 29,
1995).

H. Schulzrinne, Internet Services From Electronic Mail to Real-Time
Multimedia, pp. 1-13(1995).

H. Shulzrinne, Audio and Video Over Packet Networks—Issues,
Architecture and Protocols, presentation slides Nos. 1-24 date 1994,
12 pages (Mar. 28, 1995).

S. Fahmy, et al., On Source Rules for ABR Service on ATM Networks
With Satellite Links, pp. 1-10, Dept. of Computer and Informatin
ScienceOhio State University, Columbus OH.

V. Padmanabhan, Direct Broadcast Satellite: Architecture and Evalu-
ation, 13 pages presentation cs@ Berkley.edu (Jun. 1996).

K. Nahrstedt et al., The QOS Broker, pp. 53-67 IEEE (1995).

M. Mabher et al., Implementation and Analysis of IP Multicast Over
ATM, pp. 858-866, IEEE (1997).

M. Villapol et al., RSVP for Leo Satellites. 8 pages, Institute for
Telecommunications Research, University of South Australia.

X. L1 et al.,, Bandwidth Control for Replicated Stream Multicast
Video Distribution, pp. 356-359, IEEE (1996) Proceedings of
HPDC-5 ’96.

E. Amir. An Application Level Video Gateway, 10 pages, ACM Mul-
timedia (Nov. 1995).

S. McCanne, Scalable Compression and Transmission of Internet
Multicast Video, dissertation, Graduate Division—University of

California at Berkley (1996).

A. Arcidiacono Multimedia Services and Data Broadcasting Via

Satellite, pp. 33-37Electronics & Communication Engineering Jour-
nal (Feb. 1997).

W. Dabbous, Dynamic Routing in Networks With Unidirectional
Links, pp. 1-13, Sophia-Antipolic France.

S. Deering et al., The PIM Architecture for Wide Area Multicast
Routing, pp. 153-155, IEEE (1996).

L. Zhang et al., RSVP: A New Resource Reservation Protocol, 18
pages, IEEE Network (Sep. 1993).

Deering, et al., Efficient Support for Sparse-Group Multicast Rout-
ing. Presentation Computer Science Dept. and Information Sciences
Inst. University of Southern California.

Deering, SIP: Siumple Internet Protocol, pp. 16-28, IEEE Network
(May 1993).

C. Cordero, High Speed Network for Delivery of Education on
Demand, 12 pages, Stanford University, Dept. of Electrical Engineer-
ing, Stanford CA.

C. Cordero, Project Cardinal Stanford’s Broadband Network
Testbed, pp. 1-39, Center for Telecommunications, Samford-edu
(Feb. 1996).

J. Macker, Technical White Paper: The Multicast Dissemination Pro-
tocol (MDP) Version 1 Framework, 11 pages, University of Hawail,
Naval Research Laboratory, Apr. 1996.

T. Anker, et al., Congress: Connection Oriented Group Address Reso-
lution Service, Technical Report CS96-23 (Dec. 1996) Hebrew Uni-
versity of Jerusalem, Israel.

J. Bolot et al., Control Mechanisms for Packet Audio in the Internet,
8 pages, In Proc. IEEE Inforcom 1996.

T. Soni, An Integrated Satellite Based Asset Management System, 8
pages.

J. Barry et al., Design of Non-Infrared Links for High Speed Wireless
Networks, (Apr. 1995).

V. Jacobson et al., Congestion Avoidance and Control, 25 pages, In
Proceedings of SIGCOMM ’88 (Stanford, CA Aug. 1988), ACM.
E. Schooler et al., A Packet Switched Multimedia Conferencing
System, 12 pages, reprint ACM SIGOIS Bulletin vol. 1 No. 1 pp.
12-22 Jan. 1989,

P. Anzalone, Interactive Multimedia Information Systems, p. 5-7.

P. Anzalone et al., News on Demand Prototype of a Multimedia
Digital Video Wire Service, pp. 1-8.

Y. Amur et al., Transis a Communication Sub System for High Avail-
ability, Technical Report CS91-13 Apr. 30, 1992, Hebrew University
of Jerusalem, Israel.

V. Chikarmane et al., Mobile IP Based Multicast as a Service for
Mobile Hosts. 8 pages Dept. of Computer Science, University of
Saskatchewan. V. Chikarmane et al, Mobile IP Based Multicast as a
Service for Mobile Hosts, Dept. of Computer Science University
Saskatchewan, Saskatoon, Canada.

H. Schulzrinne, Voice Communication Across the Internet a Network
Voice Termunal, pp. 1-33, Dept. of Computer Science University of
Massachusetts, Amherst MA (Jul. 29, 1992).

M. Franklin et al. Dissemination Based Information Systems, pp. 1-9,
IEEE (1996).

(G. Fox et al., The Use of the National Information Infrastructure and
High Performance Computers in Industry, pp. 1-34, [for date see
endnote [1]-(1995).

V. Kumar, Mbone Interactive Multimedia on the Internet (1996) New
Riders Publishing.

V. Aroraet al., Technical Research Report: Asymetric Internet Access
Over Satellite Terrestrial Networks, pp. 1-7, American Institute of
Aeronautics and Astronautics Inc. 1995.

M. Sasse etal., Remote Seminars Through Multimedia Conferencing
Experiences From The Mice Project, 8 pages, Proc. INET 1994/
JENCS5 Remote Seminars.

B. Mah, Measurements and Observations of IP Multicast Traffic, pp.
1-12, The Tenet Group,University of California at Berkeley.

A. Thyagarajan et al., Hierarchical Distance Vector Multicast Rout-
ing for the Mbone. 7 pages.

A.Kaplan et al., An Internet Accessible Telepresence, pp. 1-7, AT&T
Bell Laboratories.

M. Kojo et al., Connecting Mobile Workstations to the Internet Over
a Digital Cellular Telephone Network, Report C-1994-39 University
of Helsinki Finland (1994).




US RE43,843 E
Page 5

J. Pasquale et al. High Performance I/O and Networking Software 1n
Sequola 2000, pp. 1-10, University of California (1995).

S. Boulahia et al., Spoofing a Mechanism for Enhancing TCP Per-
formance Over Satellite Links, pp. 1-14, Laboratoires d’Electronique
Philips S.A.S.

Semeria and Maufer, Internet Draft; Introduction to IP Multicast
Routing, pp. 1-54, 3 Com Corporation Apr. 1996.

W. Holfelder, Mbone VCR Video Conference Recording on the
Mbone, 2 pages, International Computer Science Institute.

H. Schulzrinne et al., Personal Mobility for Multimedia Services 1n
the Internet, pp. 1-21, Oct. 10, 1995.

M. Macedonia and Brutzman, Mbone Provide Audio and Video
Across the Internet, pp. 1-12, IEEE Computer, Apr. 1994,

Y. Zhang et al., Integrating Direct Broadcast Satellite With Wireless
Local Access, pp. 1-6, First Internation workshop on Satellite-based
Information Services, Rye, New York, Nov. 1996.

E. Duros et al., Supporting Unidirectional Links 1n the Internet, 6
pages.

E. Duros et al., Supporting Unidirectional Links in the Internet,
(1996) Abstract, 2 pages, Internet CiteSeer, http://citeseer.nj.nec.
com/duros96supporting.html.

PC-Sat, “PC-Sat,” Apr. 3, 1997, pp. 1-10 (note 1997 copyright
notices).

Jason Project: Jason VI; Island Earth Expedition Broadcast on the
Internet, 2 pages, Mar. 9, 1995.

Jason Project—1Jason VI: Island Earth Expedition Broadcast on the
Internet, 2 pages, Mar. 7, 1995.

Hughes, Why Is the WWW So Slow Via Demon . . . ? (Jun. 8, 1996)
Posting to Newsgroups: demon.1p.support.

Smith, Traflic Jams on the Internet, 3 pages, Posting to Newsgroups:
mail.cypherpunks, Mar. 26, 1996.

Braun, Dynamic Newsfeeding, 2 pages, Posting to Newsgroups:
news.future, news.admin.misc, Jun. 1, 1993.

Goldstein, Names, Addresses, Routes and WWW, 1 page, Posting to
Newsgroups: info.1etf, May 9, 1995.

Zirker, IP Tunnel?, 1 page Posting to Newsgroups: comp.sys.novell,
Oct. 3, 1995.

V. Padmanabhan et al., Networking Using Direct Broadcast Satellite,
11 pages, Dept. Electrical Engineering and Computer Sciences, Uni-
versity of California at Berkeley, CA.

V. Padmanabhan et al., Networking Using Direct Broadcast Satellite,
(1996) Abstract 2 pages, CiteSeer, http://citeseer.nj.nec.com/
padmanabhan96networking. html.

M. Macedonia and Brutzman, Mbone Provides Audio and Video

Across the Internet, pp. 30-36, Computer, Apr. 1994,

A. Bestavros et al., Server Initiated Document Dissemination for the
WWW, pp. 3-11, IEEE 1996.

D. Glance, Multicast Support for Data Dissemination in Orbixtalk,
pp. 31-47, IEEE 1996.

T. Yan et al., Efficient Dissemination of Information on the Internet,
pp. 48-58, IEEE 1996.

M. Franklin et al., Dissemination Based Information Systems, pp.
20-30, IEEE 1996.

C. Fair ,TCP Performance Over Acts, pp. 1-13, High Performance
Networking Section—Scientific Computing Division National Cen-
ter for Atmospheric Research.

D. Pinck et al., Satellite Enhanced Personal Communications Experti-
ments, pp. 1-7, “Satellite-Enhanced Personal Communications
Experiments”. International Mobile Satellite Conference, Jun. 6-8,
1995.

J. Kurose et al., Manic Multimedia Asynchronous Networked Indi-
vidualized Courseware, p. 1-14. Dept. Computer Science University
of Massachusetts, Amherst MA.

M. Gabriel et al., Distribution of Multimedia Information Experi-
ences Over Broadband Networks, 12 pages, Dpto. de Ingenieria de
Sistemas Telematicos. Universidad Potlitécnica de Madrid.

S. Paul et al., Multicast Transport Protocols for High Speed Net-
works, 11 pages, AT&T Bell Laboratories, (1994).

R. Katz et al., The Case for Wireless Overlay Networks, pp. 1-12,
Electrical Engineering and Computer Science Dept., University of
California, Berkeley, CA.

Y. Zhang et al., Satellite Communications 1n the Global Internet
Issues Pitfalls and Potential, pp. 1-14, http://www.1soc.org/inet97/
porceedings/F5/F5 1.HTM.

J. Bolot, Experience With Control Mechanisms for Packet Video in
the Internet, 12 pages, INRIA Sophia Antipolis Cedex France.

S. Deering, et al., A Multicast Extension to the Internet Protocol RFC
966, 28 pages, Network working Group Request for commments:
966, Dec. 1985, RFC Archive , http://rfc.sunsite.dk/rfc/rfc966 . html.
S. Deering Host Extensions for IP Multicasting RFC 988, 21 pages
Network working Group Request for comments: 988, Jul. 1986 RFC
Archive , http://rfc.sunsite.dk/rfc/rfc988 . html.

S. Deering, Host Extensions for IP Multicasting RFC 1054, 20 pages
Network working Group Request for comments: 1054, May 1988,
RFC Archive , http://rfc.sunsite.dk . rfc/rtc 1054 html.

S. Casner, Frequently Asked Questions on the Multicast, 13 pages,
ftp.1s1.edu:mbone/faq.txt (Dec. 22, 1994).

S. Casner, Frequently Asked Questions on the Multicast, 10 pages,
venera.isi.edu.mbone/faq.txt, (Nov. 7, 1994).

STONES.COM About the Stones Internet Project, 6 pages, http://
www.stones.com/retro/aboutProject.html.

The Launch of Internet videoconfereoceing, 1 page, http://www.er.
gov/feature articles2001/June/decades/66-pt.html.

Sepmeier, “Internet Connectivity by Satellite,” Feb. 6, 1997, pp. 1-2
(note 1996 copyright notice on p. 2).

Microsoft, “Microsoft Proposes Standard to Link TV Networks to the
Internet,” Apr. 6, 1997, pp. 1-3.

H. Esaki et al., Speed Datagram Delivery Over Internet Using ATM
Technology, pp. 1-11, IEICE Trans. Communications, vol. E78-B,
No. 8 Aug. 1995.

S. B. Weinstein, CCRL, “The Role of Satellites in Internet Multime-
dia Applications”, Proceedings of the 2nd International Conference
on Satellite Communications 3:14-20, 1996.

Yang et al., “Modeling and Performance Analysis of File Transfer in
a Satellite Wide Area Network™, IEEE Journal On Selected Area In
Communications, vol. 10, No. 2., Feb. 1992 (pp. 428-436).

Luis de Moraes et al., “The Internet Multicast from ITS: How 1t was
Done and Implications for the Future”, IEEE Communications
Magazines, Jan. 1995 (pp. 6-8).

Arora et al., “Asymmetric Internet Access over Satellite-Terrestrial”;
Center for Satellite and Hybrid Communication Networks, CSHCN
TR 96-10, 1996.

“AT&T, Starburst Offer Reliable, Satellite-Based Multicasting™,
Starburst Communications Press Release, Jul. 4, 1997,
“Spectracast DR 1000 Integrated Recerver Decoder”, Crown Interna-
tional Inc. © 1998.

“Delivers Data Broadcast Solutions-Worldwide”, Wave-form Net-
works, PR Newswire Assoc., Dec. 10, 1997,

“Spectracast Preliminary Product Description”, Crown International
Inc., © 1996.

“Spectracast Satellite Broadcast Solutions™, © 1997.

“Spectracast DR500 Integrated Receirver Decoder PC Card”, Crown
International, Inc., © 1997.

“Putting the Promise of Multiplexing in Your Hands”, Crown Inter-
national, Inc., © 1995,

“Bringing the Promise of Multiplexing Down to Earth”, Crown Inter-
national, Inc., © 1995.

“Spectracast DR 1000 Integrated Recerver Decoder”, Crown Interna-
tional, Inc., © 1997.

“Datacasting to Addressed Kiosks with Spectracast”, Crown Broad-
cast, Crown International, Inc., © 1997.

“Clearlink IP Router Datasheet and VSAT Networks Components™,
Jan. 26, 1997.

“WavePhore and SkyCache (TM) to Renovate Internet Backbone;
SkyCache Will Use Wave”, PRNewswire, Spring Internet World
1998.

Aricidiacono, A., “Multimedia Services And Data Broadcasting Via
Satellite”, Sep. 1996, pp. 127-128.

De Moraes et al., “The Internet Multicast From Its: How It Was Done
And Implications For The Future”, Jan. 1995, pp. 6-8.

Information Sciences Institute, USC., “Transmission Control Proto-
col: Darpa Internet Program Protocol Specification™, Sep. 1981, pp.
1-81.

Johnson, I., “Sofware Guarantees Data Delivery”, Apr. 1995.



US RE43,843 E
Page 6

Real.com, “Realvideo Technical White Paper”, Apr. 1997, pp. 1-7.
Rebensburg, K. et al., “Distributing Virtual Worlds 1n a Teleteaching
Environment”, 1995, pp. 66-75.

Rocha, N. et al., “High Speed Backbone Concentrator”, 1991, pp.
1003-1006.

Tardif, P., ““TCP/IP Performance Over Satellite”, 1994, pp. 435-439.

Teleweb.com, “Satellite Communications, You Can Easily Transmit
Video To Multiple Locations With Satellite Technology”, Apr. 1997,

pp. 1-2.
Klett, *“Cisco Aftacks Crowding on

Computerworld, Mar. 6, 19935, p. 10.

Brue, “The Business Case for AITM”, Data Communications, Apr.
1995.

Information Sciences Institute, “Iransmission Control Protocol,

Darpa Internet Program, Protocol Specification,” Sep. 1981, pp.
1-81.

International Preliminary Examination Authority, Written Opinion,
Jan. 4, 1999, Case No. 11707W0O01, International Application No.
PCT/US97/20734, related to the present application, 1170US03,
08/969,174.

Intel, “Intel ProShare Video Conferencing—White Paper”, Jan. 10,
1997, pp. 1-5.

Videotex, “Multitask Video Service”, Jan. 10, 1997, pp. 1-3.
Sepmeier, “Internet Connectivity by Satellite”, Feb. 6, 1997, pp. 1-2
(note 1996 copyright notice on p. 2).

StarDust Technologies, Inc. “IP Multicast Initiative”, Copyright
1995-96, IP Multicast Glossary pp. 17, OP Multicast BackGrounder,
pp. 1-9, How IP Multicast Works, pp. 1-12.

Digex, “Digex to Supply Internet Connectivity to Southwestern Bell
Internet Services”, Oct. 3, 1996, one page.

Digex, “Orion Atlantic Lunches International Internet Access Ser-
vice Through Agreement With Digex™, Sep. 17, 1996, one page.
Digex, “Amtrack Selects Digex to Track Onto the Internet”, Aug. 23,
1996, one page.

Digex, “Digex, Inc., and Winstar Communication, Inc. Form Part-

Multimedia Nets”,

nership . . . ”, Jun. 26, 1996, one page.
Digex, “LCI International/Digex Collaborate . . . ”, Jun. 4, 1996, one
page.

Adaptec, Adaptec to Marry PCs and Satellites, Mar. 11, 1997, pp. 1-2.
Datasat, “Hughes Insight DDS Satellite System™, May 5, 1997, pp.
1-2.

Datasat, “RCS DSS Satellite Page,” Apr. 5, 1997, pp. 1-4 (note 1996
copyright notice on p. 4).

Superior Communications, “Satellite Communications™, Apr. 3,
1997, pp. 1-2 (note 1995 copyright notice on p. 2).

Datasat Communications, “DirecPC Internet Delivery”, Apr. 5, 1997,
pp. 1-3 (note 1996 copyright notice).

Cowen & Co., White Pine Public Offering, Oct. 11, 1996, front cover,
inside cover graphic, & pp. 3-5, 18, 23, 29-45

ICTB, “Press Release—ICTV, ICT and WorldGate . . . ” Dec. 11,
1996, p. 1.

Intel, “Intercast technology—The Complete Picture”, Feb. 6, 1997,
pp. 1-2.

Intel, “Intercast Industry Group—Who We Ate”, Feb. 6, 1997, pp.
1-2.

Microsoft, “Microsoft Windows to Deliver Digital TV Experience”,
Apr. 7, 1997, pp. 1-3.

Microsoft, “Microsoft Proposes Standard to Link TV Networks to the
Internet™, Apr. 6, 1997, pp. 1-3.

Microsoft, “Microsoft Netshow™, Apr. 7, 1997, pp. 1-3 (note 1997
copyright notice).

Microsoft, “Support for Microsott Windows and Digital TV”, Apr. 7,
1997, pp. 1-4 (note 1997 copyright notice).

Microsoft, “NPR, Audionet, and Other Broadcasters Choose
Microsofit Netshow . . .”, Apr. 7, 1997, pp. 1-4 (note 1997 copyright
notice).

Microsoft, “Looking at Product Components,” Apr. 7, 1997, pp.
1-2(note 1997 copyright notice).

Microsoft, “Netshow Version 2.0 Beta Overview,” Apr. 7, 1997, pp.
1-2 (note 1997 copyright notice).

McGarvey, “IBN: Internet Broadcasting Network,” Apr. 19, 1997,
pp. 1-2 (note 1996 copyright notice).

VDOnet, “First Video Commercial Made Specifically for the

Internet . . . ,” Sep. 15, 1996, pp. 1-2.

VDOnet, “NBC Desktop Videos, PBS, and Cisco .. .,” Jun. 13, 1996,
pp. 1-3.

VDOnet, “VDOnet Permits Mac—Based Video . . . .” Jan. 6, 1997,
pp. 1-2.

Progressive Networks, “RealVideo Technical White Paper,” Apr. 5,
1997, pp. 1-7 (note 1995-97 copyright notices).

PC—Sat, “PC—=Sat,” Apr. 3, 1997, pp. 1-10 (note 1997 copyright
notices).

Netday News, “WavePhore to Bundle “VBI” with PC Theatre,” May
6, 1997, p. 1.

Wavetore, “Imagine” and other documents regarding Wavetop, Apr.
1997, pp. 1-11 (note 1997 copyright notices).

Bauer & Yum, Netflow switching, Cisco Netflow Switching
Software . . ., Apr. 22, 1996, Cisco Systems.

Cisco Systems, RSVP for the Multimedia Party, Packet Magazine
Archives, Third Quarter 1995, Cisco Sys.

Cisco System, Internet Protocol, Version 6, Copyright 1995-99,
Cisco Systems, USA.

Sabnani, et al., “Multidestination Protocols for Satellite Broadcast
Channels”, Mar. 1985, IEEE Communications Society, pp. 232-240.

Mogul et al., “Improving HT'TP Latency”, Jan. 28, 1999, pp. 1-12.
Claffy et al., “A Parameterizable Mythology for Internet Tratfic Flow
Profiling”, Jan. 28, 1999.

Reinhardt, “Beam’s Satellite System Can Stream Video Straight to
ISPs”, Businessweek Online, Oct. 27, 1999, pp. 1-2.

Radio Ink, “Infinity Boards the Musician Express: Instant Airing of
National Spot Buys Possible,” May 8-12, 1995.

Musicam Express, “Musician”, (note 1995 copyright notice).
Virtual Express Communications, “Starguide”, (note 1995 copyright
notice).

Digital Audio System, “What 1s Dax?,”.

“Installation and Operation of The Dax”, Apr. 25, 1995, pp. 1-7.
Microsoft: Partners in Microsoft Windows and Digital TV Apr. 7,

1997 pp. 1-2.
Johnson, “Software Guarantee Data Delivery”, Data Communica-

tions, Apr. 1995, pp. 45-46.

IPMI, “Implementing IP Multicast 1n Different Network
infrastuctures™, “Stardust Technologies Inc.” Copyright 1995-1997.
S. Paul et al., “RMTP: A Reliable Multicast Transport Protocol”,
IEEE, pp. 1414-1424, (1996).

K. Nahrstedt, Resource Management in Networked Multimedia Sys-
tems, pp. 52-63, May 1995 IEEE.

R. Selmer, “Internet Via Satellite, 5 pages.

S. Agnell and V. Dewhurst, Lan Interconnection via ATM Satellite
Links for Cad Applications: The Unom Experiment, 5 pages.

C. Aurrecoechea et al., A Survey of Qos Architectures, 22 pages,
Center for Telecommunication Research, Columbia University, New
York.

J. Liebeherr, Multimedia Networks: Issues and Challenges, pp.
68-69, Computer, University of Virginia (Apr. 1995).

Savetz, Randall, and Lepage, Mbone: Multicasting Tomorrow’s
Internet, Chapters 1-12, 114 pages copyright notice 1996, 1998.

S. Deering, Host Extensions for IP Multicasting, 17 pages, Network
Working Group Request for Comments 1112, Stanford University,
(Aug. 1989).

Z.. Chen et al. Real Time Video and Audio in the World Wide Web, pp.
1-2, University of Illinois at Urbana-Champaign.

R. Boppana et al., On Multicast Wormhole Routing in Multicomputer
Networks, pp. 1-8 In Proceedings of the Sixth IEEE Symposium on
Parallel and Distributed Processing, Oct. 1994,

M. Handley et al., Multimedia Integrated Conferencing for European
Researches (MICE) Piloting Activities and the Conference Manage-
ment and Multiplexing Centre, 15 pages, Dept. of Computer Science,
University College London, UK.

H. Balakrishman et al., pp. 1-14 A Comparison of Mechanisms for
Improving TCP Performance Over Wireless Links, Computer Sci-
ence Division, University of California at Berkeley, (1996).

J. Pasquale et al. The Multimedia Multicast Channel, pp. 1-11, Com-
puter Systems Laboratory, University of California, San Diego.



US RE43,843 E
Page 7

N. Yeadon et al., Continuous Media Filters for Heterogeneous
Internetworking, 12 pages, Dept. of Computing, Lancaster Univer-
sity, U.K.

H. Schulzrinne, Mbone: Multicast +Real-Time Audio and Video over
the Internet—Lecture at TU Berlin, slide Nos. 1-39 (May 29, 1995).
H. Schulzrinne, Audio and Video Over Packet Networks Issues,
Architecture and Protocols, presentation slides Nos. 1-24 date 1994,
12 pages (Mar. 28, 1995).

S. Fahmy et al., On Source Rules for ABR Services on ATM Net-
works with Satellite Links, pp. 1-10, Dept. of Computer and

Infromatin Science Ohio State University, Columbus OH.
V. Padmanabhan, Direct Broadcast Satellite: Architecture and Evalu-

ation, 13 pages Presentation cs® Berkeley.edu (Jun. 1996).
M. Villpol et al., RSVP for LEO Satellites, 8 pages, Institute for

Telecommunications Research, University of South Australia.

E. Amir, An Application Level Video Gateway, 10 pages, ACM Mul-
timedia (Nov. 1995).

A. Arcidiacono Multimedia Services and Data Broadcasting via Sat-
ellite, pp. 33-37Electronics & Communicatin Engineering Journal
(Feb. 1997).

W. Dabbous, Dynamic Routing in Networks with Unidirectional
Links, pp. 1-13, Sophia—Antipolio; France.

Deering, et al., Efficient Support for Sparse-Group Multi-cast Rout-
ing. Presentation Computer Science Dept. and Information Sciences
Inst. Unmiversity of Southern California.

C. Cordero, High Speed Network for Delivery of Education on
Demand, 12 pages, Stanford University, Dept. of Electrical Engineer-
ing, Stanford, CA.

C. Cordero, Project Stanford’s Broadband Network Testbed, pp.
1-39, Center for Telecommunications, Stanford.edu (Feb. 1996).

J. Macker, Technical White Paper: The Multicast Dissemination Pro-
tocol (MDP) Version I Framework, 11 pages, University of Hawail,
Naval Research Laboratory, Apr. 1996.

E. Schooler et al., A Packet Switched Multimedia Conferencing
System, 12 pages, reprint ACM SIGOIS Bulletin vol. 1, pp. 12-22,
Jan. 1989.

P. Anzalone et al., News on Demand Prototype of a Multi-media
Digital Video Wire Service, pp. 1-8.

Y. Amur et al., Transis A Communication Sub System for High
Avallability, Technical Report CD91-13 Apr. 30, 1992, Hebrew Uni-
versity of Jerusalem, Israel.

V. Chikarmane et al., Mobile IP Based Multicast as a Service for
Mobile Hosts, 8 pages Dept of Computer Science, University of
Saskatchewan. V. Chikarmane et al., Mobile IP Based Multicast as a
Service for Mobile Hosts, Dept. of Computer Science Univeristy
Saskatchewan, Saskatoon, Canada.

(g. Fox et al., The Use of the National Information Infrastructure and
High Performance Computers in Industry, pp. 1-34, for date see
endnote [1]-(1995).

V. Arora et al., Technical Report: Asymetric Internet Access Over
Satellite Terrestrial Networks, pp. 1-7, American Institute of
Aeronotics and Astronautics Inc. 1995.

M. Sasse etal., Remote Seminars Through Multimedia Conferencing
Experiences from the Mice Project, 8 pages, Proc. INET 1994/
JENCS Remote Seminars.

B. Mah, Measurements and observations of IP Multicast Traffice, pp.
1-12, The Tenet Group, University of California at Berkeley.

A. Thyagarajan et al. Hierarchical Distance Vector Multicast Routing
for the Mbone, 7 pages.

M. Kojo et al., Connecting Mobile Workstations to the Internet Over
a Digital Cellular Telephone Network, Report C-1994-39 Univeristy
of Helsinki, Finland (1994).

J. Pasquale et al. High Performance I/O and Networking Software 1n
Sequoia 2000, pp. 1-10, Univeristy of California (1995).
H. Esaki et al., High Speed Datagram Delivery over Internet Using

ATM Technology, pp. 1-11, IEICE Trans. Communications, vol.
E78-B, No. 8 Aug. 1995.

S. Boulahia et al., Spoofing a Mechanism for Enhancing TCP Per-
formance over Satellite Links, pp. 1-14, Laboratories d’Electronique
Philips S.A.S.

Semeria and Maufer, Internet Draft Introduction to IP Multicast

Routing, pp. 1-54, 3 Com Corporation, Apr. 1996.
W. Holfelder, Mbone VCR Video Conference Recording on the
Mbone, 2 pages International Computer Science Institute.

E. Duros et al., Supporting Undirectional Links in the Internet, 6
pages.

E. Duros etal., Supporting Undirectional Links in the Internet, (1996)
Abstract, 2 pages, Internet CiteSeer, http://citeseer.nj.nec.com/
duros96supporting.html.

Jason Project: Jason VI: Island Earth Expedition Broadcast onthe
Internet, 2 pages, Mar. 9, 1995.

Jason Project-Jason VI: Island Earth Expedition Broadcast on the
Internet, 2 pages, Mar. 7, 1995.

Zirker, IP Tunnel?, 1 page Posting to Newsgroups: comp.sys.novell.
Oct. 3, 1995.

V. Padmanabhan et al., Networking Using Direct Broadcast Satellite,
(1996), Abstract 2 pages, CiteSeer, http://citeseer.nj.nec.com/
padmanabhan96networking. html.

C. Fair, TCP Performance Over Acts, pp. 1-13, High Performance
Networking Section—Scientific Computing Division National Cen-
ter for Atmospheric Research.

D. Pinck et al., Satellite-Enhanced Personal Communications
Experiments, pp. 1-7, “Satellite-Enhanced Personal Communiations
Experiments™, International Mobile Satellite Conference, Jun. 6-8,
1995.

J. Kurose et al., Manic Multimedia Asynchronous Networked Indi-
vidualized Courseware, pp. 1-14, Dept. Computer Science Univer-
sity od Massachusetts, Amherst, MA.

M. Gabriel et al., Distribution of Multimedia Information Experi-
ences over Broadcast Networks, 12 pages, Dpto. de Ingeniera de
Sistemas Telematicos. Universidad Politecnica de Madrid.

Y. Zhang et al., Satellite Communications 1n the Global Internet
Issues Pitfalls and potential. pp. 1-14, http://www.1soc.org/inet97/
porceedings/F5/F5_ 1 HITM.

J. Pasquale et al., High Performance I'O and Networking Software in
Sequoia 2000, Digital Technical Journal vol. 7, No. 3 1995.

S. Deering, et al., A Multicast Extension to the Internet Protocol RFC
966, 28 pages, Network working Group Request for comments: 966,
Dec. 1985, RFC Archive, http://rfc.sunsite.dk/ric/rftc966 html,

S. Deering, Host Extensions for IP Multicasting RFC 1112, 18 pages,
Network working Group Request for comments: 1112, Aug. 1989,
RFC Archive, http://rfc.sunsite.dk.rfc/rfc1112. html.

Stones.Com About the Stones Internet Project, 6 pages, http://www.
stones.com/retro/aboutProject.html. the Launch of Internet
videoconferencing, 1 page, http://www.er.gov/feature-articles2001/
June/decades/66-pf.html.

Schulzrinne, Frequently asked Questions on the Mutlicast (May 6,
1993; Apr. 21, 1997 or Mar. 6, 2000).

Defendant Williams Communications Group, Inc.’s Answers and
Objections to StarGuide Digital Networks, Inc’s First set of Inter-
rogatories, [Subject to Protective Order-Redacted Copy] pp. 20-66,
StarGuide Digital Networks, Inc v. Williams Communication, LLC.,
(Case No. CV-N-01-0586 consolidated with Case No. CV-N-02-
0339), U.S. District Court, District of Nevada.

* cited by examiner



U.S. Patent Dec. 4, 2012 Sheet 1 of 33 US RE43.843 E

Fig. 1A
(Prior Art)

US

New York
San Francisco

Kansas City

Los Angeles
Dallas



U.S. Patent Dec. 4, 2012 Sheet 2 of 33 US RE43.843 E

ASO

Peerlng Link PL12

Fig. 1B
(Prior Art)



U.S. Patent Dec. 4, 2012 Sheet 3 of 33 US RE43.843 E

C Satellite

ASO ad

PLO2

<—z' Peering Link PL12

Fig. 1C
(Prior Art)



U.S. Patent Dec. 4, 2012 Sheet 4 of 33 US RE43.843 E

Host Host
Host Hd4 M5
HE
~12 P13

P11

Host Router
A1 Router R5
R2
P1

PS

Router
R1

P3
Router
Host Router R6
H2 R3
P10
Host
/' H3
50
Fig. 1D

(Prior Ar)



U.S. Patent Dec. 4, 2012 Sheet 5 of 33 US RE43.843 E

55

60

ISP
Customers

P12 P13

f
} \
100 \ | H4 R7
]
!

 Administratively Scoped
' Comain B

\
\
!
|
!
i
!
!
I
{
!
|
!
i
)
I
|
|
i
i
{
|
J
I
i
!
|
i
!
|
|
!
I
J
{

Other Internet
Domains

\ /
, 4
. | Clients K
\ f/
\\‘ -~

---H""

Host ;
H3 )

A Administratively Scoped
Domain C

Administratively Scoped
Domain A



U.S. Patent Dec. 4, 2012 Sheet 6 of 33 US RE43.843 E

Address

64k

- ¢—————— Address

R}

Space

1]




U.S. Patent Dec. 4, 2012 Sheet 7 of 33 US RE43.843 E

LAN 110
Satellite 1
105 Uplink 20
Equipment
[ 7 L
o 115
. 102
100
105 Server
120
125 140
LAN
__________________________ _, 145 160
: IP Multicast Switch E
: I .
130 : Satellite IP Multicast | |
' |Demodulator Filter |
| ‘ -
gy npapapapsyapeppppnye 4 .
m : "
Client
165 170 [/

Fig. 5



U.S. Patent Dec. 4, 2012 Sheet 8 of 33 US RE43.843 E

- wn mmah el R R R M B ul R W AP R AR i e WP B sk M S ol u A O oR O S A Ml ok R WS W W S e mh akh A W P s sy ol S W e

Ak R S Gk m S Wy i e W vy Ay W TR wh wl WS WD m iy S B uls W

inter POP 0 Communication * o
(T1, Frame Relay, T3, SONET, ATM)

Inter POP n Communication

POP Backbone LAN 215

220
Muiticast Equipment

255

¢

)

2=

4 5
L--ﬁ-ﬂl‘ﬂ"—- e iy wiEE G

3
33
(P
o a
)
D
-
mm
o =
28
Eg‘- N
- .
)
N
W
ao



U.S. Patent Dec. 4, 2012 Sheet 9 of 33 US RE43.843 E

Intermediate LAN

Multicast Equipment

= 235

' '
' '
| :
) :
|

: '
i Multicast i
: Switch |
i !
: ]

o B IR L R T I Ve R ———— WS W W A W W e W G B Gl

e SE Sy R AR W A el AR R SR e e e e e B R ol ol S A TR R TR MR A ek e el e ----------ﬁﬂ-ﬂﬁ-ﬁ--ﬂ'ﬂ--ﬁ---

§ 207 |

}
I Access intermediate :
E E
: :

Switch

---------------------r------ﬁ------ﬂu—--—ﬂﬂﬂ-—_w---ﬂ-_ W el W e W W

Inter POP Q Communication ®* o o

(T1, Frame Relay, T3, SONET, ATM) Inter POP n Communication

245
: 235

ISP POP 0 Equipment
R 8 Bl R
: POP Backbone LAN 235
! 220 210 230 v A -
' intermediate . . 235
} Distribution |
: Fétmttial Router / | I 235
! Switch
! e TR
E 207 } 215
wmmeossmosssmmmommmssmosssssmmemosemes '\ """""" I



U.S. Patent Dec. 4, 2012 Sheet 10 of 33 US RE43.843 E

“----"_"‘"‘_""“‘_--"ﬂﬂ--‘—--—-------r-----—-—----
kW W e e

: \

E LAN _ 1024 i

‘ :

| Satellite :

1053 : Sewer Router = Uplink : 12023 :
' quipmen :

: . 110a ,

: :

' . :

; i

1053 ~ | Server E
|

|

A |

i

PR

etk

1 }

{ i

! :

i 1

| Satellite {
105b — | Uplink 120b !

: Equipment i

; 115p | 100b

e 110b :"f

v |

L :

" 1
105b — | | Server |

" {

[ 7 E

i i

Transponder 2

Fig. 8a



U.S. Patent Dec. 4, 2012 Sheet 11 of 33 US RE43.843 E

/ 120a 100BaseT LAN
e e e 160
| IP Multicast Switch I
' 1
110 1 Satellite IP Multicast | & Client
—»Demodulator Filter '
|
R == )| &—

Transponder 1 .

. 160

'
!
i
{
!
|
i
i
i
i
{
N
)
I amde
N
VO
| O
!
|
|
1
|
|
|
}
}
)
'
&

I Multicast Switch

‘ !
I |
. [ Satellite P Multicast |} | {—/
- Demodulator Filter |»
! 125b 140b ;
----------------------------- wd 2
Transponder 2 50
85 Traffic
Server
[/

Access
Router

Fig. 8b



U.S. Patent Dec. 4, 2012 Sheet 12 of 33 US RE43.843 E

M I TR0 1 Broadband
l1 Satellite Interface L 1 Mullicast
$ L1 Switch 165
) Sateliite |
| Demodulator : I
0 !
: Gigabit LAN
Satellite : | 205 Gigabit
—"|Demodulator | Access
1 ! Router
i
e — s~ .
g 100 Base T I 300
I et
Satellite i | LAN Interface 0 | 590 |
Ié —"{Demodulator {1140 : :
: n Pl :
3 I. | Les{TP Multicast | | | 333
| Filter [
: 0 G Client
| ' | | 2
| ¢ . l
% 1P héyltlcast i A,
= iiter v
I B 11
K 1 AR * 335
B T ¢
| i
: Client
: ’ 315 - IP Multicast \?J : X
HEECL Sl T | T
B » T
| | . Cly
1l Contraliler Ll ] Traffic H{ | | [ Gigabt
i | Server | | | | |Distribution
| : 8 : l Router
l% i 255 l
; : ;
Hi( Intermodule E gé?nrnnz?ii?égUon%
| | '~ Communication 1l ABus i l
i Bus I :
: oppp ppl| 101100 Base T | 230
§ SU— 0_ 1.0} | cient
______________ | z
il .,
335



U.S. Patent Dec. 4, 2012 Sheet 13 of 33 US RE43.843 E

- s 8 e o et S D B o T o l
Satellite Interface Broadband

i | Multicast
Satellite | Switch m Client
Demodulator :
- 0 i 165

|
|
|
F |
|
|
|
|

100 BaseT LAN

Satellite

|
I
|
|Demodulator
1
Satellite

: 1. “|Demodulator

RN ANy T A AEEE Tuay S ey

230
; 1 "“'LEN """""""""""""" _ !1' Distribution
; i Interface O | Router
: | ikl 1P Multicast ¥
L Filter :

10/100 Base T LAN §4053

:
: i N 335
|
¥ i a
: ! Filter : .
‘ i : L ') .
3§ i ¥ .
3 | 140 !
| f Client
| § i IP Multicast ) X
: ¥
| 310 ; Fiter W L/
| i i H
|} 5 H
| Controller i P ,
| § : Filter ‘
: |
B E |
| i E 325 ¥
: ! i { Intermodule I
' i [ Intermodule '~ Communication Bus ™\ |
| = Communication ,
: i Bus y
1 .
: 4
| | M ER
) voo
| DP DP DP
g 0 1

o WA el el ol A A A R ol A R R N, A 4 A el A

[,

-_—-—“ﬂ_#_-”#—_—#__“_--_“-




U.S. Patent Dec. 4, 2012 Sheet 14 of 33 US RE43.843 E

- e RS T ST - 100 BaseT LAN
| S atall -1 1Broadband
| ;

Satellite
- |Demodulator

0

Switch 205
Access -
410~ [10/100 BaseT
Swilch

10/100 Base T LANs 230
335

|
;
I
|
L
|
l
|
|

LAN interface 0 | Dlﬁggl;:ron
* 100 Base T 340!
Client
a
[
@

SN
Satellite Ak

i | “|Demcdulator i i )

: n : £
| | I. { || i [P Multicast
i LU Filter I
3 HI 0 |
| : :

: |
| i .
| i
l | El
X i Client
¥ Ml I .

H I
! |
| ]
| | Controller :
|} b
B :
| | 1
| | : E' 100 BaseT LAN
i [ Intermodule Intermodule it
. gommunication Communication Bus ;il

] us Yrcsvmrsnsnnnrasnensnnncsnnsancnnacus %,
| | * 10100 |
B . BaseT~ |
l E FivetnsenTetcrassentsunsensstentnsenaon
| | B BN LAN Interface m ::
l % L B , |
K DP DP OP} 405b
I 0 1 ni beveeeanenacaans comeererssesatsasaanses
L T T T T T T T D L e o e e e — n



U.S. Patent Dec. 4, 2012 Sheet 15 of 33 US RE43.843 E

Fig. 12

Satellite Interface Unit

425 SIF  Satellite Interface
LIFn  LAN Interface n
PWR Power Supply

STLIF SIF to LIF Interface

M—0Qw

N\
N\
!

430
ATM, DS3, OCn, SONET Lan Interface Unit

110
430

L.an interface Unit

ST —
F- s Lt m
N Tl =
—~Tn—r
CE) “T) o §

N
N\
N
Al
N\
A
N\
N\
N\
N\



U.S. Patent Dec. 4, 2012 Sheet 16 of 33 US RE43.843 E

Server Server
Ar[gay ¢ & o Array
n

PC interface Unit

LIFn LAN Interface n
PCIFn PC interface n
PWR Power Supply
STLIF SIF to LIF interface

ATM, DS3, OCn, SONET Lan Interface Unit

110

LLan Interface Unit




U.S. Patent Dec. 4, 2012 Sheet 17 of 33 US RE43.843 E

Intermediate LAN
ISP Multicast Equipment

e emE S AEh TER mE W A S e whi B Emls e B ke PN ek S S AN gl e e el B N T —

ATM, DS3, OCn, SONET

-
)

|

:

: Satellite
' Interface

E Unit -
:
I
|

L N
A alEE B Al G S Gy A e O il A o

e B B R R K _B_ B K B N N _NE N N B B N _§ N N X | _°

ISP Equipment

------------- ‘

e K - N e e S

ol W AP Mgk due Gl e mEe Ny

Inter POP 0 Communication
(T1, Frame Relay, T3, SONET, ATM)

e » o |Inter POP n Communication

ISP POP Q Equipment

s ap ol i Sy S . ok D RN s e oa B e N D Ry WA B A R ) S e S W A e wl o U S s P W il aEy A uEh iy o W W W SN A W W W

L ol ol VN Ay By BNy ST AP SRR W W e el S G S wl O AR mis TV TR AP Wb Al ok Al O Bl BN W A e AP

J—— el & L X K N B W ¥ W E N K N 8 ¥ W R BB B B R BB A

r-ﬁﬂﬁ_‘-ﬁ_-ﬁ——-‘ﬂ-‘ﬂ



U.S. Patent Dec. 4, 2012 Sheet 18 of 33 US RE43.843 E

Intermediate LAN

ISP Multicast Equipment

Satellite ATM, DS3, OCn, SONET

Interface
Unit .

omigls WD il VNN Ehk mmih RS NN GRS BEEN e O S gy Sall e

ISP Equipment

il wm v e e sals s SR A el G vl AR wee el e EmE O A A A G wah BEE pE SN e A e e Sl BAE -uan

Y YR T R Y L ok O F OE- ¥ OE ¥ ORE E N K E R F OE-R IR _E N E N I W QR R G g . a we ey s Wy Wk W e

e ¢ o |nter POP n Communication

ISP POP 0 Equipment

et WA D AR R AR TR S W AR U W W W WD ALY S S W W A Gl W M D s Al W W AR W U D AR N A o W W A A N TR w W A e S W R W

'--ﬂ—-_-‘---

-
p -
o 2.
C O
G
™ O

- |

o BB N B N N N N N N 3 N N N N N N N 3 N N N R _N A N I N N B N BN B

e S vl g W ol ualr ol w ONE - ot Al wEp GER Py g G0 uae aEE T AR W D A R Wy A0 AR W

r-----_-l‘-‘ﬂ-—t-
- -ﬂﬂ_-_u-_-ﬂn—-‘
L

LAN Interface
Unit Traffic
Server
/[ /



US RE43,843 E

er;
er;
-~
=
N
e
2
e e
@nu 0ce
o
e
—
)
< 19)N0Y
s jiqebio
a 40
N 1900t
“ dsi
.
“~
JOON
clb

U.S. Patent

Obt

YoIMs
nqebin/ 1900t

JO

qnH 18001

S10d

Gl ‘b

0cl

Aiddng Jamod /M SISeyD JNA

(%4

149001 0L - yun Japuodsues ]
St
18001 | - Jun Japuodsues |
(%2
18001 JUN 101U0D
!
HOd WopOW

«——— Jod onsoubeiq ZeZsy

— Aejpy smelg



U.S. Patent Dec. 4, 2012 Sheet 20 of 33 US RE43.843 E

RS

'\ IR/

Salellite Dish

10 BT LAN

10 8T LAN

100 BT LAN

Opening Flag Transaction D Mode Address Data CRC Cdlg;ggoiclﬁg
0:2?&0:3’1 (1 byte) (1 byle) (4 bylas) (N bytas) (2 bytes) (2 byles)
- 505 5 530 510

515 Flg 17 520 52



US RE43,843 E

o
e,
Cofn
> GE9 0cs9
Y
m,. 022
5 NV JoAleUR) |
= 0] - S jpuojsues | Pwall3
e 1800}
3 JETYE e ]
= 590 Z62-SY
-
3 LE9
] — !
SISSEYD)
wn WA

jonueg
0]

U.S. Patent

I

gl ‘B4

13[)0NuoD
Uy

JaAIIURS |

Pwsi3
18 01

AR

Gi9




61 bi-

US RE43,843 E

-
s
X
5 085 goepaju} 49|
@nu .._m__obcou 0.6.:2 B-Il
3oepaiu| sng DI

Gas —
s \Od4 JIquiesdsa] Em) smo GSY
3 (—__jonuoy
. sk l
= el S|

009 sng e1eqg 91GH SeC res

065 65 -\

U.S. Patent



US RE43,843 E

Sheet 23 of 33

Dec. 4, 2012

U.S. Patent

0¢ bi4

191j0JU0)) Byl 3

05

JE

SNQ JOAUOY) J0SSTI0IJ-0MN

SNy ejeq JOSS8I01 40N

019
O4dld
J10H
€1ed J10H 118 9t

S 0 ol P ———— PSS opionsefes P i, A P e ool S i T ah




U.S. Patent Dec. 4, 2012 Sheet 24 of 33 US RE43.843 E

Internet
Backbone
685

5

Galeway Router ;S %
ST

ke

T

220
———— LAN BACKBONE —T—

680 - ISP Servers

(Authentication/

File/elc.)
Access Access 680
Switch/Router #1 Swilch/Router #2

ClientD ClientE

Fig. 21



U.S. Patent Dec. 4, 2012 Sheet 25 of 33 US RE43.843 E

5 aﬁkhﬂnﬁ :

ISP Servers
(Authentication/
File/etc.)

| Gateway Router]

Fillerad Stream &1 E
220 v

...........................

e g, : ".
by i L L ' - +i1_'l .

ClientA ClientB ClientC  Clientd Cf

ent E ClientE  Client G

oy

Fig. 22



U.S. Patent Dec. 4, 2012

Internet
Backbone

685

"

Gateway Router

T
SwitehiR

..... Bl

= IO .

oJuupuls.

[ Rocess
suter #1 {Switch/Router #1A;

Sheet 26 of 33

e R S RO P R T S ap—" TSR A A M N MR W W W WM W e
el Aok L B N R F WS
N Ay o

ISP Servers
(Authentication/
Fileletc.)

i St T}

)
}

]

k

'

i

|

:

|

!

)

}

i

'

’

)

|

}

'

g pmres '
K - }
. Filtared Stream #2 '
- '
1

’

!

i

i

|

'
}
|
]

1
‘

'
'
'

'
¥
‘

1
)
|
‘
¥
L

ClientA ClientB ClientC  ClientD ClientE

o

IS Servers
{Authentication/
File/elc.)

r-‘-—'—'—--——-__-—---'--'_---‘_—1

]
'
|
)
4
0
.
|
’
’
i
|
|
:
|
’
b
’
|
$
'..
4
4
4
4
'
:
|
|
]
$
;
|
|
|
’
»
4
’
)
l
|
‘
)
I
]
)
¢
’
]
'
!
)
|
¢
$
:
|
t
’
¢
i
)
4
]
$
|
s
'
[
§
|
|
|
’
’
¥

'
A
’
L
¢
’
s
!
L
’
2
’
&
’
’
&
|
’
’
8
’
|
’
’
]
|
|
i
’
¢
i
]
§
3
]
é
d
8
§
|
§
d
]
a
’
"
§
¢
|
’
]
)
’
§
B
]
’
|
i
s
’
'
j
’
|
’
s
¢
|
’
’
‘
)
é
4
1

ClientH  Client |

¥ Filtered Streams 142

US RE43,843 E

He"




U.S. Patent Dec. 4, 2012 Sheet 27 of 33 US RE43.843 E

Internet
Backbone

685
Gateway Router
=
S

K
D
p—
)
3
L.

220

— 1 TAN BACKBONE -— ¥

ISP Servers
(Authenticatiorv
File/elc.)

Access Access
Switch/Router #1 Switch/Router #2

(] [
=

A iy S S L

=] _BE = =1 B
ClientA ClientB Client C ClientD Client

Fig. 24



U.S. Patent Dec. 4, 2012 Sheet 28 of 33 US RE43.843 E

'''''''''''

intarnal =\
 Backbone

k. 6 85 e
T ISP Servers

:.. Authentication/
 Galoway Routsr ( File/etc.)

¢ Control -

L. Filered Stream #1---  Nif
--Fitered Stream #2-+--=-=--% Hi.

Sy Teran :
SwitchiRauter 831

SwitchiRouter #2

-
v
L]
-

ClientF Cli

‘ *w.ﬂ-j oWy e K i+ 1 _
. : . : g -\ : ; ,
i . L w - a = . I: '«F ‘|._" L | ; . Ly .
,_q- : "y A
i. AR ﬂr‘ -

A CientB ClemC ClientD ClientE

_;:._; h,

ot

Iie ent G

Fig. 25



U.S. Patent Dec. 4, 2012 Sheet 29 of 33 US RE43.843 E

N intamet
Backhone

-~ 689

ISP Servers
(Authentication/
File/etc.)

L {(aleway Router

llllll

- Fitesed Stream #1---

;
2
E
g
2
)
2

i Fiterad Siream #2

Switch/Router #3

'-_ i

= "

ClientA ClientB ClientC  ClientD ClientE ClientF  Client G

W
Aelelele

Fig. 26



U.S. Patent Dec. 4, 2012 Sheet 30 of 33 US RE43.843 E

5 10Base T LAN
Internet
Access Remote
m Router Access
Router
T1

Local File ISP
Server Customers

Fig. 27




U.S. Patent Dec. 4, 2012 Sheet 31 of 33 US RE43.843 E

T1/DS3
100 Base T/FDDI

Internet

Access Layer 3
t
Router Switch
9 ¢
Local File
Server

10 Base T LAN 10 Base T LAN

Remote Remote Remote Remots
Access Access Accoss Access
Router Router Router Router

ISP
Customers

Fig. 28



U.S. Patent Dec. 4, 2012 Sheet 32 of 33 US RE43.843 E

Sateliite Receiver |
T ———

|
Sateliite 100&?39 T
Demodulator Interface

T1/DS3/0OC3
internet
Accass
m Router
(Cisco 2303) 10 Base T/ 4 F
100 Base T/ LAN

FDD

Segments
L.ocal File
Searver

10/100 Base T

10/100 Base T

Remote Remote Remote Remote
Access Access Access Access
Router Router Router Router

ISP
Customers

Fig. 29



U.S. Patent Dec. 4, 2012 Sheet 33 of 33 US RE43.843 E

3
U
e
<
g
Q.
4
-

-
Q
0
-
o9
o 3 S S D
@ - LL
28| |e8| |28| |28
ca|l |8a| |28| |3
7 ? 0



US RE43,843 E

1

HIGH BANDWIDTH BROADCAST SYSTEM
HAVING LOCALIZED MULTICAST ACCESS
TO BROADCAST CONTENT

Matter enclosed in heavy brackets | ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation of application Ser.
No. 09/8035,686, filed Apr. 19, 2000, now U.S. Pat. No. 6,411,

616, which 1s a continuation of application Ser. No. 08/969,
164, filed Nov. 12, 1997, now U.S. Pat. No. 6,101,180. In

addition to being related to parent application Ser. No.
09/805,686, this continuation case 1s also related to the fol-
lowing continuation application (which also claims the ben-
efit of priority from the Ser. No. 08/969,164 common parent
application): Ser. No. 09/772,938, filed Jan. 31, 2001, entitled
“High Bandwidth Broadcast System Having Localized Mul-
ticast Access to Broadcast Content” The present application

also claims priority from related provisional applications:
U.S. Ser. No. 60/029,427, filed Nov. 12, 1996; U.S. Ser. No.

60/039,672, filed Feb. 28, 1997; and U.S. Ser. No. 60/057,
857, filed Sep. 2, 1997, all of the provisional applications are
now abandoned.

BACKGROUND OF THE INVENTION

During the 1970°s and 1980°s, the defense industry encour-
aged and developed an interconnecting network of computers
as a backup for transmitting data and messages in the event
that established traditional methods of communication fails.
University mainirame computers were networked in the
original configurations, with many other sources being added
as computers became cheaper and more prevalent. With a
loose mterconnection of computers hardwired or telephoni-
cally connected across the country, the defense experts rea-
soned that many alternative paths for message transmission
would exist at any given time. In the event that one message
path was lost, an alternative message path could be estab-
lished and utilized 1n its place. Hence, 1t was the organized
and non-centralized qualities of this communications system
which made 1t appealing to the military as a backup commu-
nication medium. If any one computer or set ol computers
was attacked or disconnected, many other alternative paths
could eventually be found and established.

This interconnection of computers has since been devel-
oped by universities and businesses 1nto a worldwide network
that 1s presently known as the Internet. The Internet, as con-
figured today, 1s a publicly accessible digital data transmis-
s1ion network which 1s primarily composed of terrestrial com-
munications facilities. Access to this worldwide network 1s
relatively low cost, and hence, 1t has become increasingly
popular for such tasks as electronic mailing and weather page
browsing. Both such functions are badge or file transfer ori-
ented. Flectronic mail, for instance, allows a user to compose
a letter and transmit 1t over the Internet to an electronic
destination. For Internet transiers, 1t s relatively unimportant
how long each file transier takes as long as it 1s reasonable.
The Internet messages are routed, not through a fixed path,
but rather through various interconnected computers until
they have reached their destination. During heavy message
load periods, messages will be held at various internal net-
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2

work computers until the pathways cleared for new transmis-
sions. Accordingly, Internet transmissions are effective, but
cannot be relied upon for time sensitive applications.

Web pages are collections of data including text, audio,
video, and 1nterlaced computer programs. Each web page has
a specific electronic site destination which 1s accessed
through a device known as a web server, and can be accessed
by anyone through via Internet. Web page browsing allows a
person to mspect the contents of a web page on a remote
server to glean various information contained therein, includ-
ing for instance product data, company backgrounds, and
other such information which can be digitized. The remote
server data 1s access by a local browser, and the information 1s
displayed as text, graphics, audio, and video.

The web browsing process, therefore, 1s a two-way data
communication between the browsing user, who has a spe-
cific electronic address or destination, and the web page,
which also has a specific electronic destination. In this mode
of operation, as opposed to electronic mail functions, respon-
stveness ol the network 1s paramount since the user expects a
quick response to each digital request. As such, each brows-
ing user establishes a two-way data communication, which
ties up an entire segment of bandwidth on the Internet system.

Recent developments on the Internet include telephone,
video phone, conferencing and broadcasting applications.
Each of these technologies places a similar real-time demand
on the Internet. Real-time Internet communication involves a
constant two-way throughput of data between the users and
the data must be received by each user nearly immediately
alter 1ts transmission by the other user. However, the original
design of the Internet to did not anticipate such real-time data
transmission requirements. As such, these new applications
have serious technical hurdles to overcome 1n order to
become viable.

Products which place real-time demands on the Internet
will be aided by the introduction of an updated hardware
interconnection configurations or backbone,” which provides
wider bandwidth transmission capabilities. For instance, the
MCI backbone was recently upgraded to 622 megabytes per
second. Regardless of such increased bandwidth, the inter-
connection configuration 1s comprised of various routers
which may still not be fast enough and can therefore signifi-
cantly degrade the overall end-to-end performance of the
traffic on the Internet. Moreover, even with a bandwidth capa-
bility o1 622 megabytes per second, the Internet backbone can
maximally carry only the following amounts of data: 414-1.5
mbs data streams; 4,859-128 kbs data streams; 21597-28.8
kbs data streams; or combinations thereof. While this has
anticipated as being suificient by various Internet providers, 1t
will quickly prove to be inadequate for near-future applica-
tions.

Internal networks, or Intranet sites, might also be used for
data transier and utilize the same technology as the Internet.
Intranets, however, are privately owned and operated and are
not accessible by the general public. Message and data traific
in such private networks 1s generally much lower than more
crowded public networks. Intranets are typically much more
expensive for connect time, and therefore any related increase
in throughput comes at a significantly higher price to the user.
To maximize accessibility of certain data, broadcasts of
radio shows, sporting events, and the like are currently pro-
vided via Internet connections whereby the broadcast 1s
accessible through a specific web page connection. However,
as detailed above, each web page connection requires a high
throughput two-way connection through the standard Internet
architecture. A given Internet backbone will be quickly over-
burdened with users 11 the entire set of potential broadcasters
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across world began to provide broadcast services via such
web page connections. Such broadcast methods through the
Internet thereby prove to be mnefiective given the two-way
data throughput needed to access web pages and real-time
data.

Furthermore, broadcasts are typically funded and driven by
advertising concerns. However, a broadcast provided through
a centralized location, such as a web page for a real-time
Internet connection, will be limited by practical concerns to
offering only nationally advertised products, such as Coke or
Pepsi. Since people might be connected to this web page from
around the world, local merchants would have little incentive
to pay to advertise to distant customers outside of their mar-
keting area. Local merchants, on the other hand, would want
to 1nject their local advertising into the data transmission or
broadcasts 1in such a way not currently available on the Inter-
net.

There 1s an enormous demand for the delivery of large
amounts of content to a large number of listeners. The broad-
cast channels of today, such as radio and TV, can only deliver
a small number of channels to a large number of listeners.
Their delivery mechanism 1s well known to customers. The
broadcaster transmits programs and the listener must tune 1n”™
at the proper time and channel to recerve the desired show,
“On Demand’ systems have been attempted by the cable
industry. Such systems attempt to transport the program or
show from a central repository (server) to the user (client) 1n
response to his/her request. To 1mitiate the request, the user
selects from a list of candidate programs and requests that the
system deliver the selected program.

The foregoing “on demand’ model of content delivery has
placed two significant requirements on the delivery system.
First, there typically 1s a direct connection between each
content storage device (server) and each listener (client). The
phone system 1s, an example of such a point-to-point inter-
connection system. Another example of such an interconnec-
tion system 1s the Internet, which is also largely based on the
terrestrial telecommunications networks. Second, the server
typically seeks to provide the capability of delivering all the
programs to the requesting clients at the time that the client
demands the programming.

The foregoing requirements can be achieved with limited
success, particularly in conjunction with the Internet. The
Internet 1s not suitable for many types of high bandwidth or
on-demand systems. In today’s Internet, Internet users most
often share a terrestrial or perhaps even extra-terrestrial or
wireless communications infrastructure; and as a result the
total throughput 1s limited. In other words, the Internet 1s
typically a party line shared by a large number of users and
cach subscriber must wait for the line to be free before he/she
can send data. Since the signal from the server 1s generally a
high bandwidth signal including multimedia content, any
degradation of the throughput from the server to the clients
results 1n an annoying disruption of the video and/or audio at
the clients. Successiul transmission of real-time streaming,
multimedia content, however, requires suilicient transmis-
s1on bandwidth between the server and the client. Since stan-
dard IP transmission facilities are a party line, attempts have
been made to impose a quality of service (QOS) 1nto this
dominantly party-line transmission structure. One such QOS
teature 1s the bandwidth reservation protocol called “RSVP.”
The RSVP protocol must be active in each network element
along the path from the client to the server for 1t to be elflec-
tive. Unt1l RSVP 1s fully enabled, QOS cannot be guaranteed.

Once RSVP 1s fully deployed, then the mechanical process
of reserving bandwidth will be possible to some degree. Nev-
ertheless, even with RSVP, the problem remains that the
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Internet inirastructure provides limited transmission band-
width. In this regard, consider the case where the sum of all
bandwidth reservations exceeds available transmission band-
width. To reduce the excessive use of bandwidth reservation,
transmission providers anticipate transmission charges based
on the amount of bandwidth reserved. This bandwidth charge

1s not 1n the spirit of today’s free connectivity.

Another example of the limitations inherent in the finite
throughput of the Internet 1s the generally limited audience
s1ze for a given transmission link. For example, 11 there 1s a
622 megabit/second (mbs) link from an Internet server in
New York to a number of clients in Los Angeles and each
client requires a separate 28.8 kilobit/sec (kbs) connection to
the server, then this link can only support about 22,000 cli-
ents, a relatively small number of clients when compared to
the cost of a server capable of supplying the 622 mbs data
content. The costs further escalate and the client audience size
capability further diminishes as each client connects to the
server using higher bandwidth modems or the like. Still fur-
ther, the same large demand 1s placed on the server if each of
the 22,000 clients requests the same program but at different
times or 1f each of the clients request a different program at the
same, or nearly the same time. The large bandwidth require-
ments (622 mbs) to supply a relatively small number of cli-
ents (22,000) coupled with the stringent requirements placed
on the server to supply the content to each client has created
problems that “on-demand” systems have yet to economi-
cally overcome.

One prior art development 1n the LAN/WAN technology 1s
called “multicasting.” Multicasting 1n LAN/WAN parlance
means that only one copy of a signal 1s used until the last
possible moment. For example, if a server in New York wants
to deliver the same data to someone 1n Kansas City, Dallas,
San Francisco, and Los Angeles, then only one signal needs to
be sent to Kansas City. There 1t would be replicated and sent
separately to San Francisco, Los Angeles, and Dallas. Thus
the transmission costs and bandwidth used by the transmis-
s1on would be minimized and the server in New York would
only have to send one copy of the signal to Kansas City. This
scenario 1s 1llustrated 1n FIG. 1A.

Multicasting helps to somewhat mitigate the transmission
costs but there are still a great number of cases where 1t
provides little optimization. For example, 11 there 1s one per-
son 1n each city in the US that wants to view the same program
generated by the server in New York, then the server must
send the signal to all those cities, effectively multiplying the
amount of bandwidth used on the network. As such, the
transmission 1s still expensive. Further, the multicast system
model breaks down at high bandwidths and during periods of
low data throughput within the Internet infrastructure, result-
ing in annoying degradation of the transmission content.

Another 1ssue 1s distribution of information between
autonomous systems. This 1s called peering. FIG. 1B shows
three autonomous simple systems labeled AS0, AS1 and AS2.
These autonomous systems are self contained networks con-
s1sting of host computers (clients and servers) interconnected
by transmission facilities. Each autonomous system 1s con-
nected to other autonomous systems by peering links. These
are shown 1n FIG. 1B by the transmission facilities labeled
PL01, PL.O2 and PL12.

Peering allows a host in one autonomous system to com-
municate with a host 1n a different autonomous system. This
requires that the routers at the end of the peering links know
how to route traffic from one system to the other. Special
routing protocols, such as boundary gateway protocol, enable
the interconnection of autonomous systems.
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Assume that host H1 in ASO wants to communicate with
host H2 1n AS1 and H3 1n AS2. To do this, H1 communicates

with PL0O1 toreach H2 and PL.02 to reach H3. IT host H1 wants
to multicast a message to multiple hosts 1n each of the autono-
mous systems, then boundary routers mvolved must under-
stand the multicast protocols.

Backbone providers that form each of autonomous systems
are reluctant to enable multicast over their peering links
because of the unknown load placed on boundary routers and
billing 1ssues related to this new trailic which originates out-
side of their autonomous systems.

The present inventors have recognized that a different
approach must be taken to provide a large amount of content
to a large number of listeners. In their prior art published
European patent application, the present inventors proposed a
system that abandons the “on-demand” model and point-to-
point connection models. In their place, the present inventors
combined, among other things, a particular, unique “broad-
cast” model with localized multicast connections that selec-
tively allow a client to recerve the high bandwidth content of
the broadcast.

Asthe present inventors’ prior published patent application
explained, the broadcast model assumes that the server deliv-
ers specific content at specific times on a specific channel as
1s currently done 1n today’s radio and television industry.
“Near on demand” can be atiected by playing the same con-
tent at staggered times on different transmission channels,
preferably, dedicated satellite broadcast channels. Localized
receivers recerve the broadcast channels and convey the con-
tent over a network using a multicast protocol that allows any
client on the network to selectively access the broadcast con-
tent from the single broadcast. This single broadcast provides,
in effect, an overlay network that bypasses congestion and
other problems 1n the existing Internet infrastructure.

As also explained 1n the prior published application: FIG.
1C shows how host H1 multicast directly to H2 and H3 via
satellite or another dedicated link separate from the backbone
of the Internet. This type of interconnection bypasses the
peering links and the resulting congestion and billing 1ssues.
This type of prior art interconnection maintains, however, a
party-line sharing of bandwidth in the dedicated link. It also
1s, 1n essence, generally part ol a two-way connection adapted
to provided TCP/IP information exchange in cooperation
with, typically, a terrestrial back channel from the satellite
reception entity to the entity providing the content for trans-
mission through the satellite or other dedicated link.

The applicants’ prior published European application was
therefore based on the applicant’s discovery of, among other
things, the advantage of using a separate dedicated link and
implements the resulting solution 1 a unique manner.
Accordingly, the present applicants provided a data transmis-
s10n system capable of sending multiple channels of broad-
cast or multicasting data or “content” to recerving computers
without being delayed or impaired by the bandwidth and
constraints of two-way Internet connections.

The applicants’ have discovered, however, that one prob-
lem with the applicants system 1s that, although the near-on-
demand delivery 1s very advantageous, by itself, 1t does not
allow for the level of flexibility an Internet user may desire 1n
playing or accessing content on demand and, for example,
long after the near-on-demand delivery has terminated for any
given content.

Another problem that the applicants have discovered 1s that
the broadcast model 1tself 1s unduly limited in 1ts ability to
meet the demands, and satisiy the needs of, providers of
localized or regionalized advertising and similar types of
localized content. The satellite broadcast model, for example,
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typically delivers the same content to all users nationally. This
creates a significant problem for distribution of localized
content, such as locally tailored advertising, through such a
non-localized broadcast system. The providers of such
locally tailored advertising frequently do not purchase adver-
tising 1 such non-localized broadcasts, and the potential
market demand for advertising through such mediums 1s cor-
respondingly limited.

Similarly, those who seek to provide locally-tailored
advertising have had to seek other avenues (such as dealing
individually with localized broadcasters in each localized
market) 1n order to advertise. This effort 1s time consuming
and expensive.

Also, even when pursuing locally-tailored advertising,
advertisers are often forced by the available traditional media
to purchase advertising 1n unnecessarily large regions or for
delivery to recipients who are not as targeted as might be
desired by the advertiser. The applicants’ embodiment dis-
closed 1n the applicants” prior art patent application did not
solve this type of problem 1n and of 1tself.

SUMMARY OF THE INVENTION

The applicants have developed methods and apparatus for
multicasting or broadcasting digital data to users accessing an
Internet connection. The methods and apparatus preferably
include placing digital data that 1s to be multicast in IP pro-
tocol to generate IP digital data. The IP digital data preferably
1s transmitted from a transmission site to a remote Internet
point of presence through a dedicated transmission channel
substantially separate from the Internet backbone. The dedi-
cated transmission channel may be, for example, a satellite
channel. At the remote Internet point of presence, local com-
mercials preferably can be inserted into the IP digital data
and/or the signal can be delayed for later playback. The IP
digital data 1s then preferably multicast for delivery to a
receiving Internet users apparatus connected to but distal
from the remote Internet point of presence.

As will be readily recognized, the foregoing method and
apparatus eliminate, or reduce the severity of, problems dis-
cussed above 1n connection with existing multicast or broad-
casting systems. Further, since the principal equipment used
to implement the method 1s disposed at the point of the Inter-
net Service Provider, the normal psychological reluctance of
an Internet user to purchase extrancous multicast equipment
1s avoided. Other sigmificant advantages of the applicants’
disclosed apparatus and method will become apparent.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1A and 1B are drawings used to illustrate problems
in 1nter-city, communications over, for example, the Internet
using conventional systems.

FIG. 1C illustrates an alternative delivery system to the
system of FIG. 1B.

FIG. 1D 1illustrates a conventional network architecture.

FIG. 2 illustrates a hybrid broadcast I multicast network
constructed in accordance with one embodiment of the
present invention.

FIG. 3 illustrates one manner in which the Internet Protocol
addresses may be mapped at an Internet Service Provider.

FIG. 4 1s a block diagram of one embodiment of a {file
server station, such as one suitable for use 1n the conventional
system of FIG. 1.

FIG. 5 illustrates one embodiment of a routine station
constructed in accordance with one embodiment of the
present invention and its connection within a network
domain.
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FIGS. 6 and 7 illustrate use of a routing station constructed
in accordance lip the invention and 1ts connection at an Inter-

net Service Provider.

FI1G. 8a 1llustrates one embodiment of an uplink site suit-
able for use 1n the network of FIG. 2.

FIG. 8b illustrates one embodiment of a downlink site
suitable for use 1n the network of FIG. 2.

FIGS. 9-11 illustrate various embodiments of downlink
sites suitable for use 1n the network of FIG. 2.

FIGS. 12 and 13 1llustrate various manners in which vari-
ous components of a downlink site may be modularized and
interconnected.

FI1G. 14 illustrates one embodiment of the multicast system
at an ISP with distributed POPs that are interconnected with
one another.

FIGS. 15 and 16 1llustrate one embodiment of an IPMS.

FI1G. 17 illustrates a packet protocol that may be used by the
controller unit to communicate through the monitor and con-
trol interface software.

FI1G. 18 1llustrates one embodiment of a transponder unat.

FIG. 19 15 a schematic block diagram of selected compo-
nents of one embodiment of a transponder unit including a
descrambler.

FI1G. 20 illustrates one embodiment of a packet filter used
in the transponder unit of FIG. 18.

FIGS. 21-26 1llustrate various configurations for networks
using an IPMS constructed in accordance with the present
invention.

FIGS. 27-29 illustrate a further manner of deploying the
present system at an ISP.

FI1G. 30 illustrates one example of a web page layout for
use 1n selecting baud rate of a video transmission at a user of
the present system.

DETAILED DESCRIPTION OF THE INVENTION

The current networking architecture of today 1s generally
illustrated 1n FIG. 1D. As illustrated, the network, shown
generally at 50, comprises a group of host computers H1-H6
that are interconnected by transmission links P1-P13 and
routers R1-R6 to form a LAN/WAN. An aggregated group of
hosts 1s called a domain. Domains are grouped 1nto autono-
mous systems that are, in-turn, interconnected together to
form a network. When these networks span a large geo-
graphic area, they are called a wide area network or WAN. An
example of this network architecture 1s the Internet and 1s
illustrated 1n FIG. 1D.

At each interconnection node 1s a device called a router,
designated here as R1-R6. The function of the router is to
receive an input packet of information, examine 1ts source and
destination address, and determine the optimal output port for
the message. These recetve, route determinations, and trans-
mit functions are central to all routers.

I host H1 wants to send a message to host H3, there are a
variety of paths that the signal could take. For example, the
signal could be transmitted along the transmission path

formed by P1-P4-P8-P10. Other alternatives include the
paths formed by P1-P2-P5-P7-P9-P10 or P1-P4-P6-P7-P9-
P10. The function of the router 1s to determine the next path to
take based on the source and destination address. The router
might use factors such as data link speed or cost per bit to
determine the best path for the message to follow.

As more host computers are brought on-line, more
domains are created. Each time a domain 1s created, any
router associated with the domain must announce to its peers
that 1t 1s present and ready to accept tratfic. Conversely if a
domain 1s deleted, the system must respond by removing the
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paths and rerouting all messages around the removed domain.
In any large network there will be a constant addition and
removal of domains. The success of the network architecture
to respond to these changes 1s at the core of the networking
problem. To this end, each router communicates with 1ts peers
to announce to the network or networks 1t services. This
implies that a bi-directional link should exist at each router.
Terrestrial telephone circuits have traditionally supplied
these links on the Internet.

FIG. 2 illustrates a hybrid broadcast/multicast constructed
in accordance with one embodiment of the present invention.
The system 1s 1llustrated 1n the context of a plurality of inter-
connected Internet domains A, B, and C. As noted above, a
domain 1s an aggregate ol one or more hosts. For example,
domain A may be a corporate LAN while domain B may be a
L AN at an educational institution or the like. In the 1llustrated
embodiment, domain C 1s shown as an Internet Service Pro-
vider (ISP) that usually sells local access to the Internet
through 1ts domain. As such, domain C includes at least one
access router R7 having one or more modems through which
local but remotely located ISP customers (hosts) 60 connect
to the domain through POTS, T1 lines, or other terrestrial
links. From domain C, the ISP customers 60 are connected to
the Internet.

In the preferred embodiment, a file server station 100 1s
used to store and transmit broadcast transmissions to a satel-
lite 55. As will be set forth 1n further detail below, the file
server station 100 includes one or more file servers that can
provide, for example, multimedia content 1n TCP/IP format.
The multimedia data 1s then encapsulated 1n HDLC or similar
frame format and modulated to RF for transmission over one
or more uplink channels of the satellite 55. The satellite 55
re-transmits the HDSL encapsulated frames on one or more
downlink channels having different carrier frequencies than
the uplink channels. The downlink transmissions are concur-
rently received by domains A, B, and C at local routine
stations x1, x2, x3. At each routing station x1, x2, x3, the
original TCP/IP data transmitted from the file server station
100 1s extracted from the received HDLC {frames. The
extracted TCP/IP data 1s selectively supplied to hosts within
the domain that have made a request to receive the data.

This satellite 55 network in effect provides an overlay
network that bypasses or at least somewhat avoids congestion
and limitations 1n at least some of the existing Internet infra-
structure, such as 1n FIG. 1. Moreover, this satellite 55 net-
work provides dedicated, guaranteed bandwidth for the trans-
mission of multimedia data through the satellite 55.

In the preferred embodiment, the transmissions from the
file server station 100 preferably include one or more multi-
media transmissions formatted 1n accordance with the IP
multicast protocol. IP Multicast 1s an extension to the stan-
dard IP network-level protocol. RFC 1112, Host Extensions
for IP Multicasting, authored by Steve Deering i 1989,
describes IP Multicasting as: “the transmission of an IP data-
gram to a ‘host group’, a set of zero or more hosts identified
by a single IP destination address. A multicast datagram 1s
delivered to all members of its destination host group with the
same ‘best-efforts’ reliability as regular unicast IP datagrams.
The membership of a host group 1s dynamic; that 1s, hosts
may join and leave groups at any time. There 1s no restriction
on the location or number of members 1n a host group. A host
may be a member of more than one group at a time.” In
addition, at the application level, a single group address may
have multiple data streams on different port numbers, on
different sockets, 1n one or more applications.

I[P Multicast uses Class D Internet Protocol addresses,
those with 1110 as their high-order four bits, to specily
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groups ol IPMS units 120. In Internet standard *“dotted deci-
mal” notation, host group addresses range from 224.0.0.0 to
239.255.255.255. Two types of group addresses are sup-
ported: permanent and temporary. Examples of permanent
addresses, as assigned by the Internet Assigned Numbers
Authonity (LANA), are 224.0.0.1, the “all-hosts group” used
to address all IP IPMS umits 120 on the directly connected
network, and 224.0.0.2, which addresses all routers on a
LAN. The range of addresses between 224.0.0.0 and
224.0.0.255 1s reserved for routing protocols and other low-
level topoloyy discovery or maintenance protocols. Other
addresses and ranges have been reserved for applications
such as 224.0.13.000 to 224.0.13.255 for Net News (a text
based service). These reserved IP Multicast addresses are
listed 1n RFC 1700, “Assigned Numbers.” Preferably, trans-
missions from the file server 100 contaiming related multime-
dia content are transmitted using a permanent address. Even
more preferably, the same multimedia content 1s provided by
the file server system 100 at multiple data rates using different
permanent addresses.

For example, a multimedia file containing an automobile
commercial may be concurrently transmitted for reception at
a 28 8 KB datarate, a1 data rate, an ADSL data rate, etc. The
28.8 KB transmission 1s transmitted using a first group of one
or more permanent addresses. The T1 data rate transmission
1s transmitted using a second group of one or more permanent
addresses, wherein the first group differs from the second
group. In this manner, a client having a high speed Internet
connection may chose to receive the more desirable high data
rate transmissions while a client having a lower speed Internet
connection 1s not precluded from viewing the content due to
the availability of the lower speed data transmissions. Addi-
tionally, a corresponding web page may be concurrently
transmitted along with the multicast data or along the back-
bone of the Internet.

If permanent multicast addresses are not available, the
TCP/IP addresses used for the broadcast transmissions may
use a block of addresses that are normally designated as
administratively scoped addresses. Administratively scoped
addresses are used for the transmission of commands and/or
data within the confines of a domain for administrative pro-
cesses and are not supplied outside of the scope of the
domain. In other words, any broadcast transmissions recerved
using these administratively scoped addresses desirably
remains Within the bounds of the domain in which it 1s
received. All addresses of the form 239.X.y.z are assumed to
be administratively scoped. If administratively scoped
addresses are used, provisions must be made to ensure that the
domain does not use an administratively scoped address that
1s within the designated broadcast block for other system
functions. This may be accomplished in one of at least two
different manners. First, the domain can be reprogrammed to
move the administratively scoped address used for the other
system function to an administratively scoped address that
does not lie within the broadcast block. Second, the routing
station may perform an address translation for any adminis-
tratively scoped addresses within the broadcast block that
contlict with an administratively seeped address used for
other purpose by the domain. This translation would place the
originally conflicting address outside the conflict range but
still maintain the address within the range of permissible
administratively scoped addresses. As above, the same mul-
timedia content 1s transmitted concurrently using different
transmission data rates.

With respect to the use of administratively scoped
addresses, assume that the system will utilize a block of
addresses that contain 65,535 addresses (16 bits of address
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space). This block will utilize a predetermined, default
address block. For the sake of this description, assume that the
system default address space 1s defined as 239.117.0.0 to
239.117.255.255. This address space 1s defined by fixing the
upper two bytes of the address space (1n thus case 239.117)
while merely varying the lower two bytes of data to allocate or
change the address of a channel of TCP/IP multimedia data.
This addressing scheme, 1n and of itself, will provide the
system with 64K possible channels but 1t may place restric-
tions on the ISP environment since they would be required to
have a dedicated block of 64K address space, one 1n which
none of the 64K addresses are being used by other applica-
tions. This may not always be feasible. In order avoid this
kind of limitation, the system may only actually utilize the
first 16K of the predefined address space. This will allow 16K
channels for the entire system, which corresponds to a mini-
mum aggregate data rate of 470 MHz (assuming every chan-
nel 1s running the mimmum data rate of 28.8 kbps).

Even with the limited number of addresses, there are still
two potential types of problems within the ISP environment.
In the first type of problem, a limited number of the system
broadcast addresses are already 1n use at the ISP or other
domain type. In the second type of potential problem, a large
block of the system broadcast address space 1s being used at
the ISP or other domain type. In either case, the IPMS must be
able to provide a solution for these two types of problems.
These two cases are preferably addressed differently.

The most likely address conflict to be encountered 1n an
ISP 1s the first one noted above, designated here as the “lim-
ited address” conflict. This type of contlict occurs when a
single address or several 1solated addresses within the broad-
cast address range are already allocated within the ISP or
other domain type. The fact that only 16K addresses out of the

64K address block are used will provide a means for routine
“around” these limited address conflicts.

As 1llustrated 1n FIG. 3, the 64K address space shown
generally at 80 will be divided into four 16K address blocks
835. The following diagram shows how the address blocks are
defined. The system default addresses are all located 1n block
0 which begins at address 0 of the administratively scoped
addresses.

The ISP or domain will setup a “routing table” within a
routing station of the domain that indicates all of the admin-
istratively scoped addresses used within the ISP or domain.
The routing station i1s programmed to re-route addresses with
contlicts to the next available address block. For example, 1f
the ISP has address 239.117.1.11 already assigned, the rout-
ing station routes this address to the next available block. The
next available address block 1s found by adding 64 to the
second byte of the IP address. For this service the next address
would be 239.117.65.11. If this address 1s free, this 1s where
the routing station re-routes the data associated with the con-
tflicting address. Four alternate addresses may be assigned for
rerouting a single channel having a contlicting address.

The address re-routing scheme should be implemented on
both the routing station end and 1n any client Plug-In software
used to recerve the data. On the routing station side, once the
ISP enters all address conflicts, the routing station performs
address translation on all of the addresses that contlicts occur.
All packets have their addresses re-mapped to the new loca-
tion. IT a single address can not be re-routed (all four address
blocks are used for a given channel) then the receiver per-
forms major address block re-routing as would occur 1n
address block conflict management described below. On the
client software side, the client opens sockets for all four
address blocks (either sequentially or simultaneously). The
address that provides valid broadcast data 1s accepted as the
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correct channel. The three other sockets are closed. If none of
the addresses provide valid data, the client tries the alternate
address block as defined below.

Alternative strategies for reconciling addressing conflicts
may also be employed. As an example, an agent might be
implemented with the IPMS which could be queried by the
client for the appropriate address to use at a particular loca-
tion. Such a query would include a “logical” channel number
associated with the desired broadcast. The agent would then
respond with the specific IP Address locally employed for that
broadcast.

If a large number of addresses contlict with the default
system address space, an alternate block of addresses will be
used. The system defines the exact alternate address space (or
spaces), but as an example, 1f 239.117.X.Y 1s the primary
default broadcast block, an address space like 239.189.X.Y
might be used as an alternate. In any event, the routing station
will determine, based on the address contlicts entered by the
ISP, 1f the entire broadcast address block must be re-routed. If
it does, the routine station will modity each broadcast chan-
nel’s address. As described above, if the client software can
not find a valid broadcast stream within the standard address
block, the alternate address space will be tried.

Routing multicast traffic 1s different than the routing of
ordinary traific on a network. A multicast address 1dentifies a
particular transmission session, rather than a specific physical
destination. An individual host 1s able to join an ongoing
multicast session by i1ssuing a command that 1s communi-
cated to a subnet router. This may take place by 1ssuing a
“101n”” command from, for example, an ISP customer to the
ISP provider which, in turn, commands its subnet router to
route the desired session content to the host to which the
requesting ISP customer 1s connected. The host may then
send the content using, for example, PPP protocol to the ISP
customer.

Since the broadcast transmission 1s provided over a dedi-
cated transmission medium (the satellite 1n the illustrated
embodiment), problems normally associated with unknown
traffic volumes over a limited bandwidth transmission
medium are eliminated. Additionally, the number of point-to-
point connections necessary to reach a large audience 1s
reduced since the system uses localized connections within or
to the domain to allow clients to join and receive the broad-
cast. In the 1illustrated embodiment, a virtually unlimited
number of domains may receive the broadcast and supply the
broadcast to their respective clients, additional domains being
added with only the cost of the routing station at the domain
involved. In most instances, ISPs or the like need only add a
routing station, such as at x1 et seq., and may use their
ex1isting infrastructure for recerving broadcasts from the rout-
ing station for transmission to joined clients. This 1s due to the
fact that most ISPs and the like are already multicast enabled
using the IP multicast protocol.

FIG. 4 illustrates a block diagram of one embodiment of a
file server station, such as the one i1llustrated at 100 of FIG. 1.
The file server station, shown generally at 100, comprises a
local area network 102 with a collection of server PCs 1035
connected to arouter 110 over the local areanetwork 102. The
server PCs 105 1nclude server software that either reads pre-
compressed files from the local disk drive and/or performs
real time compression of analog real time data. Each server
105 provides this data as output over the local area network.

The LAN 102 performs the function of multiplexing all the
streaming data from the server PCs 105. The LAN 102 should
have suificient bandwidth to handle all the data from the
server PCs 105. In present practice, 100 mbs L ANs are com-
mon and, thus, 1t 1s quite feasible to use 100 mbs LANs to
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aggregate the data output to a 30 mbs transponder. A common
type of LAN 1s or 100Base T, referring to 100 mbs over
twisted pair wire.

The functionality required at 110 1s to gather the packets of
data from the LAN 102, wrap them in a transport protocol
such as HDLC, and convert the HDLC packets to the proper
voltage levels (such as R5422). The functionality can be
provided by the composite signal provided from the router
110 usually comprises clock and data signals The composite
signals are output from the router 110 for synchronous modu-
lation by a satellite uplink modulator 115 which synchro-
nously modulates the data to the proper RF carrier frequen-
cies and transmits the resulting signal through an antenna 122
to the satellite 55.

One or more server PCs 105 of the LAN 102 store the
multimedia content that 1s to be broadcast to the domains.
Alternatively, the one or more PCs 105 may receive pre-
recorded or live analog video or audio source signals and
provide the necessary analog-to-digital conversion, compres-
sion, and TCP/IP packet forming for output onto the LAN
wanted. These packets are transported over the LAN 102 1n an
asynchronous manner. The router 110 then receives these
asynchronous packets and encapsulates them with the trans-
port protocol and transmits them 1n a synchronous manner to
the satellite 55. The constant conversion from one form to
another 1s provided to fit the transmission technologies of the
transmission equipment. LANs are becoming ubiquitous and
low cost since it leverages the high manufacturing volumes of
the consumer/corporate PC market. Satellite transmission 1s
extremely cost effective for broadcasting signals to multiple
destinations and 1s inherently synchronous (data 1s transmiuit-
ted at precise intervals). Accordingly, the foregoing system 1s
currently the most straight forward and lowest cost method to
architect a system a connecting computer LANSs to a satellite
transmission system.

A typical satellite 55 has two antennas, one for receiving
the signal from the uplink and the second antenna for trans-
mitting the signal to the downlink. An amplifier 1s disposed
between the two antennas. This amplifier 1s responsible for
boosting the level of the signal recerved from the file server
station 100 (uplink). The recerved signal 1s very weak because
of the distance between the uplink and the satellite (typically
about 23,000 miles). The recerved signal 1s amplified and sent
to the second antenna. The signal from the second antenna
travels back to downlinks which are again about 23,000 miles
away. In the 1llustrated embodiment of the system, the down-
links are the routing stations.

T'he signal 1s transmitted by the uplink at one frequency and
shifted to a different frequency 1n the satellite before ampli-
fication. Thus, the signal received by the satellite 1s different
from the frequency of the signal transmitted. The transmaitted
information content 1s 1dentical to the recerved information.

A typical satellite has approximately 20 to 30 RF amplifi-
ers, each tuned to a different frequency. Each of these receive/
transmit frequency subsystems 1s called a transponder. The
bandwidth of each of the transponders 1s typically about 30
MHz but can vary satellite to satellite.

At the file server station 100, the composite signal from the
router 110 1s preferably QPSK modulated by the satellite
uplink modulator. During the modulation process, extra bits
are usually added to the original signal. These extra bits are
used by a receiver at the downlink to correct any errors which
might occur during the 46,000 mile transmission. The extra
protection bits that are a added to the data stream are called
Forward Error Correction bits (FEC).

The resulting modulation and error correction process typi-
cally allows about 1 megabit/second of data to occupy about

—
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1 megahertz (MHz) of bandwidth on the transponder. Thus,
on a 30 MHz bandwidth transponder, one can transmit about
30 mbs of data. The aggregate data rate of the signals gener-
ated by all server PCs 105, including the overhead of the
underlying transmission protocols (IP and HDLC), must be
less that the bandwidth of the satellite transponder.

FI1G. 5 illustrates one embodiment of a routing station and

its connection within a domain. Here, the routing station 1s
called an IP Multicast Switch (IPMS), labeled as 120 1in FIG.

5. The IPMS 120 1s comprised of a demodulator 125 that
receives the radio frequency signals from the satellite 55 over
receive antenna 130 and converts them 1nto the original TCP/
IP digital data stream. These digital signals are then input to
a device called a IP Multicast Filter (IPMF) 140 that in-turn
selectively provides the signals as output onto a LAN, shown
generally at 145, having sulficient capacity to handle all the
received signals. The IPMS 120 1s multicast enabled, mean-
ing that data 1s only output from the IPMF 140 onto the LAN
14511 aclient 160 requests a connection to receive a broadcast

channel. As noted above; this multicast protocol may be one
such as defined in RFC 1112.

As illustrated, the LAN 145 can be connected to the Inter-
net 165 through a router 170. If the broadcast data output on
the LAN 145 uses admimstratively scoped addresses, the
router 170 can prevent forwarding of the data to the Internet
165. This 1s a desirable feature associated with the use of
administratively scoped addresses, as the broadcast can be
localized and blocked from congesting the Internet 165. If
other addresses are used, such as permanent IP multicast
addresses, the router 170 1s programmed to prevent data hav-
ing an IP multicast address from being broadcast on the
Internet 165.

The software of the IPMS 120 1s capable of operating in an
IP multicast network. In the embodiment described here, the
control structure of the multicast software 1n the IPMS 120
has four main threads: initialization, multicast packet han-
dling, L AN packet handling, and multicast client monitoring.
In the 1ni1tialization thread, a table used to determine whether
a client has joined a broadcast has 1ts content set to an empty
state. Imitialization 1s performed before any of the other
threads are executed.

The multicast packet handling thread 1s responsible for
reading data from the satellite demodulator and deciding
what 1s to be done with 1t. To this end, the thread reads each
multicast packet received from the satellite demodulator 125.
I1 the multicast group address specified 1in the recerved packet
1s not 1n a group table designating the groups received from
the satellite 55 by the demodulator 125, the group address 1s
added to the group table and set to “not joined.” I the multi-
cast group address specified in the packet 1s specified in the
join table as having been joined by a client, the packet 1s
output through the IPMS 120 to the LAN 145 for receipt by a
requesting client 160. If none of the foregoing tests are appli-
cable, the packet 1s simply 1gnored.

The LAN packet handling thread i1s used to determine
whether a jo1n command has been received from a client 160
over the LAN 145. To this end, the IPMS 120 reads an IP
packet from the LAN 145. If the packet 1s a request from a
client 160 to join the multicast session and 1t 1s in a group table
(a table 1dentitying groups which the IPMS 120 1s authorized
to receive), the group address 1s added to the list of joined
addresses 1n the join table. In all other circumstances, the
packet may be 1gnored.

The multicast client momtoring thread i1s responsible for
performing periodic checking to ensure that a multicast client
who has joined a broadcast 1s still present on the LAN 145. In
accordance with RFC 1121, every predetermined number of
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seconds, or portions thereof, for each group address 1n the
group table which has joined the multicast session a query 1s
sent to that address and the IPMS 120 waits for a response. If
there 1s no response, the IPMS 120 assumes that all joined
clients have terminated and removes the group address from
the joined list.

It will be recognized that other further software threads and
variations on the foregoing threads may be used. However, in
the simplest form of the illustrated embodiment, the four
threads described above are all that 1s practically needed for
clfective IPMS operation where the IPMS 120 1s disposed at
an outer edge of a domain network. This simplification pro-
vides a reduction 1n complexity in the IPMS 120.

I1 there are one or more routers between the IPMS 120 and
the multicast client 160, then the IPMS 120 1s programmed to
understand the various multicast protocols such as DVMRP,
MOSPF and RIM. These protocols are well known and can
casily be implemented 1n the IPMS 120.

In either configuration, the IPMS 120 appears to the
domain network as the source of the data, and the satellite link
elfectively places an 1dentical server at each downlink loca-
tion 1n the separate domains described 1n connection with
FIG. 2.

It 1s generally preferable to have the IPMS 120 as close as
possible to the last point 1n the network before transmission to
a clhient. This close proximity to the client minimizes the
traffic burden on other system routers and the overall local
LLAN. The Internet Service Provider’s (ISP) local Point of
Presence (POP) 1s generally the optimum location for place-
ment of the IPMS 120 at an ISP. Such a configuration 1s
illustrated 1n FIG. 6.

As shown 1n FIG. 6, the ISP, shown generally at 200, 1s
connected via an access router 205 to the Internet 165. If a
distribution router 210 1s located some distance from the
Internet access router 205, then inter-POP communications
are required through one or more intermediate routers 207.
These mter-POP communications may take place via frame
relay or SMDS (Switched Multimegabit Data Service) since

these are relatively 1 mexpenswe communication methods. In
the POP 215, the IPMS 120 1s connected to the backbone

LAN 220. This LAN 220 1s connected to the distribution
router 210 and provides the connectivity to the customer base.
Typically, the distribution router 210 1s connected to a Local
Exchange Carrier (LEC) 230 through telephone company
interconnects such as T1, T3, and ATM lines and, thereafter,
to remotely located home users/clients 235.

The architecture of FIG. 6 allows customers 235 to place
local (Iree) calls into the distribution router 210 that, 1n turn,
allows the customers 233 to access the Internet 165 through
some remote access point. IT the POP 215 and the Internet
access at access router 205 are co-located, then the ISP LAN
240 and the POP Backbone LAN 220 are one 1n the same and
there are no intermediate routers or intervening inter-POP
communications.

FIG. 7 illustrates a system in which the IPMS 120 1s not
disposed at the POP 213 location. This arrangement 1s func-
tional, but requires a large amount of bandwidth over the
inter-POP communication lines 245. The configuration
shown 1n FI1G. 6 minimizes the bandwidth requirements o the
router interconnections relative to the configuration shown in
FIG. 7 since only the POP Backbone IAN should include both
the traditional Internet traffic as well as the Multicast traffic.

As can be seen from examination of FIGS. 6 and 7, the
addition of multicast equipment to the ISP’s POP 215 is
minimal. It 1s also possible and desirable to add a traflic server
PC 255 onto the LAN of the ISP 200 having the IPMF 120

(also known as a multicast switch). This traffic server 255 can
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be used for a varies of purposes, but in the embodiment shown
here, 1t 1s used to store information received from the satellite
55 and the Internet 165 for later playback. It also can be used
to monitor the number and 1dentification of a connected user
as well as performing other functions. For example, when a
user selects a video/audio multicast channel to view/hear, 1t
sends a specific IGMP message over the LAN that 1s directed
to the IPMS 120. This message can also be monitored by all
systems connected to the LAN. Specifically, the traffic server
2355 may monitor the communication between the router 210
and any connected clients and may also monitor the number
ol connections to the multicast channels. The connection
information gathered by the traific server 255 1s preferably
relayed to a central server or the like over the Internet 165 at
periodic intervals for consolidation at a central facility.

One advantage of the foregoing system architecture 1s that
it provides a scaleable architecture that may be scaled to
deliver a small number of megabaits as well as further scaled to
deliver nearly a gigabit of content to a large number of host
computers. This architecture 1s only constrained by satellite
transponder capacity, which 1s typically about 30 mbs per
transponder.

FIGS. 8a and 8b illustrate the uplink and downlink systems
suitable for handling at least 60 mbs. File server stations, such

as the one shown at FIG. 4, typically only have a capacity of
30 mbs. As such, the uplink

here uses two file server stations
100a and 100b. On the uplink side, a second cluster of server
PCs 105 1s connected to a second router 110b, which 1s
connected to the uplink equipment and transmits the signal
over the same satellite 55 using a different transponder fre-
quency. Alternatively, the transmission of signals from the
second router 110b may be directed to a different satellite
than the one used by the first file server station 100a. If the two

signals are uplinked onto the same satellite, then 1t 1s possible
to share a common antenna.

At the downlink side of FIG. 8b, there are two IPMS units
120a and 120b, which are each i1dentical to that described
above. If the two signals are uplinked on the same satellite, 1t
1s possible to share an antenna 130 on the downlink as shown
in FI1G. 8b. If not, then two separate antennas are required, one
pointing to each of the different satellites. In the scenario
shown 1n 8b, the two IPMSs 120a and 120b are connected to
a 100baseT LAN 280. The maximum bit-rate delivered to the
L AN 280 1s the sum of the individual bit rates of the IPMSs
120a and 120b, or about 60 mbs. This 1s a convenient number
since the maximum real capacity of a 100BaseT LAN 1s about
60 mbs.

Additional file server stations and IPMSs may be added to
the foregoing system to increase the number of available
multimedia multicast channels available to the ISP clients.
For example, a 90 mbs system may be constructed by adding
a further file server station at the uplink side of the system and
adding a further IPMS at the ISP POP. This third IPMS,
however, presents a problem for a 100BaseT LAN since the
total possible throughput can now exceed the allowable LAN
bandwidth. The traffic server 2355 can be used to assist in
climinating this problem.

At the heart of the multicasting protocol 1s the fact that
generally no unnecessary traific 1s forwarded unless someone
has requested 1t. This means that even 11 there 1s 90 mbs of
total data recerved from the satellite, there would be no data
output to the 100BaseT LAN 1f there were no clients request-
ing a connection to 1t.

On the other hand, 1t 1s possible that there could be clients
requestmg placement of the entire 90 mbs on the LAN. Such
traffic would saturate the LAN 280. To mitigate the problem,
there are at least two potential solutions.
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The first solution 1s to modity the client software so that it
first contacts the traffic server 255 to determine how much
bandwidth 1s already delivered to the LAN 280. If the LAN 1s
already delivering the maximum possible data to other cli-
ents, then the client currently trying to connect 1s given a
message stating that the system 1s too busy.

A second solution 1s to have an IPMS first contact the tratfic
server 235 to check the load on the LAN 280 before providing
a channel of multicast data on the LAN 280. To this end, the
IPMS 120 contacts the traffic server 235 after a request has
been made for a channel of multicast data but betfore the data
1s supplied on the LAN 280. If the traffic server 255 deems
that the load 1s too high, 1t instructs the IPMS 120 to 1ignore the
jom request and refrain from transmitting the requested group
on the LAN 280. As a result, the requesting client would not
receive the requested video/audio stream. The client software
may indicate the failure to receive the requested data upon
termination of a predetermined time period and indicate this
fact to the user. Nevertheless, the applicants believe that there
1s a high probability that 90 to 120 mbs of data could be
uplinked with no downlink overload on the LAN, since it 1s
highly unlikely that all data rates of all channels would be
simultaneously used.

The traffic server software could be imbedded into one of
the IP Multicast Switches 120 and thus eliminate separate
traffic server hardware 235. If the system data 1s scaled even
higher, then the architecture shown in FIG. 9 1s used at the
downlink side of the system. The transmission data rate at the
uplink side 1s obtained by merely adding further file server
stations 100. The system shown a in FIG. 9 adds a new piece
of hardware called gigabit switch 290. On the right side of the
switch 290 1s a connection to the LAN 300. The LAN 300 in
this embodiment 1s capable of handling the total aggregate
bandwidth output by all IPMSs 120. For the case where each
IPMS 120 1s recerving 30 mbs and there are 10 IPMSs, then
the aggregate bandwidth 1s 300 mbs. This implies that the
L. AN 300 1s capable of handling such traific.

As further 1llustrated 1n FIG. 9, a controller 310 may be
used to communicate with the LAN 300 and, further, with the
demodulators 125 and IPMF's 140 over a communication bus
315. Such an architecture allows the controller 310 to pro-
gram the specific operational parameters used by the
demodulators and IPMFs. Additionally, the demodulators
125 and IPMFs 140 may communicate information such as
errors. status, etc., to the controller 310 for subsequent use by
the controller 310 and/or operator of the routing station. Still
turther, the traific server 255 may be used to facilitate inter-
module communications between the IPMFs 140.

The connections between the IPMF 140 and the switch 290
may be the 100Basel connections shown in the previous
figures. This implies that the switch 290 requires n-100BaseT
input ports to accommodate the n-IPMS inputs. The system
proposed 1 FIG. 9 assumes the use of gigabit access and
distribution routers, gigabit LANSs and gigabit switches. Such
network components are in the very early stages of deploy-
ment.

A second architecture that can be used to scale to a large
number of a users 1s shown 1n FIG. 10 and 1s similar to the
architecture shown 1n FIG. 9 1n that then both include the
satellite demodulators 125 and the IP Multicast Filters 140.
The system of FIG. 10, however, replaces the traffic server
255 with an IP filter 325 and the gigabit switch 290 with a
standard 100BaseT hub 340. Another significant difference
between the two architectures 1s that the Internet access router
205 of FIG. 10 1s directly connected to the backbone of the
gigabit LAN while the connection for the Internet access by
the clients 335 is through the IP filter 325 within the LAN
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interface module. The IP filter 325 may be implemented by a
PC or the like, or by a microcontroller, The IP filter 325
performs the functions of the traific server 255 as well as
simple IP packet filtering. It passes each packet recerved from
the Internet without examination or modification. This
includes multicast as well as unicast traific. Packets recerved
from the hub 340 are examined on a per packet basis. Multi-
cast packets with a group address used by the satellite deliv-
ered multicast system (shown here as the Satellite Interface
Unit (SIU)) are blocked from traversing onto the Internet.
This prevents the Internet Access LAN from overload and
serves the function of administratively scoping the multicast
traific to one segment. This architecture also has an added
advantage 1n that the routers used in the domain do not have
to be multicast enabled.

The architecture shown 1n FIG. 10 can be viewed as divid-
ing an ISP into smaller ISP’s within the larger ISP. Each of
these mini-ISPs has its own IAN Interface Unit (LLIU) 405.
This architecture places a performance requirement on the IP

filter 1n that it must be capable of processing all packets
flowing through it via the 100BaseT LANS to which 1t 1s

connected.

FIG. 11 illustrates a further system architecture that
replaces the IP filter 325 of FIG. 10 with a traffic server 2355
and uses a 10/100 Base'l switch 410 1n place of the IP filter
325. This architecture requires the 10/100 Base'l switch 410
to perform the IP multicast filtering that was done 1n the IP
filter 325.

The interface point 417 of FIG. 11 between the IPMS and
a particular ISP LAN segment, may also be facilitated in cases
where that LAN segment 1s remotely located. Standard digital
telecommunications services may be employed to serve as
clectrical “extension cords” to bring the output of the IPMS
onto the remotely located segment. This 1s done through
commonly available “CSU/DSUs” that can transform the
L AN output of the IPMS 1nto a digital signal compatible with
the Network Interface requirements of common communica-
tions carriers, and at the remote location, a subsequent trans-
lation back into the required 100BT LAN signal.

FIG. 12 shows one manner of implementing the architec-
tures for the satellite downlink. The IP Multicast Switch 120
can be functionally and physically divided into a satellite
interface unit 425 and a LAN interface unit 430. Multiple
L AN interface units 430 may be connected to a single satellite
interface unit 425. This allows the satellite reception equip-
ment to be located at a first location and its output distributed
to various remotely located LAN interface units. As shown in
FIG. 3 the basic system architecture of FI1G. 12 also allows for
the distribution of content via an alternate transmission facil-
ity such as terrestrial fiber 110. Alternatively, these two mod-
ules can reside i the same chassis and use the chassis back-
plane for intermodule communication.

FI1G. 14 1llustrates an embodiment of the system at an ISP
with distributed POPs that are interconnected with one
another. This embodiment of the system 1solates the multicast
traffic from the unicast tratfic. Inter-POP multicast traffic 1s
carried on a separate transmission facility.

One embodiment of an IPMS discussed earlier 1s illus-
trated 1n FIGS. 15 and 16. Generally stated, the embodiment
of the IPMS unit 120 shown here and subsequently described
1s comprised of a controller unit 440 and one or more tran-
sponder units 445, The controller unit 440 handles the moni-
toring, control, and configuration of the IPMS unit 120. The
transponder units 443 performs demodulation and de-pack-
ctization of the RF signal data received from the satellite 535
and provides the demodulated data to the hub 340 of a 100BT
L. AN 220 when directed to do so by the controller unit 440. In
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some implementations of the system, there may be a need for
a splitter unit 450 that divides the RF signal for supply to
several transponder units 445,

As noted above, the controller unit 440 handles all monaitor,
control, and configuration of the IPMS unit 120. It maintains
logs of all of the events in the system and processes all
incoming TCP/IP protocol messages to the IPMS unit 120.
These messages include the IGMP jo1in requests from remote
clients, mndividually addressed commands to the controller
unit 440, and packets destined to individual transponder units
445. The controller unit 440 1s responsible for logging all of
the trace type events 1n a non-volatile memory device, such as
a hard disk drive 455.

As 1llustrated, the controller unit 440 1s comprised of a
microprocessor unit 460, two network interface cards (NIC)
465 and 467, a modem 470 for connection to a remote port, a
video controller 475 for connecting a video monitor, a key-
board interface 480 for connection to a keyboard, a DRAM
485 for storage, an RS-232 port 487 for external communi-
cations, and the hard drive 455.

The microprocessor unit 460 may be an Intel Advanced
ML (MARL) Pentium motherboard. This board has two serial
ports, a parallel port, a bus mastering IDE controller, a key-
board interface, a mouse interface, support for up to 128 MB
of DRAM, and a socket for a Pentium microprocesser. The
board supports 3 ISA extension boards and 4 PCI extension
boards. The MARL motherboard 1s designed to fit into the
standard ATX form factor.

The RS-232 port 487 supports commands from a remote
port that can be used for both monitor and control functions.
This interface supports standard RS-232 electrical levels and
can be connected to a standard personal computer with a
straight through DB-9 cable. The software used to implement
the interface supports a simple ASCII command set as well as
a packet protocol that can be used to send commands that
contain binary data.

Monitor and control interface software 490 executed by the
microprocessor unit 460 supports multiple communications
settings for the RS-232 port 487 by allowing the user to
change the baud rate, the number of data bits, the number of
stop bits, and the type of parity. These settings are saved 1n
non-volatile memory so that they are preserved after power
has been removed from the recerver.

The monitor and control interface software 490 preferably
supports both a simple ASCII protocol and a more complex
packet structure. The ASCII protocol 1s a simple string pro-
tocol with commands terminated with either a carrnage return
character, a line feed character, or both. The packet protocol 1s
more complex and includes a data header and a terminating
cyclic redundancy check (CRC) to verily the validity of the
entire data packet.

The ASCII protocol 1s preferably compatible with a simple
terminal program such as Procomm or HyperTerminal. When
an external terminal 1s connected to the RS-232 port 47, the
controller unit 440 1nitially responds with a sign-on message
and then displays 1ts “ready” prompt indicating that the 1s
ready to accept commands through the monitor and control
interface software 490. Commands are terminated by typing
the ENTER key which generates a carriage return, a line feed,
or both. The controller unit 440 interprets the carriage return,
as the termination of the command and begins parsing the
command.

Most commands support both a query and a configuration
form. Configuration commands adhere to the following for-
mat:

cmd paraml-<,param2>CR
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where cmd 1s the command mnemonic, paraml is the first
parameter setting, the <,param2> indicates an optional num-
ber of parameters separated by commas, and CR 1s a carriage
return.

Queries of commands can be entered 1n one ol two forms as
follows:

cmd?CR or optionally

cmdCR

The controller unit 440 responds to the query with the com-
mand mnemonic followed by the command’s current
setting(s).

The controller unit 440 may also communicate through the
monitor and control interface software 490 using a predeter-
mined packet protocol. One such protocol 1s illustrated in
FIG. 17. The illustrated protocol 1s an asynchronous character
based master-slave protocol that allows a master controller to
encapsulate and transmit binary and ASCII data to a slave
subsystem. Packets are delimited by a sequence of characters,
known as ‘flags,” which indicate the beginming and end of a
packet. Character stuiling 1s used to ensure that the tlag does
not appear in the body of the packet. A 32-bit address field
allows this protocol to be used 1n point-to-point or 1n point-
to-multipoint applications. A 16 bit CRC 1s included in order
to guarantee the validity of each recerved packet.

The opening flag 500 includes a 7E ;01 ,, flag pattern indi-
cating the start of packet or end of the packet at 510. A
transaction ID 3505 follows the opening flag 500 and 1s, for
example, an 8-bit value that allows the master external com-
puter to correlate the controller unit 440 responses. The mas-
ter computer sends an arbitrary transaction ID to the control-
ler unit 440, and the controller unit 440 preferably responds
with the 1°s complement of the value received from the mas-
ter. Following the transaction ID 503 1s a value that allows the
master to 1dentily the addressing mode of the packet. This
portion of the packet 1s called the mode byte and 1s shown at
515. These addressing modes include broadcast, physical,
and logical modes. An address field 520 and data field 5235
tollow the mode byte 515. The address field value 1s used 1n
conjunction with the mode field to determine if the slave
should process the packet. The data field 523 contains infor-
mation specific to the application. This field can be any size
and 1s only limited by the application. Finally, a CRC-16 field
530 follows the data field 525. The CRC-16 field 530 allows
cach packet to be validated. Each byte from the mode byte
515 to the last data byte 1s included 1n the CRC calculation.

The monitor and control 1nterface software 490 supports
the same command set as both a remote port and a TCP/IP
in-band signaling channel. This allows the IPMS 120 to be
controlled identically using any of the possible control chan-
nels (although the physical connection and physical protocol
vary by connection) which provides redundant means of
monitor and control. These commands are described 1n fur-
ther detail below.

The controller unit 440 includes the hard drive 455 for its
long-term storage. This drive 1s preferably at least 2.1 GB 1n
size and uses a standard IDE interface. The drive 455 1s
preferably bootable and stores the operating system, the
application(s) running the IPMS 120, and all long-term (non-
volatile) data such as history/trace data.

The network interface card 465 1s used to communicate
with all of the transponder units 4435 1n the IPMS 120. The
network interface card 465 1s comprised ofa 10 based-T LAN
interface running standard TCP/IP. Individual commands are
1ssued using the same protocol as set forth above 1n connec-
tion with the monitor and control interface software 490 as
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well as any remote port connected through modem 470. This
protocol 1s encapsulated into TCP/IP and sent via an internal
LLAN 332 over transmission line 535.

The network interface card 4635 supports both broadcast
and 1individual card addressing. This interface also supports
two-way communication that can be initiated by any unit on
the internal LAN 532. Individual transponder units 445 may
communicate with each other over the internal LAN 532,
although this interface 1s not truly intended to be used 1n this
fashion in the embodiment shown here. The 10 Based-T
interface card 465 may be implement using any oif-the-shelf
network interface card.

The modem 470 of the controller unit 440 may also support
commands that can be used for both monitor and control
functions. The modem 470 supports standard phone modem
clectrical levels and can be connected to a standard phone
jack with a straight through RJ-11 cable. Both the ASCII and
packet protocols noted above are supported by the modem
4'70. The modem 470 thus provides another communications
route to the IPMS 120 1n case a standard TCP/IP link over the
Internet to the IPMS 120 fails.

The modem interface 470 1s implemented for example, by

an off-the-shelf modem and auto-negotiates all communica-

tions settings with a Network Operations Center or NOC 472
at a location that 1s remote of the ISP. The Network Opera-
tions Center 472 preferably uses an 1dentical modem.

The IPMS 120 includes several miscellaneous mput and
output (I0) functions that are not illustrated 1n FIGS. 15 and
16. These functions may be handled on either a plug in ISA
board or a front panel board. The IO may include status LEDs,
a status dry contact closure, and a panic button. The status
LEDs may be set through an I/0 card. LED indicators may
include Power Present, Power OK, Fault, Test, Carrier OK,
and LAN Activity. The Power Present LED may indicate that
the IPMS 120 1s plugged 1nto 1ts main AC source. The Valid
Power LED may indicate 11 the power within the IPMS 120 1s
within valid tolerance levels. The Fault LED may indicate i
a major fault 1s occurring 1in the IPMS 120. The Test LED may
indicate that the IPMS 120 1s 1n a test mode, either 1ts power
up test or an on-line test mode. The Carrier LED may indicate

that all transponder units 445 that should be acquired (have
been programmed to lock onto a carrier) are, 1n fact, locked.
If any single transponder unit 445 1s not locked, this LED will
be off. The LAN activity LED may indicate that the IPMS 120
has activity on its 100 based-T LAN.

A Form C dry contact closure may be provided to indicate
the status of the IPMS 120. It the IPMS 120 goes 1nto a fault
condition, the IPMS 120 will provide an output signal along
one or more lines at 340 to drive closure to a closed state. This
provides a means of monitoring the overall operational integ-
rity of the IPMS 120 with an external device triggered by the
contact closure. Devices that could be used include automatic
pagers or alarm bells.

The IPMS 120 may also have a panic button that 1s used to
turn off outgoing multicast video. This will provide the ISP
with a quick and efficient way of stopping the IPMS 120 data
flow onto the ISP LAN 240 1n cases of extreme LAN conges-
tion or a when a malfunctioning IPMS 120 inadvertently
congests the LAN 240. This button preferable will not take
the controller unit 440 link off of the network. This ensures
that the controller unit 440 will still be susceptible to moni-
toring and control through the TCP/IP port connected to the
ISP’s LAN 240.

Once the panic button has been pressed, the IPMS 120
issues a “LAN shutdown” to every transponder unit 445
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through the network interface card 465. The individual tran-
sponder units 443 are responsible for shutting theirr LAN
output off.

Controller Unit Software Functionality

The following sections provide a brief overview of one
embodiment of the software functionality used to operate the
controller unit 440. This software 1s preferably developed 1n
accordance with an object-oriented, C++, methodology.

The controller unit 440 preferably runs under a Microsoft
Windows NT Workstation operating system. This operating
system supports all of the networking protocols needed as
well as supporting the hardware found in the controller unait
440.

1. Networking Protocols

The networking protocols discussed above are supported
by the operating system. The operating system runs an HT'TP
server that allows control of the controller unit 440 through a
web browser type of application.

2. Watchdog Process

A hardware watchdog timer counter that must be periodi-
cally reset 1s used 1n the controller unit 440. If this counter
runs out, 1t generates an interrupt that reset as the controller
unit 440. In addition to this system level watchdog timer,
individual applications may maintain their own versions of
watchdog monitoring to ensure that they do not “hang ” In
cases where an individual task can restart without atfecting
the overall system, the task will be restarted. In cases where
the system becomes unstable, the entire controller unit 440 1s
preferably restarted 1n an orderly manner. In either case, an
error should be generated and logged 1n the trace builer.

3. Software Download

The controller unit 440 handles software downloads for
itsell and for all of the transponder units 445: Software down-
loads are preferably performed using VIP file downloads over
the local ISP LAN the 240 through NIC 467, from a remote
station over the modem interface 470, or through the RS-232
port 487. Belfore a file 1s downloaded, VIP server software in
the controller unit 440 verifies that the download 1s, 1n fact, a
new file. The files are preferable downloaded into a fixed
directory structure.

4. Network Configuration Tables

The NOC 472 maintains a series of tables used to configure
a network of systems such as the one shown 1n FIG. 15, each
system being linked to the NOC 472. These tables may be
downloaded using FTP or a predetermined table download
command and are used by the controller unit 440 to configure
all of the transponder units 4435 and to handle any data rate
adaptation required by the system. The tables include a Chan-
nel Definition Table (CDT), a Carrier Table (CT), and a Chan-
nel Cluster Table (CC).

The Channel Defimition Table (CDT) 1s used to define the
location and bandwidth of every channel containing, for
example, multimedia content, in the overall system. Each
channel of the disclosed embodiment has a unique ID that
ranges from O to 16K. This ID i1s the same value as the
channel’s default low order administratively scoped address
bits. For example, channel 128 will have a default address of
X.Y.0.128, where X and Y are the administratively scoped
high order address bytes (239.117 for example). The CDT
also provides an indication of the carrier frequency on which
a channel can be found. The carriers are assigned a unique 1D
number that can be converted to a frequency and data rate
using the Carrier Table set forth below. The CDT also
includes the Channel Cluster 1D of the cluster in which the
channel appears, 11 any. The Channel Cluster ID 1s defined 1n
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the Channel Cluster Table section below. Each CDT record
preferably uses the following record format:

Channel 1D (8-bits)
Transponder Number (16-bits)
Data Rate (in Kilobytes) (16-bits)
Cluster ID (16-hits)

The CDT only contains records for defined channels 1n the
overall system. If a channel 1s not defined, the IPMS 120 will
assume that the channel has zero bandwidth. The overall table
will be represented 1n the following form:

Table ID (8-
Number of Channels (16-bit)

Channel Records (40-bits per record * number of channels)
CRC (16 bit)

bit)

The Carrier Table (CT) provides a means foridentifying all
of the carriers being used in the overall system. The records 1n
the CT indicate the satellite transponder ID, the frequency of
the carrier, its data rate, and the type of coding that the carrier
1s using (including scrambling). The controller unit 440 pro-
vides these parameters to the transponder units 445 to acquire
the desired carrier. The CT records also contain information
about the satellite that the carrier 1s transmitted from and the
polarity of the receive signal. The controller unit 440 uses this
information to notity an installer. through, for example, a

video terminal attached to the video controller 475, that mul-
tiple dishes are required. Further, the satellite ID 1s used to
determine the azimuth and elevation settings for an antenna
that 1s to recetve the carrier transmission from the identified
satellite. Each record within the CT preferably has the fol-
lowing format:

Carrier Number (16-bits)
Frequency (1n kHz) (32-bits)
Data Rate (in Hz) (32-bits)
Coding type (8-bits)
Polarity (8-bits)
Satellite 1D (8-bits)

The overall table format for the CT 1s as tollows:

Table ID (8-
Number of Carriers (16-
Carrier Records (104-

CRC (16-

bit)
bit)
bits per record * number of carriers)
bit)

The Channel Cluster Table (CCT) 1s used to describe a

“cluster’” of channels. A cluster of services 1s defined as a set
of multiple channels with the same content but using different
data rates. This aspect of the present embodiment of the
system 1s set forth above. The CCT 1s used to allow a client to
receive a channel at a different data rate from the one

requested. For example, if a client requests a service at 1 Mb
but the LAN 240 1s congested or the controller unit 440 1s

close to 1ts maximum allowable bandwidth on the L AN, the
controller unit 440 can inform the client software (usually a
browser plug-in or the like) to switch to another channel 1n the
cluster at a lower data rate, say 500 kb. To facilitate lookup
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times, each channel has 1ts associated cluster ID 1n 1ts record
within the Channel Definition Table. This allows the control-
ler unit 440 to easily locate a channel 1D, determine 1ts Cluster
ID, and find alternate channels. Each Channel Cluster record
preferably conforms to the followings record format:

Cluster ID
Number of Channels in Cluster

Service ID’s channels)

(16-hits)
(8-bits)
(16-bits * the number of channels)

The overall table format for the CT 1s as
Table 1D

Number of Clusters
Cluster Records

CRC

(16-bits)

(8-bits)

(16-bits*the number of follows:

(8-bit)

(16-bat)

(24+(16*the number of channels)*numbers of clusters)

(16 bat)

5. Networking Protocols

As discussed above, the controller umit 440 may receive
Internet related protocol messages. It processes such mes-
sages and performs the necessary actions to maintain the
controller unit environment. For example, when the control-
ler unit 440 recerves an IGMP join message from an end-user
client application requesting a new service, it may respond
with a predetermined sequence of action. For example, the

controller unit 440 logs the join request, verifies that there 1s
enough bandwidth on the LAN 240 to output the service, and
sends an Add Service command to the appropriate transpon-
der unit 445. The controller unit 440 then sends a response
back to the client indicating whether or not the join was
successiul.

6. Inter-IPMS Communications

The controller unit 440 communicates with the transpon-
der units 445, and any I/O units that are utilized, through the
10 based-T LAN, shown here at 532. The software of the
controller unit 440 maintains a TCP/IP protocol stack to
support this interface.

7. Serial Communications Over the Modem 470 and
RS-232 Port 487

The controller unit 440 utilizes the monitor and control
software 490 described above to handle the modem 470 and
RS-232 port 487 serial commumnications ports. The serial
ports are used to send commands to and from the controller
unit 440. The commands supported through this interface are
the same as the commands through the 100 based-T LAN
interface 240.

8. Command Processor

Command processor software tasks handle commands that
have come in from the various command channels (modem
4’70, port 487, etc.) supported by the controller unit 440. The
commands are parsed and executed as needed.

9. System Event Logging

All sigmificant events may be logged 1nto a trace buifer 1n,
for example, the non-volatile memory (hard drive 4355). The
controller unit software tasks will take an event, timestamp it,
and put the resulting string into a trace bufler. The software
routines may disable individual events from being put into the
log and may control the execution of the logging process
(start, stop, reset, etc.).
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10. Status Monitoring,

A status-monitoring software task in the controller unit 440
monitors the current status of the controller unit 440 and
periodically polls each of the transponder units 445 for their
status. This task maintains an 1image of the current status as
well as an image ol past faults that have occurred since the last
time a fault history table was cleared (via command). This
task further reports fault and status information to the Net-
work Operations Center 472 over, for example, an Internet
connection or modem 470.

11. Statistics Gathering,

The statistics gathering task of the controller unit 440 1s
similar to the status monitoring soitware described above.
This process keeps track of the number of users “viewing” a
particular channel, the addresses of users, the number of
collisions on the LAN 240, and other long term statistics that
may be helpful 1n monitoring the usage of the IPMS 120.

12. Power Up Sequence

The power up sequence software of the controller unit 440
starts all necessary start-up tasks, determines 11 the transpon-
der units 445 need to be programmed, performs all needed
power up diagnostic functions, and joins the 1n-band signal-
ing group address of at least on transponder.

13. Dish Pointing Calculation

The controller unit 440 supports several antenna pointing,
aids. For example, the controller unit 440 provides a ZIP code
to azimuth and elevation calculation. This software applica-
tion takes a ZIP code as an mput through, for example, the
keyboard interface 480, performs the necessary mathematical
calculations or look-up actions, and gives the user the antenna
pointing angles needed to find the satellite signal (azimuth
and elevation).

14. Interrupts

The controller unit 440 uses various soltware routines in
response to mterrupt signals. For example, an interrupt may
indicate that the watchdog timer has expired and, as such, the
controller unit 440 software begins an orderly soit reset pro-
cedure. The controller unit 440 also utilizes interrupts to
service real time clock, serial port communications, parallel
port communications, keyboard imterface communications,
and mouse mterface communications. All of these interfaces
generate interrupts that are handled by the operating system.

15. Diagnostics

The controlling unit software supports multiple forms of
self-diagnostics. Some of the diagnostics run on power up to
verily system integrity, and other diagnostic functions are run
periodically while the controller unit 440 1s operational. For
example, the controller unit 440 mitially runs several diag-
nostics mcluding a memory test, a virus scan, a File Alloca-
tion Table (FAT) check, a backplane LAN 532 connectivity
test, and an external 100 based-T LAN 240 interface test
when power 1s first supplied. As part of 1ts ongoing monitor-
ing process, the controller unit 440 also performs hard drive
4355 mtegrity tests to verity that the file system has not been
corrupted. If a hard drive error 1s encountered, the controller
unmt 440 logs the error 1nto 1ts trace history, and tries to correct
the problem via downloading of any corrupted files from the
Network Operations Center 472. Still further, the controller
unit 440 monitors the fault status of every transponder unit
445 with which it 1s associated in the respective IPMS 120.
The fault monitoring status 1s an on-going periodic process.
All faults are preferably entered into a trace buifer that 1s
available for history tracking. Each fault will be time-stamped
and stored 1n non-volatile memory.

16. Security

The software of the controller unit 440 supports multiple
levels of security, using passwords. The types of levels of
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access 1ncludes ISP monitoring, ISP configuration. network
operations monitoring, network operations configuration,

and administrative operations. Each level of access has a
unique password. The highest levels of authorization waill
have passwords that preferably change periodically. Any
changes to either passwords or configuration settings of the
controller unit 440 preferably requires a confirmation (either
in the form of a Yes/No response or another password).

Command Set for Interfacing With the Controller
Unit 440

As noted above, commands can be provided to the control-
ler unit 440 through the RS-232 port 487, the 100 based-T

LAN network interface card 467, the 10 based-T backplane
L. AN network, interface card 465, or through the modem 470.
Through the 100 based-T network card 467, commands can
be 1ssued either through a SNMP nterface, an HI'TP inter-
face, or raw commands through TCP/IP. Exemplary com-

mands are set forth and described below.
1. TCP/IP Address

The TCP/IP address of the IRMS 120 can be set or queried.
This command may be sent from an 1nterface other than the
L. AN connection (since the LAN connectivity depends on this
parameter).

2. RS-232 Settings

The settings for the COM port can be either queried or
configured through the command interface.

3. Table Download

The network provisioming tables are downloaded via a
table download facility. This command 1s used to process all
new tables and reconfigures the system as necessary. The
tables are described above.

4. Set Transponder Characteristics (per unit)

The controller unit 440 keeps track of which transponder
unit 445 1s assigned to each transponder. This implies that the
RF parameters of the transponder units 445 are maintained
and configured through the controller unit 440. Once the user
has changed a parameter, the controller unit 440 forwards the
changed information to the transponder unit 445 via the back-
plane of the LAN 145,

5. Network Utilization

Several statistics are kept on the network utilization,
including the absolute data rate being output onto the LAN
220 and the number collisions being encountered on the LAN
220. The network utilization statistics may be made available
through a “Network Utilization” query command.

6. Maximum LAN Data Rate

The Maximum LAN Data Rate command may be used to
limit the amount of bandwidth that the controller unit 440
uses on the LAN 220. This allows the ISP to control the
maximum 1mpact that the system has on the LAN backbone.

7. Current Status

The controller unit 440 maintains its own internal status
and, further, monitors the status of all of the transponder units
445 cards on the LAN 145. The current status of the IPMS
120, and all of 1ts individual modules, can be queried through
the Current Status Command.

8. Card Configuration

The Card Configuration command 1s used to query the
number of transponder units 445 1n the IPMS 120 and their
current settings.

9. Usage Statistics

The Usage Statistics command 1s used to retrieve the cur-
rent and past statistics of the channel usage experienced by
the IPMS 120. This includes the number of viewers per chan-
nel, the usage of a given channel per time, the overall usage of
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the system per time, and the LAN congestion over time. All of
these statistics may be made available graphlcally through an
HTTP server or downloaded to the NOC 1n a binary form
using SNMP.

10. Trace

The Trace command 1s used to start, stop, and configure the
trace functions of the controller unit 440. Individual events
can be enabled or disabled to turther customize the trace
capabilities of the unit 440. The trace may be uploaded to the
Network Operations Center 472 for diagnostic purposes. The
trace data may be stored on the hard drive, which provides a
non-volatile record of the events. The maximum size of the
trace log 1s determined by the available space on the hard disk
and, preferably, can be selected by the user.

The transponder unit 445 1s designed to receive, for
example, an L-Band signal off of the satellite 55, convert the
signal 1nto 1ts original digital form, and put the resulting
digital signal onto the ISP’s 100BT LAN 220. Each IPMS
120 may include multiple transponder units 4435 thereby
allowing the IPMS 120 to handle significant data traflic.

FIG. 18 illustrates various functional blocks of a transpon-
der unit 445. The transponder unit 445 includes an mput 550
for recerving an RF signal, such as the L-band signal from
satellite 55. The RF signal 1s supplied from the mput 350 to
the input of a demodulator 555 that extracts the digital data
from the RF analog signal. The digital data from the demodu-
lator 555 1s optionally supplied to the input of a descrambler
560 that decrypts the data in conformance to the manner 1n
which the data was, 11 at all, encrypted at the transmission site.

One embodiment of a descrambler 560 1s illustrated 1n FIG.
19. In the 1llustrated embodiment the descrambler 560 may be
implemented by a field programmable gate array. One type of
field programmable gate array technology suitable for this
use 1s a Lattice ISP 1016.

The descrambler 560 preferably automatically synchro-
nizes to the start of a DVB frame marker provided by the
demodulator 355. The descrambler 560 recerves digital data
from the demodulator 555 along data bus 565, a clock signal
along one or more lines 570, and a data valid signal along one
or more lines 575. The data valid signal 1s used to quality the
clock signal 1n the descrambler 560. The descrambler 560 of
the illustrated embodiment should have the capability of pro-
cessing four megabytes/second. Such a processing rate 1s
based on a maximum system data rate of 32 bits/second.

The descrambler 560 1s also provided with a microproces-
sor 1mterface for programming and monitoring the status of
the device by a microprocessor 380 (see FIG. 18) such as a
Motorola 860 type processor. The descrambler 560 prefer-
ably supports normal bus access 1n addition to data transiers
through the device into the one packet FIFO. The descrambler
560 can also 1ssue an interrupt to the microprocessor 580 to
request immediate service.

Using a microprocessor interface 385 to the descrambler
560, the microprocessor 5380 1s provided with access to the
internal registers of the descrambler 580 via a bi-directional
data bus. The microprocessor 380 accesses the device’s reg-
isters via the address bus of the microprocessor interface.
Preferably, the microprocessor 580 gains access to the regis-
ters of the descrambler 560 using a RDNVR signal qualified
by a CS signal consistent with the Motorola 860 bus archi-
tecture. The descrambler 560 can also 1ssue an interrupt to the
860 processorusing INT signal. The microprocessor 580 may
also be used to perform overall fuse programming of the
descrambler 560 when the descrambler 1s implemented using
a field programmable gate array.

The descrambler 560 takes the data recerved on a data bus
565 from the demodulator 555, de-scrambles i1t 1n a manner
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consistent with any scrambling operation performed on the
data at the transmission site, and provides 1t to the input of an
HDLC controller 590. In the illustrated embodiment, the
descrambler 560 and the HDLC controller 590 interface with
one another over an HDLC bus 595 that 1s preferably com-
prised of an HDLC parallel data bus, a clock signal, and a
control bus. The HDLC controller 590 serializes the data
received on the data bus of the HDLC bus 595 and provides 1t
as a serialized output at serial bus 600 for supply at one or
more output lines. The serial form of the data is used by the
HDLC controller 590 for validation and de-packetization
operations.

The descrambler 560 may have two modes of operation: a
descramble mode and a clear channel mode. In the
descramble mode, the device descrambles the data to be seri-
alized for the HDLC controller 590. Pretferably, the descram-
bler 560 supports simple P/N sequenced descrambling. This
mode 1s used as a protected transmission mode that assists in
preventing unauthorized access of the transmissions. In this
mode, the descrambler may use, for example, an 8 bit seed
used to descramble the input data. This seed 1s preferably
programmed 1nto the descrambler 560 through the micropro-
cessor mtertace bus 605. The microprocessor 380 may asyn-
chronously set the seed value by writing to a seed resister
internal to the descrambler 560.

In the clear channel mode, the descrambler 560 allows the
data to be senalized without de-scrambling. This mode 1s
used for an unprotected transmission mode 1n which unau-
thorized receipt of the transmission 1s not a significant 1ssue.
Clear channel mode can be set by programming the seed
register to, for example, all zeros.

The descrambler 560 may also maintain several counters to
allow the microprocessor to detect system errors. For
example, the descrambler 560 may store a count of the num-
ber of block errors detected. This 1s preferably implemented
as a 16 bit register that rails (1.e. does not cycle back to zero)
at OxFFFF (65,535). The descrambler 560 stores a count of
the number of valid packets read from the IF.

The HDLC controller 390 receives the parallel bit data
from the descrambler and depacketizes the HDLC frames.
The HDLC controller 590 processes the CRC, removes the
flags, and removes any bit stuiling characters from the HDLC
frame. I1 there are any errors 1n the data they are indicated 1n
the status provided by the HDLC controller 590. Typical
errors include CRC errors and frames that are too long. The
resulting data 1s fed to a FIFO 610 with both start of packet
(SOP) and end of packet (EOP) indications. The resulting
packets stored in FIFO 610 are complete TCP/IP packets that
can be output onto the 100 BT LAN 220 If a packet contains
a CRC error, the packet will be discarded and a packet error
counter will be incremented.

The data from the FIFO 610 1s provided to the input of a
packet filter 615. The packet filter 615 1s preferably imple-
mented using a field programmable gate array. The packet
filter 615 determines whether the data packet stored in the
FIFO 610 1s intended for transmission on the LAN 220 or 1s
to be discarded. This decision 1s made by the packet filter 615
based on whether someone directly connected to the LAN
220 or who 1s remotely connected to the LAN 220 has joined
the multicast group to which the packet belongs. The packet
filter 613 stores valid packets into a single packet FIFO 620
that 1s used to buffer the packet for provision to a network
interface card, such as an ethernet controller 625. The ether-
net controller 625 takes the packet from the FIFO 620 and
transmits 1t onto the LAN 220 through an ethernet transceiver
and transformer using standard ethernet protocols. Such pro-
tocols include collision detection and re-transmission as well
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as all preamble and CRC generation needed. The output of the
cthernet controller 6235 1s fed, using a standard media 1nde-
pendent mterface (MII) to an ethernet transcerver 630 that
converts the digital packet into an ethernet analog signal.

A transformer 635 1s used to alter the electrical levels of
this signal so that 1t 1s compatible with the LAN 220 The
microcontroller 580 configures and monitors this entire pro-
cess and reports status, logs faults, and communicates with
external systems via the internal 10-based T backplane LAN

145. In addition to the backplane LAN 145, the transponder
unit 4435 can be controlled through a standard RS-232 port
637 that, for example, may be used for debuting the unit.

Preferably, the packet filter 615 1s a TCP/IP filter imple-
mented using a field programmable gate array. The primary
task of the packet filter 615 1s to filter all IP packets received
and to pass only valid packets for which a subscriber exists on
the network for the multicast transmission. Other tasks that
may optionally be performed by packet filter 615 are such
tasks as IP address translation (see above), notification of the
microprocessor ol the occurrence of any over flow errors on
the channel, etc.

FIG. 20 1llustrates one embodiment of the packet filter 615
as implemented by a field programmable gate array 645 and
a static RAM 6350. The figure also illustrates the relationship
between the packet filter 615 and other system components.
The field programmable gate array may be one such as 1s
available from XILINX, LATTICE, ALTERA, or other
FPGA manufacturers.

As 1llustrated, the packet filter 615 1ncludes a microproces-
sor interface 655 comprised of a microprocessor data bus,
microprocessor address bus, and a microprocessor control
bus. The microprocessor interface 635 provides an interface
for programming and monitoring the status of the packet filter
615. The device supports normal bus access i addition to
data transiers through the device into the one packet FIFO
610. The packet filter 615 may also 1ssue an interrupt to the
microprocessor 380 to request immediate service.

The microprocessor 580 accesses the registers of the pro-
grammable gate array 645 through the bidirectional data bus
of the interface 655. Selection of which of the registers are
accessed 1s performed by the microprocessor 580 over the
address bus of the interface 6355. The microprocessor 580
gains access to the registers over the control bus of the inter-
face 655 using a RDIWR signal that 1s qualified with a CS
signal consistent with the Motorola 860 bus architecture. Any
interrupt from the packet filter 6135 1s also provided over the
control bus.

The field programmable gate array 645 also provides an
SRAM interface 660 for interfacing with SRAM 650. This
interface 1s comprised of a data bus, an address bus, and a
control bus. The gate array 645 gains access to the registers of
the SRAM 650 by selecting the appropriate resister over the
address bus and providing a OE/WR signal qualified by a CS
signal consistent with the SRAM bus architecture.

The field programmable gate array 645 provides packet
flow control between the FIFO 620 and FIFO 610. This con-
trol 1s provided based on a FIFO interface that includes a data
bus 665 and a FIFO control bus 670.

In the disclosed embodiment, the packet filter 615 1s
designed to store up to 64K (65,535) addresses that are used
as filter addresses. The LSB (bottom 16 bits) of the 32-bat

address field of a packet 1s compared to an addresses stored 1n
SRAM 650. The addresses in SRAM 6350 are stored based on

commands received by the packet filter 615 from the micro-
processor 580. These addresses correspond to multicast
group addresses for which a subscriber on the system has
issued a “join” command. If the address of a packet recerved
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at FIFO 610 matches a joined address stored in the SRAM
650, then the entire packet will be passed to the single packet

FIFO 610 and the FPGA 645 will notity the Ethernet control-
ler 625 that the data 1s to be transmitted onto the LAN 220.
The single packet FIFO 610 1s used as temporary storage until
the entire TCP/IP packet 1s processed and transmitted to the
ethernet controller 625. If a re-transmit 1s needed, then the
single packets FIFO 610 1s reset and the data can be rea
again.

The packet filter 615 auto-synchronizes to the HDLC start
of frame marker. This marker is read from the FIFO 620 and

the ninth hit 1s used to signal the FPGA 6435 to re-synchronize
the 1internal state machine.

In the event that the ethernet controller 625 cannot success-
tully transmit the packet stored in the single packet FIFO 610,
the packet filter 615 either nitiates a re-transmit cycle or
aborts the packet and continues with the next available
packet. To make this determination, the packet filter 615
queries the FIFO 620 for a hali-full status. If the FIFO 620 1s
more that half full, then the packet in the single packet FIFO
610 1s discarded. If the FIFO 620 1s more than half full, then
the single packet FIFO 610 1s placed 1n a re-transmit mode
and the packet 1s given another chance for transmission.

The packet filter 615 may also include a pass-through mode
of operation. In this mode the packet filter 615 allows the
microprocessor 580 to write data into the single packet FIFO
610 for application to the ethernet controller 625 and, there-
from, for transmission on the LAN 220. This mode may be
used to send test packets to the ethernet controller 625 and to
the client sub-system.

The packet filter 615 may maintain several counters to
allow the microprocessor 580 to detect system errors. Such
counters may include a counter for demodulator block errors,
a counter for packet re-transmit errors, a counter for packet
abort errors, a counter for valid packet count, and a counter for
valid address count. Each of these counters may be reset

through commands 1ssued from the microprocessor 380 to the
packet filter 615.

The demodulator block error counter is used to count the
number of block errors that are detected. This counter may be
a 16 bit register that rails at OxFFEF.

The packet re-transmit error counter stores a count of the
number of packets that the packet filter 615 tried to re-trans-
mit. IT a packet 1s retransmitted more than once, each attempt

increments the count. This counter 1s preferably implemented
as a 16 bit register that rails at OXFFFF (65,535).

The packet abort error counter stores a count of the number
of packet aborts that have occurred. This 1s the packets that

were not successiully transmitted. This 1s a 16 bit register that
rails (1.e. not cycle back to zero) at OXFFFF (65,533).

The valid packet counter stores a count of the number of
valid packets read from FIFO 620 while the valid address
counter stores a count of the number of valid TCP/IP
addresses recetved. Each of these counters 1s preferably
implemented as a 32 bit register counter

Table 1 below describes some of the write registers that
may be included 1n the packet filter 615, while Table 2 (below
Table 1) describes some of the read registers that may be
included.
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TABLE 1

WRITE REGISTERS

Size
(bits)

REGISTER

MNEMONIC Description

RAMADDRH 8
RAMADDRL
RAMDATA 5

SRAM address High
SRAM address Low
SRAM Data

Bit O - Filter ON/OFF
Bit1...4 - Translation Address (Al5 ... Al2)
of the TCP/IP address

Miscellaneous control register

Bit O - Micro pass-through mode

Bit 1 - Address Translation ON/OFF

Bit 2 - unassigned
Bit 3 - unassigned
Bit 4 - unassigned
Bit 5 - unassigned
Bit 6 - unassigned
Bit 7 - unassigned
Status Register Clear

Bit O - Clear DMERRCNT
Bit 1 - Clear RETXCNT
Bit 2 - Clear ABORTCNT
Bit 3 - Clear PKTCNT

Bit 4 - Clear ADDRCNT
Bit 5 - unassigned
Bit 6 - unassigned
Bit 7 - unassigned
Ethernet Controller Ad
Ethernet Controller Ad
Ethernet Controller Ad
Ethernet Controller Ad
Ethernet Controller Ad
Ethernet Controller Ad

20

CONTROLREG 8

STATREG 8

MACADDRO
MACADDRI
MACADDR?Z
MACADDRS3
MACADDR4
MACADDRS

ress BYTE 0 (LSB)
ress BYTE 1
ress BYTE 2
ress BYTLE 3
ress BYTE 4
ress BYTE 5 (MSB)

QO OO0 00 00 OO0 0L

o T A TR ol T i TR o T ol

TABLE 2

READ REGISTERS

Size
(bits)

REGISTER

MNEMONIC Description

STATREG 8 Indicates status of packet filter

Bit O - Input OVERFLOW

Bit 1 - Single Packet FIFO Timeout
Bit 2 - Re-Transmit OVERFLOW
Bit 3 - unassigned
Bit 4 - unassigned
Bit 5 - unassigned
Last packet transmuitted status
Demodulator Error Count
Re-Transmit Count

Packets Aborted Count

Valid Packets Count

Valid Packets Count

PK'TSTAT
DMERRCNT
RETXCNT
ABORTCNT
PKTCNT
ADDRCNT

P R S R
R SN o S o AT 5 L

Table 3 (below) provides an exemplary pin-out listing for
the packet filter 613:

TABLE 3
SIZE
PIN NAME(S) (BITS) TYPE DESCRIPTION
MICROPROCESSOR
INTERFACE
DATA 8 Input/output Microprocessor
data bus
ADDRESS 4 Input Microprocessor
data bus
CS 1 Input Microprocessor
chip select
RW 1 Input Microprocessor
read/write
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TABLE 3-continued

SIZE
PIN NAME(S) (BITS) TYPE DESCRIPTION
INT 1 Output Microprocessor >
interrupt
FIFO 620
INTERFACE
DATA 8  Input FIFO data 1nput
RD 1  Output FIFO read 10
WR 1  Output FIFO write
ERR 1  Input FIFO block error
BCLK 1  Input FIFO byte clock
BLKSTART 1 Input FIFO start of block
FULL 1  Input FIFO full flag
HALF 1 Input FIFO half full flag 5
EMPTY 1  Input FIFO empty flag
SRAM INTERFACE
ADDRESS 16 O SRAM address
DATA & T/O SRAM data
RW 1  Output SRAM read/write
1 OFE 1  Input SRAM output enable 20
SINGLE PACKET
FIFO INTERFACE
DATA 9  Output FIFO data
RD 1  Output FIFO read
WR 1  Output FIFO write 25
R8T 1 Output FIFO reset
FULL 1  Input FIFO full flag
EMPTY 1  Input FIFO empty flag

As noted above, the packet filter 615 may allow each fil- 30

tered address to be translated into another IP address. Trans-
lation 1s preferably only allowed on the upper nibble of the
LSB (A15, Al14, A13, and A12). The translation bits will be

downloaded along with the address filter information. Still
turther, the packet filter 615 preferably uses an FPGA 645 that 35

1s capable of being modified by the microprocessor 380. In
such instances, the FPGA technology of the FPGA 645
should be chosen to allow local re-programming of the FPGA
fuse map.

The FPGA 645 preferably processes at least one mega- 40
words per second (32 bits per word). If the FPGA 643 1s run
at 10 MHz, then 10 internal cycles can be used 1n a state
machine per word received. A shutdown relay or other type of
physical device may be employed to shut the 100 based T
LAN output off. This may be controlled by the microproces- 45
sor 580 and 1s preferably tied, via backplane communica-
tions, to the Panic Button on a front panel of the system. This
relay 1s not shown 1n the figures.

The transponder unit 445 of the disclosed embodiment
processes a 10 Base'l ethernet connection that necessitates a 50
TCP/IP protocol stack. This stack requirement makes 1t pret-
erable to use a DRAM 1n the transponder unit 445. The stack
requirement drives the DRAM memory requirements of the
unit 445. The DRAM should be large enough to support the
soltware (the code will be downloaded into DRAM using a 55
TFTP boot), the RAM vanables, and the protocol stacks.

The transponder unit 4435 also preferably includes a battery
backed RAM that maintains a small trace buffer, factory test
results, and the card’s serial number. The non-volatile
memory 1s preferably organized into two identical blocks 60
which are both, individually, subject to CRC checks. Such
checks ensure that 1f a write process 1s being performed and
the power 1s removed, damaging the integrity of the block, a
second backup 1image of the non-volatile memory will still be
intact. 65

Each transponder unit 445 preferably includes a test LED,

a fault LED, a carrier sync LED, a LAN activity LED, and a
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L AN collision LED. The test LED 1s on whenever the unit 1s
performing a test function, including its power up test. The

fault LED will be on whenever a major fault has occurred. The
carrier sync LED 1s activated on whenever the RF signal
received by the transponder umit 4435 1s being correctly
demodulated and the data 1s error free.

The LAN activity LED 1s activated on whenever the tran-
sponder umt 445 1s actively outputting a multicast stream
onto the 100 based-T LAN. The LAN collision LED indicates
a collision has occurred on the 100 based T LAN.

Transponder Unit Software Operation

The transponder unit 445 1s preferably controlled by an
embedded software application. The software 1s responsible
for configuring the hardware of the transponder unit 445,
monitoring all activity of the transponder unit 445, and pro-
cessing any backplane communications. The following sec-
tions describe the various interfaces and tasks that the soft-
ware supports.

1. Operating System

The underlying real time operating system (RTOS) 1s pred-
erably VxWorks. VxWorks has been used in embedded pro-
cessor designs for over 18 years and provides a preemptive
operating environment with an integrated protocol stack and
other types of networking support.

2. Backplane Host Interface

The host interface over the backplane 1s implemented on a
10 based-T ethernet LAN 145 and the LAN protocol 1s TCP/
IP. All commands that are 1ssued over the backplane LAN 145
are processed 1dentically to commands received over the
RS-232 serial interface 487. The controller unit 440 transmaits
commands to the transponder umt 445 over this interface.
Still further, the controller unit 440 passes commands from
the NOC 472 to the transponder unit 445. In order, to support
this interface, the operating system’s standard networking
protocols are used.

3. RS-232 Serial Command Interface

The serial port 637 15 used to provide a diagnostic port that
can be used to send commands to the transponder unit 445.
The serial port software processes commands 1dentically to
the backplane host intertace.

4. Command Processor

The command-processing task parses incoming com-
mands and executes any actions specified by the command.

The following sections (A-N) describe some example com-
mands that the transponder unit 445 supports:

A. Add Group

The Add Group command allows the controller unit 440 to
enable a group address to be passed through to the 100
based-T LAN 220. When this command i1s executed, the
microcontroller 640 enables the group’s address within the
lookup table in the SRAM 650.

B. Delete Group

The Delete Group command allows the transponder unit
445 to disable a group address that 1s currently being passed
through to the 100 based-T LAN 220. When this command 1s
executed, the microcontroller 655 disables the group’s
address within the lookup table in the SRAM 650.

C. Address Route

The Address Route command 1s used to change the default
IGMP address of a particular service or block of services. As
described previously, the entire address block allocated to the
video from the satellite can be moved or individual channel
addresses can be moved. The transponder unit 445 1s pro-
grammed with an address map and programs the FPGA 650
accordingly.




US RE43,843 E

33

D. LAN Shutoif
The LAN shutoil command activates a relay on the output
to the 100 based-T LAN 220 The controller unit 440 issues

this command when the Panic Button has been pressed.

E. RS-232 Port

The RS-232 Port command 1s used to change the commu-
nication port parameters. These parameters include the baud
rate, parity bit, stop bit, and number of data bit settings for the
port.

F. Boot

A TFTP process, initiated by the operating system of the
transponder unit 445 will handle the boot process. This pro-
cess 1s handled over the backplane LAN 145.

(. Status and Fault

The current status and fault histories can be queried
through the Status and Fault commands. These commands are
accessed by the controller unit 440, the NOC 472, and
through the RS-232 port 675 to determine the status and fault
histories of the transponder unit 445.

H. Trace

Similar to the trace command on the controller unit 440, the
trace command of the transponder unit 445 can be used to
configure (start, stop, or reset) the trace builer, or 1t can be
used to query the contents of a trace butler. The trace buifer on
the transponder umt 445 may be implemented to be much
smaller than the trace butfer of the controller unit 440 so the
controller unit 440 accesses data from the trace butler of the
transponder unit 445 periodically, resetting the trace after the
query 1s complete.

I. Set Carrier

The Set Carrier command 1s used to set the L-Band {ire-
quency and data rate of the demodulator 555. Once this com-
mand has been issued, the transponder unit 445 begins its
acquisition process.

J. Scrambler Bypass

The Scrambler Bypass command allows the transponder
unit 445 to pass data through the system that has not been
scrambled at the head end. This mode 1s used during devel-
opment, testing, and may be used 1n operation.

K. Reset

The Reset command allows an external source, such as the
controller unit 440, the NOC 472, or a terminal attached the
RS-232 port to imitiate a soft reset on the transponder unit 445.

L. ID Query

Each transponder unit 4435 will have a unique serial number
associated with 1t. The serial number will be stored 1n non-
volatile memory. The ID Query command 1s used to either
query or set the serial number. When setting the serial num-
ber, the command 1s preferably suificiently scrambled to pre-
vent the serial number from being inadvertently programmed
to an incorrect value.

M. Memory Read and Memory Write

The Memory Read and Memory Write commands are used
primarily for development and allows any hardware register
or memory location to be manipulated manually. This
includes being able to toggle LED’s, update the seven-seg-
ment LED, or other I/O based activities.

N. Test Mode

The Test Mode command provides a means of putting
various components of the transponder unit 445 into test
modes. For example, one test mode generates test packets
onto the 100 based-T output LAN. These packets include a
packet counter which can be used by a client application to
determine if the link 1s experiencing dropped packets. This
command may also be used during board level testing with
the results of the production tests stored in nonvolatile
memory.
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The transponder unit 445 1s also provided with a number of
diagnostic functions that support both power up and long-
term diagnostic functions. On power up, all hardware sub-
systems are tested including the DRAM, the non-volatile
memory, communications with the demodulator, and back-
plane ethernet connectivity. Long term diagnostic functions
include validating the code space (CRC check of the code
space), validating the non-volatile memory, and validating
backplane connectivity.

On powering up, the operating system of the transponder
unit 445 boots from its core from EPROM. After this, the
transponder unit 445 requests 1ts current version of firmware
from the controller unit 440 using a Trivial File Transfer
Protocol (TF'TP). This method of booting the transponder unit
445 ensures that all transponder units 1n the IPMS chassis are
running the same version of software. The operating system,
as noted above, supports this type ol boot procedure. Once the
code has been downloaded, the code begins executing.

The transponder unit 445 also includes a status and fault
monitoring task that keeps track of the current status as well
as a fault history value that indicates all of the faults that have
occurred since the last time the fault history was cleared.
When the status of the transponder unit 445 changes, a trace
event 1s logged into the non-volatile memory of the transpon-
der unit 445 and the controller umit 440 1s notified that the
transponder unit 443 has at least one event saved 1n 1ts non-
volatile memory. Since the controller unit 440 preferably
maintains a much larger trace buffer than the transponder unit
445, the controller unit 440 1s responsible for pulling data out
of the log of the transponder unit 445 prior to overtlow
thereof.

The transponder unit 445 also includes an internal watch-
dog timer. If the mternal watchdog timer has expired, the
transponder umt 4435 assumes that its iternal software has
reached an unstable condition. As such, the transponder unit
445 will shutdown all current tasks and then reset. The reset
re-initializes the transponder unit 445 and begins a re-boot
procedure. The transponder unit 445 will preferably log this
event 1n non-volatile memory. The controller unit 440 recog-
nizes this condition, logs an error, and reconfigures the tran-
sponder unit 445.

The transponder unit 445 shuts down the outgoing IGMP
streams alter the backplane L AN 145 becomes inoperable for
a specified period of time. If the backplane LAN 145 has
become moperable, the transponder unit 445 assumes that the
controller unit 440 has ceased operation. Since the controller
unit 440 1s responsible for all of the protocol communication
of the IPMS 120 with external devices, the transponder unit
4435 assumes that the controller unit 440 can no longer receive
‘leave’ requests from clients. In order to prevent “bombard-
ing”” the client with potentially unwanted data, the transpon-
der unit 445 will shutdown all outgoing streams.

Once backplane LAN 145 communications are restored,
the transponder unit 445 will request 1ts current channel map-
ping and begin transmitting again. The transponder unit 445
logs this event in non-volatile memory.

Each transponder unit 445 1s preferably implemented on a
single printed circuit card having the ability to be “hot
swapped”. In order for this to be implemented, the connectors
between the printed circuit card and 1ts corresponding back-
plane connector include longer pins for the power and
grounds signals such that the transponder unit on the printed
circuit board has power applied to 1t before output signals
reach the connectors of the backplane bus.

A “hot sparing” system can also be employed. In such
instances, one or more spare transponder units are included 1in
the IPMS 120 chassis. The spare transponder units can be
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configured to take over for failed transponder units. This
configuration procedure will be handled by the controller unit

via the backplane LAN 145.

The IPMS 120 may have several means of helping an
installer point the antenna. To this end, each transponder unit
445 provides an AGE indication that provides a means of
identifyving when the satellite signal 1s maximized. This indi-
cation alone will not necessarily provide the best signal, how-
ever, due to different types of interference (adjacent satellite,
cross-pole, etc.). Many times the interference should be mini-
mized instead of the signal level being maximized. To aid in
this type of decision making each transponder umt 445 wall
provide an Eb/No reading that indicates the quality of the
incoming signal. This measurement should be maximized.
The values of these parameters will be passed to the controller
unit 440, which can present them 1n a user-iriendly manner to
the installer. This data may also be available through the serial
port 637 of the transponder umt 443.

As also 1llustrated 1n FI1G. 18, the transponder unit 445 also
includes a 10baseT connection to the controller unit. This
interface includes an ethernet transceiver 672 and transformer
673. It should be furthered noted that substantially all of the
principal units of the transponder unit 445 communicate with
microprocessor 380 over a communications bus.

FIGS. 21-26 1llustrate various example ISP configurations
and scenar1os using the IPMS 120 of the present invention. In
cach scenario, an IP Multicast system application delivers 1P
multicast streams to Internet Service Providers” (ISPs) cli-
ents. The stream content 1s recerved, for example, over a
satellite by the IPMS which 1s directly attached to an ISP’s
local backbone. The stream flows over the local backbone and
through the ISP’s networking equipment to the client’s desk-
top browser as shown, for example, at arrow 680 of FIG. 21.

There are a number of goals for each of the following ISP
configurations and scenarios. They include:

Delivering streams to clients on demand, and quickly
removing these streams from the ISP backbone when the
client 1s finished

Delivering streams to clients while minimizing the tra
on the local backbone of the ISP;

Delivering streams to clients while minimizing additional
traffic to other clients: and

Delivering streams to clients while not introducing any
additional traffic to the Internet.

Achieving these goals requires that the networking equip-

ment utilized 1n the system support various protocol interac-
tions (e.g. IP, IGMP, PIM).

T

1C

ISP Model 1—Simple ISP (Simple IPMS 120)

ISP MODEL 1 1s illustrated 1n FIG. 21. In this example
Client A jomns, recerves, and leaves Multicast Group
239.216.63.248 from the IPMS 120. Next, Client A joins and
receives Multicast Group 239.216.0.8. Then, network ele-
ments query the group so that multicast traific can be pruned
in the event group members silently leave the group. Finally,
Client A leaves Multicast Group 239.216.0.8.

The IPMS 120 filters the multicast stream so that which are
currently “jomned will be placed on the ISP LAN several

assumptions associated with scenario, they are:
IPMS 120 IP Address128.0.0.253,

Address=128.0.0.1:

All IP Multicast Addresses provided by the IPMS 120 are
“Administratively Scoped” addresses 1n the range
239.216.0.0 through 239.219.255.235 (addresses
239.216.0.8 and 239.216.63.248 used 1n this example);

and

Client AIP
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IPMS 120. Access Switch/Routers #1 and #2, and Gateway
Router 685 support IGMP V2.

During 1nitial handshake, the following occurs:

1. Client A sends an IGMP V2 Membership Report (Des-
tination IP address=239.216.63.248, Group
address=239.216.63.248);

2. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to backbone LAN 220 (assuming it has no
other interfaces in Group address=239.216.63.248);

3. Gateway Router does not forward “Administratively
Scoped” membership report to the internet;

4. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.63.248 multicast onto Filtered
Stream—the data payload of the 239.216.63.248 multi-
cast includes the IPMS IP Address, and a test pattern;

5. Access Switch/Router #1 forwards 239.216.63.248 mul-
ticast to Client A only;

6. Gateway Router 1ignores 239.216.63.248 multicast as an
administratively scoped address;

7. Client A recerves IPMS IP Address and test pattern and
then sends an IGMP Leave Group (Destination IP
address=224.0.0.2, Group address=239.216.63.248);

8. Access Switch/Router #1 verifies 1t has no other inter-
faces 1n Group address=239.216.63.248 (using IGMP
Query), forwards IGMP Leave Group to LAN backbone
220, and 1mmediately stops forwarding the
239.216.63.248 multicast to Client A;

9. Gateway Router 685 1gnores IGMP Leave Group com-
mand; and

10. IPMS 120 recerves IGMP Leave Group, verifies 1t has
no other clients in Group address=239.216.63.248 (us-
ing IGMP Query), and immediately stops transmission
of the 239.216.63.248 multicast data.

When Client A joins Multicast Group 239.216.0.8, the

tollowing occurs:

11. Client A sends an IGMP V2 Membership Report (Des-
tination IP address=239.216.0.8, Group
address=239.216.0.8);

12. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to LAN backbone 220 (assuming it has no
other mterfaces 1n Group address=239.216.0.8);

13. Gateway Router 1ignores IGMP V2 Membership Report
for “Administratively Scoped™ address;

14. IPMS 120 recerves IOMP V2 Membership Report and
transmits 239.216.0.8 multicast onto Filtered Stream:

15. Access Switch/Router #1 forwards 239.216.0.8 multi-
cast to Client A only;

16. Gateway Router 1gnores 239.216.0.8 multicast as an
administratively scoped address;

17 Clhient A recerves 239.216.0.8 multicast.

In order to ensure that Client A has not silently left the
multicast group, the system implements a querying of the
Multicast Group 239.216.0.8 based on query timers config-
ured 1n the access switch/router and IPMS 120. This query
proceeds 1n the following manner;

18. Access Switch/Router #1 sends IGMP Group-Specific
Query (Destination IP address=239.216.0.8, Group
address=239.216.0.8) to Client A;

19. If Access Switch/Router #1 receives an IGMP
V2Membership Report (Destination IP
address=239.216.0.8, Group address=239.216.0.8), do
nothing;

20. If there 1s no Membership Report then Access Switch/
Router #1 sends IGMP Leave Group (Destination IP
address=224.0.0.2, Group address=239.216.0.8) to the

L AN backbone 220 and immediately stops forwarding
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the 239.216.0.8 multicast to all clients (including Client
A): system operation then proceeds with Step 26 below.

The followings steps occur independently:
21. IPMS 120 sends IGMP Group-Specific Query (Desti-

ISP Model 2—ISP with Multiple LAN
Segments/Multicast

In the example shown 1n FIG. 22, Client A joins, receives,

38

During initial handshake, the following occurs:
1. Client A sends an IGMP V2 Membership Report (Des-

tination  IP  Address=239.216.63.248,  Group
Address=239.216.63.248);

nation P address=239.216.0.8. Group S 2. Access Switch/Router #1 forwards IGMP V2 Member-

address=239.216.0.8): ship Report to LAN Segment #1 (assuming 1t has no
22. IfF IPMS 120 receives an IGMP V2 Membership Report other interfaces in Group Address=239.216.63.243);

(Destination  IP  Address=239.216.0.8;  Group 3. IIjAN iWIi;h TeCeives IGM(? \E ]ﬁden%[bershlp Report%

_ o orwards the message, and enables transmission ©

23Afﬁiss 239.210.0.8) do nothing: 10 239.216.63.248 multicast to LAN Segment #1;

. ere 1s no Membership Report then IPMS 120 - . .

. . . . 4. Gateway Router does not forward “Administratively

immediately stops transmission of 239.216.0.8 multi- . . _

Scoped” membership report to the Internet;

cast (grogp left due to no response); , 5. IPMS 120 receives IGMP V2 Membership Report and

Ihe tollowing sequence of events occur when Client A transmits 239.216.63.248 multicast out NIC#2 onto Fil-
leaves th.e Multicast Group 239.216.0.3; o 15 tered Stream—the data payload of the 239.216.63.248

24. Client A sends an IGMP Leave Group(Destination IP multicast includes the IPMS 120 IP Address, and a test

Address=224.0.0.2, Group Address=239.216.0.8); pattern;
25. Access Switch/Router #1 receives IGMP Leave Group, 6. LAN Switch forwards 239.216.63.248 multicast to LAN

verifies 1t has no other interfaces 1n  Group Segment #1 only;

Address=239.216.0.8 (using IGMP Query), forwards 20 7. Access Switch/Router #1 forwards 239.216.63.248 mul-

IGMP Leave Group to IAN backbone 220, and imme- ticast to Client A only;

diately stops forwarding the 239.216.0.8 multicast to 8. Client A recerves IPMS 120 IP Address and test pattern

Client A: and then sends an IGMP Leave Group(Destination IP
26. Gateway Router ignores IGMP Leave Group command Address=224.0.0.2, Group Address=239.216.63.248),

since it involves an administratively scoped address; 25 9. Access Switch/Router #1 recerves IGMP Leave Group,
27. IPMS 120 receives IGMP Leave Group, verifies it has verifies 1t has no other interfaces in Group

no other Clients in Group Address=239.216.0.8 (using Address=239.216.63.248 (using IGMP Query), for-

IGMP Query), and immediately stops transmission of wards IGMP Leave Group to LAN Segment #1 and

239.216.0.8 multicast. immediately stops forwarding the 239.216.63.248 mul-

30 ticast to Client A;

10. LAN Switchreceives IGMP Leave Group, forwards the
message, verifies that 1t has no other LAN Segment #1
Clients 1n Group Address=239.216.63.248 (using IGMP

Query), and immediately stops {transmission of

and leaves Multicast Group 239.216.63.248 to receive a brief’ 35
multicast from the IPMS 120. Next, Client A joins and
receives Multicast Group 239.216.0.8. Then, network ele-
ments query the group so that multicast traffic can be pruned

in the event group members silently leave the group. Finally,
Client A leaves Multicast Group 239.216.0.8. 40

The Simple IPMS 120 filters the Multicast Steam so that
only Multicast Addresses which are currently “qoined” will be
sent to the LAN Switch. The LAN Switch filters the Multicast
Stream sent to each segment so that only Multicast Addresses
which are currently “joined” by Clients on a segment will be 45
placed on that segment.

There are several assumptions associated with the illus-
trated scenario.

They are:

IPMS 120 IP Address=128.0.0.253,
Address=128.0.0.1;

All IP Multicast Addresses transmitted by the IPMS 120
are “Admuinistratively Scoped” addresses 1in the range
239.216.0.0 through 239.219.255.255 (addresses
239.216.0.8 and 239.216.63.248 used 1n this example); 55

Access Switch/Router, LAN Switch, and IPMS 120 sup-
port IGMP V2;

LLAN Switch configuration:

Virtual LAN#1=LAN Segment #1, Backbone, IPMS
120 Control, Filtered Stream#1 60

239.216.63.248 multicast to LAN Segment #1;

11. Gateway Router ignores IOMP Leave Group since 1t 1s

an administratively scoped address;
12. IPMS 120 recerves IGMP Leave Group, verifies 1t has

no other client 1 Group Address=239.216.63.248 (us-
ing IGMP Query), and immediately stops transmission
of the 239.216.63.248 multicast.

When Client A joins the Multicast Group 239.216.0.8, the

following operations occur:

13. Client A sends an IGMP V2 Membership Report (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.0.8);

14. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to LAN Segment #1 (assuming it has no
other interfaces in Group Address=239.216.63.248);

15. LAN Switch recerves IGMP V2 Membership Report,
forwards the message, and enables transmission
01239.216.0.8 multicast to LAN Segment #1;

16. Gateway Router ignores IGMP Leave Group since 1t 1s
an administratively scoped address;

17. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.0.8 multicast out NIC#2 onto Filtered
Stream;

18. LAN Switch forwards 239.216.0.8 multicast to LAN
Segment #1 only;

19. Access Switch/Router #1 forwards 239.216.0.8 multi-

AlIP 50

Client

Virtual LAN#2=LAN Segment #2, Backbone, IPMS
120 Control, Filtered Stream#2
Gateway Router 690 does not forward IGMP messages
with “Administratively Scoped” Multicast addresses
(this i1ncludes messages with Dest IP239.% *.* and
IGMP messages with Dest 1P224.0.0.1/224.0.0.2 that
specily a Group Address=239.%%* *),

cast to Client A only; and

20. Client A recetves 239.216.0.8 multicast.
In order to ensure that Client A has not silently left t

1C

multicast group, the system implements a querying of t.

1C

65 Multicast Group 239.216.0.8 based on query timers config-
ured 1n the access switch I router and IPMS 120. This query,

proceeds 1n the following manner;
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21. Access Switch/Router #1 sends IOMP Group-Specific
Query (Destination IP Address 239.216.0.8, Group
Address=239.216.0.8) to Client A;

22. It Access Switch/Router #1 recetves an IGMP V2

Membership Report(Destination IP
Address=239.216.0.8, Group Address=239.216.0.8), do
nothing;

23. If there 1s no Membership Report then Access Switch/
Router #1 sends IGMP Leave Group(Destination IP
Address=224.0.0.2, Group Address=239.216.0.8) to
LAN Segment #1 and immediately stops forwarding the
239.216.0.8 multicast to all clients (including Client A):
and operations then proceed at Step 32.

The following steps occur independently:

24. LAN Switch sends IGMP Group-Specific Query (Des-
tination IP address 239.216.0.8, Group Address
239.216.0.8) to LAN Segment #1;

25. It LAN Switch recerves IGMP V2 Membership Report
(Destination  IP  Address=239.216.0.8,  Group
Address=239.216.0.8) do nothing;

26. It there 1s no Membership Report then LAN Switch
sends IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8) to
IPMS 120 and immediately stops transmission of
239.16.0.8 multicast to LAN Segment #1 (group 1s leit
due to no response);

277. IPMS 120 sends IGMP Group-Specific Query (Desti-
nation IP Address=239.216.0.8, Group
Address=239.216.0.8);

28. It IPMS 120 receives IOMP V2 Membership Report
(Destination  IP  Address=239.216.0.8,  Group
Address=239.216.0.8), do nothing; and

29. If there 1s no Membership Report then IPMS 120
immediately stops transmission of 239.216.0.8 multi-
cast (group left due to no response).

The following sequence of events occur when Client A

leaves the Multicast Group 239.216.0.8:

30. Client A sends an IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8);
31. Access Switch/Router 1 recerves IOMP Leave Group,

verifies 1t has no other interfaces 1 Group
Address=239.216.0.8 (using IGMP Query), and for-
wards IGMP Leave Group to LAN Segment #1 and
immediately stops forwarding the 239.216.0.8 multicast
to Client A;

32. LAN Switch receives IGMP Leave Group, forwards the
message, verifies 1t has no other LAN Segment #1 Cli-
ents 1 Group Address=239.216.0.8 (using IGMP
Query), and 1mmediately stops transmission of
239.216.0.8 multicast to LAN Segment #1;

33. Gateway Router 1ignores IOMP Leave Group since 1t 1s
an administratively scoped address;

34. IPMS 120 receives IGMP Leave Group, verifies 1t has
no other Clients 1n Group Address=239.216.0.8 (using
IGMP Query), and immediately stops transmission of

239.216.0.8 multicast.

ISP Model 3—Large ISP with Affiliated ISP

The system of FIG. 23 provides multicast streams to all ISP

Clients and Remote ISP Clients on demand. In this example.
Remote LSD Client H joins, receives, and leaves Group
239.216.63.248 to recerve a briel multicast from the IPMS
120. Next, Client H joins and receives Multicast Group
239.216.0.8. Then, network elements query the group so that
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multicast traffic can be pruned 1n the event group members
silently leave the group. Finally, Client H leaves Multicast
Group 239.216.0.8.

The Simple IPMS 120 filters the Multicast Stream so that
only multicast addresses that are currently joined” will be
sent to the LAN Switch 695. The LAN Switch 695 filters the
multicast stream sent to each segment so that only multicast
addresses which are currently “joined” by clients on a LAN
segment will be placed on the LAN segment. For the Remote
ISP, the multicast streams do not use bandwidth on the Router
link to the ISP (to avoid impacting normal Internet traffic).
Accordingly, a bridged connection 700 1s used to send the
streams to the Remote ISP. The only segments that receive the
multicast streams are LAN Segment #1 and the bridged con-
nection 700 to the Remote ISP that 1s considered to be LAN
Segment #2.

There are several assumptions associated with the 1llus-

trated scenario, such as, for example:
IPMS 120 IP Address—=128.0.0.255, Client H 1P

Address=128.0.0.8;

All IP Multicast Addresses transmitted by the IPMS 120
are “Admuinistratively Scoped” addresses 1n the range
239.216.0.0 through 239.219.255.255 (addresses
239.216.0.8 and 239.216.63.248 used 1n this example);

Access Switch/Routers, LAN Switches, and IPMS 120
support IGMP V2;

LAN Switch configuration: Virtual LAN#1=LAN Seg-
ment #1. Backbone, IPMS 120 Control, Filtered
Stream#1; Virtual LAN#2=LAN Segment #2, IPMS 120
Control, Filtered Stream#2; and virtual LAN#3=LAN
Segment #3, Backbone.

LAN Bridge configuration: Only forward 239.216.0.0-
239.219.255.255; 224.0.0.1, 224.0.0.2;

Remote Router does not forward IGMP messages with
“Administratively Scoped” Multicast addresses (this
includes messages with Destination IP=239.* * * and
IGMP messages with Destination IP=224.0.0.1/
224.0.0.2 that specity a Group Address=239.% **)

During 1mnitial handshake, the following occurs:

1. Client H sends an IGMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.248, Group
Address=239.216.63.248);

2. Access Switch/Router #2 forwards IGMP V2 Member-
ship Report to Remote Backbone (assuming, it has no
other interfaces 1 Group Address=239.216.63.248)
seminal LAN Bridge forwards IGMP V2 Membership
Report;

3. Remote Router ignores IGMP V2 Membership Report
as an administratively scoped address

4. LAN Switch receives IOMP V2 Membership Report,
forwards the message, and enables transmission of
239.216.63.248 multicast to LAN Segment #2.

5. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.63.248multicast out NIC#2 onto Fil-
tered Stream—the data payload of the 239.216.63.248
multicast includes the IPMS 120 IP Address, and a test
pattern;

6. LAN Switch forwards 239.216.63.248 multicast to LAN
Segment #2 only;

7. LAN Bridge forwards the 239.216.63.248 multicast
data;

8. Access Switch/Router #2 forwards 239.216.63.248 mul-

ticast to Client H only;
9. Remote Router 1gnores 239.216.63.248 multicast data;
10. Clhient H receives IPMS 120 IP Address and test pattern
and then sends an IGMP Leave Group (Destination IP

Address=224.0.0.2, Group Address=239.216.63.248);
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11. Access Switch/Router #2 recerves IGMP Leave Group,
verifies 1t has no other interfaces 1n Group

Address=239.216.63.248 (using IGMP Query),

12. Forwards IGMP Leave Group to LAN Bridge, and
immediately stops forwarding the 239.216.63.248 mul-
ticast to Client H;

13. LAN Bndge forwards IGMP Leave Group;

14. Remote Router 1gnores IGMP Leave Group as an
administratively scoped address

15. LAN Switchreceives IGMP Leave Group, forwards the

message, verifies 1t has no other LAN Segment an Cli-
ents 1n Group Address=239.216.63.248 (using IOMP
Query), and i1mmediately stops transmission of
239.216.63.248 multicast to LAN Segment #2;

16. IPMS 120 recerves IGMP Leave Group, verifies it has
no other Clients 1n Group Address=239.216.63.248 (us-
ing IGMP Query), and immediately stops transmission
of the 239.216.63.248 multicast:

When Client H joins the Multicast Group 239.216.0.8, the

tollowing actions occur:

17. Clhient H sends an IGMP V2 Membership Report (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.0.8);

18. Access Switch Router #2 forwards IGMP V2 Member-
ship Report to Remote Backbone (assuming 1t has no
other interfaces 1n Group Address=239.216.0.8);

19. LAN Bridge forwards IGMP V2 Membership Report;

20. Remote Router 1ignores IGMP V2 Membership Report
as an administratively scoped address;

21. LAN Switch receives IOMP V2 Membership Report,
forwards the message, and enables transmission of
239.216.0.8 multicast to LAN Segment #2;

22. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.0.8 multicast out NIC#2 onto Filtered
Stream;

23. LAN Switch forwards 239.216.0.8 multicast to LAN
Segment #2 only;

24. LAN Bndge forwards the 239.216.0.8 multicast;

25. Access Switch/Router #2 forwards 239.216.0.8 multi-
cast to Client H only;

26. Remote Router 1gnores 239.216.0.8 multicast

2'7. Client H receives 239.216.0.8 multicast.

In order to ensure that Client H has not silently left the
multicast group, the system implements a querying of the
Multicast Group 239.216.0.8 based on query timers config-
ured 1n the access switch I router and IPMS 120. This query
proceeds 1n the following manner:

28. Access Switch/Router #2 sends IGMP Group-Specific
Query (Destination IP address=239.216.0.8, Group
Address=239.216.0.8) to Client H;

29. It Access Switch/Router #2 receives an IGMP V2

Membership Report (Destination IP
Address=239.116.0.8, Group Address=239.216.0.8), do
nothing;

30. If there 1s no Membership Report then Access Switch/
Router #2 sends JGMP:

Leave Group (Destination IP Address=224.0.0.2, Group
Address=239.216.0.8) to Remote Backbone and imme-
diately stops forwarding the 239.216.0.8 multicast to
Client H, operations then proceed to Step 40.

The following steps occur independently:

31. LAN Switch sends IGMP Group-Specific Query (Des-
tination  IP  Address 239.216.0.8, Group
Address=39.216.0.8) to LAN Segment #2;

32. LAN Brndge forwards IGMP Group-Specific Query;
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33. If LAN Switch receives an IGMP V2 Membership
Report (Destination IP Address=239.216.0.8, Group

Address=239.216.0.8), do nothing;

34. It there 1s no Membership Report then LAN Switch
immediately stops transmission of 239.216.0.8 multi-
cast to LAN Segment #2 (group 1s left due to no
response);

35. IPMS 120 sends IGMP Group-Specific Query (Desti-
nation IP Address=239.216.0.8, Group
Address=239.216.0.8)

36. It IPMS 120 receives IGM V2 Membership Report
(Destination  IP  Address=239.216.0.8,  Group
Address=239.216.0.8), do nothing;

377. If there 1s no Membership Report then IPMS 120
immediately stops transmission of 239.216.0.8 multi-
cast (group leit due to no response).

The following sequence of operations occur when Client H

leaves Group address=239.216.0.8:

38. Client H sends an IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8);

39. Access Switch/Router recerves IGMP Leave Group,
verifies 1t has no other interfaces in Group
Address=239.216.0.8 (using IGMP Query), and {for-
wards IGMP Leave Group to Remote Backbone and
immediately stops forwarding the 239.216.0.8 multicast
to Client H.

40. LAN Bnidge forwards IGMP Leave Group;

41. Remote Router 1gnores IOMP Leave Group since 1t 1s
an administratively scoped address;

42. LAN Switch recerves the IGMP Leave Group com-
mand, forwards the message, verifies 1t has no other
LAN Segment #2 Clients n Group
Address=239.216.0.8, and immediately stops transmis-
ston of 239.216.0.8 multicast to LAN Segment #2;

43, IPMS 120 recerves IOMP Leave Group, verifies 1t has
no other Clients in Group Address=239.216.0.8 (using
IGMP Query), and immediately stops transmission of
the 239.216.0.8 multicast.

If Remote Chients join “normal” multicast groups (1.e.,

those transmitted over the backbone of the Internet) through

the Remote Router, the 224.0.0.1 and 224.0.0.2 IGMP V2
messages will be bridged to the LAN Switch. The LAN
Switch forwards the IGMP messages through LAN segment

#2 to the IPMS 120. The IPMS 120 1gnores the messages
1ssued for a non-existent stream.

ISP Model 4—Simple ISP Scenario 2

In the scenario of FIG. 24. Client A and the IPMS 120 first
join Multicast Group 239.216.63.240 to establish a mecha-
nism for sending multicast control messages to each other.
Next, Client A joins, receives, and leaves Multicast Group
239.216.63.248 to recerve a briel multicast from the IPMS
120. After that, Client A joins and receives Multicast Group
239.216.0.8. Then, network elements query the group so that
multicast traffic can be pruned 1n the event group members
silently leave the group. Finally, Client A leaves Multicast
Group 239.216.0.8. As above, IPMS 120 filters the multicast
stream so that only multicast addresses which are currently
‘7omned’ are provided on the backbone of the LAN.

In this scenario, several assumptions have been made.

They, are:
IPMS 120 IP Address=128.0.0.255,

Address=128.0.0.1;
All IP Multicast Addresses transmitted by the IPMS 120
are “Administratively Scoped” addresses 1n the range

239.216.0.0 through 239.219.255.255 (addresses

Client A IP
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239.216.0.8, 239.216.63.24 through 239.216.63.248
being used in this example);

IPMS 120, Access Switch/Routers, and Gateway Router
support IGMP V2 protocol;

The IPMS 120 and the clients use MulticastAd-
dress=239.216.63.240 to pass proprietary UDP packets

using 1s UDP Port=255.
The following operations occur during 1nitial handshake:

1. IPMS 120 sends an IGMP V2 Membership Report (Des-
tination P Address=239.216.63.240, Group Address
239.216.63.240);

2. The 239.216.63.240 multicast will be used for multicast

control messages;
3. Gateway Router does not forward “Administratively

Scoped” membership report to the Internet;

4. Client A sends an IGMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.240, Group
Address=239.26.63.240);

5. Access Switch/Router #1 forwards IOMP V2 Member-
ship Report to LAN Segment#1 (assuming 1t has no
other interfaces 1n Group Address=239.216.63.240);

6. LAN Switch recewves IGMP V2 Membership Report,
forwards the message, and adds Client A to the Group;

7. Gateway Router does not forward “Administratively
Scoped” membership report to the Internet;

8. IPMS 120 receives IGMP VI Membership Report; the
239.216.63.240 multicast will be used for multicast con-
trol messages;

9. Client A sends an IOMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.248, Group
Address239.216.63.248);

10. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to backbone (assuming 1t has no other inter-
faces 1n Group Address=239.216.63.248);

11. Gateway Router does not forward “Administratively

Scoped” membership report to the Internet;
12. IPMS 120 recerves IGNIP V2 Membership Report and

transmits 239.216.63.248 multicast out NIC#2 onto Fil-
tered Stream—the data payload of the 239.216.63.248
multicast includes the IPMS 120 P Address, and a test
pattern;

13. Access Switch/Router #1 forwards 239.216.63.248
multicast to Client A only;

14. Gateway Router ignores 239.216.63.248 multicast
since 1t 1s an Admimstratively scoped address;

15. Client A receives IPMS 120 IP Address and test pattern
and then sends an IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.63.248);

16. Access Switch/Router #1 verifies 1t has no other inter-
faces 1n Group Address=239.216.63.248 (using IGMP
Query), forwards IGMP Leave Group to backbone, and
immediately stops forwarding the 239.216.63.248 mul-
ticast to Client A;

17. Gateway Router ignores IGMP Leave Group command
since 1t 1s on an administratively scoped address;

18. IPMS 120 recerves IGMP Leave Group, verifies it has
no other Clients in Group Address=239.216.63.248 (us-
ing IGMP Query), and immediately stops transmission
of the 239.216.63.248 multicast;

19. Client A sends a UDP packet (Destination IP
Address=28.0.0.255, Port=235) to the IPMS 120;

20. Access Switch/Router #1 forwards UDP packet to
backbone;

21. Gateway Router does not forward packet to Internet
since 1t 15 destined for a local administratively scoped
address:
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22. IPMS 120 recerves UDP packet and sends UDP packet
(Destination IP Address=128.0.0.1, Port=255);

23. Gateway Router does not forward packet to Internet
since 1t 1s destined for a local administratively scoped
address:

24. Access Switch/Router #1 forwards UDP packet to Cli-
ent A;

25. Client A receives UDP packet.

The following operations occur when Client A joins Mul-

ticast Group 239.216.0.8:

26. Client A sends an IGMP V2 Membership Report (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.0.8);

2'7. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to the LAN backbone(assuming it has no
other interfaces in Group Address=239.216.63.248).

28. Gateway Router 1ignores IGMP V2 Membership Report
since 1t 1s an administratively scoped address;

29. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.0.8 multicast out NIC2 onto Filtered

Stream;

30. Access Switch/Router #1 forwards 239.216.0.8 multi-
cast to Client A only;

31. Gateway Router 1gnores 239.216.0.8 multicast (“Ad-
ministratively Scoped” address);

32. Client A receives 239.216.0.8 multicast.
The following query operations ensure that the IPMS 120

does not transmit a Multicast Group that a client has silent

left:

33. Access Switch/Router #1 sends IGMP Group-Specific
Query (Destination IP Address=239.216.0.8, Group
Address=239.216.0.8) to Client A

34. If Access Switch/Router #1 receiwves an IGMP V2
Membership Report (Destination IP
Address=239.216.0.8, Group Address=239.216.0.8), do
nothing;

35. If there 1s no Membership Report then Access Switch/
Router #1 sends IGMP Leave Group(Destination IP
Address=224.0.0.2, Group Address=2239.216.0.8) to
backbone and immediately stops forwarding the
239.216.0.8) multicast to all Clients (including Client
A): operations then proceed at Step 40;

36. IPMS 120 sends UDP packet(Destination IP
Address=239.216.63.240, Port=255);

3’7. Client A recerves UDP packet and responds with UDP
packet (Destination IP Address=239.216.63.240.
Port=255) (other Clients will recerve and 1gnore this
packet);

38. IT IPMS 120 recerves no UDP response, then 1t imme-
diately stops forwarding the 239.216.0.8 to all Clients
(group lett due to no response).

The following operations occur when Client A purposely

leaves the Group;

39. Client A sends an IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8);

40. Access Switch/Router #1 receives IGMP Leave Group,
verifies 1t has no other interfaces in Group
Address=239.216.0.8 (using IGMP Query), forwards
IOMP Leave Group command to the LAN backbone,
and immediately stops forwarding the 239.216.0.8 mul-
ticast to Client A;

41. Gateway Router ignores the IGMP Leave Group com-
mand since it 1s directed on an administratively scoped
address:

42. IPMS 120 recerves the IGMP Leave Group command,

verifies 1t has no other Clients 1 Group
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Address=239.216.0.8 (using IGMP Query), and imme-
diately stops transmission of 239.216.0.8 multicast.

The following handshake operations occur during final

termination:
43. Client A sends a UDP packet (Destination IP

Address=128.0.0.253, Port=2355) to the IPMS 120

44. Access Switch/Router #1 forwards UDP packet to
backbone;

45. Gateway Router 1gnores the message since 1t 1s routed
locally;

46. IPMS 120 recerves the IDP packet and sends a UDP
packet (Destination IP Address=128.0.0.1, Port=255) to
Client A;

4’7. Gateway Router 1gnores message routed locally;

48. Access Switch/Router #1 forwards the UDP packet to
Client A;

49. Client A recerves UDP packet.

ISP Model 5—ISP with Multiple LAN
Segments/ Multicast Streams Segmented—Scenario 2

In the example of FIG. 235. Client A and the IPMS 120 first
join Multicast Group 239.216.63.240 to establish a mecha-
nism for sending multicast control messages to each other.
Next, Client A joins, receives, and leaves Multicast Group
239.216.63.248 to recerve a briel multicast from the IPMS
120. After that, Client A joins and receives Multicast Group
239.216.0.8. Then, network elements query the group so that
multicast traffic can be pruned 1n the event group members
silently leave the group. Finally, Client A leaves Multicast
Group 239216.0.8.

The IPMS 120 filters the multicast streams sent to each
segment so that only multicast addresses which are currently
“10mned” will be sent to the LAN Switch per segment. This
implies that the LAN switch does not have to support IGMP
V2, although this provision 1s not mandatory.

In the scenario of FIG. 235, the following assumptions have
been made:

IPMS 120 IP Address=128.0.0.255,
Address=128.0.0.1;

All IP Multicast Addresses transmitted by the IPMS 120
are “Administratively Scoped” addresses 1n the range
239.216.0.0 through 239.219.255.255 (addresses
239.216.0.8, 239.216.63.240, 239.216.63.248 used 1n
this example);

Access Switch/Routers and IPMS 120 support IGMP V2;

LAN Switch may or may not support IGMP V2;

LAN Switch configuration:

Virtual LAN#1=LAN Segment #1, Backbone, IPMS
120 Control, Filtered Stream#1;

Virtual LAN#2=LAN Segment #2. Backbone, IPMS
120 Control, Filtered Streami#2

Remote Router does not forward IGMP messages with
“Administratively Scoped” Multicast addresses (this
includes messages with Dest IP=239.* * * and IGMP
messages with Dest IP=224.0.0.1/224.0.0.2 that specity
a Group Address=239.% * *);

The IPMS 120 and the Clients use Multicast
Address=239.216.63.240 to pass proprictary UDP
packets using UDP Port=255.

The following operations occur during initial handshake in

the system:
1. IPMS 120 sends an IOMP V2 Membership Report (Des-

tination  IP  Address=239.216.63.240, Group
Address=239.216.63.240);

2. LAN Switch recerves IOMP V2 Membership Report,
forwards the message, and adds the IPMS 120 to the

Client A IP
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Groups the 239.216.63.240 multicast being used for
multicast control messages;
3. Gateway Router does not forward the administratively

scoped membership report to the Internet;
4. Client A sends an IGMP V2 Membership Report (Des-

tination  IP  Address=239.216.63.240,  Group
Address=239.216.63.240);

5. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to LAN Segment #1 (assuming it has no
other interfaces in Group Address=239.216.63.240);

6. LAN Switch recetves IGMP V2 Membership Report,
forwards the message, and adds Client A to the Group;

7. Gateway Router does not forward the administratively
scoped membership report to the Internet;

8. IPMS 120 receives IGMP V2 Membership Report, the
239.216.63.240 multicast being used for multicast con-
trol messages;

9. Client A sends an IGMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.248,  Group
Address=239.216.63.248);

10. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to LAN Segment #1 (assuming it has no
other interfaces in Group Address=239.216.63.248);

11. LAN Switch receives IGMP V2 Membership Report
and forwards the message;

12. Gateway Router does not forward the administratively

scoped membership report to the Internet;
13. IPMS 120 recerves IGMP V2 Membership Report and

transmits 239.216.63.248 multicast out NIC#2 and
NIC#3 onto Filtered Streams 1 and 2—the data payload
of the 239.216.63.248 multicast includes the IPMS 120
IP Address, and a test pattern;

14. If LAN Switch 1s IGMP V2 enabled, it will forward
239.216.63.248 multicast to LAN Segment #1 only. I 1t
1sn’t, then the 239.216.63.248 multicast will be for-
warded to both LAN Segment #1 and LAN Segment #2;

15. Access Switch/Router #1 forwards 239.216.63.248
multicast to Client A only;

16. Client A recerves IPMS 120 IP Address and test pattern
and then sends an IGMP Leave Group (Destination IP
Address=224.0.0.2 Group Address=239.216.63.248);

1'7. Access Switch/Router #1 receives IGMP Leave Group,
verifies 1t has no other interfaces in Group
Address239.216.63.248 (using IGMP Query), forwards
IGMP Leave Group to LAN Segment #1, and immedi-
ately stops forwarding the 239.216.63.248 multicast to
Client A;

18. LAN Switch recetves the IGMP Leave Group and
forwards the message. I1 1t 1s IGMP V2 enabled, it will
verily 1t has no other LAN Segment #1 Clients in Group
Address=239.216.63.248 (using IGMP Query), and
immediately stop transmission of 239.216.63.248 mul-
ticast to LAN Segment #1;

19. Gateway Router 1gnores IOMP Leave Group since 1t 1s

on an administratively scoped address;
20. IPMS 120 receives IGMP Leave Group, verifies 1t has

no other Clients 1n Group Address=239.216.63.248, and
immediately stops transmission of the 239.216.63.248
multicast;

32. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.0.8 multicast out NIC#2 onto Filtered
Stream #1;

33. LAN Switch forwards 239.216.0.8 multicast to LAN
Segment #1 only;

34. Access Switch/Router #1 forwards 239.216.0.8 multi-
cast to Client A only;

35. Client A recerves 239.216.0.8 multicast.
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The following query operations occur to ensure that the
IPMS does not unnecessarily provide a Group multicast
transmission when there are no subscribers:

36. Access Switch/Router #1 sends IGMP Group-Specific
Query (Destination IP Address=239.216.0.8, Group
Address=239.216.0.8) to Client A;

37. If Access Switch/Router #1 receives an IGMP V2

Membership Report (Destination IP
Address=239.216.0.8, Group Address 239.216.0.8), do
nothing;

38. It there 1s no Membership Report, then Access Switch/
Router #1 sends IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8) to
LAN Segment #1 and immediately stops forwarding the
239.216.0.8 multicast to all clients (1including Client A),
operations then proceed from Step 53;

39. IPMS 120 sends UDP packet(Destination IP
Address=239.216.63.240, Port=255) from NIC #1;

40. If LAN Switch 1s IGMP V2 enabled, 1t will forward the
packet to all interfaces currently monitoring the
239.216.63.240 stream. If 1t 1s not IGMP V2 enabled, the
packet will be forwarded to all LAN interfaces.

41. Gateway Router will 1gnore the administratively
scoped packet;

42. Access Switch/Routers will forward the packet to all
Chients listening to the 239.216.63.240 stream:;

43. Client A will respond with a UDP packet (Destination
IP Address=239.216.63.240, Port=2535);

44 . The packet will be forwarded by Access/Switch Router
#1 to LAN Segment #1;

45. The LAN Switch will forward the packet to the IPMS
120 NIC #1;

46. Gateway Router will 1gnore the administratively
scoped packet;

477, IT IPMS 120 recerves no UDP response, then 1t imme-
diately stops forwarding the 239.216.0.8 to all Clients
(group 1s ledt due to no response); Independently, 11 the
LAN Switch 1s IGMP V2 enabled, the following opera-
tions occur:

48. LAN Switch sends IGMP Group-Specific Query (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.0.8) to LAN Segment #1;

49. If LAN Switch recetves IGMP V2 Membership Report
(Destination  IP  Address=239.216.0.8,  Group
Address=239.216.0.8), do nothing

50. IT there 1s no Membership Report then LAN Switch
sends IGMP Leave Group (Destination IP
Address=224.0.0.2, Group Address=239.216.0.8) to
IPMS 120 and immediately stops transmission of
239.216.0.8 multicast to LAN Segment #1 (group 1s left
due to no response);

The following operations occur when Client A leaves

Group Address 239.216.0.8:

51. Client A sends an IGMP Leave Group(Destination IP
Address=224.0.0.2, Group Address=239.216.0.8):

52. Access Switch/Router #1 receives IGMP Leave Group,
verifies 1t has no other interfaces 1 Group
Address=239.216.0.8 (using IGMP Query), forwards
IGMP Leave Group to LAN Segment #1, and immedi-
ately stops forwarding the 239.216.0.8 multicast to Cli-
ent A;

53. LAN Switchreceives IGMP Leave Group and forwards
the message. If 1t 1s IGMP V2 enabled 1t verifies 1t has no
other LAN Segment #1 Clients mn Group address
239.216.0.8 (using IGMP Query), and immediately
stops transmission of 239.216.0.8 multicast to LAN
Segment 1:
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54. Gateway Router 1ignores IGMP Leave Group since 1t 1s
in an admimstratively scoped address packet;

55. IPMS 120 receives IGMP Leave Group, veriiies 1t has
no other Clients 1 Group Address=239.216.0.8, and
immediately stops transmission of 239.216.0.8 multi-
cast.

The following termination handshake operations occur

upon termination of the multicast subscription:

56. Clhient A sends a UDP packet (Destination IP
Address=128.0.0.253, Port=235) to the IPMS 120:

577. Access Switch/Router #1 forwards UDP packetto LAN
Segment #1:

58. LAN Switch forwards packet to IPMS 120 NIC #1;

59. IPMS 120 recerves UDP packet and sends a UDP
packet (Destination IP Address=28.0.0.1, Port253) to
Client A;

60. LAN Switch forwards packet to LAN Segment #1;

61. Gateway Router will 1gnore the administratively
scoped packet;

62. Access Switch/Router #1 forwards packet to Clients A;

63. Client A recerves UDP packet.

ISP Model 6—Large ISP with Affiliated
ISP—Scenario 2

In the example of FIG. 26, Remote Client H and the IPMS
120 first join Multicast Group 239.216.63.240 to establish a
mechanism for sending multicast control messages to each
other. Next, Remote Client H joins receives, and leaves Mul-
ticast Address 239.216.63.248 to receive a briel multicast
from the IPMS 120. After that, Client H joins and receives
Multicast Group 239.216.0.8. Then, network elements query
the group so that multicast traflic can be pruned in the event
group members silently leave the group. Finally, Client H
leaves Multicast Group 239.216.0.8.

The IPMS 120 filters the multicast streams sent to each
segment so that only multicast addresses that are currently
“10mned” will be sent to the LAN Switch per segment. This
implies that the LAN switch does not have to support IGMP
V2, although this 1s not necessary. The LAN Switch may filter
the multicast stream sent to each segment so that only multi-
cast addresses which are currently “joined” by plans on a
segment will be placed on the segment. For the Remote ISP
the multicast streams preferably to not use bandwidth on the
Router link to the ISP (to avoid impacting normal Internet
traffic). Rather, a bridged connection 1s used to send the
streams to the Remote ISP. The only segments that receive the
multicast streams are LAN Segment #1 and the bridged con-
nection to the Remote ISP that 1s considered to be LAN
Segment #2.

In this scenario, the following assumptions have been
made:

IPMS 120 IP Address

Address=128.0.0.1;

All IP Multicast Addresses transmitted by the IPMS 120
are “Administratively Scoped” addresses 1n the range
239.216.0.0 through 239.219.255.255 (addresses
239.216.0.8, 239.216.63.240, 239.216.63.248 used 1n
this example);

Access Switch/Router and IPMS 120 support IGMP V2;

LAN Switch may or may not support IGMP V2;

LAN Switch configuration:

Virtual LAN#1 LAN Segment #1 Backbone, IPMS 120
Control, Filtered Stream#1;

Virtual LAN#2=L AN Segment #2, IPMS 120 Control,
Filtered Stream#2;

Virtual LAN#3 LAN Segment #3,Backbone;

28.0.0.255, Client A IP




US RE43,843 E

49

LAN Bridge configuration: Only forward 239.216.0.0-
239.219.255.255; 224.0.0.1, 224.0.0.2;

Remote Router does not forward IGMP messages with
“Administratively Scoped” Multicast addresses (this
includes messages with Dest 1P239.* * * and IGMP
messages with Dest IP=224.0.0.1/224.0.0.2 that specily
a Group Address=239 % * *);

The IPMS 120 and the Clients use Multicast
Address=239.216.63.240 to pass UDP packets using

UDP Port=255.

In this scenario, the followings 1mitial handshake opera-

tions take place:

1. IPMS 120 sends an IGMP V2 Membership Report (Des-
tination IP Address=39.216.63.240. Group
Address=239.216.63.240);

2. LAN Switch recerves IGMP V2 Membership Report,
forwards the messages and adds the IPMS 120 to the
Group, the 239.216.63.240 multicast being used for
multicast control messages;

3. Gateway Router does not forward the administratively
scoped membership report to the Internet;

4. Client H sends an IGMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.240, Group
Address=239.216.63.240);

5. Access Switch/Router #1 forwards IGMP V2 Member-
ship Report to LAN Segment#1 (assuming 1t has no
other interfaces 1n Group Address=239.216.63.240);

6. LAN Switch receives IGMP V2 Membership Report,
forwards the message, and adds Client H to the Group;

7. Gateway Router does not forward the administratively
scoped membership report to the Internet;

8. IPMS 120 recerves IGMP V2 Membership Report the
239.216.63.240 multicast being used for multicast con-
trol messages;

9. Clhient H sends an IGMP V2 Membership Report (Des-
tination  IP  Address=239.216.63.248, Group
Address=239.216.63.248);

10. Access Switch/Router #2 forwards IGMP V2 Member-
ship Report to Remote Backbone (assuming 1t has no
other interfaces 1n Group Address=239.216.63.248);

11. LAN Bridge forwards IGMP V2 Membership Report;

12. Remote Router 1gnores the administratively scoped
IGMP V2 Membership Report;

13. LAN Switch receives IGMP V2 Membership Report,
forwards the message, and enables transmission of
239.216.63.248 multicast to LAN Segment #2;

14. IPMS 120 recerves IGMP V2 Membership Report and
transmits 239.216.63:248 multicast out NIC#2 and
NIC#3 onto Filtered Streams 1 and 2—the data payload
of the 239.216.63.248 multicast includes the IRMS 120
IP Address, and a test pattern;

15. If LAN Switch 1s IGMP V2 enabled, 1t will forward
239.216.63.248 multicast to LAN Segment #2 only. If1t
1S not so enabled, then the 239.216.63.248 multicast data
will be forwarded to both LAN Segment #1 and LAN
Segment #2;

16. LAN Bridge forwards the 239.216.63.248 multicast
data;

17. Access Switch/Router #2 forwards 239.216.63.248
multicast to Client H only;

18. Remote Router ignores 239.216.63.248 multicast data;

19. Client H recerves the IPMS 120 IP Address and test
pattern and then sends an IGMP Leave Group (Destina-
tion IP Address=224.0.0.2. Group
address=239.216.63.248);

20. Access Switch/Router 2 recerves IGMP Leave Group,
verifies 1t has no other interfaces 1n Group

10

15

20

25

30

35

40

45

50

55

60

65

50

Address=239.216.248 (using IGMP Query), forwards
IGMP Leave Group to LAN Bridge, and immediately
stops forwarding the 239.216.63.248 multicast to Client
H;

21. LAN Bridge forwards the IGMP Leave Group com-
mand;

22. Remote Router 1gnores the admimstratively scoped

IGMP Leave Group command;
23. LAN Switchrecerves IGMP Leave Group and forwards

the message. IT1t1s IGMP V2 enabled, 1t will verity 1t has
no other LAN Segment #2 Clients in Group
address=239.216.63.248 (using IGMP Query), and will
immediately stop transmission of the 239.216.63.248
multicast to LAN Segment #2;

24. IPMS 120 recerves the IGMP Leave Group command,
verifies 1t has no other Clients 1 Group
Address=239.216.63.248, and immediately stops trans-
mission of the 239.216.63.248 multicast data;

25. Client H sends a UDP packet (Destination IP
Adress=128.0.0.235, Port=253) to the IPMS 120;

26. Access Switch/Router #2 forwards a UDP packet to the
backbone of the remote ISP;

2’7. LAN Bridge forwards the IGMP V2 Membership
Report;

28. Remote Router 1gnores the admimstratively scoped
IGMP V2 Membership Report;

29. LAN Switch forwards the UDP packet to the IPMS 120
control stream (NIC #1);

30. IPMS 120 recerves UDP packet and sends UDP packet
response (Destination IP Address=128.0.0.1, Port=255)
from NIC #1;

31. LAN Switch forwards the UDP packet to the LAN
Segment #2 since the packet 1s addressed to Client H;
32. Access Switch/Router #2 forwards UDP packet to Cli-

ent H;
33. Client H recerves UDP packet.

The following operations occur when Client H joins Mul-

ticast Group 239.216.0.8;

34. Client H sends an IGMP V2 Membership Report (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.08);

35. Access Switch/Router #2 forwards IGMP V2 Member-
ship Report to Remote Backbone (assuming 1t has no
other mterfaces 1n Group Address=239.216.0.8);

36. LAN Bridge forwards IGMP V2 Membership Report;

3’7. Remote Router 1gnores the admimstratively scoped
IGMP V2 Membership Report;

38. LAN Switch receives IGMP V2 Membership Report
and forwards the message. If 1t 1s IGMP V2 enabled, 1t
will enable transmission of 239.216.0.8 multicast to
LAN segment #2;

39. IPMS 120 recerves the IGMP V2 Membership Report
and transmits the 239.216.0.8 multicast through NIC #3
onto Filtered Stream #2;

40. LAN Switch forwards 239.216.0.8 multicast to LAN
Segment #2 only;

41. LAN Bnidge forwards the 239.216.0.8 multicast data;

42. Access Switch/Router #2 forwards 239.216.0.8 multi-
cast data to Client H only;

43, Remote Router 1gnores 239.216.0.8 multicast data;

44. Client H recerves 239.216.0.8 multicast.

The following query operations also take place to ensure

that unnecessary multicast data 1s not transmitted over any
LAN:

45. Access Switch/Router #2 sends IGMP Group-Specific
Query (Destination IP Address=239.216.0.8, Group
Address=239.216.0.8) to Client H;




US RE43,843 E

51

46. It Access Switch/Router #2 recetves an IGMP V2
Membership Report (Destination IP
Address=39.216.0.8, Group Address=239.216.0.8), do
nothing:

4’7. I there 1s no Membership Report, then Access Switch/
Router #2 sends an IOMP Leave Group command (Des-
tination IP Address=224.0.0.2, Group
Address=39.216.0.8) to the backbone of the remote ISP
and immediately stops forwarding the 239.216.0.8 mul-
ticast data to Client H; operations then proceed from
Step 63 below;

48. IPMS 120 sends UDP packet (Destination IP
Address=239.216.63.240, Port=255) from NIC #1;

49. IT LAN Switch 1s IGMP V2 enabled, 1t will forward the
packet to all interfaces currently monitoring the
239.216.63.240 stream 11 1t 1s not IGMP V2 enabled, the
packet will be forwarded to all LAN interfaces

50. Access Switch/Routers forwards the packet to all Cli-
ents listening to the 239.216.63.240 stream:;

51. Client H responds with a UDP packet (Destination 1P
Address=239.216.63.240, Port=255);

52. Access/Switch Router #2 forwards the packet to the
backbone of the remote ISP;

53. LAN Bndge forwards packet;

54. Remote Router 1gnores packet;

55. The LAN Switch forwards packet to the IPMS 120 NIC
#1;

56. It IPMS 120 does not receive a UDP response, then 1t
immediately stops forwarding the 239.216.0.8 to all Cli-
ents (group 1s left due to no response). If the LAN Switch
1s IGMP V2 enabled, the following operations will take
place;

57. LAN Switch sends IGMP Group-Specific Query (Des-
tination IP Address=239.216.0.8, Group
Address=239.216.0.8) to LAN Segment #2;

58. LAN Brnidge forwards IGMP Group-Specific Query;

59. If LAN Switch recerves an IGMP V2 Membership
Report (Destination IP Address=239.216.0.8, Group
Address=239.216.0.8), then do nothing;

60. If there 1s no Membership Report, then IAN Switch
immediately stops transmission of 239.216.0.8 multi-
cast to LAN Segment #2 (group 1s left due to no
response).

The following operations take place when Client H leaves

Multicast Group 239.216.0.8:

61. Client H sends an IGMP Leave Group command (Des-
tination IP Address=224.0.0.2, Group
Address=239.216.0.8);

62. Access Switch/Router #2 recerves the IGMP Leave
Group command. verifies 1t has no other interfaces 1n
Group Address=239.216.0.8 (using IGMP Query), for-
wards the IGMP Leave Group to the backbone of the
remote ISP, and immediately stops forwarding the
239.216.0.8 multicast data to Client H:

63. LAN Brnidge forwards IGMP Leave Group command;

64. Remote Router 1gnores the administratively scoped
IGMP Leave Group command;

65. LAN Switch receives the IGMP Leave Group com-
mand and forwards the message: if 1t 1s IGMP V2
cnabled, it verifies 1t has no other LAN Segment #2
Chients 1n Group Address=239.216.0.8 (using IGMP
Query), and i1mmediately stops transmission of
239.216.0.8 multicast to LAN Segment #2;

66. IPMS 120 receives the IGMP Leave Group command,
verifies 1t has no other Clients 1n  Group
Address=239.216.0.8, and immediately stops transmis-
ston of the 39.216.0.8 multicast.
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The following termination handshake operations also take
place:

67. Client H sends a UDP packet (Destination IP

Address=128.0.0.253. Port=235) to the IPMS 120;

68. Access Switch/Router #2 forwards the LTDP packet to

the backbone of the remote ISP;

69. LAN Bridge forwards the packet;

70. Remote Router 1gnores the packet;

71. LAN Switch forwards the packet to IPMS 120 NIC #1;

72. IPMS 120 recerves the UDP packet and sends a UDP

packet (Destination IP Address=128.0.0.1, Port=255) to
Client H;

73. LAN Switch forwards the packet to LAN Segment #2

only;

74. LAN Bridge forwards the packet;

75. Access Switch/Router #2 forwards the packet to Client

H only; and

76. Client H recerves the UDP packet.

If remote clients join “normal” multicast groups through
the remote router, the 224.0.0.1 and 224.0.0.2 IGMP V2
messages will be bridged to the LAN Switch. The LAN
Switch will forward the IGMP messages through L AN seg-
ment #2 to the IPMS 120. The IPMS 120 will 1gnore the
messages 1ssued for a non-existent stream.

FIG. 27 shows a basic ISP configuration. The Internet 1s
connected to an mternal 10 BaseT LAN. This internal LAN
has a local file server that i1s used for locally served Web
pages. Also on this LAN 1s connected a remote access server
(modem pool) which 1s used to Connect the ISP customers via
the LEC (local exchange carrier—the local phone company)
to the Internet.

FIG. 28 shows how this ISPO grows to serve more custom-
ers. A layer 3 switch 1s added to the Internal ISP LAN. This
LAN 1s usually mnterconnected by 100 Basel added to the
internal ISP LAN. This LAN 1s usually interconnected by 100
Base'l or FDDI transmission technology. The switch 1s used
to interconnect multiple 10 BaseT LAN segments to the ISP
LLAN. Each of these segments have multiple remote access
servers that are used to connect users to the Internet.

FIG. 29 shows how broadband multimedia data 1s inserted
into an ISP using the 1deas described 1n this application. This
configuration takes advantage of current ISP architectures.
Many ISP’s today have evolved over time as shown 1n FI1G. 27
and FIG. 28. They started with one remote access router
serving a few customers (FIG. 27) and have expanded to
multiple remote access routers (FIG. 28). FIG. 29 shows the
addition of multiple satellite recervers that recerve multicast
data.

In this configuration, the Layer 3 IP switch performs sev-
eral functions. The first function 1s to connect the proper
multicast stream form the appropriate satellite receiver to the
appropriate LAN segments. This requires the switch to imple-
ment the IP Multicast Protocol (RFC1112).

The second function 1s to connect the proper Internet traffic
to the appropriate LAN segment.

The third function of the Layer 3 switch 1s to perform the
IOMP querner function as specified in RFC1112.

If the existing Layer 3 switch meets the above require-
ments, then 1t can be used. If not, then the ISP must upgrade
the switch with one that meets these requirements. The com-
mercially available HP80OT switch 1s one example of such a
layer 3 multicast enabled switch.

Such a configuration has the advantage of stmplicity since
the satellite receiver only needs to strip the HDLC (or other)
encapsulation from the incoming data and electrically convert
the data to the ethernet format. It does not need to have any
knowledge of IP multicasting protocols.
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Enhancements that could be incorporated in the receiver
could be multicast address translation and data de-scram-
bling. In this case, the receiver must understand the IP mul-
ticasting protocol to perform these appropriate functions.

FIG. 30 illustrates the layout of an exemplary traditional
web page 800 suitable for use 1n the present multicast system.
As 1llustrated, the web page 800 includes a video display
window 800 that accepts and displays a video data stream
from the broadcast transmission. External to the video display
window 800, text, and graphic content relating to the content
of the video 1s displayed. Such content can be provided in the
broadcast transmission 1tself, over the backbone of the Inter-
net, or from storage at the ISP.

The web page 800 1s also provided with a plurality of baud
rate selection buttons 810, 815, 820, and 825. Fach button
corresponds to a baud rate of a broadcast video stream, each
stream having the same multimedia content. For example,
button 810 may correspond to transmission of the media
content for the display window 800 at 14.4K. Sumilarly, but-
tons 815, 820, and 825 may correspond to baud rates of 28.8
K. 56.6 K. and 1.5 MB, respectively. This allows the client to
select a baud rate for the video transmission rate that 1s suited
to his system.

The web page provides substantial information and versa-
tility to the user. The user may be presented with a substan-
tially continuous tlow of video information while concur-
rently having text and other information presented to him that
may or may not be related to the video to allow the user to
select other web pages, audio information, further video con-
tent, etc. These further selections may relate to the particular
topic. product, etc., provided in the video content. The user
may be given an option to select multiple video channels that
may be supplied concurrently. The user 1s provided with a
substantial number of channels to choose from, thereby
allowing the user to select the desired video content.

The web pace needed not necessarily be provided with
buttons for the selection of baud rate. Rather, a software
plug-1n for the web browser used by the client may be used to
automatically join the appropriate multicast group depending
on the data rate at which the client communicates with the ISP.
In such instances, the plug-in software first detects the data
rate at which the client 1s communicating with the Internet
service provider. When a client wishes to view a particular
video stream content, the software compares this detected
data rate against a table of different data rates for the same
content, each data rate corresponding to a unique multicast
Group address. The software joins the client to the multicast
group having the maximum data rate that does not exceed the
data rate at which the software detected the communications
between the client and the Internet service provider.

An exemplary embodiment of software that may be used
tor this purpose 1s set forth 1 an “Appendix A”, filed with
related application Ser. No. 08/969,164, now U.S. Pat. No.
6,101,180, the entire contents of which 1s incorporated by
reference herem. Appendix A includes listings of software
source code 1n C++ for automatically detecting the baud rate
at which the client 1s connected to the system and selecting the
proper multicast join group.

Numerous modifications can be made to the foregoing
system without departing from the spirit and scope of the
various inventive aspects of this invention as set forth in the
appended claims Therefore, 1t 1s the intention of the inventors
to encompass all such chances and modifications that fall
within the scope of the appended claims.

What 1s claimed 1s:

1. A method of transmitting digital content to a plurality of
separate users accessing Internet services at least in part via
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conventional two-way Internet protocol (IP) connection, said
digital content comprising digital data and/or digital audio
and/or digital video, the method comprising the steps of:

a) formatting said digital content in accordance with an IP
protocol to generate IP digital data;

b) providing a streaming transmaission of the IP digital data
from a transmission site to a remote Internet point of
presence ol an Internet service provider (ISP) through
one or more substantially one-way data tlow bandwidth
portions of a digital commumications medium that 1s
substantially unaffected by conventional two-way IP
Internet communications traffic;

¢) [multicastiag] multicasting the IP digital data transmit-
ted by step (b) from the remote Internet point of presence
to a plurality of separate receiving Internet user appara-
tus connected to but distant from the remote Internet
point of presence; and

d) contemporaneously with step ¢), transmitting relatively
time-1nsensitive additional IP digital data via a conven-
tional two-way IP connection that 1s separate from the
one-way data flow bandwidth portions to the remote
Internet point of presence and then to the plurality of
separate recerving Internet user apparatus;
wherein, on each among the plurality of separate rece1v-

ing Internet user apparatus, recerved IP digital data
multicast by step (¢) and received additional IP digital
data transmitted by step (d) 1s processed to allow
simultaneous use of both.

2. A method of providing digital content to a plurality of
disparate users accessing Internet services at least 1n part via
conventional two-way Internet protocol (IP) connection, said
digital content comprising digital data and/or digital audio
and/or digital video, the method comprising the steps of:

a) formatting said digital content in accordance with an IP

protocol to produce IP digital data;

b) providing a streaming transmaission of the IP digital data
from a transmission site to a distant routing station at an
internet service provider’s internet point of presence
through one or more substantially one-way data flow
bandwidth portions of a digital communications
medium that 1s substantially unatfected by conventional
two-way IP Internet communications traific; and

¢) providing, from the Internet service provider’s Internet
point of presence, multicast access of said IP digital data
received via streaming transmission at the Internet ser-
vice provider’s Internet point of presence by step (b) to
said plurality of disparate users accessing Internet ser-
vices via two-way IP connection.

3. The method of claim 2 wherein one or more of said
substantially one-way data flow bandwidth portions comprise
one or more video content channels.

4. The method of claim 2 wherein one or more of the
substantially one-way data flow bandwidth portions comprise
one or more audio content channels.

5. The method of claim 2 further including the step of
receiving and processing at least one IP request from at least
one of said separate users

6. The method of claim 2 wherein the multicast access
service provided in step ¢) 1s localized to a predetermined
geographic region.

7. The method of claim 2 wherein the digital communica-
tions medium substantially unaffected by conventional two-
way 1P Internet communications traflic comprises, at least in
part, an extraterrestrial satellite communications system.

8. The method of claim 2 wherein the digital communica-
tions medium substantially unaffected by conventional two-
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way IP Internet communications traific 1s a substantially ter-
restrial communications system.

9. The method of claim 2 wherein the digital communica-
tions medium substantially unatfected by conventional two-
way IP Internet communications traffic 1s a reserved portion
of a commercial IP communications network.

10. A method of providing digital streaming content to a
plurality of disparate users accessing Internet services at least
in part via conventional two-way Internet protocol (IP) con-
nections, the streaming digital content comprising digital
data and/or digital audio and/or digital video, the method
comprising the steps of:

a) transmitting the digital streaming content from a trans-
mission site to a distant routing station at an Internet
service provider’s Internet point of presence through
one or more substantially one-way data tlow bandwidth
portions of a digital communications medium that 1s
substantially unaffected by conventional two-way IP
Internet communications tratfic; and

b) providing, from the Internet service provider’s Internet
point of presence, access to the digital streaming content
received at the Internet service provider’s Internet point
of presence via step (a), by multicast transmission to said
plurality of disparate users accessing Internet services
via two-way IP connection.

11. A method of providing access to multicast digital con-
tent to a plurality of disparate users accessing Internet ser-
vices at least in part via two-way Internet protocol (IP) con-
nections, the digital content comprising digital data and/or
digital audio and/or digital video information, the method
comprising the steps of:

a) transmitting the digital data from a transmission site to a
distant routing station at an Internet service provider’s
Internet point of presence through one or more substan-
tially one-way data flow bandwidth portions of a digital
communications data transport service or transmission
medium that effectively bypasses congested portions of
the Internet and remains substantially unatiected by IP
Internet communications traffic;

b) receiving the digital data, transmitted by step (a), at said
routing station; and

¢) providing access to the digital data by multicast trans-
mission delivery from said Internet point of presence to
said plurality of disparate users accessing Internet ser-
vices via two-way IP connection.

12. A method of transmitting digital data, said digital data
comprising streaming and/or non-streaming data encompass-
ing both video and audio information content, to a plurality of
disparate Internet users accessing Internet services at least in
part via conventional two-way Internet protocol (IP) connec-
tion, the method comprising the steps of:

a) transmitting the digital data to at least one distant Inter-
net point of presence of an Internet service provider
through one or more substantially one-way data flow
bandwidth portions of a digital communications
medium that 1s disparate from and substantially unat-
fected by conventional two-way IP Internet communi-
cations traffic; and

b) multicast transmitting the digital data from said at least
one distant Internet point of presence to said plurality of
disparate Internet users over a two-way 1P network con-
necting said at least one Internet point of presence to said
disparate Internet users, wherein at least one or more of
said plurality of disparate Internet users employ digital
communications equipment that utilizes an Internet
browser program or its equivalent to access Internet
Services.
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13. The method of claim 12 wherein said digital commu-
nications equipment comprises a display device and said
Internet browser program or 1ts equivalent used by said plu-
rality of disparate Internet users for accessing Internet ser-
vices provides a screen display wherein at least a first portion
of the display device screen 1s allocated for displaying the
digital data received from said at least one distant Internet
point of presence and wherein a separate portion of the dis-
play device screen 1s allocated for simultaneously conducting
two-way 1nteractive IP connectivity.

14. The method of claim 12 wherein one or more of said
one-way data tflow bandwidth portions comprise a one-way
wireless transmission system.

15. The method of claim 12 wherein die transmitting of
step a) comprises transmitting the digital data to plural Inter-
net points of presence, including said at least one distant
Internet point of presence, substantially through a reserved
one-way data flow bandwidth portion.

16. The method of claim 12 wherein the two-way IP net-
work comprises a telecommunications network.

17. The method of claim 12 wherein the two-way IP net-
work comprises a cable network.

18. The method of claim 12 wherein the two-way IP net-
work comprises a local area computer network.

19. The method of claim 16 wherein the telecommunica-
tions network includes a POTS line connecting communica-
tions equipment supporting said Internet browser program or
its equivalent used by at least one of said plurality of disparate
Internet users to said at least one distant Internet point of
presence, wherein said line at browser may access and display
said digital data transmitted via said one-way data tlow band-
width portions.

20. A method of providing localized multicast access to
streaming digital content, said digital content comprising
digital data and/or audio and/or video information, by a plu-
rality of disparate Internet users accessing the Internet at least
in part via conventional two-way Internet protocol (IP) con-
nection, the method comprising the steps of:

providing a streaming transmission of digital content from

a head-end content source through one or more substan-
tially one-way data flow bandwidth portions of a com-
munications medium that 1s disparate from and substan-
tially unaffected by Internet communications traific to at
least one distant Internet point of presence of an Internet
service access provider that provides IP digital data to
one or more users via conventional two-way IP connec-
tions; and

distributing the streaming digital content via multicast

transmission to said plurality of disparate Internet users
that access and/or utilize the multicast streaming digital
content recerved from the Internet service access pro-
vider via two-way IP connection.

21. The method of claim 20 wherein the distributing of
streaming digital content via multicast transmission from to
an Internet point of presence 1s localized to a predetermined
geographic region.

22. A method of transmitting digital content at least in part
via a two-way Internet protocol (IP) connection, said digital
content comprising digital data and/or digital audio and/or
digital video, the method comprising:

Jormatting said digital content in accordance with an IP

protocol to generate IP digital data;

providing a streaming transmission of IP digital data

through one or movre substantially one-way data flow
bandwidth portions of a digital communications
medium that is substantially unaffected by two-way IP
Internet communications traffic; and
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transmitting relatively time-insensitive IP digital data via
the two-way IP comnection that is separate from the
one-way data flow bandwidth portions,
wherein the IP digital data and the rvelatively time-insen-
sitive IP digital data is transmitted to allow simulta-
neous use of both.
23. A method of providing digital content at least in part via
a two-way Internet protocol (IP) comnnection, said digital
content comprising digital data and/or digital audio and/or
digital video, the method comprising:
receiving a streaming transmission of IP digital data
through one or move substantially one-way data flow
bandwidth portions of a digital communications
medium that is disparate from and substantially unaf-
fected by two-way IP Internet communications traffic,
wherein the IP digital data is generated based on said
digital content being formatted in accovdance with an IP
protocol; and
providing multicast access of said IP digital data veceived

via streaming transmission via two-way [P connection.

24. The method of claim 23 wherein veceiving the stream-
ing transmission of the IP digital data includes veceiving a
streaming transmission of the IP digital data via one or more
video content channels.

25. The method of claim 23 wherein veceiving the stream-
ing transmission of the IP digital data includes veceiving a
streaming transmission of the IP digital data via one or more
audio content channels.

26. The method of claim 23 further comprising:

receiving at least one IP request; and

processing the at least one IP request.

27. The method of claim 23 further comprising providing a
multicast access service that is localized to a predetermined
geographic region.

28. The method of claim 23 wherein veceiving the stream-
ing transmission includes receiving the streaming transmis-
sion via a digital communications medium that comprises, at
least in part, an extratervestrial satellite communications
system.

29. The method of claim 23 wherein rveceiving the stream-
ing transmission includes receiving the streaming transmis-
sion via a digital communications medium that is a substan-
tially tervestrial communications system.

30. The method of claim 23 wherein receiving the stream-
ing transmission includes receiving the streaming transmis-
sion via a digital communications medium that is a reserved
portion of a commercial IP communications network.

31. Amethod of providing digital streaming content at least
in part via conventional two-way Internet protocol (IP) con-
nections, the streaming digital content comprising digital
data and/or digital audio and/or digital video, the method
COMpPriSing:

receiving the digital streaming content through one or

movre substantially one-way data flow bandwidth por-
tions of a digital communications medium that is dispar-
ate from and substantially unaffected by two-way IP
Internet communications traffic; and

providing access to the digital streaming content by mul-

ficast transmission via two-way IP connection.

32. A method of providing access to multicast digital con-
tent at least in part via two-way Internet protocol (IP) con-
nections, the digital content comprising digital data and/or
digital audio and/or digital video information, the method
COMpPrising:

receiving the digital data from a transmission site at an

Internet service provider’s Internet point of presence
through one or more substantially one-way data flow
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bandwidth portions of a digital communications data
transport service ov transmission medium that effec-
tively bypasses congested portions of the Internet and
remains substantially unaffected by IP Internet commu-
nications traffic; and

providing access to the digital data by multicast transmis-

sion delivery from said Internet point of presence via
two-way IP connection.

33. A method of transmitting digital data, said digital data
comprising streaming and/ov non-streaming data encom-
passing both video and audio information content at least in
part via conventional two-way Internet protocol (IP) connec-
tion, the method comprising:

receiving the digital data at at least one distant Internet

point of presence of an Internet service provider through
one or move substantially one-way data flow bandwidth
portions of a digital communications medium that is
disparate from and substantially unaffected by two-way
[P Internet communications traffic; and

multicast transmitting the digital data from said at least

one distant Intevnet point of presence.
34. The method of claim 33 wherein receiving the digital
data includes receiving the digital data via a one-way wire-
less transmission system.
35. The method of claim 33 wherein receiving the digital
data at least one distant Internet point of presence of an
Internet service provider comprises receiving the digital data
substantially through a reserved one-way data flow band-
width portion.
36. The method of claim 33 wherein multicast transmitting
the digital data includes multicast transmitting the digital
data via a telecommunications network.
37. The method of claim 36 wherein multicast transmitting
the digital data includes multicast transmitting the digital
data via a POTS line connecting communications equipment
supporting said Internet browser program ov its equivalent,
wherein said line at browser may access and display said
digital data transmitted via said one-way data flow band-
width portions.
38. The method of claim 33 wherein multicast transmitting
the digital data includes multicast transmitting the digital
data via a cable network.
39. The method of claim 33 wherein multicast transmitting
the digital data includes multicast transmitting the digital
data via a local area computer network.
40. A method of providing localized multicast access to
streaming digital content, said digital content comprising
digital data and/or audio and/or video information at least in
part via two-way Internet protocol (IP) commnection, the
method comprising:
receiving a streaming transmission of digital content from
a head-end content source through one or move substan-
tially one-way data flow bandwidth portions of a com-
munications medium that is disparate from and substan-
tially unaffected by Internet communications traffic; and

distributing the streaming digital content via multicast
transmission and/or utilize the multicast streaming digi-
tal content received via two-way IP connection.

41. The method of claim 40 wherein distributing streaming
digital content via multicast transmission includes distribut-
ing the streaming digital content that is localized to a prede-
termined geographic region.

42. The method of 22 wherein providing the streaming
transmission of IP digital data further comprising providing
the streaming transmission of the IP digital data via one or
movre video content channels.
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43. The method of 22 wherein providing the streaming
transmission of IP digital data further comprising providing
the streaming transmission of the IP digital data via one or
movre audio content channels.

44. The method of 22 wherein providing the streaming
transmission of IP digital data further comprising providing
the streaming transmission of the IP digital data via a digital
communications medium that comprises, at least in part, an
extraterrvestrial satellite communications system.

45. The method of 22 wherein providing the streaming
transmission of IP digital data further comprising providing

60

the streaming transmission of the IP digital data via a digital
communications medium that is a substantially terrvestrial
communications system.

46. The method of 22 wherein providing the streaming
transmission of IP digital data further comprising providing
the streaming transmission of the IP digital data via a digital
communications medium that is a veserved portion of a com-
mercial IP communications network.
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In Column 29, Line 57, delete “OxFFFF” and insert -- OXFFFF --, therefor.
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In Column 35, Line 61, delete “AIP” and insert -- A 1P --, therefor.
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In Column 39, Line 32, delete “IOMP” and insert -- IGMP --, therefor.

In Column 39, Line 42, delete ““1” and insert -- #1 --, therefor.
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In Column 39, Line 53, delete “IOMP” and insert -- IGMP --, therefor.

In Column 40, Line 44, delete “(assuming,” and insert -- (assuming --, therefor.
In Column 40, Line 50, delete “IOMP” and insert -- IGMP --, therefor.

In Column 40, Line 54, delete “239.216.63.248multicast™ and insert -- 239.216.63.248 multicast --,
theretor.
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In Column 41, Line 12, delete “IOMP” and insert -- IGMP --, theretor.

In Column 41, Line 32, delete “IOMP” and imsert -- [GMP --, therefor.

In Column 41, Line 55, delete “Address=239.116.0.8.” and insert -- Address=239.216.0.8, --, therefor.
In Column 41, Lines 58-59, delete “JGMP: Leave” and insert -- IGMP Leave --, therefor.

In Column 41, Lie 66, delete “Address=39.216.0.8)” and 1nsert -- Address=239.216.0.8) --,
theretor.

In Column 42, Line 11, delete “IGM™ and insert -- IGMP --, therefor.

In Column 42, Line 21, delete “Switch/Router” and msert -- Switch/Router #2 --, therefor.

In Column 42, Line 28, delete “IOMP” and insert -- [GMP --, therefor.

In Column 42, Line 35, delete “IOMP” and insert -- IGMP --, therefor.

In Column 42, Line 49, delete “24.” and insert -- 24, --, therefor.

In Column 42, Line 62, delete “They,” and insert -- They --, therefor.

In Column 43, Lines 5-6, delete “MulticastAddress™ and insert -- Multicast Address --, therefor.
In Column 43, Line 7, delete “using 1s™ and insert -- using --, therefor.

In Column 43, Lime 11, delete “P address™ and insert -- IP Address --, therefor.

In Column 43, Line 19, delete “Address=239.26.63.240);” and 1nsert -- Address=239.216.63.240); --,
therefor.

In Column 43, Line 20, delete “IOMP” and insert -- I[GMP --, therefor.
In Column 43, Line 27, delete “VI” and insert -- V2 --, therefor.
In Column 43, Line 30, delete “IOMP” and 1nsert -- IGMP --, therefor.

In Column 43, Line 32, delete “Address239.216.63.248);” and insert -- Address= 239.216.63.248); --,
therefor.

In Column 43, Line 38, delete “IGNIP” and imnsert -- IGMP --, therefor.

In Column 43, Line 41, delete “P address,” and insert -- IP Address, --, therefor.
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In Column 43, Line 62, delete “Address=28.0.0.255,” and 1nsert -- Address=128.0.0.255, --, therefor.
In Column 44, Line 21, delete “NIC2” and insert -- NIC#2 --, therefor.

In Column 44, Line 29, delete “silent” and insert -- silently --, therefor.

In Column 44, Line 40, delete “Address=2239.216.0.8)” and insert -- Address=239.216.0.8) --,
theretor.

In Column 44, Line 47, delete “Address=239.216.63.240.” and msert -- Address=239.216.63.240, --,
theretor.

In Column 44, Line 60, delete “IOMP” and imsert -- IGMP --, therefor.

In Column 45, Line 11, delete “IDP”” and insert -- UDP --, therefor.

In Column 45, Line 31, delete ©“239216.0.8.” and 1nsert -- 239.216.0.8. --, therefor.
In Column 45, Line 63, delete “IOMP” and insert -- IGMP --, therefor.

In Column 45, Line 66, delete “1IOMP” and insert -- IGMP --, therefor.

In Column 46, Line 1, delete “Groups” and insert -- Group, --, therefor.

In Column 46, Line 54, delete “IOMP” and insert -- IGMP --, therefor.

In Column 48, Line 15, delete “Address=28.0.0.1, Port255)” and insert -- Address=128.0.0.1,
Port=255) --, therefor.

In Column 48, Line 29, delete “joins™ and insert -- joins, --, therefor.
In Column 48, Line 43, delete “ISP” and 1nsert -- ISP, --, therefor.

In Column 49, Line 11, delete “followings™ and insert -- following --, therefor.

In Column 49, Lme 14, delete “Address=39.216.63.240.” and 1nsert -- Address=239.216.63.240, --,
theretor.

In Column 49, Line 17, delete “messages™ and insert -- message, --, therefor.
In Column 49, Line 48, delete ©“239.216.63:248” and 1nsert -- 239.216.63.248 --, therefor.

In Column 49, Line 50, delete “IRMS” and 1nsert -- [PMS --, therefor.
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In Column 50, Lme 1, delete “Address=239.216.248" and insert -- Address=239.216.63.248 --,
theretor.

In Column 50, Line 20, delete “Adress="" and 1nsert -- Address= --, therefor.

In Column 51, Line 3, delete “Address=39.216.0.8,” and msert -- Address=239.216.0.8, --, therefor.
In Column 51, Line 6, delete “IOMP” and insert -- IGMP --, therefor.

In Column 51, Line 8, delete “Address=39.216.0.8)” and insert -- Address=239.216.0.8) --, therefor.
In Column 51, Line 40, delete “IAN’" and 1nsert -- LAN --, therefor.

In Column 52, Line 4, delete “Address=128.0.0.255.” and 1nsert -- Address=128.0.0.255, --, therefor.
In Column 52, Line 5, delete “LTDP” and insert -- UDP --, therefor.

In Column 52, Line 32, delete “ISPO” and insert -- ISP --, therefor.

In Column 52, Line 57, delete “IOMP”” and insert -- IGMP --, therefor.

In Column 53, Line 36, delete “pace” and insert -- page --, therefor.

In Column 53, Line 62, delete “claims’ and 1nsert -- claims. --, therefor.

In Column 53, Line 63, delete “chances” and insert -- changes --, theretor.

In the Claims

In Column 56, Line 14, in Claim 15, delete “die’” and 1nsert -- the --, therefor.

In Column 56, Line 30, in Claim 19, delete “line at™” and 1nsert -- Internet --, therefor.

In Column 56, Line 54, in Claim 21, delete “from to” and insert -- from --, therefor.

In Column 58, Line 38, 1n Claim 37, delete “line at” and 1nsert -- Internet --, theretor.

In Column 58, Line 64, m Claim 42, delete “22” and 1nsert -- claim 22 --, therefor.

In Column 59, Line 1, in Claim 43, delete “22” and insert -- claim 22 --, therefor.

In Column 59, Line 5, 1n Claim 44, delete “22” and insert -- claim 22 --, theretor.
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In Column 59, Line 10, m Claim 45, delete “22” and insert -- claim 22 --, therefor.

In Column 60, Line 4, mn Claim 46, delete “22” and msert -- claim 22 --, therefor.
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