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(57) ABSTRACT

A communications system network that enables secondary
use of spectrum on a non-interference basis 1s disclosed. Each
secondary transceiver measures the background spectrum.
The system uses a modulation method to measure the back-
ground signals that eliminates self-generated interference and
also 1dentifies the secondary signal to all primary users via
on/off amplitude modulation, allowing easy resolution of
interference claims. The system uses high-processing gain
probe wavelorms that enable propagation measurements to
be made with minimal interference to the primary users. The
system measures background signals and 1dentifies the types
ol nearby receivers and modifies the local frequency assign-
ments to minimize interference caused by a secondary system
due to non-linear mixing interference and interference caused
by out-of-band transmitted signals (phase noise, harmonics,
and spurs). The system infers a secondary node’s elevation
and mobility (thus, its probability to cause interference) by
analysis of the amplitude of background signals. Elevated or
mobile nodes are given more conservative frequency assign-
ments that stationary nodes.
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User provides node a startup channel value,
the node’s location, and a description of the
node’s equipment.

Nodes establishes communications with nearby
secondary base station and provide node’s

Sheet 3 of 10

Initial condition: Central controller has a list of
secondary nodes acting as “monitors” for each
primary channel m the region. If the “monitor”

measures a secondary signal level greater than
Pmax, then it 1s assumed that the secondary signal

will interfere with the primary signal in the region.

location/equipment information

Node measures primary signal strength in all
allocated channels.

Node measures local oscillator (LO) leakage
at all channels associated with allocation list.

Node reports to central controller the primary

Central controller provides: Allocated channel list .

system time, and specific time to measure primary
signals.

If primary signal level in the channel 1s <P, , and
the other nodes within the secondary service area
measured the primary signal level < P, and the LG
leakage level <P, ,, then the channel 1s added to

signal level 1n each channel and LO leakage
sienal levels.

Maximum power for each channel in the
allocation list set to a low value Pn.
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Central controller notifies the “monitors” for each channel of the

| proposed allocation list to be ready to receive probe signal. All other
secondary traffic 1n the region scheduled to halt during measurement

Central controller provides node with channel

allocation list, maximum power for each channel, and
robe start time for each channel.

Node loops through channels. At each

channel n, node transmits the probe signal
at power level Pn.

“Monitors” measure probe amplitude and
provide information to central controller.

Central controller loops through channels.
Maximum monitor value in each channel found.

At each channel, if monitor value < Pmax
then Pn value Is increased.

Is
a higher power level to be tried
on a least one channel?

‘G5

no

Channel allocation and power level for
cach channel established.

FIG. 3 Method secondary system nodes use to determine the power level on each channel.
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FIG. 6 Amplitude modulating the secondary signal potential secondary interference to easily be identified by the
primary receiver.
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FI1G. 7 The amplitude modulation of each secondary channel is temporally offset to allow a single secondary
receiver to sequentially measure all channels during the period with no secondary signal present.
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FIG. 8 Secondary receiver timeline showing data, hackground signal and probe signal reception.
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FIG. 11 Secondary signal spectrum used when interference is unlikely.
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FIG. 12 Secondary wavelorm selection rules.
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Determine secondary base station and user nodes within distance X of primary node

Determine which channels may cause co-channel, adjacent
channel, and image interference using propagation mode!.

e

the time period in question. Determine peak amplitude used.

Use a propagation model and node locations to tank secondary
nodes and channels most likely to cause interference. Create list of
secondary node/channel channel pairs.

)

Command test node to transmit test sequence with amplitude modulation
rate doubled and at maximum amplitude used within period.

no

Determine which of these nodes have used these channels within distance X

Ves

Has interference amplitude
modulation rate has changed?

Reduce amplitude of secondary signal by Y dB.

Has tnterterence been mitigated?

1o
ves

Update secondary node’s maximum allowed amplitude value with this channel.

Has all
interference to primary uset 3

Ves

Update node’s frequency allocation fist
with reduced power level. Ceniral
controller sends value to node.

Command node to return to
original amplitude
modulation. Go to next

1o node on the list.

FIG. 15 Method to determine which secondary transceiver node is causing interference to the primary node.
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SYSTEM AND METHOD FOR REUSE OF
COMMUNICATIONS SPECTRUM FOR FIXED
AND MOBILE APPLICATIONS WITH
EFFICIENT METHOD TO MITIGATE
INTERFERENCE

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

Notice: More than one reissue application has been filed
for the reissue of U.S. Pat. No. 7,146,176. The reissue appli-
cations arve application Ser. Nos. 12/336,755 (the present
application), 12/944,796, and 13/089,492, all of which are
divisional reissues of U.S. Pat. No. 7,146,176.

This application is a reissue of U.S. Pat. No. 7,146,176,
which claims priority under 35 USC 119(e) [based on of] 7o
U.S. Provisional Patent Applications Ser. No. 60/211,215
dated Jun. 13, 2000 and Ser. No. 60/264,265 dated Jan. 29,
2001. Both applications are incorporated by reference in
entirety.

BACKGROUND

1. Field of Invention

This invention relates to communications spectrum alloca-
tion and reuse on a non-interference basis in bands which
have pre-existing spectrum users (both transmit/recerve type
and receive-only type).

2. Description of Prior Art

Communication systems commonly use methods to opti-
mize the use of the spectrum. There are several approaches
involving radio networks where channels are selected to opti-
mize system capacity.

Cellular phone and other types of systems use low power
transmissions and a cellular architecture that enables spec-
trum to be reused many times 1n a metropolitan area. These
systems assume that within the allocated frequency band, the
system 1s the primary user and that there 1s a control or
signaling channel between all nodes. The goal of these sys-
tems 1s to maximize the number of calls system wide given a
fixed amount of bandwidth. This problem 1s complex because
of the nearly innumerable choices of frequency/channel com-
binations possible, the time varying nature of the calls, and
the unpredictable propagation loses between all of the nodes.
While global optimization schemes would give the highest
capacities, limited communications capacity between the
nodes, fimte channel measuring capabilities 1n some of the
nodes, and short decisions times require that distributed non-

optimal methods be used. Examples are disclosed in U.S. Pat.
Nos. 4,672,657 (1987), 4,736,453 (1988), 4,783,780 (1988),

4,878,238 (1989), 4,881,271 (1989), 4,977,612 (1990),
5,093,927 (1992), 5,203,012 (1993), 5,179,722 (1993),
5,239,676 (1993), 5,276,908 (1994), 5,375,123 (1994),
5,497,505 (1996), 5,608,727 (1997), 5,822,686 (1998),
5,828,948 (1998), 5,850,605 (1998), 5,943,622 (1999),

6,044090 (2000), and 6,049,717 (2000).

The above patents describe methods where current channel
measurements (noise level, carrier-to-interference ratio
(C/1)), previous channel measurement statistics, and traffic
loading are used 1n different ways to optimize capacity while
mimmizing latency i1n channel assignment, equipment
requirements, and dropped calls. All of these methods assume
that the system 1s the primary spectrum user. This would
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allow the primary system to select channels where it was
jammed, but 1t would create significant interference to
another system.

Several methods to enable a system to operate as the sec-
ondary spectrum user with mimimal 1mpact to the primary
user have been disclosed. The first type assume that there are
predetermined spatial “exclusions zones” where 11 the sec-
ondary user avoids transmission while located in these areas,
then there will be no interference to the primary user. U.S. Pat.
No. 5,422,930 (1993) uses a telephone circuit based keying
method where the telephone’s location 1s known and when
the secondary user 1s connected to the specific phone line,
authorization 1s given for operation using a set of frequencies.
U.S. Pat. No. 5,511,233 (1996) 1s similar method where an
undefined position location system 1s used. U.S. Pat. No.
5,794,1511 (1998) uses a GPS (global positioning system) to
locate the secondary user.

This geolocation exclusion method has signmificant short-
falls. To determine the exclusion zones, propagation esti-
mates or propagation methods would have to be made. There
would be large uncertainties in the antenna type, antenna
orientation, antenna height, and power level used by the sec-
ondary user. There would be uncertainties 1n the local propa-
gation conditions between the secondary user and the primary
user, and these propagation conditions might change because
of ducting or other temporary atmospheric conditions. To
mitigate these problems, the exclusion zones would have to
have very large margins, which would greatly reduce system
capacity, or some unintended interference would be created.
These schemes do not address how the interference caused by
one speciiic secondary user would be quickly and economi-
cally identified and eliminated.

A second type of secondary spectrum allocation method
uses detailed propagation modeling of the primary and sec-
ondary communication systems and channel occupancy mea-
surements made by the secondary system (U.S. Pat. No.
5,410,737 (1995) and U.S. Pat. No. 5,752,164 (1998)). The
channel measurements are use to validate and improve the
propagation modeling estimates. Using this information, the
spectrum 1s allocated so that the primary user 1s not impacted.

Because of the large uncertainties in propagation esti-
mates, the above method must use large margins to isure
minimal interference. Using measurements of the propaga-
tion losses between the primary and secondary user can be
directly used to reduce these margins only if the primary
system transmits and receives using the same antenna, at the
same frequency and at a known power level. In this case the
secondary radio directly estimates 1t’s impact on the primary
system and can select its frequency and power level to avoid
interference. However, most communication systems use dii-
ferent transmit and recerve frequencies and often use different
transmit and receive antennas. Hence, the measurements of
the primary signal received by the secondary don’t provide
direct information on the impact the secondary transmitter
has on the primary recerver. This method also doesn’t
describe how unintentional interference would be 1dentified
and mitigated.

A third approach insurers that the measurements of the
primary signals made by the secondary user can be used to
determine the available spectrum 1s to add a narrow band-
width “marker” signal to every primary receiver antenna sys-
tem (U.S. Pat. No. 5,412,658 (1993)). This approach has
significant cost impact to the primary user and because the
CW marker transmaitter 1s collocated to the primary receiver,
it will cause significant interference to the primary user.

A fourth method has the primary and secondary users
sharing a spectrum band between the primary and secondary
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users to reserve bandwidth (U.S. Pat. No. 5,428,819 (1995)).
An “etiquette” 1s observed between the users and each user
makes measurements of the open channels to determine pri-
ority usage. This method has the disadvantage that the pri-
mary system must be modified to communicate with the
secondary system, which 1s cost prohibitive if the primary
user 1s already established. Also, the method will fail 1n many
cases because of the well known “hidden node problem”™. This
occurs when the secondary nodes are unable to receive trans-
missions from a primary node because of the particular
propagation conditions. Thus, the secondary user incorrectly
believes the channel 1s available and his transmissions cause
interference.

A fifth method assumes that the primary and secondary
systems are controlled by a central controller (U.S. Pat. Nos.
5,040,238 (1991), 5,093,927 (1992), 5,142,691 (1992), and
5,247,701 (1993)). When 1nterference occurs, the secondary
system’s power level and/or frequency list 1s adjusted. Some
of the methods use channel measurements at the secondary
system to detect changes in the frequency usage that would
require a re-prioritization of channels. This method has obvi-
ous problems because the primary system would have to be
highly modified to interact with the secondary system and to
be able to make the required spectrum measurements. The
spectrum 1s now fully allocated and there are primary users 1n
every band. What 1s needed 1s a method that enables second-
ary operation without any modification to the existing pri-
mary user.

A sixth method uses field monitors the measure the sec-
ondary signal strength at specific locations. One sub-method
1s intended to enable secondary usage inside buildings (U.S.
Pat. Nos. 5,548,809 (1996) and 5,655,217 (1997)). Field
monitors are located surrounding the secondary system nodes
which determine what channels are not used by nearby pri-
mary systems or i1f the channels are in use, if the coupling
between the primary to them where the coupling to detected.
The second sub-method 1s intended to enable adjacent cellu-

lar based mobile communication systems (U.S. Pat. Nos.
5,862,487 (1999)).

OBJECTIVES AND ADVANTAGES

Accordingly, several objects or advantages ol my invention
are:

(a) to provide a method to determine what channels a newly
installed secondary transceiver can use without causing
interference to the primary system while the other second-
ary transceivers are using the same channels;

(b) to provide a method to determine what channels a newly
installed secondary transceiver can use without causing
interference to the primary system that has minimal impact
to the capacity of the secondary system:;

(¢) to provide a method to determine what channels a second-
ary transceiver can use without causing interference to the
primary system while the primary system 1s operating;

(d) to provide a method to determine 1f a primary receiver 1s
in close proximity to a secondary transcetver which greatly
reduces that probability of adjacent channel or “IF image”
interference to the proximate primary receiver;

() to provide a method to measure propagation losses using
a unique wavelorm that causes mimimal interference to TV
signals;

(1) to provide a method to measure propagation losses using a
unique wavelform that causes minimal interference to data
signals;
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(g) to provide a method to vary the secondary wavetorm type
that improves the capacity of the secondary system while
creating mimmum interference to the primary system;

(h) to provide a method to modulate the secondary signal so
the primary user can quickly and positively determine 1t the
reception problems are caused by the secondary signal or
by other causes;

(1) to provide a method to i1dentify what secondary user 1s
causing interference to a primary user; and

(1) to provide a method to precisely and efficiently reduce the
transmitter power level of a secondary user that 1s causing
interference to a primary user to a level which doesn’t
cause interference;

(k) to provide a method to determine 11 the secondary node 1s
moving indicating that its frequency allocations needs to be
checked more frequently or with a different method;

(m) to provide a method to determine 11 the secondary node 1s
at an elevated position indicating that 1t 1s more likely to
cause interference to distant primary users and indicating,
that the very conservative frequency allocation methods
should be used;

Further objects and advantages of my invention waill
become apparent from a consideration of the drawings and
ensuing description.

DRAWING FIGURES

FIG. 1 shows the arrangement of the nodes and 1llustrates
the secondary spectrum usage concept.

FIG. 2 shows the method to test for potential interference.

FIG. 3 1s a flowchart describing the actions of the second-
ary node and the central controller to determine which chan-
nels are available.

FIG. 4 shows the spectrum of the four-tone probe wave-
form and the spectrum of an NTSC TV signal.

FIG. 5 1s a graph that shows the primary and secondary
signal strengths versus time at the secondary recetver.

FIG. 6 1s a graph that shows the primary and secondary
signal strengths versus time at the primary receiver.

FIG. 7 1s a graph that shows the secondary signal modula-
tion phase in different channels.

FIG. 8 1s a graph of the nominal receiver timeline.

FIG. 9 illustrates the method to detect nearby primary
receivers via local oscillator leakage measurements.

FIG. 10 1s a graph the spectrum of the secondary signal and
the spectrum of an NTSC TV signal when the TV signal may
potentially interfere with the secondary signal

FIG. 11 1s a graph the spectrum of the secondary signal and
the spectrum of an NTSC TV signal when the TV signal does
not interfere with the secondary signal.

FIG. 12 1s a table the shows the wavelorms to be used 1n
various conditions.

FIG. 13 1s a block diagram of the secondary system trans-
Celver.

FIG. 14 shows the configuration used to determine which
secondary node 1s causing interference.

FIG. 15 1s a flowchart describing the method used to deter-
mine which secondary node 1s causing interference.

FIG. 16 1llustrates the method to determine a secondary
node’s approximate altitude.

FIG. 17 shows the method to determine if a secondary node
1s moving or stationary.

REFERENCE NUMERALS IN DRAWINGS

10 primary recerver
12 primary transmitter
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20 secondary transceiver

21 new secondary transceiver
22 secondary base station

24 secondary service area

26 primary service area A

28 primary service area B

30 secondary central controller
40 obstacle

S50 antenna
52 amplifier
54 tuner

56 controller

58 programmable modem
60 user device

62 variable attenuator
64 preselect filter

DESCRIPTION

This mvention allows a secondary user to efficiently use the
spectrum on a non-interference basis with an existing primary
user. FIG. 1 shows a primary transmitter 12 sending signals to
one or more primary receivers 10. Separated by a large dis-
tance there 1s a network of secondary wireless transceivers 20
and secondary base stations 22. The secondary base stations
22 are connected by high capacity wire line or microwave
links to a secondary central controller 30. The secondary
users that are located within a secondary service area 24 also
uses the primary channel, but they don’t cause mterference to
the primary user because the distance and obstacles 40
between sufficiently attenuate the secondary signals radiated
to the primary receivers 10. Thus, 11 the secondary transce1v-
ers 20 and 22 always transmit below certain power levels
(which are different for each node), then the primary user will
not be atlected and the spectrum can be re-used.

Determining the secondary transceiver’s maximum power
level 1s very difficult since it depends on antennas, cable
losses, locations, radio frequency (RF) propagation, and other
factors which can’t economically be reliably predicted. In the
preferred embodiment, a combination of primary signal
strength measurements, measurements of signals from
nearby primary receivers, and secondary-to-secondary node
coupling measurements are made to determine this power
level.

FIG. 2 shows a new secondary transceiver 21 that 1s to be
added to the secondary network. To establish connectivity
with the secondary network, the new secondary transceiver
21 mitially uses a startup channel, which 1s a primary alloca-
tion for the network and 1s reliable. This may be in the ISM
unlicensed band, cellular telephone band, or any other band.
The central controller provides the new secondary node 21 a
list of channels that are potentially useful based on propaga-
tion calculations and channels surrounding secondary trans-
ceivers 20 have found don’t cause interference.

The new secondary node 21 then measures the primary
signal strength in each of the proposed channels. As will be
described later, this measurement 1s coordinated with the
secondary signals 1n the secondary service area 24. During
the measurement 1nterval the secondary signals are switched
off to prevent the secondary signals from affecting the pri-
mary signal measurement. If the primary signal 1s below a
certain value, then the new secondary node 21 1s assumed to
be located 1n a region where the channel 1s potentially avail-
able for spectrum reuse. If the primary signal 1s above another
certain value, then the new secondary node 21 1s assumed to
be located 1n the primary service region B 28, the channel 1s
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not available for spectrum reuse by this node, and this node
can be used to recerved signal probes.

FIG. 2 shows the method to estimate the secondary sys-
tem’s interference to the primary system. In the preferred
embodiment of this invention, the vast majority of the pri-
mary and secondary users sharing the same channel will be
geographically separated by 10°s of km and will have low
antenna heights (10 m or less). The vast majority of paths
between the secondary and primary nodes will not allow line
ol sight propagation and will have 30 dB to 50 dB of excess
propagation loss compared to free space losses. Because of
these large losses, the secondary users will not interfere with
the primary users and significant reuse of the spectrum 1s
practical.

However, there are a variety of factors which may reduce
the propagation losses and create intertference: (1) The pri-
mary or secondary users may have elevated antennas (100 m
or more), (2) mcorrect information on the secondary user’s
location, and (3) unusual propagation due to atmospheric
conditions. These conditions are rare but exist often enough
that the secondary system must mitigate them in order to
operate on a non-interference basis. The conditions also vary
with time so they must be mitigated on a regular basis.

Unfortunately, the signal level from each secondary trans-
ceiver 20 at each primary receiver 10 can’t be measured
directly because of the expense 1n deploying the measurement
equipment and the location of the primary receivers 10 may
be unknown. Simulations and analysis could be used to esti-
mate these effects, they would require extensive detailed
knowledge of all primary users, terrain features and atmo-
spheric data, which 1s impractical to obtain.

Instead, the secondary signal level at the primary receivers
10 1s estimated by the use of propagation models and mea-
suring the secondary signal level at secondary transceiver 20
and secondary base stations 22 surrounding the primary
receivers 10. In the example shown in FIG. 2, the new sec-
ondary transceiver 21 desires to transmit using channel B
without interfering with primary users in service area B 28.
Using propagation models and the FCC ematter database, the
maximum transmit power that the new secondary transceiver
21 can use without 1nterference to primary recervers 10 1n
service area B 28 1s calculated. The transmit power level 1s
reduced by a certain value (10 dB-20 dB) to account for
modeling uncertainties.

The secondary central controller 30 then tasks the new
secondary transceiver 21 to transmit a probe signal for a brief
period (several milliseconds). The secondary central control-
ler 30 previously coordinates with the secondary transcervers
20 and secondary base stations 22 1n service area B 28 so that
they measure the probe signal amplitude. The central control-
ler 1dentifies which nodes are within service area B 28 by
comparing the primary signal level measurements to a thresh-
old value as previously described. These amplitude values are
sent to the secondary central controller 30. If any of the probe
signal amplitudes exceed a threshold value, then the maxi-
mum transmit power level that the new secondary transceiver
21 can use on channel B 1s reduced by the amount the maxi-
mum measurement exceeded the threshold. The value of the
maximum transmission power level 1s thus equal to the fol-
lowing formula: P_transmission (dBm)=P_probe (dBm)-
P_received (dBm)+“constant”, with “P_probe” the probe
transmission power level, “P_recerved” the maximum
received probe power level, and the value of the “constant™
depending on the maximum interference level allowed 1n the
“primary region” plus a safety margin.

These measurements are repeated at aregular interval (10°s
of minutes to a few hours) and the probe signal amplitudes are
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compared to previous values. If there 1s a significant change
due to changes 1n the secondary equipment (new location,
antenna rotations, changes to the system cabling . . .) or due to
unusual propagation conditions, the maximum transmit
power level that the new secondary transceiver 21 can use on
channel B 1s changed so that the maximum measurement
value equals the threshold value.

If the secondary equipment 1s mobile, than the measure-
ments are made more frequently and the threshold value 1s set
higher to account for lags in transmitting the data to the
secondary central controller 30 and other system delays. The
probe duration 1s adjusted to balance the probe measurement
time versus probe wavelorm detection probability and
depends on the number of secondary nodes and the node
dynamics. In a secondary service area 26 or 28 with 10,000
users, 10% of the capacity allocated to probing, and probing
done every hour, the probe duration 1s approximately 2 ms.

To decrease the amount of time spent probing, groups of
secondary transcerver 20 and secondary base stations 22 can
transmit the probe signals simultaneously. If the secondary
transceivers 20 and secondary base stations 22 1n service area
B 28 measure a probe signal amplitude greater than the
threshold value, then each of the secondary transcerver 20 and
secondary base stations 22 can individually re-transmit the
probe signal to determine which link will cause interference.

FIG. 3 1s a flow chart showing the above procedure used to
determine the maximum transmit power level that each sec-
ondary transceiver 20 and secondary base station 22 can use.

To mimimize the interference to the primary system, the
probe wavetorm 1s not the same as used to transmuit data. The
wavelorm 1s designed to have minimal effect on the primary
wavelorm, to be easily and quickly acquired by the secondary
system, and to have suificient bandwidth across the channel
ol 1nterest so that frequency selective fading doesn’t 1ntro-
duce large errors. In the preferred embodiment of this mnven-
tion, one of the following wavelorms 1s used depending of the
primary signal modulation.

FIG. 4 shows the probe signal waveform spectrum used
with NTSC TV video signals. The signal uses nominally four
(with a range from one to twenty) CW tones distributed 1n
four frequency zones in the 6 MHz TV channel. Two of the
zones are near the channel frequency start and end values. The
third zone frequency limits are 1.5 MHz to 4.5 MHz above the
channel start frequency Oust below the color subcarrier ire-
quency). The fourth zone 1s from 5 MHzto 5.5 MHz above the
channel start frequency (between the color subcarrier fre-
quency and aural carrier frequency). Signals 1n these zone
regions can experimentally be shown to: (1) have much less
impact to the TV reception than tones at other frequencies and
(2) are at frequencies that the NTSC signal spectrum 1s at
mimmum values. The tones 1n each zone can be transmitted at
the same time to reduce the probe measurement time or can be
transmitted one at a time to minimize the receiver processing,
requirements.

The value of this wavetorm 1s that i¢ has approximately the
same level of impact to the TV signal as a broadband wave-
form used to send data, but this wavelorm can be received
with a narrow bandwidth (~10 Hz) receirver compared to a
wide bandwidth (several MHz) broadband recerver, thus it
can be transmitted at much lower (~50 dB) amplitude and will
have minimal impact to the primary signal.

The relative amplitudes of the CW tones 1n each zone are
shown 1n FIG. 4 and are set to cause nearly the same level of
TV imterference. Experimentally 1t can be shown that signals
[in the] in the zones near [are] the channel frequency start and
end values cause approximately the same degradation of the

TV signal. The zone from 1.5 MHz to 4.5 MHz above the
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channel start frequency has signals nominally 30 dB (20dB to
40 dB range) reduced in amplitude compared to the start and
end zone signals. The zone from 5 MHz to 5.5 MHz above the
channel start frequency has signals nominally 10 dB (0 dB to
20 dB range) reduced 1n amplitude compared to the start and
end zone signals.

To recerve this wavetorm, standard FFT processing tech-
niques are used to measure the amplitude of each CW tone
and the amplitudes are normalized by the 30 dB and 10 dB
amounts described above. Selective fading will cause the
relative amplitude of each tone to vary just as would occur
with a data waveform and must be accounted for to estimate
the interference caused by a data waveform. To account for
fading, the largest of the four CW tone amplitudes 1s used to
estimate the worse case channel conditions. The probability
that all four tones are faded causing the propagation losses to
be over estimated 1s very low.

If the primary signal 1s other than NTSC TV video signals,
the probe signal 1s a conventional BPSK waveform with
bandwidth approximately equal to the channel bandwidth.
This sets the chip rate at approximately the mverse of the
bandwidth (a 10 MHz bandwidth would have a chip rate o1 10
Mcps). The wavetorm transmits a pseudo random sequence
with the maximum length that can be coherently integrated
when limited by channel conditions or receiwver hardware
complexity. In non-line-of-sight (LOS) propagation condi-
tions, the maximum channel coherence time 1s approximately
100 ms. Current low cost receiver hardware 1s limited to
sampling and processing approximately 10,000 samples.
Assuming 2 samples per chip, the maximum sequence 1s
approximately 5,000 samples. Thus, the sequence length 1s
set to the minimum of the chip rate (symbols per second)
times 100 ms (the maximum sequence duration) and 5,000.

To receive the BPSK probe signal, the secondary receiver
samples the signal for a period equal to the transmit period
and using a non-linear techmque to measure the amplitude of
probe signal. Each sample value 1s squared and the resulting
series analyzed using an FFT. Atthe frequency corresponding,
to twice the chip rate, a narrow bandwidth spectral line wall
exist with amplitude that 1s related to the receirved probe
signal amplitude. It 1s well known to those familiar 1n the art
that this technique 1s able 1dentify BPSK signals with ampli-
tude well below the noise level and provides nearly optimal
signal detection performance. Thus, the probe signal can be
transmitted at a much lower power level than a regular data
signal (which reduces interference to the primary signal) and
can still be detected.

Once the probe signal amplitudes are measured at the sec-
ondary transceivers 20 and secondary base stations 22 1n
service area B 28, the values are sent to the secondary central
controller 30 who then decides what the maximum power
level each secondary transcerver 20 and secondary base sta-
tion 22 can use with this channel as 1s described above.

FIG. 5 shows the method used to amplitude modulate the
secondary signals. Amplitude modulation 1s critical because:
(1) The primary signal strength must be measured by the
secondary system and the primary signal strength will often
be lower amplitude than the secondary signal, and (2) the
interference caused by the secondary signal must be clearly
discernible compared to other causes of reception problems
experienced by the primary users.

FIG. 6 shows the signal level measured at the primary
receiver. The primary signal dominates since the secondary
signal 1s very weak because the secondary transceivers 20 and
secondary base stations 22 are a significant distance away.
However, if the secondary signal amplitude were suflicient to
cause interference. the primary user would immediately




US RE43,066 E

9

know the cause because the impairments would periodically
cease. In contrast, interference caused by other sources (such
as amateur radios, CB radios, the user’s equipment degrad-
ing, weather conditions, lightning, primary system transmis-
sion failures, misadjustment of the primary receiver, etc.)
would not have this pattern. It1s an extremely critical property
that the primary user can immediately and reliably decide it
the secondary system 1s the cause of reception problems.
Otherwise, the secondary service provider will be liable for
all reception difficulties the primary users encounters that
would have severe economic implications.

FI1G. 7 shows how the amplitude modulation between dif-
terent channels 1s organized. The off periods between chan-
nels are staggered in time so that a single receiver at each
secondary transceiver 20 or each secondary base station 22
can monitor any or all channels of interest. A unified off
period would be highly iefficient since the off period for
cach channel would have to occur more frequently to allow
the multiple channels to be measured. The timing of the off
periods 1s determined by the secondary central controller 30
which periodically sends timing information, a schedule of
channel off periods and measurement tasking to the second-
ary transcetrvers 20 and secondary base stations 22.

In addition to measuring the primary background signal,
cach secondary transcerver 20 and secondary base station 22
will send data, recetve probe signals and transmit probe sig-
nals. This information 1s sent to the central controller 30 via
the high capacity network connecting the base stations 22.
Thenotional time line for a transcerver 1s shown in FI1G. 8. For
approximately 90% of the time (899 ms), the transceivers will
either transmit or recerve data using conventional media
access protocols. In the next interval, all secondary transceiv-
ers 1n the region go to a recerve-only mode for one millisec-
ond, and receive primary signals either in the channel they are
using or on other channels. Then for 100 ms, the secondary
transceivers will either transmait or recerve a probe signal at
frequencies that the node 1s reserving for future use or at
frequencies the other nodes need. These times are the nominal
values and can be reduced for latency critical applications or
increased for highly mobile applications.

An additional innovation 1s a technique where the second-
ary transcervers 20 and base stations 22 modify their behavior
when there are nearby primary receivers 10 or transmitters 12.
Closely spaced (10°s of meters) radios are susceptible to
significant interference caused by non-linear mixing interfer-
ence and interference caused by unintended out-of-band
transmitted signals (phase noise, harmonics, and spurs). In
the preferred approach, the secondary transceiver and base
station (20 and 22) measure the spectrum and 1dentily strong
signals that indicate proximate primary transcervers. Each
secondary node (20 and 22) will then avoid transmitting on
frequencies likely to cause interference to that specific radio.
The frequencies to avoid can be determined using a simple
model that includes harmonically related signals and cross
products of the primary signal with the secondary signal. For
example, 1f a strong cell phone transmission 1s detected at 890
MHz, it can be inferred that a recetver 1s nearby tuned to 935
MHz (cell phone channels are paired). The secondary system
may have a significant harmonic at 935 MHz when it trans-
mits at 233.75 MHz (4” harmonic is 935 MHz) and at 467.5
MHz (2" harmonic is 935 MHz). To avoid causing interfer-
ence, this specific secondary node would restrict its transmit-
ted power at these frequencies to low values or change to
another frequency.

In broadcast bands (1.e. TV), the primary receiver’s 10
local oscillator leakage will be detected to determine 11 there
1s a nearby recetver as shown i FIG. 9. These signals radiate
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from the primary receiver’s 10 antenna and have a power level
typically —80 dBm to —100 dBm and can be detected at a
range of approximately 10 m to 100 m. This 1s a well-known
technique to detect TV receivers' but has never been applied
to spectrum management systems before. FIG. 9 indicates
how the new secondary node 21 determines 1f there any
primary recemvers in close proximity to reduce the chance of
adjacent channel interference. A primary recerver 10 located
this close will recerve the secondary signal with a large ampli-
tude and will have increased probability of adjacent interfer-
ence. Proximity 1s determined by measuring the amplitude of
continuous wave (CW) signals at frequencies associated with
leakage from recerver local oscillators (LO) set to receive
signals at the channels of interest. LO signals radiate from the
primary receiver’s 10 antenna and have power level typically
of —80 dBm to —100 dBm and can be detected at a range of
approximately 10 m to 100 m. The frequency of the LO
signals are standardized and well known. The value 1s the
channel frequency plus the primary recerver’s IF frequency.
For broadcast NTSC TV the LO signals occur at 45.75 MHz
above the video carrier frequency.

U.S. Pat. No. 4577220, Laxton et al, Mar., 1986 and other patents.

To measure the LO signal amplitude, fast Fourier trans-
form (FFT) methods are used to create a narrow (~10 Hz)
bandwidth receiver. The LO signals are detected by searching
for stable, narrow bandwidth, continuous wave (CW) signals.

FIG. 10 and FIG. 11 show the secondary signal spectrum
and how 1t adapts to the noise level, which includes the
primary signal when the primary signal 1s an NTSC TV signal
or another wavelorm, which doesn’t fill the spectrum uni-
formly. FIG. 10 illustrates how 1n many cases the primary
signal level will be too low for the primary receiver 10 to use,
but the signal level will be much higher than the thermal noise
level. It the secondary system desires to use this channel 1t
will have to increase the transmitted secondary signal level so
that the received signal has the requisite signal to noise ratio
for the secondary modulation type. However, increasing the
signal power will increase the probability of interference to
the primary user and may limit the secondary usage of the
channel. FIG. 11 illustrates when the primary signal level 1s
very low and the noise level 1s effectively that of thermal
noise.

In the preferred embodiment of this invention, the second-
ary signal wavetorm 1s selected based on the interference
measurements made by the secondary transceivers 20 and
secondary base stations 22. I the interference measurements
indicate that the primary signal 1s below the threshold value
used to declare the channel open for use and the primary
signal level 1s well above the noise level, then the secondary
signal spectrum 1s reduced to {it mnto gaps of the primary
spectrum (from 1.5 MHz above the channel start frequency to
5.5 MHz above the channel start frequency) as shown 1n FIG.
10. If the interference measurements indicate that the primary
signal 1s a threshold value near thermal noise, then the sec-
ondary signal spectrum 1s to fit the entire channel width
shown 1n FIG. 11.

FIG. 12 shows the rules used to select the secondary wave-
form type. In addition to changing the waveform based on the
level of interference, the wavetorm 1s also varied depending
on the level of multipath. In high multipath propagation con-
ditions, 1t 1s well known that inter-symbol interference
severely degrades signal transmission and forces certain
wavelorms and error correction codes to be used. These
wavelorms are much less eflicient spectrally and transmit
much fewer bits per second 1n a given bandwidth of spectrum.
In the preferred embodiment of this invention, the wavetform
selection 1s based on the amount of multipath encountered on
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the specific secondary link between the secondary transceiver
20 and secondary base station 22. If the link can be closed
with a more spectrally efficient wavelorm, then that wave-
form 1s used. Otherwise, a more robust but spectrally ietli-
cient wavetform 1s used. In the prior art, the same waveform 1s
used for all links. Because the difference in capacity between
these wavelorms can exceed a factor of 10, the secondary
system capacity can significantly be improved if a large frac-
tion of the links don’t have severe multipath.

There are many types of wavelorms that could be used to
optimize performance in a high multipath link or 1n high
quality (line-of-sight) link. FIG. 12 indicates certain wave-
form types (OFDM/QPSK, rate 2 and OFDM/64QAM, rate
%4) that are robust against multipath. The mvention disclosed
here 1s not dependent on these specific waveform types and
others could be used.

FIG. 13 1llustrates the secondary transcerver 20 and sec-
ondary base station 22 radio architecture. A programmable
modem 58 1s used that can rapidly switch between wave-
forms. The secondary transceiver 20 modem 58 1s able to
generate the probe waveform and the wavetforms 1n FIG. 12
can change between them 1n a few milliseconds. The modem
58 can digitize the intermediate frequency (IF) with at least
5,000 samples and perform an FF'T to demodulate the probe
signal. A tuner 54 1s used that has a range of 54 MHz to 890
MHz when the secondary channels are the TV broadcast
bands. The mvention disclosed here 1s not limited to this band
and 1s applicable to anywhere in the spectrum. A controller 56
1s used to control the modem 58, the tuner 54, and the trans-
mitter variable attenuator 62. The antenna 50, amplifier 52,
and preselect filter 64 are multi-band devices. The user device
60 accommodates voice, data or both.

FIG. 14 shows how the present invention mitigates 1nad-
vertent mterference and FIG. 15 provides a flowchart of the
activities. A primary user 10 experiences reception problems
and because of the secondary signal’s amplitude modulation
he or she immediately 1dentifies the problem source. Using a
telephone or another rapid electronic method (such as the
Internet), he contacts a well-known 1nterference mitigation
agent (either a person, a voice recognition computer system.,
or an fully automated system ) that provides information to the
secondary central controller 30.

The primary user reports his location, the channel with
interference and the time of the interference. The central
controller identifies all secondary transcervers 20 and second-
ary base stations 22 within a distance X of the primary user
active within the time period in question, and 1dentifies what
additional channels may have caused the interference due to
adjacent channel or image rejection problems. Using propa-
gation and interference models, the maximum power each
secondary transceiver 20 and secondary base station 22 1s
allowed to transmiut, the probability of each secondary node 1s
calculated. The secondary nodes are sorted by this probabil-
ity. If the interference 1s still present, a secondary central
controller 30 tasks the most probable secondary node to tem-
porarily cease transmitting and then asks the primary user 1
the problem has cleared. If not, the secondary central control-
ler 30 goes to the next probable node and repeats this process
(expanding the distance X as required) until the offending
secondary node 1s 1dentified.

If the primary user had reported the interference as inter-
mittent (due to vaniations 1n the secondary traific loading), the
secondary central controller 30 commands the secondary
nodes to transmit for each ol the above tests instead of ceasing,
to transmit.

Once the secondary node causing the interference is 1den-
tified, the maximum transmit power level that node can trans-
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mit 1n that channel 1s reduced until there 1s no interference.
This 1s accomplished by the secondary central controller 30
iteratively tasking the secondary node to transmait signal at
varying power levels until the primary user reports no inter-
ference.

Secondary transcervers 20 and base stations 22 that are
highly elevated compared to the surrounding terrain have
line-of-sight to a large area and will have much lower propa-
gation losses to the surround primary nodes compared to
secondary nodes that are at low altitude. Because they are
more likely to cause interference, they are assigned frequen-
cies that are the least likely to cause interference as deter-
mined by the probe measurements described above. To deter-
mine 1f a secondary node 1s elevated, the node measures the
strength of several primary signals (at different frequencies)
in the area as shown 1n FIG. 16. The primary signals can be
any fixed signal with high duty cycle and constant amplitude
received over a large area such as' TV or FM broadcast signals.
If there are many signals above a certain threshold, then the
node has line-of-sight to a large region and is elevated. The
exact elevation distance 1s not determined nor 1s 1t required.

In some system applications, the frequency range of the
secondary system will not include the standard broadcast
bands. The elevation of a secondary node can still be inferred
using signals from primary cellular, PCS, or other systems
(that are not constant amplitude). These systems use ire-
quency re-use schemes where channels are assigned to dii-
terent cell towers. If the node 1s elevated, 1t will receive strong
amplitude signals at many frequencies within the frequency
re-use scheme. If the node 1s not elevated, it will receive
strong amplitude signals at only one or two frequencies
within the frequency re-use scheme.

As mentioned above, the system will use a slightly differ-
ent scheme to allocate frequencies for mobile nodes. To deter-
mine 1 a node 1s stationary or mobile, the system will peri-
odically (approximately once per second) measure the
amplitude of background primary signals. As shown 1n FIG.
17, the background signal amplitudes vary significantly with
position. Motions of a fraction of a wavelength cause changes
in background signals of several to up to 10°s of decibels. The
secondary transceiver 20 periodically (approximately every
second) measures the amplitude of several background sig-
nals from fixed, constant amplitude signals such as TV or FM
broadcast signals. If these amplitudes vary more a threshold
amount, the secondary transceiver 20 1s declared to be mobile
and higher probing and measurements rates are made to more
rapidly check that the secondary frequency 1s available. This
part of the mvention plus the feature to detect node elevation
described above enables the invention to continuously moni-
tor the spectrum allocation decisions at a rate suitable for
mobile applications.

SUMMARY, RAMIFICATIONS, AND SCOPE

Accordingly, the reader will see that the method described
above allows ellicient secondary use of spectrum while caus-
ing minimum interference to the primary user. The method
has minimal impact to the choices of the secondary system
could be added as an applique to existing or planned commu-
nication systems. It requires no modification to the existing
primary user. The technology can be economically built with
ex1sting component technology.

The invention will provide 100’s of megahertz of spectrum
to be used which before was unavailable to new uses and will
provide this spectrum below 2 GHz which 1s the most usetul
portion for mobile and non-line-of-sight applications.
Because the method has minimal effect on the present pri-
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mary users, it allows a gradual transition from the present
fixed frequency based, broadcast use of the spectrum set-up 1n
the 1930°s to the computer controlled, fully digital, packet
based, frequency agile systems coming in the near future.
With the advent of the Internet and the need for high-speed
connectivity to rural and mobile users, the present spectrum
use methods are inadequate and will not be able to meet this
need. This invention will provide spectrum for the new Inter-
net driven demand while not significantly impacting the
present spectrum users.

The mmvention described here has many advantages. The
technique used by each secondary node uses multiple effec-
tive ways (propagation models, measuring the primary signal
level and probing) to identity what channels are available.
The techmique of amplitude modulating the secondary signals
allows accurate measurement of the primary signal levels
while the secondary system 1s operating. Using the special
probe wavelorms allows these measurements to me made
with mimimal 1mpact to the primary system. Varying the sec-
ondary waveform greatly reduces the impact to the primary
system while increasing the capacity of the secondary system.
The methods to detect node elevation and node motion allow
for rapid checking and adjustment of spectrum allocations
making this technique applicable to mobile applications.

Although the description above contains many specifica-
tions, these should not be construed as limiting the scope of
the invention but as merely providing illustrations of some of
the presently preferred embodiments of this invention. For
example, the primary system could be the present broadcast
TV system. However, the methods described here would be
equally effective with sharing between commercial and mili-
tary systems, with sharing between radar and communica-
tions systems and others.

Thus the scope of the mvention should be determined by
the appended claims and their legal equivalents, rather than
by the examples given.

What 1s claimed 1s:

1. A method for a network of secondary communication
devices consisting of transcetvers, base stations and a central
controller sharing a radio frequency channel with existing
primary users with minimal interference to the primary users
comprising the steps of:

cach secondary transceiver and secondary base station

measuring the primary signal level 1n the channel,

cach secondary transceiver communicating the signal level

to the central controller, and

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,
wherein a portion of the secondary transceivers and sec-
ondary base stations 1n a region distant from where the
channel 1s being used sequentially transmit a short dura-
tion probe signal with a certain power level (P_probe),

the secondary transceivers and secondary base stations
within a primary region where the channel 1s being used
measure the probe signal amplitude value (P_received)
and send these values to the central controller, and

the central controller determines the maximum power level

for each secondary transceivers and secondary base sta-
tions 1n the distant region by the formula: P_transmis-
sion (dBm)=P_probe (dBm)-P_received (dBm)+con-
stant, with the value of the constant depending on the
maximum 1nterference level allowed in the primary
region plus a satety margin, and

the above steps are repeated at regular intervals.

2. The method according to claim 1, further comprising the
step of:

using high processing gain probe waveforms such as, but

not limited to, direct sequence waveforms, single or
multiple continuous wave (CW) tones.
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3. The method of claim 2, wherein the high processing gain
probe wavelorm 1s either multiple CW wavetorms or combi-
nations ol narrowband waveforms, each with energy 1 a
frequency zone within the NTSC six MHz channel width and
minimal energy at other frequencies 1n the channel, the fre-
quency zone being in the lower and upper guard bands,
between the video carrier and the color-subcarrier, or between
the color-subcarrier and the sound carrier.

4. A method for a network of secondary communication
devices consisting of transcetrvers, base stations and a central
controller sharing a radio frequency channel with existing
primary users with minimal interference to the primary users
comprising the steps of:

cach secondary transcerver and secondary base station

measuring the primary signal level in the channel,

cach secondary transceiver communicating the signal level

to the central controller,

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein a modulation scheme where each secondary trans-

ceiver and secondary base station transmits and receives
data for a certain time period, then simultaneously halts
transmissions, making measurements of the background
signals for a time period, and then either transmitting or
receiving probe signals.

5. A method for a network of secondary communication
devices consisting of transcetvers, base stations and a central
controller sharing a radio frequency channel with existing
primary users with minimal interference to the primary users
comprising the steps of:

cach secondary transcerver and secondary base station

measuring the primary signal level in the channel,

cach secondary transceiver communicating the signal level

to the central controller,

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein proximate primary receivers are identified to each

secondary transceivers and secondary base stations by
having each secondary transceiver and secondary base
station measure the strength of all strong signals within
a certain range of the spectrum, and

those signals with a power level above a threshold value

declare that these are proximate nodes, and

determine the proximate radio’s recetve frequency using

well-known standards information, and

restricting the secondary transceiver’s or secondary base

station’s transmit frequency list from harmonically
related values, adjacent channel values, or image related
values compared to the primary signal.

6. A method for a network of secondary communication
devices consisting of transcetvers, base stations and a central
controller sharing a radio frequency channel with existing
primary users with minimal interference to the primary users
comprising the steps of:

cach secondary transceirver and secondary base station

measuring the primary signal level in the channel,

cach secondary transceiver communicating the signal level

to the central controller, and

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein proximate primary recerve only radios are identi-

fied to each secondary transceivers and secondary base
stations by having each secondary transcervers and sec-
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ondary base stations measure the strength of the primary
receiver’s local oscillator leakage, and

and those signals above a threshold value declare that these

1s a proximate receive-only node, and

determine the proximate recetver’s frequency using well-

known standards information, and

restricting the secondary transceivers or secondary base

station’s transmit frequency list from harmonically
related values, adjacent channel values, or image related
values compared to the primary signal.

7. A method for a network of secondary communication
devices to share the analog TV spectrum consisting of the
steps of,

cach secondary transceivers and secondary base stations

measuring the strength of the background TV signal
strength, and

if the primary TV signal strength 1s greater than a certain

level above the noise level but less than another higher
level, then

the secondary system will use a waveform with energy

between 1.5 MHz above the channel start frequency and
4.5 MHz above the channel start frequency to avoid
interference caused by the analog video and sound car-
riers.

8. A method for a network of secondary communication
devices consisting of transceivers, base stations and a central
controller to 1dentity which device 1s causing Interference to
a primary user comprising of the steps of,

a method to unambiguously marking the secondary system’s
signal when received by the primary receiver such as, but not
limited to, amplitude modulating the secondary signal, and
provide a method for the affected primary user to commu-
nicate with the secondary system’s central controller
and communicate the primary receiver’s location and
the channel frequency, and
the central controller determine the closest secondary
transcerver or secondary base station to the primary node
and the likely frequencies being transmitted that might
cause the interference, and

command the secondary transceiver or secondary base sta-

tion to transmit data, and

sequentially reducing the power of the closet secondary

transcerver or base station until the primary user reports
that the problem 1s resolved, and

if the interference to the primary receiver continues, deter-

mine the next closest secondary transceiver or secondary
base station to the primary node and repeating the pre-
vious step until the secondary node causing the Interfer-
ence 1s located.

9. A method for a network of secondary communication
devices consisting of transcervers, base stations and a central
controller sharing a radio frequency channel with existing
primary users with minimal interference to the primary users
comprising the steps of:

cach secondary transceiver and secondary base station

measuring the primary signal level 1n the channel,

cach secondary transceiver communicating the signal level

to the central controller, and

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein each secondary transceivers arid secondary base

stations measures the strength of multiple signals from

several other stationary transmitters and by analysis of

these signal level amplitudes and 11 there 1s significant
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co-channel interference determines if the secondary

transcerver or secondary base station 1s moving or

elevated, and
if the secondary transceiver or secondary base station 1s mov-
ing or elevated, then the node will use more conservative
spectrum assignments that include one or more of the follow-
ing: reducing the node’s maximum transmitted power,
Increasing the repetition rate of the node’s probing and pri-
mary signal level measurements, and use of another channel.

10. A method for a network of secondary communication
devices comprising transceivers, base stations and a central
controller sharing a radio frequency channel with existing
primary usevs with minimal interference to the primary users,
the method comprising the steps of:

each secondary transceiver and secondary base station

measuring the primary signal level in the channel,
each secondary transceiver communicating the signal
level to the central controller, and

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein a portion of the secondary transceivers and sec-

ondary base stations in a region distant from where the
channel is being used sequentially transmit a short dura-
tion probe signal with a certain power level (P__probe),
the secondary transceivers and secondary base stations
within a primary region wheve the channel is being used
measure the probe signal amplitude value (P received)
and send these values to the central controller, and

the central controller determines the maximum power level

for each secondary transceivers and secondary base
stations in the distant vegion by the formula: P transmis-
sion (dBm)=P_probe (dBm)-P received (dBm)+con-
stant, with the value of the constant depending on the
maximum interference level allowed in the primary
region plus a safety margin, and

the above steps ave vepeated at vegular intervals.

11. The method according to claim 10, further comprising
the step of:

using high processing gain probe waveforms such as, but

not limited to, direct sequence waveforms, single or
multiple continuous wave (CW) tones.

12. The method of claim 11, wherein the high processing
gain probe waveform is either multiple CW waveforms or
combinations of narrowband waveforms, each with energy in
a frequency zone within the NTSC six MHz channel width and
minimal energy at other frequencies in the channel, the fre-
quency zone being in the lower and upper guard bands,
between the video carrier and the color-subcarrvier, or
between the color-subcarvier and the sound carrier.

13. A method for a network of secondary communication
devices comprising of transceivers, base stations and a cen-
tral controller sharing a radio frequency channel with exist-
ing primary users with minimal interference to the primary
users, the method comprising the steps of: each secondary
transceiver and secondary base station measurving the pvi-
mary signal level in the channel,

each secondary transceiver communicating the signal

level to the central controller

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein each secondary transceiver and secondary base

station transmits and receives data for a certain time
period, then simultaneously halts transmissions, makes
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measurements of the background signals for a time
period, and then either transmits or veceives probe sig-
nals.

14. A method for a network of secondary communication
devices comprising transceivers, base stations and a central
controller sharing a vadio frequency channel with existing
primary users with minimal interference to the primary users,
the method comprising the steps of:

each secondary transceiver and secondary base station

measuring the primary signal level in the channel,
each secondary transceiver communicating the signal
level to the central controller,

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

determining a proximate rvadio’s receive frequency using

well-known standards information, and

vestricting the secondary transceiver’s ov secondary base

station’s transmit frequency list from havrmonically
related values, adjacent channel values, or image
related values compared to the primary signal,
whevrein proximate primary veceivers are identified to each
secondary transceiver and secondary base station by
having each secondary transceiver and secondary base
station measuvre the strength of all strong signals within
a certain vange of the spectrum, each signal with a
power level above a threshold value indicating a proxi-
mate nodes.
15. A method for a network of secondary communication
devices comprising transceivers, base stations and a central
controller sharing a vadio frequency channel with existing
primary users with minimal interference to the primary users,
the method comprising the steps of:
each secondary transceiver and secondary base station
measuring the primary signal level in the channel,

each secondary transceiver communicating the signal
level to the central controller. and the central controller
determining which channels each node may potentially
use by comparing the primary signal level to a threshold
value,

wherein proximate primary receive only radios arve identi-

fied to each secondary transceiver and secondary base
station by having each secondary transceivers and sec-
ondary base stations measure the strength of the pri-
mary receiver's local oscillator leakage, those signals
above a threshold value indicating a proximate veceive-
only node,

determining the proximate veceiver’s frequency using well-

known standards information,

vestricting the secondary transceivers’ or secondary base

station’s transmit frequency list from havmonically
related values, adjacent channel values, or image
related values compared to the primary signal.

16. A method for a network of secondary communication
devices to share the analog TV spectrum, the method com-
prising:

each secondary transceiver and secondary base station

measuring the strength of the background TV signal
strength, and

if the primary TV signal strength is greater than a certain

level above the noise level but less than another higher
level then

using, by the secondary system, a waveform with energy

between 1.5 MHz above the channel start frequency and
4.5 MHz above the channel start frequency to avoid
interference caused by the analog video and sound car-
viers.
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17. A method for a network of secondary communication
devices comprising transceivers, base stations and a central
controller to identify which device is causing interference to a
primary user, the method comprising:

marking the secondary system’s signal when received by

the primary receiver by amplitude modulating the sec-
ondary signal,

providing a method for an affected primary usev to com-

municate with the secondary system’s central controller
and communicate the primary receiver’s location and
the channel frequency,

determining, at the centval controller, the closest second-

ary transceiver ov secondary base station to the primary
node and the likely frequencies being transmitted that
might cause the interference,

commanding the secondary transceiver or secondary base

station to transmit data,

sequentially reducing the power of the closet secondary

transceiver or base station until the primary usev veports
that the problem is resolved, and

if the interference to the primary receiver continues, deter-

mine the next closest secondary transceiver or second-
ary base station to the primary node and repeating the
previous step until the secondary node causing the inter-
Jerence is located.

18. A method for a network of secondary communication
devices comprising transceivers, base stations and a central
controller sharing a radio frequency channel with existing
primary usevs with minimal interference to the primary users,
the method comprising the steps of:

each secondary transceiver and secondary base station

measuring the primary signal level in the channel,
each secondary transceiver communicating the signal
level to the central controller, and

the central controller determining which channels each

node may potentially use by comparing the primary
signal level to a threshold value,

wherein each secondary transceiver and secondary base

station measures the strength of multiple signals from
several other stationary transmitters and by analysis of
these signal level amplitudes and if there is significant
co-channel interference determines if the secondary
transceiver orv secondary base station is moving or
elevated, and

if the secondary transceiver or secondary base station is

moving or elevated, using move conservative spectrum
assignments that include one ov movre of the following.
reducing the node’s maximum transmitted power,
increasing the vepetition vate of the node’s probing and
primary signal level measurements, and use of another
channel.

19. A method for a plurality of transceivers to communicate
using at least one channel in the broadcast television fre-
quency bands, the method comprising:

each transceiver measuring background 1TV signal

strength;,

determining whether the measured 1V signal strength is

greater than a first level and less than a second level, the
second level being higher than the first level; and

if the measured TV signal strength is greater than the first

level and less than the second level, using a waveform

with energy above a start frequency of the at least one
channel.

20. The method of claim 19, wherein the first level is at least

the noise level and the second level is not greater than a

threshold value used to identify the channel as available for
use.
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21. A method for a plurality of cooperative transceivers
and a central controller to communicate using a vadio fre-
quency channel, the method comprising:

providing a means for a non-cooperative node to identify

the non-cooperative node’s location and the channel on
which interference is veceived;

identifving a first cooperative node and associated likely

frequency being transmitted that might cause the inter-
Jerence;

commanding the identified first node to transmit data,

sequentially reducing the power of the identified first node

until the non-cooperative node veports that the interfer-
ence is decreased; and

if the interference to the non-cooperative node continues,

repeating the previous step until a node causing the
interference is located.

22. The method of claim 21, wherein the first node is the
closest of the plurality of transceivers to the non-cooperative
recelver.

23. The method of claim 21, wherein the non-cooperative
node’s location and the channel on which interference is
received is communicated to the central controller.

24. A system comprising a plurality of transceivers, each
transceiver configuved to measure background 1TV signal
strength in at least one channel; said system configured to:

determine whether the measured TV signal strength is

greater than a first level and less than a second level, the
second level being higher than the first level; and

if the measured TV signal strength is greater than the first

level and less than the second level, configure the system
to use a waveform with energy above a start frequency of
the at least one channel to communicate among the
plurality of transceivers.

25. The system of claim 24, whevrein the first level is at least
the noise level and the second level is not greater than a
threshold value used to identify the channel as available for
use.
206. A system comprising.

a plurality of cooperative transceivers; and
a central controller;
at least one of said cooperative transceivers or said central
controller configured to provide a means for a non-
cooperative node to identify the non-cooperative node’s
location and a channel on which interference is
received;
said central controller further configured to:
identify a first of the plurality of cooperative transceiv-
ers and an associated likely frequency being transmit-
ted that might cause the interference; and

command the identified first cooperative transceiver to

transmit data;
said identified first cooperative node configured to sequen-
tially reduce the power of the commanded transmission
until the non-cooperative node veports that the interfer-
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ence is decreased and, if the interference to the non-
cooperative node continues, sequentially rveduce the
power of the commanded transmission until a node
causing the interference is located.

27. The system of claim 26, wherein the first node is the
closest of the plurality of transceivers to the non-cooperative
receiver.

28. The system of claim 26, wherein the non-cooperative
node’s location and the channel on which interference is
received is communicated to the central controller.

29. A device comprising.

a communication module configured to measure back-

ground TV signal strength in at least one channel; and

a processor configured to:

determine whether the measured TV signal strength is

greater than a first level and less than a second level,

the second level being higher than the first level; and

if the measured TV signal strength is greater than the first

level and less than the second level, configure the com-

munication module to use a waveform with energy above

a start frequency of the at least one channel to commu-
nicate with a plurality of transceivers.

30. The device of claim 29, wherein the first level is at least
the noise level and the second level is not greater than a
threshold value used to identify the channel as available for
use.

31. The device of claim 29, wherein said communication
module comprises a tuner, a programmable modem, or a
combination thereof.

32. A device comprising.

a communication module configured to communicate with

a plurality of cooperative transceivers;

a processor configured to:

provide a means for a non-cooperative node to identify
the non-cooperative node’s location and a channel on
which interference is rveceived;

identify a first of the plurality of cooperative transceiv-
ers and an associated likely frequency being transmit-
ted that might cause the interference; and

command the identified first cooperative transceiver to
transmit data at sequentially veduced power until the
non-cooperative node reports that the interference is
decreased and, if the interference to the non-coopera-
tive node continues, sequentially reduce the power of
the commanded transmission until a node causing the
interference is located.

33. The device of claim 32, said communication module
further configured to receive the non-cooperative node’s
location and the channel on which interference is received.

34. The device of claim 32, wherein said communication
module is a tuner, a programmable modem, or a combination

thereof.
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filed on December 1, 2014, now U.S. Reissue Patent No. RE46,905 E, issued June
19, 2018, which is a continuation reissue application of U.S. Reissue Patent
Application Serial No. 13/968,367, filed on August 15, 2013, now U.S. Reissue
Patent No. RE45,302 E, issued December 23, 2014, which is a continuation
reissue application of U.S. Reissue Patent Application Serial No. 13/089,492,
filed on April 19, 2011, now U.S. Reissue Patent No. RE44,492 E, issued
September 10, 2013, which together with U.S. Reissue Patent Application Serial
No. 12/944,796, filed on November 12, 2010, now U.S. Reissue Patent No.
RE44,237 E, issued May 21, 2013, each of which (°492 and °796) is a divisional
reissue application of U.S. Reissue Patent Application Serial No. 12/326,755 (the
present application), filed on December 2, 2008, now U.S. Reissue Patent No.
RE43,0606 E, issued January 3, 2012, which is a reissue application of U.S.
Patent Application Serial No. 09/877,087, filed on June 11, 2001, now U.S.
Patent No. 7,146,176 B2, issued December 5, 2000, --

Signed and Sealed this

Twentieth Day of October, 2020

Andrei Iancu
Director of the United States Patent and Trademark Office
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