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METHOD AND SYSTEM FOR FILTERING
ELECTRONIC MESSAGES

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

RELATED APPLICATIONS

This application is a continuation reissue of U.S. patent

application Ser. No. 11/448,579, filed Jun. 7, 2006, now U.S.
Pat. No. RE41,411; which is a reissue of U.S. Pat. No. 6,199,
102, filed as U.S. patent application Ser. No. 05/921,950 on
Aug. 26, 1997

FIELD OF THE INVENTION

The present invention relates generally to the receipt of
clectronic messages, via the Internet for example, and more
particularly, to a system and method for filtering unsolicited
clectronic commercial messages.

BACKGROUND OF THE INVENTION

By taking advantage of the growing popularity of the Inter-
net, a user can send messages to a receiver located virtually
anywhere 1n the world. There are a number of advantages to
sending messages via electronic mail (email) rather than
through the U.S. Postal Service. By using email, 1t may take
only seconds for the sender’s message to be received by a
receiver on the other side of the world. The receiver can read
the sender’s text immediately on the screen, respond to 1t right
away, save 1t for later, print it, or quickly forward 1t to another
receiver. Messages a user recetves can be organized into
convenient electronic folders and saved for as long as the user
wishes without taking up office space. Due to these advan-
tages, email has become many people’s principal means of
communicating with the world.

A further function of electronic mail allows a user to create
clectronic mailing lists for sending notices to hundreds or
even thousands of people at once. Due to the ease of sending
clectronic mail to a very large number of people, the number
of mass mailings for unsolicited advertising has risen dra-
matically. Unlike advertisements through the U.S. Postal Ser-
vice, 1t 1s not necessarily clear to the user that the message 1s
for advertising purposes until the user opens and reads the
message. Thus, the target of the unsolicited electronic com-
mercial message must typically open the message, read a
portion of 1t, then, after determining 1t to be unwanted *“junk”™,
delete 1t. A user recerving several of these commercial mes-
sages can easily expend valuable time, resources and mental
aggravation.

Companies and individuals 1n the business of mass com-
mercial emailing have shown a reluctance to stop their prac-
tice or refrain from contacting recipients who do not want to
receive promotions. This business, like traditional junk mail,
1s profitable. Since the cost of sending emails 1s so low, a junk
¢-mailer (commonly referred to as a “spammer”) benelits by
contacting the largest and broadest group of recipients as
possible—more recipients means more people who might be
interested 1n the message—even 1 1t also means a larger
group of outraged recipients.

Members of the electronic commumnity have tried to create
numerous roadblocks to stop spamming—some electronic,
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some legal, and some with a business focus. Unfortunately,
the junk email sending community has generally adapted to
and overcome each one.

An attempt to request the advertiser to stop soliciting the
user 1s typically severely hindered since 1t 1s common practice
for advertisers to either not provide a reply address or to make
up a false reply address. Since some email systems (the Inter-
net 1n particular) do not require a valid reply address nor a
valid sender name, most ads can be repeatedly sent to thou-
sands of people without giving the recipients a convenient
method to request that they be taken off the advertiser’s list.
Spammers who do provide valid reply information are often
unresponsive to requests to desist. Accordingly, thousands of
email users must sutier through a barrage of unwanted email
advertisements which typically must be opened in order to
determine that 1t 1s an (unwanted) advertisement. In lieu of a
valid email reply address, some of these unsolicited commer-
cial messages will give a non toll-free number. In order to
contact the advertiser, the user must pay for a phone call
which may be long distance.

There 1s currently an attempt to address these 1ssues of
unsolicited commercial messages by legislative means. How-
ever, since 1t 1s relatively simple for an advertiser to access a
server virtually anywhere in the world 1n order to send his
unsolicited commercial message to anywhere else in the
world, U.S. legislation may have, at best, a limited effect on
the problem.

Some users have tried to avoid this problem by posting

notices threatening to sue 11 unsolicited commercial messages
are sent to them. However, since most unsolicited commercial
messages are sent to thousands of people at a given time, 1t 1s
quite likely that the advertisers would never see the notice.

Accordingly, what 1s needed 1s an effective system and
method for filtering unsolicited electronic commercial mes-
sages. The present invention addresses such a need.

SUMMARY OF THE INVENTION

The present mvention provides a system and method for
filtering unsolicited electronic commercial messages. A sys-
tem and method according to the present invention for screen-
ing out unsolicited commercial messages comprises the steps
of recerving a message from a sender, sending a prompt back
to the sender, receiving a response to the prompt, and deter-
mining 1f the response 1s a proper response.

According to the present mvention, when an electronic
message 1s recerved, unless the sender 1s part of a list of
senders to accept messages from, 1t 1s determined 11 the sender
address 1s a valid address. It the sender address 1s not a valid
address, then 1t can be assumed that 1t 1s an unsolicited com-
mercial message. However, 1f the sender address 1s valid, then
a prompt 1s sent to the sender. The prompt can be any question
which can be answered by a person but typically not by a
computer system. I a correct response to the prompt 1s
received thereafter, then the message can be assumed not to be
a mass mailed unsolicited commercial message, and accord-
ingly 1s not filtered out. If incorrect, the message 1s filtered.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 15 a block diagram of a computer system 1n which
the present invention can reside.

FIG. 2 1s a block diagram of a network in which the present
invention can operate.

FIG. 3 1s an example of a networking system 1n which the
present invention can operate.
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FIG. 4 1s another example of a networking system in which
the present invention can operate.

FIG. 5 1s a diagram of a typical electronic message.

FIG. 6 1s an example of a challenge and 1ts components
according to the present invention.

FIG. 7 1s a flow diagram of a method according to the
present invention.

DESCRIPTION OF THE INVENTION

The present invention relates to a system and method for
screening out unsolicited commercial messages. The follow-
ing description 1s presented to enable one of ordinary skill 1n
the art to make and use the invention and 1s provided in the
context of a patent application and 1its requirements. Various
modifications to the preferred embodiment will be readily
apparent to those skilled 1n the art and the generic principles
herein may be applied to other embodiments. Thus, the
present invention 1s not intended to be limited to the embodi-
ment shown but 1s to be accorded the widest scope consistent
with the principles and features described herein.

Although the present invention 1s described in terms of a
system which recerves e-mail, 1t 1s to be understood that email
1s merely an example in which the present invention can be
applied. For instance, the present invention can also be
applied to electronic messages 1n video form wherein unso-
licited commercial messages can be sent via video.

In an attempt to solve some of the problems related to
unsolicited commercial messages 1n the electronic medium, a
message filter 1s currently available. However, 1t has been
found that the conventional message filter 1s highly ineffec-
tive 1n screening out unsolicited commercial messages.

Conventional message filtering involves the use of a mail
filter 1n an email recipient’s local email system. Such a filter
typically sorts incoming email for the recipient into catego-
ries determined by the recipient. The filter typically simply
scans elements of each email message as 1t reaches the recipi-
ent and determines what category it should be placed 1n
depending on certain criteria. One category 1s “discard”.
Messages which the filter places 1n the discard category are
automatically discarded, but 1n practice the direct deletion of
messages via a filter 1s extremely risky. A pertect filter would
catch and dispose of all junk messages and retain all non-junk
messages, but such a filter has yet to be demonstrated. This
imperfection 1s primarily caused by the inability of most
filters to determine what constitutes “junk email”. For this
reason, most filter designs take a different approach and move
suspected junk messages to a temporary or miscellaneous
holding category for review by the recipient before deletion.
Invariably, desired messages are accidentally marked for
deletion and junk messages slip through the filter. The user
must typically manually correct these mistakes.

Conventional filters have had varying degrees of intelli-
gence; some have simply worked with lists of mail addresses
and have sorted messages according to the source of the
message; others have used keywords provided by the recipi-
ent to sort; with others, finally, the filter observes how the
recipient sorts his email and 1s then able to sort 1n a similar
fashion (usually by utilizing a combination of the two previ-
ous methods—source lists or keyword/content searches).

Each of the message filtering methods has weaknesses that
can and typically are exploited by junk email senders. The
source list method requires a message sender to be on a list
(either an acceptance or blocking list) 1n order to permit the
filter to take action. A message from an unknown sender
(frequently a solicitor) cannot be discarded because 1t might
be from, for example, a new business contact or a long-lost
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friend. By constantly using new sender addresses, a solicitor
can assure that junk messages will pass through a source list
filter and come to rest 1n a temporary or miscellaneous cat-
egory reserved for messages that are not actionable. Mes-
sages 1n this category must typically, at least briefly, be
scanned by the recipient—a successtul defeat of the filtering
mechanism. The second method—keyword/content search-
ing—has the potential of discarding wanted, as well as
unwanted, messages. Any keyword or phrase search (with the
intention of 1dentitying and dealing with particular message
subject matters) will eventually discard a bona fide message
that appears to be “qunk”™ 1n nature. For example, searching
and discarding all messages with the words “make money™ 1n
them might get rid of some junk messages, but 1t will also
eventually discard a desired message such as a new business
idea from a brother or sister that happens to use the same
words or word patterns. Again, the flaws 1n this approach
force most implementations to place incoming messages 1n a
temporary holding category. And again the messages 1n this
category will, at least briefly, be scanned by the recipient a
success for the solicitor.

It should be noted that there are some message filtering
techniques that rely upon the sender to indicate the subject or
target audience of their message. The recipient’s filter can
then look for and operate on these messages with the recipi-
ents best interests in mind. These can work successtully, for
example, 1n a corporate environment where both the senders
and recipients have a working relationship and an active
interest in effectively using each other’s time and communi-
cation resources wisely. For example, all incoming resumes
might be marked as high priority for a human resources
manager, but the sender would have to indicate, via a prede-
termined method, that the content of the message was a
resume. The human resource recipient could then configure
theirr email processing system to categorize and correctly
handle these resumes. These techniques are metfective, how-
ever, when the sender 1s not cooperative and uminterested 1n
having their messages mntercepted and screened by this
mechanism. Most junk email senders on the Internet fall into
this category. The business of sending junk email 1s typically
profitable, legal, and effective. There 1s no incentive for such
an individual or company to actively make 1t easier for recipi-
ents to discard or 1ignore their messages. Indeed, most spam-
mers make money by emailing more individuals, not less.
Any technique, therefore, that attempts to stop this flow of
unwelcome messages, can not rely on the cooperation of the
message senders. In fact, this group has shown the exact
opposite tendency in actively pursuing means of circumvent-
ing any and all filtering techniques.

Even 11 these filtering techmiques provided a reasonable
means ol relietf from the junk email onslaught, they still suffer
from the need to be actively maintained. For example, source
lists must continually be updated as solicitors use new sender
addresses. And keyword lists must be continually modified as
solicitors send widely varving and extremely creative mes-
sages which resemble legitimate communications. In either
case, the temporary holding category must typically be
reviewed for mistakes and the filtering apparatus must be
maintained. Junk email usually causes frustration because of
the time wasted in dealing with 1t. The use of conventional
message filters has simply traded one means of spending time
with another with no net gain.

Accordingly, what 1s needed 1s an effective system and
method for screening out unsolicited electronic commercial
messages. The present invention addresses such a need.

A feature of the present invention 1s the checking of incom-
ing messages to verily that they include valid sender infor-
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mation. Any message which does not contain a valid sender
address 1s assumed to be a junk email communication and 1s
dealt with appropnately (generally deleted).

The “validity” of a sender address will depend on the
specifics ol whatever communication system 1s being used.
On the Internet, for example, a sender address cannot contain
certain characters (such as ‘control’ characters ), must include
an AT “@” symbol, and must be from a registered domain
name. Each of these requirements (as well as others) can be
checked. A sender address which violates any of them would
be mvalid.

Another feature of the present invention is the checking of
incoming messages to verity that each message 1s properly
addressed to the user (the recipient). For example, a message
which 1s not addressed to the recipient will be assumed to be
a junk email communication and dealt with appropnately
(generally deleted).

When determining whether an incoming message 1s actu-
ally addressed to the recipient, the method according to the
present invention will consider various appropriate recipient
designations for the messaging system being used. In other
words, 1t 1s possible that the recipient will recerve a valid
message that 1s not directly addressed to him. Instead, he
might be a CC (carbon copy) recipient, or perhaps a BCC
(blind carbon copy) recipient. There may be other possible
message recipient designations. As long as the invention
user’s address 1s present on at least one of these recipient
designations the message 1s considered valid. If the user’s
address 1s absent from all of these recipient groups the incom-
ing message 1s considered junk email.

Yet another feature of the invention 1s that 1t prompts unrec-
ognized email senders, for example, by returning their mes-
sage and asking them a predetermined question or one of a set

of predetermined questions:

“What color 1s an orange?”

“What 1s the ocean made of?”

“Fire 1s not cold, 1t 1s 7

“How many wheels on a car?”

“Muhammad Al 1s a (a) boxer, (b) man, (¢) horse, (d)

airplane.

Choose all that apply.”

Most humans can answer these questions, but 1t would be
an enormous task to do so with a computer. In order to
communicate with the recipient, the sender must correctly
answer the question they are asked.

Preferably a block of text 1s added to the beginming of an
incoming email message from an unknown sender. The send-
er’s original message 1s preferably preserved. This block of
text 1s referred to as a Challenge and contains, among other
clements, a prompt, such as a question similar to those above.
It also contains an answer blank area where the sender 1s
requested to place their response to the prompt. After adding,
the Challenge text to the original message, thereby creating a
modified message, the modified message, 1s returned to the
sender. The sender must answer the Challenge (which
includes the prompt) and send 1t back to the recipient. Upon
receiving a completed Challenge, the answers are checked for
validity. If the answers are correct, the message 1s forwarded
to the recipient. Otherwise the message 1s blocked and dis-
carded.

Recall that many senders purposely make themselves
unreachable. If they are not reachable, they will never receive
the Challenge and their messages will automatically be dis-
carded.

If, on the other hand, they provide accurate sender infor-
mation they will then be mundated by Challenges from users
of this invention, 1n addition to vast quantities of undeliver-
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able returned messages and other detritus. In order to reach
users of this invention, the spammer must staif relatively large
banks of people to answer these Challenges (because a com-
puter cannot). The staff to sort through the incoming mess of
messages and manually answer Challenges will cost money
and hurt the profitability of the junk email business. Many 1n
the business would likely choose to avoid this step by either
not including a sender address or ignoring all returned
email—in either case their unwanted transmissions do not
reach a user of the method and system according to the
present 1nvention.

FIG. 1 1s a block diagram of a system 1n which the present
invention can reside. The computer system 10 1s shown to
include a display 12, a keyboard 14, a pointing device 16, a
processor 18, a memory 20, a disk drive 22, and a Network
interface 24. These various components are shown to be
coupled to a system bus 26.

FIG. 2 1s a block diagram of networking system with which
the present invention can work. The Internet system 30 1s
shown to include mail servers 52a-52¢ which utilize the stan-
dard protocol of Simple Mail Transfer Protocol (SMTP). A
message 34 can be sent via one of the SMTP servers, such as
the server 52a. The message may be passed through several
servers before reachung its final destination, in this example,
the server 52c¢. Once the message 1s received by the destina-
tion receiver 52c¢, then 1t 1s typically sent to a mailbox 56, such
as a Post Office Protocol box (POP) or Internet Message.
Access Protocol box (IMAP) where i1t 1s held pending
retrieval by an Email Chient Program 60. During message
retrieval, the message can be filtered through the Message
Filter Program 58. Note that the Message Filter 58 according
to the present mnvention can be located 1n various locations
including between the Mailbox 56 and the user’s Email Client
Program 60; as part of mailbox servers such as Mailbox 36, or
in the Email Client Program 60 which actually processes the
user’s messages. In the example shown in FIG. 2, the Mes-
sage Filter 58 according to the present invention 1s shown to
be located between the Mailbox 56 and the Email Client
Program 60. In the following figure (FIG. 3), the message
filter 1s shown 1ncorporated into the Email Client Program.

FIG. 3 1s an example of a networking system in which the
present invention can operate. Filtering Enabled Email Client
Program 100 1s shown communicating with a Network 110
that facilitates communication among other members of the
network. Filtering Enabled Email Client Program (FEECP)
100 1s resident and actively run on a computer system 1llus-
trated 1n FIG. 1 which also provides the network connection.

Filtering Enabled Email Client Program 100 communi-
cates with Network 110 which connects a number of Users
101a-101c. Network 110 may be a network such as the Inter-
net or a commercial email network, or it may be a 101c an
email system which communicates internally between users
of a single computer system. Users 101a-101c are intercon-
nected to this network by one or more links 103 over which
cach User 101 may send and recerve electronic messages
(email).

The Network 110 connects any number of computer sys-
tems 101a-101c, each being able to facilitate at least one user.
Each user attaches to and interacts with the Network 110 (and
other Users 101) by means of a device, generally a computer,
that sends, receives, interprets, and acts upon the signals
transmitted across the network. Each user 101, therefore rep-
resents not only an individual, but also the computing devices
and email client programs that allow them to communicate
over network 110. These computers may vary greatly in their
construction and manner of use. They may contain different
configurations of logic processing soltware and may have
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different capabilities (for example, some may have email
client mail filters like this invention and some may not.) For
the sake of this discussion, each will have, at the minimum,
rudimentary capabilities to compose, send, receive, and
manipulate electronic messages over network 110 by way of
an email client program.

Filtering Enable Email Client Program 100 (and the user(s)
that use 1t) has the same characteristics and capabilities as
normal Users 101, but also implements the various part of the
message {iltering system of the present invention. The system
and method according to the present invention allows the user
to reduce the amount of junk email received from the network
(and hence other users). There may be multiple users on the
network that implement a Filtering Enabled Email Client
Program 100, but this discussion will focus on only one such
user for the sake of clarity.

Filtering Enabled Email Client Program (FEECP) 100

As a whole, FEECP 100 1s primarily a software applica-
tion. Each of FEECP 100°s composite components (103, 106,
107, 108, 109, 114, 115) are likewise primarnly software
modules. As such, all of them utilize some combination of
processing time, memory, long-term storage, video displays,
input devices, pointing devices, and other common computer
clements, components, systems, and/or processes. The exact
computing requirements necessary to execute FEECP 100
will vary, but can easily be determined by someone skilled in
the art. In general, FEECP 100 resides and operates on a
reasonably powertul and reasonably configured computing
device necessary to execute and carry out the described imnven-
tion and each of 1ts components. An individual skilled 1n the
art could easily specily such a machine and most modern
computing devices available to average consumers currently
meet these criteria.

The Mail Processor 104 1s the main transmission and pro-
cessing component that retrieves and/or accepts mmcoming
messages and {ilters them approprately. Each incoming mes-
sage 1s examined and processed by this component according
to the flow chart in FIG. 7. During these steps, the Mail
Processor 104 will utilize some or all of the secondary com-
ponents of the FEECP 100. These secondary components
include an Acceptance List 105, a Blocking List 115, Reposi-
tory 106, General and Legal Notices 107, Message Folders
108 (a.n), a System Log File 114 and a User Mail Interface
109.

As mentioned, Mail Processor 104 also handles the trans-
mission of electronic messages. All messages arrive and are
sent via link 103, but the specific process mvolved will vary
depending on the messaging platform. On the Internet (the
platform for this preferred embodiment), incoming mail waill
typically be retrieved from a message storage device located
on the Network 110 called a POP3 or IMAP server. When
commanded (perhaps from the user or after a certain time
interval), Mail Processor 104 will access one or more of these
“mailbox” servers and retrieve the user’s messages (if any).
As these messages are retrieved, they are processed and {il-
tered according to tlow chart FIG. 7.

To send a message on the Internet, Mail Processor 104 will
contact an SMTP mail server. This server 1s similar to a
conventional post oflice and accepts outgoing mail for deliv-
ery. Any outgoing mail 1s transmitted to such a server by Mail
Processor 104. Note that outgoing mail does not require any
sort of filtering action and 1s delivered directly.

Acceptance List 103 contains zero or more email addresses
or address patterns 1n a list—maintained on a non-volatile
storage device—that can be retrieved, edited and saved.

The Acceptance List 105 contains email sender addresses
(and therefore email senders) that are permitted to commu-
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nicate ummpeded with the recipient. Any incoming message
with a sender address contained 1n or matching a pattern on
this Acceptance List will be permitted to reach the recipient.

This Ilist may contain 1individual entries, such as
“John_Smith@aol.com” (an Internet style address) or pat-
terns such as “[all]@aol.com™. This pattern could indicate
that all messages from senders in the “aol.com”™ domain
should be accepted and passed on to the recipient unimpeded.

A feature of the method according to the present invention
1s the automatic creation and maintenance of this Acceptance
[1st. Under normal circumstances, this invention will add
entries to the acceptance List based upon the filtering process
outlined 1n flow diagram, FI1G. 7. It 1s an option, however, for
the user to manually add or delete an address or address

pattern on this list, which could be done using User Intertace
109.

The Blocking List 115, like the Acceptance List 103, also
contains zero or more email address or address patterns 1n a
list—also maintained on a non-volatile storage device—that
can be retrieved, edited and saved. This list, however, per-
forms the opposite function—any message with a sender
address contained 1n or matching a pattern on the Blocking
List 115 1s filtered and blocked from reaching the recipient.

This list, just like the Acceptance List 105, may contain
individual entries, such as “John_Smith{@aol.com™ (Internet
style address) or patterns such as “[all](@aol.com™.

Unlike Acceptance List 105, the Blocking List 115 1s not
actively maintained by the filtering process described 1in FIG.
7. Instead, the blocking list 1s manually edited by the user.

If an email solicitor correctly answers a Challenge and
reaches the recipient against his wishes, the recipient (i.e.
the user of this invention) can manually add the sender’s
address to Blocking List 115. (The manual entry of blocking
addresses would occur through the use of the User Interface
109.) From that point forward, any incoming messages {rom
that sender would be filtered and discarded.

Note that the Blocking List 1135 preferably takes prece-
dence over the Acceptance List 105. If a message sender’s
address exists on or matches patterns on both the blocking and
acceptance list, the message 1s blocked. This 1s necessary 1n
order to have ultimate blocking control over an unwanted
message sender who gains admission to the Acceptance List
105 (by correctly answering a Challenge).

Referring now to the prompt and answer repository 106,
when composing a Challenge, the Mail Processor 104 needs
a prompt to place into the Challenge (which the sender must
then answer and return). This prompt 1s taken from compo-
nent 106 which stores one or more prompts and the acceptable
answers to each of those prompts.

The prompts (and answers) stored 1n 106 could be entered
as part of a pre-built, or commercial release of a method and
system according to the present invention. This practice, how-
ever, would allow a junk email sender to procure the fixed
prompt list and create an automated program capable of rec-
ognizing and answering the limited prompts therein. Instead,
a feature of the present invention 1s that each user himself
enters prompts (and answers) 1n to the Repository 106 (by
using User Interface 109.) By having each user compose and
enter their own prompts, the possible permutations are lim-
ited only by human 1magination. In such a case, it would be
extremely difficult, 11 at all possible, to automate the answer-
ing ol Challenges because the variety of possible prompts
would be too great.

When creating and entering a prompt, a user should strive
to pick a topic and level of difficulty that do not exceed the
mental capabilities with those whom they expect to commu-
nicate. Choosing prompts that few people could answer will
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have the effect of unintentionally blocking desired commu-
nications. (Note—specialized or difficult prompts could have
a beneficial effect. A user could choose questions of a very
personal nature so only people very close to him would suc-
ceed 1n being able to correctly answer a Challenge and there-
fore communicate. This might be a desired approach for
wealthy or famous people.)

To enter a prompt, the user specifies, via User Interface
109, the command to enter a new prompt. They can then enter
a free-form block of text. This block of text should, in some
way, be able to elicit a predictable, printable response from a
human.

The User Intertace 109 would then allow entry of one or
more acceptable responses for the prompt. At that point the
user must enter at least one acceptable answer to the previ-
ously entered prompt. The user may enter multiple correct
answers. Any response to the Challenge prompt that matches
one of the answers entered 1s considered a “valid” and correct
response. When matching a response to valid answers, the
user has the option of enabling certain features. One of these
features 1s case insensitivity. IT enabled, all matches to the
answer list are performed without regard to case. A second
feature causes whitespace (spaces, tabs, linefeeds, etc.) to be
ignored. If selected, all whitespace characters are removed
from the beginning and trailing edges of the challenge prompt
responses and all groupings of multiple, adjacent whitespace
characters within the prompt are replaced by a single space.
This 1s done belore comparisons are made to the acceptable
list.

Other features are also conceivable. For example, 1t would
be possible for the comparison mechanism to understand
common misspellings of words and compensate before deter-
mimng the validity of a response. Many of today’s word
processors have this ability.

Prompt and Answer Example:

The user of this system could enter the following text as a
prompt: “How many wheels on a car?”. For the list of valid
responses, the user could enter: “4”, “four”, “for”, and “fore”
(“for” and “fore” help accommodate human error). The user
could enable the case insensitivity and whitespace ignore
options. In this situation, the following Challenge responses
(using that question) would be considered valid: <4, “4”,
“FOUR”, “FOUR”, and “foRe”.

Each prompt stored in 106 1s given a designated reference
number (such as prompt 1, prompt 2, etc.) When composing
a Challenge, the Mail Processor 104 includes the reference
number of the prompts used into a specially delimited area of
the Challenge. Therefore, when the Challenge 1s returned by
the sender, 1t can be easily scanned to retrieve the prompt
reference number without requiring the parsing of the Chal-
lenge text to match the complete prompt word for word. In
this same way, the sender’s answer can also be easily
extracted from the Challenge because 1t too can be located 1n
a specially delimited area of the message. For more informa-
tion on the construction and processing of a challenge please
see THE CHALLENGE.

There 1s a benefit to having multiple prompts in the Prompt
Repository 106—1t becomes possible to rotate or vary the
prompt used for each Challenge. By having multiple prompts
and rotating their use, 1t becomes difficult for a person or
organization to catalog all the prompts used by a particular
person and use this knowledge 1n an attempt to automate
Challenge responses to that individual. For example, 1f a user
of this Invention always used the question, “What color 1s an
orange?”, a solicitation company could record the answer and
automate mailings to that individual by programming sofit-
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ware to automatically respond with “orange™ to any Chal-
lenge from that individual. The use of a large prompt reposi-
tory makes this unlikely.

General Notice Repository 116

Besides a Challenge prompt, the system and method
according to the present invention also uses a General Notice
116 and a Legal Notice 107 (below). The General Notice
(primarily text) 1s stored, maintained, and retrieved from the
General Notice Repository 107 which stores the Notice on a
non-volatile storage device. The General Notice 107 can be
modified through the use of User Interface 109.

The General Notice preferably 1s the first thing that a
sender reads when their message 1s returned (with the
included Challenge). It can be anything the user wants. It 1s
suggested, however, that this information describe the reason
the sender’s mail has been returned (1.e. predicated upon a
proper response to a Challenge) and the process that the
sender must complete in order to reach the recipient (instruc-
tions on completing the Challenge prompt and Legal Notice).
In addition, 1t might be advisable to include an alternate
contact means such as an address or fax number where the
recipient can be reached. This would be valuable 11 the sender,
for some reason such as technical difficulties, cultural difter-
ences, or language differences, had trouble correctly respond-
ing to the Challenge. In such a situation, they could use the
auxiliary contact means to reach the recipient. It would be
important, however, to cover the auxiliary contact means 1n
the Legal Notice as well as the recipient’s email address.
Legal Notice Repository 107

Besides the General Notice 116, the system and method
according to the present invention also uses a Legal Notice.
This Legal Notice 1s stored, maintained (via User Interface
109) and retrieved from the Legal Notice Repository 107. The
Legal Notice provides a means of stating and enforcing a legal
agreement between the sender and recerver. It 1s preferable to
state, to the effect, that the recipient does not accept unsolic-
ited commercial communications. It should define and give
specific examples of such communications. It would turther
state that appropriate legal action will be taken against any
individual or company that violates the ban. And it should
describe the fees and charges that will be levied for violating
the agreement and 1mproperly utilizing the recipient’s time
and computing resources. Other terms and conditions could
be added at the discretion of the system user and based upon

approprate legal guidelines. The content described herein 1s
for example purposes only.

This Legal Notice, like the Challenge prompt from 106,
must also be answered correctly by the sender in order for the
Challenge to be valid. Unlike the prompt from 106, however,
the correct answer to the Legal Notice 1s always an affirma-
tion. For example, after reading the Legal Notice as part of the
Challenge, the user would be prompted to type the word
“AGREE” 1 a designated blank. The Legal Notice should
specily that typing “AGREE” signals an understanding and
agreement to the terms of the notice. If the sender does not
agree to the Legal Notice, their email communication will be
filtered and blocked upon being returned to Mail Processor
104.

Message Folders 108

Email messages resident in the Filtering Enabled Email
Client Program 100 are stored in categorized Message Fold-
ers 108(a . . . n). These Message Folders (and the messages
contained within them) are stored on non-volatile storage and
can be retrieved, created, manipulated, and stored through the
use of User Interface 109. The messages contained (and to be
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contained) within the Message Folders can also be manipu-
lated by the Mail Processor 104 during the process outlined 1n
FIG. 7.

Each Message Folder 108(a . . . n) can be a distinguishing
namex—chosen by the user of the system. All messages relat-
ing to a particular topic are categorized and stored 1n a Mes-
sage Folder with an appropriate designation. (For example,
all messages from a grandmother might be stored 1n a Mes-
sage Folder entitled “Grandma”.) A tidy user can create Mes-
sage Folders for the main topic areas that cover his correspon-
dence.

In addition to user created message folders, this system
preferably has two special-purpose default message fold-
ers— ‘New” and “Deleted”. Mail Processor 104 places all
incoming email messages that are not filtered and not blocked
into the “New” folder. Mail Processor 104 places all incom-
ing email messages that are filtered and blocked into the
“Deleted” folder. The filtering and blocking process 1s out-
lined 1n FIG. 7.

The user of this system examines the “New” message
folder to read and mampulate any new messages which may
have arrived. The user may choose to delete a new message
(thus moving 1t into the “Deleted” folder) or save and catego-
rize 1t by moving 1t to a user-created message folder (like
“Grandma™). Or, the user may simply leave the message 1n the
“New” folder. These options (and others conceivably) are
performed at the wish of the user via User Interface 109.

Messages that are deleted (either by the Mail Processor 104
or manually by the user) are placed 1n the “Deleted” system
message folder. By placing a message 1n this folder, 1t 1s not
actually deleted. Essentially 1s becomes marked for deletion
which will occur at some future event. This temporary hold-
ing ol deleted messages allows the user to correct an acciden-
tal deletion or recover a wrongly {filtered mncoming message.
To do so, the user simply moves the desired message out of the
“Deleted” folder into another message folder. The permanent
deletion of 1tems 1n the “Deleted” message folder can be
configured by the user to occur after various events including
manually, after a time interval, and after a certain amount of
“Deleted” email has been accumulated.

Log File 114

Every significant action that the Filtering Enabled Email
Client Program 100 performs 1s preferably, at the option of
the user, logged to the system Log File 114. Each action
would be noted 1n this log along with specific information to
make the entry useful. For example, an incoming message
from “John_Smith{@aol.com™ whose address 1s on a Block-
ing List might cause a log file entry such as:

“BLOCKED: ‘John_Smith@aol.com’on Jul. 3, 1997 2:34

pm. Subject of message: ‘Real Estate Deal™”

The recording of this information 1s valuable, for example,
in order to assist the user in determining whether certain
messages are being blocked or deleted incorrectly.

User Interface 109

The User Intertace 109 allows the user to manipulate,
access, configure, and otherwise interact with the Invention
and 1ts components. The User Interface 109 consists of both a
software and hardware component. The hardware compo-
nent, at the mimimum, includes an output display device (such
as a video monitor) and one or more mput devices (keyboard,
mouse, etc.). The software component presents information
and options to the user (via the display) and recetves, inter-
prets, and act upon commands from the user (input via the
keyboard or similar device).

Each of the Filtering Enabled Email Client Program 100
components interacts with the user via the User Interface 109.
Some examples of what the user can do:
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Log File 114
Read the log file
Delete the log file

Mail Processor 104
Change mncoming message filtering options
Send outgoing mail

Acceptance List 105 and Blocking List 115
Clear either or both lists
Add an address or address pattern to either list
View entries on either list

Prompt & Answer Repository 106
View the prompts and answers currently entered
Edit prompts and/or answers currently entered
Enter new prompts and answers
Delete prompts and answers

General Notice 116 and Legal Notice 107
View either or both notices
Modity eirther or both notices

Message Folders 108(a . . . n)

View or Read mail in any of the a.n folders

Delete mail from a folder

Delete a folder

Create a new folder

Rename a folder

Move or Copy mail from one folder to another

This list only shows some of the functions possible via the
User Interface 109. Anyone skilled 1n the art will immediately
recognize numerous other capabilities, but these will not alter
the basic principles outlined above.

FIG. 4 1s another example of a networking system 1n which
the present invention can operate. In this example, the Filter-
ing Enabled Email Client Program 100 from FIG. 3 has been
split 1nto two separate programs—Message Filtering Pro-
gram 100a' and Email Client Program 100b'. As before, both
of these programs are resident and run on an appropriate
computer system, but the systems can be separate (1.e. two
computers, one running each component).

The Message Filtering Program 100a' contains all message
filtering components of the present invention. The Email Cli-
ent Program 100b' consists of a normal email client and does
not have the ability to filter incoming messages according to
the present invention. During normal operation of FIG. 4, the
Email Client Program 100b' will retrieve messages through
the Message Filtering Program 100a'. While messages are
being retrieved, the Message Filtering Program 100a' wall
challenge, block and delete all appropriate message accord-
ing to the tlow diagram 1n FIG. 4. Incoming messages which
are not blocked are allowed to pass through to the Email
Client Program 100b'. And, as before, outgoing messages are
transmitted unimpeded.

In this figure, both programs have a User Interface (109a’
and 109b"). This allows the use and configuration of each
program separately. Each program also has a Mail Processor
(104a' and 104b"). In this figure, Mail Processor 104b' only
has the ability to send and receive email. Mail Processor
104a', however, retains the ability to analyze and filter incom-
ing messages as well as also having the ability to send and
receive mail (which come from and go to the Email Client
Program).

Except for these differences, the components of FIG. 4
work as described with regard to the system of FIG. 3.

FIG. 5 shows an example Internet email message 201. This
message 1s composed of a message header 202 and message
body 203. The message body 203 contains the substance of
the message and 1s the part which 1s intended for the message
recipient. It will typically include text, but may also include
files, pictures, sound, video, etc. depending on the particular
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messaging system being used. The message header 202 con-
tains information about the message and the message body
(“meta” data). This information usually includes the message
sender, the message recipient, the subject of the message, the
length of the message, the time the message was composed,
ctc. Many other pieces of information and combinations are
possible.

FIG. 6 shows the composition of a Challenge 301. The
Challenge 1s a section of text which 1s preferably inserted 1n
the body 203 of an email message 201. Once inserted, this
newly modified message 1s returned to the sender. The chal-
lenge consists of a Header 305, General Notice 302, Legal
Notice 303 and Prompt 304.

During insertion of the Challenge into the sender’s mes-
sage, the sender’s original message in the message body 203
1s retained. The Challenge text 1s simply placed 1n the mes-
sage, preferably placed before the body of the text of the
original message. This preserves the sender’s original mes-
sage so the recipient may view 1t if and when the Challenge 1s
answered properly.

Challenge

The beginning of the Challenge contains a Header 305. The
header 1s an Invention specific block of text that identifies the
presence of this Invention and the version of the Invention
software. Other possible elements could 1include a copyright
notice, a phone number or Web site address 1n order to pur-
chase or inquire about the Invention, etc. A Sample Header 1s
shown below:

<##EMlter;V1.2##> EFILTER Electronic Message Filter-

ing System Copyright © 1997 High-Tech Industries.

For information about purchasing, contact 800-999-9999

or

http://www.acme.com

In this header, 1t 1s important to note the “<##Efilter;
V1.2##>". This will be referred to as a token and 1s similar to
the Legal Answer Blank 303b and Prompt Answer Blank
304b delimaiters.

This token 1s specifically constructed of certain text
sequences that are highly unlikely to occur 1n a typical mes-
sage unless placed there intentionally. This token can there-
fore be searched for to determine 1f a Message 201 contains a
Challenge 301. This token would not only indicate the pres-
ence of a Challenge 1n an incoming message, but would also
indicate the version of the software used to create 1t. The
inclusion of a version number 1n the Challenge Header 305
would allow a program utilizing the method and system of the
present invention to recognize and account for any differ-
ences among its implementations.

The General Notice 302 (retrieved from 107 of FIG. 3) 1s
placed next in the Challenge. This will inform the user why
their message has been returned and what they must do in
order to reach the recipient.

The Legal Notice 303a (retrieved from 107 of FIG. 3) 1s
place next in the Challenge. This serves to warn the sender
that only certain messages are accepted by the recipient and
that penalties will be charged for violation.

When composing the Challenge 301, the Mail Processor
104 will insert a blank, affirmation entry field 303b 1nto the
text after the Legal Notice 303a. This field, like the header
token, will be delimited by certain predetermined characters
that are chosen because of their unlikely probability of occur-
ring in an email message unless placed there on purpose. For
example, the affirmation blank 303b could be constructed as
such:

“HHA> <<HHHE
The choice of three pound signs and then two greater than
symbols (with the opposite at the end of the entry blank)
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would be extremely unlike to occur 1n a normal email mes-
sage unless placed there on purpose.

The original sender of the message would be nstructed to
type the word “AGREE” 1n the entry space between the two
delimiters thereby signaling their understanding and agree-
ment to the Legal Notice.

“t##>>AGREE<<##H1”

By searching for these delimiters (and what 1s contained
between them), the Mail Processor 104 can scan a response
(to a Challenge) and determine 11 the sender has correctly
entered a proper response, such as “Agree”.

Rather than “agree”, another word or phrase or even a varying
range of affirmative responses can be used. This could be set
up similar to the Challenge prompt such that a different affir-
mative response 1s required for each Challenge. By doing this,
it would become difficult for an email solicitor to automate
the response to the Legal Notice.

Prompt 304a

Prompt 304a 1s retrieved from the Prompt Repository 106
and placed next in the Challenge 301.

As 1n the case of the Legal Notice Aflirmation Blank 303b,
the Mail Processor 104 will insert a blank entry field 304b into

the Challenge 301 after the prompt. The sender will be

instructed to answer the prompt and enter their response in the
Answer Blank 304b. As also 1n the previous case (303b), the

Answer Blank 304b will be delimited by predetermined char-
acters that have a low probability of occurring naturally 1n an
email message. For example, the Answer Blank 304b could
be constructed as:

CHE>>> <<<HHAH”

Unlike the Legal Affirmation blank 303a, the answer blank
1s preferably constructed differently in order to differentiate
the two for searching and retrieval purposes. Also unlike
Legal Notice Answer Blank 303b, the Answer Blank 304b
delimiters would include the reference number of the prompt
which was being asked. In this case, the number 4 embedded
in the delimiters would notity the Mail Processor 104 that the
answer 1n blank 304b 1s 1n response to Prompt number 4 from
the Prompt Repository 107.

The reference number assists the Mail Processor 104 1n
evaluating and processing a returned Challenge. Without use
of the prompt reference number, the Mail Processor would
have to parse the specific prompt text and attempt to match 1t
with the exact prompt 1n the Prompt Repository 106. This
would be very unreliable since the Internet (and other mail
systems) have a tendency to slightly, or even dramatically,
reformat a message as it passes from a sender to a receiver.

Since the Answer Blank 304b 1s small and the delimiters
are specifically chosen for their relative umiqueness, it
becomes very easy to scan the message body 203 and extract
these delimaiters (and the contents between them). By adding,
the prompt reference number to a portion of one of the delim-
iters, 1t also becomes easy to extract. Once the prompt refer-
ence number 1s known, the answer 1n the Answer Blank 304b
can easily be compared and evaluated for correctness.

In addition to adding a reference number to each answer
blank, 1t would also be beneficial to encrypt the reference
number. Without encrypting the number, it becomes possible
for an organization to catalog and record answers to specific
prompt numbers for an individual. It 1s conceivable that a site
might attempt to retrieve multiple prompts and answer pairs
from an individual and record them. This orgamization could
then sell or use this list for the purpose of automating
Responses to that individual. By encrypting the reference
number, prompt #4 might be used numerous times 1n a Chal-
lenge, but the result of encrypting “4”” (which would be placed
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in the delimiter) would differ each time. It would be
extremely difficult for a site to catalog the reference numbers
from multiple Challenges.

Challenge Identifier (Optional) 306

In messaging systems that allow modification of the Mes-
sage Header 202, 1t can be beneficial to include information in
this section of the message. The Internet 1s one such system
that allows the msertion of additional information 1nto a mes-
sage header 202.

When composing a challenge and modifying the incoming,
message, additional information should also be placed 1nto
the Message Header. This additional information would 1ndi-
cate the presence of a Challenge, the version of this Invention
used to create the Challenge, the Reference Number of the
Prompt used 1n the Challenge, etc.

There are at least two benefits to this approach.

(1) The header of a message 1s usually much more fixed 1n
format than the message body 203. This makes 1t easier
to search and locate, with precision, various important
pieces of information mentioned above. And

(2) 1t 1s possible on the Internet, for example, to retrieve and
process only the message header 202 without retrieving,
the message body 203. By doing this, the message may
be evaluated and subsequently deleted (by the mecha-
nisms described herein) without incurring the cost and
time of downloading the entire message.

On the Internet, a sample Challenge Identifier 306 embed-

ded 1n a Message Header 202 could resemble:

.. . [header information]

X-EFILTER: Challenge Present
X-EFILTER: Version=1.2
X-EFILTER: Prompt Number=4

... [additional header information]. . .

FI1G. 7 shows a flow diagram of the Mail Filtering Process.
Mail Processor 104 traverses this diagram for each incoming
message 201. Recall that outgoing message are also handled
by the Mail Processor, but do not undergo a filtering process.
Instead, they are simply delivered to the Network 110 via
Link 103.

Start 401

The Mail Processor 104 begins at Start 401. It begins the
filtering process after a signal of some kind. This signal could
be, for example, notification from the Network 110 (via Link
103) that new mail 1s incoming; an explicit command from
the user; or perhaps, after a certain time interval such as once
every hour.

Check For Incoming Message 403

After Start 401, the Mail Processor queries the Network
110 to determine 11 any mail 1s incoming.

No Incoming Message—Done 410

State 410 1s the trivial case where there 1s no mmcoming
mail. In this case, the Mail Processor has nothing to do and
will stop. The Mail Processor will reawaken and begin again
at Start 401 atfter one of the previously mentioned signals.
Incoming message. Is 1t Properly Addressed to Recipient?
412

The incoming message 1s checked to see 1f 1t 1s properly
addressed to the recipient. Note that the recipient might be a
primary designated recipient (such as “TO:”) or a secondary
recipient (such as “CC:” (carbon copy) or “BCC:” (blind
carbon copy).

Any message which 1s not properly addressed to the recipi-
ent will be assumed to be a junk email communication and
dealt with appropnately (typically deleted). The user can
configure various parameters which determine whether an
incoming message 1s “properly” addressed to the recipient
depending on such conditions as whether the recipient’s
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email address 1s present in the message’s recipient fields,
which recipient field(s) the recipient’s address appears in,
how many secondary recipient addresses (those not belong-
ing to the user) are present 1n the message’s recipient fields,
and which message recipient fields contain those secondary
addresses.

On the Internet, for example, it 1s possible for a user to
receive a message which 1s not addressed to them 1n any way.
In other words, such a message does not contain the user’s
email address (or name) 1 any of the message’s recipient
fields. Such fields may include TO (which generally indicates
the main message recipients), CC (which generally indicates
carbon copy recipients), or perhaps BCC (which generally
indicates blind carbon copy recipients). There may be other
possible message recipient fields. It1s an option of the present
invention to identily such mncoming messages as junk email
and deal with them appropriately.

On the Internet, for example, it 1s possible for a user to
receive a message which 1s not solely addressed to them. This
condition would exist 1f the message’s recipient fields con-
tamned the user’s address and also contained addresses of
other (secondary) recipients. It 1s an option of the present
invention to i1dentily as junk email any incoming message
which 1s not solely addressed to the recipient. It 1s also an
option of the present invention to identiy as junk email any
incoming message which 1s not solely addressed to the recipi-
ent when the number of secondary recipients of the message
exceeds a predetermined threshold (10 for example).

In other words, a user could select from the following
example options (among others) when configuring this inven-
tion:

(1) Accept incoming email regardless of message’s recipi-
ents.

(2) Accept incoming email only 11 I am one of the message’s
recipients.

(3) Accept incoming email only if I am the sole message
recipient (no other recipients 1n the message’s recipient
fields).

(4) Accept incoming email only 11 I am one of the message’s
recipients and there are no more than N other message
recipients.

(5) Accept incoming email only if I am the sole primary
message recipient (1.e. my address 1s the only recipient
address 1n the TO: recipient field).

(6) Accept incoming email only 11 I am a primary message
recipient (1.e. my address 1s i the TO: recipient field) and
there are no more than N other primary recipients.

There are other possible combinations. Message Not Prop-

erly Addressed to Recipient 413
If the incoming message 1s not properly addressed to the

recipient, the Mail Processor will transfer the message to the

“Deleted” Message Folder 108x (x being a number between

a .. .n). The Mail Processor then proceeds back to 405 and

checks for another incoming message.

Determine 1f Sender 1s on Block List 4135
If an incoming message 1s for the recipient, the Mail Pro-

cessor extracts the sender’s address from the Message and

determines 11 the sender’s address 1s present on Blocking List

115.

Sender’s Address 1s on a Blocking List—Block Message 420
If the sender’s Address 1s on Blocking List 115, 1t means

that the user has specified that all messages from this sender

are unwanted. The Mail Processor will transfer the message
to the “Deleted” Message Folder 108x (x being a number
between a . . . n). The Mail Processor then proceeds back to

4035 and checks for another incoming message.
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Sender not on Blocking List. Determine 11 on Acceptance List
425

The Mail Processor has already determined that the Sender
of the incoming message 1s not present on the Blocking List.
The Mail Processor now checks to see 1f the incoming mes-
sage sender’s address 1s on Acceptance List 105.

Sender’s Address 1s on Acceptance List—Accept Message

430
If the sender’s Address 1s listed on the Acceptance List, the

message will be accepted by the Mail Processor 104 and
placed 1n the “New” message folder (for example, message
folder) 108x (x being a variable indicating one ol the message
tolders 108).

Does Message Contain a Challenge? 435

The message has not been accepted or blocked based on the
sender’s address. The Mail Processor must now determine 11
the mncoming message contains a Challenge. To do this, the
Mail Processor 104 scans the message body 203 for the
Header 305 token (“<##Efilter;V1.2##>"). If found, the
incoming message contains a Challenge.

Note that the Mail Processor can also scan the Message
Header 202 in messaging systems (such as the Internet) that
allow non-standard additions to the portion of a message.
No Challenge Found in Message 440

If the incoming message does not contain a Challenge then
the message 1s from a new, unrecognized sender that has never
correctly answered a Challenge and/or never been placed on
the Blocking List 115. In this situation, the message sender
will be Challenged 1n an attempt to exclude junk email (which
this message could be).

Before going through the trouble of composing and return-
ing a Challenge, however, the Mail Processor 104 uses some
simple heuristics to determine i1 the message sender’s
address 1s valid. As mentioned before, on the Internet, 1t 1s
possible to send a message that doesn’t include a valid sender
address.

Various heuristics can be applied to an email address to
determine 11 1t 1s valid. These heuristics will vary depending
on the messaging standards of the medium of transmission.
On the Internet, for example, an email address must contain
the symbol ‘@’. An email address without this symbol 1s
invalid.

The Message Sender’s Address 1s Invalid 445

If the sender’s address 1s determined to be invalid, it 1s
useless to create and return a Challenge because 1t will simply
“bounce back™ and be returned as “address unknown”. Mes-
sages with ivalid sender addresses are moved by the Mail
Processor 104 to the “Deleted” Message Folder 108x.

The Message Sender’s Address Appears to be Valid 450

If the message sender’s address has been determined to be
valid (as best possible). The Mail Processor 104 will compose
a Challenge 301 and attach 1t to the beginning of the original
incoming message. This newly modified message (also
referred to 1n 1ts entirety as a “Challenge™) 1s then be returned
to the message sender (delivered by Mail Processor 104 to the
Network 110).

Message Contains Challenge. Is Response Correct? 460

If the incoming message contains a Challenge 301 the Mail
Processor extracts the Legal Notice response (in 303b) and
the Prompt response (including prompt reference number) (in
304b) and evaluates them to determine 11 they are valid or not.
Both responses must be valid 1n order to pass the Challenge.
Response to Challenge 1s Invalid 465

If either the Prompt 304b or Legal Notice response 303b 1s
invalid the message 1s blocked and placed in the “Deleted”
Message Folder 108x.

Response to Challenge 1s Valid 470

If both the Prompt 304b and Legal Notice responses 303b
are valid the message 1s accepted and placed in the “New”
Message Folder 108x. In addition, the sender’s address is
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entered into the Acceptance List 105. This assures that all
future emails from this sender are accepted without the 1ssu-
ing of a Challenge (unless the Acceptance List 105 1s cleared
manually by the user, or unless the sender’s address 1s sub-
sequently added to the Blocking List 115).
Miscellaneous Variations

A usetul feature, anticipated, but not implemented 1n the

preferred embodiment would involve a modification of the
Acceptance List 105. Recall that this list includes addresses

of all sender’s whose email messages may pass through,
ummpeded, to the recipient. By adding extra information to
the Acceptance List, it would be possible to automatically

categorize all incoming messages. For example, an entry 1n
the Acceptance List allowing a grandmother to communicate
with the recipient might consist of:

“orandma(@company.com”

By adding an additional piece of information to this list
entry, we could automatically send all of grandma’s email
messages to the “Grandma™ Message Folder 108x (assuming
one exists). This modified Acceptance List entry might look
like:

“orandma(@company.com,Grandma”

The first entry 1s the sender address (or address pattern) to
accept. The second entry 1s the Message Folder in which to
place all messages from the respective sender. Acceptance list
entries are automatically generated. The user simply adds a
message folder designation.

It should be noted that 1t would be beneficial for some users
of this Invention to included some or all elements of the
Challenge in multiple languages. For example, the Legal
Notice could consist of an English and Spanish version for a
user that expects messages from a speaker of foreign lan-
guages. There 1s nothing 1n the design of this Invention that
precludes the use of multiple language texts and Prompts.

Note also that the method and system according to the
present invention could be configured to create and return a
Challenge 1n the native language of whatever domain the
message originated from. On the Internet, for example, mes-
sages can arrive from different domains which represent dif-
ferent countries. An incoming message from the “.jp” domain
would 1ndicate Japan and an appropriate Challenge 1n Japa-
nese could be created and returned. All parts of the Challenge
could be tailored to the message origination location includ-
ing the Legal Notice, General Notice and Prompt.

A method and system for filtering unsolicited electronic
commercial messages has been disclosed. Software written
according to the present invention 1s to be stored 1n some form
of computer readable medium, such as memory or CD ROM,
or transmitted over a network, and executed by a processor.

Although the present invention has been described 1in
accordance with the embodiments shown, one of ordinary
skill 1n the art will readily recognize that there could be
variations to the embodiments and those variations would be
within the spirit and scope of the present invention. Accord-
ingly, many modifications may be made by one of ordinary
skill in the art without departing from the spirit and scope of
the appended claims.

What 1s claimed 1s:
[1. A method for filtering electronic messages, the method
comprising;

recerving an electronic message from a sender, the message
including an address field containing a sender’s address;

comparing the sender’s address to a list of accepted send-
ers;

sending a prompt back to the sender 11 the sender’s address
1s not contained 1n the list of accepted senders, wherein
the prompt 1s designed to be answered by a person and
not a machine.]
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[2. The method of claim 1, wherein the electronic message
is an e-mail.]

[3. The method of claim 1, further comprising a step of
determining 1f information regarding the sender 1s listed on a
predetermined list.]

[4. The method of claim 1, further comprising a step of not
filtering out the message 11 information regarding the sender
is listed on the list of accepted senders.}

[S. The method of claim 1, further comprising a step of
comparing the sender’s address to a list 1 blocked addresses
and filtering out the message 11 information regarding the
sender is listed on the list.]

[6. The method of claim 1, further comprising a step of
automatically adding information regarding the sender to a
list.]

[7. The method of claim 1, further comprising a step of
determining if the received electronic message 1s properly
addressed to a predetermined receiver.]

[8. The method of claim 7, wherein a message is filtered out
if the received electronic message 1s not properly addressed to
the predetermined receiver.]

[9. The method of claim 1 additionally comprising a step of
receiving a response to the prompt and adding the sender’s
address to the list of accepted senders if the response to the
prompt is correct.]

[10. The method of claim 1 additionally comprising a step
of receiving a response to the prompt and adding the sender’s
address to a list of blocked senders 1f the response to the
prompt is incorrect.]

[11. The method of claim 10 additionally comprising a step
of deleting the response if the response does not contain a
correct answer to the prompt.]

[12. The method of claim 11 wherein the step of deleting
the response comprises moving the response to a deleted
messages folder.]

[13. The method of claim 1 wherein the sender’s address
field 1s areply address field and the sender’s address 1s areply
address for the sender.]

[14. The method of claim 1, wherein the step of addition-
ally comprising a step of comparing the sender’s address to a
l1st of blocked senders, wherein the step of sending a prompt
to the sender comprises sending a prompt to the sender only 1
the sender’s address 1s not 1n the list of accepted senders and
not in the list of blocked senders.]

[15. The method of claim 14 additionally comprising a step
of deleting the message 11 the sender’s address 1s 1n the list of
blocked senders.]

[16. The method of claim 1 additionally comprising a step
of adding the sender’s address to the list of accepted senders
if the sender correctly responds to the prompt.]

[17. A system for filtering electronic messages, the system
comprising:

means for receiving an electronic message from a sender;

means for determining that a return address of the sender 1s

an accepted sender’s address;

means for sending a prompt back to the sender 11 the return

address 1s not an accepted sender’s address, wherein the
prompt 1s designed to be answered by a person and not a
machine.}

[18. The system of claim 17, wherein the means for deter-
mimng comprises means for determining if the address 1s
listed on a list.}

[19. The system of claim 18, further comprising means for
not filtering out the message if information regarding the
sender is listed on the list of accepted senders.]
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[20. The system of claim 18, further comprising means for
filtering out the message 1 information regarding the sender
is listed on a list of blocked senders.}

[21. The system of claim 17, further comprising means for
adding information regarding the sender to a list.]

[22. The system of claim 17, further comprising means for
determining 11 the recerved message 1s properly addressed to
a predetermined receiver.]

[23. The system of claim 22, wherein the received message
1s filtered out 11 1t 1s not properly addressed to the predeter-
mined receiver.]

[24. A computer readable medium containing program
instructions for filtering electronic messages, the program
instructions comprising;

recerving an electronic message from a sender the message

including an address field containing a sender’s address;
comparing the sender’s address to a list of accepted send-
ers;

sending a prompt back to the sender 1 the sender’s address

1s not contained 1n the list of accepted senders, wherein
the prompt 1s designed to be answered by a person and
not a machine.]

[25. The medium of claim 24 additionally comprising a
step of receiving a response to the prompt and adding the
sender’s address to the list of accepted senders 11 the response
to the prompt is correct.]

[26. The medium of claim 24 additionally comprising a
step of receving a response to the prompt and adding the
sender’s address to a list of blocked senders if the response to
the prompt is incorrect.]

[27. The medium of claim 26 additionally comprising a
step of deleting the response 11 the response does not contain
a correct answer to the prompt.]

[28. The medium of claim 27 wherein the step of deleting
the response comprises moving the response to a deleted
messages folder.]

[29. The medium of claim 24 wherein the sender’s address
field 1s areply address field and the sender’s address 1s areply
address for the sender.}

[30. A method for filtering electronic messages, the method
comprising:

recerving an electronic message from a sender, the message

including a sender’s address field containing an address
of the sender;

comparing the sender’s address to a list of accepted send-

ers;

sending a challenge back to the sender 1f the sender’s

address 1s not 1n the list of accepted senders, wherein the
challenge 1s designed to be answered by a person and not
a machine.]

[31. The method of claim 30, wherein the challenge
includes a prompt.]

[32. The method of claim 30, wherein the challenge
includes a legal notice.]

[33. The method of claim 32, wherein the legal notice
includes text which cannot be altered once the text 1s sent to
the sender.]

[34. The method of claim 30, further comprising a step of
automatically updating the list of accepted senders.}

[35. The method of claim 30, wherein the challenge
includes a program version number. ]

[36. The method of claim 30, further comprising a step of
determining if the received electronic message 1s properly
addressed to a predetermined receiver.]

[37. The method of claim 36, wherein the received message
1s filtered out 11 1t 15 not properly addressed to a predetermined
receiver.]
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38. A non-transitory computer readable storage medium
containing program instructions for filtering electronic mes-
sages, the program instructions comprising:

receiving a first electronic message from a sender, the first

electronic message including an address field contain-
ing a sender’s address;

comparing the sender’s address to a list of accepted send-

ers,;

sending a challenge including a prompt back to the sender

if the sender’s address is not contained in the list of 10

accepted senders, wherein the prompt is designed to be
answered by a person and not a machine;
receiving, from the sender, a vesponse to the challenge;
determining that the veceived vesponse to the challenge is
valid;
in response to determining the received response to the
challenge is valid, adding the sender’s address to the list
of accepted senders;
receiving, via a user interface, manually-enteved user
input indicating that the senderv’s addvess should be
added to a list of blocked senders; and
in response to receiving the manually-entered user input
indicating that the sender’s addvess should be added to
a list of blocked senders:
adding the sender’s address to the list of blocked send-
ers, wherein the addition of the sender’s address to
the list of blocked senders takes precedence over the

prior addition of the sender’s address to the list of

accepted senders, such that incoming electvonic mes-
sages from the sender’s addvess will be filteved out.
39. The medium as in claim 38, wherein the addition of the
sender’s address to the list of blocked senders takes prece-
dence over the prior addition of the sender’s address to the
list of accepted senders, such that incoming electronic mes-
sages from the sender’s addvess will be filteved out by dis-
carding the incoming electronic messages.
40. The medium as in claim 38, wherein the addition of the
sender’s address to the list of blocked senders takes prece-
dence over the priov addition of the sender’s address to the
list of accepted senders, such that incoming electronic mes-
sages from the sender’s address will be filtered out by placing
the incoming electronic messages in a deleted items folder.
41. The medium as in claim 38, wherein the addition of the
sender’s address to the list of blocked senders takes prece-
dence over the prior addition of the sender’s address to the
list of accepted senders, such that incoming electronic mes-
sages from the sender’s address will be filteved out by placing
the incoming electronic messages in a folder other than an
inbox.
42. The medium as in claim 38, wherein the program
instructions furthev comprise.
receiving a second electronic message including an
address field containing the sender’s address;

determining that the sender’s address contained in the
address field of the second electronic message is con-
tained in the list of blocked senders; and

in response to determining that the sender’s address con-

tained in the address field of the second electvonic mes-
sage is contained in the list of blocked senders, filtering
ot the second electronic message.
43. The medium as in claim 38, wherein the program
instructions further comprise.
receiving a second electronic message including an
address field containing the sender’s address;

determining that the sender’s address contained in the
address field of the second electronic message is con-
tained in the list of blocked senders; and
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in vesponse to determining that the sender’s address con-
tained in the address field of the second electronic mes-
sage is contained in the list of blocked senders, discard-
ing the second electronic message.
d 44. The medium as in claim 38, wherein the program
instructions further comprise:
receiving a second electronic message including an
address field containing the sender’s address;
determining that the sender’s address contained in the

address field of the second electronic message is con-
tained in the list of blocked senders; and

in vesponse to determining that the sender’s address con-

tained in the address field of the second electronic mes-
sage is contained in the list of blocked senders, placing
the second electronic message in a deleted items folder.
45. The medium as in claim 38, wherein the program
instructions further comprise:
receiving a second electronic message including an
address field containing the sender’s address;

determining that the sender’s addvess contained in the
address field of the second electronic message is con-
tained in the list of blocked senders; and

in response to determining that the sender’s addvess con-

tained in the address field of the second electronic mes-
sage is contained in the list of blocked sendevrs, placing
the second electronic message in a folder other than an
inbox.

46. A non-transitory computer readable storage medium
containing program instructions for filteving electronic mes-
sages, the program instructions comprising:

receiving an electronic message from a sender, the elec-

tronic message including an address field containing a
sender’s address;

comparing the sender’s addrvess to a list of accepted send-

ers;

determining whether the sender’s address has a format

that is valid for delivery,; and

sending a challenge including a prompt back to the sender

if the sender’s address is not contained in the list of
accepted senders and the sender’s address has a format
that is valid for delivery, wherein the prompt is designed
to be answered by a person and not a machine.

47. The medium as in claim 46, wherein the act of deter-
45 mining whether the sender’s address has a format that is valid

for delivery includes:

determining whether the sender’s address includes an (@
symbol.
48. The medium as in claim 46, wherein the act of deter-
50 mining whether the sender’s address has a format that is valid
for delivery includes:
determining whether the sender’s address includes a par-
ticular character.
49. The medium as in claim 46, wherein the act of deter-
55 mining whether the sender’s address has a format that is valid
for delivery includes:
determining whether the sender’s address lacks an (@ sym-
bol.
50. The medium as in claim 46, wherein the act of deter-
60 mining whether the sender’s addvess has a format that is valid
for delivery includes:
determining whether the sender’s addvess lacks a particu-
lav character.
51. The medium as in claim 46, wherein the program
65 Iinstructions further comprise:
filtering out the electronic message if the sender’s address
does not have a format that is valid for delivery.
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52. The medium as in claim 46, wherein the program
instructions further comprise.
discarding the electronic message if the sender’s address

does not have a format that is valid for delivery.
53. The medium as in claim 46, wherein the program 5

instructions further comprise.
placing the electronic message in a deleted items folder if
the sender’s address does not have a format that is valid
Jfor delivery.
54. The medium as in claim 46, whervein the program 10

instructions furthev comprise.
placing the electronic message in a folder other than an
inbox if the sender’s addvess does not have a format that
is valid for delivery.

55. A non-transitory computer readable storage medium 15
containing program instructions for filtering electronic mes-
sages, the program instructions comprising:

receiving an electronic message from a sender, the elec-

tronic message including an address field containing a
sender’s address;

comparing the sender’s address to a list of accepted send-

ers,;

generating a vefevence identifier;

sending a challenge including a prompt back to the sender

if the sender’s address is not contained in the list of

accepted senders, wherein the prompt is designed to be 23

answered by a person and not a machine;

whevrein the challenge sent to the sender includes a body
portion;

wherein the generated veference identifier is disposed
within the body portion of the challenge sent to the 30
sender; and

wherein the challenge sent to the sender is configured
such that a vesponse to the challenge includes the
generated veference identifier,

receiving, from the sender, a response to the challenge, the 5

received response to the challenge including the gener-
ated refervence identifier; and

using the genervated rvefevence identifier of the received

response to determine whether the received response is
valid.

56. The medium as in claim 55, wherein the act of using the
generated rveference identifier of the received response to
determine whether the veceived vesponse is valid includes:

using the reference identifier to identify the prompt of the

challenge to which the veceived response is responding.

57. The medium as in claim 55, wherein the program 4
instructions further comprise.

in vesponse to determining that the veceived vesponse is

valid, adding the sender’s addvess to the list of accepted
senders.

58. The medium as in claim 55, wherein the program 50
instructions further comprise.

in response to determining that the received response is not

valid, adding the sender’s address to a list of blocked
senders.

59. A non-transitory computer readable storage medium
containing program instructions for filteving electronic mes-
sages, the program instructions comprising:

receiving an electronic message from a sender, the elec-

tronic message including an address field containing a
sender’s address;

comparing the sender’s address to a list of accepted send-

ers;

generating a veference identifier;

sending a challenge including a prompt back to the sender

if the sender’s address is not contained in the list of
accepted senders, wherein the prompt is designed to be 65
answered by a person and not a machine;
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wherein the challenge sent to the sender further
includes:
a less-than symbol ( “<7);
a greater-than symbol (“>""); and
the genervated reference identifier disposed between
the less-than symbol and the greater-than symbol;
and
wherein the challenge sent to the sender is configured
such that a response to the challenge includes the
generated veference identifier,
receiving, from the sender, a response to the challenge, the
received vesponse to the challenge including the gener-
ated reference identifier; and

using the generated veference identifier of the received

vesponse to determine whether the received response is
valid.

60. The medium as in claim 59, wherein the act of using the
generated rveference identifier of the received response to
determine whether the veceived vesponse is valid includes:

using the reference identifier to identify the prompt of the

challenge to which the veceived response is responding.

61. The medium as in claim 59, wherein the program
instructions further comprise:

in vesponse to determining that the veceived response is

valid, adding the sender’s address to the list of accepted
senders.

62. The medium as in claim 59, wherein the program
instructions further comprise:

in vesponse to determining that the veceived response is not

valid, adding the sender’s address to a list of blocked
senders.
63. The medium as in claim 62, wherein the program
instructions further comprise:
receiving a second electronic message including an
address field containing the sender’s address;

determining that the sender’s address contained in the
address field of the second electronic message is con-
tained in the list of blocked senders; and

in vesponse to determining that the sender’s address con-

tained in the address field of the second electronic mes-
sage is contained in the list of blocked senders, filtering
out the second electronic message.

64. A non-transitory computer readable storage medium
containing program instructions for filtering electronic mes-
sages, the program instructions comprising:

receiving a first electronic message from a senderv, the first

electronic message including an address field contain-
ing a sender’s address;

comparing the sender’s addvess to a list of accepted send-

ers;
sending a challenge including a prompt back to the sender
if the sender’s address is not contained in the list of
accepted senders, wherein the prompt is designed to be
answered by a person and not a machine, wherein the
challenge is configured to veceive user input indicating
an assent by the sender to be bound to a legal agreement;

receiving, from the sender, a response to the challenge;

determining, from the veceived response to the challenge,
that the challenge veceived the user input indicating the
sender’s assent to be bound to the legal agreement;

determining the received response to the challenge is valid
at least partially based on the determination that the
challenge received the user input indicating the sender’s
assent to be bound to the legal agreement; and

in vesponse to determining that the rveceived response is

valid, adding the sender’s address to the list of accepted

senders.
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