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DIGITAL BROADCAST RECORDING
APPARATUS

Matter enclosed in heavy brackets [ ]| appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a digital broadcast record-
ing apparatus which receives a scrambled digital broadcast,
and particularly to a digital broadcast recording apparatus
which performs recording processes such as timer-recording,
of a program and the like, or to a digital broadcast recording
apparatus having a built-in reproduction function (also
known as digital broadcast recording reproduction appara-
tus).

(2) Description of the Related Art

In a digital broadcast, a pay program 1s scrambled and
distributed. The distributed program can only be descrambled
and then viewed on a terminal of a user who has paid a
viewing fee.

This descrambling function ceases to function on specific
conditions. For example, when a contract term with a broad-
cast operator expires, or when an IC card or descrambling
module which authenticates a contract-holder 1s removed
from a receiving terminal. In these cases, as the receiving
terminal outputs a scrambled video, the user 1s annoyed, and
in the case where a program 1s being recorded, unneeded
scrambled video 1s recorded.

In the conventional technology, when descrambling 1s not
possible 1n the recerving terminal for scrambled broadcasts,
problems are avoided by switching the video output of the
receiving terminal (for example, see Japanese Laid-Open
Patent Application No. 10-215444 Publication). As shown 1n
FIG. 1, the conventional method for responding to when
descrambling 1s prohibited or not possible mainly includes: a
step of judging whether or not a program on a current channel
has become new (S3001), a step of judging whether or not the
new program can be viewed (53002), a step of receiving the
current channel when viewing is possible (S3003), and a step
of receiving a promotional channel when viewing 1s not pos-
sible (S3004).

Thus 1n the conventional technology, 1n the case where
descrambling becomes not possible, the outputting of
scrambled video 1s prevented by changing the channel to be
received to a channel that can be descrambled or a channel
that 1s not scrambled, and outputting such recerved channel.

However, although, in the conventional technology, the
recording of a scrambled video can be avoided when
descrambling becomes not possible during the recording of a
scrambled video, the change to a video which 1s different
from the original program presents a problem in that the
recording becomes intermittent.

For that reason, when storing on a recording medium (an
HD (hard disk), a re-writable optical disc, a (once only)
recordable disc, a memory, and so on), unneeded recording
appears intermittently. As a result, the existence of useless
recording 1s confirmed while the viewer 1s viewing the
recorded program. Aside from being very annoying, it puts a
strain on the available capacity of storage media through the
storing of unneeded and useless information onto the record-
ing medium. In addition, when the recording medium to be
used for storing 1s a recording medium such as a CD-R (Com-
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pact Disc Recordable) or a DVD-R (Digital Versatile Disc
Recordable) which can only be written-on once, 1t 1s possible
that, at worst, the recording medium 1tself becomes useless
as, 1n the case where the above-mentioned situation occurs,
the area on which unneeded information 1s stored into can no
longer be overwritten.

SUMMARY OF THE INVENTION

Consequently, the present invention 1s concerved to solve
the aforementioned conventional problem and has as an
objective to provide a terminal apparatus which can prevent
recording which 1s not required by the viewer, and which can
recognize problems in the contents of a recorded program
without the details of the recorded program being viewed by
the viewer, 1n the situation 1n which descrambling becomes
prohibited or not possible during the recording of a
descrambled video.

In order to achieve the aforementioned objective, the digi-
tal broadcast recording apparatus according to the present
invention 1s a digital broadcast recording apparatus including:
a first demodulation unmit which demodulates recerved
scrambled data using information including a designated fre-
quency, and to output the demodulated scrambled data; a
descrambler unit which descrambles the scrambled data
demodulated by said first demodulation unit, and to output an
MPEG-2 transport stream; a retrieving unit which retrieves,
from the MPEG-2 transport stream outputted by said
descrambler unit, AV data and a file system which makes up
an application; an execution unit which executes the applica-
tion made up by the file system; a recording control unit
which recerves a record request from the executed applica-
tion, and which controls recording according to the received
record request; a recording unit which records the retrieved
AV data according to an instruction from said recording con-
trol unit; a holding unit which holds management information
for managing the recorded data; and a detection unit which
detects a problem which occurs 1n processing performed from
after the demodulating of the scrambled data by said first
demodulation unit until the retrieving of the AV data,
wherein, 1n the case where said detection unit detects the
problem during recording of data by said recording unit, said
recording control unit writes, into the management informa-
tion, the detected problem and a time at which the problem
occurred.

Accordingly, 1n the case where a problem 1s detected dur-
ing the recording of AV data, the detected problem and the
time at which the problem occurred can be managed on a per
AV data basis.

Here, said recording control unit may control said record-
ing unit to terminate the recording, after said detection unit
detects the problem.

Accordingly, as AV data for which a problem has been
detected 1s not recorded, unneeded recording can be pre-
vented.

Furthermore, 1n the case where, after the recording by said
recording unit 1s terminated when said detection unit detects
the problem, said detection unit can no longer detect the
problem, said recording control unit may control resumption
of the recording by said recording unit, according to a prede-
termined condition.

Accordingly, the storing of data can be resumed depending

on the time (duration) for which descrambling was not pos-
sible.
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Furthermore, the digital broadcast recording apparatus
may further include a media writing unit which stores, onto a
writeable medium, the AV data recorded by said recording
unit.

Here, said media writing unit may refer to the management
information when the recorded AV data 1s to be stored onto
the medium, and may not store the AV data onto the medium
in the case where the problem occurred during the recording
of the AV data to be stored.

Accordingly, 1t 1s possible to prevent the recording of AV
data for which a problem was detected during the recording of
data.

Furthermore, the digital broadcast recording apparatus
may further include a notification unit which refers to the
management information when the recorded AV data 1s to be
stored onto the medium, and, in the case where the problem
occurred during the recording of the AV data to be stored,
notifies a user of the occurrence of the problem during the
recording.

Accordingly, as defects such as when a problem 1s detected
during the recording of the data being stored can be recog-
nized, even without the user verifying the details of the AV
data beforehand, 1t 1s possible to accurately judge whether or
not the data should be stored onto the medium.

Here, the digital broadcast recording apparatus may further
include an instruction obtainment unit which obtains, from
the user, an mstruction which 1s based on the notification by
said notification unit, wherein said media writing unit may
store the data onto the medium in the case where the instruc-
tion obtained by said instruction obtainment unit 1s a write
instruction.

Accordingly, not only 1s 1t possible for data for which a
problem 1s detected during data recording, to be stored onto
media according to the mstruction of the user, it 1s possible to
prevent the recording of unneeded data onto the medium
(especially in media that can only be written on once).

Moreover, aside from being realized as the aforementioned
digital broadcast recording apparatus, the present invention
can also be realized as a digital broadcast recording method
having the characteristic units included 1n such digital broad-
cast recording apparatus as steps, and as a program which
causes a computer to execute such steps. Furthermore, 1t goes
without saying that such a program can be distributed via a
recording medium such as a CD-ROM, and a transmission
medium such as the Internet.

As described 1n the aforementioned manner, according to
the digital broadcast recording apparatus in the present inven-
tion, the occurrence of a descrambling-not-possible situation
during the recording of the data can be managed on a per data
basis. Furthermore, in the case where a situation in which
descrambling 1s not possible occurs during the recording of
data, the continued recording of unneeded data can be pre-
vented and it 1s possible to conserve resources used 1n the
storage of data. Accordingly, the practical value ofthe present
invention in today’s setting, where digital broadcast record-
ing apparatus for receiving and storing scrambled data are
widely used, 1s extremely high.

FURTHER INFORMATION ABOUT TECHNICAL
BACKGROUND TO THIS APPLICATION

The disclosure of Japanese Patent Application No. 2004-
3535430 filed on Dec. 8, 2004 including specification, draw-
ings and claims 1s mcorporated herein by reference in 1ts
entirety.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects, advantages and features of the
invention will become apparent from the following descrip-
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tion thereol taken in conjunction with the accompanying
drawings that 1llustrate a specific embodiment of the mnven-
tion. In the Drawings:

FIG. 1 1s a structure diagram showing the structure of the
conventional program execution apparatus.

FIG. 2 15 a structure diagram of the first embodiment of the
cable television system according to the present invention;

FIG. 3 shows an example of the usage of the frequency
bands used 1n communication between the head end and the
terminal apparatus in the cable television system according to
the present invention;

FIG. 4 shows an example of the usage of the frequency
bands used 1n communication between the head end and the
terminal apparatus in the cable television system according to
the present invention;

FIG. 5 shows an example of the usage of the frequency
bands used 1n communication between the head end and the
terminal apparatus in the cable television system according to
the present invention;

FIG. 6 1s a structure diagram of the terminal apparatus 1n
the cable television system according to the present invention;

FIG. 7 shows an example of the external appearance of the
terminal apparatus 1n the cable television system according to
the present invention;

FIG. 8 1s a structure diagram showing the hardware struc-
ture of the POD according to the present invention;

FIG. 9 1s a structure diagram showing the program struc-
ture stored by the POD according to the present invention;

FIG. 10 1s a structure diagram of the packet defined in the
MPEG Specification;

FIG. 11 shows an example of an MPEG-2 transport stream:;

FIG. 12 shows and example of the external appearance 1n
the case where the mput unit 1s structured as a front panel;

FIG. 13 15 a structure diagram showing the program struc-
ture stored by the terminal apparatus according to the present
imnvention;

FIG. 14A shows an example of a screen display of the
display according to the present invention, FIG. 14B shows an
example of a screen display of the display according to the
present invention;

FIG. 15A shows an example of a screen display of the
display according to the present invention, FIG. 15B shows an
example of a screen display of the display according to the
present invention;

FIG. 16 shows an example of information stored by the
secondary storage unit according to the present imvention;

FIG. 17 shows an example of information stored by the
primary storage unit according to the present invention;

FIG. 18 shows an example of the management table stored
in the secondary storage unit according to the present inven-
tion;

FIG. 19 1s a schematic diagram representing the details of
the PAT defined by the MPEG-2 Specification, according to
the present invention;

FIG. 20 1s a schematic diagram representing the details of
the PMT defined by the MPEG-2 Specification, according to
the present invention;

FIG. 21 1s a schematic diagram representing the details of
the AIT defined by the OCAP Specification, according to the
present invention;

FIG. 22 1s a diagram showing an example of a downloaded
file system, in the first embodiment;

FIG. 23 1s a flowchart indicating the operation when a
descrambling-not-possible situation occurs during recording,
in the first embodiment:
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FIG. 24 1s a tflowchart indicating the operation when a
descrambling-not-possible situation occurs during recording,
in the second embodiment;

FIG. 25 1s a flowchart indicating the operation 1n writing,
onto a writable medium, a program which 1s the subject of
recording;

FIG. 26 shows an example of a screen display of the display
according to the present invention;

FI1G. 277 shows an example of a screen display of the display
according to the present invention;

FI1G. 28 shows an example of the management table stored
in the secondary storage unit according to the present mven-
tion;

FI1G. 29 shows an example of a screen display of the display
according to the present invention;

FI1G. 30 1s a diagram describing the resumption of record-
ing depending on the duration for which descrambling was
not possible, 1n the second embodiment;

FIG. 31 1s a diagram showing an example of problem
information notified to the user, 1n the third embodiment;

FIG. 32 1s a diagram showing an example a structural
diagram of the program 1n the fourth embodiment;

FIG. 33 shows an example of management table in the
fourth embodiment;

FIG. 34 shows an example of management table in the
fourth embodiment;

FIG. 35 shows an example of management table in the
fourth embodiment;

FI1G. 36 1s a flowchart showing an example of the recording
resumption in the fourth embodiment;

FI1G. 37 1s a flowchart showing an example of the recording,
resumption in the fifth embodiment;

FIG. 38 1s a diagram for explaining the resumption of
recording depending on the duration for which descramble
was not possible, 1n the fifth embodiment;

FIG. 39 1s a diagram for explaining the resumption of
recording depending on the duration for which descramble
was not possible, in the fifth embodiment;

FI1G. 40 1s a diagram showing an example of the structural
diagram of the program 1n the sixth embodiment;

FI1G. 41 1s a flowchart showing an example of the recording,
resumption in the sixth embodiment; and

FI1G. 42 1s atflowchart showing an example of the starting of
recording upon re-activation, in the sixth embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENT(S)

The embodiments of the present invention are described,
hereinafter, with reference to the diagrams.

First Embodiment

The embodiment of the cable television system in the
present invention 1s described with reference to the diagrams.
FIG. 2 1s a block diagram representing the relationship of
apparatuses making up a cable system. The cable system
includes a head end 101, and three terminal apparatuses,
namely a terminal apparatus A111, a terminal apparatus
B112, and a terminal apparatus C113. In the present embodi-
ment, three terminal apparatuses are connected to one head
end. However, the present invention can be carried out even
with an arbitrary number of terminal apparatuses being con-
nected to the head end.

The head end 101 transmits, to plural terminal apparatuses,
broadcast signals such as video, audio and data, and receives
data transmitted from the terminal apparatuses. In order to
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realize this, frequency bands are divided for use 1n data trans-
mission between the head end 101, and the terminal apparatus
A111, the terminal apparatus B112, and the terminal appara-
tus C113. FIG. 3 1s a table showing an example of divided
frequency bands. There are roughly two types of frequency
bands: Out of Band (to be abbreviated as OOB) and In-Band.
A frequency band of 5~130 MHz 1s allocated to OOB to be
mainly used for data exchange between the head end 101, and
the terminal apparatus Al11, the terminal apparatus B112,
and the terminal apparatus C113. A frequency band of 130
MHz~864 MHz 1s allocated to In-Band to be mainly used for
broadcast channels including video and audio. QPSK 1s
employed for OOB, whereas QAMO64 1s employed for In-
Band as modulation techniques. A detailed description of
modulation techniques 1s omitted here, since they are publicly
known techniques which are less related to the present inven-
tion. FIG. 4 shows a more specific example of how the OOB
frequency band 1s used. A frequency band of 70 MHz~74
MHz 1s used to transmit data from the head end 101. In this
case, all of the terminal apparatus A111, the terminal appa-
ratus B112, and the terminal apparatus C113 receive the same
data from the head end 101. Meanwhile, a frequency band of
10.0 MHz~10.1 MHz 1s used to transmit data from the termi-
nal apparatus A111 to the head end 101. A frequency band of
10.1 MHz~10.2 MHz 1s used to transmit data from the termi-
nal apparatus B112 to the head end 101. A frequency band of
10.2 MHz~10.3 MHz 1s used to transmit data from the termi-
nal apparatus C113 to the head end 101. Accordingly, data
which 1s unique to each terminal apparatus can be transmitted
to the head end 101 from the terminal apparatus A111, the
terminal apparatus B112, and the terminal apparatus C113.
FIG. 5 shows an example use of the In-Band frequency band.
Frequency bands of 150~156 MHz and 156~162 MHz are
allocated respectively to a television channel 1 and a televi-
sion channel 2, and the subsequent frequencies are allocated
to television channels at 6 MHz intervals. 310 MHz and the
subsequent frequencies are allocated to radio channels at 1
MHz intervals. Each ofthe above channels may be used either
for analog broadcasting or digital broadcasting. In the case of
digital broadcasting, data 1s transmitted in the transport
packet format compliant with the MPEG-2 specification, in
which case data intended for various data broadcasting sys-
tems can be transmitted, 1n addition to audio and video data.

The head end 101 1s equipped with a QPSK modulation
unit, a QAM modulation unit, and the like 1n order to transmit
suitable broadcast signals to the respective frequency ranges.
Moreover, the head end 101 1s equipped with a QPSK
demodulation unit for recerving data from the terminal appa-
ratuses. Also, the head end 101 1s assumed to be further
equipped with various devices related to the above modula-
tion units and demodulation unit. However, detailed descrip-
tions for these are omitted here, since the present invention 1s
mainly related to the terminal apparatuses.

The terminal apparatus A111, the terminal apparatus B112,
and the terminal apparatus C113 receive and reproduce
broadcast signals transmitted from the head end 101. Further-
more, the terminal apparatus Al1l1l, the terminal apparatus
B112, and the terminal apparatus C113 transmit data unique
to each terminal apparatus to the head end 101. In the present
embodiment, these three terminal apparatuses have the same
coniiguration.

FIG. 6 15 a block diagram showing a hardware configura-
tion of the terminal apparatus (digital broadcast recording
apparatus). A terminal apparatus 300 includes a QAM
demodulation unit 5301, a QPSK demodulation unit 502, a
QPSK modulation unit 503, a TS decoder 3505, an audio

decoder 506, a audio output unit 507, a video decoder 508, a
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video output unit 509, a secondary storage unit 510, a primary
storage unit 511, a ROM 512, an input unit 513, a CPU 514,
a descrambling judgment unit 515, and a media writing unit
516. Furthermore, a POD 504 can be attached to/detached
from the terminal apparatus 500.

FI1G. 7 shows a digital broadcast recerving terminal and a
television which are an example of the external appearance of
the terminal apparatus 500.

A terminal apparatus 601 contains within its housing, all
constituent elements of the terminal apparatus 500 except for
the POD 504.

A signal input terminal 602 1s connected with a cable line
in order to perform transmission/reception of signals to and
from the head end 101. In addition, the signal input terminal
602 1s connected with the QAM demodulation unit 501, the
QPSK demodulation unit 502, and the QPSK modulation unit
503 1n FIG. 6.

A POD card 603 1s a POD card corresponding to the POD
504 10 FIG. 6. The POD 504 1s embodied independently of the
terminal apparatus 500 and can be attached to/detached from
the terminal apparatus 500, as 1n the case of the POD card 603
in FI1G. 7. A detailed description of the POD 504 1s given later.

An msertion slot 604 1s an mnsertion slot into which the
POD card 603 1s inserted.

A Tront panel 605 1s composed of plural buttons, and cor-
responds to the mput unit 513 1n FIG. 6. One button 1n the
front panel 6035 1s an eject button which 1s pressed when
ejecting the POD card 603. By pressing the eject button, the
POD 603 can be ¢jected.

A video cable 606 1s a cable which conveys the video
output from the terminal apparatus 601 to a television 608.
The video cable 606 1s connected to the video output unit 509
in FIG. 6. The audio cable 607 1s a cable which conveys the
audio output from the terminal apparatus 601 to a television
608. The audio cable 607 1s connected to the audio output unit
507 1n FIG. 6.

The television 608 includes a display 609 and a speaker
610 within its housing, and outputs via the display 609 and the
speaker 610, respectively, the video output and audio output
from the terminal apparatus 601 which are recerved as data
through the video cable 606 and the audio cable 607.

Referring to FIG. 6, the QAM demodulation unit 501
demodulates a signal which has been QAM-modulated 1n and
transmitted from the head end 101, according to tuning infor-
mation that includes a frequency specified by the CPU 514,
and passes the result to the POD 504 or the TS decoder 505
which 1s designated by the CPU.

The QPSK demodulation unit 502 demodulates a signal
which has been QPSK-modulated in and transmitted from the
head end 101, according to tuning information that includes a

frequency specified by the CPU 514, and passes the result to
the POD 504.

The QPSK modulation unit 503 QPSK-demodulates the
signal passed from the POD 504, according to demodulation
information that includes a frequency specified by the CPU
514, and transmaits the result to the head end 101.

As shown 1n FIG. 7, the POD 504 1s detachable from the
main body of the terminal apparatus 500. The definition of the
connection mterface between the main body of the terminal
500 and the POD 504 1s given in the OpenCable (™) HOST-
POD Interface Specification (OC-SP-HOSTPOD-IF-112-
030210) and specifications referred to by such specification.
Here, a detailed description 1s omitted, and a description 1s
given only for portions relevant to the present invention.

FIG. 8 1s a block diagram showing an internal configura-
tion of the POD 3504. The POD 3504 i1s made up of a first
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scrambler unit 703, a primary storage unit 704, a secondary
storage unit 705, and a CPU 706.

The first descrambler unit 701, under 1nstruction from the
CPU 706, receives a scrambled signal from the QAM
demodulation unit 501 of the terminal apparatus 500 and
descrambles such signal. Then, the first descrambler unit 701
transmits the descrambled signal to the TS decoder 505 and
the secondary storage unit 510 of the terminal apparatus 500.
Information required for decoding such as a key 1s provided
by the CPU 706 as necessary. More specifically, the head end
101 broadcasts several pay channels, and when the user pur-
chases the right to view these pay channels, the first descram-
bler unit 701 receives required information such as akey from
the CPU 706 and performs descrambling, and the user 1s able
to view these pay channels. When required information such
as a key 1s not provided, the first descrambler unit 701 passes
the recerved signal directly to the TS decoder 505 and the
secondary storage unit 510 without performing descram-
bling.

The second descrambler unit 702, under instruction from
the CPU 706, recerves a scrambled signal from the QPSK

demodulation unit 502 of the terminal apparatus 500 and
descrambles such signal. Then, the second descrambler unit
702 passes the descrambled data to the CPU 706.

The scrambler unit 703, under instruction from the CPU

706, scrambles the data received from the CPU 706 and sends
the result to the QPSK modulation unit 503 of the terminal
apparatus 300.

The primary storage unit 704, specifically made up of a
primary memory such as a RAM, 1s utilized for storing data
temporarily when the CPU 706 performs processing.

The secondary storage umt 703, specifically made up of a
secondary storage memory such as a flash ROM, 1s utilized
for storing a program to be executed by the CPU 706 as well
as for storing data which should not be deleted even when the
power 1s turned off.

The CPU 706 sends a descrambling-not-possible message
to the descrambling judgment unit 515 1n FIG. 6, when
descrambling 1n the first descrambler umit 701 or the second
descrambler unit 702 becomes not possible. More specifi-

cally, the case where keys (a first key and a second key) stored
in the POD 504 become mvalid due to the expiration of the
user’s contract term, and the case where a descrambling key
(a fourth key: retrieved from data included in the Out Of
Band, using the QPSK demodulation unit 502, and stored
within the POD 504) used 1n descrambling and sent from the
head end cannot be acquired due to communication problems
such as communication noise, and descrambling in the first
descrambler unit 701 or the second descrambler unit 702 1s
not carried out. In addition, the CPU 706 executes the pro-
gram stored by the secondary storage unit 705. The program
1s made up of plural subprograms. FIG. 9 shows an example
of the program stored by the secondary storage unit 705. In
FIG. 9, a program 800 1s made up of plural subprograms
including a main program 801, an 1nitialization subprogram
802, a network subprogram 803, a reproduction subprogram
804, and a PPV subprogram 805.

Here, PPV, which 1s an abbreviation of Pay Per View, refers
to a service that allows the user to view a certain program such
as a movie, on a charge basis. When the user enters his
personal 1dentification number, the purchase of the right to
view the program 1s notified to the head end 101, scrambling
1s cancelled, and such program can be viewed by the user.
With this viewing, the user i1s required to pay the purchase
price at a later date.
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The main program 801, which 1s the subprogram activated
first by the CPU 706 when the power 1s turned on, controls the
other subprograms.

The initialization subprogram 802, which 1s activated by
the main program 801 when the power 1s turned on, performs
information exchange with the terminal apparatus 500 and
performs initialization. The details of this initialization 1s

defined in detail 1n the OpenCable (™) HOST-POD Interface
Specification (OC-SP-HOSTPOD-IF-112-030210) and 1n
specifications referred to by such specification. Furthermore,
the imtialization subprogram 802 also performs 1nitialization
not defined 1n these specifications. Here, a part of such 1ni-
tialization 1s introduced. When the power 1s turned on, the
initialization subprogram 802 notifies the QPSK demodula-
tion unit 502 of a first frequency stored in the secondary
storage unit 7035 via the CPU 514 of the terminal apparatus
500. The QPSK demodulation unit 502 performs tuning using
the provided first frequency, and transmuits the resulting signal
to the secondary scrambler unit 702. Moreover, the initializa-
tion subprogram 802 provides the secondary descrambler
unit 702 with descrambling imnformation such as a first key
stored 1n the secondary storage unit 705. As a result, the
secondary descrambler unit 702 performs descrambling and
passes the result to the CPU 706 executing the mitialization
subprogram 802. As such, the imitialization subprogram 802
can receive the mformation. In the present embodiment, the
initialization subprogram 802 recetves information via the
network subprogram 803. A detailed description on this 1s
grven later.

Furthermore, the initialization subprogram 802 notifies the
QPSK modulation unit 503 of a second frequency stored 1n
the secondary storage unit 705 via the CPU 514 of the termi-
nal apparatus 500. The imitialization subprogram 802 pro-
vides the scrambler unit 703 with scrambling information (for
example, an algorithm, program or the like, necessary for
scrambling) stored 1n the secondary storage unit 705. When
the mitialization subprogram 802 provides, via the network
subprogram 803, the scrambler unit 703 with imnformation
required to be sent, the scrambler unit 703 scrambles the data
using the provided scrambling information, and provides the
scrambled data to the QPSK modulation unit 503. The QPSK
modulation unit 503 modulates the scrambled information
which it received, and sends the modulated information to the
head end 101.

As a result, 1t becomes possible for the initialization sub-
program 802 to carry out a two-way communication with the
head end 101 via the terminal apparatus 500, the secondary
descrambler unit 702, the scrambler unit 703, and the network
subprogram 803.

The network subprogram 803, which 1s used by plural
subprograms such as the main program 801 and the initial-
1zation subprogram 802, 1s a subprogram intended for carry-
ing out a two-way communication with the head end 101.
More specifically, the network subprogram 803 behaves as 1f
other subprograms using the network subprogram 803 were
carrying out a two-way communication with the headend 101
in accordance with TCP/IP. A detailed description of TCP/IP
1s omitted here, since it 1s a publicly known technique for
specilying the protocols to be used when exchanging infor-
mation between plural terminals. When activated by the 1ni-
tialization subprogram 802 at power-on time, the network
subprogram 803 notifies, via the terminal apparatus 500, the
head end 101 of an MAC address (an abbreviation of Media
Access Control address) which 1s an 1dentifier for identifying,
the POD 504 and which 1s stored 1n the secondary storage unit
705 beforehand, so as to request for the obtainment of an IP
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address via the terminal apparatus 500, and the network sub-
program 803 stores such IP address 1n the primary storage
unit 704. From here on, the head end 101 and the POD 504

communicate with each other using such IP address as the
identifier of the POD 504.

The reproduction subprogram 804 provides the first
descrambler unit 701 with descrambling information such as
a second key stored 1n the secondary storage unit 705 as well
as descrambling information such as a third key provided by
the terminal apparatus 500, so as to allow descrambling to be
performed. Furthermore, the reproduction subprogram 804
receives, via the network subprogram 803, information indi-
cating that the signal inputted 1n the first descrambler unit 701
1s a PPV channel. On the notification that the signal 1s a PPV
channel, the reproduction subprogram 804 activates the PPV
subprogram 805.

When activated, the PPV subprogram 805 displays, on the
television 608 via the terminal apparatus 500, a message that
prompts the user to purchase the program, and accepts an
input from the user. More specifically, when information
intended to be displayed on the screen is sent to the CPU 514
of the terminal apparatus 500, a program running on the CPU
514 of the terminal apparatus 500 sends video data for dis-
playing the message, to the video output unit 509 of the
terminal apparatus 300, and displays the message on the
display 609 of the television 608. Then, when the user enters
the personal 1dentification number via the input unit 513 of
the terminal apparatus 500, the CPU 3514 of the terminal
apparatus 500 accepts 1t, and sends 1t to the PPV subprogram
805 running on the CPU 706 of the POD 504. The PPV
subprogram 803 sends, to the head end 101, the accepted
personal identification number via the network subprogram
803. When such personal identification number 1s valid, the
head end 101 notifies, via the network subprogram 803, the
PPV subprogram 805 of descrambling information required
for descrambling such as a fourth key (in addition to the
fourth key, 1t 1s also possible to include a descrambling algo-
rithm or a descrambling program which use the fourth key).
The PPV subprogram 805 provides the first descrambler unit
701 with the accepted descrambling information such as the
fourth key, and then the first descrambler unit 701
descrambles the signal being inputted.

Reterring to FI1G. 6, the TS decoder 505 performs filtering,
on the signal accepted from the POD 504, and passes neces-
sary data to the audio decoder 506, the video decoder 508, and
the CPU 514. Here, the signal sent from the POD 504 1s an
MPEG-2 transport stream. A detailed description about an
MPEG-2 transport stream 1s given 1n the MPEG specification
ISO/IEC138181-1, and therefore detailed description 1s omit-
ted in the present embodiment. An MPEG-2 transport stream
1s composed of plural fixed-length packets, and a packet ID 1s
assigned to each packet. FIG. 10 1s a diagram showing the
structure of a packet. 900 1s a packet structured by 188 bytes
having fixed length. The top four bytes 1s a header 901 storing
information for identitying the packet, and the remaining 184
bytes 1s a payload 902 which contains the mnformation to be
transmitted. 903 shows the breakdown of the header 901. A
packet ID 1s included 1n the 13 bits of the twellth to twenty-
fourth bits from the top. FIG. 11 1s a schematic diagram
illustrating plural packet strings to be transmitted. A packet
1001 carries a packet ID “1” 1n its header and includes the first
information of video A 1n 1ts payload. A packet 1002 carries
apacketID “2” 1n 1ts header and includes the first information
of audio A 1n its payload. A packet 1003 carries a packet 1D
“3” 1n 1ts header and includes the first information of audio B
in 1ts payload.
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A packet 1004 carries the packet ID “1” 1n 1ts header and
includes the second information of the video A 1n 1ts payload,
and 1s the continuation of the packet 1001. Sumilarly, packets
1005, 1026, and 1027 carry follow-on data of the other pack-
ets. By concatenating the contents of the payloads of packets
with the same packet IDs 1n the above manner, 1t 1s possible to
reproduce a continuing video and audio.

Referring to FIG. 11, when the CPU 514 indicates, to the
TS decoder 505, the packet ID 17 as well as “the video
decoder 508 as an output destination, the TS decoder 5035
extracts packets with the packet ID “1” from the MPEG-2
transport stream recerved from the POD 504, and passes them
to the video decoder 508. In FIG. 11, therefore, only the video
data1s passed over to the video decoder 508. At the same time,
when the CPU 514 indicates, to the TS decoder 505, the
packet ID “2” as well as “the audio decoder 5067, the TS
decoder 505 extracts packets with the packet 1D “2” from the
MPEG-2 transport stream received from the POD 504, and
passes them to the audio decoder 506. In FIG. 11, only the
audio data 1s passed over to the video decoder 508.

This process of extracting only necessary packets accord-
ing to the packet IDs corresponds to the filtering performed by
the TS decoder 505. The TS decoder 505 1s capable of per-
forming more than one filtering simultaneously, at the
instruction of the CPU 514.

Referring to FIG. 6, the audio decoder 506 concatenates
audio data embedded in the packets 1n the MPEG-2 transport
stream provided by the TS decoder 505, performs digital-to-
analog conversion on the concatenated data, and outputs the
result to the audio output unit 507.

The audio output unit 507 outputs the signal provided by
the audio decoder 506.

The video decoder 508 concatenates video data embedded
in the packets in the MPEG-2 transport stream provided by
the T'S decoder 505, performs digital-to-analog conversion on
the concatenated data, and outputs the result to the video
output unit 509.

The video output unit 509 outputs the signal provided by
the video decoder 508.

The secondary storage unit 510 1s a re-writable storage

unit, and 1s specifically made up of a tlash memory or a hard
disk and the like, stores and deletes data and programs speci-
fied by the CPU 514. Stored data and programs are referred to
by the CPU 514. The stored data and programs are kept in
storage even when power to the terminal apparatus 500 1s cut
off.

The primary storage unit 511, specifically made up of a
RAM and the like, temporarily stores and deletes data and
programs specified by the CPU 514. Stored data and pro-
grams are referred to by the CPU 514. The stored data and
programs are deleted when power to the terminal apparatus
500 1s cut off.

The ROM 512 1s a read-only memory device, specifically
made up of are a ROM, a CD-ROM, or a DVD, and the like.
The ROM 512 stores a program to be executed by the CPU
514.

The mput unit 513, specifically made up of a front panel or
remote control, accepts an input from the user. FI1G. 12 shows
an example of the mput unit 513 1n the case where 1t 1s
configured in the form of a front panel. 1100 1s a front panel,
which corresponds to the front panel unit 603 shown in FIG.
7. Such front panel 1100 includes nine buttons, namely, an
up-cursor button 1101, a down-cursor button 1102, a left-
cursor button 1103, a nnght-cursor button 1104, an OK button
1105, a cancel button 1106, an EPG button 1107, a record

10

15

20

25

30

35

40

45

50

55

60

65

12

button 1108, and a POD eject button 1109. When the user
presses down a button, the identifier of such pressed button 1s
notified to the CPU 514.

The CPU 514 executes the program stored in the ROM 512.
Following the mstructions from such program to be executed,
the CPU 514 controls the QAM demodulation unit 501, the
QPSK demodulation unit 502, the QPSK modulation unit
503, the POD 504, the TS decoder 505, the video output unit
509, the secondary storage unit 510, the primary storage unit
511, the ROM 512, the descrambling judgment unit 5135, and
the media writing unit 516.

The descrambling judgment umt 515 1s an apparatus or a
program for judging whether or not conditions for descram-
bling a channel designated by the CPU are satisfied. More
specifically, 1t judges whether or not the POD 504 1s physi-
cally inserted into the terminal 500, and judges the conditions
for whether or not descrambling 1s possible according to the
descrambling-not-possible message received from the CPU
706 of the POD 504.

The media writing unmit 516 1s a drive for re-writable media,
which receives a write instruction from the CPU 514, and
writes data stored in the secondary storage unit 310 onto a
medium. More specifically, it 1s a drive for a flash memory

suchasa DVD-RAM, aDVD-R,aDVD-RW+, aDVD-RW-,
a Blue-ray Disc, a CR-R, a USB flash memory, and a SD
memory card.

Furthermore, although in FIG. 6, the media writing unit
516 1s provided 1nside the terminal apparatus 500, the media
writing unit 516 may also be provided outside the terminal
apparatus 500 and connected to the terminal apparatus 500
via wiring, and the like. In this case, aside from the above-
mentioned media located outside the terminal apparatus 500,
it 1s possible for the media writing umit 516 to write the data
stored 1n the secondary storage unit 510, mnto a hard disk
which can be written 1into by the media writing unit 516.

FIG. 13 1s adiagram showing an example of the structure of
the program stored 1n the ROM 512 and executed by the CPU
514.

A program 1200 1s made up of plural subprograms, and
more specifically, 1s made up of an OS 1201, an EPG 1202, a

Java (trademark) VM 1203, a service manager 1204, and a
Java library 1205.

The OS 1201 1s a subprogram activated by the CPU 514
when power to the terminal apparatus 500 1s turned on. The
OS 1201 stands for operating system, an example of which 1s
Linux and the like. The OS 1201 is a generic name for pub-
licly known technology made up of a kernel 1201a for execut-
ing a subprogram in parallel with another subprogram and of
a library 1201b, and therefore a detailed description 1s omit-
ted. In the present embodiment, the kernel 1201a of the OS
1201 executes the EPG 1202 and the Java VM 1203 as sub-
programs. Meanwhile, the library 1201b provides these sub-
programs with plural functions (for example, mathematical
functions) required for controlling the constituent elements of
the terminal apparatus 500.

As an example of such functions, tuning, recording, media
writing, and time obtainment are described. In the tuning
function, tuming information including a {frequency 1is
received from another subprogram and then passed over to the
QAM demodulation unit 501. Accordingly, it 1s possible for
the QAM demodulation unit 501 to perform demodulation
based on the provided tuming information, and pass the
demodulated data to the POD 504 and the TS decoder 505. As
a result, the other subprograms can control the QAM
demodulation unit via the library 1201b.

In the recording function, a record 1nstruction or a termi-
nate-recoding instruction 1s received from another subpro-
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gram and passed on to the CPU 514. In the case where the
program which 1s the subject of recording (heremafter
referred to as a recording-subject-program) 1s not scrambled,
the CPU 514 receiving the record instruction stores the data
demodulated by the QAM demodulation unit 501 into the
secondary storage unit 510. In the case where the recording-
subject-program 1s scrambled, the data demodulated by the
POD 504 i1s stored in the secondary storage unit 510. As a
result, another subprogram can hold a designated program
(television program) in the secondary storage unit, through
the library 1201b. Upon recerving the terminate-recording,
istruction, the CPU 514 terminates the above-mentioned
storing.

In the media writing function, recording information and
writing information stored in the secondary storage unit 510
are received from another subprogram, and the recording-
subject-program stored 1n the secondary storage unit 510 1s
sent to the media writing unit 516 for writing into a medium.
As aresult, 1t 1s possible for another subprogram to control the
media writing unit 516, through the library 1201b, and write
the recording-subject-program stored 1n the secondary stor-
age unit 510 into a medium 1nserted 1n the media writing unit
516.

The time obtainment function 1s a function for obtaining
the present time.

The EPG 1202 1s made up of a program display unit 1202a
for displaying a list of programs to the user as well as for
accepting an iput from the user, a reproduction unit 1202b
for selecting channels, and a recording unit 1202c¢ for record-
ing. Here, EPG 1s an abbreviation of Electronic Program
Guide. The EPG 1202 gets activated when power to the ter-
minal apparatus 500 1s turned on. In the activated EPG 1202,
the program display unit 1202a waits for an input from the
user via the mput umt 513 of the terminal apparatus 500.
Here, 1n the case where the input unit 513 takes the form of the
tront panel illustrated in FI1G. 12, when the user presses down
the EPG button 1107 on the mput unit 513, the CPU 514 1s
notified of the identifier of such EPG button. The program
display umit 1202a of the EPG 1202, which 1s a subprogram
running on the CPU 514, accepts this identifier and displays
program information on the display 609 via the video output
unit 509. FIG. 14A and FIG. 14B show examples of a pro-
gram table displayed on the display 609. Referring to FIG.
14 A, the program information 1s displayed on the display 609
in a grid pattern. A column 1301 describes time information.
A column 1302 describes a channel name “Channel 17 and
programs to be broadcast during time periods corresponding,
to the respective times described 1n the column 1301. It 1s
shown that a program “News 9” 1s broadcast from 9:00 to
10:30, and “Cinema AAA” 1s broadcast from 10:30 to 12:00
on “Channel 1”. A column 1303 describes a channel name
“Channel 27 and programs to be broadcast during time peri-
ods corresponding to the respective times described in the
column 1301, as in the case of the column 1302. A program
“Cinema BBB” 1s broadcast from 9:00 to 11:00, and “News
117 1s broadcast from 11:00 to 12:00. 1330 1s a cursor. The
cursor 1330 moves at the press of the left-cursor 1103 or the
right-cursor 1104 on the front panel 1100. When the right-
cursor 1104 1s pressed down 1n the state illustrated 1in FIG.
14 A, the cursor 1330 moves towards the right as shown 1n
FIG. 14B. Meanwhile, when the left-cursor 1103 1s pressed
down 1n the state illustrated in FIG. 14B, the cursor 1330
moves towards the left as shown in FIG. 14A.

When the OK button 1105 on the front panel 1100 1s
pressed down 1n the state shown in FIG. 14A, the program
display unit 1202a notifies the reproduction unit 1202b of the
identifier of “Channel 1. Meanwhile, when the OK button
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1105 on the front panel 1100 1s pressed down in the state
shown 1n FIG. 14B, the program display unit 1202a notifies
the reproduction unit 1202b of the 1dentifier of “Channel 2”.
In addition, when the user presses down the record button
1108 on the mput unit 513, the CPU 514 1s notified of the
identifier of the record button. The program display unit
1202a of the EPG 1202, which 1s a subprogram running on the
CPU 514, accepts this identifier and displays program infor-
mation on the display 609. FIG. 15A and FIG. 15B show
examples of a program table displayed on the display 609.
Referring to FIG. 15A, the program information 1s displayed
on the display 609 1n a grid pattern. A column 1401 describes
time information. A column 1402 describes a channel name
“Channel 1” and programs to be broadcast during time peri-
ods corresponding to the respective times described 1n the
column 1401. It 1s shown that a program “News 9” 1s broad-

cast from 9:00 to 10:30, and “Cinema AAA” i1s broadcast
from 10:30 to 12:00 on “Channel 1”. A column 1403
describes a channel name “Channel 27 and programs to be
broadcast during time periods corresponding to the respective
times described in the column 1401, as 1n the case of the
column 1402. A program “Cinema BBB” is broadcast {from
9:00 to 11:00, and “News 11" 1s broadcast from 11:00 to
12:00. 1330 1s a focus frame. The focus frame 1430 moves at
the press of the up-cursor button 1101, the down-cursor but-
ton 1102, the left-cursor 1103 or the right-cursor 1104 on the
front panel 1100. When the right-cursor 1104 1s pressed down
in the state i1llustrated 1n FIG. 15A, the focus frame 1430
moves towards the right as shown 1n FIG. 15B. Meanwhile,
when the left-cursor 1103 is pressed down 1n the state illus-
trated 1n FI1G. 15B, the focus frame 1330 moves towards the
lett as shown i FIG. 15A.

When the OK button 1105 on the front panel 1100 1s
pressed down in the state shown in FIG. 15A, the program
display unit 1202a notifies the record unit 1202¢ of the 1den-
tifier of “Channel 17 as well as the start time and end time for
“News 9”. Meanwhile, when the OK button 1105 on the front
panel 1100 1s pressed down 1n the state shown in FIG. 14B,
the program display unit 1202a notifies the reproduction unit
1202b of the identifier of “Channel 2” as well as the start time
and end time for “Cinema BBB”.

Furthermore, the program display unit 1202a periodically
stores program iformation to be displayed from the head end
101 mto the primary storage unit 511 via the POD 504.
Generally, it takes time to obtain program information from
the head end. However, 1t becomes possible to quickly display
a program table by displaying the program information that 1s
pre-stored in the primary storage unit 511 at the press of the
EPG button 1107 of the mput unit 513.

The reproduction unit 1202b reproduces the channel using,
the received identifier of the channel. The relationship
between channel identifiers and channels 1s pre-stored by the
secondary storage unit 510 as channel information. FIG. 16
shows an example of the channel information stored 1n the
secondary storage unit 310. The channel information 1s stored
in tabular form. A column 1501 describes the i1dentifiers of
channels. A column 1502 describes channel names. A column
1503 describes tuning information. Here, the tuning informa-
tion 1s represented by values to be provided to the QAM
demodulation unit 501 such as frequency, transmission rate,
and coding ratio. A column 1504 describes program numbers.

Program numbers are numbers used to identity PMTs defined
by the MPEG-2 standard. A description about PMT is given

later. Fach of lines 1511~1514 indicates a set of the 1dentifier,

channel name, and tuning information of each channel. The
line 1511 describes a set that includes “1”” as an i1dentifier,

“Channel 17 as a channel name, a frequency of “312 MHz” as
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tuning information, and “101” as a program number. The
reproduction unit 1202b passes the identifier and the repro-
duce 1nstruction of the received channel to the service man-
ager 1n order to reproduce the channel.

Moreover, when the user presses down the up-cursor 1101
and the down-cursor 1102 on the front panel 1100 while the
reproduction 1s taking place, the reproduction unit 1202b
receives a notification about such press by the user from the
input unit 513 via 15 the CPU 514, and switches the channel
being reproduced to another one. First, the reproduction unit
1202b stores, 1n the primary storage unit 511, the identifier of
the channel that 1s currently reproduced. FIGS. 17A, B and C
show example 1dentifiers of channels stored in the primary
storage unit 511. FIG. 17A shows that an i1dentifier “3” 1s
stored, and 1t 1s shown by referring to FIG. 16 that a channel
with the channel name “TV 3” 1s being reproduced. When the
user presses down the up-cursor 1101 1n a state illustrated in
FIG. 17A, the reproduction unit 1202b refers to the channel
information shown 1n FI1G. 16, and passes the identifier “2” of
a channel with the channel name of “Channel 2” to the service
manager 1 order to newly reproduce a channel with the
channel name of “Channel 27, which is the previous channel
in the table. At the same time, the reproduction unit 1202b
rewrites the 1dentifier mnto the channel 1dentifier “2” stored in
the primary storage unit 511. FIG. 17B shows such rewritten
channel identifier. Meanwhile, when the user presses down
the down-cursor 1102 1n the state 1llustrated 1n F1G. 17A, the
reproduction unit 1202b refers to the channel information
shown 1n FIG. 16, and passes the 1dentifier “4” of a channel
with the channel name of “TV Japan” to the service manager
in order to newly reproduce a channel with the channel name
of “TV Japan™, which 1s the next channel in the table. At the
same time, the reproduction unit 1202b rewrites the identifier
into the channel 1dentifier “4” stored in the primary storage
unit 511. FIG. 17¢ shows such rewritten channel identifier.

The recording unit 1202c¢ stores the recerved channel 1den-
tifier, the start time and end time, into the secondary storage
unit 510, as management information regarding recording,
data. The management information regarding recording data
1s stored, for example, 1n table form. FIGS. 18 A and 18B are
examples of management tables stored in the secondary stor-
age unit 510. A column 1701 describes the recording data
identifier (recording number) of recording data. A column
1702 describes channel 1identifiers. These channel 1dentifiers
correspond to the channel 1dentifiers in column 1501 1n FIG.
16. A column 1703 defines the start time for recording, and
indicates the year, month, day, and time for the start of the
recording A column 1704 defines the end time for the record-
ing, and indicates the year, month, day, and time for the end of
the recording. A column 1705 defines values which indicate
the recording status. In the present embodiment, a value of
“0” 1s carried for pre-recording, “1”” for currently-recording,
and “2”” for recording ended. A column 1706 describes values
which indicate whether or not a program to be recorded 1s a
scrambled broadcast. In the present embodiment, a value of
“1”1s carried 1in the case of a scrambled broadcast, and “2” for
a non-scrambled broadcast. The recording unit 1202c¢ obtains
information on whether or not a program to be recorded 1s a
scrambled broadcast via the library 1201b. A column 1707
describes values indicating whether or not a descrambling-
not-possible situation was present during the recording of the
scrambled broadcast. In the present embodiment, “1” 1s car-
ried when present, and “2” when not present. Each of lines
1708 and 1709 describes management data regarding respec-
tive recording data, and indicates the set of the recording data
identifier, channel identifier, recording start time, recording
end time, execution status, the value indicating whether or not
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a program 1s scrambled or not scrambled, and the value 1ndi-
cating whether or not a descrambling-not-possible situation
has occurred.

Furthermore, when the current time reaches the start time
in the recording data, the recording unit 1202¢ rewrites, to
“17, the execution status of the management information
corresponding to such recording data 1in the management
table, and passes on the recording data identifier and the
record 1nstruction to the service manager 1204. For example,
referring to FIG. 18A, in the case where the current time 1s
2004/3/10 11:00, the execution status in line 1709 1s rewritten
from “0” to “1” as the recording start time 1n line 1709 has
been reached. FIG. 18B shows the recording data after rewrit-
ing. The execution status 1n line 1709 1s rewritten as 1. Next,
the recording unit 1202¢ passes on, to the service manager
1204, the recording data identifier and the record instruction
of line 1709 which 1s recording data with a recording start
time that has been reached.

The Java VM 1203 i1s a Java virtual machine that sequen-
tially analyzes and executes programs written 1n the Java (T™™)
language. Programs written 1n the Java language are com-
piled mto intermediate codes known as byte codes which do
not depend on hardware. The Java virtual machine 1s an
interpreter that executes such byte codes. Some of the Java
virtual machines translate the byte codes 1nto an executable
form which can be interpreted by the CPU 514 and pass the
resultant to the CPU 514, which executes 1t. The Java VM
1203 gets activated, with a Java program to be executed being
specified by the kernel 1201a. In the present embodiment, the
kernel 1201a specifies the service manager 1204 as a Java
program to be executed. A detailled commentary on the Java
language 1s given 1n many books that include “Java Language
Specification” (ISBN 0-201-63451-1). Theretore, a detailed
description about 1t 1s omitted here. Also, a detailled commen-
tary on the operation of the Java VM 1tself 1s given in many
books that include “Java Virtual Machine Specification™
(ISBN 0-201-63451-X). Therefore, a detailed description
about 1t 1s omitted here.

The service manager 1204, which 1s a Java program written
in the Java language, 1s executed by the Java VM 1203
sequentially. It1s possible for the service manager 1204 to call
and to be called by another subprogram not written 1n the Java
language through the JNI (Java Native Interface). A commen-
tary on the JNI 1s given 1n many books that include “Java
Native Interface”. Therefore, a detailed description about 1t 1s
omitted here.

The service manager 1204 accepts the identifier of the
channel from the reproduction unit 1202b through the JNI.

Upon accepting the identifier of the channel and the repro-
duce instruction from the reproduction unit 1202b, the service
manager 1204 passes the 1dentifier of the channel to a Tuner
1205c 1n the Java library 1203 so as to request for tuning. The
Tuner 1205c¢ refers to the channel information stored 1n the
secondary storage unit 510 to obtain the tuning information.
Assuming that the service manager 1204 passes the identifier
“2” of the channel to the Tuner 1205c¢, the Tuner 1205c¢ refers
to the column 1512 shown 1n FIG. 16, and obtains the tuning
information “156 MHz,” corresponding to the channel. The
Tuner 1205¢ passes the tuning information to the QAM
demodulation unit 501 via the library 1201b of the OS 1201.
The QAM demodulation unit 501 demodulates the signal sent
from the head end 101 according to the tuning information
given to the QAM demodulation unit 501. The resulting sig-
nal 1s passed by the QAM demodulation unit 501 to the POD
504 when the demodulated channel 1s a scrambled broadcast,
and to the TS decoder 505 when 1t 1s not a scrambled program.
Next, the service manager 1204 requests a CA 12035b inside




US RE42,622 E

17

the Java library 1205 to perform descrambling. The CA
1205d provides the POD 504 with information required for
descrambling through the library 1201b in the OS 1201. On
the basis of such provided information, the POD 504
descrambles the signal provided by the QAM demodulation
unit 501, and passes the resulting signal to the TS decoder
505.

Next, the service manager 1204 provides a JMF 1203a
inside the Java library 12035 with the 1dentifier of the channel,
so as to request for the reproduction of the video and audio.

First, the JMF 1205a obtains, from a PAT and a PMT,
packet IDs used to specily the video and audio to be repro-
duced. PAT and PMT are tables defined by the MPEG-2
standard that show the program line-up included in an
MPEG-2 transport stream. PAT and PMT are carried 1n the
payloads 1n packets included 1n an MPEG-2 transport stream,
together with audio and video. Refer to the specification for a
detailed description of PAT and PMT. Here, only an overview
of PAT and PMT 1s given. PAT, which 1s an abbreviation of
Program Association Table, 1s carried 1n packets with the
packet ID “0”. In order to obtain the PAT, the JIMF 1205a
indicates, to the TS decoder 505, the packet ID “0” and the
CPU 514 through the library 1201b of the OS 1201. Then, the
TS decoder 505 performs filtering based on the packet 1D “0”,
and passes the resultant to the CPU 314. Accordingly, the
IMF 1205a can collect the PAT packets. FIG. 19 illustrates a
table that schematically shows an example of the collected
PAT information. A column 1801 describes program num-
bers. A column 1802 describes packet IDs. The packet 1Ds
shown 1n the column 1802 are used to obtain the PAT. Each of
lines 1811~1813 is a pair of the program number of a channel
and a packet ID corresponding to it. Here, three channels are
defined. The line 1811 defines a pair of the program number
“101” and the packet ID “301”. Assuming that the channel
identifier provided to the IMF 1205a 15 “2”, the JMF 1205a
refers to the column 1512 in FIG. 16, so as to obtain the
program number “102” corresponding to such channel 1den-
tifier, and then refers to the column 1812 1n the PAT shown 1n
FIG. 19, so as to obtain the packet ID “502” corresponding to
the program number “102”.PMT, which 1s an abbreviation of

Program Map Table, 1s carried in packets with the packet IDs
specified 1n the PAT. In order to obtain the PMT, the IMF

12035a 1ndicates, to the TS decoder 505, a packet ID and the
CPU 514 through the library 1201b of the OS 1201. Here, a
packet ID to be specified 1s “502”. Then, the TS decoder 505
performs filtering based on the packet ID “302”, and passes
the resultant to the CPU 514. Accordingly, the IMF 1205a can
collect the PMT packets. FIG. 20 1llustrates a table that sche-
matically shows an example of the collected PMT informa-
tion. A column 1901 describes stream types. A column 1902
describes packet IDs. Information specified 1n the respective
stream types 1s carried in the payloads of packets with the
packet IDs specified 1in the column 1902. A column 1903
describes additional 1information. Each of columns
1911~19141s a pair of a packet ID and the type of information
being transmitted, which 1s known as an elementary stream.
The column 1911, which 1s a pair of the stream type “audio”
and the packet ID “30117, indicates that audio data 1s stored
in the payload of the packet with the packet ID “50117. The
IMF 1203a obtains, from the PMT, the packet IDs of the
video and audio to be reproduced. Referring to FIG. 20, the
IMF 12035a obtains the audio packet ID “35011” from the line
1911, and the video packet 1D “35012” from the line 1912.
Then, the IMF 1205a provides the TS decoder 5035 with
pairs of the obtained audio packet ID and the audio decoder
506 as an output destination as well as the video packet ID and
the video decoder 508 as an output destination, via the library
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1201b of the OS 1201. The TS decoder 505 pertorms filtering,
based on such provided packet IDs and the output destina-
tions. Here, the packet with the packet ID “3011” 1s passed to
the audio decoder 506 and the packet with the packet 1D
“35012” 1s passed to the video decoder 508. The audio decoder
506 performs digital-to-analog conversion on the provided
packet, and outputs the result to the audio output unit 507. The
video decoder 508 performs digital-to-analog conversion on
the provided packet, and outputs the video to the video output
unit 509.

Finally, the service manager 1204 provides the channel
identifier to an AM 1205b in the Java library 1205, so as to
request for data broadcast reproduction. Here, data broadcast
reproduction means to extract a Java program included in the
MPEG-2 transport stream and cause the Java VM 1203 to
execute 1t. As a technique for embedding a Java program into
an MPEG-2 transport stream, a method known as DSMCC,
which 1s described 1n the MPEG specification ISO/
IEC138181-6, 15 used. A detailed explanation of DSMCC 1s
omitted here. DSMCC specification defines a method of
encoding a file system comprised of directories and files used
by a computer, 1n packets within an MPEG-2 transport
stream. Information about the Java program to be executed 1s
carried 1n packets in the MPEG-2 transport stream in the form
of AIT. AIT 1s an abbreviation of Application Information
Table whose defimition 1s given in the tenth chapter of the
DVB-MHP standard (formally known as ETSI TS 101 812
DVB-MHP specification V1.0.2).

Furthermore, upon accepting the identifier of the recording,
data and the record 1nstruction from the recording unit 1202c,
the service manager 1204 searches for a recording 1dentifier
that matches the accepted recording 1dentifier from column
1701 ofthe recording data stored 1n the secondary storage unit
510, and passes the channel 1dentifier 1n the same line to the
Tuner 1205¢ 1n the Java library 12035 so as to request for
tuning. The Tuner 12035c refers to the channel information
stored 1n the secondary storage unit 510 to obtain the tuning
information. Now, assuming that the recording unit 1202c¢
passes the recording data identifier “2”” and the record nstruc-
tion to the service manager 1204, the service manager
searches for “2” from column 1701 in FIG. 18B and identifies
the line 1709 having the recording identifier “2”. Next,
assuming that the service manager 1204 passes the channel
identifier “2” of the recording data line 1709 to the Tuner
1205c, the Tuner 1205c refers to the column 1512 shown 1n

FIG. 16, and obtains the corresponding tuning information
“156 MHz”. The Tuner 1205c¢ passes the tuning 1nfi

'ormation
to the QAM demodulation unmit 501 via the library 1201b of
the OS 1201. The QAM demodulation unit 301 demodulates
the signal sent from the head end 101 according to the tuning
information given to the QAM demodulation unit 501. The
resulting signal 1s passed by the QAM demodulation unmt 501
to the POD 504 when the demodulated channel 1s a scrambled
broadcast, and to the TS decoder when 1t 1s not a scrambled
program. Next, the service manager 1204 requests the CA
1205b 1nside the Java library 1205 to perform descrambling.
The CA 1205d provides the POD 504 with information
required for descrambling through the library 1201b 1n the
OS 1201. On the basis of such provided information, the POD
504 descrambles the signal provided by the QAM demodu-
lation unit 301, and passes the resulting signal to the TS
decoder 505 and the secondary storage unit 510. Next, the
service manager 1204 requests a REC 1205¢ inside the Java
library 1205 to record. The REC 12035¢ provides a record
instruction to the secondary storage umt 510 through the
library 1201b 1n the OS 1201. The secondary storage unit
stores the data outputted by the POD 504. Here, the data
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stored by the secondary storage unit 510 may also be data
outputted by the TS decoder 505.

Although description 1s made with the secondary storage
unit 510 being exemplified as a storage medium such as a hard
disk existing inside a terminal apparatus, 1t 1s also possible to
have the secondary storage unit 510 existing outside the ter-
minal apparatus 500, and connected via wiring and the like.
Furthermore, the secondary storage unit 510 need not be
limited to a hard disk, and may also be an optical disc which
can be detached from an optical disc apparatus, as well as
media such as a card media.

First, in order to obtain the AIT, the AM 1205b obtains the
PAT and PMT as in the case of the JIMF 1205a, so as to obtain
the packet ID of the packet that stores the AI'T. Assuming that
“2” 1s the provided channel 1dentifier and that the PAT shown
in FI1G. 19 and the PMT shown 1n FIG. 20 are being transmiut-
ted, the AM 1205b obtains the PMT shown in FIG. 20 accord-

ing to the same procedure followed by the IMF 1205a. Sub-
sequently, the AM 1205b extracts, from the PMT, the packet
ID of the elementary stream whose stream type 1s “Data” and

which has “AIT” as additional information. As shown 1n FIG.

20, the elementary stream in the line 1913 corresponds to
such elementary stream, and therefore the AM 1205b obtains

the packet ID “5013” from 1it.
The AM 1205b provides the TS decoder 505 with the

packet ID of the AIT and the CPU 514 as an output destination

through the library 1201b of the OS 1201. Then, the TS
decoder 505 performs filtering based on such provided packet

ID, and passes the resultant to the CPU 3514. Accordingly, the
AM 1205b can collect the packets of AIT. FIG. 21 i1s a table
that schematically shows an example of the collected AIT
information. A column 2001 describes identifiers of Java
programs. A column 2002 describes control information for
controlling the Java programs. The control information
includes “autostart”, “present”, and “kill”. “autostart” means
that the terminal apparatus 500 automatically executes the
program promptly. “present” means that the program 1s not
executed automatically. “kill” means that the program 1s to be
terminated. A column 2003 describes DSMCC 1dentifiers
used to extract packet IDs that include Java programs 1n the

DSMCC format. A column 2004 describes program names of
the Java programs. Each of columns 2011 and 2012 1s asetof
information about a Java program. The Java program defined
in the column 2011 1s a set of an identifier “301”, control
information “autostart”, a DSMCC 1dentifier *“1”, and a pro-
gram name “a/TopXlet”. The Java program defined 1n the
column 2012 1s a set of an 1dentifier “302”, control informa-
tion “present”, a DSMCC identifier *“1”, and a program name
“b/GameXlet”. Here, these two Java programs have the same
DSMCC identifier. This indicates that two Java programs are
included 1n the file system which has been encoded according
to the same DSMCC method. Here, only four items of infor-
mation are specified for the respective Java programs, but
more items of information are specified 1n actuality. Refer to

the DVB-MHP specification for detail.

The AM 1205b finds the “autostart” Java program from the
AIT, and extracts the corresponding DSMCC identifier and
Java program name. Referring to FIG. 21, the AM 1205b
extracts the Java program in the line 2011, and obtains the
DSMCC 1dentifier “1”” and the Java program name “a/ TopX-
let”.

Next, the AM 1205b obtains, ifrom the PMT, the packet 1D
ol packets that store Java programs 1n the DSMCC format,
using the DSMCC identifier obtained from the AIT. More
specifically, the AM 1205b obtains, from the PMT, the packet
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ID included 1n the elementary stream whose stream type 1s
“Data” and whose DSMCC 1dentifier 1in the additional infor-
mation matches.

Here, assuming that such DSMCC 1dentifier 1s “1” and the
PMT 1s the one shown in F1G. 20, the elementary stream 1n the

line 1914 satisfies the above condltlon Theretore, the packet
ID <5014 1s to be extracted.

The AM 1205b indicates, to the TS decoder 505, the packet
ID of packets 1n which data 1s embedded in the DSMCC
format as well as the CPU 514 as an output destination
through the library 1201b of the OS 1201. Here, the packet ID
“5014” 1s provided. Then, the TS decoder 5035 performs fil-
tering based on the provided packet 1D, and passes the result-
ant to the CPU 514. Accordingly, the AM 1205b can collect
the required packets. The AM 1205b reconstructs the file
system from the collected packets according to the DSMCC
method, and stores the reconstructed file system into the
primary storage unit 311. The process for extracting data such
as the file system from packets in the MPEG-2 transport and
storing the extracted data into storage units such as the pri-
mary storage unit 511 1s hereinaiter called download.

FIG. 22 shows an example of the downloaded file system.
In the diagram, circles represent directories and squares rep-
resent files, where 2101 1s a root directory,, 2102 15 a directory
“a”, 2103 1s a directory “b”, 2104 1s a file “TopXlet.class”,
and 2105 15 a file “GameXlet.class™.

Subsequently, the AM 1205b passes, to the Java VM 1203,
a Java program to be executed out of the file system down-
loaded 1nto the primary storage unit 511. Here, assuming that
the Java program name to be executed 1s “a/TopXlet”, a file
“a/TopXlet.class™, resulting from the appendage of *“.class™ to
the above Java program name, 1s a {ile to be executed. “/”” 1s a
delimiter between a directory and a file name, and as shown 1n
FIG. 22, the file 2104 1s a Java program to be executed. Next,
the AM 1205b passes the file 2104 to the Java VM 1203.

The Java VM 1203 executes such recerved Java program.

Upon the receipt of the identifier of another channel and
reproduce instruction, the service manager 1204 terminates
the reproduction of the video and audio as well as the execu-
tion of the Java program which are being carried out through
cach library included in the Java library 12085, through each
library included in the same Java library 1205, and then
performs the reproduction of the video and audio as well as
the execution of a Java program based on the newly recerved
channel 1dentifier. Furthermore, upon recerving the identifier
of another channel and a record 1nstruction, the service man-
ager 1204 does not perform the execution of the Java pro-
gram. In the case of recording, as the execution of the Java
program 1s not carried out, the amount of use for the CPU 514
and the primary storage umt 311 can be reduced. In addition,
the service manager 1204 performs control so that during the
recording of a scrambled video, the POD 603 1s not ejected
even when the POD eject button 1109 1s pressed. At this time,
before the ejection of the POD 603 1s actually executed, a
message which indicates that a descrambled video 1s cur-
rently being recorded may also be notified to the user.

The Java library 1205 1s a collection of plural Java libraries
stored 1n the ROM 512. In the present embodiment, the Java
library 1205 includes the JMF 1205a, the AM 1205b, the
Tuner 1205c¢, the CA 1205d, the REC 1205e, and a POD Lib
12051, and so on.

The REC 1205¢ has a function for performing recording
using the library 1201b. The REC 1205¢ recerves, as an input,
a record 1nstruction as well as a terminate-recording instruc-
tion from the service manager 1204. In the case where a
record instruction 1s mputted, the REC 1205¢ outputs the
record instruction to the library 1201b. In the case where
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terminate-recording instruction is inputted, the REC 1205¢
outputs the terminate-recording instruction to the library

1201b.

Next, the recording automatic-termination function which
1s an 1mportant function of the present embodiment 1is

described.

The service manager 1204 accepts the recording data iden-
tifier and the record mstruction from the recording unit 1202c,

and can store the program in the secondary storage unit 510,
through the REC 1205¢ included 1n the Java library 1205.

The recording automatic-termination function, which 1s an
important function of the present embodiment, automatically
terminates the recording performed by the service manager
1204 in the case where a descrambling-not-possible situation
occurs while recording 1s being executed.

FI1G. 23 1s a flowchart for the case where a descrambling-
not-possible situation occurs during recording.

First, the descrambling judgment unit 515 detects the chan-
nel where the descrambling-not-possible situation has
occurred (Step 2201). This 1s performed by detecting, at the
terminal apparatus 500-side, the state of attachment/detach-
ment of the POD 504 (for example: by detecting the pressing,
of an 1input button for detaching the POD 54; and by carrying
out an exchange of signals between the POD 3504 and the
terminal apparatus 500 at fixed times, where the terminal
apparatus detects when the signal from the POD 504 does not
come at the fixed time), and by receiving a descrambling-not-
possible message from the CPU 706 of the POD 504. More-
over, the POD 504 notifies the descrambling judgment unit
515 that descrambling has become not possible: when a key,
per se, cannot be obtained; when an obtained key 1s different
from the required key; when the key 1s mnvalid; when 1n the
case¢ where the POD 504 can descramble a plurality of
scrambled data, the scrambled data to be recorded cannot be
descrambled; and so on.

Next, the descrambling judgment unit 315 passes, to the
service manager 1204, the channel identifier for which
descrambling has become not possible (Step 2202).

Next, the service manager 1204 searches the management
table stored in the secondary storage unit 510, for manage-
ment information regarding the recording data showing that
recording 1s being executed on the channel indicated by the
channel identifier passed on from the descrambling judgment
unit 515 and which 1s 1n the descrambling-not-possible situ-
ation (Step 2203). To be more specific, a search 1s performed
tor the line having a channel identifier in column 1702 1n FIG.
18B which matches the recerved channel 1dentifier and at the
same time having a value of “1” for the column 1705 which
indicates the execution status of recording. Here, assuming
that the service manager 1204 receives, from the descram-
bling judgment unit 515, a message stating the descrambling-
not-possible situation for channel identifier “2”, line 1709 in
the management table shown in FIG. 18B becomes the cor-
responding recording data.

Next, 1in the case where the recording data showing that
recording 1s being executed on the channel for which
descrambling has become not possible 1s found (Yes 1n Step
2204), the service manager 1204 outputs the terminate-re-
cording instruction to the REC 1205¢ included 1n the Java
library 1203. Upon receiving the mputted terminate-record-
ing instruction, REC 1205¢ outputs the terminate-recording
instruction to the library 1201b to have the recording termi-
nated (Step 2205). In the case where none 1s found (No 1n Step
2204), nothing 1s done. Furthermore, 1t 1s possible to judge
whether or not to terminate the recording by referring to a
setting file which 1s set in advance by the user.
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Next, the service manager 1204 writes into the manage-
ment table stored in the secondary storage unit 5310, the fact
that a descrambling-not-possible situation has occurred dur-
ing recording (Step 2206). To be more specific, the value 1n
column 1707 1n the management table shown in FIG. 18B 1s
rewritten from “0” to “17.

Moreover, although 1n the present embodiment, the EPG
1202, the service manager 1204, and the Java library 1205 are
described as software written 1n the Java language, such pro-
grams may be written in languages other than Java, such as C
language and native language, and may be installed through
hardware.

Moreover, 1n the present embodiment, in the case where
recording data showing that recording i1s being executed on
the channel for which descrambling has become not possible
1s found, the service manager 1204 terminates the recording,
through the REC 1205¢. However, it 15 also possible to notify
the EPG 1202 (downloaded application) which 1ssued the
record request this time. In this manner, the EPG 1202 1s able
to know that a problem has occurred on the current recording
for the record request it has 1ssued, and processing which 1s
different from that for normal recording data can be carried
out on the recording data 1n which a problem has occurred (for
example, performing processes such as: deleting the record-
ing data 1n which a problem has occurred; notitying the user
that a problem has occurred; re-setting the timer for timer-
recording when the same program 1s to be re-aired).

The recording automatic-termination function n the
present embodiment has thus been described up to this point.
According to this function, 1t becomes possible to terminate
unneeded recording in the case where a descrambling-not-
possible situation occurs during recording. Therefore, the
strain on the available capacity of the secondary storage unit
510 provided 1n the terminal apparatus and which records and
stores recording data, 1s eliminated.

Second Embodiment

In the first embodiment, recording is terminated in the case
where a descrambling-not-possible situation occurs during
recording. However, when the descrambling-not-possible
situation only lasts a short period and scrambling becomes
possible again right away, the period in which a program 1s
recorded 1n the scrambled state 1s also short. Therefore, there
are also cases where continuing the recording of the program
1s more advantageous for the user.

As such, in the present embodiment, recording is continued
even when a descrambling-not-possible situation occurs dur-
ing recording. However, in the case of writing the program,
recorded in the secondary storage unit 510, into a medium
inserted in the media writing unit 516, whether or not writing
1s to be carried out 1s confirmed with the user.

FIG. 24 1s a flowchart for the recording function in the
present embodiment, 1n the case where a descrambling-not-
possible situation occurs during the recording of a program.

Step 2301 to step 2304 are the same procedures as step
2201 to step 2204 of the flowchart in FI1G. 23.

In the case where recording data showing that recording 1s
being executed on the channel for which descrambling has
become not possible 1s found (Yes 1n Step 2304), the service
manager 1204 writes imto the management table stored 1n the
secondary storage umt 510 that a descrambling-not-possible
situation has occurred during recording (Step 2305). The

process details of step 2305 are the same as 1n step 2206 in
FIG. 23.



US RE42,622 E

23

As described above, 1n the present embodiment, the record-
ing 1nto the secondary storage unit 510 1s continued even
when a descrambling-not-possible situation occurs.

Furthermore, the service manager 1204 1nstructs the media
writing unit 516 to write the program stored in the secondary
storage unit 510 1nto the medium 1nserted in the media writing
unit 5316. At this time, 1n the case where there 1s a period in
which a descrambling-not-possible situation has occurred
during the recording of the recording-subject-program to be
written, 1t 1s confirmed with the user whether or not the
writing 1s to be carried out. When the user makes an input
stating that writing 1s not to be carried out, the writing 1s
terminated.

FIG. 25 1s a flowchart for the writing of a recording-sub-
ject-program into a medium.

An EPG 1202 displays a list of programs recorded 1n the
secondary storage unit 5310, on the display 609 through the
video output unit 509. FIG. 26 shows an example of the
recording-subject-program list displayed by the EPG. A col-
umn 2501 describes the identifier of recording data. A column
2502 describes the name of a recorded program. A column
2503 describes a value which indicates whether or not a
descrambling-not-possible situation has occurred during
recording. A line 2504 1ndicates the set of the recording data
identifier, the program name, and the value indicating
whether or not descrambling became not-possible during
recording. By using this display screen, the user can judge
whether or not descrambling became not-possible during
recording without viewing the details of the recorded pro-
gram, and the program to be written into the medium can be
selected without worry. The EPG receives, through the input
unit 513, the recording data identifier of the program selected
by the user, and passes the recording data identifier and a
write istruction to the service manager 1204. The service
manager 1204 receives, through the EPG, the identifier of the
recording data to be recorded and the write instruction (Step
2401).

Next, the service manager 1204 verifies whether or not a
descrambling-not-possible situation has occurred during the
recording of the recording-subject-program to be written
(Step 2402). To be more specific, a line with a matching
recording 1dentifier 1s searched from the management table
shown 1n FIG. 18B, and the column 1707 value of the found
line 1s verified. When the value 1s “17, 1t 1s judged that a
problem has occurred such as when descrambling becomes
not possible during recording. It 1s judged that the problem
has not occurred when the value 1s “0”. In the case where the
problem has not occurred (No 1n Step 2403 ), a write mnstruc-
tion and the recording data identifier are passed on to the
media writing unit 516, and the media writing unit 516 writes,
into the media, the recording-subject-program stored 1n the
secondary storage unit 510 (Step 2408). In the case where the
problem has occurred (Yes in Step 2403), a message to the
user confirming whether or not the writing 1s to be carried out
1s outputted to the video output unit 509 (Step 2404). FIG. 27
shows the display screen of the user confirmation outputted to
the audio output unit 509. A message 2601 1s message stating,
to the user, that a descrambling-not-possible situation has
occurred during the recording of the program to be written
into the media. A Yes-button 2602 1s a button which 1s pressed
when continuance of the writing 1s selected by the user, and a
No-button 2603 is a button pressed when the user selects not
to conftinue the writing. Next, the service manager 1204
obtains the instruction of the user (Step 2405), and judges
whether or not the user has permitted the writing (Step 2406).
In the case where the user has permitted the writing (Yes 1n
Step 2406), in other words, when the user has pressed the
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Yes-button 2602, the writing onto the medium 1s carried out
(Step 2408). On the other hand, in the case where the user
does not permit the writing (No 1n Step 2406), in other words,
when the user has pressed the No-button 2603, the instruction
for the media writing unit 516 1s not passed, and nothing 1s
done (Step 2407). Furthermore, i1t 1s also possible to automati-
cally move the process from step 2402 to step 24035 or step
2406 without executing step 2402 and step 2404.

Moreover, although 1n the present embodiment, the EPG
1202, the service manager 1204, and the Java library 1203 are
described as software written 1n the Java language, such pro-
grams may be written 1n languages other than Java, such as C
language and native language, and may be installed through
hardware.

According to the aforementioned function, with regard to a
program for which a descrambling-not-possible situation has
occurred during program recording, the writing of unneeded
recording data into a medium 1s prevented as 1t 1s possible to
recognize, before writing into the medium, that there 1s a
problem 1n the recording data due to the occurrence of a
descrambling-not-possible situation.

Furthermore, although 1n the present embodiment, only the
occurrence of a problem during recording 1s notified to the
user, the present invention 1s not limited to this. For example,
the time period for which descrambling was not possible can
be measured, and 1n addition to the occurrence of the
descrambling-not-possible situation, the time period {for
which descrambling was not possible may also be notified. In
this case, as shown in FI1G. 28, the service manage 1204 writes
the measured time period into the management table stored in
the secondary storage unit 510, as a problem period 2701.
Subsequently, when the writing 1nto a medium 1s requested, a
duration 2801 for which descrambling was not possible, as
shown 1n FIG. 29, 1s displayed, and the occurrence of a
problem during recording 1s notified to the user. Accordingly,
the user 1s able to know the duration for which the problem
has occurred during recording, and can refer to such duration
in deciding whether or not to continue with the writing into
the medium. In addition, the cause for the occurrence of the
problem may also be notified to the user. In this case, the
descrambling judgment unit 515 judges whether or not the
terminal apparatus 500 physically detects that the POD 504
has been detached, or whether or not the fact that a key
required for descrambling can no longer be acquired, 1s
received from the POD 504. Furthermore, the service man-
ager 1204 writes the result of the judgment by the descram-
bling judgment unit 515 into the management table as a
problem occurrence cause 2702, as shown in FIG. 28. When
the writing 1into the medium 1s requested, the cause 2802 for
the descrambling becoming not possible 1s displayed as
shown 1n FIG. 29, and the occurrence of the problem during
recording 1s notified to the user. Accordingly, the user 1s able
to know the cause for the occurrence of the problem during
recording.

In addition an interface (not shown) can be provided 1n the
display screen i FIG. 29, for accepting a request to display
the recording data for the period before and after the occur-
rence of the problem. For example, by using the information
of the problem period 2701 and displaying the recording data
betfore and after the occurrence of the descrambling-not-pos-
sible situation when the iput from such interface 1s received,
it 1s possible to swiltly decide whether or not the recording
data during the period for which descrambling was not pos-
sible 1s needed by the user. Therefore, the decision, by the
user, as to whether or not to write into a recording medium can
be carried out appropriately and swattly.
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Furthermore, when recording i1s currently being executed
for the channel 1n which descrambling has become not pos-

sible, the recording for such channel i1s terminated in the
alorementioned first embodiment, while the recording for
such channel 1s continued 1n the above-mentioned second
embodiment. However, the invention 1s not limited to such.
For example, the duration for which descrambling was not
possible can be measured and when descrambling becomes
possible again, whether or not to resume the recording may be
decided depending on the duration for which descrambling
was not possible. In this case, as shown in FI1G. 30A, when the
duration for which descrambling was not possible (NG) 1s
short and below a predetermined threshold, recording 1s
resumed when descrambling becomes possible again. Fur-
thermore, as shown 1in FIG. 30B, when the duration for Which
descrambling was not possible (NG) 1s long and equals or
exceeds the predetermined threshold, recording 1s not
resumed even when descrambling becomes possible again.
With this, 1t 1s possible to control recording depending on the
duration for which descrambling 1s not possible.

Moreover, 1n the aforementioned example, the EPG 1202
searches for management information corresponding to the
requested recording-subject-program, refers to the recording,
start time 1703, recording end time 1704, and the problem
period 2701 in the found management information, and cre-
ates the problem information found 1n FIG. 26. However, 1t 1s
also possible that: the EPG 1202 requests the service manager
1204 to search for the management information correspond-
ing to the requested recording-subject-program; the service
manager 1204 performs the search according to the received
request, using the necessary mathematical functions (or func-
tion, as 1n feature), and returns the search result (the recording,
start time 1703, recording end time 1704, and the problem
pertod 2701 1n the management mmformation) to the EPG
1202; the EPG 1202 creates the problem information using
the search result; and the display 609 displays the problem
information.

Third Embodiment

In the aforementioned second embodiment, when record-
ing data having a problem i1s written onto the recording
medium, problem information 1s notified to the user. In the
present embodiment, when recording data having a problem
1s reproduced, problem information 1s notified to the user. In
this example, a terminal apparatus (digital broadcast record-
ing apparatus) includes a reproduction unit (not shown 1n the
diagrams) which reproduces a recording-subject-program
stored 1n the secondary storage unit.

FIG. 31 15 a diagram showing an example of the problem
information which 1s notified to the user according to the
present embodiment.

In FIG. 31, 609 represents the display 609 shown in FIG. 7.
A display 1710 describes problem information created based
on, for example, the management information corresponding
to line 1708 indicated 1n FIG. 28. Here, description 1s carried
out with “Cinema A” being the recording-subject-program
corresponding to line 1708, as an example. Time 2701a indi-
cates the time at which the problem included in the recorded
program occurred. Time 2701b indicates the time at which the
problem included 1n the recorded program ended. Segment
2703a mdicates the segment throughout which the problem
included 1n the recorded program occurred. Segment 2703b
indicates a segment included 1n the recorded program, which
was recorded normally. A display 1711 indicates the percent-
age occupied by the segment which was recorded normally,
within the recording-subject-program. The length of segment
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2703a changes depending on the length of time for the prob-
lem period 2701 indicated in FIG. 28. The position of seg-

ment 2703a changes depending on the start time and end time
of the problem period 2701 shown in FIG. 28.

The process for displaying the problem information shown
in FIG. 31 1s described.

When there 1s a request, from the user, to reproduce a
recording-subject-program, the EPG 1202 searches for man-
agement information corresponding to the recording-subject-
program that has been requested. Next, the EPG 1202 refers
to the recording start time 1703, the recording end time 1704,
and the problem period 2701 of the management information
obtained from the search, creates the problem information
shown 1n FIG. 31, and shows this on the display 609.

Moreover, 1n the alorementioned example, the EPG 1202
searches for management information corresponding to the
requested recording-subject-program, refers to the recording,
start time 1703, recording end time 1704 and the problem
period 2701 1n the found management information, and cre-
ates the problem information found in FIG. 31. However, 1t 1s
also possible that: the EPG 1202 requests the service manager
1204 to search for the management information correspond-
ing to the requested recording-subject-program; the service
manager 1204 performs the search according to the recerved
request, using the necessary mathematical functions (or func-
tion, as 1n feature), and returns the search result (the recording
start time 1703, recording end time 1704 and the problem
period 2701 1n the management mformation) to the EPG
1202; the EPG 1202 creates the problem information using

the search result; and the display 609 displays the problem
information.

Fourth Embodiment

FIG. 32 1s a diagram showing an example of a structure
diagram of a program stored in the ROM 512 and executed by
the CPU 514, in the present embodiment.

Note that units 1n FIG. 32 having reference numbers that
are the same as those 1n FI1G. 13 are the same as, or correspond
to, such units in FIG. 13.

Furthermore, as the hardware structure in the present
embodiment 1s approximately the same as that shown 1n FIG.
6, detailed description 1s omitted.

In the case where recording 1s currently being executed for
the channel in which descrambling becomes not possible, the
recording for such channel 1s terminated in the aforemen-
tioned first embodiment, and the recording for such channel 1s
continued 1n the aforementioned second embodiment. The
present embodiment 1s characterized by the provision of a
recording resumption judgment unit 1205g which terminates
the recording when the channel falls into a descrambling-not-
possible situation, and then measures the duration for which
descrambling was not possible when descrambling becomes
possible again, and decides whether or not to resume the
recording depending on the measured duration.

To be more specific, description 1s made for the example
where the Java library 1205 includes the recording resump-
tion judgment unit 1205¢g as a component element. Further-
more, as an additional function 1s given to the service man-
ager 1204 shown 1n FIG. 13, the reference number 1204a 1s
assumed here for the service manager 1204.

In addition, 1t 1s assumed that aside from having 1ts afore-
mentioned function, the descrambling judgment unit 513 has
a function for outputting, to the service manager 1204a, the
identifier of the channel for which descrambling has become
possible again, 1n the case where the descrambling becomes
possible again after a descrambling-not-possible situation.
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As the other areas are the same as 1n the second embodi-
ment, description 1n the present embodiment shall be limited
to the process of recording resumption.

Here, description 1s made regarding the operation, for a
recording number “1”°, 1n which a descrambling-not-possible
situation occurs from 10:40, and recording 1s resumed at
10:45.

First, as previously described, the descrambling judgment
unit 515 outputs, to the service manager 1204, the identifier of
the channel which 1s 1n the descrambling-not-possible situa-
tion.

Upon recerving, from the descrambling judgment unit 515,
the identifier of the channel for which descrambling has
become not possible, the service manager 1204a searches the
management table for the recording number being recorded
with the inputted channel identifier. Next, the execution status
1705 of the found recording number 1s rewritten with “3”
indicating a status of recording terminated due to a problem.
Next, the present time 1s written as the start time of the
problem period for the found recording number. To be more
specific, aiter obtaining 10:40 which 1s the present time infor-
mation using, for example, the time obtainment function of
the library 1201b within the OS 1201, the service manager
1204a rewrites 10:40 as the start time of the problem period 1n
the management table (see FIG. 33).

The service manager 1204a outputs a terminate-recording,
instruction to the REC 1205¢. Upon recerving the terminate-
recording 1nstruction, the REC 1205¢ terminates the program
recording according to the details of the instruction. At this
time, the REC 1205e carries out the termination of the record-
ing using a function of the library 1201b within the OS 1201,
necessary for recording termination.

Next, 1 the case where it 1s judged that descrambling 1s
possible again after 1t was judged that descrambling was not
possible, the descrambling judgment unit 515 outputs, to the
service manager 1204a, the identifier of the channel for which
descrambling has become possible again.

Upon recerving, from the descrambling judgment unit 515,
the identifier of the channel for which descrambling has
become possible again, the service manager 1204a searches
the management table for the recording number correspond-
ing to the imnputted channel 1dentifier. Next, the present time 1s
written as the end time of the problem period for the found
recording number. To be more specific, after obtaining 10:45
which 1s the present time 1information using, for example, the
time obtainment function of the library 1201b within the OS
1201, the service manager 1204a rewrites 10:45 as the end
time of the problem period 2701 1n the management table (see
FIG. 34). Then, the service manager 1204a outputs, to the
recording resumption judgment unit 1203g, a judge-resump-
tion instruction and the found recording number.

Next, the recording resumption judgment unit 1205g
judges whether or not recording can be resumed for the
recording-subject-program corresponding to the received
recording number, and outputs the judgment result to the
service manager 1204a. The specific operation of the record-
ing resumption judgment unit 1205g will be described later.

Next, the service manager 1204a receives, from the record-
ing resumption judgment unit 1205g, the judgment result for
the resumption of recording, and operates according to the
judgment result. For example, when the judgment result indi-
cates the resumption of recording, service manager 1204a
outputs a record instruction to the REC 1205¢, and rewrites
the value of the column 1705 corresponding to the recording,
number to “4” which indicates the resumption of recording,
from the status of recording terminated due to a problem (see
FIG. 35). Upon recewving the record instruction, the REC
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1205¢ carries out the recording using a function of the library
1201b within the OS 1201, necessary for recording.

Furthermore, when the judgment result indicates the non-
resumption of recording, the service manager 1204a does not
output the record instruction to the REC 1205¢. Here, the
management table 1s lett as 1t 1s 1n FIG. 34.

Next, the specific operation of the recording resumption
tudgment unit 1205¢g 1s described.

The recording resumption judgment umit 1205¢g has a func-
tion for comparing the problem period during the recording of
the program and a predetermined period, and deciding
whether or not to resume recording.

Upon receiving the judge-recording resumption instruc-
tion and the program number from the service manager
1204a, the recording resumption judgment unmit 1205g
obtains the problem period for the recerved recording number
by referring to the management table. In the case where a
plurality of problem periods exists in the management table
for the recerved recording number, the most recent problem
period 1s referred to and retrieved. For example, assuming the
management table 1s that in FIG. 34, 1n the case where the
recording number “1” 1s recerved, the recording resumption
judgment unit 1205¢g refers to the management table and
obtains “10:40 to 10:45” which 1s the most recent problem
period among the plurality of problem periods. The recording
resumption judgment umit 1205g calculates the predeter-
mined period to be compared to the acquired problem period.
For example, referring to the management table, the record-
ing resumption judgment unit 1205¢g assumes, as the prede-
termined number, a value (in other words, a time 1nterval)
resulting from the subtraction, from the timer-recoding end
time 1indicated 1n column 1704 of the inputted recording num-
ber, of the problem start time, indicated 1n column 2701, at
which the descrambling-not-possible situation occurred. The
recording resumption judgment unit 1205g compares the
acquired problem period (in this example, 5 minutes) and the
calculated predetermined number (1n this example, 20 min-
utes), and judges not to resume recording when the problem
period 1s longer. When the problem period is shorter than the
predetermined period, recording resumption judgment unit
1205¢ judges that recording 1s to be resumed. The recording,
resumption judgment unit 1205g outputs, to the service man-
ager 1204a, the judgment result of whether or not to resume
recording. In this manner, the resumption of recording
beyond the recording end time 1s eliminated.

Next, the recording resumption 1n the present embodiment
1s described using tlowcharts.

FIG. 36 1s a tlowchart showing an example of the recording,
resumption 1n the present embodiment. First, the descram-
bling judgment unit 515 detects the descrambling-not-pos-
sible situation, and outputs, to the service manager 1204a, the
identifier of the channel for which descrambling has become
not possible (Step 3601).

Next, upon receiving the identifier of the channel for which
descrambling has become not possible from the descrambling
judgment unit 515, the service manager 1204a causes the
recording to be terminated by writing the problem start time
for the problem period 2701 of the corresponding recording
number 1n the management table, and outputting a terminate-
recording instruction to the REC 1205¢ (Step 3602).

Next, the descrambling judgment unit 515 detects a
descrambling-possible situation, and outputs, to the service
manager 1204a, the identifier of the channel for which
descrambling has become possible (Step 3603).

Next, upon recerving the identifier of the channel for which
descrambling has become possible from the descrambling
judgment unit 315, the service manager 1204a writes the
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problem end time for the problem period 2701 of the corre-
sponding recording number 1n the management table (Step

3604).

Next, the recording resumption judgment unit 1205¢g refers
to the problem period corresponding to the recording number
of the corresponding channel identifier 1n the management
table, then calculates the predetermined period (Step 3605),
and compares the problem period and the predetermined
period (Step 3606). In the case where, as a result of the
comparison, the problem period is shorter (Yes i Step 3606),
the recording resumption judgment unit 1205¢g judges that the
recording 1s to he resumed, and outputs the judgment result to
the service manager 1204a. The service manager 1204a
causes the resumption of the terminated recording by output-
ting a record instruction to the REC 1205¢ (Step 3607).

Furthermore, in the case where, according to the compari-
son, 1t 1s judged that recording 1s not to be resumed (No 1n
Step 3606), the service manager 1204a does not output the
record 1nstruction to the REC 1205e. In this case, the man-
agement table 1s left as 1t 1s 1n FIG. 34.

The flowchart for the recording resumption 1n the present
embodiment 1s thus described above.

Moreover, instead of calculating the predetermined period,
the recording resumption judgment unit 1205g may previ-
ously store a predetermined period 1n the secondary storage
unit 510, then compare the stored predetermined period and
the problem period 2701, and judge the resumption of record-
ing based on the comparison result.

In this case, when the duration for which descrambling was
not possible (NG) 1s short and below a predetermined thresh-
old T, as 1n FI1G. 30A, recording 1s resumed at the point where
descrambling becomes possible again. Furthermore, when
the duration for which descrambling was not possible (NG) 1s
long and equals or exceeds the predetermined threshold T as
in FIG. 30B, recording 1s not resumed even when descram-
bling becomes possible again. With this, 1t 1s possible to
control the recording depending on the duration for which
descrambling 1s not possible.

Furthermore, the problem period obtained by the recording
resumption judgment unit 1205¢g by referring to the manage-
ment table may be the total of the problem periods for an
inputted recording number. For example, in the case where
the recording number “1” 1s inputted, the total of the problem
periods 1s, with reference to FI1G. 35, the total period indicated
by the 5 minutes for the problem period “9:35 to 9:407, the 20
minutes for the problem period *“10:10to 10:30”, . . ., and the
5 minutes for the problem period “10:40 to 10:45”.

Fitth Embodiment

In the present embodiment, when recording 1s currently
being executed for the channel for which descrambling has
become not possible, the recording for that channel 1s termi-
nated, and when descrambling becomes possible again, the
time at which descrambling became possible and the timer-
recording schedule are compared and the resumption of the
recording 1s decided depending on the comparison result.

In the present embodiment, the judgment function of the
recording resumption judgment unit 1205g has a different
function to that in the fourth embodiment. As the other areas
are the same as in the fourth embodiment, description is
omitted here.

The specific operation of the recording resumption judg-
ment unit 1205¢g 1n the present embodiment 1s described.

The recording resumption judgment umt 12035g compares
the end time of the problem period during program recording,
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and the end time of the timer-recording, and decides whether
or not to resume the recording.

Upon receiving the judge-recording resumption instruc-
tion and the program number from the service manager
1204a, the recording resumption judgment unit 1205g
obtains the problem end time of problem period for the
received recording number by referring to the management
table. In the case where a plurality of problem periods exists
in the management table for the receirved recording number,
the end time of the most recent problem period 1s referred to.
For example, assuming that the management table 1s that 1n
FIG. 34, 1n the case where the recording number “17 1s
received, the recording resumption judgment unit 1203¢g
refers to the management table and refers to “10:40 to 10:45”
which 1s the most recent problem period among the plurality

of problem periods, and obtains the problem end time of
10:45.

Next, the recording resumption judgment unit 1205g com-
pares the obtained problem end time and the timer-recording
end time. For example, recording resumption judgment unit
1205¢g refers to the management table and compares the
timer-recording end time 1704 for the received recording
number and the problem end time indicated by the problem
period 2701.

The recording resumption judgment unit 1205g compares
the referred problem end time (in this example, 10:45) and the
timer-recording end time (in this example, 11:00), and judges
not to resume recording in the case where the problem end
time comes after the timer-recording end time. When the
problem end time comes before the timer-recording end time,
it 1s judged that recording 1s to be resumed. The recording
resumption judgment unit 1205¢g outputs the judgment result
for whether or not recording is to be resumed. In this manner,
the resumption of recording beyond the recording end time 1s
climinated.

Next, the recording resumption 1n the present embodiment
1s described using tlowcharts.

FI1G. 37 1s a flowchart showing an example of the recording,
resumption in the present embodiment. First, the descram-
bling judgment unmit 515 detects the descrambling-not-pos-
sible situation, and outputs, to the service manager 1204a, the
identifier of the channel for which descrambling has become
not possible (Step 3701).

Next, upon recerving the identifier of the channel for which
descrambling has become not possible from the descrambling
judgment umt 515, the service manager 1204a causes the
recording to be terminated by writing the problem start time
for the problem period 2701 of the corresponding recording
number 1n the management table, and outputting a terminate-
recording instruction to the REC 1205¢ (Step 3702).

Next, the descrambling judgment unit 515 detects a
descrambling-possible situation, and outputs, to the service
manager 1204a, the identifier of the channel for which
descrambling has become possible (Step 3703).

Next, upon receiving the identifier of the channel for which
descrambling has become possible from the descrambling
judgment unit 515, the service manager 1204a writes the
problem end time for the problem period 2701 of the corre-
sponding recording number 1n the management table (Step
3704).

Next, the recording resumption judgment umit 1205g refers
to and obtains the problem end time of the problem period for
the received recording number, and the timer-recording end
time of the recording number (Step 3705).

Next, recording resumption judgment umt 1205g com-
pares the problem end time of the problem period for the
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received recording number, and the recording end time of the
timer-recording of the recording number (Step 3706).

In the case where, as a result of the comparison, the prob-
lem end time comes before the timer-recording end time (Yes
in Step 3706), the recording resumption judgment unit 1205¢
judges that the recording 1s to be resumed, and outputs the
judgment result to the service manager 1204a. The service
manager 1204a causes the resumption of the terminated
recording by outputting a record instruction to the REC 1205¢
(Step 3707).

Furthermore, 1n the case where, according to the compari-
son, 1t 1s judged that recording 1s not to be resumed (No 1n
Step 3706), the service manager 1204a does not output the
record instruction to the REC 1205e. In this case, the man-
agement table 1s left as 1t 1s in FI1G. 34.

The flowchart for the recording resumption in the present
embodiment 1s thus described above.

According to the present embodiment, 1t 1s possible to
control the recording depending on the time at which
descrambling becomes possible after the occurrence of the
problem. In this case, as shown 1n FIG. 38, when the time at
which recovery 1s made, from the descrambling-not-possible
situation to a descrambling-possible (OK) again, 1s within the
span of the timer-recording schedule, recording 1s resumed at
the point where descrambhng becomes possible again. Fur-
thermore, as shown i FIG. 39, when the time at which
descrambling becomes possible again 1s outside the span of
the timer-recording schedule, recording 1s not resumed even
when descrambling becomes possible again.

Sixth Embodiment

In the aforementioned first to fifth embodiments, the
descrambling-not-possible and descrambling-possible situa-
tions are assumed as the condition for recording termination
and recording resumption. In the present embodiment, prob-
lem situations originating from hardware such as an 10 band-
width deficiency (performance concerning the amount of data
transierred between hardware), and the condition of tuning,
influenced by noise, are also assumed as conditions for
recording termination and recording resumption. The 10
bandwidth deficiency described here indicates the insuifi-
ciency of the bandwidth between the TS decoder 505 and the
secondary storage unit 510 1n comparison to the amount of
data transferred from the TS decoder 505 and the secondary
storage unit 510. Furthermore, in the present embodiment, the
re-activation of the service manager 1204, the EPG 1202, and
the Java VM 1203, caused by a fatal error brought about by a
program operating on the OS 1201, 1s also assumed as a
condition for recording resumption.

In the present embodiment, in order to execute the record-
ing termination and recording resumption due to hardware-
caused problem situations, the functions of the REC 1205¢
and the Tuner 1205c¢ of the Java library 1203, and the func-
tions of the service manager 1204a are different from those in
the first to fifth embodiments. As the other areas are the same
as 1n the first to fifth embodiments, description 1n the present
embodiment shall be limited to recording termination and
recording resumption due to hardware problems.

Furthermore, as the hardware structure in the present
embodiment 1s approximately the same as that shown in FIG.

6, detailed description shall be omitted here.
In addition to the functions of the CPU 514 described in the

aforementioned embodiments, the CPU 514 detects data

input/output-related errors, and notifies the error occurrence
to the REC 1205¢ through the library 1201b. In addition, the
CPU 514 outputs, to the secondary storage unit 510, a store
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instruction and input destination of data to be stored. The
CPU 514 detects a data input/output-related error occurring
during the outputting, to the secondary storage unit 510, of the
store 1nstruction and input destination of the data to be stored.
The data mput/output-related error may be, for example, an
error caused by an 10 bandwidth deficiency occurring 1n the
case where the bandwidth between the TS decoder 505 and
the secondary storage unit 310 1s insuilicient in comparison to
the amount of data transierred from the TS decoder 5035 and
the secondary storage unit 510. Furthermore, it may also be a
storage capacity deficiency error occurring in the case of
attempting to store data which exceeds the storage capacity of
the secondary storage unit 510. In addition, the CPU 514
detects the recovery from the aforementioned 10 bandwidth
deficiency-caused error and storage capacity deficiency error.

The QAM demodulation unit 501 detects a tuning-related
error and outputs the detection result to the Tuner 1205c¢
through the library 1201b. The tuning-related error may be,
for example, a tuning-failure error occurring when noise
intrudes 1nto data sent from the head end 101 and correct data
1s not mputted to the QAM demodulation unit 301, and when
demodulation cannot be carried out due to cable disconnec-
tion. Furthermore, after the occurrence of a tuning-related
error, the QAM demodulation unit 501 notifies the tuner
1205c, through the library 1201b, of the recovery from the
error and that normal processing can be carried out.

The description of the terminal apparatus 500 in the present
embodiment 1s made up to this point.

Next, the program stored in the ROM 512 and executed by
the CPU 514, in the present embodiment, 1s described using
FIG. 40. As new functions are added, in the present embodi-
ment, to the Tuner 1205c¢, the REC 1205e, and the service
manager 1204 1n the first to fifth embodiments, they are made
to assume reference numbers as Tuner 12051c, REC 12051e¢,
and service manager 1204b. Aside from these, everything else
1s the same as in the first to fifth embodiments.

The Tuner 12051 c recerves the tuning error occurring in the
QAM demodulation unit 501, through the library 1201b.
After recerving the error, the Tuner 12051c outputs, to the
service manager 1204b, the identifier of the channel in which
the tuning error occurred. Furthermore, 1n the case where the
Tuner 12051c receives, from the QAM demodulation unit
501, notification of the recovery from the tuning-related error,
the Tuner 12051c outputs, to the service manager 1204b, the
identifier of the channel which has recovered from the error.

The REC 12051¢ receives, through the library 1201b, noti-
fication of an IO bandwidth deficiency-cause error, a storage
capacity deficiency error, and the like, detected by the CPU
514 during recording. After recerving notification of the error,
the REC 12051¢ notifies the service manager 1204b of the
occurrence of the 10 bandwidth deficiency-caused error, the
storage capacity deficiency error, and the like. Furthermore,
when the CPU 514 detects the recovery from the 10 band-
width deficiency-caused error and the storage capacity defi-
ciency error, the REC 12051¢ receives, through the library
1201b, notification of the recovery from the error. After
receiving notification of the recovery from the error, the REC
12051e¢, notifies the service manager 1204b of the recovery
from the error.

Upon receiving, from the Tuner 12051c, the identifier of
the channel 1n which a tuning error occurred, the service
manager 1204b searches the management table for the
recording number being recorded for the inputted channel
identifier. Next, the execution status 1705 of the found record-
ing number 1s rewritten with *“3” indicating a status of record-
ing terminated due to a problem. Next, the present time 1s
written as the start time of the problem period for the found
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recording number. To be more specific, after obtaining 10:40
which 1s the present time information using, for example, the
time obtainment function of the library 1201b within the OS
1201, the service manager 1204b rewrites 10:40 as the start
time of the problem period 2701 1n the management table (see
FIG. 33).

The service manager 1204b outputs a terminate-recording,
instruction to the REC 12051¢. Upon recerving the terminate-
recording instruction, the REC 12051¢ terminates the pro-
gram recording according to the details of the mstruction. At
this time, the REC 12051e carries out the termination of the
recording using a function of the library 1201b within the OS
1201, necessary for recording termination.

Next, in the case where the Tuner 12051 c receives, from the
QAM demodulation umt 501, notification of the recovery
from the tuning-related error, the Tuner 12051 ¢ outputs, to the
service manager 1204b, the 1dentifier of the channel that has
recovered from the error.

Upon recerving, from the Tuner 12051c¢, the 1dentifier of
the channel which has recovered from the error, the service
manager 1204b searches the management table for the
recording number corresponding to the inputted channel
identifier. Next, the present time 1s written as the end time of
the problem period for the found recording number. To be
more specific, aiter obtaining 10:45 which 1s the present time
information using, for example, the time obtainment function
of the library 1201b within the OS 1201, the service manager
1204a rewrites 10:45 as the end time of the problem period 1n
the management table (see FIG. 34). Then, the service man-
ager 1204a outputs, to the recording resumption judgment
unit 1205¢g, a judge-resumption instruction and the found
recording number.

Next, the recording resumption judgment unit 1205g
judges whether or not recording can be resumed for the
recording-subject-program corresponding to the received
recording number, and outputs the judgment result to the
service manager 1204b. As the specific operation of the
recording resumption judgment unit 1205g 1s already
described 1n the fourth and fifth embodiments, description
shall be omitted here (this example exemplifies that 1n the
fifth embodiment).

Next, the service manager 1204b receives, from the record-
ing resumption judgment unit 1205¢g, the judgment result for
the resumption of recording, and operates according to the
judgment result. For example, when the judgment result indi-
cates the resumption of recording, service manager 1204b
outputs a record instruction to the REC 12051¢, and rewrites
the value of the column 1705 corresponding to the recording,
number to “4” which indicates the resumption of recording,
from the status of recording terminated due to a problem (see
FIG. 35). Upon recewving the record instruction, the REC
12051¢ carries out the recording using a function of the
library 1201b within the OS 1201, necessary for recording.

On the other hand, when the judgment result indicates the
non-resumption of recording, the service manager 1204b
does not output the record instruction to the REC 12051e.
Here, the management table 1s left as 1t 1s 1n FIG. 34.

Furthermore, upon receiving, from the REC 12051¢, noti-
fication of the 10 bandwidth deficiency-caused error and the
storage capacity deficiency error, the service manager 1204b
searches the management table for the recording number that
1s being recorded by the REC 120351e. Next, the execution
status 1703 of the found recording number 1s rewritten with
“3” indicating a status of recording terminated due to a prob-
lem. Next, the present time 1s written as the start time of the
problem period for the found recording number. To be more
specific, after obtaining 10:40 which 1s the present time infor-
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mation using, for example, the time obtainment function of
the library 1201b within the OS 1201, the service manager
1204b rewrites 10:40 as the start time of the problem period
2701 1n the management table (see FIG. 33).

The service manager 1204b outputs a terminate-recording,
instruction to the REC 12051¢. Upon recerving the terminate-
recording instruction, the REC 12051¢ terminates the pro-
gram recording according to the details of the mstruction. At
this time, the REC 12051e carries out the termination of the
recording using a function of the library 1201b within the OS
1201, necessary for recording termination.

Next, in the case where the REC 12051e recerves, from the
CPU 514, notification of the recovery from the 10 bandwidth
deficiency-caused error and the storage capacity deficiency
error, the REC 12051 ¢ notifies the service manager 1204b of
the recovery from the error.

Upon receiving, from the REC 12051e, notification of the
recovery from the 10 bandwidth deficiency-caused error and
the storage capacity deficiency error, the service manager
1204b searches the management table for the recording num-
ber corresponding to the terminated recording. Next, the
present time 1s written as the end time of the problem period
for the found recording number. To be more specific, after
obtaining 10:45 which 1s the present time information using,
for example, the time obtainment function of the library

1201b within the OS 1201, the service manager 1204a

rewrites 10:45 as the end time of the problem period in the
management table (see FIG. 34). Then, the service manager
1204a outputs, to the recording resumption judgment unit
1205¢g, a judge-resumption mstruction and the found record-
ing number.

Next, the recording resumption judgment unit 1205¢g
judges whether or not recording can be resumed for the
recording-subject-program corresponding to the receirved
recording number, and outputs the judgment result to the
service manager 1204b. As the specific operation of the
recording resumption judgment unit 1205g 1s already
described 1n the fourth and fifth embodiments, description
shall be omitted here (this example exemplifies that 1n the

fifth embodiment).

Next, the service manager 1204b recerves, from the record-
ing resumption judgment unit 1205¢, the judgment result for
the resumption of recording, and operates according to the
judgment result. For example, when the judgment result indi-
cates the resumption of recording, service manager 1204a
outputs a record instruction to the REC 12051¢, and rewrites
the value of the column 1705 corresponding to the recording
number to “4” which indicates the resumption of recording
from the status of recording terminated due to a problem (see
FIG. 35). Upon recewving the record instruction, the REC
12051e carries out the recording using a function of the
library 1201b within the OS 1201, necessary for recording.

Furthermore, when the judgment result indicates the non-
resumption of recording, the service manager 1204b does not
output the record instruction to the REC 12051¢. Here, the
management table 1s leit as 1t 1s 1n FIG. 34.

Furthermore, after the re-activation of the service manager
1204b, the EPG 1202, and the Java VM 1203, caused by a
fatal error brought about by a program operating on the OS
1201, the service manager 1204b in the present embodiment
searches the management table for the recording number with
an execution status 1703 bearing a value other than *“2” which
indicates recording ended. In other words, 1t searches for a
timer-recording process in which the timer-recording 1s not
yet completed until the end. Next the service manager 1204b
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outputs, to the recording resumption judgment unit 1205¢,
the found recording number and a judge-recording resump-
tion 1nstruction.

Upon recerving the found recording number and a judge-
recording resumption instruction from service manager
1204b, the recording resumption judgment unit 1205g refers
to the recording start time and recording end time for the
received recording number, 1n the management table, and
judges that the recording 1s to be resumed when the present
time 1s within such span. When the present time 1s not within
such span, 1t 1s judged that recording 1s not to be resumed. The
recording resumption judgment unit 1205¢g outputs the judg-
ment result to the service manager 1204b.

Next, the service manager 1204b receives, from the record-
ing resumption judgment unit 1205¢g, the judgment result for
the resumption of recording, and operates according to the
tudgment result. For example, when the judgment result indi-
cates the resumption of recording, service manager 1204a
outputs a record instruction to the REC 12051¢, and rewrites
the value of the column 1705 corresponding to the recording
number to “4” which indicates the resumption of recording,
from the status of recording terminated due to a problem (see
FIG. 35). Upon recewving the record instruction, the REC
12051¢ carries out the recording using a function of the
library 1201b within the OS 1201, necessary for recording.

Furthermore, when the judgment result indicates the non-
resumption of recording, the service manager 1204b does not
output the record instruction to the REC 12051¢. Here, the
management table 1s leit as 1t 1s 1n FIG. 34.

Next, the recording resumption 1n the present embodiment
1s described using flowcharts.

FI1G. 41 1s a flowchart showing an example of the recording
resumption in the present embodiment. First, in the case
where an 10 bandwidth deficiency-caused error and a storage
capacity deficiency error occur, the REC 120351¢ recerves,
from the CPU 514, notification of the 10 bandwidth defi-
ciency-caused error and the storage capacity deficiency error,
and notifies the service manager 1204b of the error occur-
rence. Furthermore, 1n the case where the QAM demodula-
tion unit 501 detects a tuning error, the Tuner 12051 ¢ receives
notification of the tuning error from the QAM demodulation
unit 301, and then outputs, to the service manager 1204b, the
identifier of the channel in which the tuning error occurred
(Step 4101).

Next, upon receving the error notification from the REC
12051¢, or recerving, from the Tuner 12051c, the identifier of
the channel 1n which the tuning error occurred, the service
manager 1204b causes the recording to be terminated by
writing the problem start time for the problem period 2701 of
the corresponding recording number in the management
table, and outputting a terminate-recording instruction to the
REC 12051e (Step 4102).

Next, 1n the case where the CPU 514 detects a recovery
from the 10 bandwidth deficiency-caused error and the stor-
age capacity deficiency error, the REC 12051¢ recerves, from
the CPU 514, notification of the recovery from the error, and
then notifies the service manager 1204b of the recovery from
the error. Furthermore, 1n the case where the QAM demodu-
lation umit 501 detects, after the occurrence of the tuning-
related error, a recovery from the error and that normal pro-
cessing can be carried out, the Tuner 12051c¢ receives, from
the QAM demodulation unit 501, notification of the recovery
from the error, and outputs, to the service manager 1204b, the
identifier of the channel which has recovered from the error
(Step 4103).

Next, the service manager 1204b writes the problem end
time for the problem period 2701 of the corresponding
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recording number in the management table, based on the
information recerved 1n Step 4103 (Step 4104).

Next, the recording resumption judgment umit 1205¢ refers
to and obtains the problem end time of the problem period for
the received recording number, and the timer-recording end
time for the recording number (Step 4105).

Next, recording resumption judgment umt 1205g com-
pares the problem end time of the problem period for the
received recording number, and the timer-recording end time
for the recording number (Step 4106).

In the case where, as a result of the comparison, the prob-
lem end time comes betore the timer-recording end time (Yes
in Step 4106), the recording resumption judgment unit 1205¢g
judges that the recording 1s to be resumed, and outputs the
judgment result to the service manager 1204b. The service
manager 1204b causes the resumption of the terminated
recording by outputting a record instruction to the REC
12051e (Step 4107).

Furthermore, 1n the case where, according to the compari-
son, 1t 1s judged that recording 1s not to be resumed (No 1n
Step 4106), the service manager 1204b does not output the
record 1nstruction to the REC 12051e. In this case, the man-
agement table 1s left as 1t 1s 1n FIG. 34.

The flowchart for the recording resumption 1n the present
embodiment 1s thus described above.

Next, description 1s made regarding the flow of the auto-
matic recording re-starting upon re-activation of the service
manager 1204b, the EPG 1202, and the Java VM 1203. FIG.
42 1s a tlowchart showing an example of the starting of record-
ing upon re-activation, 1n the sixth embodiment.

First, the service manager 1204, the EPG 1202, and the
Java VM 1203 are re-activated due to a fatal error brought
about by a program operating on the OS 1201 (Step 4201).

Next the service manager 1204b searches the management
table for the recording number with an execution status 1703
bearing a value other than “2” which indicates recording
ended, and outputs, to the recording resumption judgment
unmit 12035g, the found recording number and a judge-record-
ing resumption mstruction (Step 4202).

Next, the recording resumption judgment umt 1205g
judges whether or not the present time 1s 1n between the
recording start time and the recording end time (Step 4203).

When the present time 1s 1n between the recording start
time and the recording end time (Yes in Step 4203), the
recording resumption judgment unit 1205g judges that the
recording 1s to be started, and outputs the judgment result for
starting recording to the service manager 1204b. Upon being
inputted with the judgment result for starting recording, the
service manager 1204b outputs a record instruction to the
REC 12051¢ (Step 4204). When the present time 1s not 1n
between the recording start time and the recording end time
(No 1n Step 4203 ), the service manager 1204b concludes the
process without outputting the record instruction to the REC
12051e.

Accordingly, even in the case where the re-activation of the
service manager 1204b, the EPG 1202, and the JavaVM 1203
occurs during the recording of a program, as long as the time
after the re-activation 1s within the timer-recording schedule,
recording 1s automatically resumed. Accordingly, there 1s an
cifect that it becomes unnecessary for the EPG 1202, which 1s
a downloaded Java application, to verily timer-recordings
that need to be started, after the re-activation of the service
manager 1204b, the EPG 1202, and the Java VM 1203.

The digital broadcast recording apparatus according to the
present invention 1s usetul as 1t can reduce the waste of stor-
age capacity by preventing the unintended recording of defec-
tive program video onto a recording medium such as a CD-R
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and a DVD-R and, in the case of unintended recording of
defective program video, allows the user to know about the
recorded defective video before it 1s reproduced, thereby
climinating any annoyance that the user may feel 1n finding
out about the recorded defective program video while it 1s
already being reproduced. The digital broadcast recording
apparatus according to the present mvention 1s useful in an
apparatus which stores scrambled data such as a DVD
recorder, a digital television, a personal computer, and a
mobile phone.

Although only some exemplary embodiments of this
invention have been described 1n detail above, those skilled in
the art will readily appreciate that many modifications are
possible 1n the exemplary embodiments without materially
departing from the novel teachings and advantages of this
invention. Accordingly, all such modifications are intended to
be included within the scope of this imvention.

What 1s claimed 1s:

[1. A digital broadcast recording apparatus, comprising:

a first demodulator operable to demodulate received
scrambled data using information including a desig-
nated 1frequency, and to output the demodulated
scrambled data;

a descrambler operable to descramble the scrambled data
demodulated by said first demodulator, and to output an
MPEG-2 transport stream;

a retriever operable to retrieve, from the MPEG-2 transport
stream outputted by said descrambler, AV data and a file
system which makes up an application;

an executioner operable to execute the application made up
by the file system;

a recording controller operable to receive a record request
from the executed application, and to control recording
according to the recerved record request;

a recorder operable to record the retrieved AV data accord-
ing to an mstruction from said recording controller;

a holder operable to hold management information for
managing the recorded data; and

a detector operable to detect a problem which occurs in
processing performed from after the demodulating of
the scrambled data by said first demodulator until the
retrieving of the AV data,

wherein, in the case where said detector detects the prob-
lem during recording of data by said recorder, said
recording controller 1s operable to write, into the man-
agement information, the detected problem and a time at
which the problem occurred.]

[2. The digital broadcast recording apparatus of claim 1,

wherein, 1n the case where said detector detects the prob-
lem, said recording controller 1s operable to notify the
detection of the problem to the application 1ssuing the
record request.]

[3. The digital broadcast recording apparatus of claim 1,

wherein said detection 1s operable to judge whether or not
descrambling by said descrambler i1s possible, and to
detect the problem 1n the case where descrambling 1s not
possible.]

[4. The digital broadcast recording apparatus of claim 3,

wherein said detector 1s operable to detect the problem 1n
the case where key information becomes invalid, the key
information corresponding to a time limit for using said
descrambler.]

[S. The digital broadcast recording apparatus of claim 3,

turther comprising:

a second demodulator operable to demodulate key infor-
mation used 1n descrambling, the key information being
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included 1n a frequency band that 1s different from a
frequency band of the scrambled data,

wherein said descrambler stores, inside said descrambler,
the key information used in descrambling, which 1is
demodulated by said second demodulator, and

said detector 1s operable to detect the problem 1n one of the
cases where: the key information used 1n descrambling
stored within said descrambler 1s mvalid; and the key
information used 1n descrambling cannot be demodu-
lated by said demodulator.]

[6. The digital broadcast recording apparatus of claim 3,

wherein said descrambler 1s detachable from said digital
broadcast recording apparatus, and

said detector 1s operable to detect the problem 1n the case
where said descrambler 1s detached from said digital
broadcast recording apparatus.]

[7. The digital broadcast recording apparatus of claim 1,

where said descrambler 1s detachable from said digital
broadcast recording apparatus, and

said digital broadcast recording apparatus further com-
prises a detachment controller operable to prohibit
detachment of said descrambler from said digital broad-
cast recoding apparatus while data is being stored.]

[8. The digital broadcast recording apparatus of claim 1,

wherein said recording controller 1s operable to control
said recording unit to terminate the recording, after said
detector detects the problem.]

[9. The digital broadcast recording apparatus of claim 1,

wherein said recording controller 1s operable to control
said recorder to continue the recording 1n the case where
said detector detects the problem.]

[10. The digital broadcast recording apparatus of claim 1,

wherein, 1n the case where, after the recording by said
recorder 1s terminated when said detector detects the
problem, said detector can no longer detect the problem,
said recording controller 1s operable to control resump-
tion of the recording by said recorder, according to a
predetermined condition.]

[11. The digital broadcast recording apparatus of claim 10,

turther comprising:

a measurer operable to measure, 1n the case where said
detector detects the problem during the recording of the
AV data, a time period from the detection of the problem
to recovery from the problem,

wherein said recording controller 1s operable to write the
measure time period into the management information. ]

[12. The digital broadcast recording apparatus of claim 11,

wherein the predetermined condition 1s that when the time
period measured by said measurer 1s equal to or shorter
than a predetermined time period, the recording by said
recorder is to be resumed.]

[13. The digital broadcast recording apparatus of claim 1,

wherein, 1n the case where said detector detects the prob-
lem, said recording controller 1s operable to 1dentify a
cause of the problem, and to write the identified cause
into the management information.]

[14. The digital broadcast recording apparatus of claim 3,

where said descrambler 1s operable to simultaneously
descramble a plurality of scrambled data, and

said detector 1s operable to judge whether or not descram-
bling for each of the plurality of scrambled data 1s pos-
sible, and to detect the problem in the case where
descrambling 1s not possible for scrambled data, among
the plurality of scrambled data, corresponding to the AV
data being recorded by said recorder.]
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[15. The digital broadcast recording apparatus of claim 1,

turther comprising:

a media writer operable to store, onto a writeable medium,
the AV data recorded by said recorder.]

[16. The digital broadcast recording apparatus of claim 15,

wherein said media writer 1s operable to refer to the man-
agement information when the recorded AV data is to be
stored onto the medium, and to not store the AV data onto
the medium 1n the case where the problem occurred
during the recording of the AV data to be stored.]

[17. The digital broadcast recording apparatus of claim 15,

turther comprising:

a notifier operable to refer to the management information
when the recorded AV data i1s to be stored onto the
medium, and, 1n the case where the problem occurred
during the recording ofthe AV datato be stored, to notily
a user of the occurrence of the problem during the
recording.]

[18. The digital broadcast recording apparatus of claim 17,

turther comprising:

an 1nstruction obtainer operable to obtain, from the user, an
instruction which 1s based on the notification by said
notifier,

wherein said media writer 1s operable to store the data onto
the medium 1n the case where the instruction obtained by
said instruction obtainer is a write instruction.}

[19. The digital broadcast recording apparatus of claim 1,

turther comprising:

a reproducer operable to reproduce the recorded AV data;
and

a notifier operable to refer to the management information
when the recorded AV data 1s to be reproduced by said
reproducer, and, in the case where the problem occurred
during the recording of the AV data to be reproduced, to
notily a user of the occurrence of the problem during the
recording.]

[20. A digital broadcast recording method, comprising:

demodulating received scrambled data using information
including a designated frequency, and outputting the
demodulated scrambled data;

descrambling the scrambled data demodulated 1n said
demodulating, and outputting an MPEG-2 transport
stream;

retrieving, from the MPEG-2 transport stream outputted 1n
sald descrambling, AV data and a file system which
make up an application;

executing the application made up by the file system:;

controlling recording according to a record request
received from the executed application;

recording the retrieved AV data according to an 1nstruction
given 1n said controlling; and

detecting a problem which occurs 1n processing performed
from after the demodulation of the scrambled data 1n
said demodulating until said retrieving of the AV data,

wherein, 1n said controlling, the detected problem and a
time at which the problem occurred are writer into man-
agement information for managing the recorded data, 1n
the case where, 1n said detecting, the problem 1s detected
during the recording of data in said recording,.}
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21. A digital broadcast recording apparatus comprising:

a first demodulator operable to demodulate received
scrambled data using information including a desig-
nated frequency, and to output the demodulated
scrambled data;

a descrambler operable to descramble the scrambled data
demodulated by said first demodulator, and to output an
MPEG-2 transport stream;

a retriever operable to retrieve, from the MPEG-2 trans-
port stream outputted by said descrambler, AV data and
a file system which makes up an application;

an executioner operable to execute the application made
up by the file system;

a recording controller operable to receive a record request
from the executed application, and to control recording
according to the received record request;

a recovder operable to vecovd the retrieved AV data accord-
ing to an instruction from said recording controller,

a holder operable to hold management information for
managing the recovded data; and

a detector operable to detect a problem which occurs in
processing performed from after the demodulating of the
scrambled data by said first demodulator until the
retrieving of the AV data,

wherein, in the case wheve said detector detects the prob-
lem during rvecording of data by said vecorder, said
recovding controller is operable to identify a cause of the
problem that has been detected, and to write, into the
management information, identified cause, a time at
which the vecording is started, and a time at which the
problem occurred.

22. A digital broadcast recording method comprising:

demodulating rveceived scvambled data using information

including a designated frequency, and outputting the
demodulated scrambled data;

descrambling the scrambled data demodulated in said
demodulating, and outputting an MPEG-2 transport
stream;

retrieving, fromthe MPEG-2 transport stream outputted in
said descrambling, AV data and a file system which
makes up an application;

executing the application made up by the file system;

controlling recording according to a recovd request
received from the executed application;

recovding the vetrieved AV data accovding to an instruction
given in said controlling; and

detecting a problem which occurs in processing performed
from after the demodulation of the scrambled data in
said demodulating until said vetrieving of the AV data,

wherein, in said controlling, cause of the problem that has
been detected is identified, and the identified cause, a
time at which the recording of data in said vecording is
started, and a time at which the problem occurved are
written into management information for managing the
recovded data, in the case where, in said detecting, the
problem is detected during the vecording of data in said
recording.
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