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PORTABLE HEALTH CARE HISTORY
INFORMATION SYSTEM

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

This invention 1s directed to a system for maintaining
large number of patient medical records, for providing the
patients with access to their personnel records, and which
can provide patient health and treatment records, including
many categories of medical history, to the person’s medical
practitioner, using a network such as a local network, a wide
area network, or a global computer network such as the
Internet.

There 1s at present a need for real-time access to patient
information. The availability of patient information to the
practitioner can benefit the cost and quality of medical care,
by speeding the examination process, eliminating duplicate
testing, eliminating duplication of services, documenting
physician care, and reducing the chance of mistake. At
present, there 1s a lack of efficient patient information flow
between segments of the healthcare industry. The patient
information systems that are currently 1n use are either pri-
marily physician-based, hospital-based, or mnsurance-based,
and not patient-based. These systems are interactively
limited, are quite expensive, and do not provide any simple
access tool for the patient or for the medical community.

At present, 1t has been reported that physicians spend up
to 58% of their time documenting patient care. Other
research indicates that 30% of patient encounters now occur
without the physician having access to the patient’s charts.
Also, as much as 90% of emergency department visits occur
without the physician having any knowledge of the patient’s
medical history or prior medical treatments. At the same
time, studies show that 11% of all medical laboratory testing,
1s redundant and unnecessary, adding at least one billion
dollars ($1,000,000,000) annually to America’s medical
costs. Other research indicates that about 33% of elderly
admissions were the direct result of contraindicated drugs.

A number of computerized systems for tracking patient
medical records have been previously proposed, but these do
not address the problem of how to provide patients with
access to a centralized repository of their medical records
and health data. These prior systems do not provide the phy-
sicians that the patient may visit with the patient’s medical
history, allergies, medication data, or other important health
data.

A prior approach, as discussed in McNerney Published
Appln. U.S. 2003/0088441, deals with a patient medical
record system 1n which relevant patient medical information
1s accessed via a CD/ROM, with the records being stored at a
central server. X-rays and prescriptions can be included 1n
the medical records that are uploaded to the server. While the
patient can access his or her own medical files, this requires
using a special kiosk that 1s located at the healthcare provid-
er’s location, and the patient interface 1s basically limited to
entering patient personal information.

Wilkins U.S. Pat. No. 6,523,099 relates to an individual-
1zed patient medical record system, where the patient can
later review his or her own medical records. The patient
carries a digital record on his or her person, with the entire
medical record being stored on a portable data memory

device, e.g., a CD-ROM.
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What appears to be lacking 1n the previously proposed
systems 1s a patient health care record system that 1s easily
accessed, e.g., by mserting a CD/ROM 1n to a computer,
whereby the computer can automatically access the host
server via the Internet, and where the patient can access his
or her own files by 1nserting a PIN or other identifying pass-
word to access the patient’s own complete medical history.
The prior art also fails to show a system where the patient or
emergency room personnel can obtain a limited, read-only
version of the patient history without having the patient’s
PIN number. The prior proposed systems did not employ a
two-way firewall that would permit the patient to read and
modity his or her own records, but not the physician’s
records nor those of other patient, but permits the physician
to modity his own records plus the patient’s records.

A number of adverse patient care problems arise from
medical record unavailability or mismanagement. One
recent study indicates that physicians devote a significant
share of their time just to patient care documentation. By
making 1t possible for the physician to devote a higher frac-
tion of time to patient care, the level of care would improve
without a cost increase. Also, an estimated 90% of emer-
gency department visits occur without any knowledge of the
patient records or of the patient’s prior conditions. This can
lead to many errors from misdiagnosis. Studies have also
shown that 11% of laboratory testing 1s redundant, and not
needed, which adds an additional one billion dollars to medi-
cal costs annually. Prescribing or administering contra-
indicated drugs to the patient 1s also a problem, and recent
research indicates that a third of all elderly admissions have
been the direct result of contra-indicated drugs.

It would be desirable to allow access to the patient’s medi-
cal records on any standard, general small computer, 1.e.
laptop or desk top personal computers, where the patient
medical history 1s called up using the computer’s Internet
browser. The objective 1s to achieve a better patient through-
put for the physician, as the physician would have the
patient’s entire medical history, including prior diagnoses,
prescriptions, immunizations, allergies, and surgeries and
procedures when meeting with the patient. The patient
would have the ability to maintain the patient’s own records,
but the system would also allow the physician complete and
accurate medical information, with the ability to update the
patient’s medical data. Having all prior procedures and diag-
noses listed would improve accuracy of the medical data and
medical histories of patients, and would eliminate unneces-
sary retesting. The treating physicians and pharmacists
would have access to prior medication prescriptions and dos-
ages for the patient, as well as patient allergy and reaction
information. Knowledge of what other drugs the patient
takes goes a long way towards eliminating the risk of life-
threatening prescription interactions.

Desirably, the medical records should be accessible by the
doctors or hospital personnel without requiring special
training, with the physician’s or other care provider’s com-
puter providing access to the patient’s medical records.

It would also be desirable to have a single umified system
that both keeps the patient records for all the participating
patients, and provides access to the patient’s health records
at remote sites over the Internet.

OBJECTS AND SUMMARY OF THE
INVENTION

Accordingly, 1t 1s an object of this invention to provide a
web-based, 1.e., network based, medical records storage and
retrieval system that operates means of the web browser
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installed 1n a computer, and which avoids the drawbacks and
deficiencies of the prior art.

It 1s another object to provide a means of home 1nteraction
between the patient and the health care provider(s), allowing
the patient to view and edit the patient’s medical record and
medical history, to view and change appointments, and to
review prescription data including dosages and refill infor-
mation.

It 1s a further object to provide a system that provides the
medical care provider, e.g., physician, nurse, or emergency
response team, with a complete record of the patient’s prior
treatments, surgical procedures, immunizations, allergies,
blood type, and other important data in a manner that pro-
tects the patient’s privacy.

It 1s a still further object to provide a limited, read-only
view of the patient medical record for emergency purposes.

It 1s a vet further object to provide the system with a
firewall that permits the physician to review and edit the
physician’s records and the patient’s record, and permits
patient to review and edit his or her own medical record, but
not the physician’s records or those of other patients.

It 15 still another object to provide medical records system
that 1s compatible with automated medical records systems
of hospitals, clinics, and physician’s offices, and can also be
employed where the medical provider employs a manual
system.

Other objects are to provide the physician with improved
patient through-put; to empower patients with the ability to
do so to maintain and manage their own records, and to
provide their physicians with complete, accurate medical
information; to eliminate the patient hazards in emergency
visits by enabling emergency room personnel to access vital
patient information using normal Internet access; to mini-
mize or eliminate occurrences or redundant, unnecessary
laboratory retesting; and to improve availability to all treat-
ing physicians and pharmacists to prevent potentially life-
threatening prescription iteractions.

In accordance with an aspect of this invention, an auto-
mated system 1s provided for maintaining patient medical
records for a plurality of participating patients and which are
remotely accessible for reading and editing of the respective
patient medical records. The medical records are maintained
on a central computer server, which permits access and entry
of the patient medical information by authorized persons,
1.€., via customer 1dentification and password or similar
access code. The system employs a wide-area or global com-
puter network (e.g., the Internet) that permits communica-
tion between computer devices connected to 1t, where each
such computer 1s programmed with a suitable web browser.
The browser on the computer provides a capability for auto-
matic input of patient identifying data when a patient inserts
a coded access means into the computer device. In one pre-
ferred mode of many possible embodiments, the access
means can be a mmiature CD-ROM that 1s inserted into a
computer, which then accesses the system server via the
Internet, and can also i1dentify the client (i.e., patient) and
then point to an access portal of the server. The server icor-
porates a suitably programmed computer and an Internet
connection for connecting with the Internet (or other
network), a memory for storing said patient medical records,
and software providing software modules to each said com-
puter devices mto which a respective one of the coded access
means has been inserted, where the coded access means cor-
responds to a respective given patient. In such case, that
respective computer device displays a patient log-1n screen.
The log-1n screen has entry spaces that permit the patient to
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4

enter that patient’s password. Once the password 1s entered,
the patient 1s provided with access to a series of editable
patient history screens. The log-in screen also has an “emer-
gency’”’ button that the patient, or more likely, an emergency
response team member, can click onto and thereby access a
read-only emergency data screen. This screen displays vital
items of patient health data for the respective patient that are
suificient to facilitate emergency care for that patient. This
would include blood type, name of primary physician, any
allergies or special needs, medications prescribed for that
patient, with dosages, and existence of advance directives,
such as a DNR order or an organ donation request. Medical
warning notes could include, for example, that a patient has
an aneurism on the braimn and has a metal clamp on his
carotid artery (so that the patient cannot be given an MRI).
The software button for accessing the emergency screen
does not require entry of the patient’s password.

The participating patients whose records are stored on the
system are provided with minmi-CD ROMs, magnetic cards,
smart cards, RFID cards, or other coded access cards, each
having a code element that identifies the respective patient,
and another code element that causes the computer device
automatically to access the server.

Of course, another patient can also log 1n to his or her own
medical records from the first patient’s log-in screen. The
screen has a patient ID area where second patient can enter
his or her own patient 1D or i1dentity code, after which the
second patient enters his or her respective password to
access that patient’s own medical history screens.

According to another embodiment of this invention, the
system maintains patient medical records for a plurality of
participating patients. The records are remotely accessible
by patients and by physicians for reading and editing of the
respective patient medical records. The system permits entry
of patient medical information by authorized persons, e.g.,
the patient and the physician, over a global computer net-
work (e.g., the Internet). There are at least one patient-
accessed computer and at least one physician-accessed com-
puter. These computers are suitably programmed with a web
browser. A server imncludes a suitably programmed computer
with means for connecting with the Internet (or other
network), suificient memory for storing the patient medical
records, and software providing software modules to each of
said computer devices connected to said server over the
Internet. This software provides the at least one patient-
accessed computer with a set of patient history screens con-
taining a patient medical record of the respective patient.
The software also provides to the at least one physician-
accessed computer a set of screens containing a physician
medical record of the physician’s patient. The server also
includes a two-way firewall program that allows both the
patient and the physician to access the respective patient
medical record for reading and editing, but allows only the
physician and not the patient to access the physician medical
record.

The patient history screens include a medications screen
listing each medication prescribed for that patient and a dos-
age amount entry for each medication. Other patient history
screens can include a visits screen listing for each entry
thereon a date of a past or scheduled future visit, reason for
the visit, identity of the practitioner, and a software button to
permit editing of that entry. An allergies screen may have
one or more entries, listing for each entry the identity of a
particular allergen to which the patient 1s sensitive, a level of
sensitivity of the patient to that allergen, and a software but-
ton to permit editing of that entry. A dietary considerations
screen can list for each entry thereon specific food related
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entry for the respective patient. A family history data screen
may list the i1dentity of direct family member(s) of the
respective patient, and a soiftware button to access a detail
screen concerning the medical history of each such direct
family member. A prior illnesses screen may list specific
illness(es) aflecting the respective patient, status ol such
illness, 1.e., whether current, 1n remission, recent or chronic.
An immunizations screen may list the identity of specific
immunization(s) and the date of that immunization for the
respective patient. A medical diagnosis screen may listing,
thereon a diagnostic result of examination of the respective
patient. In this case, the diagnostic result can include a medi-
cal image (e.g., X-ray) incorporated, in digital form, into that
entry. An advanced directives screen may indicate data con-
cerning any patient health proxy, a do not resuscitate (DNR)
order, or an organ donation order. In this case, the screen
would include an area indicating the location where a written
copy of such health proxy is filed. These screens may have
an edit button that the patient may click on to edit the data, or
to review more detail than are present on the main screens.

On the physician’s computer, the physician 1s provided
with the physician medical record of the at least one patient.
Here, the screen may include a space or spaces for physician
entry of notes concerning symptoms, diagnosis, medical
procedures performed, and medications prescribed for said
patient by the physician. For the physician-access computer,
the set of screens may include a diagnosis dialog box, and
this may be provided with look-up menus for selecting a
diagnosis nomenclature of the patient by key word and for
selecting a diagnosis nomenclature by entry of predeter-
mined diagnosis code. A procedure dialog box has look up
menus for selecting a medical or surgical procedure nomen-
clature for the patient by key word and for selecting a proce-
dural nomenclature by entry of predetermined procedure
code. The physician’s screens may be coupled to the hospital
billing computer to facilitate preparation of bills 1n a form
acceptable to health mnsurance companies.

The above and many other objects, features, and advan-
tages of this invention will become apparent from the ensu-
ing detailed description of a preferred embodiment, which 1s
illustrated in the Accompanying Drawing Figures.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 1s a schematic diagram of a medical records and
data arrangement according to one preferred embodiment of
the present invention.

FIG. 2 1s a screen view of a patient access screen accord-
ing to this embodiment.

FIG. 3 shows a patient emergency medical data screen, as
accessed by emergency services or emergency room person-
nel.

FIG. 4 shows a general access screen that leads to further
screens including a log-1n screen.

FIG. § shows a patient account information screen, with a
facility to add a member or members.

FIG. 6 shows a patient general information screen.

FIG. 7 shows a patient medical information screen.

FIG. 8 shows a more detailed version of patient general
information screen of FIG. 7, including entry editing facili-
ties.

FIG. 9 shows a version of the emergency medical data
screen as accessed by the patient.

FIG. 10 shows an imnsurance provider information screen.

FIG. 11 shows a patient medications information screen
with prescription and dosage information.
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FIG. 12 shows a patient allergies information screen.

FIG. 13 shows a patient immunizations information
screen with immunization data.

FIG. 14 shows a patient advanced directives screen.

FIG. 15 shows a detail advanced directives screen indicat-
ing organ donor data.

FIG. 16 shows a physician access screen as appears on the
medical practitioner’s computer.

FIG. 17 shows a visit information screen for physician
access 1o patient visit information for review and editing.

FIG. 18 shows a screen with payment information and
patient health proxy information.

FIG. 19 shows a physician screen for entering notes con-
cerning the patient.

FIG. 20 shows a physician screen with a list for accessing,
diagnosis nomenclature and standard diagnosis codes.

FIG. 21 shows a dialog box for quick entry of nomencla-
ture and codes 1n respect to the screen shown 1 FIG. 20.

FIG. 22 shows a physician screen with a list for accessing
procedures, 1.¢., medical treatments, given to the patient.

FIG. 23 shows an assist dialog box for quick entry of

common phrases or codes into the entries of the physician
screens of this embodiment.

DETAILED DESCRIPTION OF A PR
EMBODIMENT

Now with reference to the Drawing, FIG. 1 shows a basic
arrangement of the health care records system 10 according
to one embodiment of the invention, which permits the
patient access to his or her own medical records and also
permits the treating physician(s) to enter health care infor-
mation about the respective patient, and also to review the
patient record. At the heart of the system 10 1s a server 12,
comprised of a computer with suificient memory 14 capacity
to store the health care data for all participating patients. The
server computer 12 has a connection to the Internet 16 1n this
embodiment, which serves as a global computer network for
sharing information with other participating computers on
the network. Illustrated here 1s a computer 18 located at a
doctor’s office, on which a treating physician can enter data
about his or her patient, and on which he or she can review
the patient file that 1s kept on the server 12. The participating
patient may access the system 10 by means of a personal
computer 20 arrangement, which here has a main computer
22 as well as a monitor 24 on which the various patient
screens generated by the system will appear. A patient access
card 26, which may be a mimi-CD/ROM 1n this embodiment,
can be used by the patient to access the patient’s health care
files, as described 1n detail later. The mini-CD/ROM card 26
can be inserted into a CD/ROM drive 28 of the computer unit
22 to access the system, and the card 26 basically contains a
code that accesses the server 12 over the Internet 16, and a
code that identifies the particular participating patient. A
log-1n screen appears on the monitor 24 which permits the
patient to enter his or her name and a confidential password
or PIN so that the patient can access further health care
record screens. Of course, the patient can access the system
10 from any computer that has Internet access by inserting
the mini CD/ROM card 26 into the CD drive of that com-
puter. As will also be described later 1n the event that the
patient 1s unable to enter his or her password of PIN, for
example, 1f the patient 1s injured or unconscious, another
person, such as a paramedic or a member of an emergency
response team, can insert the patient’s card 26 to a
computer, and will be able to access an emergency data
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screen. The latter 1s a read-only screen, with 1tems of the
patient’s medical or health care data that would be important
in rendering assistance to the patient, such as patient’s blood
type, known allergies, medications, prior diagnoses and
treatments, next of kin, medical warning notes, and exist-
ence and location of an advanced directive, such as organ
donor data.

In the event that computer Internet access 1s not available
at a hospital emergency room, the fax transmission of the
emergency data 1s possible. The patient’s emergency data
can be obtained by phoming a 1-800 number printed on the
card 26, and the data will be sent immediately by fax. Here,
provisions would need to exist to preserve the confidentiality
ol patient medical information.

Beyond what 1s specifically shown i FIG. 1, a number of
computer devices located at any of a number of hospitals,
climics, and health care centers would be participating and
likew1se have Internet access to the system. Here, one typical
health care center 30 1s shown. An emergency response team
may have immediate access via a mobile computer located
in the team’s ambulance 32 or other emergency vehicle,

which may employ a wireless (i.e., radio) device 34 to com-
municate with another wireless station 36 to access the Inter-

net.

FIG. 2 shows a log-1n screen 38 that appears on the moni-
tor 24 when the card 26 1s inserted into the drive 28. In this
embodiment, an 1mage of the CD/ROM card 26 appears
including a log-in box 40 where the patient may enter his or
her patient log-in name or 1dentification as used for logging
in, and below that a password box 42, where the patient may
enter a password or PIN. In a preferred arrangement, a

machine-readable code for the patient’s log-1n name 1s car-
ried on the card 26, so that the patient’s log-1n name auto-
matically appears as a default text in the box 40. This 1s an
important feature for emergency purposes as will be dis-
cussed shortly. In addition, 1t permits other patients to access
their own records by entering their own respective log-in
names and passwords. When the patient log-in name and
password are entered 1n the respective boxes 40 and 42, then
the patient may click on the soit log-in button 44, to go to the
patient’s medical record screens. An emergency or ER but-
ton 46 also 1s located on the screen 36. Here, when the
patient log-in name 1s entered in box 40, then clicking on the
ER button 46 takes the computer to a special emergency
medical screen 48 which 1s 1llustrated in FIG. 3. In this case,
the patient password 1s not needed. This makes 1t possible
for an emergency response team member, or a family mem-
ber or neighbor who needs to assist 1n an emergency, to
obtain crucial medical information by simply inserting the
card 26 into the computer and then clicking onto the button
46. Emergency medical personnel are trained to look for
emergency medical information cards and documents when
encountering an unconscious or helpless patient, and would
find the card very quickly if the person has 1t in wallet or
purse or 1n a pocket.

The emergency data screen 48 of FIG. 3 1s a read-only
screen, which cannot be altered or edited directly, but con-
tains some of the data from the patient’s files that 1s useful,
or necessary, for treating the patient 1n an emergency. In
addition to general information such as the patient’s name,
age, and address, this screen provides the patient’s blood
type, e.g., “O-positive”, the name of the patient’s primary
physician, immunizations, prescribed medications
(including dosages), allergies, and family or other personal
contact information. Insurance provider information may
also be provided here.

For normal viewing and updating, the patient would typi-
cally enter the password into the box 42 and click the button
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46. This will bring up the patient’s editable health care
screens for patient access. Clicking on button 46 brings up
an 1nitial screen 50 (FIG. 4) which has buttons for various
selections, including logging in, viewing forms, reviewing
other information about the system, or exiting and terminat-
ing the session. Here, the patient can bring up for viewing
and printing out application forms for installing initial infor-
mation. The forms can be pre-printed to collect initial infor-
mation. The forms can be completed in pencil or ink and
brought to the physician’s office for entry, or for entry by a
family member if the patient 1s not comiortable working
with the computer. A hold-harmless agreement 1s viewable
here. Software for viewing .pdf files can be installed. An
clectronic self-help book 1s also available from this or other
screens.

At the end of any editing session, upon logging out, the
system returns a confirmatory email message to the patient
for each update event, showing who performed the update,
and when 1t occurred. All data i1s entered on the system
server 12 and 1s archived 1n the memory 14, so an electronic
trail 1s preserved of all changes to the patient’s medical
record. All data are obtained by retrieval from the server 12.
A 128-bit encryption system 1s employed for security of the
patient’s health care data. The information 1s immediately
available after each update, 1.e., 1n “real time.” The system
can also allow the member to grant a proxy to a family
member, friend, or neighbor, so that the proxy can be in
charge of the patient’s medical record. In that case, the proxy
would have a distinct identity, 1.e., a separate password, so
that the system 1s aware of who 1t 1s that 1s updating or
accessing the records.

An mitial patient account screen 52 1s 1llustrated in FIG. 5.
Here the patient’s name appears 1n a box 54 with a down
arrow 56. By clicking on the down arrow, a list of other
patients, e¢.g., other family members, may appear. It may be
necessary to enter a respective patient password, which can
be done on a small pop-up dialog box (not shown), to view a
different patient medical records. It 1s also possible to add a
new patient at this screen. By clicking on the GO button next
to the patient name box, the patient general information
screen 38 (FIG. 6) will appear. Clicking on the new patient
button 62 at the bottom of the screen will also bring up a
blank version of the general information screen 38 permit-
ting data about a new patient to be entered. Here family
members can be added. A basic family membership would
cover, e.g., two adults and up to four minors. The forms can
be pre-printed so that the new member can fill out the forms
and collect information before installing the 1initial informa-
tion about the new the new patient into the system.

The general information screen 58 contains basic general
information about the participating patient, such as name,
address, phone numbers at home and work, employer name
and address and other contact information such as email
address. An EDIT button 60 appears on this page, and on
subsequent pages as well, which gives the patient a long
view of the information from that page and allows the patient
to update or change the data for that view. For example, the
patient can correct the address or phone number here. A
listing of other screens or pages appears at the left of this
screen. These entries are 1n hypertext, and the patient can
reach the subsequent screens by clicking on the respective
name or title.

A general medical information screen 64 (FIG. 7) gives
the patient name, plus other general medical data about the
patient, 1.e., blood type, weight, height, eye color,
language (s) spoken by the patient, and race. Other 1tems
could be included here. By clicking on the EDIT button 60, a
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long view of this screen 1s achieved, as shown in FIG. 8. The
above information, plus additional general medical data,
appear here 1n a form that can be changed or entered by the
patient. Here the additional data include information about
vision, dentistry, use of prosthetics, tobacco and alcohol use,
and other categories of information.

If the Physician’s screen 1s selected, then the emergency
data appears as shown 1n FIG. 9, which corresponds to the
emergency screen that was discussed in respect to FIG. 3.
This screen lists important medical or health information
about the patient, including the i1tems discussed previously
such as allergies and medications, which the emergency doc-
tor or health care provider would need access to. In addition,
this screen contains health care proxy data, and quite
importantly, medical warning notes such a high sensitivity to
certain drugs or treatments.

An Insurance Provider screen (not shown) would list the
patient’s health care coverage, by carrier(s), type—primary
or secondary—, plan number, and contact information.

A visits screen (FIG. 10) provides information about each
visit to the health practitioner, including for each entry the
date of the visit, reason for visit (regular checkup, etc.) and
an edit button 60 to bring up a detail screen for editing the
material about that entry. In this embodiment there is also a
delete button 66 for deleting an entire entry from the visits
screen.

FIG. 11 shows a medications screen with a number of line
entries, each containing the information about a medication
that has been prescribed for the patient. In each line there are
separate column entries for name of each medication and for
the dosage plus the directions on how the medication 1s to be
taken, e.g., milligrams and times per day. Here also, there are
soft buttons for editing and for deleting the respective
entries. Here there 1s also a button for adding a new entry,
1.€., 1 an additional medication 1s prescribed. This screen 1s
important for any physician as it will let him or her know
what medications the patient 1s already exposed to so the
physician can avoid giving any contra-indicated medica-
tions. Also, the screen serves as a reminder to the patient and
to a pharmacist about the drugs and dosages prescribed for
the patient.

An allergies screen 1s shown 1 FIG. 12, listing for the
patient any known substances for which the patient has any
allergic reaction. The severity of the allergy is also given. In
this example, the patient listed here 1s shown to have a mild
allergy for Aspirin. Each entry can be edited or deleted, as
described before, and an additional allergy can be listed by
first clicking on an Add New button.

Similar screens can show, for example, dietary consider-
ations that the patient 1s supposed to observe, e.g., low
carbohydrates, low salt, or high fiber; or may show daily
living aids that have been recommended for the patient, such
as an air purilier. Any appliance or durable medical equip-
ment to help the patient may be listed here, including mobil-
ity equipment or special bathroom equipment.

Disabilities may also be listed on a disabilities screen,
¢.g., hearing loss, vision problems, or mobility limitations.
Multiple disabilities may be displayed, by type and name.

A family history screen, also not shown here, may include
entries for the patient’s parents, other ancestors, and sib-
lings. This 1s considered important information, and allows
the physician to see previous existing health conditions of
family members, and notes of what diseases or problems
might have affected them. Here, a long view of each family
member can be accessed by clicking on an edit button near
the family member’s name, and this long view would show
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the name and relationship of the family member, and which
disease had affected him or her.

An 1llnesses screen, also not shown here, lists recent or
chronic 1llnesses that have afiected the participating patient,
cach line listing the name of illness, type, and status (e.g.,
current or not) for the particular condition.

An immumnizations screen 1s shown 1n FIG. 13, listing for
the patient each immunization by type, age of patient when
inoculated, and date. This lists also multiple 1noculation,
such as the moculation for diphtheria, tetanus, and pertussis.
By making the physician aware of the status of each
immunization, new immunizations or booster shots can be
given 1n timely fashion for the patient, but unnecessary
re-immunizations can be avoided.

A surgeries screen (not shown) lists each surgical opera-
tion performed or scheduled for the patient, with the date,
type and other information germane to that specific surgery.
Each medical diagnosis can be shown on a medical diagno-
s1s screen (also not shown here) which may indicate whether
cach diagnosis 1s short or long term.

An advanced directives screen 1s shown in FIG. 14. This
screen indicates whether the patient has made any sort of
advanced directives which would be carried out 1n the event
accidental death or patient’s long term degenerative condi-
tion. Where the screen shows that an advanced directive
exists, the patient or physician can click on the edit button,
which brings up a long view, as shown 1n FIG. 15. In this
example the advanced directives include a DNR or do-no-
resuscitate order, and may list organ donations authorized by
the patient. This also indicates the location where the
patient’s written directive 1s located, e.g. “St. Joseph’s Hos-
pital.” A health care proxy, 1.e., the patient’s spouse, son or
daughter, can also be listed here so that the person may be
contacted 1f needed to make a critical health care decision
for the patient.

Medical warning notes may be listed on a respective 1indi-
vidual screen, such as “do not admimster aspirin”. These
data appear on the emergency screen, 1.e., FIG. 3, and are
important for emergency room personnel.

A Reminders screen can include upcoming medical
appointments, €.g., the date and place of the next appoint-
ment with a physician, date when medications are to expire,
date when a test 1s to be taken. The information here will
automatically generate reminder email messages for the
patient about seven days prior to the given appointment or
other scheduled event. Email reminder messages are sent
some predetermined time before medications expire.

Other screens may be added to these, depending on the
patient’s medical needs. For example, a screen may be added
for dental 1ssues, and screens may be added for vision and
optometry, or for physical therapy. The system 1s intended to
be quite flexible, and screens can be added as need be to suit
cach particular patient.

The system 10 includes a firewall program in the server 12
that recognizes the participating patients and also recognizes
the physician or other practitioner, and permits the practitio-
ner to access and edit the physician’s office records and the
patient records, and also permits the patients to access and
edit their own records but not those of the physicians or of
other patients.

The patient screens have been described just above, and
the following 1s a description of the various screens that
appear on the physician’s computer 18 so that he or she can

access his or her patients’ records and update them, as need
be.

A physician review page, 1.€., screen 1s shown 1n FIG. 16.
This screen provides access to the physician side of the
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patient records, where the physician can review the patient
data but the patient cannot directly view the physician’s
work. This system runs in a fashion similar to that described
above with respect to the patient’s CID/ROM access card, but
1s 1nstalled to act based on the physician’s personal pass-
word. The system may be designed to operate with Smart
Card technology, and may be used on a Med Pad computer,
1.€., a laptop used without a keyboard, but having a touch
screen, or may employ a smart card reader, and may 1ncorpo-
rate voice to text technology. In FIG. 16, a single identifier,
1.e., a medical health account number or MHAN is entered to

track a given patient. Each patient 1s assigned a specific,
unique MHAN, which 1s used throughout the system. This
may be the same as the patient’s social security account
number, but 1t 1s preferred to use a different number for
reasons ol preventing unauthorized access to the customer’s
credit and banking accounts. This same tracking number
may be used for billing purposes as well. The review page
may indicate if the patient 1s still in the physician’s office or
il he or she has left. Various software buttons are shown on
this page that permit selection of various features. By select-
ing the Review Work button, the system takes the computer
18 to a patient visit page (FIG. 17) for the given patient. Thas
screen can track the last fifteen office visits for that patient. A
bank of soft keys are shown here, labeled “About Visit”,
“Symptoms”, “Referrals”, “Diagnosis”, “Procedures”, and
“Service Notes.” A group of spaces 70 1s provided for entries
including name of patient, date of birth, height, weight,
blood type, and other vital statistics, name of primary care
physician, the patient’s medical history account number
(MAN), phone numbers, and other 1dentifying data. These
entries may be editable by the physician. Below that 1s a
zone 72 for entry of information about the specific medical
visit, giving the physician’s name, date; and other items con-
cerning the patient visit. This screen may track the last fif-
teen doctor’s office visits of each patient.

FIG. 18 shows a screen for patient financial data. This
view 1s a Smart Card view for credit card and PIN number
entry, where the monies are to be collected by means of a
credit card or debit card (such as from a health savings
account or HSA). Health proxy information also appears on
this screen, including entries for the name and address of the
individual named by the patient, and contact information.
Other information, such as the existence of organ donor or
DNR orders, can appear on this screen. Details about these
items will appear on subsequent screens.

FIG. 19 shows a Service Notes screen, where the physi-
cian can enter specific observations made about the patient at
the office visit. In this case, the patient had reported “itchy
feet” to the doctor. Any of a wide variety of other observa-
tions or doctor recommendations can be indicated here. Spe-
cific symptoms can be listed on a subsequent Symptoms
screen, which may have a similar layout. Another similar
screen, not shown here, lists Referrals, 1.e., other practitio-
ners recommended to the patient.

A Diagnosis list screen 1s shown in FIG. 20. Here the
diagnoses made by the physician can be entered in list form.
The number of diagnoses can be quite large, as the screen
has capability for scrolling beyond those actually displayed.
For each diagnosis entry, there 1s a space for a code (here,
ICD-9) and a space for the standard nomenclature for the
diagnosed medical problem. A help box for this screen 1s
shown 1 FIG. 21 to assist the physician 1n entry of the
ICD-9 code and ICD descriptive nomenclature for each
diagnosis. The entries can be selected by either code number
or description, and a code look-up provision 1s included.
This can be narrowed down to the list of the items that the
physician 1s most likely to encounter. Here, the physician
would scroll down to the intended 1tem entry, and he or she
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could simply click on the item and then click on the “OK”
buttons to make the entry in the diagnosis screen.

FIG. 22 shows a screen for entering medical or surgical
procedures performed in respect to the patient. A procedure
may be entered 1n each space, either by entering a procedural
code (CP1-4) or by entering the descriptive nomenclature.
Here, a help box similar to that described 1n respect to FIG.
21 can be employed to assist the physician 1n entry of the
correct procedure data, either by code number or descrip-
tion. This can include a dialog assist box, which can select
by common phrases and codes, or by physician notes that the
physician may want to use to expedite his or her work.

The lists of allergies for a given patient would be shown
on an Allergies screen, which would be similar to those
described above, and prescribed medications would appear
on a similar Medications screen. To facilitate entry of
information, an allergies help box (FIG. 23) has a drop down
menu with self-explanatory options for each allergy. The
physician then simply clicks on the ADD button to make the
new allergy entry. A similar medications help box 1s used for
entry of prescriptions. Here, the entry would list for each
medication the date, the name of the medication, strength,
quantity, and direction for use. Similar screens may be
employed for laboratory work, allergies, problems noted by
the physician, and entry of notes for an emergency provider.
These include drop down menus, and may be stacked one
atop the other for easy viewing.

While not specifically shown here, 1t 1s possible to include
with the prescription or pharmaceutical information actual
images of the doctor’s prescriptions, which may be needed
by pharmacists. It 1s also possible to include medical images,
1.€., X-rays, sonograms, MRIs, or the like, on the patient’s
screens or physician’s screens, for use 1 subsequent
diagnoses, or to assist in understanding the progress of a
disease or of a treatment.

As mentioned before, the firewall protects the physician
screens from being accessed or edited except by the physi-
cian. The wallet-sized CD-ROM 26, which provides Internet
access to the patient’s medical records, organ donation
information, and other important medical and health
information, has multiple levels of protection, so that the
patient information will not be accessed without authoriza-
tion.

On the other hand, the user-friendly technology employed
in the system, plus the convenience of the mimature
CD/ROM card 26, allow the patient and the authorized phy-
sicians to gain access to their medical records on a secure
server via the Internet. Specific emergency data can be
accessed without the patient’s password or PIN. However,
all data entered onto the server will be protected through
encryption and firewall. The system 10 meets all privacy
codes and federal regulations for securing and transporting
health care information about private individuals. Because
the card 26 that 1s carried by the patient 1s used for access
and 1dentification, and the health care data are contained on
the server at a central location, the medical data are more
secure than 1f they were transferred by hard copy or con-
tained on a computer chip carried on the person of the
patient. The information can be presented 1n a convenient
form for the users, e¢.g., HITML or PDF, or another conve-
nient file format. The system also offers email alert features:
The patient can program e-mail reminders to appear for
every doctor’s appointment, prescription refill or renewal,
and other medical incidents that may be important to health
care.

The system of this invention may be especially beneficial
for at-risk patients, disease management patients, students
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entering colleges, or persons studying abroad or stationed or
traveling abroad. Administrators at HMOs, retirement
homes, or universities may distribute the CD/ROM cards to
persons enrolled 1n their programs and facilities.

The system of this invention reverses some of the reasons
for poor patient care that have plagued the health care com-
munity. By providing each treating physician with current
medical history and health care data for the patient, the phy-
sician will have knowledge of any prior conditions, any pos-
sible allergic reaction or pharmaceutical contraindication. In
addition, because records of all prior diagnoses and testing
are maintained, the incidence of redundant and unnecessary
testing and lab work will be reduced or eliminated. The phy-
sician will also see the treatment notes and procedures made
by other health care practitioners. The physicians will be
freed from much of time demands now made by required
documentation, and this will provide more time for spending
with the patient. The system also give the patient access to
his or her own charts, and allows the patient to check on
prescription information, upcoming visits, and other medical
data that may aflfect him or her.

While the invention has been described hereinabove with
reference to a preferred embodiment and various alternatives
thereto, 1t should be apparent that the invention 1s not limited
to such embodiment(s). Rather, many variations would be
apparent to persons of skill in the art without departing from
the scope and spirit of this mvention, as defined 1n the
appended claims.

I claim:

1. An automated system for maintaimng patient medical
records for a plurality of participating patients wherein the
patient medical rvecords are maintained on a server and
which are remotely accessible for reading and editing [of
respective patient medical records that are maintained on a
server], and permitting entry of [the] patient medical infor-
mation in a plurality of categories by the plurality of partici-
pating [patient] patients or by other authorized persons|:]
the automated system employing a wide area computer net-
work that permits communication between computer
devices and said server, each of said computer [device]
devices being suitably programmed with a web browser and
having a capability for [automatic] input of patient identify-
ing data [when a patient inserts a coded access means into
the computer device, the coded access means] identifying
the [client and pointing to an access portal of said server:;]
respective participating patient, said server including a suit-
ably programmed computer|;], the automated system com-
prising:

a memory, at the server, for storing said patient medical

records, [and}

software providing [software modules to each of said
computer devices mto which a respective one of said
coded access means has been inserted, corresponding
to a respective given patient, so that the respective com-
puter device displays] a patient log-in screen on a com-
puter device, said provided log-in screen including:

[means permitting the patient] log-in entries to enter a
respective patient name and password [that provides
access to a series of patient-editable patient history
screens, 1n which the patient can review and change
entries of his or her patient medical records on-line]
by a patient,;

[means] a software buttor to access an emergency data
screen [that] wherein the accessed emergency data
screen displays items of patient health data only 1n
limited ones of said plurality of categories [for the
respective patient] sufficient to facilitate emergency
care for [that] ¢he patient;

10

15

20

25

30

35

40

45

50

55

60

65

14

[said password being required for access to said patient-
editable patient history screens;]

[wherein said software modules provide]

[to a patient access computer a set of patient history
screens containing a patient medical record of the
respective patient, and provide}

means for accessing, on the server, patient medical
records of the patient, in response to the entered respec-
tive patient name and password, whevein the accessed
patient medical vecords of the patient are displayed on
a series of patient screens for veviewing and editing by
the patient;

[to] means for providing at a physician access computer ir
vesponse to a physican’s entry of a user name and
password, a set of physician screens containing a phy-
sician medical record of the [at least one] patient; [and}

[wherein said server also includes] a two-way firewall
program that allows both the patient and the physician
to access the [respective] patient medical record for
reading and editing, but allows only the physician and
not the patient to access the physician medical record;

[and]

wherein at least one screen of the set of physician screens
containing the physician medical recovd of the patient
includes at least one space for physician entry of notes
enteved by the physician,

wherein the accessed physician medical record of the [at
least one] patient by the physiciarn includes entered
physician entry of notes [concerning], tie entered phy-
sician entry of notes including symptoms, diagnosis,
medication prescribed and/or medical procedures per-
formed on the patient, and wherein said physician entry
of notes do not appear on the patient history screens.

2. JAutomated patient medical records] The automated
system according to claim 1 wherein said [coded access]
means for providing a log-in screen comprises a [plurality
of] coded access [cards, each] card having a code element
that identifies [a given respective] the patient, and another
code element that causes the computer device automatically
to access the server over said network.

3. JAutomated patient medical records] The automated
system according to claim 2 wherein said coded [cards
include mini-CD ROMs] access card includes a mini CD
ROM.

4. JAutomated patient medical records] The automated
system according to claim 1 wherein said [patient log-in
screen has an area for the patient to enter a personal name
and password to permit entry to the patient’s medical history
screens, and a software button on the screen for accessing
the patient’s] emergency data screen is accessed by selecting
the software button without requiring entry of the patient’s
[personal] password.

[5. Automated patient medical records system according
to claim 4 in which said log-in screen further includes a
patient 1D area where another patient can enter the other
patient’s 1dentity code, with the other patient entering his
respective password to access said other patient’s medical
history screens.}

6. [Automated patient medical records] The automated
system according to claim [1] 2 wherein said coded access
[means] card automatically enters the respective patient
name on said patient log-in screen, and [the log in screen
includes a soft button for accessing,] without entering a
password, said [read-only] emergency data screen [for that
respective patient] is accessed by selecting the software but-
fon.
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[7. Automated patient medical records system according
to claam 1 wherein the set of physician screens includes at
least one space for physician entry of notes concerning
medications prescribed for said patient by the physician.]

8. [Automated patient medical records] The automated
system according to claim 1 wherein said set of physician
screens 1ncludes a diagnosis dialog box including look up

menus for selecting a diagnosis nomenclature of the patient
by key word and for selecting a diagnosis nomenclature by

entry of diagnosis code.

16

9. [Automated patient medical records] The automated
system according to claim 8 wherein said [set of screens
includes a] diagnosis dialog box [including] includes look
up menus for selecting a procedure nomenclature of the
patient by key word and for selecting a procedural nomen-
clature by entry of procedure code.

[10. Automated patient medical records system according
to claim 1 wherein said physician notes appear only on said

physician screens and not on said patient screens.]
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