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MONITORING APPARATUS, MANAGEMENT
METHOD AND PROGRAM THEREFOR, AND
MANAGEMENT APPARATUS AND
MANAGEMENT METHOD AND PROGRAM
THEREFOR

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to a monitoring apparatus, a man-
agement method and program therefor, a management
apparatus, and a management method and program therefor,
and more particularly, to a plurality of monitoring appara-
tuses that monitor a plurality of peripheral apparatuses, a
management apparatus that centrally manages the monitor-
ing apparatuses, a management method and management
program executed by each of the monitoring apparatuses,
and a management method and management program
executed by the management apparatus.

2. Description of the Related Art

Conventionally, as a method of remotely monitoring a
variety of computer apparatuses including office equipment
such as 1mage forming apparatuses, a technique 1s known 1n
which a monitoring apparatus 1s installed 1n a network to
which computer apparatuses are connected, the computer
apparatuses are momtored by the monitoring apparatus via
the network, and information on monitoring results 1s trans-
ferred from the monitoring apparatus to a management
Server.

Further, a technique 1s known in which a request for
response 1s made to a terminal apparatus being utilized on
the user’s side from a management server, and the manage-
ment server, upon recerving the response from the terminal
apparatus, confirms that the terminal apparatus itself or a
transmission function to a telephone line at the terminal
apparatus 1s functioning properly (for example, refer to Japa-

nese Laid-Open Patent Publication (Kokai) No. 04-056560).

However, 1n the conventional art described in Japanese
Laid-Open Patent Publication (Kokai) No. 04-056360, the
management server requires two data transfers, 1.e., the
transmission of the request for response and the reception of
that response. Moreover, 1 a plurality of monitoring appara-
tuses exist, the management server must perform these two
data transfers for every such monitoring apparatus.

Further, when the management server transmits a
response request to a plurality of monitoring apparatuses,
whether 1t does so all at a time or at respective different
times, 1n either case, the management server must check for
a response at every monitoring apparatus.

Accordingly, the conventional art imposes a very heavy
processing load upon the management server when monitor-
ing a plurality of monitoring apparatuses.

SUMMARY OF THE INVENTION

It 1s an object of the present invention to provide a moni-
toring apparatus, a management method and program
therefor, a management apparatus, and a management
method and program therefor, that can reduce the processing
load when a plurality of monitoring apparatuses are centrally
managed.

To attain the above object, 1n a first aspect of the present
invention, there 1s provided a monitoring apparatus capable
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2

of communicating with a management apparatus that cen-
trally manages a plurality of monitoring apparatuses, the
monitoring apparatus managing maintenance information
relating to a plurality of peripheral apparatuses, including at
least operation mmformation, comprising a management
device that manages the maintenance information relating to
the peripheral apparatuses, and a communication control
device that periodically transmits confirmation imnformation
including identification information identifying the monitor-
ing apparatus, and the maintenance information managed by
the management apparatus, the management apparatus gen-
erates monitoring object management information based on
a history of transmissions of the confirmation information
carried out by the communication control device.

Preferably, the monitoring apparatus further comprises a
generation device that generates the confirmation informa-
tion such that an 1dentifier capable of 1dentifying the confir-
mation information 1s contained in the confirmation
information, and the communication control device periodi-
cally transmits the confirmation information with the identi-
fier contained therein to the management apparatus.

More preferably, the generation device generates an
¢-mail that contains the i1dentification information i1dentify-
ing the monitoring apparatus therein and the identifier 1n a
subject thereof.

To attain the above object, in a second aspect of the
present invention, there 1s provided a management apparatus
capable of commumicating with a plurality of monitoring
apparatuses that manage maintenance information relating
to a plurality of peripheral apparatuses, including at least
operation imformation, for centrally managing the plurality
of monitoring apparatuses, comprising a generation device
that generates monitoring object management information
based on a history of transmissions of confirmation informa-
tion including identification information 1dentitying each of
the monitoring apparatuses, and the maintenance iforma-
tion managed thereby, the transmissions being periodically
carried out by each of the monitoring apparatuses.

Preferably, the monitoring object management informa-
tion comprises information indicative of a list capable of
identifying at least one monitoring apparatus for which the
history of transmissions meets predetermined conditions.

Preferably, the management apparatus further comprises a
determination device that determines whether information
capable of identifying at least one monitoring apparatus 1s to
be included 1n the monitoring object management
information, and the generation device adds the information
capable of 1dentitying the at least one monitoring apparatus
to the mnformation indicative of the list when the determina-
tion device determines that the information capable of 1den-
tifying the at least one monitoring apparatus 1s to be included
in the monitoring object management information.

Preferably, the management apparatus further comprises a
communication control device that transmits the monitoring
object management information to the plurality of monitor-
Ing apparatuses.

Preferably, the management apparatus further comprises a
recording device that records a time of next transmission of
the confirmation information that 1s periodically transmitted
by each of the plurality of monitoring apparatuses, and an
abnormality determination device that, 11 the confirmation
information has not arrived at the time of next transmission
from any of the plurality of monitoring apparatuses, deter-

mines that an abnormality exists in the monitoring appara-
tus.

Preferably, the management apparatus further comprises a
registration device that registers the identification informa-
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tion 1dentifying each of the monitoring apparatuses, and the
registration device registers identification mmformation
included 1n the confirmation information transmitted from
any ol the monitoring apparatuses, if the registration infor-
mation has not yet been registered.

Preferably, the management apparatus further comprises a
registration device that registers the identification imforma-
tion 1dentifying each of the monitoring apparatuses, and the
registration device deletes from the registered identification
information identification information identitying any of the
monitoring apparatuses for which the history of transmis-
sions meets predetermined conditions.

To attain the above object, 1n a third aspect of the present
invention, there 1s provided a management method executed
by a monitoring apparatus capable of communicating with a
management apparatus that centrally manages a plurality of
monitoring apparatuses, the monitoring apparatus managing,
maintenance information relating to a plurality of peripheral
apparatuses, including at least operation information, coms-
prising a management step of managing the maintenance
information relating to the peripheral apparatuses, and a
communication control step of periodically transmitting
confirmation nformation including identification informa-
tion 1dentifying the momtoring apparatus, and the mainte-
nance information managed by the management apparatus,
the management apparatus generates monitoring object
management information based on a history of transmis-
s1ons of the confirmation information carried out in the com-
munication control step.

Preferably, the management method further comprises a
generation step ol creating the confirmation information
such that an 1dentifier capable of identifying the confirma-
tion information 1s contained in the confirmation
information, and the communication control step comprises
periodically transmitting the confirmation information with
the 1dentifier contained therein to the management appara-
tus.

More preferably, the generation step comprises creating,
an e-mail that contains the 1dentification information identi-
tying the monitoring apparatus therein and the 1dentifier 1n a
subject thereol.

To attain the above object, 1in a forth aspect of the present
invention, there 1s provided a management method executed
by a management apparatus capable of communicating with
a plurality of monitoring apparatuses that manage mainte-
nance information relating to a plurality of peripheral
apparatuses, including at least operation information, for
centrally managing the plurality of monitoring apparatuses,
comprising a generation step of creating monitoring object
management information based on a history of transmis-
sions of confirmation information including identification
information identifying each of the monitoring apparatuses,
and the maintenance information managed thereby, the
transmissions being periodically carried out by each of the
monitoring apparatuses.

Preferably, the monitoring object management informa-
tion comprises information indicative of a list capable of
identifving at least one monitoring apparatus for which the
history of transmissions meets predetermined conditions.

Preferably, the management method further comprises a
determination step ol determining whether information
capable of 1dentifying at least one monitoring apparatus 1s to
be included 1n the monitoring object management
information, and the generation step comprises adding the
information capable of identifying the at least one monitor-
ing apparatus to the information indicative of the list when 1t
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4

1s determined 1n the determination step that the information
capable of 1dentitying the at least one monitoring apparatus
1s to be included 1n the monitoring object management infor-
mation.

Preferably, the management method further comprises a
communication control step of transmitting the monitoring
object management information to the plurality of monitor-
Ing apparatuses.

Preferably, the management method further comprises a
recording step of recording a time of next transmission of the
confirmation information that i1s periodically transmitted by
cach of the plurality of monitoring apparatuses, and an
abnormality determination step of determining, 1f the confir-
mation information has not arrived at the time of next trans-
mission from any of the plurality of monitoring apparatuses,
that an abnormality exists 1in the monitoring apparatus.

Preferably, the management method further comprises a
registration step of registering the 1dentification information
identifying each of the monitoring apparatuses, and the reg-
istration step comprises registering identification informa-
tion included in the confirmation information transmitted
from any of the monitoring apparatuses, 1f 1t has not yet been
registered.

Preferably, the management method further comprises a
registration step of registering the 1dentification imformation
identifying each of the monitoring apparatuses, and the reg-
1stration step comprises deleting from the registered 1dentifi-
cation information identification information identifying any
of the monitoring apparatuses for which the history of trans-
missions meets predetermined conditions.

To attain the above object, 1n a fifth aspect of the present
invention, there 1s provided a computer-executable manage-
ment program for a monitoring apparatus capable of com-
municating with a management apparatus that centrally
manages a plurality of monitoring apparatuses, the monitor-
Ing apparatus managing maintenance information relating to
a plurality of peripheral apparatuses, including at least
operation information, comprising a management module
for managing the maintenance information relating to the
peripheral apparatuses, and a communication control mod-
ule for periodically transmitting confirmation information
including identification information identifying the monitor-
ing apparatus, and the maintenance information managed by
the management apparatus, the management apparatus gen-
erates monitoring object management information based on
a history of transmissions of the confirmation information
carried out by the communication control module.

To attain the above object, 1n a sixth aspect of the present
invention, there 1s provided a computer-executable manage-
ment program for a management apparatus capable ol com-
municating with a plurality of monitoring apparatuses that
manage maintenance information relating to a plurality of
peripheral apparatuses, including at least operation
information, for centrally managing the plurality of monitor-
ing apparatuses, comprising a generation module for creat-
ing monitoring object management information based on a
history of transmissions of confirmation information includ-
ing 1dentification information 1dentifying each of the moni-
toring apparatuses, and the maintenance information man-
aged thereby, the transmissions being periodically carried
out by each of the monitoring apparatuses.

The above and other objects, features and advantages of
the invention will become more apparent from the following
detailed description taken 1n conjunction with the accompa-
nying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing the overall construction of a
remote monitoring system including a monitoring apparatus
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and a management apparatus according to a first embodi-
ment of the present invention;

FIG. 2 1s a block diagram showing the hardware arrange-
ment of the monitoring apparatus 1n FIG. 1;

FIG. 3 1s a flow chart showing the procedure of a failure
information confirmation process executed by the monitor-
ing apparatus in FI1G. 2;

FI1G. 4 1s a flow chart showing the procedure of a response
confirmation process of a step S304 1n FIG. 3;

FIG. 5 1s a flow chart showing the procedure of a count
information acquisition process executed by the monitoring
apparatus in FI1G. 2;

FIG. 6 1s a flow chart showing the procedure of a count
information transmission process executed by the monitor-
ing apparatus in FIG. 2;

FIG. 7 1s a block diagram showing the arrangement of a

controller that controls one of the 1image forming appara-
tuses 1n FIG. 1;

FIG. 8 1s a diagram showing the software (task) configu-
ration of one of the image forming apparatuses in FIG. 1;

FIG. 9 1s a block diagram showing the internal functional
structure of the monitoring apparatus and the management
apparatus (center side management server) i FIG. 1;

FIG. 10 1s a diagram showing an example of e-mail gen-
eration information 1n FIG. 9;

FIG. 11 1s a diagram showing another example of e-mail
generation information 1n FIG. 9;

FI1G. 12 1s a diagram showing an example of the contents
of an e-mail transmitted to the center side management
server from the monitoring apparatus;

FI1G. 13 15 a diagram showing an example of the contents
of an e-mail transmitted to a preset sender from the center
side management server;

FIG. 14 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the monitoring

apparatus in FI1G. 1;

FI1G. 15 1s a flow chart showing the procedure of an e-mail
reception process executed by the center side management
server 1n FIG. 1;

FIG. 16 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the center side

management 1 FIG. 1;

FI1G. 17 1s a block diagram showing the internal functional
structure of a management apparatus and a management
apparatus (center side management server) according to a
second embodiment of the present invention;

FIG. 18 1s a diagram showing an example of periodic
process recording information (e-mail generation history
information) 1n FIG. 17;

FIG. 19 15 a diagram showing an example of timing regu-
lation information 1in FI1G. 17;

FIG. 20 1s a diagram showing an example of DB informa-
tion held by a database 1n the center side management server

in FI1G. 17;

FIG. 21 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by a monitoring
apparatus according to the second embodiment;

FI1G. 22 1s a flow chart showing the procedure of an e-mail
reception process executed by the center side management
server according to the second embodiment;

FIG. 23 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the center side
management server according to the second embodiment;
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FIG. 24 1s a block diagram showing the internal functional
structure of a management apparatus and a management
apparatus (center side management server) according to a
third embodiment of the present invention;

FIG. 25 1s a diagram showing an example of processing
setting mnformation according to the third embodiment;

FIG. 26 1s a diagram showing an example of information
stored 1n a database:

FI1G. 27 1s a tlow chart showing the procedure of an e-mail
reception process executed by the center side management
server according to the third embodiment; and

FIG. 28 1s a flow chart showing the procedure of an ID
management process executed by the center side manage-
ment server according to the third embodiment.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will now be described 1n detail with

reference to the drawings showing preferred embodiments
thereof.

FIG. 1 1s a diagram showing the overall construction of a
remote monitoring system including a monitoring apparatus
and a management apparatus according to a first embodi-
ment of the present invention.

In FIG. 1, 1n a remote monitoring system 100, a center
side management server 6 (management apparatus) and a
terminal side management server 2 are implemented by ordi-
nary information processing apparatuses. In the present sys-
tem 100, a POP server, not shown, receives an e-mail and
transiers that e-mail to an e-mail address and exists as a
server other than the terminal side management server 2 and
the center side management server 6.

The center side management server 6 and the terminal
side management server 2 are connected to each other by a
predetermined protocol 10 via a communications line 8.
However, in order to prevent unauthorized access, or to sur-
mount firewalls, a typical protocol (SMTP) and verification
are also provided.

A monitoring apparatus 1 1s connected via a network 9 to
image forming apparatuses 3—5 and a personal computer
(heremafiter referred to as “PC”) 12 as peripheral appara-
tuses. The monitoring apparatus 1 has a function for collect-
ing operation information and failure information (described
in detail later) on the image forming apparatuses 3—3 and the
PC 12, and a function for updating control programs and the
like executed by the image forming apparatuses 3—5 and the
PC 12 as well as a function for transferring the collected
information to the center side management server 6 via the
terminal side management server 2.

A PC 7 1s connected to the center side management server
6 via a network and operates as a client computer of the
center side management server 6. The PC 7 executes a vari-
ety of information processes and also shares information
collected by the center side management server 6.

Although the monitoring apparatus 1 and the terminal side
management server 2 are provided as separate units as
shown 1n FI1G. 1, the monitoring apparatus 1 and the terminal
side management server 2 may be provided as a single unit.
Moreover, although the PC7 and the center side management
server 6 are provided as separate units, the PC7 and the
center side management server 6 may be provided as a single

unit. These alternative configurations are shown by the areas
demarcated by the dotted lines 1n FIG. 1.

Moreover, although FIG. 1 shows only a single monitor-
ing apparatus 1, in actuality a plurality of momitoring appa-
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ratuses are connected to the network 9 as are image forming,
apparatuses and PCs, which are monitored by the respective
monitoring apparatuses, with the center side management
server 6 managing 1n a centralized manner these plurality of
monitoring apparatuses. Each of the plurality of monitoring,
apparatuses implements a variety of processes and controls,
described later.

Specifically, the image forming apparatuses 3—3 may be
printers (including photoelectric and 1nkjet types), facsimile
machines, scanners, digital copiers integrating both printer
and facsimile functions or printer servers.

The PC 12, for example, 1s provided with a function for
converting predetermined application data to PDL (Page
Description Language) data via an OS (Operating System)
and a printer driver and a function for transmitting that PDL
data to any of the image forming apparatuses 3-5.

It should be noted that the monitoring apparatus 1 collects
maintenance mformation from the image forming appara-
tuses 3—5 and the PC 12. The maintenance information
includes at least failure information contained in operation
information. At the image forming apparatuses 3—5, the
operation information may include the state of the
apparatuses, the amount of remaining toner, the number of
pages printed per sheet size, and so on. At the PC 12, the
operation information may include the operating status of a
CPU and memory 1n the PC 12 and the usage status of any
tee-based applications. The failure information may include
jam information at the image forming apparatuses 3—5 and
the number of times the PC 12 has been restarted. The fore-
going definition of maintenance information 1s also appli-
cable to second and third embodiments of the present
invention, described later.

FIG. 2 1s a block diagram showing the hardware arrange-
ment of the monitoring apparatus 1 in FIG. 1. The monitor-
ing apparatus 1 1s provided with interfaces for a plurality of
different applications, 1n addition to a configuration as pro-
vided 1n an ordinary mformation processing apparatus.

In FIG. 2, a CPU 201 controls the component parts 1n the
monitoring apparatus 1, mdividually and/or collectively. A
bus 202 receives and transmits data between the component
parts 1n the monitoring apparatus 1. A RAM 203 can electri-
cally store information and 1s rewritable. A Flash ROM 204
1s a nonvolatile memory that can continue to store informa-
tion even after the power 1s turned off and is electrically
rewritable. Network interfaces (heremnafter network I/F)
205, 206 exchange information with external apparatuses via
the network 9. A senial interface (hereinafter serial I/'F) 207
exchanges information via RS232C serial communications.
A debug interface (hereinafter debug I/'F) 208 1s a serial
communication unit used for debugging applications.

It should be noted that although the monmitoring apparatus
1 may be provided with an input device such as a keyboard, a
display unit, a display controller and the like, by connecting
to the network I/'F 205, 206 a serviceman PC, for example,
and activating a setting program 1n the monitoring apparatus
1 using that PC, the settings of the monitoring apparatus 1
can be changed, thus eliminating the need to provide an
input device, display unit and display controller and thereby
making a low-cost configuration of the apparatus possible.

Moreover, the terminal side management server 2, PC 12,
center side management server 6 and PC 7 may each have a
configuration that 1s provided in an ordinary information
processing apparatus, and detailed description thereot 1s thus
omitted.

Next, a description will be given of failure monitoring of
the image forming apparatuses 3—3 and the PC 12 performed
by the monitoring apparatus 1, with reference to FIG. 3 and
FIG. 4.
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FIG. 3 1s a flow chart showing the procedure of a failure
information confirmation process executed by the monitor-
ing apparatus of FIG. 2. It should be noted that, 1n the pro-
cess shown 1 FIG. 3, information transmission from the
monitoring apparatus 1 to the terminal side management
server 2, center side management server 6 and PC 7 1s car-
ried out using SMTP (Simple Mail Transfer Protocol), and

information reception therefrom is carried out using POP
(Post Office Protocol).

In a step S301, the monitoring apparatus 1 makes a
request to the 1image forming apparatuses 3—5 and the PC 12
to transmit failure information via the network 9 using a
specific protocol.

First, 1in a step S302, 1t 1s determined whether or not the
monitoring apparatus 1 has acquired failure information
from the image forming apparatuses 3—35 and PC 12 as a
result of the transmission request of the step S301. If the
monitoring apparatus 1 has acquired the failure information,
the process then proceeds to a step S303, where the acquired
failure information 1s transmitted to the terminal side man-
agement server 2 or the center side management server 6,
and the process then proceeds to a step S304. If the monitor-
ing apparatus 1 has not acquired the failure information, the
process then proceeds to a step S305.

In the step S304, a response confirmation process of FIG.
4 (described later) 1s commenced in order to confirm that the
failure mnformation has been properly transmitted to the ter-
minal side management server 2 or the center side manage-
ment server 6. Thereafter, 1n the step S305, the apparatus
enters a standby mode to wait for a predetermined time
period (for example 1 minute).

In a step S306, it 1s determined whether or not there has
been an instruction to terminate the failure information con-
firmation process during the standby mode of the predeter-
mined time period of the step S305. If there has been an
instruction to terminate, then the present program process 1s
terminated. If there has been no such an instruction, the pro-
cess then returns to the step S301.

FIG. 4 1s a flow chart showing the procedure of the
response confirmation process of the step S304 1n FIG. 3.

In FIG. 4, first, 1n a step S307, the monitoring apparatus 1
waits 1n a standby mode for a predetermined time period (for
example 30 seconds).

In a step S308, a transmission request for a response to the
failure mnformation transmitted 1n the step S303 1s sent to the
terminal side management server 2 or the center side man-
agement server 6 via the network 9 using a specific protocol.

In a step S309, 1t 1s determined whether or not the moni-
toring apparatus 1 has acquired failure information from the
terminal side management server 2 and the center side man-
agement server 6 as a result of the transmission request of
the step S308. If the monitoring apparatus 1 has acquired the
failure information, the process 1s then terminated. I the
monitoring apparatus 1 has not acquired the failure
information, the process then proceeds to a step S310 where
it 1s determined whether or not a predetermined response
confirmation maximum time period (for example 30
minutes) has elapsed. If the predetermined response confir-
mation maximum time period has not elapsed, the process
then returns to the step S307. 11 the predetermined response
confirmation maximum time period has elapsed, the process
then proceeds to a step S311.

In the step S311, 1t 1s determined whether or not the num-
ber of times the monitoring apparatus 1 has sent failure
information to the terminal side management server 2 or the
center side management server 6 via the process of the step
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S303 up to now 1s 1. IT 1t 1s determined that the number of
times 1s 1, then 1t 1s determined that the failure information
has been transmitted for the first time, and the process then
proceeds to a step S312, where failure information 1s once
again transmitted to the terminal side management server 2
or the center side management server 6, after which the pro-
cess then returns to the step S307. If 1t 1s determined that the
number of times 1s not 1, then the present program process 1s
terminated. It should be noted that although in the present
process 1t 1s determined whether or not the number of times
failure information has been transmitted 1s 1, the present
invention 1s not limited to such and instead it may be deter-
mined whether or not the number of times failure informa-
tion has been transmitted 1s at or below a predetermined
number of times.

Next, a description will be given of a process of collecting
count information carried out by the monitoring apparatus 1
with reference to FIG. 5 and FIG. 6. The count information
1s the above-mentioned operation information pertaining to
the image forming apparatuses 3—5 and the PC 12. The col-
lection process 1s composed of a count information acquisi-

tion process and a count information transmission process.

FIG. 5 1s a flow chart showing the procedure of the count
information acquisition process executed by the monitoring
apparatus of FIG. 2. This process 1s executed for each of the
image forming apparatuses 3—5 and the PC 12.

In a step S401, the monitoring apparatus 1 acquires 1image
forming apparatuses 3—5 and PC 12 count information via
the network 9 using a specific protocol.

In a step S402, the monitoring apparatus 1 stores the count
information acquired from the image forming apparatuses
3-5 and the PC 12 in a memory (that 1s, the RAM 203). It
should be noted that, in those cases in which the format of
the data that the monitoring apparatus 1 acquires from the
image forming apparatuses 3—5 and the PC 12 differs from
the format of the data to be transmitted to the terminal side
management server 2 or the center side management server
6, the data may be converted in format when 1t 1s being
stored 1n the memory. Alternatively, the data may be con-
verted when there 1s a count information transmission
request from the terminal side management server 2 or the
center side management server 6.

In a step S403, the monitoring apparatus 1 enters a
standby mode to wait for a predetermined time period (for
example 60 minutes).

In a step S404, it 1s determined whether or not there has
been an instruction to terminate the count information acqui-
sition process during the predetermined time period of the
step S403. If there has been such an instruction, the process
1s then terminated. If there has not been any such instruction,
the process then returns to the step S401 and the present
process 1s repeated.

FIG. 6 1s a tlow chart showing the procedure of the count
information transmission process executed by the monitor-
ing apparatus of FIG. 2.

In a step S405, the monitoring apparatus 1 checks whether
or not a count information transmission request e-mail
addressed to the monitoring apparatus 1 from the terminal
side management server 2 or the center side management
server 6 exists inside a POP server that receives an e-mails
and transfers that e-mail to the e-mail address to which that
¢-mail 1s addressed.

In a step S406, 11 1t 1s determined from the results of the
check performed 1n the step S405 that there 1s a count 1nfor-
mation transmission request e-mail in the POP server, the
process then proceeds to a step S407. If 1t 1s determined that
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there 1s no count information transmission request e-mail 1n
the POP server, the process then proceeds to a step S410.

In the step S407, 1t 1s determined whether or not count
information 1s stored in the memory (RAM 203). If count
information 1s stored in the memory, the process then pro-
ceeds to a step S408 and the stored count information 1s
transmitted to the terminal side management server 2 or the
center side management server 6. Count information trans-
mitted to the center side management server 6 1s shared by
the PC 7 as described above, and can, for example, be
referred to by an operator.

IT 1n the step S407 1t 1s determined that count information
1s not stored in the memory (RAM 203), the process then
proceeds to a step S409 where information indicating that
count information 1s uncollected 1s transmitted to the termi-
nal side management server 2 or the center side management
server 6.

In the step S410, the monitoring apparatus 1 enters a
standby mode to wait for a predetermined time period (for
example 3 minutes).

In a step S411, it 1s determined whether or not there has
been an 1nstruction to terminate the count information trans-
mission process during the predetermined standby time
period. If there has been such an instruction, the process 1s
then terminated. If there has not been any such instruction,
the process then returns to the step S405 and the present
process 1s repeated.

It should be noted that, 1f 1t 15 determined 1n the step S406
that there 1s no count mformation transmission request
¢-mail 1 the POP server, the process then proceeds to the
steps S410 and S411, and the processing of the steps S405
through S410 1s repeated until 1t 1s determined that there has
been an instruction to terminate the process.

By the execution of the above described processes of
FIGS. 3 through 6, maintenance information of the image
forming apparatuses 3 to 5 and the PC 12 used by users can
be remotely managed 1n a centralized manner by the center
side management server 6 or the PC 7.

Next, a description will be given of controllers that control
the 1mage forming apparatuses 3, 4 and 5 with reference to
FIG. 7. All the controllers have the same construction, and
therefore the following description refers to only the control-
ler for the 1image forming apparatus 3.

FIG. 7 1s a block diagram showing the arrangement of a
controller that controls one of the image forming appara-
tuses appearing 1n FIG. 1.

As shown 1n FIG. 7, the controller has a CPU circuit sec-
tion 307. The CPU circuit section 307 1s provided with a
CPU, not shown, a ROM 308, a RAM 309 and a hard disk
drive (HDD) 310, and controls all components 302, 303,
304, 305, 306, 311, 312, 313, 314 and 315, described later,
according to control programs stored in the ROM 308. The
RAM 309 temporarily holds control data and 1s used as a
work area for calculations performed by the CPU. The HDD
310 stores information necessary to control programs as well
as information recerved from the components 302, 303, 304,

305, 306, 311, 312, 313, 314 and 315.

A document feed device controller 302 drives a document
feed device, not shown, based on instructions from the CPU
circuit section 307. An image reader controller 303 drives a
scanner umt, not shown, an 1mage sensor, not shown, and
others, and transiers an analog 1image signal output from the
image sensor to an 1image signal controller 304.

An 1mage signal controller 304 converts the received ana-
log 1image signal into a digital signal and performs various
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types of 1image processing on the digital signal. Thereaftter,
the digital signal 1s converted mto a video signal which 1s
output to a printer controller 305. The processing operations
of the image signal controller 304 are controlled by the CPU

circuit section 307.

An external I'F 306 performs various types of 1mage pro-
cessing on the digital image signals input from the PC 12 via
the network 9, converts the digital image signals into video
signals and outputs them to the printer controller 305.
Further, the external I'F 306 communicates with a monitor-
ing apparatus 1, not shown, via the network 9.

The printer controller 305 drives an exposure controller,
not shown, based on a video signal mput from the image
signal controller 304 or the external I'F 306 as described
above.

An operating section 311 has a plurality of keys for setting
a variety of functions related to 1mage formation, and out-
puts key signals corresponding to the keys operated to the
CPU circuit section 307. A display unit 312 displays the
setting status determined by the operating section 311 and

also displays corresponding information based on signals
from the CPU circuit section 307.

A sorter controller 313 and a finisher controller 314 oper-
ate according to signals output from the CPU circuit section
307 based on mnput from the user via the external I'F 306 or
on settings from the operating section 311. A status detection
unit 315 collects status information from the components,
determines 1f any abnormality has been detected, and noti-
fies the CPU circuit section 307 of the results of that deter-
mination. Based on that notification, the CPU circuit section
307 causes the display unit 312 to display a malfunction and
notifies the PC 12 of a malfunction via the external I'F 306.

FIG. 8 1s a diagram showing the software (task) configu-
ration of one of the image forming apparatuses in FIG. 1.

A task manager a-101 manages a plurality of tasks simul-
taneously. A paper feed task group A-102 controls convey-
ance ol documents and of sheets on which images are to be
formed. A sequence control task A-103 manages the image
forming apparatus 3 as a whole. A communication task
A-104 communicates with a monitoring apparatus 1. A man-
agement data generation task A-105 generates remote con-
trol management data according to the present embodiment.

The 1image forming apparatus 3 counts operation informa-
tion separately for paper size, mode, paper type and color
with every image formation. This count 1s carried out by the
control data generation task A-105, and 1s stored in the
memory (RAM 309 or the like) 1n the 1image forming appa-
ratus 3.

Similarly, status information (failure information) such as
jams, errors, alarms, etc., 1s stored in the image forming
apparatus 3 by the management data generation task A-1035
in a predetermined data format.

Further, replacement life information on consumable
component parts for each component in the image forming
apparatus 1s held, as well as a counter value that indicates the
number of times used, and this information 1s stored in the
above-described memory of the image forming apparatus 3
by the management data generation task A-105.

A status monitoring task A-106 detects abnormalities 1n
the 1image forming apparatus 3 (that 1s, jams, errors, alarms,
etc.) and detects changes 1n the status of predetermined com-
ponent parts. The results of such detection are stored in the
memory of the image forming apparatus 3 via the manage-
ment data generation task A-105.

The information stored 1n the memory 1s transmitted from
the 1image forming apparatus 3 to the monitoring apparatus 1
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at certain predetermined time intervals and in response to
requests from the monitoring apparatus 1.

FIG. 9 15 a block diagram showing the internal functional
structure of the monitoring apparatus and center side man-
agement server in FIG. 1. It should be noted that the center
side management server 6 may be replaced by the PC 7 or by
an apparatus that 1s a combination of the center side manage-
ment server 6 and the PC 7. Further, the momtoring appara-
tus 1 may be replaced by the terminal side management
server 2 or by an apparatus that 1s a combination of the
monitoring apparatus 1 and the terminal side management
server 2.

The monitoring apparatus 1 1s comprised of a communi-
cation processor 602 for external communications, an e-mail
processor 603 for transmitting e-mails, a timer processor
604 for managing program tasks in the monitoring apparatus
1, a periodic communication generator 603 for periodically
generating and transmitting e-mails, and e-mail generation
information 606 consisting of information necessary for the
generation of e-mails.

The center side management server 6 1s comprised of a
communication processor 608 for external communications,
an e¢-mail processor 609 for recerving and transierring
¢-mails to a periodic communication e-mail analyzer 610,
the periodic communication e-mail analyzer 610 for analyz-
ing received e-mails, a database 611 for storing information
acquired by analyzing the e-mails, a timer processor 612 for
carrying out task management of programs 1n the center side
management server 6, processing setting information 614
indicating the type of processing to be performed by a peri-
odic communication manager 613, described later, a notifi-
cation e-mail generator 615 for generating a notification
¢-mail, and e-mail generation information 616 consisting of
information necessary to the generation of e-mail by the
notification e-mail generator 615. The periodic communica-
tion manager 613 periodically momitors the database 611,
performs processing according to operating procedure con-
ditions given by the processing setting information 614, and,
according to the processing results, asks the notification

¢-mail generator 615 to generate a notification e-mail.

FIG. 10 1s a diagram showing an example of e-mail gen-
eration information in FIG. 9.

The e-mail generation information 606 1s comprised of at
least an e-mail recipient address 701, an e-mail sender
address 702 and subject information 703. It should be noted
that information relating to the e-mail transmission and
reception, for example the SMTP server address, the POP
server address and the verification information for the
servers, etc., 1s held in the e-mail processor 603 and 1s not
included i1n the e-mail generation information 606.
Moreover, the communication processor 602 has 1ts own IP
address and net mask, as well as a gateway address for exter-
nal communications. Information for processing for external
communications 1s not included in the e-mail generation
information 606.

FIG. 11 1s a diagram showing an example of the e-mail
generation information 616 1n FI1G. 9.

The notification e-mail generator 616 has an e-mail recipi-
ent address 801, an e-mail sender address 802, subject infor-
mation 803 indicating that this e-mail 1s for the purpose of
transmitting a list of malfunctioning monitoring apparatuses,
and an e-mail content template 804.

FIG. 12 1s a diagram showing an example of the contents
of an e-mail transmitted to the center side management
server 6 from the monitoring apparatus 1.

To the e-mail from the monitoring apparatus 1 are added a
recipient address 903, a sender address 902, a subject 904, a
time of transmission 901 and sender information 905-909.
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FIG. 13 1s a diagram showing an example of the contents
of an e-mail transmitted to a preset sender from the center
side management server 6.

To the e-mail from the center side management server 6
are added a recipient address 1003, a sender address 1002,
and a subject 1004. In addition, detailed contents 1010 gen-
erated from the e-mail content template 804 are also added.,
together with a time of transmission 1001 and sender 1nfor-

mation 1005-1009.

Next, a description will be given of the processing opera-
tions of the monitoring apparatus 1 and the center side man-

agement server 6 with reference to FIG. 14, FIG. 15 and
FIG. 16.

FIG. 14 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the monitoring
apparatus 1 in FIG. 1.

In FIG. 14, first, 1n a step S450, the monmitoring apparatus
1 collects maintenance mformation from a plurality of
peripheral apparatuses including the image forming appara-

tuses 3—5 and the PC 12 and stores the maintenance informa-
tion in a memory (RAM 203).

Next, the monitoring apparatus 1 determines whether or
not the periodic communication generator 605, which 1s
activated periodically according to a signal from the timer
processor 604, has been activated (step S4351). If 1t 15 deter-
mined 1n the step S451 that the periodic communication gen-
erator 605 has been activated, then the monitoring apparatus
1 acquires from the e-mail generation information 606 such
¢-mail generation information as the sender ID, the recipient
(that 1s, the center side management server 6) address and
the subject information (step S452), generates a confirma-
tory e-mail indicating that the monitoring apparatus 1 itself
has a properly operating communication capability (step
S453), and requests the e-mail processor 603 to transmit the
confirmatory e-mail (step S454). The e-mail processor 603,
when 1t recerves the request to transmit the a confirmatory
¢-mail, adds such e-mail transmission information necessary
for e-mail exchange as a message 1D, date, and so forth (step
S455), and transmits the e-mail to an external server via the
communication processor 602 (step S456). It should be
noted that maintenance information stored in the memory
(RAM 203) 15 included in the confirmatory e-mail.

FI1G. 15 1s a flow chart showing the procedure of an e-mail
reception process executed by the center side management
server 6 of FIG. 1. It should be noted that, 1n a step S502 of
the present process, an e-mail 1s recerved from any of the
plurality of monitoring apparatuses under management.

In FIG. 15, first, when the communication processor 608
of the center side management server 6 receives an e-mail
addressed to the center side management server 6 (“YES™ to
a step S501), the communication processor 608 delivers the
received e-mail via the e-mail processor 609 to the periodic
communication e-mail analyzer 610 (step S502).

At the periodic communication e-mail analyzer 610, the
subject of the transferred e-mail 1s analyzed (step S503),
from a result of which 1t 1s determined whether or not a
character string (e.g., “Beacon™) indicating that the e-mail 1s
a previously set periodically transmitted e-mail 1s 1n the sub-
ject (step S504). If “Beacon” 1s in the subject, then the
received e-mail 1s deemed to be a periodically transmitted
¢-mail (that 1s, a confirmatory e-mail) and the process then
proceeds to a step S506. It the setting of “Beacon” 1s not in
the subject, then the received e-mail 1s deemed not to be a
periodically transmitted e-mail (confirmatory e-mail) and
the recerved e-mail 1s discarded (step S505).

In the step S506, the periodic communication e-mail ana-
lyzer 610 extracts the sender ID from the subject of the
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received e-mail (step S506). The periodically transmitted
¢-mail (confirmatory e-mail) can be sent from any of the
plurality of monitoring apparatuses, and therefore the moni-
toring apparatus from which the e-mail 1s sent can be 1denti-
fied from the sender ID. In the example shown 1n FIG. 12
described above, the subject 1s “Beacon from agent 001__
2117, with the “agent 001__211" character string after the
word “from” being the sender ID.

Then, the periodic communication e-mail analyzer 610
acquires the date and time the e-mail was received from the
timer processor 612 of the center side management server 6

(step S507). Information of the correspondence between the
sender 1D and the date and time 1s registered in the database
611 as DB information (step S508) and the process 1s then
terminated. If DB information pertaining to the same sender
ID 1s already registered in the database 611, then the date
and time of that DB information are updated.

It should be noted that maintenance information included
in the received e-mail 1s also stored 1n the database 611. DB
information registered/updated in the database 611 1s gener-
ated at the center side management server 6 based on the
processing of the step S508. In this way, notification 1s
executed based on monitoring of the notification transmis-
s1on schedule by each of the monitoring apparatuses, and 1n
response to this notification, the steps S501 through S508 are
executed, thus eliminating the need for the center side man-
agement server 6 to perform two mformation transiers (that
1s, transmission of a response request and reception of the
response) as well as eliminating the need for the manage-
ment server to make either simultaneous or staggered
response request transmissions to the plurality of monitoring
apparatuses, thereby making 1t possible to reduce the moni-
toring apparatus management processing load.

Moreover, although e-mails from the plurality of monitor-
ing apparatuses are received at the center side management
server 6 1n the step S3502, it 1s desirable that the timing of
such notification e-mails from the monitoring apparatuses in
the step S502 be not congested. For this reason, the timing of
the transmission of notification e-mails 1s set at each moni-
toring apparatus 1 1n such a way as to prevent the timing of
such notification e-mails 1n the step S502 from being con-
gested. Moreover, 1n order to change the timing of the trans-
mission ol the notification e-mails at each monitoring
apparatus, the center side management server 6 has a means
(communication processor 608) for instructing all of the plu-
rality of monitoring apparatuses to update the notification
transmission timing for all of a plurality of monitoring appa-
ratuses at once, and the monitoring apparatuses are each
equipped with a function for updating the notification e-mail
transmission timing as instructed.

FIG. 16 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the center side
management server in FIG. 1, in which a reply e-mail corre-
sponding to an e-mail recerved through the e-mail reception
process of FIG. 15 1s transmitted to a plurality of monitoring
apparatuses.

In FIG. 16, first, the periodic communication manager
613 of the center side management server 6 acquires both
DB information stored in the database 611 (step S3509) as
well as operating procedure information from the processing
setting information 614 (step S510), 1n the step S508 1n FIG.
15 1n predetermined timing mstructed by the timer processor
612. The operating procedure information indicates the pro-
cedure of a process of i1dentifying/selecting monitoring
apparatus(s) that meet predetermined conditions of abnor-
mality occurrence from the DB information stored in the
database 611 by the periodic communication manager 613.
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The processing setting information 614 shown in FIG. 9
includes, for example, operating procedure information that
instructs the apparatus to “search for monitoring apparatuses
that have not transmitted periodically e-mail for three days
or more, make a list of the sender IDs of such monitoring
apparatuses, and transmit a notification e-mail with the list
attached thereto”. A description will now be given of the
process of generating monitoring object management infor-
mation processed according to the above-described operat-
ing procedure mformation. Of course, as the above predeter-
mined conditions the present invention 1s not limited to those
illustrated here, and predetermined conditions that take into
account an appropriate client environment are stored in the
processing setting information 614.

Returning to FIG. 16, first, the periodic communication
manager 613 acquires the current time from the timer pro-
cessor 612 of the center side management server 6 (step
S511) according to the operating procedure information
acquired in the step S510.

Next, the periodic communication manager 613 deter-
mines whether or not there 1s a monitoring apparatus meet-
ing the conditions of the operating procedure (step S512).
Specifically, 1n the present process, since a monitoring appa-
ratus that has not transmitted periodically transmitted e-mail
for 3 days or more meets the conditions of the operating
procedure, then the periodic communication manager 613
decides that there 1s a monitoring apparatus that meets the
conditions of the operating procedure whenever there 1s DB
information registered in the database 611 1n the step S508
of FI1G. 15 having a date and time that 1s 3 days old or older,
and decides that there 1s no monitoring apparatus that meets
the conditions of the operating procedure whenever there 1s
no DB mformation having a date and time that 1s 3 days old
or older.

If as a result of the determination made 1n the step S512
there 1s a monitoring apparatus that meets the conditions of
the operating procedure (“YES” to the step S512), then
based on the DB information registered in the database 611
the periodic communication manager 613 generates, as post-
processing monitoring object information, a list of sender
IDs of momtoring apparatuses that meet the conditions of
the operating procedure (step S513). On the other hand, i1t
there 1s no monitoring apparatus that meets the conditions of
the operating procedure (“NO” to the step S512) the process
1s then terminated.

Based on the e-mail generation information 616, the noti-
fication e-mail generator 6135 then generates an e-mail (step
S514) to which 1s attached as an attachment file the monitor-
ing object management imnformation generated by the peri-
odic communication manager 613 in the step S513. An
example of the e-mail generated here 1s shown in FIG. 13.

The e-mail thus generated 1s sent to monitoring appara-
tuses meeting the conditions of the operating procedure

acquired 1n the step S512 via the e-mail processor 609 (step
S515).

As described above, according to the first embodiment of
the present invention, each of a plurality of monitoring appa-
ratuses including the monitoring apparatus 1 periodically
transmits e-mails to the center side management server 6,
and the center side management server 6 receives the peri-
odically transmitted e-mail, and determines whether or not
there are momitoring apparatuses that have not sent e-mails
over a predetermined time period and, 1f such monitoring
apparatuses are present, transmits e-mails to these monitor-
ing apparatuses notifying them of the abnormality.

Moreover, although in the first embodiment a particular
character string included in the subject of the e-mail 1s used
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as the method by which the center side management server 6
determines whether or not a received e-mail 1s a periodically
transmitted e-mail as shown 1n the step S504, alternatively a
particular character string or code may be imbedded 1n the
text of the e-mail in order to indicate that the e-mail 1s a
periodically transmitted e-mail, or monitoring object send-
ers’ e-mail addresses may be pre-registered and the address
of a received e-mail 1s compared with the pre-registered
addresses to thereby determine whether or not the e-mail 1s a
periodically transmitted e-mail.

Moreover, although 1n the first embodiment the periodic
communication manager 613 of the center side management
server 6 uses the time in the center side management server 6
as the reference for the date and time of reception of periodi-
cally transmitted e-mail, the transmission date recorded 1n
the periodically transmitted e-mail may be used instead and
in this case also the same effect 1s obtained. Further,
although the periodic communication manager 613 extracts
sender information from the subject of the e-mail as a
method of i1dentitying the sender of the transmission, alter-
natively a correspondence table correlating pre-registered
sender addresses and sender information may be stored 1n a
memory and a sender ID acquired from the sender address of
the transmitted e-mail may be obtained using the correspon-
dence table, or a sender 1D may be recorded 1n the text of the
¢-mail and used to identily the sender. Still further, instead
of a sender 1D, a user name for the monitoring apparatus, an
ID dedicated to the monitoring apparatus, a monitoring
apparatus IP address or MAC address may be used.

Next, a description will be given of a management appa-

ratus according to a second embodiment of the present
invention.

The arrangement of the management apparatus according,
to the second embodiment and a remote monitoring system
incorporating the management apparatus 1s basically the
same as that of the first embodiment, and therefore the fol-
lowing description of the second embodiment 1s limited to

only those parts that differ from the arrangement of the first
embodiment.

FIG. 17 1s a block diagram showing the internal functional
structure of the management apparatus and the center side
management server 6 according to the second embodiment.
The monitoring apparatus 1a corresponds to the monitoring
apparatus 1 of the first embodiment. It should be noted that,
in the second embodiment as well, the center side manage-
ment server 6 may be replaced by the PC7 or by an apparatus
that 1s a combination of the center side management server 6
and the PC 7. Further, the momitoring apparatus 1a may be
replaced by the terminal side management server 2 or by an
apparatus that 1s a combination of the monitoring apparatus
1a and the terminal side management server 2.

In the second embodiment, as indicated by the dotted line
in FIG. 17, the monitoring apparatus la differs from the
monitoring apparatus 1 of the first embodiment in that the
monitoring apparatus 1a 1s provided with a periodic commu-
nication calculator 1301, periodic process recording infor-
mation 1302, timing regulation information 1303 and a timer
processor 1304 1n place of the timer processor 604 of the
monitoring apparatus 1 according to the first embodiment.
Except for this, the second embodiment 1s 1dentical to the
first embodiment.

The periodic communication calculator 1301 determines
the timing of the next e-mail to be transmitted based on
¢-mail generation history information. The periodic process
recording information 1302 i1s e-mail generation history
information comprised of the time of transmission of the last
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e-mail, the number of times of e-mail transmissions, and the
time when the next e-mail 1s to be transmitted. FIG. 18
shows an example of the periodic process recording infor-
mation (e-mail generation history imnformation). The timing
regulation mformation 1303 1s information relating to the
time of transmission of the next e-mail to be transmitted,
such as time of transmission in accordance with transmis-
sion time information, the contents of the transmitted e-mail
and a set number of times of transmission. FIG. 19 shows an
example of the timing regulation information. The timer pro-
cessor 1304 performs task management of programs 1n the
monitoring apparatus 1a. It should be noted that the timer
processor 604 of the first embodiment may be used as the
timer processor 1304 of the second embodiment.

FI1G. 20 1s a diagram showing an example of DB informa-

tion held by a database 611 1n the center side management
server of FIG. 17.

The database 611 has recorded therein the sender ID and
(last) reception date as with the first embodiment, and the
next scheduled date of reception of transmission from each
monitoring apparatus 1a.

FIG. 21 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the monitoring
apparatus 1a according to the second embodiment.

In FIG. 21, the monitoring apparatus 1a periodically acti-
vates the periodic communication calculator 1301 according,
to a signal from the timer processor 1304 (step S1101). The
activated periodic communication calculator 1301 then
acquires the current time from the timer processor 1304
(step S1102). Then, the periodic communication calculator
1301 acquires the e-mail generation history information
(periodic process recording information) from the periodic
process recording iformation 1302 (step S1103) and based
on that information determines whether or not the current
time has arrived at the time of next transmission. If the cur-
rent time has not arrived at the time of next transmission,
then this periodic e-mail transmission process 1s terminated.
I1 the current time has arrived at or exceeded the time of next
transmission, then the periodic communication calculator
1301 reads the contents of an e-mail to be transmitted that
meets the transmission time conditions of the periodic pro-
cess recording information acquired in the step S1103 from
the timing regulation information 1303 (step S1105) and
sends the e-mail contents to the periodic communication
generator 605 (step S1107). In the processing in the step
S1105, the “set number of times of transmission” that meets
the above-described transmission time conditions 1s simulta-
neously read from the timing regulation information 1303,
the number of times of transmission of the periodic process
recording information 1302 1s updated, and 1n a step S1111,
described later, the e-mail transmission date 1s made to be
the last transmission time. Further, transmission timing that
meets the transmission time conditions of the timing regula-
tion information 1303 1s read from the updated number of
times ol transmission and the time of next transmission of
the periodic process recording information 1302 1s updated
to a value acquired by adding the transmission timing to the
last transmission time.

For example, in the monitoring apparatus 1la employing
the example of the periodic process recording information
1302 shown 1n FIG. 18, 1f 1t 1s assumed that the current time
has arrived at the time of next transmission (here, May 10),
then because the number of times of transmission of the
periodic process recording information 1302 is 8, the trans-
mission time conditions “number of times of transmission 1s
less than 10 (but more than 5)” in the example of timing
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regulation information 1303 shown i FIG. 19 can apply.
Accordingly, the next transmission time becomes May 12
(=2 days after May 10), the number of times of transmission
1s updated from 8 to 9 (=8+1), and the last transmission time
becomes May 10. In this case, an e-mail with contents “2
days after” 1s sent to the periodic communication generator
605. Further, 1n the monitoring apparatus 1la employing the
example of the periodic process recording information 1302
shown 1n FIG. 18, 1f 1t 1s assumed that the current time has
exceeded the time of next transmission (May 10), then the
conditions “time of next transmission exceeded” 1n the
example of timing regulation information 1303 shown 1n
FIG. 19 can apply. Accordingly, the next transmission time
1s May 11 (=1 day after May 10), the number of times of
transmission 1s updated to 1, and the last transmission time
becomes May 10. In this case, an e-mail with contents “I

day after” 1s sent to the periodic communication generator
605.

Returning to FIG. 21, when the e-mail contents 1s sent to
the periodic communication generator 605 from the periodic
communication calculator 1301 1n the step S1107, the peri-
odic communication generator 603 acquires e-mail genera-
tion 1information such as the sender ID, the sender’s address
and the subject information (the character string “Beacon”,
the same as 1n the first embodiment) from the e-mail genera-
tion information 606 (step S1108), generates an e-mail to be
transmitted (51109) and sends that e-mail to be transmitted
to the e-mail processor 603. The e-mail processor 603, when
it receives such e-mail to be transmitted, attaches to the
e¢-mail a message 1D, date and any other information as such
¢-mail transmission information as 1s necessary to e-mail
exchange (step S1110), and transmits that e-mail to an
¢-mail server via the communication processor 602.

FIG. 22 1s a tlow chart showing the procedure of an e-mail
reception process executed by the center side management
server according to the second embodiment.

In FIG. 22, first, when the communication processor 608
of the center side management server 6 receives e-mails
addressed to the center side management server 6 (“YES™ to
a step S1201), the communication processor 608 delivers the
received e-mail via the e-mail processor 609 to the periodic
communication e-mail analyzer 610 (step S1202).

The periodic communication e-mail analyzer 610 ana-
lyzes the subject of the received e-mail (step S1203), as a
result of which 1t 1s determined whether or not a character
string (here, “Beacon”) indicating that the e-mail 1s a previ-
ously set periodically transmitted e-mail 1s 1n the subject
(step S1204). If “Beacon™ 1s 1n the subject, then the received
¢-mail 1s deemed to be a periodically transmitted e-mail (that
1s, a confirmatory e-mail) and the process then proceeds to a
step S1206. If “Beacon” 1s not 1n the subject, then the
received e-mail 1s deemed not to be a periodically transmit-

ted e-mail (confirmatory e-mail) and 1s discarded (step
S1205).

In the step S1206, the periodic communication e-mail
analyzer 610 extracts the sender ID from the subject of the
received e-mail (step S1206). The periodically transmitted
¢-mail (confirmatory e-mail) can be sent from any of the
plurality of monitoring apparatuses, and therefore the moni-
toring apparatus from which the e-mail 1s sent can be 1denti-
fied from the sender ID. In the example shown 1n FIG. 12
described above, the subject 1s “Beacon from agent 001__
2117, with the “agent 001__211” character string after the
word “from” being the sender ID.

Then, the periodic communication e-mail analyzer 610
acquires the date and time the e-mail was received from the
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timer processor 612 of the center side management server 6
(step S1207). The periodic communication e-mail analyzer
610 then acquires the time of next transmission from the
¢-mail contents (step S1208) and calculates the time of next
transmission using the time of next transmission and the date
and time acquired 1n the step S1207 (step S1209). Informa-
tion of the correspondence between the calculated time of
next transmission and the sender ID extracted in the step
51206 15 registered 1n the database 611 as DB information
(step S1210) and the process 1s then terminated. If DB infor-
mation pertaining to the same sender ID 1s already registered
in the database 611, then the time of next transmission of
that DB information 1s updated.

FIG. 23 1s a flow chart showing the procedure of a peri-
odic e-mail transmission process executed by the center side
management server 6 according to the second embodiment.

In FIG. 23, first, the periodic communication manager
613 of the center side management server 6 acquires DB
information stored 1n the database 611 in the step S1201 1n
FIG. 22 (step S1211) as well as operating procedure infor-
mation from the processing setting information 614 (step
S1212), 1in predetermined timing instructed by the timer pro-
cessor 612.

For example, the operating procedure information
extracted from the processing setting mmformation 614
includes operating procedure information that mnstructs the
apparatus to “search for monitoring apparatuses for which
the current time has exceeded the time of next transmission,
make a list of the sender IDs of such monitoring apparatuses,
and transmit a notification e-mail with the list attached
thereto”. Then, the periodic communication manager 613
acquires the current time from the timer processor 612 of the
center side management server 6 (step S1213) according to
the operating procedure information acquired in the step

S51212.

Next, the periodic communication manager 613 deter-
mines whether or not one or more of the monitoring appara-
tuses meet the conditions of the operating procedure,
specifically, the predetermined conditions that the current
time has exceeded the time of next transmission (step
S1214). The periodic communication manager 613 selects
the sender ID or Ids of one or more monitoring apparatuses
to which the predetermined conditions that the current time
has exceeded the time of next transmission (“YES” to the
step S1214), and generates a list of the selected Id or Ids as
monitoring object management information (step S1215). I
there 1s no monitoring apparatus meeting the conditions that
the current time has exceeded the time of next transmission
(“NO” to the step S1214), the present process 1s terminated.

The notification e-mail generator 6135 then generates an
e-mail to which 1s attached as an attachment file the monitor-
ing object management imnformation generated by the peri-
odic communication manager 613 in the step S1215, based
on e-mail generation information 616 (step S1216).

The e-mail thus generated 1s sent to one or more monitor-
ing apparatuses meeting the conditions of the operating pro-
cedure acquired 1n the step S1212 via the e-mail processor

609 (step S1217).

As described above, according to the second embodiment,
cach of a plurality of monitoring apparatuses including the
monitoring apparatus 1a notifies the center side management
server 6 of the timing of the next e-mail transmission, the
center side management server 6 determines whether or not
there are monitoring apparatuses that have not sent this
c¢-mail 1n the timing of the next e-mail transmission by
receiving the periodically transmitted e-mails and, 1f such
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monitoring apparatuses are present, transmits e-mails to
these monitoring apparatuses notifying them of the abnor-
mality. Since thus, it 1s possible to set the timing of the next
¢-mail transmission at the plurality of momitoring appara-
tuses including the monitoring apparatus 1a, if for example 1t
1s known 1n advance that the monitoring apparatus 1a is to
stop operating for one week, then a false detection of an
abnormality at this monitoring apparatus la can be pre-
vented by the monitoring apparatus 1a notifying the center
side management server 6 of the timing of the next e-mail
transmission including that one week.

Moreover, 1n the second embodiment, e-mail contents
relating to the time of next transmission may be included in
the text of the e-mail and that e-mail 1s transmitted from the
monitoring apparatus la to the center side management
server 6, with the center side management server 6 then
calculating the date and time of next reception based on the
contents of the e-mail. Alternatively to such an arrangement,
however, the date and time of next transmission may 1tself be
included 1n the text of the e-mail, with the center side man-
agement server 6 using that date and time as the date and

time of next reception.

Next, a description will be given of a management appa-
ratus according to a third embodiment of the present inven-
tion.

In the first and second embodiments described above,
when a monitoring apparatus 1s newly added to the remote
monitoring system, information on the monitoring apparatus
must be added to the center side management server data-
base manually. Moreover, when detaching a monitoring
apparatus from the remote monitoring system, information
on the monitoring apparatus must be deleted from the center
side management server database manually. In the third
embodiment, these manual operations are eliminated.

-

The structure of the third embodiment 1s basically the
same as the structure of the first embodiment, and therefore
the following description of the second embodiment 1s lim-
ited to only those parts that differ from the first embodiment.

FIG. 24 1s a block diagram showing the internal functional
structure ol a management apparatus and a center side man-
agement server according to the third embodiment. The cen-
ter side management server 6a corresponds to the center side
management server 6 of the first embodiment. It should be
noted that, in the third embodiment as well, the center side
management server 6a may be replaced by the PC7 or by an
apparatus that 1s a combination of the center side manage-
ment server 6a and the PC 7. Further, the monitoring appara-
tus 1 may be replaced by the terminal side management
server 2 or by an apparatus that 1s a combination of the
monitoring apparatus 1 and the terminal side management
server 2.

The third embodiment 1s different from the first embodi-
ment 1n that, as indicated by the dotted line n FIG. 24, the
center side management server 6a of the third embodiment 1s
provided with an ID manager 2401, processing setting infor-
mation 2402 and a timer processor 2403. Except for this, the
third embodiment 1s 1dentical to the first embodiment.

The ID manager 2401 mputs, updates and deletes sender
ID information and the like in the database 611 based on
received e-mails. The processing setting information 2402
consists of operating procedure conditions, and in the

present embodiment, indicates the conditions under which
DB information 1n the database 611 1s deleted.

The timer processor 2403 performs task management of
programs 1n the center side management server 6a.

It should be noted that the e-mail generation information
606 according to the third embodiment has the same infor-

il
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mation as the example of e-mail generation information
according to the first embodiment shown in FIG. 10.
Moreover, the contents of the e-mail transmitted from the
monitoring apparatus 1 according to the third embodiment 1s

also the same as the example of e-mail contents according to
the first embodiment shown 1n FIG. 12.

FIG. 25 1s a diagram showing an example of processing
setting information according to the third embodiment. Of
the information stored in the database 611, that which
matches the conditions shown here 1s deleted from the data-
base.

FIG. 26 1s a diagram showing an example of information
stored 1n the database 611 which 1s composed of sender 1D,
number of times of reception, first reception date and last
reception date.

The processing operation of the monitoring apparatus 1
according to the third embodiment 1s the same as that of the
monitoring apparatus 1 according to the first embodiment
and description thereof 1s omitted.

FI1G. 27 1s a flow chart showing the procedure of an e-mail
reception process executed by the center side management
server 6a according to the third embodiment.

In FIG. 27, first, when the communication processor 608
of the center side management server 6 receives e-mails
addressed to the center side management server 6 (“YES™ to
a step S1501), the communication processor 608 delivers the
received e-mail via the e-mail processor 609 to the periodic
communication e-mail analyzer 610 (step S502).

The periodic communication e-mail analyzer 610 ana-
lyzes the subject of the received e-mail (step S1503), as a
result of which 1t 1s determined whether or not a character
string (here, “Beacon”) indicating that the e-mail 1s a previ-
ously set periodically transmitted e-mail 1s 1n the subject
(step S1504). If “Beacon™ 1s 1n the subject, then the received
¢-mail 1s deemed to be a periodically transmitted e-mail (that
1s, a confirmatory e-mail) and the process then proceeds to a
step S1506. If “Beacon” 1s not 1n the subject, then the
received e-mail 1s deemed not to be a periodically transmit-
ted e-mail (confirmatory e-mail) and the received e-mail 1s

discarded (step S1505).

In the step S1506, the periodic communication e-mail
analyzer 610 extracts the sender ID from the subject of the
received e-mail (step S1506). The periodically transmitted
¢-mail (confirmatory e-mail) can be sent from any of the
plurality of monitoring apparatuses, and therefore the moni-
toring apparatus from which the e-mail 1s sent can be 1denti-
fied from the sender ID. In the example shown 1n FIG. 12
described above, the subject 1s “Beacon from agent 001__
2117, with the “agent 001__211" character string after the
word “from” being the sender ID.

Then, the periodic communication e-mail analyzer 610
acquires the date and time the e-mail was recerved from the
timer processor 2403 of the center side management server
6a (step S1507). The periodic communication e-mail ana-
lyzer 610 then checks the database 611 and determines
whether or not DB information including the sender 1D
extracted 1n the step S1506 1s registered in the database 611
(step S1508). If such information 1s registered, the process
then proceeds to a step S1510. If no such information 1s
registered, the process then proceeds to a step S1509.

In the step S1509, DB information including the sender
ID 1s newly registered in the database 611 and the date of
reception 1n the step S1501 1s set as the date of first reception
(step S1509). In the step S1510, of the mmformation regis-
tered 1n the database 611, the number of times of reception
and last reception date corresponding to the sender ID
extracted 1n the step S1506 are updated (step S1510).
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FIG. 28 1s a flow chart showing the procedure of an 1D
management process executed by the center side manage-
ment server according to the third embodiment.

In FIG. 28, first, the ID manager 2401 periodically checks
the database 611 according to a signal from the timer proces-
sor 2403 and acquires the DB information shown, for
example, in FIG. 26 (step S1511). Moreover, the ID manager
2401 acquires deletion conditions (operating procedure
conditions) shown for example 1n FIG. 25 from the process-
ing setting iformation 2402 (step S1512). Further, the ID
manager 2401 acquires the current date (current time) from
the timer processor 2403 of the center side management
server 6a (step S1513). In the following description, the cur-
rent date 1s assumed to be May 14.

The ID manager 2401 determines whether or not there are
any monitoring apparatuses that meet the operating proce-
dure conditions acquired in the step S1512 (step S1514).
Specifically, i the present process, the ID manager 2401
determines whether or not any of the DB information regis-
tered in the database 611 fits the deletion conditions shown

in FIG. 25 that are the operating procedure conditions (step
S1514).

First, of the DB information in the databases 6111 shown
in FIG. 26, mmformation with the sender ID 1s “agent001__
2117 1s compared with the deletion conditions shown 1n FIG.
25, whereupon the number of times the above-described DB
information has been received 1s 44. Therefore, this DB
information does satisty the deletion conditions shown 1n
FIG. 25 specifying that “the number of times of reception 1s
20 or more and ‘(last reception date-first reception date)/

number of times of reception+last reception date’ 1s prior to
the current date (1in which case the information 1s to be

deleted)”.

Next, since the above-described DB information has a
first reception date of Oct. 10, 2001 and a last reception date
of May 12, 2002, the (last reception date-first reception
date) 1s 203 days, the “(last reception date-first reception
date)/number of times of reception” works out to 4.6 days
and the “(last reception date—{irst reception date)/number of
times of reception+last reception date” works out to May 16
(that 1s, May 12+4.6), which 1s after the current date of May
14. Therefore, regarding the deletion conditions specitying
that “the number of times of reception 1s 20 or more and
‘(last reception date-first reception date)/number of times of
reception+last reception date’ 1s prior to the current date (in
which case the information is to be deleted)”, this DB 1nfor-
mation does not satisiy the condition that the “*(last recep-
tion date—{irst reception date)/number of times of reception+
last reception date’ 1s prior to the current date”.

Therefore, the present DB information, that 1s, informa-
tion for which the sender ID 1s “agent001__ 2117, does not
meet any ol the deletion conditions shown 1n FIG. 25 and
therefore 1s not targeted for deletion.

Next, of the DB information 1n the database 611 shown 1n
FIG. 26, information with the sender 1D 1s “agent122_ 045~
1s compared with the deletion conditions shown 1n FIG. 25,
whereupon the number of times the above-described DB
information has been received 1s 26. Here, according to the
information in question, ‘(last reception date—first reception
date)’ 1s 132 days, and the number of times of reception 1s
26, and accordingly, ‘(last reception date-first reception
date)/number of times of reception” works out to 5.1 days,
and ‘(last reception date—{irst reception date)/number of
times of reception+last reception date” works out to May 21,
which 1s after the current date of May 14. Therefore, infor-
mation with the sender ID “agent122_ 0457, 1s targeted for
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deletion. The other information in the database shown 1n
FIG. 26 1s similarly processed. As a result, only that infor-
mation with the sender ID “agent_ FA_ 001” 1s targeted for

deletion, and only this information 1s deleted from the data-
base 611 as the DB information 1s updated (step S1515).

On the database 611 managed 1in the manner described
above, the center side management server 6a according to
the third embodiment executes the same periodically trans-
mitted e-mail processing as 1n the first embodiment shown in
FIG. 16, determines whether or not there are any monitoring
apparatuses that have not sent e-mail for a predetermined
period of time, and, when there are such monitoring
apparatuses, transmits e-mail to those monitoring appara-
tuses informing them of the abnormality.

According to the third embodiment as described above,
information 1s periodically transmitted from a plurality of
monitoring apparatuses to the center side management
server 6a, where the information received 1s stored in the
database. Information pertaining to new monitoring appara-
tuses 1s automatically stored in the database. Moreover, at
the center side management server, whenever there 1s DB
information meeting the predetermined deletion conditions,
that DB information 1s automatically deleted from the data-
base and the database 611 1s updated. By so doing, registra-
tion of the monitoring apparatus in the database on the center
side management server by the center side management
server manager becomes unnecessary. Moreover, when
removing a monitoring apparatus, 1t 15 not necessary for
information on that monitoring apparatus to be deleted from
the database by the center side management server manager.
Moreover, with the center side management server that
sends notification of monitoring apparatus abnormalities to a
predetermined address, there 1s no need to send unnecessary
notifications of abnormalities to those monitoring appara-
tuses satisiying the above-described deletion conditions.

It should be noted that, in the third embodiment described
above, a character string such as “Beacon” included in the
subject 1s used as a method of determining whether or not a
received e-mail 1s a periodically transmitted e-mail
(confirmatory e-mail). Alternatively to such an arrangement,
however, a particular character string or code may be 1imbed-
ded 1n the text of the e-mail 1n order to indicate that the
¢-mail 1s a periodically transmitted e-mail, or information on
a sender supposed to transmit periodically transmitted
¢-mail (confirmatory e-mail) may be pre-registered and the
determination made according to whether or not such regis-
tered information 1s included in the periodically transmitted
e-mail.

Moreover, although in the third embodiment described
above the date on which periodically transmitted e-mail
arrives at the center side management server 1s taken as the
reception date and used as the deletion condition, instead the
date of transmission recorded in the periodically transmitted
¢-mail may be used as the deletion condition and the same
elfect can still be obtained.

Further, although in the third embodiment described
above the method of identifying the sender involves extract-
ing the sender ID from the subject, alternatively a correspon-
dence table correlating pre-registered sender addresses and
sender IDs may be used, with the sender ID being acquired
from the sender address or recorded 1n the text of the e-mail
and that recording used instead.

It goes without saying that the object of the present inven-
tion may also be accomplished by supplying a system or an
apparatus with a storage medium (or a recording medium) 1n
which a program code of software, which realizes the func-
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tions of any of the above described embodiments 1s stored,
and causing a computer (or CPU or MPU) of the system or
apparatus to read out and execute the program code stored 1n
the storage medium.

In this case, the program code 1tself read from the storage
medium realizes the Tunctions of any of the above described
embodiments, and hence the program code and a storage
medium on which the program code 1s stored constitute the
present invention.

Examples of the storage medium for supplying the pro-
gram code include a floppy (registered trademark) disk, a
hard disk, a magnetic-optical disk, a CD-ROM, a CD-R, a
CD-RW, a DVD-ROM, a DVD-RAM, a DVD-RW, a DVD+

RW, a magnetic tape, a nonvolatile memory card, and a
ROM. Alternatively, the program may be supplied by down-
loading from another computer, a database, or the like, not
shown, connected to the Internet, a commercial network, a
local area network, or the like. Further, 1t 1s to be understood
that the functions of any of the above described embodi-

ments may be accomplished not only by executing the pro-
gram code read out by a computer, but also by causing an OS
(operating system) or the like which operates on the com-
puter to perform a part or all of the actual operations based
on 1nstructions of the program code.

Further, it 1s to be understood that the functions of any of
the above described embodiments may be accomplished by
writing the program code read out from the storage medium
into a memory provided 1n an expansion board inserted into
a computer or a memory provided 1n an expansion unit con-
nected to the computer and then causing a CPU or the like
provided 1n the expansion board or the expansion unit to
perform a part or all of the actual operations based on
instructions of the program code.

Further, the above program has only to realize the func-
tions of any of the above-mentioned embodiments on a
computer, and the form of the program may be an object
code, a program executed by an interpreter, or script data
supplied to an OS.

What 1s claimed 1s:

1. A monitoring apparatus capable of communicating with
a management apparatus that centrally manages a plurality
of monitoring apparatuses|, the monitoring apparatus man-
aging maintenance information relating to a plurality of
peripheral apparatuses, including at least operation
information}], comprising:

a management device that manages [the] maintenance
information relating to [the] a plurality of peripheral
apparatuses including at least operation information,
and

a communication control device that periodically
transmits, to the management apparatus, confirmation
information including 1dentification information 1denti-
tying the monitoring apparatus, and the maintenance
information|managed by the management apparatus:],

wherein the management apparatus generates monitoring
object management information based on a history of
transmissions of the confirmation information carried
out by said communication control device.

2. A monitoring apparatus as claimed 1n claim 1, further

comprising

a generation device that generates the confirmation infor-
mation such that an 1dentifier capable of identifying the
confirmation information is contained in the confirma-
tion information, [and]

wherein said communication control device periodically
transmits the confirmation information with the i1denti-

fier contained therein to the management apparatus.
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3. A monitoring apparatus as claimed 1n claim 2, wherein
said generation device generates an e-mail that contains the
identification immformation i1dentifying the monitoring appa-
ratus therein and the identifier in a subject thereof.

4. A management apparatus capable ol commumnicating
with a plurality of monitoring apparatuses that manage
maintenance information relating to a plurality of peripheral
apparatuses, including at least operation information, for
centrally managing the plurality of monitoring apparatuses,
comprising:

a generation device that generates monitoring object man-
agement mformation based on a history of transmis-
stons of confirmation imnformation including 1dentifica-
tion 1nformation identifying each of the monitoring
apparatuses, and the maintenance information managed
thereby, the transmissions being periodically carried
out by each of the monitoring apparatuses from the
monitoring apparatus to the management apparatus.

5. A management apparatus as claimed in claim 4,
wherein the monitoring object management information
comprises information indicative of a list capable of 1denti-
tying at least one monitoring apparatus for which the history
of transmissions meets predetermined conditions.

6. A management apparatus as claimed 1n claim 4, further
comprising

a determination device that determines whether 1nforma-
tion capable of identilying at least one monitoring
apparatus 1s to be included in the monitoring object

management information, [and]

wherein said generation device adds the information
capable of identifying the at least one monitoring appa-
ratus to the information indicative of the list when said
determination device determines that the information
capable of identifying the at least one monitoring appa-
ratus 1s to be included 1n the monmitoring object manage-
ment 1nformation.

7. A management apparatus as claimed in claim 4, further
comprising a communication control device that transmits
the monitoring object management information to the plu-
rality of momitoring apparatuses.

8. A management apparatus as claimed 1n claim 4, further
comprising

a recording device that records a time of next transmission

of the confirmation informationfthat is periodically
transmitted by each of the plurality of monitoring
apparatuses,]; and

an abnormality determination device that, if the confirma-
tion mformation has not arrived at the time of next
transmission from any of the plurality of monitoring
apparatuses, determines that an abnormality exists in
the monitoring apparatus.

9. A management apparatus as claimed in claim 4, further

comprising

a registration device that registers the identification infor-
mation 1dentifying each of the monitoring apparatuses,
[and]

wherein said registration device registers 1dentification
information included in the confirmation information
transmitted from any of the monitoring apparatuses, 11
the registration information has not yet been registered.

10. A management apparatus as claimed in claim 4, fur-

ther comprising,

a registration device that registers the identification nfor-
mation 1dentifying each of the monitoring apparatuses,
[and]

wherein said registration device deletes from the regis-
tered 1dentification information i1dentification informa-

5

10

15

20

25

30

35

40

45

50

55

60

65

26

tion 1dentifying any of the monitoring apparatuses for
which the history of transmissions meets predeter-
mined conditions.

11. A [management] monitoring method executed by a
monitoring apparatus capable of communicating with a
management apparatus that centrally manages a plurality of
monitoring apparatuses|, the monitoring apparatus manag-
ing maintenance information relating to a plurality of
peripheral apparatuses, including at least operation
information}], comprising:

a management step of managing [the] maintenance infor-

mation relating to [the] a plurality of peripheral appara-
tuses including at least operation information; and

a communication control step of periodically transmitting,
to the management apparatus, confirmation informa-
tion including 1dentification information identifying the
monitoring apparatus, and the maintenance
information|managed by the management apparatus;],

wherein the management apparatus generates monitoring
object management information based on a history of
transmissions of the confirmation information carried
out 1n said communication control step.
12. A [management] monitoring method as claimed in
claim 11, further comprising

a generation step of creating the confirmation information
such that an identifier capable of identifying the confir-
mation information 1s contained in the confirmation
information, [and}

wherein said communication control step comprises peri-
odically transmitting the confirmation information with
the identifier contained therein to the management
apparatus.

13. A [management] monitoring method as claimed in
claim 12, wherein said generation step comprises creating an
¢-mail that contains the i1dentification information i1dentify-
ing the monitoring apparatus therein and the identifier in a
subject thereof.

14. A management method executed by a management
apparatus capable of communicating with a plurality of
monitoring apparatuses that manage maintenance mforma-
tion relating to a plurality of peripheral apparatuses, includ-
ing at least operation information, for centrally managing
the plurality of momtoring apparatuses, comprising:

a generation step of creating monitoring object manage-
ment information based on a history of transmissions of
confirmation information including 1dentification infor-
mation 1dentifying each of the monitoring apparatuses,
and the maintenance information managed thereby, the
transmissions being periodically carried out by each of
the monitoring apparatuses from the monitoring appa-
ratus to the management apparatus.

15. A management method as claimed in claim 14,
wherein the monitoring object management information
comprises imnformation indicative of a list capable of 1dent-
tying at least one monitoring apparatus for which the history
of transmissions meets predetermined conditions.

16. A management method as claimed 1n claim 14, further
comprising

a determination step of determining whether information
capable of identifying at least one monitoring apparatus
1s to be included 1n the monitoring object management
information, [and]

wherein said generation step comprises adding the infor-
mation capable of identifying the at least one monitor-
ing apparatus to the mformation indicative of the list
when 1t 1s determined 1n said determination step that the
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information capable of identifying the at least one
monitoring apparatus 1s to be included in the monitor-
ing object management information.

17. A management method as claimed in claim 14, further
comprising a communication control step of transmaitting the
monitoring object management information to the plurality
of monitoring apparatuses.

18. A management method as claimed 1n claim 14, further
comprising

a recording step of recording a time of next transmission

of the confirmation informationfthat is periodically
transmitted by each of the plurality of monitoring
apparatuses,]; and

an abnormality determination step of determining, 1f the
confirmation information has not arrived at the time of
next transmission from any of the plurality of monitor-
ing apparatuses, that an abnormality exists 1n the moni-
toring apparatus.

19. A management method as claimed in claim 14, further

comprising

a registration step of registering the identification infor-
mation 1dentifying each of the monitoring apparatuses,
[and]

wherein said registration step comprises registering iden-
tification information included in the confirmation
information transmitted from any of the monitoring
apparatuses, 11 1t has not yet been registered.
20. A management method as claimed 1n claim 14, further
comprising
a registration step of registering the i1dentification infor-
mation 1dentifying each of the monitoring apparatuses,
[and]

wherein said registration step comprises deleting from the
registered i1dentification mmformation identification
information identifying any of the monitoring appara-
tuses for which the history of transmissions meets pre-
determined conditions.

21. A non-transitory computer-readable storage medium
storing a computer-executable management program imple-
menting a method for a monitoring apparatus capable of
communicating with a management apparatus that centrally
manages a plurality of monitoring apparatuses|, the monitor-
ing apparatus managing maintenance information relating to
a plurality of peripheral apparatuses, mcluding at least
operation information], the method comprising:

a management [module for] szep of managing the mainte-
nance information relating to [the] a p/urality of periph-
eral apparatuses including at least operation informa-
tion; and

a communication control [module for] step of periodically
transmitting, to the management apparatus, confirma-
tion nformation including identification information
identifying the monitoring apparatus, and the mainte-
nance information|fmanaged by the management
apparatus:],

wherein the management apparatus generates monitoring
object management information based on a history of
transmissions of the confirmation information carried
out [by] iz said communication control [module] szep.

22. A non-transitory computer-readable storage medium

storing a computer-executable management program imple-
menting a method for a management apparatus capable of
communicating with a plurality of monitoring apparatuses
that manage maintenance imnformation relating to a plurality
ol peripheral apparatuses, including at least operation
information, for centrally managing the plurality of monitor-
Ing apparatuses, the method comprising:
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a generation [module for] step of creating monitoring
object management information based on a history of
transmissions of confirmation information including
identification information identifying each of the moni-
toring apparatuses, and the maintenance nformation
managed thereby, the transmissions being periodically
carried out by each of the monitoring apparatuses from:
the monitoring apparatus to the management appara-
lus.

23. A monitoring apparatus having a communication unit
that communicates with a management apparatus that cen-
trally manages a plurality of monitoring apparatuses, com-
prising:

a management device that acquives and manages mainte-
nance information rvelating to a plurality of peripheral
apparatuses including at least operation information,
from the peripheral apparatuses; and

a communication control device that causes the communi-
cation unit to periodically transmit confirmation infor-
mation including identification information identifying
the monitoring apparatus, to the management
apparatus,

wherein said communication control device further trans-
mits the maintenance information to the management
apparatus, and the management apparatus generates
management information based on a history of notifica-
tions of the comnfirmation information carrvied out by
said communication control device.

24. A monitoring apparatus as claimed in claim 23, fur-

ther comprising

a generation device that generates the confirmation infor-
mation such that an identifier capable of identifyving the
confirmation information is contained in the confirma-
tion information, and

wherein said generation device generates an e-mail that
contains the identification information identifving the
monitoring apparatus therein and the identifier in a
subject thereof.

25. A monitoring apparatus as claimed in claim 23, fur-
ther comprising a setting changing device that changes tim-
ing of notifications carried out by said communication con-
trol device based on a predetermined condition.

26. A monitoring method executed by a monitoring appa-
ratus having a communication unit that communicates with
a management apparatus that centrally manages a plurality
of monitoring apparatuses, COmprising:

a management step of acquiring and managing the main-
tenance information relating to a plurality of periph-
eral apparatuses including at least operation
information, from the peripheral apparatuses;

a first communication control step of causing the commu-
nication unit to transmit the maintenance information
to the management apparatus; and

a second communication control step of causing the com-
munication unit to periodically transmit confirmation
information including identification information identi-
fving the monitoring apparatus to the management
apparatus,

wherein the management apparatus genevates manage-
ment information based on a history of notifications of
the confirmation information.
27. A monitoring method as claimed in claim 26, further
COmprising
a generation step of generating the confirmation informa-
tion such that an identifier capable of identifving the
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confirmation information is contained in the confirma-
tion information,

wherein said generation step comprises generating an
e-mail that contains the identification information iden-
tifving the monitoring apparatus thevein and the identi-
fier in a subject thereof.

28. A monitoring method as claimed in claim 26, further

comprising a setting changing step of changing timing of

notifications carried out in said second communication con-
trol step based on a predetermined condition.

29. A non-transitory computer-readable storage medium
storing a program for causing a computer to implement a
monitoring method executed by a monitoring apparatus hav-

ing a communication unit that communicates with a man-

agement apparatus that centrvally manages a plurality of

monitoring apparatuses, the method comprising:

a management step of acquiring and managing mainte-
nance information velating to a plurality of peripheral
apparatuses including at least operation information,
from the peripheral apparatuses;

a first communication control step of causing the commui-
nication unit to transmit the maintenance information
to the management apparatus; and

a second communication control step of causing the com-
munication unit to periodically transmit confirmation

30

information including identification information identi-

fving the monitoring apparatus to the management
apparatus,

wherein the management apparatus genevates manage-
ment information based on a history of notifications of
the confirmation information.
30. A non-transitory computer-readable storage medium
as claimed in claim 29, the method further comprising

10 a generation step of generating the confirmation informa-
tion such that an identifier capable of identifving the
confirmation information is contained in the confirma-
tion information,

wherein said generation step includes generating an
e-mail that contains the identification information iden-
tifving the monitoring apparatus thevein and the identi-
fier in a subject thereof.
31. A non-transitory computer-readable storage medium
~g as claimed in claim 29, the method further comprising a
setting changing step of changing timing of notifications car-
ried out in said second communication control step based on
a predetermined condition.
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