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(57) ABSTRACT

A method detects relaying of a contactless data communica-
tion by a radio amplifier for intercepting and manipulating
the communication to achieve an unauthorized authentica-
tion. The method 1nvolves transmitting an electromagnetic
field successively from at least two spatially separated anten-
nas of a transmitting unit, receiving the transmitted fields in
a recerving unit, determining field strength vectors of the
received fields allocated to each antenna, and comparing
actual values of the vectors with prescribed nominal values
stored 1n a nominal value field that maps the true field
strength distribution in multi-dimensional space around the
transmitting unit. The actual field strength magmtude and
the reception angle between the transmitting antennas can be
determined from the vectors and compared with stored
nominal values in this manner. When the determined actual
values match prescribed nominal values of the nominal
value field, the occurrence of a relaying of the signal can be
reliably excluded.

33 Claims, 2 Drawing Sheets
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METHOD OF DETECTING A REDIRECTION
OR RELAYING OF A CONTACTLESS DATA
TRANSMISSION USING AT LEAST TWO
SEQUENTIALLY DRIVEN TRANSMITTING
ANTENNAS

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

PRIORITY CLAIM

This application 1s based on and claims the priority under
35 U.S.C. §119 of German Patent Application 101 59 604.9,
filed on Dec. 3, 2001, the entire disclosure of which 1s incor-
porated herein by reference.

FIELD OF THE INVENTION

The invention relates to a method for detecting or recog-
nizing the redirection or relaying of a contactless data
transmission, especially such a redirection or relaying that 1s
unauthorized.

BACKGROUND INFORMATION

A method of the above mentioned general type 1s known
from the German Patent Laying-Open Document DE 101 06
736 and corresponding U.S. Patent Application Publication
2002-0109581-A1, wherein 1t 1s determined whether a redi-
rection or relaying of a contactless data transmission has
taken place, by comparing the damping characteristics of the
transmission link of the “uplink” and the “downlink™
between a first transmitting and receiving unit and a second
transmitting and receiving unit. For this purpose, the ampli-
tude value of the transmitted interrogation signal 1s mea-
sured 1n the second transmitting and receiving unit, and then
this value 1s transmitted back to the first transmitting and
receiving unit. Then, in the first transmitting and receiving,
unit, the value of the amplitude of the interrogation signal
that has been transmitted back 1s compared with the value of
the amplitude of the response signal that has been recerved
by the first transmitting and recerving unit. An unacceptable
deviation between these two amplitude values 1n the result of
this comparison 1s an indication that a redirection or relaying
of the data transmission has taken place. In actual practice,
however, 1t 1s a disadvantage that this method does not make
it suiliciently difficult to carry out a redirection or relaying
using a so-called transcerver, 1.e. it remains relatively easy to
achieve an undetectable redirection or relaying using such a
transceiver.

A further method as background to the present invention
1s known from the German Patent Laying-Open Document
DE 100 05 503 and corresponding U.S. Patent Application
Publication 2001-0014117-A 1, wherein at least one physi-
cal signal value or characteristic parameter of the transmit-
ted electromagnetic wave 1s reversibly altered. To achieve
this, a reply or response signal 1s altered relative to the inter-
rogation signal, for example with respect to the frequency, in
a second transmitting and recerving unit (1.¢. a transponder),
and 1s transmitted back to the first transmitting and receiving
unit (1.¢. a base station). In the first transmaitting and receiv-
ing unit (1.e. the base station), the frequency of the response
signal 1s altered or changed back again and compared with
the frequency of the originally transmitted interrogation sig-
nal. IT the frequency value determined in this manner lies
within a prescribed interval, then 1t can be essentially com-
pletely excluded that a redirection or relaying has occurred.
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Yet another method of the general type forming the back-
ground of the present mvention 1s known from the German
Patent Laying-Open Publication 100 19 2777, 1n which a redi-
rection or relaying 1s detected by means of a comparison of
the transit time of the interrogation and response signals
with prescribed values. In other words, a redirection or
relaying 1s positively detected when the measured value of
the transit time does not correspond with a prescribed value
of the transit time.

Systems for the contactless transmission of data are pret-
erably used 1n 1dentification systems. Generally, such sys-
tems comprise a first transmitting and recerving unit, 1.€. a
so-called “base station”, and a second transmitting and
receiving unit, 1.¢. a so-called “transponder”. These systems
are used for authentication 1n the motor vehicle field, which
represents a main field of application. To achieve a high level
of security of the authentication, the distance or range over
which the communication can take place 1s limited to just a
few meters for a so-called “passive entry” system, 1.e. for
unlocking the vehicle doors whereupon the vehicle door can
be opened by pulling the door handle. Furthermore, methods
are being developed to prevent an unauthorized
authentication, especially by means of a redirection or relay-
ing of the communication, and for terminating or interrupt-
ing the authentication process in the event such a redirection
or relaying 1s detected.

SUMMARY OF THE INVENTION

In view of the above, 1t 1s an object of the mvention to
provide a method for reliably recognizing and detecting the
redirection or relaying of the communication signals of a
contactless data transmission, for example being used for an
authentication. A further object 1s to increase the difficulty of
mimicking the data transmission characteristics and thereby
carrying out an undetectable redirection or relaying of the
data transmission. The invention further aims to avoid or
overcome the disadvantages of the prior art, and to achieve
additional advantages, as apparent from the present specifi-
cation. The attainment of these objects 1s, however, not a
required limitation of the present invention.

The above objects have been achieved according to the
invention i a method for detecting a redirection or relaying
ol a contactless data transmission between a first transmit-
ting and recerving umt and second unit that 1s at least embod-
ied as a transmitting unit. The first transmitting and receiving
unit includes at least two spatially separated antennas. In the
method, an electromagnetic signal 1s transmitted as an elec-
tromagnetic field sequentially from the first antenna and then
from the second antenna of the first transmitting and receiv-
ing unit. The electromagnetic field respectively transmitted
by the first antenna and the second antenna of the {first trans-
mitting and receiving unit 1s recerved by the second unit. The
respective actual field strength value of the respective
received electromagnetic field that was transmitted by the
respective first and second antennas 1s then determined and
compared with prescribed nominal field strength values
stored 1n a value field. If the actual received and measured
field strength values are outside of the value range deter-
mined by the nominal value field, then a redirection or relay-
ing of the transmission 1s determined to have occurred.

Throughout this specification, the terms “redirection” and
“relaying’ are used interchangeably to generally refer to any
redirection, relaying, retransmission, repeating, or range-
extension of the transmitted data communication, for
example via an mtermediate device such as a transcerver or
radio amplifier relay station, contrary to a direct transmis-
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s10n between the first transmitting and receiving unit and the
second (transmitting and) recerving unit without any inter-
vening receiving and/or transmitting device.

The basic underlying point of the invention 1s to make 1t
considerably more difficult to carry out a redirection or
relaying of a contactless data transmission by comparing,
measured actual values of a recerved field strength with pre-
scribed nominal field strength values. This 1s achieved, as
mentioned above, by measuring or determining the field

strength value of each respective electromagnetic field
received by the second unit successively from the respective
antennas of the first transmitting and recerving unit, and then
comparing the determined field strength values of the
respective antenna with respective prescribed nominal val-
ues of a value field. A redirection or relaying of the data
communication 1s recognized 1f the measured actual field
strength values unacceptably deviate from the range of val-
ues defined by the value field (e.g. the actual values do not
match or lie within an acceptable range of any of the nomi-
nal values stored in the value field).

A major advantage of the imventive method 1s that the
transmission characteristics of two spatially separated anten-
nas can only be copied or imitated by a redirection or relay-
ing device with great effort, expense and difficulty. Thus, a
redirection or relaying of the transmission can be detected
with high reliability, because any deviation from the true
transmission characteristics of the original transmitting and
receiving unit (particularly the true field strength distribution
ol fields radiated from two or more antennas i1n two-
dimensional or three-dimensional space around the first
transmitting and receiwving unit) can be detected. In this
context, 1t becomes evermore ditficult for the relaying device
to 1mitate the transmission characteristics, the further apart
the two or more antennas are spatially separated from each
other, and the more the electromagnetic field transmitted
from the respective antenna deviates from a perfect spherical
signal radiation form. Furthermore, the imitation of the
transmission characteristics by the relaying device 1s addi-
tionally made more difficult 1f more than two spatially sepa-
rated transmission antennas are used by the transmitting and
receiving unit.

In order to avoid a simple superimposing of the respective
clectromagnetic fields of the respective transmitting anten-
nas of the first transmitting and receiving unit, the respective
transmitting antennas are driven successively 1n a sequential
manner for respectively transmitting the electromagnetic
field. In this manner, the second receiving unit may sequen-
tially measure or determine the field strength of the electro-
magnetic field respectively transmitted from each respective
one of the antennas of the first transmitting and receiving
unit.

In order to quickly and easily carry out the comparison of
the field strength values determined by the receiving
antenna, 1t 1s advantageous to have previously determined or
“mapped out” the true electromagnetic field distribution
around the respective transmitting antenna for the particular
transmitting frequency, dependent on the distance and loca-
tion relative to the respective antenna. This procedure pro-
vides a respective value set (e.g. a value pair) that includes a
true field strength of a field of the first antenna and a true
field strength of a field of the second antenna at each respec-
tive spatial point among plural spatial points distributed
throughout the multi-dimensional space around the transmit-
ting and recerving unit. Each value set may further comprise
a respective reception angle value of the angle formed
between the two antennas from the spatial point to which
this respective value set pertains. The resulting plural value
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sets are stored to form thereot a value field defining a map of
the true field strength distribution and reception angles in
space around the transmitting and recerving unit. In this con-
text, the dimensionality of the value field 1s dependent on the
number of transmitting antennas being used, and 1s at least
two dimensional 1n the case of using two transmitting anten-
nas.

Moreover, by prescribing minimum and maximum
acceptable field strength values within a value field, a per-
missible value or communication range can be prescribed. In
other words, 11 the actual field strength values later fall out-
side of the range defined by the mimimum and maximum
field strength values, then a communication will not be per-
mitted. Furthermore, the functional reliability of the method
can be increased, especially 1n connection with a fluctuation
of the damping characteristics, by determining and provid-
ing a scattering or variation range around each respective
field strength value of the value field. This acceptable range
of variation for each field strength value can be selected to
form a continuous-coverage map or value field without value
gaps between the respective discrete measurements at the
finite number of respective discrete spatial points. It 1s fur-
ther advantageous that the inventive method 1s able to detect
a redirection or relaying of the electromagnetic field 1nde-
pendent of the transmitting frequency, that 1s to say both in
the near or close range field as well as 1n the far or long range
field of the transmitting antenna.

In a further detailed embodiment of the inventive method,
the field strength determination of the recerved electromag-
netic field 1s carried out in the second recerving unit by
means ol three antennas, which are respectively arranged
with their effective axes oriented orthogonally relative to
cach other. In order to simultaneously determine the indi-
vidual components of the field strength, that i1s to say the
so-called field strength vector, 1t 1s advantageous when each
receiving antenna 1s connected individually to a respective
single associated input channel 1n which the respective com-
ponent of the field strength vector 1s determined. In this
manner it 1s possible to suppress the coupling between the
individual components, which 1s caused by a movement or
position variation of the antennas during the determination,
in connection with a sequential determination of the 1ndi-
vidual components of the field strength vector. Moreover,
with three orthogonally oriented antennas, a space-saving
structural configuration can be achieved 1n that two of the
orthogonally oriented antennas are arranged 1n the plane of
the third antenna. This can be achieved especially 1n the near
field of the electromagnetic field, by means of two rod-
shaped antennas that are arranged in the plane of the third
annular ring-shaped antenna. In other words, the three anten-
nas together form a physical structure with the shape of a
cross 1nside an annular ring.

Investigations by the applicants have shown that 1t 1s espe-
cially advantageous to detect the redirection or relaying of
the electromagnetic signal by determining the magnitude or
absolute value of the received field strength from the 1ndi-
vidual components of the field strength vector respectively
for the field transmitted from each respective antenna, and
then comparing the value pairs of the absolute magnitudes
with the value pairs stored 1n the value field.

It 1s further advantageous to determine, from the various
field strength vectors, the actual reception angle formed
between the two transmitting antennas relative to the receiv-
ing unit, and then to compare this determined reception
angle with the prescribed or true angle values stored 1n the
value field as mentioned above. In this context, each angular
value 1s, for example, linked or coupled with at least one
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value pair of the field strength vectors. Insofar as the deter-
mined reception angle lies within a prescribed interval or
range about the prescribed angle value of a respective value
set (or pair) in the value field, then the possibility of a redi-
rection or relaying of the transmission 1s excluded. On the
other hand 1f the determined reception angle falls outside of
the allowable 1nterval or range about the nominal angle value
of the value set (or pair) stored 1n the value field, then the
occurrence ol a redirection or relaying 1s detected and indi-
cated. By combining the comparison of the actual values of
the field strength vectors, or especially the absolute magni-
tudes thereot, relative to the respective nominal values there-
for stored 1n the value field, and the comparison of the actual
determined value of the reception angle relative to the angle
values stored 1n the value field, the reliability of the method
1s 1increased.

According to another detailed embodiment of the inven-
tion 1t 1s advantageous that the results of the value compari-
sons are stored, so that the stored values can thereafter be
used, for example, to determine the scattering or variation
ranges of the field strength determination. Particularly, by
means of the stored values, 1t 1s possible to obtain statistical
information regarding a long term or slowly occurring varia-
tion of the transmitting and/or receiving characteristics. In
connection with the mventive method being carried out 1n a
device 1n a motor vehicle, the stored information can be
read-out at regular intervals, for example, during the normal
service intervals of the motor vehicle.

In a further developed embodiment of the mmvention the
magnetic portion of the field strength 1s determined for a
communication in the electromagnetic near field. It 1s par-
ticularly advantageous that the reception of the signal can be
carried out by means of especially space-spacing inductive
antennas. In this context, 1t must be considered that the mag-
netic field of transmitting antennas arranged internally 1n a
motor vehicle 1s strongly deformed 1n the exterior space out-
side of the vehicle, due to the effects of the sheet metal body
of the vehicle, especially for low frequency transmission sig-
nals 1n the range of 125 kHz. Therefore, a copying or imita-
tion of the transmission characteristics of such antennas can-
not be achieved with an acceptable or practical effort and
expense, so that a redirection or relaying of the signal can be
detected with great reliability.

It 1s further advantageous to carry out the value compari-
son at or before the beginning of the data transmission, and
to then begin the actual data transmission when no redirec-
tion or relaying of the signal has been detected. It 1s further
advantageous to carry out the value comparison repeatedly
during the data transmission, so as to thereby increase the
security of long term data transmission. Investigations by the
applicants have shown that it 1s advantageous especially 1n
connection with relatively large data quantities, to carry out
the determination of the field strength on modulated data-
carrying electromagnetic fields. In this context, the electro-
magnetic field 1s modulated, preferably by a phase or ire-
quency modulation, and the determination of the recerved
field strength and the comparison of the field strength values
1s, Tor example, carried out during an identification routine
that 1s based on the modulated electromagnetic field. Insofar
as or whenever no redirection or relaying of the signal 1s
detected, the data received and evaluated during the field
strength comparison are deemed valid. On the other hand,
whenever a redirection or relaying i1s detected, the data
received during the associated field strength comparison are
deemed invalid and lead to a failure of the identification
pProcess.

In yet another embodiment of the invention, especially in
connection with a unidirectional data transmission, 1t 1s
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advantageous to carry out the value comparison within the
receiver. In this regard, the nominal value field 1s stored 1n a
memory unit 1n the receiver itself. In this manner, 1t 1s not
necessary to transmit the received field strength values back
to the first transmitting and recerving unit, so that thereby the
total communication time 1s reduced. On the other hand,
another embodiment of the mventive method relates espe-
cially to a bi-directional data transmission, 1n which it 1s
advantageous that the field strength values and/or the result
of the comparison of the field strength values are transmaitted
by the second unit (embodied as a recerving and transmitting
unit) back to the first transmitting and recerving unit. The
nominal value field may be stored in the first unit. In this
manner, the determination and/or the comparison of the
received field strength values can be carried out in the first
transmitting and recerving unit, rather than in the second
unmt, whereby the circuit complexity and the power con-
sumption of the second unit are reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the mvention may be clearly understood, it
will now be described 1n connection with example embodi-
ments thereof, with reference to the accompanying
drawings, wherein:

FIG. 1 1s a schematic block diagram of an example
embodiment of an arrangement for carrying out the inventive
method, with a first transmitting and receiving unit having
two spatially separated antennas, and a second receiving
unit; and

FIG. 2 1s a schematic diagram of another example
embodiment of an arrangement for carrying out the inventive
method, including a first transmitting and recetving unit hav-
ing three spatially separated antennas arranged in a motor
vehicle, and a second receiving unit having an especially
compact arrangement of three receiving antennas.

DETAILED DESCRIPTION OF A PREFERRED
EXAMPLE EMBODIMENT AND OF THE BEST
MODE OF THE INVENTION

Generally as shown schematically in FIG. 1, an exemplary
arrangement according to the invention, for carrying out the
inventive method, includes a first unit SE1 embodied as a
first transmitting and recerving unit SE1, and second unit
SE2 embodied as a second receiving unit SE2. The purpose
or function of this arrangement 1s to carry out a data
exchange or communication by transmitting a data-carrying
modulated electromagnetic field between the first transmuit-
ting and receiving unit SE1 and the second recerving unit
SE2, and during this data communication, to detect any redi-
rection or relaying of the electromagnetic field (e.g. via a
relay transceiver rather than directly from the first unit SE1
to the second unit SE2) by comparing actual recerved field
strength values determined in the second receiving unit SE2
with prescribed nominal field strength values.

Next, the physical components or structural features of the
illustrated arrangement will be described 1n further detail.
The first transmitting and receiving unit SE1 comprises a
control unit CU, which 1s respectively connected to a first
output driver OD1 and to a second output driver OD2. A first
transmitting antenna SA1 1s connected with the first output
driver OD1, and a second transmitting antenna SA2 1s con-
nected with the second output driver OD?2.

The second recerving unit SE2 comprises three antennas
EA1, EA2 and EA3 that are respectively oriented orthogo-
nally relative to each other. A respective individual input
channel 1s allocated and connected to each respective one of
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the receirving antennas EA1l, EA2 and EA3, in that the
respective receirving antennas EA1, EA2 and EA3 are

respectively connected by a respective signal amplifier V1,
V2 and V3 to an mput EAD1, EAD2 and EAD3 of an A/D

converter AD1. Furthermore, each input EAD1, EAD2 and
EAD3 of the A/D converter AD1 1s respectively connected
with a respective associated mput ED1, ED2 and ED3 of a
demodulator DEM. In this manner, the signal received by
cach one of the receiving antennas EA1, EA2 and EA3 can
be 1individually demodulated to obtain and evaluate the data
being carried by the modulated signal as recerved by each of
the receiving antennas. The A/D converter AD1 and the
demodulator DEM are also each respectively connected with
a signal processor SP, which in turn 1s further connected with
a memory unit MEM.

In the following, the functional operation of the arrange-
ment will be explained 1n further detail. The first transmuit-
ting and recerving unit SE1 transmits an electromagnetic
signal as an electromagnetic field E1(SA1) by means of the
first transmitting antenna SA1, and then (sequentially
thereafter), transmits an electromagnetic field E2(SA2) by
means ol the second transmitting antenna SA2. In this
context, the respective electromagnetic fields E1(SA1) and
E2(SA2) transmitted by the first transmitting antenna SA1
and by the second transmitting antenna SA2 are preferably
the same electromagnetic field in succession or with a time
delay being transmitted first via the first transmitting antenna
SA1 and thereaiter via the second transmitting antenna SA2
so as to avoid a simultaneous overlap of the two fields. More
generally, the amplitude of the electromagnetic field
E1(SA1) transmitted via the first transmitting antenna SA1
preferably corresponds to the amplitude of the electromag-
netic field E2(SA2) transmitted via the second transmitting,
antenna SA2.

Next, by means of the three recerving antennas EA1, EA2
and EA3 of the second receiving umt SE2, the respective
three orthogonal components of the field strength of the field
E1(SA1) received from the first transmitting antenna SA1
are determined. Namely, the three individual components of
the field strength vector E1 are processed individually 1n the
three respective input channels in that they are respectively
individually converted into digital signals 1n the A/D con-
verter AD1 and the corresponding digital signals are pro-
vided to the signal processor SP. Thereafter, n a similar
manner, the three respective components of the field strength
vector E2 of the electromagnetic field E2(SA2) as recerved
by the three receiving antennas EA1, EA2 and EA3 from the
second transmitting antenna SA2 are digitized through the
A/D converter AD1 and provided to and processed in the
signal processor SP. Particularly, the signal processor SP
compares the two magnitude values of the field strength vec-
tors E1 and E2 with the respective value pairs that have been
stored 1n a value field 1n the memory unit MEM.
Furthermore, the signal processor SP calculates a reception
angle W1 from the two field strength vectors E1 and E2 and
compares this reception angle W1 with respective nominal
values for the reception angle stored in the memory unit
MEM. This reception angle W1 represents the angle
between the two transmitting antennas SA1 and SA2 from
the angle vertex or reference point of the second receiving
unit SE2.

If both the field strength values as well as the value of the
reception angle W1 correspond with the respective appropri-
ate values of a given value pair or value set prescribed by, 1.e.
stored 1n, the memory unit MEM, then 1t 1s assumed that no
redirection or relaying of the electromagnetic signal has
taken place, 1.e. no redirection or relaying 1s detected. As a
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result, the data that have been demodulated and obtained by
the demodulator DEM are accepted as valid and are further
processed 1n the signal processor SP. The signal processor
SP, as well as the other circuit components, may comprise
any combination of conventionally known hardware and
soltware for carrying out the functions and process steps as
described herein. The processing of the received data in the
signal processor SP may, for example, involve an authentica-
tion or identification process to authenticate and authorize

carrying out and acting on the data communication.

An advantage of the iventive method 1s that an unautho-
rized extending of the communication path or link via a relay
transcerver or the like can be detected 1n a reliable manner
through determining the respective field strength vectors by
obtaiming the field strength of the electromagnetic fields
respectively transmitted by the two or more transmitting
antennas. Furthermore, the minimum and maximum allow-
able distance for a valid communication between the first
transmitting and recerving unit SE1 and the second recerving
unit SE2 can be prescribed by imposing maximum and mini-
mum field strength values on the value pairs stored in the
value field in the memory unit MEM. The security against a
redirection or relaying can be further increased by repeat-
edly determining the field strength during a communication
period, and/or by utilizing more than two transmitting anten-
nas for the first transmitting and receiving umt SE1.

A further advantage of the mmventive method 1s that a
simple location-dependent determination of the true field
strength distribution of the electromagnetic field about the
respective transmitting antenna makes it possible to deter-
mine the value field for a given transmitting and receiving,
arrangement. Namely, the corresponding value tuple or
related value set as well as the reception angle are respec-
tively stored 1n the value field respectively for plural points
in space about the transmitting and receiving unit. The num-
ber of the points in space 1s selected for the desired degree of
precision. In order to increase the reliability of the compari-
son of the actual measured values with the prescribed nomi-
nal values, the respective value pairs and the reception angle
values are each associated with an acceptable scattering or
variation range. In this context, the magnitude of the scatter-
ing or variation range depends on the deformation of the
field distribution, and on the system transmission scattering
characteristics of the transmitting and receiving
arrangement, and on the spatial precision, 1.e. the number of
spatial points and associated value tuples that have been
determined and stored in the value field.

It 1s 1impossible to copy or imitate the overall transmission
characteristic using a relaying device with an acceptable or
practical effort and expense, even 1f the spacing distance
between the transmitting antennas lies within the allowable
communication range or distance, for example 1n an applica-
tion 1n a motor vehicle. Furthermore, the inventive method
may be carried out in connection with both a unidirectional
communication as well as a bi-directional communication.
Especially 1n a bi-directional communication between the
two units SE1 and SE2, the determination of the field
strength vectors can be carried out 1n the first transmitting
and recerving unit SE1, 1n that the individual components of
the respective recerved field strength vector are transmitted
back from the second unit SE2 to the first transmitting and
receiving unit SE1. In this context, of course, the second unit
SE2 must also be embodied as a transmitting and receiving,
unit having both receiving and transmitting capabailities. In
this manner, the circuit complexity as well as the power
consumption of the second transmitting and receiving unit
can be considerably reduced, because the evaluation and




US RE41,343 E

9

processing of the received field strength information does
not need to be carried out directly in the second unit.
Furthermore, since the determination and the comparison of
the field strength values can be carried out directly during
the data evaluation within an authentication process, the
total communication time 1s only shightly increased.

FIG. 2 schematically shows a second example embodi-
ment 1n which the first transmitting and receiving umt (not
shown 1n detail) 1s embodied as a base station BS that 1s

installed 1n a motor vehicle CA. The base station BS 1s
respectively connected to three transmitting and receiving,
antennas AN1, AN2 and AN3 arranged spatially separated
from each other 1n or on the motor vehicle CA. The second
transmitting and receiving unit (not shown in detail) 1s
embodied as a transponder TR that 1s 1nstalled or integrated
in a key fob or key KE, for example a key for unlocking and
operating the motor vehicle CA. The transponder TR com-
prises or 1s connected to three transmitting and receiving,
antennas EN1, EN2 and EN3. The antenna EN3 1s embodied
as an annular ring-shaped antenna EN3. The two antennas
EN1 and EN2 are embodied as rod-shaped antennas EN1
and EN2 arranged preferably crossing one another in the
plane of the annular ring-shaped antenna EN3. In this
manner, the eflective axes of these three antennas EN1, EN2
and EN3 are oriented orthogonally relative to each other
while all three antennas are physically arranged lying in a
single plane.

A bidirectional data transmission 1s to be carried out
between the base station BS and the transponder TR 1n the
low frequency range at 125 kHz by means of an inductive
coupling 1n the electromagnetic near field. To carry out the
authentication and data communication process, the base
station BS radiates or transmits the electromagnetic field
sequentially in succession from the three transmitting and
receiving antennas AN1, AN2 and AN3. Since, for an effec-
tive communication, the transmitting and recerving antennas
EN1, EN2 and EN3 of the transponder TR are located in the
near ﬁeld of the transmitting antennas AN1, AN2 and AN3,
essentially the magnetic components of the electromagnetlc
ficld are effective. In thus context, generally the magnetic
field shape or field progression outside of the motor vehicle
CA deviates from a spherical field form, because 1t 1s
deformed proportionally with the magnitude of the perme-
ability of the body of the motor vehicle CA at any location.

In the transponder TR, by means of the transmitting and
receiving antennas EN1, EN2 and EN3, the orthogonal com-
ponents of the field strength vectors E1, E2 and E3 respec-
tively associated with the transmitting antennas AN1, AN2,
and AN3 are received and determined in sequential succes-
sion. In this context, beginning with the transmission of the
ficld by the first antenna AN1 of the base station BS, the
associated three components of the magnetic field strength
vector E1 are determined, e.g. measured, in the transponder
TR and then the individual components are transmitted back
from the transponder TR to the base station BS. Then, this
same process 1s carried out for the respective components of
the field strength vector E2 associated with the second
antenna AN2, and then for the field strength vector E3 asso-

ciated with the third antenna AN3.

Preferably, in the context of the transmission of the values
of the individual components back to the base station BS
from the transponder TR, the values are preferably modu-
lated by the transponder TR onto a reply or response signal
as digital data in an encoded form. In the base station BS, the
respective associated magnitudes or absolute values as well
as the reception angle W2 between the vectors EN1 and
EN2, and the reception angle W3 between the vectors EN2
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and EN3, are determined from the components of the respec-
tive vectors EN1, EN2 and EN3, and are then compared with
the respective associated values of value sets or tuples stored
in a value field. Furthermore, 1t 1s advantageous according to
the invention, that 11 the determined actual values correspond
with the stored nominal values, then the base station BS
transmits a corresponding reply or response signal to the
transponder TR to inform the transponder TR of the validity
of the evaluated data, 1n order to further carry on the authen-
tication process between the base station BS and the tran-
sponder TR.

An advantage of the mnventive method, in connection with
a bi-directional data transmission, 1s that the determination
of the vectors and the comparison of the determined actual
values with the prescribed nominal values can respectively
be carried out 1n the base station BS. This allows the com-
plexity of an integrated circuit of the transponder TR as well
as the power consumption of the transponder TR to be
reduced, which 1s beneficial when the transponder TR 1s to
be embodied 1n a small key KE or the like.

Although the invention has been described with reference
to specific example embodiments, it will be appreciated that
it 1s intended to cover all modifications and equivalents
within the scope of the appended claims. It should also be
understood that the present disclosure includes all possible
combinations of any individual features recited 1n any of the
appended claims.

What 1s claimed 1s:

1. A method of detecting a relaying of a contactless elec-
tromagnetic data transmission, comprising the steps:

a) transmitting a first electromagnetic field from a first
transmitting antenna of a first unit having at least a
transmitting capability;

b) sequentially after said step a), transmitting a second
clectromagnetic field from a second transmitting
antenna of said first unit, wherein said first and second
transmitting antennas are spatially separated from each
other;

¢) sequentially recetving said first electromagnetic field
and said second electromagnetic field with a second
unit having at least a receiving capability;

d) determining a first actual field strength value of a field
strength of said first electromagnetic field and a second
actual field strength value of a field strength of said
second electromagnetic field as respectively received
by said second unait;

¢) comparing said first and second actual field strength
values respectively with prescribed first and second
nominal field strength values of a nominal value field;
and

f) detecting that a relaying of at least one of said first [and]
or second electromagnetic fields has occurred 1f said
comparing determines that said first and second actual
field strength values unacceptably deviate from said
prescribed first and second nominal field strength val-
ues of said nominal value field.

2. The method according to claim 1, wherein said first and
second electromagnetic fields as transmitted respectively by
said first and second transmitting antennas both have the
same amplitude.

3. The method according to claim 1, wherein said first and
second electromagnetic fields as transmitted respectively by
said first and second transmitting antennas both correspond
to the same electromagnetic signal transmitted successively
from said first transmitting antenna and then again from said
second transmitting antenna.
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4. The method according to claim 1, further comprising
comparing said first and second actual field strength values
with a prescribed maximum value and with a prescribed
mimmum value, and detecting that a relaying of at least one
of said first [and] or second electromagnetic fields has
occurred if at least one of said first [and] or second actual
field strength values lies above said maximum value or
below said minimum value.

5. The method according to claim 1, wherein said compar-
ing of said step €) comprises determining whether said {first
and second actual field strength values respectively fall
within a prescribed acceptable variation range respectively
around said first and second nominal field strength values,
and if at least one of said first [and] or second actual field
strength values falls outside of said prescribed acceptable
variation range respectively around said first and second
nominal field strength values then it 1s determined that said
first and second actual field strength values unacceptably
deviate from said prescribed first and second nominal field
strength values.

6. The method according to claim 1, wherein said nominal
value field includes a plurality of value sets that each respec-
tively include a respective one of said first nominal field
strength values and a respective one of said second nominal
field strength values which are prescribed for a respective
spatial point 1n multi-dimensional space around said first
unit, and wherein said comparing of said step €) comprises
determining whether said first and second actual field
strength values respectively match or fall acceptably close to
said first and second nominal field strength values of any one
ol said value sets.

7. The method according to claim 6, further comprising a
preliminary step of mapping out a field strength distribution
pattern of said first electromagnetic field transmitted by said
first transmitting antenna and of said second electromagnetic
field transmitted by said second transmitting antenna 1n said
multi-dimensional space around said first unit, by transmait-
ting said first and second electromagnetic fields successively
from said first and second transmitting antennas
respectively, measuring a respective first true field strength
value of said first electromagnetic field and a respective sec-
ond true field strength value of said second electromagnetic
field respectively at each one of plural spatial points in said
multi-dimensional space around said first unit, and respec-
tively storing said first and second true field strength values
as said first and second nominal field strength values of a
respective one of said value sets respectively for each
respective one of said spatial points in said multi-
dimensional space around said first unit to make up said
nominal value field.

8. The method according to claim 6,

wherein each respective one of said value sets respectively
further 1includes a respective nominal reception angle
value of an angle between said first and second trans-
mitting antennas with respect to a respective angle ver-
tex at said respective spatial point associated with said
respective value set;

wherein said method further comprises determining from
said first and second electromagnetic fields received by
said second unit an actual reception angle value of a
reception angle between said first and second transmit-
ting antennas relative to said second unit, and compar-
ing said actual reception angle value with said nominal
reception angle values of said value sets; and

wherein said step 1) comprises detecting that a relaying of
at least one of said first [and] or second electromagnetic
signals has occurred 11 said first and second actual field
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strength values do not respectively match or fall accept-
ably close to said first and second nominal field
strength values or said actual reception angle value
does not match or fall acceptably close to said respec-
tive nominal reception angle value of any single one of
said value sets.

9. The method according to claim 1, wherein said step ¢)
comprises respectively receiving three mutually orthogonal
field strength components of a first field vector of said first
clectromagnetic field and of a second field vector of said
second electromagnetic field, and said step d) comprises
determining said first actual field strength value as an abso-
lute magnitude of said first electromagnetic field from said
orthogonal field strength components of said first field vec-
tor of said first electromagnetic field and determining said
second actual field strength value as an absolute magnitude
of said second electromagnetic field from said orthogonal
field strength components of said second field vector of said
second electromagnetic field.

10. The method according to claim 9, further comprising
determining a reception angle between said first and second
transmitting antennas relative to said second unit from said
field vectors of said first and second electromagnetic fields.

11. The method according to claim 1, further comprising
transmitting a third electromagnetic field from a third trans-
mitting antenna of said first unit which 1s spatially separated
from said first and second transmitting antennas sequentially
after said step b), recerving said third electromagnetic field
with said second unit, determining a third actual field
strength value of a field strength of said third electromag-
netic field as recerved by said second unit, comparing said
third actual field strength value with prescribed third nomi-
nal field strength values of said nominal value field, and
detecting that a relaying of at least one of said first, second
[and] or third electromagnetic fields has occurred if said
comparing determines that at least one of said first, second
[and] or third actual field strength values unacceptably devi-
ates respectively from said prescribed first, second and third
nominal field strength values of said nominal value field.

12. The method according to claim 1, wherein said second
unmit comprises three receitving antennas having respective
clfective axes that are oriented orthogonally relative to each
other, and wherein said step c¢) 1s carried out by said three
receiving antennas.

13. The method according to claim 12, wherein said three
receiving antennas comprise an annular ring-shaped antenna
extending on a plane and two rod-shaped antennas extending
on said plane of said ring-shaped antenna.

14. The method according to claim 1, wherein said first
and second actual field strength values are respective abso-
lute magnitude values of a field strength of said first and
second electromagnetic fields respectively.

15. The method according to claim 1, further comprising
determining a reception angle between said first and second
transmitting antennas from said actual field strength values,
and comparing said reception angle with a prescribed angle
to determine whether a correspondence exists therebetween.

16. The method according to claim 1, further comprising
storing results of said comparing of said step ).

17. The method according to claim 1, wherein said actual
field strength values are magnetic field strength values of
respective magnetic portions of said first and second electro-
magnetic fields.

18. The method according to claim 1, further comprising
carrying out a data transmission by modulating data onto at
least one of said first [and] or second electromagnetic sig-
nals.



US RE41,343 E

13

19. The method according to claim 18, wherein said
modulating comprises a phase modulation or a frequency
modulation.

20. The method according to claim 18, wherein said steps
a) to e) are carried out before or at a beginning of said data
transmission.

21. The method according to claim 18, wherein said steps
d) and e) are carried out repeatedly at intervals while carry-
ing out said data transmission.

22. The method according to claim 1, wherein said step ¢)
1s carried out 1n said second unit.

23. The method according to claim 22, wherein said sec-
ond unit further has a transmitting capability and said first
unit further has a recerving capability, and further compris-
ing transmitting a result of said comparing of said step e)
from said second unit to said {irst unait.

24. The method according to claim 1, wherein said second
unit further has a transmitting capability and said first unait
turther has a receiving capability, and further comprising
transmitting said actual field strength values from said sec-
ond unit to said first unit, and wherein said step ¢) 1s carried
out 1n said first unit.

25. A method comprising:

a) receiving a first electromagnetic field and a second
electromagnetic field at a rveceiver;

b) determining a first actual field strength value of the first
electromagnetic field and a second actual field strength
value of the second electromagnetic field;

c) comparing the first and second actual field stvength
values with first and second nominal field strength
values, respectively, of a nominal value field; and

d) determining whether a velaving of the first or second
electromagnetic fields has occurred if the comparing
step indicates that one or more of the first and second
actual field strength values deviates from the first or
second nominal field strength values, vespectively, by

more than a thrveshold amount.
26. The method of claim 25, wherein the first electromag-

netic field is transmitted from a first transmitting antenna of

a transmitter and the second electromagnetic field is trans-
mitted from a second transmitting antenna of the transmitter.
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27. The method of claim 26, wherein the first and second

transmitting antennas ave spatially separated from each
other.

28. The method of claim 25, wherein the first and second
electromagnetic fields have the same amplitude.

29. The method of claim 25, wherein the first and second

electromagnetic fields include the same signal and wherein
the first and second electromagnetic fields arve transmitted
from differvent antennas of a transmitter.

30. A apparatus comprising.

a receiver,

configured to receive a first electromagnetic field and a
second electromagnetic field,

configure to determine a first actual field strength value
of the first electromagnetic field and a second actual
field strength value of the second electromagnetic
field,

configured to compare the first and second actual field
strength values with first and second nominal field
strength values, respectively, of a nominal value
field, and

configured to determine a relaying of at least one of the
fivst or second electromagnetic fields has occurred if
the comparison indicates that at least one of the first
or second actual field strength values deviates from
the first or second nominal field strength values,

respectively, by movre than a threshold amount.
31. The apparatus of claim 30, further comprising.

a transmitter,
configured to transmit the first electromagnetic field
from a first antenna, and
configured to transmit the second electromagnetic field
from a second antenna.
32. The apparatus of claim 31, wherein the first and sec-
ond electromagnetic fields include the same signal.
33. The apparatus of claim 30, wherein the receiver com-
prises three antennas orthogonally oviented.
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