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METHOD AND SYSTEM FOR VERIFYING
THE AUTHENTICITY OF A FIRST
COMMUNICATION PARTICIPANTS IN A
COMMUNICATIONS NETWORK

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s based on and hereby claims priority to

German Application No. 19927 271.9 filed on Jun. 15, 1999
in Germany, and PCT Application No. PCT/DEO00/01788
filed on May 31, 2000, the contents of which are hereby

incorporated by reference. This application 1s a reissue of
10/009/975, patent 6,980,796.

BACKGROUND OF THE INVENTION

The 1nvention relates to a method and an arrangement for
checking the authenticity of a first communication sub-
scriber 1n a communications network.

In a communications network, data 1s generally transmuit-
ted between communication subscribers, for example a ser-
vice provider and a service user. In order to protect a com-
munications network against penetration of an unauthorized
communication subscriber into the communications
network, the authenticity of each communication subscriber
1s generally checked.

3G TS 33.102 Version 3.0.0 Draft Standard, 3% Genera-
tion Partnership Project, Technical Specification Group Ser-
vices and System Aspects, 3G Security, Security
Architecture, 05/1999 (*the 3G reference™) discloses a
method and an arrangement for checking the authenticity of
a communication subscriber, 1n particular of a service pro-
vider or of a service user in a communications network.

The method known from the 3G reference and the corre-
sponding arrangement are based on what 1s referred to as 3G
TS 33.102 Version 3.0.0 Draft Standard, which describes a

security architecture of a mobile phone system.

In FIG. 4, the procedure during the checking of the
authenticity of a communication subscriber, such as 1s
known from the 3G reference 1s 1llustrated symbolically and
parts thereot will be explained below brietly.

A transmission of data 1s illustrated 1n FIG. 4 by an arrow
in each case. A direction of an arrow characterizes a trans-
mission direction during a data transmission.

FIG. 4 shows a mobile phone system 400, comprising a
user 401 of a communication service, for example a mobile
phone, and a provider 402 of a communication service. The
provider 402 comprises a dial-1n network 403 with a dial-in
network operator from which the user 401 locally requests a
communication service, and a home network 404 with a
home network operator with which the user 401 1s signed on
and registered.

In addition, the user 401, the dial-in network 403 and the
home network 404 each have a central processing unit with a
memory, for example a server (central computing unit), with
which processing unit the procedure described below 1s
monitored and controlled and on which memory data 1s
stored.

The dial-in network 403 and the home network 404 are
connected to one another via a data line over which digital
data can be transmitted. The user 401 and the dial-in network
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2

403 are connected to one another via any desired transmis-
sion medium for the transmission of digital data.

During a communication, the user 401 dials 410 into the
dial-in network 403. At the start of the communication,
checking of both the authenticity of the user 401 and the

authenticity of the provider 402 1s carried out.

r

Io do this, the dial-in network 403 requests 411 what 1s
referred to as authentication data trom the home network

404, with which data the authenticity of the user 401 and of
the provider 402 can be checked.

The authentication data which 1s obtained from the home
network 404 comprises a random number and a sequential
number of the provider 402. The sequential number of the
provider 402 1s obtained 1n such a way that a counter of the
provider 402 increases the sequential number of the provider
402 by the value 1 at each attempt at communication
between the user 401 and the provider 402.

It 15 to be noted that the random number and the sequential
number ol the provider 402 only constitute part of the
authentication data and are not to be understood as compre-
hensive. Further authentication data 1s known from the 3G
reference.

r

I'he home network 404 transmits 412 the requested
authentication data to the dial-in network 403. The dial-in
network 403 processes the received authentication data in a

suitable way 413, and transmits the processed authentication
data to the user 401.

The user 401 checks 415 the authenticity of the provider
402 using a dedicated sequential number, which 1s handled
in a way corresponding to the sequential number of the pro-

vider 402, and using the sequential number of the provider
402.

The procedure during the checking of the authenticity of
the provider 402 1s described in the 3G reference.

A result of the checking of the authenticity of provider
402, “authenticity of provider satisiactory” 416, “authentic-
ity of provider satisfactory but sequential fault has occurred”
417 or “authenticity of provider not satisfactory” 418, is
transmitted 419 from the user 401 to the provider 402.

In the case of the result “authenticity of provider satisiac-
tory” 416, the dial-1n network 403 checks 420 the authentic-
ity of the user 401 as described 1n the 3G reference.

In the case of the result “authenticity of provider not satis-
factory” 418, the communication 1s interrupted and/or
restarted 421.

In the case of the result “authenticity of provider satisiac-
tory but a sequential fault has occurred” 417, resynchroniza-
tion takes place 1n such a way that the home network 404
transmits 422 a resynchronization request to the user 401.
The user responds with a resynchronization response in
which resynchronization data 1s transmitted 423 to the home
network 404. The sequential number of the provider 402 1s
changed 424 as a function of the resynchronization
response. The authenticity of the user 401 1s then checked, as
1s known from the 3G reference.

The procedure described has the disadvantage that during,
checking of the authenticity of a communication subscriber,
in particular during the checking of the authenticity of a
service provider, a large amount of data has to be transmitted
between the communication subscribers.

SUMMARY OF THE INVENTION

One aspect of the invention 1s thus based on simplilying
and improving the known method and the known
arrangement, to yield a simplified and improved arrange-
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ment for checking the authenticity of a communication sub-
scriber 1n a communications network.

In the method for checking the authenticity of a first com-
munication subscriber 1n a communications network, a first
fault information 1tem 1s formed 1n the first communication
subscriber using a fault detection data item of the first com-
munication subscriber and an information item relating to a

random data 1tem. In a second communication subscriber in
the communications network, a second fault information
item 1s formed using a fault detection data item of the first
communications subscriber and the information relating to
the random data item.

The authenticity of the first communication subscriber 1s
checked using the first fault information item and the second
fault information 1tem.

In the arrangement for checking the authenticity of a first
communication subscriber 1n a communications network,
the first communication subscriber i1s set up 1 such a way
that a first fault information item can be formed using a fault
detection data item of the first communication subscriber
and an information item relating to a random data item. In
addition, the arrangement has a second communication sub-
scriber 1n the communications network which 1s set up 1n
such a way that a second fault information item can be
formed using a fault detection data item of the second com-
munication subscriber and the information relating to the
random data item. The authenticity of the first communica-
tion subscriber can be checked using the first fault informa-
tion item and the second fault information 1tem.

The checking of the authenticity of a communication sub-
scriber 1n a communications network 1s to be understood as
meaning method steps which are carried out 1n the wider
sense with checking of the authorization of a communication
subscriber for access to a communications network or par-
ticipation 1n communication in a communication network.

This thus encompasses both method steps which are car-
ried out within the scope of the checking of the authorization
ol a communication subscriber for access to a communica-
tions network and such method steps which are carried out
within the scope of the processing or the administration of
data which 1s used 1n the checking.

The developments described below relate to the method
and to the arrangement.

The development described below can be implemented
cither using soitware or hardware, for example using a spe-
cific electrical circuit.

In one refinement, the first communication subscriber 1s a
service provider and/or the second communication sub-
scriber 1s a service user in the communications network.

A sequential number 1s preferably used as the fault detec-
tion data item.

In one refinement, the mmformation relating to the random
data item 1s a random number.

In one development, the checking of the authenticity 1s
simplified by determining a difference between the fault
detection data item of the first communication subscriber
and the fault detection data item of the second communica-
tion subscriber.

In one refinement, the checking of the authenticity 1s fur-
ther improved with respect to the security of the communica-
tions network by limiting the difference.

One development 1s preferably used within the scope of a
mobile phone system. In the mobile phone system, the ser-
vice user 1s implemented as a mobile phone and/or the ser-
vice provider 1s implemented as a mobile phone network
operator.
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4
BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages of the present
invention will become more apparent and more readily
appreciated from the following description of the preferred
embodiments, taken in conjunction with the accompanying
drawings of which:

FIG. 1 shows a mobile phone system;

FIG. 2 shows an outline 1n which checking of the authen-
ticity of a communication subscriber 1s 1llustrated symboli-
cally;

FIG. 3 shows a flowchart 1n which individual method
steps are 1llustrated during checking of the authenticity of a
service provider 1n a communications network; and

FIG. 4 shows an outline 1n which checking of the authen-
ticity of a communication subscriber 1n accordance with the
3G TS 33.102 Version 3.0.0 Standard 1s illustrated symboli-

cally.

DETAILED DESCRIPTION OF THE
EMBODIMENT

Reference will now be made in detail to the preferred
embodiments of the present mvention, examples of which
are 1llustrated 1n the accompanying drawings, wherein like
reference numerals refer to like elements throughout.

PR.

L1
=]

ERRED

Exemplary Embodiment: Mobile Phone System

A mobile phone system 100 1s illustrated 1in FIG. 1. The
mobile phone system 100 comprises a mobile phone 101, a
local dial-in network 102 with a dial-in network operator

103 and a home network 104 with a home network operator
105.

The mobile phone 101 1s signed on and registered 1n the
home network 104.

In addition, the mobile phone 101, the dial-1n network 102
and the home network 104 each have a central processing
unmt 106, 107, 108 with a memory 109, 110, 111, with which
processing units 106, 107, 108 the procedure described
below 1s monitored and controlled, and on which memories

109, 110, 111 data 1s stored.

The dial-in network 102 and the home network 104 are
connected to one another via a data line 112 via which digi-
tal data can be transmitted. The mobile phone 101 and the
dial-in network 102 are connected to one another via any
desired transmission medium 113 for transmitting digital
data.

The procedure during the checking of the authenticity of
the mobile phone 101 and the procedure during the checking
of the authenticity of the home network 104 and/or of the
home network operator 105 are 1llustrated symbolically in
FIG. 2, and parts thereof will be explained below brietly.

The transmission of data in FIG. 2 1s illustrated in each
case by an arrow. A direction of an arrow characterizes a
transmission direction during a data transmission.

The procedure which 1s described below and illustrated
symbolically in FIG. 2 1s based on what 1s referred to as a 3G
TS 33.102 Version 3.0.0 Standard, which describes a secu-
rity architecture of a mobile phone system and 1s described
in the 3G reference.

During a communication, the mobile phone 201 dials 210
into the dial-in network 203. At the start of the
communication, checking both of the authenticity of the
mobile phone 201 and of the authenticity of the home net-
work 204 and/or of the home network operator takes place.

To do this, the dial-1n network 203 requests 211 authenti-
cation data from the home network 204, with which authen-
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tication data the authenticity of the user 201 and of the home
network 204 and/or of the home network operator can be

checked.

The authentication data which 1s determined by the home
network 204 comprises a random number and a sequential
number of the home network 204 (ci. FIG. 3 step 310). The
sequential number of the home network 204 1s determined 1n
such a way that a counter of the home network 204 increases
the sequential number of the home network 204 by the value
1 at each attempt at communication between the mobile
phone 201 and the home network 204.

It 1s to be noted that the random number and the sequential
number of the home network 204 only constitute part of the
authentication data and are not to be understood as compre-
hensive. Further authentication data 1s specified in the 3G
reference.

The home network 204 transmits 212 the requested
authentication data to the dial-in network 203. The dial-in
network 203 processes the received authentication data 1n a

suitable way 213 and transmits the processed authentication
data to the mobile phone 201.

The mobile phone 201 checks 215 the authenticity of the
home network 204 using a dedicated sequential number
which 1s handled 1n a way corresponding to the sequential
number of the home network 204, and using the sequential
number of the home network 204. In a way corresponding to
the home network 204, the mobile phone 201 also has a
counter.

The procedure during the checking of the authenticity of
the home network 204 1s described 1n the 3G reference.
Method steps which differ therefrom are described below.

What 1s referred to as overtlow checking of the counter of
the mobile phone 201 1s carried out within the scope of the
checking of the authenticity of the home network 203. This
overflow checking prevents overflowing of an acceptable
numerical range of the counter of the mobile phone 201.

In the overflow checking, the following conditions are

tested:

1) sequential number of the home network 204>sequential
number of the mobile phone 201;

2) sequential number of the home network 204-sequential
number of the mobile phone 201<—predefinable devia-

tion (1,000,000);

the following applying for the predefined deviation:
predefinable deviation 1s sufliciently large in order to
ensure, during normal or fault-free communications
operation:
that the sequential number of the home network 204—
sequential number of the mobile phone 201 1s
not>predefinable deviation;
the maximum permissible sequential number of the
mobile phone 201/predefinable deviation 1s suili-
ciently large in order to ensure that the maximum
permissible sequential number of the mobile
phone 201 1s not reached during operation.

The result of the checking of the authenticity of the home
network 204, “authenticity satistactory” 216, “authenticity
satisfactory but a sequential fault has occurred” 217 or
“authenticity not satisfactory” 218 1s transmitted 219 to the
home network 204 from the mobile phone 201.

In the case of the result “authenticity satisiactory” 216,
the dial-in network 203 checks 220 the authenticity of the
mobile phone 201, as described in 3G reference.

In the case of the result “authenticity not satistactory”™
218, the communication 1s interrupted or restarted 221.
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In the case of the result “authenticity satisfactory but a
sequential fault has occurred” 217, resynchronization 222
takes place. Resynchronization 1s to be understood as a
change of the sequential number of the home network 204.

For this purpose, the mobile phone 201 transmits 222
resynchronization data to the dial-in network 203.

The resynchronization data comprises the same random
number which was transmitted within the scope of the

authentication data, and the sequential number of the mobile
phone 201 (ct. FIG. 3 step 320).

The dial-in network 203 processes the resynchronization
data 1n a suitable way and transmits the processed resynchro-
nization data to the home network 204.

The home network 204 checks the sequential number of
the mobile phone 201 and the sequential number of the home
network 204 using the processed resynchronization data,

and 11 appropnate changes 223 the sequential number of the
home network 204 (c1. FIG. 3 step 330).

The home network 204 sequentially transmits new
authentication data, which if appropriate comprises the
changed sequential number of the home network 204, to the
dial-in network 203.

In order to illustrate the described procedure, important
steps 300 of the procedure are 1llustrated 1n FIG. 3.

FIG. 3 shows a first step 310 within the scope of which the
authentication data (first fault information) 1s determined.
The resynchronization data (second fault information) 1s
determined within the scope of a second step 320.

The sequential number of the mobile phone and the
sequential number of the home network are checked within
the scope of a third step 330, using the resynchronization
data.

An alternative of the first exemplary embodiment 1s
described below.

In the alternative exemplary embodiment, a method 1s
implemented 1n which the home network 1s made more reli-
able with respect to a data in the event of a system crash.

For this purpose, the current sequential number of the
home network 1s stored in the memory of the home network,
in each case at a predefinable time interval. A sequential
number of the home network which has been lost during a
system crash of the home network is restored in such a way
that a predefinable additional value 1s added to the value of
the stored sequential number. The predefinable additional
value 1s dimensional in such a way that exceeding of the sum
of the sequential number of the mobile phone and the pre-
definable deviation 1s not exceeded.

In the alternative exemplary embodiment, the predefin-
able additional value 1s determined in such a way that an
average number of authentication attempts on one day by the
home network, which number 1s determined during opera-
tion of the communications network, 1s multiplied by a fac-
tor with the value 10.

The mvention has been described in detail with particular
reference to preferred embodiments thereol and examples,
but 1t will be understood that variations and modifications
can be eflected within the spirit and scope of the invention.

What 1s claimed 1s:

1. A method for checking the authenticity of a first com-
munication subscriber 1n a communications network, com-
prising;:

forming a first fault information 1tem 1n the first commu-

nication subscriber using a fault detection data item of
the first communication subscriber and an information
item relating to a random data 1item which has been
transmitted to the first communication subscriber by a
second communication subscriber 1n the communica-

tions network:
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transmitting the first fault information to the second com-
munication subscriber by the first communication
subscribetr,

forming a second fault information i1tem in the second
communication subscriber using a fault detection data
item of the second communication subscriber and the
information item relating to the random data item:;

checking the authenticity of the first communication sub-
scriber 1n the second communication subscriber using
the first fault information item and the second fault
information item.

2. The method as claimed 1n claim 1, wherein a difference
1s determined between the fault detection data item of the
first communication subscriber and the fault detection data
item of the second communication subscriber.

3. The method as claimed in claim 2, wherein the differ-
ence 1s limited.

4. The method as claimed 1n claim 1, wherein the first and
second communication subscribers are part of a mobile
phone system.

5. The method as claimed 1n claim 2, wherein the first and

second communication subscribers are part of a mobile
phone system.

6. The method as claimed in claim 3, wherein the first and
second communication subscribers are part of a mobile
phone system.

7. A system for checking authenticity 1n a communica-
tions network, comprising:

a first communication subscriber to form a first fault infor-

mation using a fault detection data item of the first com-
munication subscriber and an information 1tem relating,

to a random data 1item which has been transmaitted to the
first communication subscriber, and to transmait the first
fault information;

a second communication subscriber to transmit the nfor-
mation relating to the random data 1tem to the first com-
munication subscriber, to receive the first fault informa-
tion from the first communication subscriber, to form a
second fault information using a fault detection data
item of the second communication subscriber and the
information relating to the random data item, and to
check the authenticity of the first communication sub-
scriber using the first fault information and the second
fault information.

8. The system as claimed in claim 7, wherein the first
communication subscriber 1s a service provider and the sec-
ond communication subscriber 1s a service user in the com-
munications network.

9. The system as claimed in claim 8, wherein the service
provider 1s a mobile phone operator and the service user is a
mobile phone.
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10. The system as claimed 1n claim 7, wherein the fault
detection data 1tems are sequential numbers.

11. The system as claimed 1n claim 10, wherein the infor-
mation relating to the random data 1tem 1s a random number.

12. The system as claimed 1n claim 7, wherein the first and
second communication subscribers are part of a mobile
phone system.

13. The system as claimed in claim 10, wherein the first
communication subscriber 1s a service provider and the sec-
ond communication subscriber 1s a service user in the com-
munications network.

14. The system as claimed 1n claim 13, wherein the ser-
vice provider 1s a mobile phone operator and the service user
1s a mobile phone.

15. The system as claimed in claim 11, wherein the first
communication subscriber 1s a service provider and the sec-
ond communication subscriber 1s a service user in the com-
munications network.

16. The system as claimed 1n claim 15, wherein the ser-
vice provider 1s a mobile phone operator and the service user
1s a mobile phone.

17. The system as claimed 1n claim 8, wherein the fault
detection data items are sequential numbers.

18. The system as claimed 1n claim 17, wherein the infor-
mation relating to the random data 1tem 1s a random number.

19. The system as claimed 1n claim 18, wherein the ser-
vice provider 1s a mobile phone operator and the service user
1s a mobile phone.

20. A method for a second communication subscriber to
confirm the authenticity of a first communication subscriber
in @ communications network, comprising.

transmitting an information item relating to a random
data item to the first communication subscriber,

receiving a first fault information item from the first com-
munication subscriber, the first fault information item
being formed using a fault detection data item of the
first communication subscriber and the information
item relating to the vandom data item;

forming a second fault information item in the second
communication subscriber using a fault detection data
item of the second communication subscriber and the
information item relating to the vandom data item; and

checking the authenticity of the first communication sub-

scriber in the second communication subscriber using
the first fault information item and the second fault
information item.
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