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Fig. 4
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Fig. 5B
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Fig. 11B
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Fig, 12
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STORAGE MEDIUM FOR PREVENTING AN
IRREGULAR USE BY A THIRD PARTY

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifi-
cation; matter printed in italics indicates the additions
made by reissue.

This 1s a division of application Ser. No. 08/341,176 filed
on Nov. 18, 1994, now U.S. Pat. No. 5,555,304 which 1s a
divisional of application Ser. No. 08/031,339 filed on Mar.
15, 1993 now U.S. Pat. No. 5,392,351.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an electronic data pro-
tection system, and more particularly, 1t relates to an elec-
tronic data protection system for protecting electronic data,
for example, software used for a computer and data pub-
lished electronically, from being illegally copied by a third
party.

2. Description of the Related Art

Recently, various computers, electronic publishing and
the like, which utilize electronic data, are widely used in
various fields. In general, software and electronic data are
protected by copyright 1s various countries.

However, it 1s relatively easy for a third party to illegally
copy electronic data suflers significant damage 1n that he
cannot derive legitimate benefits. As a result of this damage,
the cost of electronic data, 1.e., the software and electroni-
cally published data rises so that users also sufler due to
increased prices.

Accordingly, 1t 1s necessary to provide a protection system
for electronic data, such as software and electromically
published data, in addition to protection by means of copy-
right.

SUMMARY OF THE INVENTION

The object of the present invention 1s to provide an
clectronic data protection system enabling certain protection
of electronic data, such as soitware used for a computer and
clectronically published data from illegal copying by a third
party.

In accordance with the present invention, there is pro-
vided an electronic data protection system for protecting
clectronic data from illegal copying by a third party, the
system 1ncluding;:

a storage medium for storing an encrypted electronic data,

a medium number and as encrypted permission infor-
mation; a vendor computer having a personal key
generating umt for generating a medium key based on
the medium number, an electronic data decrypting key,
and an encrypting unit for encrypting the electronic
data decrypting key based on the medium key to
generate the encrypted permission information; and a
user computer having a personal key generating unit for
generating a medium key based on the medium
number, a decrypting unit for decrypting the encrypted
permission information based on the medium key to
generate an electronic data decrypting key which 1s the
same as the electronic data decrypting key of the
vendor computer, and a decrypting unit for decrypting
the encrypted electronic data based on the electronic
data decrypting key to generate plain text
(unencrypted) electronic data.

In a preferred embodiment, the electronic data 1s software
used 1n a computer.
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2

In another preferred embodiment, the electronic data 1s
clectronically published data.

In still another preferred embodiment, the storage
medium stores a plurality of encrypted electronic data, and
cach encrypted electronic data has a different electronic data
decrypting key; the vendor computer encrypts only an
clectronic decrypting key for the encrypted electronic data
permitted by a vendor by using the medium key, and stores
the encrypted electronic data key on the storage medium as
the encrypted permission information; and the user com-
puter decrypts the encrypted electronic data corresponding
to the encrypted permission information.

In still another preferred embodiment, the vendor com-
puter writes the medium number on the storage medium 1s
an un-writable form which the user computer cannot rewrite.

In still another preferred embodiment, the vendor com-
puter stores the encrypted permission information on a
different storage medium, and the different storage medium
1s supplied for use with the user computer.

In still another preferred embodiment, the vendor com-
puter transiers the encrypted permission information to the
user computer through a transmission line, and the user
computer decrypts the encrypted electronic data from the
storage medium based on the encrypted permission infor-
mation.

In still another preferred embodiment, the vendor com-
puter sends the encrypted permission information to the user
in a document, and the user computer decrypts the encrypted
clectronic data from the storage medium based on the
encrypted permission imformation described in the docu-
ment.

In still another preferred embodiment, the storage
medium 1s an optical magnetic disk, or a partially embossed
optical disk.

In still another preferred embodiment, the vendor com-
puter further comprises a software encrypting key manage-
ment table including software names and encrypting keys
corresponding to respective software names.

In still another preferred embodiment, the user computer
further comprises a software decrypting key management
table including software names and decrypting keys corre-
sponding to respective solftware names.

BRIEF EXPLANATION OF THE DRAWINGS

In the drawings:

FIG. 1 1s a schematic block diagram of a conventional
clectronic data protection system;

FIG. 2 1s a principal view of the present invention;
FIG. 3 shows one embodiment of the present invention;

FIG. 4 1s a flowchart of a storage process of software
according to the present invention;

FIGS. 5A and 5B are explanatory views for one example
of the encrypting process;

FIG. 6 shows a solftware encrypting key management
table according to an embodiment of the present invention;

FIGS. 7, 7A and 7B are flowcharts for generating per-
mission information;

FIG. 8 1s an explanatory view ol generation of the
permission information;

FIGS. 9, 9A and 9B are flowcharts for a decrypting
process of software;

FIGS. 10A, 10B, and 10C are explanatory views of a
program as electronic data;

FIG. 11A, 11B, and 11C are explanatory views of data as
electronic data;
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FIG. 12 1s an explanatory view of a ROM/RAM mixed
type optical magnetic disk;

FIG. 13 1s an explanatory view for permission informa-
tion stored in another storage medium; and

FIG. 14 1s an explanatory view of multiple software
written on one storage medium.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Before describing the preferred embodiments, a conven-
tional art and 1ts problems will be explained below.

FIG. 1 1s a schematic block diagram of a conventional
clectronic data protection system, particularly, a software
protection system. The feature of the conventional software
protection system lies 1n generation of permission mforma-
tion 72 by using a user’s personal number 91 as explained
in detail below.

As shown 1n the drawing, a soitware storage medium 71,
for example, an optical magnetic disk, a CD-ROM, a floppy
disk and the like, 1s provided by a vendor to a user. That 1is,
the vendor provides the software storage medium 71 storing,
the software to the user. The software storage medium 71
includes the permission information 72 and encrypted sofit-
ware 73. The vendor computer includes a personal key
generating unit 81, a software decrypting key 82 and an
encrypting circuit 83. Further, the user computer includes
the user’s personal number 91, a personal key generating
unit 92, a decrypting circuit 93, a software decrypting key
94, and a decrypting circuit 935.

The software 1s stored 1n the software storage medium 71
alter encryption. A user’s personal key 1s generated by using
the user’s personal number 91, and the software decrypting,
key 82 1s decrypted by the user’s personal key so that the
encrypting circuit 83 encrypts the software decrypting key
82 to generate the permission information. The permission
information 1s stored on the software storage medium 71.

The user buys the software storage medium 71 including
the permission mnformation 72 and the encrypted software
73, and the user computer decrypts the encrypted software
73 so that 1t 1s possible to execute the unencrypted program.

In the vendor computer, the personal key generating unit
81 generates the personal key based on the user’s personal
number 91, for example, an apparatus number of a computer.
The software decrypting key 82 decrypts the encrypted
software 73. The encrypting circuit 83 generates the per-

mission information 72 for storage on the software storage
medium 71.

In the user computer, the personal key generating unit 92
receives the user’s personal number 91 and generates the
user’s personal key. The decrypting circuit 93 decrypts the
permission information 72 from the software storage
medium 71 based on the personal key 81. The software
decrypting key 94 1s input to the decrypting circuit 95, the
decrypting circuit 95 decrypts the encrypting software 73 to
generate the plate text software. As a result, the plain text

soltware 1s loaded into a main storage of the user computer.

An explained above, the conventional software protection
system utilizes a user’s personal number (or, an apparatus
number of a computer) and a personal key.

In use of the personal number for the computer, the
execution for the computer 1s applied by the permission
information 72 so that only that computer can execute the
plain text software. Accordingly, the user cannot utilize a
different computer even if he 1s authorized. Further, 1t 1s
impossible to transier such plain text software to a third

party.
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4

In use of the personal number for portable hardware, 1t 1s
necessary to provide an interface between the hardware and
the computer so that the total cost for protection rises.

As a feature of the present invention, a storage medium
for storing electronic data includes a medium number. A
vendor authorizes use of the medium number. According to
the present invention, 1t 1s possible to access only electronic
data stored on the medium authorized by the vendor.

FIG. 2 1s a principal view of the present invention. In FIG.
2, the storage medium 1 includes a medium number (or
medium personal number) 12, permission information 13,
and encrypted electronic data 14. In the present invention,
the electronic data includes computer software and elec-
tronically published data, as explained below. The vendor
computer includes a medium personal key generating unit
21, an electronic data decrypting key 22, and a decrypting
umt 23. The user computer 1includes a medium personal key
generating unit 31, a decrypting unit 32, an electronic data
decrypting key 33, and a decrypting unit 34.

The personal key generating unit 21 and 31 generate a
medium key based on the medium number 12. The encrypt-
ing unit 23 encrypts the electronic data decrypting key 22
based on the medium key.

The decrypting unit 32 decrypts the permission informa-
tion 13 based on the medium key, and generates the elec-
tronic data decrypting key 33. Further, the decrypting unit 34
decrypts the encrypted electronic data 14 based on the
clectronic data decrypting key 33, and generates the plain
text electronic data.

In the present invention, brietly, only the medium number
13 and the encrypted electronic data 14 are previously stored
in the storage medium 1.

In the vendor computer, the personal key generating unit
21 generates the medium key based on the medium number,
the encrypting unit 23 encrypts the electronic data decrypt-
ing key 22 based on the medium key, and the encrypting unit
23 writes the encrypted data onto the storage medium 1 as
the permission mformation 13.

In the user computer, the personal key generating unit 31
generates the medium key based on the medium number 12
of the storage medium 1, the decrypting unit 32 decrypts the
permission information 13 based on the personal key, and
generates an original electronic data decrypting key 33, and
decrypting unit 34 decrypts the encrypted electronic data 14
based on the original electronic data decrypting key 33, and
provides the plain text electronic data.

Further, a different electronic data decrypting key 22 1s
provided for every encrypted electronic data 14. Only the
clectronic data decrypting key 22 of the encrypted electronic
data 14. In which the use 1s permitted in the vendor
computer, 1s encrypted by the medium key, and stored on the
storage medium 1 as the permission information 13. Further,
only the encrypted electronic data corresponding to this
permission information 13 stored on the storage medium 1
1s decrypted in the user computer to provide the plain text
clectronic data.

Still further, only the medium number 12 may be written
onto the storage medium 1 in the un-rewritable form by the
user computer. Still further, only the permission information
13 may be stored on another medium, for example, a floppy
disk, by the vendor computer, and be provided for use 1n the
user computer. Still further, the vendor may transier the
permission information 13 to the user computer through a
transmission line, so the user computer can decrypt the
encrypted electronic data 14 based on the permission infor-
mation 13 to provide the plain text electronic data.
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In this case, as the encrypted electronic data 14, there are
soltware for operating various computers, or various types
of data (character data, image data, sound data), and these
are encrypted to protect content thereol. Accordingly, since
the medium 1 storing the encrypted electronic data 14
includes the medium number 1n the un-rewritable form, the
vendor computer allows use of the electronic data having the
medium number. Accordingly, it 1s possible to use only the
encrypted electronic data 14 stored on the correct medium 1
and authorized by the vendor. As a result, 1t 1s possible to
transier the stored electronic data to another user so that it
1s possible to use this medium 1 1n another computer.

FIGS. 3 to 14 are explanatory views for embodiments of
the present ivention. As one example of electronic data
shown 1n FIG. 2, an explanation 1s given next for software
used for a computer.

FIG. 3 shows one embodiment of the present invention. In
FIG. 3, the software storage medium 11, for example, an
optical magnetic disk (particularly, a disk having a capacity
in the range of several hundred M-byte to several G-byte),
1s a medium for storing software authorized by a vendor for
use by a user. The solftware storage medium 11 stores the
medium number 12 in an un-rewritable form, the permission
information 13 granting permission for use of the solftware
to the user, and the encrypted software 13.

The medium number 12 1s a particular personal number
for the medium 11, and this medium number cannot be
rewritten (1.e., 1s un-rewritable) by the user. That 1s, this
medium number 12 1s written 1nto an area which the user
cannot rewrite. This area can be managed in various forms.
For example, this area may be managed by an Operating
System (OS). Further, 1t may be possible to arranged that
this area cannot be rewritten by means of the Operating
System.

The permission information 13 1s provided from the
vendor to the user to permit use of the software. In this case,
this permission information 13 incorporates encrypted data
for decrypting the encrypted software 15 (see, FIGS. 7 and
8). The encrypted software 15 1s shown 1n FIGS. 4 to 6.

The vendor computer includes the personal key generat-
ing unit 21, the software decrypting key 24, and the encrypt-
ing unit 23. The personal key generating unit 21 generates
the medium key based on the medium number 12 read from
the software storage medium 11 (see, FIG. 7). The encrypt-
ing unit 23 encrypts the software decrypting key 24 based on
the medium key generated by the personal key generating
unit 31. The data encrypted by the encrypting unit 23 1s
stored 1n the software storage medium 11 as the permission
information 13.

The user computer includes the personal key generating
unit 31, the decrypting unit 32, the software decrypting key
35, and the decrypting unit 34. The personal key generating
unit 31 generates the medium key based on the medium
number 12 read from the software storage medium 11 (see,
FIG. 7). The decrypting umt 32 decrypts the permission
information 13 read from the soiftware storage medium 11
based on the medium key generated by the personal key
generating unit 31, and generates the software decrypting
key 35 (see, FIG. 9). The decrypting unit 34 decrypts the
encrypted software 15 read from the software storage
medium 11 based on the software decrypting key 35, and
generates the plain text software (see, FIG. 9). The user
computer then executes the plain text software.

FIG. 4 1s a flowchart of a storage process of the software
according to the present invention. This flowchart shows the
storage process of the encrypted software 15 and the
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encrypted permission information 13. In step S1, the vendor
generates the software, for example, a job program, etc., and
stores the generated software onto the software storage
medium. In step S2, the vendor generates the software
encrypting key. In step S3, the software encrypting key 1s
stored 1n an encrypting key management table (see, FIG. 6)
corresponding to each software. That 1s, the encrypting key
generated by step S2 1s stored 1n the encrypting key man-
agement table in correspondence with the name of the
soltware generated by step S1.

In step S4, the software encrypting key corresponding to
the software designated by the vendor 1s taken from the
encrypting key management table. In step S5, the vendor
encrypts the plain text software by using the software
encrypting key taken from the encrypting key management
table to generate the encrypted software. As shown in FIG.
5, a main body of the software 1s encrypted by the encrypting
key so as to generate the encrypted software body by using,
for example, a data encryption standard (DES) which 1s
widely used 1n the United States. As shown in FIG. 3B, i
the DES, the main body of the software having 64-bit train
1s encrypted to the same 64-bit train, but having a different
bit order.

In step S6, the encrypted software 1s stored 1n the storage
medium of the vendor (or, a manufacturer of the medium) so
that 1t 1s possible to hold the once encrypted software.
Accordingly, 1n a subsequent use of the software, the
encrypting process can be omitted by the vendor since the
software held on the medium 1s used again. In step S7, the
encrypted software 1s stored on the software storage medium
11. In step S8, the vendor determines whether or not the
encrypting process for the software 1s completed and the
encrypted software 1s stored on the storage medium. When
the result 1s “YES”, the encrypting process 1s completed by
the vendor.

When the result 15 “NO”, the encrypting process returns
to the step S7 and sequentially stores the encrypted software
having the name of the software designated. As explained
above, the encrypted software i1s stored on the software
storage medium 11.

FIGS. 5A and 5B are explanatory views of one example
of the encrypting process. A header portion H includes a
soltware name as an identifier, and a main body of the
software S 1includes the plain text software. The header
portion H 1s not encrypted, and the main body of the
software S 1s encrypted by the encryptmg key K. The
encryption 1s performed, for example, using the DES (Data
Encryption Standard) as shown in FIG. 5B. The DES is
already known 1n the United States.

As shown 1n FIG. 8B, according to the encrypting process
of the DES, the 64-bit bit train of the plain text software 1s
converted to the same 64-bit train as above, but having a
different bit order. The decrypting unait decrypts the

encrypted 64-bit train to the plain text software by using the
DES.

FIG. 6 shows a solftware encrypting key management
table according to an embodiment of the present invention.
As shown in the drawing, the software encrypting key
management table 4 1s formed by the same of the software
and the encrypting key corresponding to the name of the
soltware. An escape character “ENC” 1s attached to each
soltware name to indicate that the corresponding soitware 1s
already encrypted. Further, the encrypted key 1s formed by
a 64-bit bit train as explained above.

(1) Regarding the plain text software to be stored onto the
storage medium, the software encrypting key 1s taken from
the software encrypting key management table.
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(2) The encrypting circuit 41 encrypts the plamn text
soltware based on the software encrypting key obtained by
the above (1).

(3) The encrypted software 1s stored on the software
storage medium 11 as the encrypted software 15.

The above steps are repeated for all plain text software
designated by the vendor. As explained above, since once
encrypted software 1s held by the vendor, this encrypted
soltware 1s stored again on the solftware storage medium
when another user requests this plain text software. The
medium number 12 1s provided for only the corresponding,
storage medium, and 1s written onto the medium 11 in an
un-rewritable form (1.e., the medium personal number can-
not be rewritten).

Further, the encrypting key stored 1n the soitware encrypt-
ing key management table 4 colacides with the decrypting
key when using an object key number as an encrypting
algorithm. As explained above, the software encrypting key
corresponding to the plain text software 1s taken from the
soltware encrypting key management table, the plain text
software 1s encrypted by the software encrypting key to
generate the encrypted software, and the encrypting sofit-
ware 1s stored 1n the software storage medium 11.

FIGS. 7A and 7B are flowcharts for generating permission
information, and FIG. 8 1s an explanatory view of generation
of the permission information. The tlowchart explains that
the permission information 13 i1s generated for the software
to be authorized and stored on the software storage medium.

In step S11, the name of the software to be authorized 1s
input to the software decrypting key management table 5. In
step S12, the software decrypting key i1s loaded from the
soltware decrypting key management table 5. As shown 1n
FIG. 8, the decrypting key corresponding to the name of the
soltware to be authorized 1s sent from the software decrypt-
ing key management table 5 to the encrypting circuit 33.

In step S13, the medium number 12 i1s loaded from the
software storage medium 11. In step S14, the medium key 1s
generated 1n the personal key generating circuit 211. That 1s,
as shown 1n FIG. 7B, the medium number (plain text, 1.e.,
unencrypted) 1s encrypted by a secret key (or, a secret
algorithm) so that the medium key (encrypted) 1s generated.
In general, 1n use of the DES, a secret key 1s used, and 1n use
of a secret algorithm, the secret key in not used.

In step S135, the software decrypting key (plain text, 1.e.,
unencrypted) 1s encrypted by the medium key so that the
permission information (encrypted) 1s generated. The DES
1s used for the above encrypting process. In step S16, the
permission information encrypted by the step S15 1s stored
in the software storage medium 11.

As explained above, brietly, the encrypted software 1s
stored on the software storage medium 11, the medium key
12 1s read therefrom, the software decrypting key 1s
encrypted by the medium key to generate the encrypted
permission information 13, and the encrypted permission
information 13 1s stored on the software storage medium 11.
Accordingly, the encrypted software 1 and the encrypted
permission information 13 are stored on the software storage
medium 11.

In FIG. 8, the software decrypting key management table
5 1s provided for massaging the software decrypting key
which 1s used when the encrypted software 15 1s decrypted
to derive the plain text software. The solftware decrypting
key 1s managed 1n correspondence with the software name.
The software decrypting key management table 5 stores the
decrypting key having the same structure as the software
encrypting key management table 4.
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(1) When the vendor sells permission information to a
user, the medium number 12 1s read from the software
storage medium 11. The personal key generating circuit 211

receives this medium number and generates the medium key
(see, step S14 of FIG. 7TA).

(2) Next, the software decrypting key corresponding to
the software to be sold 1s taken from the software decrypting
key management table 5, and this key 1s iput to the
encrypting circuit 231. This software decrypting key 1is
encrypted by the personal key 1n the encrypting circuit 231
so that the encrypting circuit 231 generates the permission
information 13. The permission information 13 includes the
solftware name having the escape character ENC and the
encrypted permission information, and this permission
information 13 1s stored on the software storage medium 11.
In this case, the software decrypting key and the algorithm
(or, the secret key) are protected by a known safety means
(not shown).

As explained above, the vendor generates the medium key
based on the medium number 12 read from the software
storage medium 11, encrypts the soiftware decrypting key
based on the medium key, and stores this software decrypted
key 1nto the software storage medium 11 as the permission
information 13.

FIGS. 9A and 9B are a flowcharts of a decrypting process
of the software. The user buys the software storage medium
11 and mounts 1t 1n the user computer. The software of the
storage medium 11 1s loaded into a main memory to execute
the program.

In step S21, the user computer receives an instruction to
execute the software. In step S22, the medium number 12 1s
taken from the software storage medium 11. In step S23, the
medium key (unencrypted) 1s encrypted by the secret key
(or, the algorithm) to generate the encrypted medium key. In
step S24, the encrypted permission information 1s decrypted
by th medium key so that the plain text software decrypting
key 1s generated.

In step S25, the encrypted software 15 1s read from the
software storage medium 11. In step S26, the encrypted
soltware 1s decrypted by the software decrypting key so that
the plain text software 1s generated. In step S27, the user
computer executes the plain text solftware.

As explained above, briefly, the medium key 1s generated
based on the medium key 12 from the software storage
medium 11, the permission mmformation 13 1s decrypted
based on the medium key to generate the soitware decrypt-
ing key 35, and the encrypted software 1s decrypted by the
soltware decrypting key 35 to generate the plain text soft-
ware.

FIGS. 10A, 10B, and 10C are explanatory views of a
program as electronic data. FIG. 10A shows an entire
structure, FIG. 10B shows a flowchart, and FIG. 10C 1s an
explanatory view of execution of the software. In FIG. 10A,
an optical magnetic disk 6 corresponds to the software
storage medium 11 of FIGS. 2 and 3, and stores the medium
number 12, the permission information 13 and the encrypted
program 16. The user buys the optical magnetic disk 6 and
mounts this disk 1n an optical magnetic apparatus. As other
examples, an optical disk, a CD-ROM, a floppy disk, a hard
disk, a magnetic tape, a cassette tape, and the like are known
as storage media.

A program loader 61 has a function of a key generating
process (personal key generating process 31) and a decrypt-
ing process (decrypting process 32 and 34), and loads the
corresponding decrypted program from the optical magnetic
disk 6 mto a main storage 63 in an execution stage of the
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program 1nstruction so that the execution state of the pro-
gram 1S established. The main storage 63 1s formed by a
RAM to expand the plain text program which 1s taken from
the optical magnetic disk 6.

In FIG. 10B, 1n step S31, the program loader 61 receives
the execution instruction for the program. In step S32, the
program loader 61 loads a program to be executed and
decrypts 1t. In step S33, the plain text program 1s expanded
in the main memory to obtain an executable plain text
program. In step S34, the plain text program in the main
memory 1s executed.

In FIG. 10C, a relationship between the soiftware storage
medium and the user computer 1s explained 1n detail.

(1) The user computer takes the medium number 12 from
the software storage medium 11, and sends 1t to the personal
key generating circuit 311 to generate the encrypted medium

key (see, step S23 of FIG. 9).

(2) The decrypting circuit 321 receives the permission
information 13 from the software storage medium 13, and
encrypts 1t based on the medium key from the generating
circuit 311. As a result, the software decrypting key 351
(corresponding to the software decrypting key 35) 1s
obtained by the decrypting circuit 321.

(3) The decrypting circuit 341 receives the encrypted
solftware 15 from the software storage medium 11, and
decrypts 1t based on the software decrypting key 3351 to
generate the plain text program, then the plain text program
1s stored 1in the main storage 63.

As explamned above, it 1s 1mpossible to decrypt the
encrypted software 15 1n which the permission information
13 1s not stored so that it 1s 1mpossible to execute such a
program. Further, 1f the software storage medium 11 1s
illegally copied by a third party, since the medium number
12 1s not provided or 1s different, it 1s impossible to decrypt
the correct software decrypting key 351 from the permission
information 13. As a result, it 1s impossible to decrypt the
encrypted program so that 1t 1s impossible to execute the
program. As explained above, in the user computer, an

algorithm and a secret key 1n the personal key generating
circuit 311, a software decoding key, and the plain text

soltware are protected by a known safety means.

FIG. 11A, 11B, and 11C are explanatory views for elec-
tronic data, for example, character data (text), symbols,
image data, and sound data. FIG. 11A shows an entire
structure, FIG. 11B shows a flowchart, and FIG. 11C 1s an

explanatory view showing execution of the software.

In FIG. 11 A, an optical magnetic disk 6 corresponds to the
soltware storage medium 11 of FIGS. 2 and 3, and stores the
medium number 12, the permission mformation 13 and the
encrypted data 17. The user buys the optical magnetic disk
6 and mounts this disk 1n an optical magnetic apparatus. As
other examples, an optical disk, a CD-ROM, a floppy disk,
a hard disk, a magnetic tape, a cassette tape, and the like are
known as storage media.

A read/write (R/W) module 64 has a function of a key
generating process (personal key generating process 31) and
a decrypting process (decrypting process 32 and 34), and
stores the corresponding decrypted data from the optical
magnetic disk 6 into a main storage 63 1n an execution stage
of the read struction. The main storage 63 1s formed by a
RAM to expand the unencrypted data which 1s taken from
the optical magnetic disk 6.

In FIG. 11B, in step S41, the R/W module 64 executes an
application program. In step S42, the R/W module 64 reads

the data from the optical magnetic disk. In step S43, the R/'W
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module takes the data and encrypts it. In step S44, the
unencrypted data 1s stored in the main memory 63. In step
45, the data 1s displayed and reproduced.

In FIG. 11C, a relationship between the data storage
medium and the user computer 1s explained 1n detail.

(1) The user computer takes the medium number 12 from
the data storage medium 111, and sends 1t to the personal key
generating circuit 311 to generate the encrypted medium key

(see, step S23 of FIG. 9).

(2) The decrypting circuit 321 receives the permission
information 13 from the data storage medium 111, and
encrypts it based on the medium key from the generating
circuit 311. As a result, the data decrypting key 352
(corresponding to the software decrypting key 35) 1s
obtained by the decrypting circuit 321.

(3) The decrypting circuit 341 receives the encrypted data
15 from the data storage medium 111, and decrypts 1t based
on the data decrypting key 351 to generate the unencrypted
data, then the unencrypted data is stored in the main storage

03.

FIG. 12 1s an explanatory view of a ROM/RAM mixed
type optical magnetic disk. The ROM/RAM mixed type
optical magnetic disk has un-rewritable area for storing the
medium number 12, and has a readable/writable area for the
permission information 13, and a read only area/write only
area for the encrypted software 15. In the present invention,
the medium number 1s given to the optical magnetic disk to
write the medium number 1nto the un-rewritable area.

FIG. 13 1s an explanatory view of the permission infor-
mation stored in another storage medium. In this case, the
software storage medium previously stores the medium
number and the encrypted soiftware. The permission infor-
mation 1s stored into another storage medium. This means
that them medium number and the encrypted software (or,
encrypted data) are previously written onto, for example, the
CD-ROM which has no write area, and the permission
information 1s previously written onto a floppy disk.

FIG. 14 1s an explanatory view of multiple of software
written onto one storage medium, for example, an optical
disk and a CD-ROM. At the vendor, the encrypting circuit
encrypts a plurality of software decrypting keys 1 to N based
on the personal key to generate a plurality of permission
information 1 to N each corresponding to each software
decrypting key 1 to N. A plurality of permission information
1 to N 1s stored on the software storage medium.

When the user requests a desired software name

Even if a user tries to use software for which he has no
permission number, he cannot use such software because the
encrypted software cannot be decrypted. Further, even 1f the
user copies the permission information from another soft-
ware storage medium 11, the medium number 1n the soft-
ware storage medium cannot be copies so that 1s 1t 1mpos-
sible to decrypt the software correctly. Accordingly, 1t 1s
possible to imndividually sell the software.

As explained above, according to the present ivention,
the medium number 12 1s stored on the storage medium 1
which stores the encrypted electronic data in the
un-rewritable form, and permission to use the electronic data
1s given by the medium key 12. Accordingly, it 1s possible
to use only the encrypted electronic data stored 1n correct
medium 1 as authorized by the vendor so that it 1s possible
to prevent illegal copying by a third party. Further, 1t 1s
possible to transier the electronic data stored in the storage
medium 1. Still further, 1t 1s possible to use the same storage
medium 1n another computer. Still further, it 1s possible to
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store a plurality of electronic data 1n one medium. Still
turther, 1t 1s possible to individually sell the storage medium.

We claim:

1. A storage medium accessed by a vendor computer and
user computer, said storage medium for storing information
readable by said user computer, said storage medium com-
prising:

encrypted electronic data to be decrypted by the user

computer;, [and}

a medium personal number which is [unique for each
storage medium] particularly personal for each stor-
age medium and is different from a medium personal
number of another storage medium, wherein at least the

medium personal number 1s written onto the storage
medium 1n an un-writable form which said user com-
puter cannot rewrite, and said medium personal number
1s used for generating a decryption key for decrypting
said encrypted electronic data in said user computer;
and

permission information which includes the decryption key
encrypted in a manner that is generated independent
from a specific apparatus number for a specific
computer, and generated based upon said medium
personal number, said permission information and said
medium personal number enabling the user computer
to decrypt the encrypted decryption key and to decrypt
the encrypted electronic data in a manner that the user
comptuiter does not use the specific apparatus number
for the specific computer in decrypting the encrypted
decryption key and the encrypted electronic data.

2. A storage medium as claimed 1n claim 1, wherein the

clectronic data 1s software used for a computer.

3. A storage medium as claimed 1n claim 1, wherein the
clectronic data 1s electronically published data.

4. A storage medium as claimed 1n claim 1, wherein the
storage medium 1s an optical magnetic disk, or a partially
embossed optical disk.

5. A storage medium as claimed 1n claim 1, wherein the
storage medium 1s a CD-ROM.

6. A storage medium accessed by a vendor computer and
user computer, said storage medium for storing information
readable by said user computer, said storage medium com-
prising:

encrypted electronic data to be decrypted by the user
computer;, [and}

a medium personal number which is [unique for each
storage medium] particularly personal for each stor-
age medium and is different from a medium personal
number of another storage medium, wherein at least the
medium personal number 1s written onto the storage
medium 1n an un-rewritable form which said user
computer cannot rewrite, and said medium personal
number 1s used for generating an encrypted permission
information in said vendor computer, and

permission information encrypted in a manner that is
generated independent from a specific apparatus num-
ber for a specific computer and generated based upon
said medium personal number, wherein the permission
information and said medium personal number
enabling the user computer to decrypt the encrypted
permission information and to decrypt the encrypted
electronic data in a manner that the usev computer does
not use the specific apparatus number for the specific
computer in decrypting the encrypted permission infor-
mation and the encrypted electronic data.

7. A storage medium as claimed 1n claim 6, wherein the

clectronic data 1s software used for a computer.
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8. A storage medium as claimed 1n claim 6, wherein the
clectronic data 1s electronically published data.

9. A storage medium as claimed 1n claim 6, wherein the
storage medium 1s an optical magnetic disk, or a partially
embossed optical disk.

10. A storage medium as claimed 1n claim 6, wherein the
storage medium 1s a CD-ROM.

11. A storage medium accessed by a vendor computer and
a user computer, said storage medium for storing informa-
tion readable by said user computer, said storage medium
comprising;

encrypted electronic data to be decrypted by the user

compulier,

a medium personal number which is [unique for each

storage medium] particularly personal for each stor-

age medium and is different from a medium personal
number of another storage medium; and

encrypted permission information|,] that is generated
independent from a specific apparatus number for a
specific computer and generated based upon said
medium personal number;

wherein at least the medium personal number 1s written
onto the storage medium 1n an unrewritable form which
a user computer cannot rewrite, and wherein said
encrypted permission information and said medium
personal number enabling the user computer to decrypt
the encrypted permission information and to decrypt
the encrypted electronic data in a manner that the user
computer does not use the specific apparatus number
Jor the specific computer in decrypting the encrypted
permission information and the encrypted electronic
data.

12. A storage medium as claimed 1n claim 11, wherein the

clectronic data 1s solftware used for a computer.

13. A storage medium as claimed 1n claim 11, wherein the
clectronic data 1s electrically published data.

14. A storage medium as claimed 1n claim 11, wherein the
storage medium stores a plurality of encrypted electronic
data, and each encrypted electronic data has a difierent
clectronic data decrypting key.

15. A storage medium as claimed 1n claim 11, wherein the
storage medium 1s an optical magnetic disk, or a partially
embossed optical disk.

16. A storage medium as claimed 1n claim 11, wherein the
storage medium 1s a CD-ROM.

17. A storage medium accessed by a vendor computer and
usev computer, said storage medium for storing information
readable by said user computer, said storage medium com-
prising:

a medium personal number which is particularly personal
Jor each storage medium and is different from a medium
personal number of another storage medium, wherein
the medium personal number is written onto the stor-
age medium in an un-rewritable form which a user
storage reading apparatus cannot rewrite;

encrypted electronic data to be decrypted by the user
computer; and

information which is encrypted based on said medium
personal number and is encrypted independent from a
specific apparatus number for a specific computer and
said medium personal number is used for generating a
decryption key, said decryption key and said medium
personal number enabling said user computer to
decrypt said encrypted electronic data in a manner that
the user computer does not use the specific apparatus
number for the specific computer in decrypting the
encrypted electronic data.
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18. A storage medium accessed by a vendor computer and
usev computer, said stovage medium for storing information
readable by said user computer, said storage medium com-
prising:

encrypted electronic data to be decrypted by the user

compuler;

a medium personal number which is particularly personal
Jor each storage medium and is different from a medium

personal number of another storage medium;

wherein at least the medium personal number is written
onto the storage medium in an un-rewritable form
which the user stovage reading apparatus cannot
rewrite, and said medium personal number is used for
decrypting said encrypted electronic data; and

information which is encrypted based on said medium
personal number and is encrypted independent from a
specific apparatus number for a specific computer, said
information and said medium personal number
enabling said user computer to decrypt the encrypted
electronic data in a manner that the user computer does
not use the specific apparatus number for the specific
computer in decrypting the encrypted electronic data.

19. A storage medium accessible from a first computer

which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stoves the
encrypted decryption key onto the storage medium, and
accessible from a plurality of second computers which
decrypt the encrypted decryption key stoved on the storage
medium based upon the medium personal number and
independent from a specific apparatus number for a specific
second computer and which decrypt encrypted electronic
data stoved on the storage medium based upon the decryp-
tion key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific second computer, the storage
medium comprising:

a first storage area for storving encrypted electrvonic data
to be decrypted by the second computer, the encrypted
electronic data including electronic data encrypted
based upon the decryption key;,

a second storage avea for storing the medium personal
number, which is un-rewritable from at least the second
computers, wherein the medium personal number is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium; and

a thivd storage avea for storing the encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is genervated independent
from the specific apparatus number for the specific first
compulier,

wherein the encrypted decryption key in the third storage
area and said medium personal number enables the
second computer to decrypt the encrypted electronic
data in the first storage arvea in a manner that the
second computer does not use the specific apparatus
number for the specific first computer in decrypting the
encrypted electronic data.
20. The storage medium of claim 19, wherein the elec-
tronic information is software used for a computer.
21. The storage medium of claim 19, wherein the elec-
tronic information is electronically published information.
22. The storage medium of claim 19, wherein the storage
medium is a read-only optical disk.
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23. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stores the
encrypted decryption key onto the storage medium and
which encrypts electronic data based upon the decryption
key and which stores the encrypted electronic data onto the
storage medium, and accessible from a plurality of second
computers which decrypt the encrypted decryption key
stoved on the storage medium based upon the medium
personal number and independent from a specific apparatus
number for a specific second computer and which decrypt
encrypted electronic data stoved on the storage medium
based upon the encrypted decrvption key that has been
decrypted based on the medium personal number and inde-
pendent from the specific apparatus number for the specific
second computer, the storage medium comprising:

a first storage area for stoving encrypted electronic data
to be decrypted by the second computer, the encrypted
electronic data includes electronic data encrypted
based upon the decryption key;,

a second storage area for storving the medium personal
number, which is un-rewritable from at least the second
computers, wherein the medium personal number is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium; and

a third storage area for storing the encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is generated independent
from the specific apparatus number for the specific first
compulier,

wherein the encrypted decryption key in the thivd storage
area and said medium pervsonal number enables the
second computer to decrypt the encrypted electronic
data in the first storage area in a manner that the
second computer does not use the specific apparatus
number for the specific first computer in decrypting the
encrypted electronic data.

24. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific computer and which stores the
encrypted decryption key onto the storage medium, the
storage medium comprising:

a first storage area for stoving encrypted electronic data
to be decrypted by a user computer, the encrypted
electronic data including electronic data encrypted
based upon the decryption key;

a second storage avea for storing the medium personal
number. which is un-rewritable, wherein the medium
personal number is particularly pervsonal for each
storage medium and is different from a medium per-
sonal number of another storage medium,; and

a third storage arvea for storing the encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is generated independent
from a specific apparatus number for a specific
compulier,

wherein the encrypted decryption key in the thivd storage
area and said medium personal number enables the
usev computer to decrypt the encrypted electronic data
in the first storage avea in a manner that the user
computer does not use the specific apparatus number
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for the specific first computer in decrypting the
encrypted electronic data.

25. A storage medium accessible from a first computer
which encrvpts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific computer and which stores the
encrypted decryption key onto the storage medium and
which encrypts electronic data based upon the encrypted
decryption key and which stoves the encrypted electronic
data onto the storage medium, the storage medium com-
prising:

a first storage area for storing encrypted electrvonic data
to be decrypted by a user computer, the encrypted
electronic data including electronic data encrvpted
based upon the decryption key;,

a second storage area for storing the medium personal
number, which is un-rewritable, wherein the medium
personal number is particularly pervsonal for each
storage medium and is different from a medium pevr-
sonal number of another storage medium,; and

a thivd storage avea for storing the encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decvyption key is genervated independent
from a specific apparatus number for a specific
compulier,

wherein the encrypted decryption key in the third storage
area and said medium personal number enables the
user computer to decrypt the encrypted electronic data
in the first storage avea in a manner that the user
comptiter does not use the specific apparatus number
for the specific first computer in decrypting the
encrypted electronic data.

26. A storage medium accessible from a plurality of

computers which decrypt an encrypted decryption key stored
on the storage medium, the encrypted decryption key being
based upon a medium personal number and independent

from a specific apparatus number for a specific computer,
and which decrypt encrypted electronic data stoved on the
storage medium based upon the decvyption key that has been
decrypted based on the medium pevsonal number and inde-
pendent from the specific apparatus number for the specific
compuiter, the storage medium comprising:

a first storage avea for storing encrypted electronic data
to be decrypted by a user computer, the encrypted
electronic data including electronic data encrypted
based upon the decryption key,

a second storage avea for storing the medium personal
number, which is un-rewritable, wherein the medium
personal number is particularly personal for each
storage medium and is different from a medium per-
sonal number of another storage medium; and

a third storage avea for stoving an encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is genervated independent
from the specific apparatus number for the specific
compulier,

wherein the encrypted decryption key in the third storage
area and said medium pervsonal number enables the
user computer to decrypt the encrypted electronic data
in the first storage avea in a manner that the user
computer does not use the specific apparatus number
for the specific first computer in decrypting the
encrypted electronic data.
27. A storage medium accessible from a vendor computer
and a user computer at different times, the storage medium
COMpPriSing:
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a first storage arvea for storing encrypted electronic data
to be decrypted by the user computer, the encrypted
electronic data including electronic data encrypted
based upon a decryption key;,

a second storage area for storing a medium personal
number, which is un-rewritable from the computers,
wherein the medium personal number is particularly
personal for each storage medium and is different from
a medium personal number of another storage
medium,; and

a third storage arvea for storing the encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is generated independent
from a specific apparatus number for a specific
compulier,

wherein the encrypted decryption key in the third storage
area and said medium personal number enables the
user computer to decrypt the encrypted electronic data
in the first storage avea in a manner that the user
computer does not use the specific apparatus number
for the specific first computer in decrypting the
encrypted electronic data.

28. A storage medium accessed by a vendor computer and

a userv computer, said storage medium comprising.

a first storage area for storing encrypted electronic data
to be decrypted by the user computer, the encrypted
electronic data including electronic data encrypted
based upon a decryption key;,

a second storage area for storing a medium personal
number, which is un-rewritable, wherein the medium
personal number is particularly pervsonal for each
storage medium and is diffevent from a medium pevr-
sonal number of another storage medium,; and

a thivd storage avea for storing an encrypted decryption
key, wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is genervated independent
from a specific apparatus number for a specific
compulier,

wherein the encrypted decryption key in the thivd storage
area and said medium pervsonal number enables the
user computer to decrypt the encrypted electronic data
in the first storage area in a manner that the user
comptuter does not use the specific apparatus number
for the specific first computer in decrypting the
encrypted electronic data.

29. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stoves the
encrypted decryption key onto the storage medium, and
accessible from a plurality of second computers which
decrypt the encrypted decryption key storved on the storage
medium based upon the medium personal number and
independent from a specific apparatus number for a specific
second computer and which decrypt encrypted electronic
data stoved on the storage medium based upon the decryp-
tion key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific second computer, the storage
medium comprising:

a storage area for storving the medium personal number,
which is un-rewritable from at least the second
computers, wherein the medium personal number is
particularly personal for each storage medium and is
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different from a medium personal number of another
storage medium; and

a storage area for storing encrypted electronic data to be
decrypted by the second computer and the encrypted
decryption key, wherein the encrypted decryption key is
generated based upon the medium personal number
and the encrypted decryption key is generated inde-
pendent from the specific apparatus number for the
specific first computer, and wherein the encrypted
decryption key and said medium personal number

enables the second computer to decrypt the encrypted
electronic data in a manner that the second computer

does not use the specific apparatus number for the
specific first computer in decrypting the encrypted
electronic data.

30. The storage medium of claim 29, wherein the elec-

tronic information is software used for a computer.
31. The storage medium of claim 29, wherein the elec-

tronic information is electronically published information.

32. The storage medium of claim 29, wherein the storage
medium is a read-only optical disk.

33. A storage medium accessible from a first computer
which encrvpts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stoves the
encrypted decryption key onto the storage medium and

which encrypts electronic data to be decrypted by a specific
second computer based upon the decryption key and which

stores the encrypted electronic data onto the storage
medium, and accessible from a plurality of second comput-
ers which decrypt the encrypted decryption key stored on the
storage medium based upon the medium personal number
and independent from a specific apparatus number for the
specific second computer and which decrypt encrypted elec-
tronic data stoved on the storage medium based upon the
decryption key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific second computer, the storage
medium comprising:

a storage area for storing the medium personal number,
which is un-rewritable from at least the second
computers, wherein the medium personal number is
particularly personal for each storage medium and is

different from a medium personal number of another
storage medium; and

a storage area for storing encrypted electronic data and
the encrypted decryption key, wherein the encrypted
decryption key is generated based upon the medium
personal number and the encrypted decryption key is
generated independent from the specific apparatus
number for the specific second computer, and wherein
the encrypted decryption key and said medium personal
number enables the second computer to decrypt the
encrypted electronic data in a manner that the second
computer does not use the specific apparatus number
for the specific second computer in decrypting the
encrypted electronic data.

34. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific computer and which stores the
encrypted decrvption key onto the storage medium, the
storage medium comprising:

a storage area for storing the medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium;
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a storage area for storing the encrypted decryption key,
wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is generated independent
from the specific apparatus number for the specific
computer; and

a storage avea for stoving encrypted electronic data to be
decrypted by a user computer which is accessible after
the decryption key has been decrypted, wherein said
decryption key and said medium personal number
enables the user computer to decrypt the encrypted
electronic data in a manner that the usev computer does
not use the specific apparatus number for the specific
computer in decrypting the encrypted electronic data.

35. A storage medium accessible from a first computer

which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific computer and which stores the
encrypted decryption key onto the storage medium and
which encrypts electronic data to be decrypted by a user
computer based upon the decryption key and which stores
the encrypted electronic data onto the storage medium, the
storage medium comprising:

a storage avea for storing the medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data and
the encrypted decryption key, wherein the encrypted
decryption key is generated based upon the medium
personal number and the encrypted decryption key is
generated independent from the specific apparatus
number for the specific computer, and whervein the
encrypted decryption key and said medium personal
number enables the user computer to decrypt the
encrypted electronic data in a manner that the user
comptuter does not use the specific apparatus number
for the specific first computer in decrypting the
encrypted electronic data.

36. A storage medium accessible from a plurality of
computers which decrypt an encrypted decryption key stored
on the storage medium, the encrypted decryption key being
based upon a medium personal number and independent
from a specific apparatus number for a specific computer
and which enables a user computer to decrypt encrypted
electronic data stored on the storage medium based upon the
decryption key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific computer in a particular
computer, the storage medium comprising:

a storage avea for storing the medium personal number,
which is un-rewritable from the computers, wherein the
medium personal number is particularly personal for
each storage medium and is different from a medium
personal number of another storage medium;

a storage avea for storing the encrypted decryption key,
wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is genervated independent

from the specific apparatus number for the specific
computer; and

a storage area for storing encrypted electronic data which
is accessible after the decryption key has been
decrypted, wherein said decryption key and said
medium personal number enables the usev computer to
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decrypt the encrypted electronic data in a manner that
the user computer does not use the specific apparatus
number for the specific first computer in decrypting the
encrypted electronic data.

37. A storage medium accessible from a vendor computer
and a user computer at different times, the storage medium
COmprising:

a storage area for stoving a medium pevsonal number,
which is un-rewritable from the computers, wherein the
medium pervsonal number is particularly personal for
each storage medium and is different from a medium
personal number of another storage medium;

a storage area for storing an encrypted decryption key,
wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is generated independent
from a specific apparatus number for a specific com-
puter; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer which is accessible
after the decryption key has been decrypted, wherein
said decryption key and said medium personal number
enables the user computer to decrypt the encrypted
electronic data in a manner that the usev computer does
not use the specific apparatus number for the specific
first computer in decrypting the encrypted electronic
data.

38. A storage medium accessed by a vendor computer and

a user computer, said storage medium comprising:

a storage area for storing a medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium,

a storage area for storing an encrypted decryption key,
wherein the encrypted decryption key is generated
based upon the medium personal number and the
encrypted decryption key is genervated independent
from a specific apparatus number for a specific com-
puter; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer which is accessible
after the decryption key has been decryvpted, wherein
said decryption key and said medium personal number
enables the user computer to decrypt the encrypted
electronic data in a manner that the user computer does
not use the specific apparatus number for the specific
first computer in decrypting the encrypted electronic
data.

39. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stoves the
encrypted decryption key onto the storage medium, and
accessible from a plurality of second computers which
decrypt the encrypted decryption key stored on the storage
medium based upon the medium personal number and
independent from a specific apparatus number for a specific
second computer and which decrypt encrypted electronic
data stored on the storage medium based upon the decryp-
tion key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific second computer, the storage
medium comprising:

a storage area for storing the medium personal number,

which is un-rewritable from at least the second
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computers, wherein the medium personal number is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium; and

a storage avea for stoving encrypted electronic data to be
decrypted by the second computer, which includes data
encrypted based upon the medium personal number
and encrypted independent from the specific apparatus
number for the specific first computer,

wherein the second computer decrypts encrypted elec-
tronic data in a manner that the second computer does
not use the specific apparatus number for the specific
first computer in decrypting the encrypted decryption
key and the encrypted electronic data.

40. The storage medium of claim 39, wherein the elec-

tronic information is software used for a computer.

41. The storage medium of claim 39, wherein the elec-
tronic information is electronically published information.

42. The storage medium of claim 39, wherein the storage
medium is a read-only optical disk.

43. A storage medium accessible from a first computer
which encrypts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific first computer and which stores the
encrypted decryption key onto the storage medium and
which encrypts electronic data based upon the decryption
key and which stores the encrypted electronic data onto the
storage medium, and accessible from a plurality of second
computers which decrypt the encrypted decryption key
stored on the storage medium based upon the medium
personal number and independent from a specific apparatus
number for a specific second computer and which decrypt
encrypted electronic data stoved on the storage medium
based upon the decryption key that has been decrypted
based on the medium personal number and independent
from the specific apparatus number for the specific second
computer, the storage medium comprising:

a storage area for storving the medium personal number,
which is un-rewritable from at least the second
computers, wherein the medium personal number is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium; and

a storage area for storing encrypted electronic data to be
decrypted by the second computer, which includes
information encrypted based upon the medium per-
sonal number and encrypted independent from the
specific apparatus number for the specific second
compulier,

wherein the second computer decrypts encrypted elec-
tronic data in a manner that the second computer does
not use the specific apparatus number for the specific
second computer in decrypting the encrypted electronic
data.

44. A storage medium accessible from a vendor computer
and a user computer, where the vendor computer encrypts a
decryption key based upon a medium personal number and
independent from a specific apparatus number for a specific
computer and which stores the encrypted decryption key
onto the storage medium, the storage medium comprising:

a storage avea for storing the medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is differvent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer wherein the encrypted



US RE39,802 E

21

electronic data includes information encrypted based
upon the medium personal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

wherein said usev computer decrypts the encrypted elec-
tronic data in a manner that the second computer does
not use the specific apparatus number for the specific
computer in decrypting the encryption key and the
encrypted electronic data.

45. A storage medium accessible from a first computer
which encrvpts a decryption key based upon a medium
personal number and independent from a specific apparatus
number for a specific computer and which stores the
encrypted decryption key onto the storage medium and
which encrypts electronic data to be decrypted by a user
computer based upon the decryption key and which stores
the encrypted electronic data onto the storage medium, the
storage medium comprising:

a storage area for stoving a medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data
wherein the encrypted electronic data includes infor-
mation encrypted based upon the medium personal
number and encrypted independent from the specific
apparatus number for the specific computer,

wherein the user computer decrypts the encrypted elec-
tronic data in a manner that the second computer does
not use the specific apparatus number for the specific
computer in decrypting the encrypted decryption key
and the encrypted electronic data.

46. A storage medium accessible from a plurality of

computers which decrypt an encrypted decryption key stored
on the storage medium, the encrypted decryption key being
based upon the medium personal number and independent
from a specific apparatus number for a specific computer
and which decrypt encrypted electronic data stoved on the
storage medium based upon the decvyption key that has been
decrypted based on the medium pevsonal number and inde-
pendent from the specific apparatus number for the specific
computer in a particular computer, comprising:

a storage area for storing the medium personal number,
which is un-rewritable from the computers, wherein the
medium personal number is particularly personal for
each storage medium and is different from a medium
personal number of another storage medium,; and

a storage area for storing encrypted electronic data to be
decrypted by a user computer wherein the encrypted
electronic data includes information encrypted based
upon the medium pevsonal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

whevrein the user computer decrypts encrypted electronic
data in a manner that the second computer does not use
the specific apparatus number for the specific computer
in decrypting the encrypted decryption key and the
encrypted electronic data.

47. A storage medium accessible from different computers

at different times, the storage medium comprising:

a storage area for storing the medium personal number,
which is un-rewritable from the computers, wherein the
medium personal number is particularly personal for
each storage medium and is different from a medium
personal number of another storage medium;
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a storage avea for stoving encrypted electronic data to be
decrypted by a user computer, which includes informa-
tion encrypted based upon the medium personal num-
ber and encrypted independent from a specific appa-
ratus number for a specific computer; and

a storage avea for storing electronic data which is acces-
sible after the encrypted electronic data has been
decrypted,

wherein the medium personal number enables a user
computer to decrypt the encrypted electronic data in a
manner that the usev computer does not use the specific
apparatus number for the specific computer in decrypt-
ing the encrypted decryption key encrypted electronic
data.

48. A storage medium accessed by a vendor computer and

a user computer, said storage medium comprising:

a storage area for storving a medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage

medium and is diffevent from a medium personal num-
ber of another storage medium;

a storage avea for stoving encrypted electronic data to be
decrypted by the user computer which includes infor-
mation encrypted based upon the medium personal
number and encrypted independent from a specific
apparatus number for a specific computer; and

a storage avea for storing electronic data which is acces-
sible after the encrypted electronic data has been
decrypted,

wherein the medium personal number enables the user
computer to decrypt the encrypted electronic data in a
manner that the usev computer does not use the specific
apparatus number for the specific computer in decrypt-
ing the encrypted decryption key and the encrypted
electronic data.

49. A storage medium accessed by a vendor computer and

a usev computer in a manner such that a decryption key is
encrypted based upon a medium personal number and
independent from a specific apparatus number for a specific
computer and the encrypted decvyption key is stored onto the
storage medium, and accessed in a manner such that the
encrypted decryption key stored on the storage medium is
decrypted based upon the medium personal number and
independent from the specific apparatus number for the
specific computer and that encrypted electronic data stoved
on the storage medium is decrypted based upon the decryp-
tion key that has been decrypted based on the medium
personal number and independent from the specific appa-
ratus number for the specific computer, the storage medium
COmprising.

a storage avea for storing the medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is differvent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer, wherein the encrypted
electronic data includes information encrypted based
upon the medium personal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

wherein the decryption key and said medium personal
number enables the user computer to decrypt the
encrypted electronic data in a manner that the user
computer does not use the specific apparatus number
for the specific computer in decrypting the encrypted
electronic data.
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50. The storage medium of claim 49, wherein the elec-
tronic information is software used for a computer.

51. The storage medium of claim 49, wherein the elec-
tronic information is electronically published information.

52. The storage medium of claim 49, wherein the storage
medium is a read-only optical disk.

53. A storage medium accessed by a vendor computer and
a userv computer in a manner such that a decvyption key is
encrypted based upon a medium personal number and
independent from a specific apparatus number for a specific
computer and the encrypted decryption key is stoved onto the
storage medium and that electronic data is encrypted based
upon the decryption key and the encrypted electronic data is
storved onto the storage medium, and accessed in a manner
such that the encrypted decryption key stoved on the storage
medium is decrypted based upon the medium personal
number and independent from the specific apparatus num-
ber for the specific computer and that the encrypted elec-
tronic information stoved on the storage medium is
decrypted based upon the decryption key that has been
decrypted based on the medium pevsonal number and inde-
pendent from the specific apparatus number for the specific
computer in a particular second computer in different time,
the storage medium comprising:

a storage area for stoving a medium pevsonal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer, whervein the encrypted
electronic data includes information encrypted based
upon the medium pervsonal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

wherein the decryption key and said medium personal

number enables the user computer to decrypt the

encrypted electronic data in a manner that the user

comptiter does not use the specific apparatus number

Jor the specific computer in decrypting the encrypted
electronic data.

54. A storage medium accessed by a vendor computer and

a userv computer in a manner such that a decvyption key is

encrypted based upon a medium personal number and

independent from a specific apparatus number for a specific

computer and that the encrypted decryption key is stored

onto the storage medium, the storage medium comprising:

a storage area for storing the medium personal number,
which is un-rewritable, wherein the medium personal
number is particularly personal for each storage
medium and is diffevent from a medium personal num-
ber of another storage medium; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer, whevein the encrypted
electronic data includes information encrypted based
upon the medium personal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

wherein the decryption key and said medium personal

number enables the user computer to decrypt the

encrypted electronic data in a manner that the user

computer does not use the specific apparatus number

for the specific computer in decrypting the encrypted
electronic data.

55. A storage medium accessed by a vendor computer and

a usev computer in a manner such that a decvyption key is

10

15

20

25

30

35

40

45

50

55

60

65

24

encrypted based upon a medium personal number and
independent from a specific apparatus number for a specific
computer and the encrypted decryption key is stoved onto the
storage medium and that electronic data is encrypted based
upon the decryption key and the encrypted electronic data is
storved onto the storage medium, the storage medium com-
prising:
a storage area for storing the medium personal number,
which is un-vewritable, wherein the medium personal
number is particularly personal for each storage

medium and is differvent from a medium personal num-
ber of another storage medium,; and

a storage area for storing encrypted electronic data to be
decrypted by the user computer, wherein the encrypted
electronic data includes information encrypted based
upon the medium personal number and encrypted inde-
pendent from the specific apparatus number for the
specific computer,

wherein the decryption key and said medium personal
number enables the user computer to decrypt the
encrypted electronic data in a manner that the user
computer does not use the specific apparatus number
for the specific computer in decrypting the encrypted
electronic data.

56. A storage medium accessed by a vendor computer and
user computer, said storage medium for stoving information
readable by said user computer, said storage medium com-
prising:

an area stoving encrypted electronic data to be decrypted
by the user computer;

an area storving a medium personal number which is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium, wherein at least the medium pevsonal
number is written onto the storage medium in an
un-rvewritable form which the user computer cannot
change; and

an area stoving permission information which includes a

decryption key encrypted in a manner that is indepen-
dent from a specific apparatus number for a specific
computer and based upon said medium personal
number, wherein said permission information and said
medium personal number enabling the user computer
to decrypt the encrypted decryption key and to decrypt
the encrypted electronic data in a manner that the user
computer does not use the specific apparatus number
Jor the specific computer in decrypting the encrypted
decryption key and the encrypted electronic data.

57. A storage medium accessed by a vendor computer and
usev computer, said storage medium for storing information
readable by said user computer, said storage medium com-
prising:

an area storing encrypted electronic data to be decrypted

by the user computer,

an area storing a medium pevsonal number which is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium, whervein at least the medium personal
number is written onto the storage medium in an
un-rewritable form which the user computer cannot
rewrite; and

wherein the user computer decrypts the encrypted elec-
tronic data using permission information which is
encrypted in a manner that is independent from a
specific apparatus number for a specific computer and
based upon said medium personal number.
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58. A storage medium accessed by a vendor computer and
user computer said storage medium for storing information
readable by said user computer, said storage medium com-
prising:

an area stoving encrypted electronic data to be decrypted

by the user computer,

an area storving a medium personal number which is
particularly personal for each storage medium and is
different from a medium personal number of another
storage medium; and

wherein the user computer decrypts the encrypted elec-
tronic data using permission information that is
encrypted independent from a specific apparatus num-
ber for a specific computer;

wherein at least the medium personal number is written
onto the storage medium in an un-rewritable form
which a user computer cannot rewrite.
59. A storage medium veadable by a vendor computer and
a user computer, said storage medium comprising.

data representing a medium personal number;

encrypted electronic data to be decrypted by the user
computer; and

first data that is based on the medium personal number
and encrypted independent from a specific apparatus
number for a specific computer, wherein the medium
personal number is un-rewritable and particularly per-
sonal for each storage medium and is different from a
medium personal number of another storage medium,
and wherein the user computer decrypts the encrypted
electronic data using the first data in a manner that the
user computer does not use the specific apparatus
number for the specific computer in decrypting the
encrypted electronic data.

60. A storage medium according to claim 59, wherein the
first data includes a key encrypted based on the medium
personal number.

61. A storage medium accovding to claim 59, wherein the
encrypted data is encrypted based on the key.

62. A storage medium accorvding to claim 59, wherein the
first data comprises the medium personal number.

63. A storage medium readable by a vendor computer and
a user computer at different times, the storage medium
COmprising:

data representing a medium personal number,

encrypted electronic data to be decrypted by the user
computer; and

first data that is based on the medium personal number
and encrypted independent from a specific apparatus
number for a specific computer, wherein the medium
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personal number is un-rewritable and particularly per-
sonal for each storage medium and is different from a
medium personal number of another storage medium,
and wherein the user computer decrypts the encrypted
electronic data using the first data in a manner that the
user computer does not use the specific apparvatus
number for the specific computer in decrypting the
encrypted electronic data.
64. A storage medium for storing data for access and
processing by a vendor computer and a userv computer, said
storage medium comprising:

a medium personal number storvage area including a

medium personal number which is particularly per-
sonal for each storage medium and is different from a
medium personal number of another storage medium,
wherein the medium personal number is written onto
the storage medium in an un-rewritable form which a
user storage rveading apparatus cannot rewrite;

an electronic information storage area including
encrypted electronic data to be decrypted by the user
computer; and

the user computer decrypts the encrypted electronic data
based upon an encrypted decryption key which has
been encrypted based on said medium pevsonal number
and encrypted independent from a specific apparatus
number for a specific computer.
65. A storage medium for storing data for access and
processing by a vendor computer and a user computer, said
storage medium comprising:

an encrypted electronic data storage avea including
encrypted electronic data to be decrypted by the user
compuler;

a medium personal number storvage area including a
medium personal number which is particularly per-
sonal for each storage medium and is different from a
medium personal number of another storage medium;

wherein at least the medium pevsonal number is written
onto the storage medium in an un-rewritable form
which the user storage reading apparatus cannot
rewrite, and said medium personal number enables
decrypting of said encrypted electronic data from the
user computer, and

wherein the user computer decrypts the encrypted elec-
tronic data based upon information which is encrypted
based on said medium pervsonal number and encrypted
independent from a specific apparatus number for a
specific computer.
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