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DIGITAL SIGNAL TRANSMITTING
METHOD, DIGITAL SIGNAL RECEIVING
APPARATUS, AND RECORDING MEDIUM

AND METHOD

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifi-
cation; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

1. Field of the Invention

This mvention relates to a digital signal transmitting
method, a digital signal receiving apparatus, and a recording
medium, and 1s applicable, for example, to a digital signal
fransmitting system which provides fee-charged software
information to contract users.

2. Description of the Related Art

In a conventional digital signal transmitting system using,
satellites or cables, as shown 1 FIG. 1, a program source PS,
input to a digital signal transmitting apparatus, 1.€., a broad-
casting station 1, 1s band-compression coded with a moving
picture image coding experts group (MPEG) method by
means of an MPEG encoder 2 and 1s converted to packet
transmission data by means of a packet generation section 3.

The packetized transmission data 1s multiplexed by a
multiplexer 4, then the transmission data 1s scrambled for
securlty by an encryption processing section 5, and finally
keys (ciphers) are put over the scrambled data many times
so that the scrambling cannot be descrambled easily. The
encrypted transmission data 1s error corrected by a forward
error correction (FEC) section 6 and modulated by a modu-
lator 7. The modulated data 1s then sent through a digital
satellite 8 directly to a digital signal receiving apparatus
installed 1n a contract user’s household, 1.e., a terminal 10
(FIG. 2), or sent through the digital satellite 8 to a signal
distributing station 9 (FIG. 2) which is called a head end.
The data, transmitted to the signal distributing station 9, is
sent to the terminal 10 via cable.

Now, as shown 1 FIG. 2, 1n the terminal 10, when the
transmission data 1s directly sent via the satellite 8, the data
1s received by an antenna 11 and sent to a front end section
12. When the transmission data i1s sent from the signal
distributing station 9 via the cable, it 1s inputted directly to
the front end section 12. A user contracting with the broad-
casting station 1 accesses a key authorized to each user to the
terminal 10, with respect to the transmission data sent
directly from the satellite 8 or from the satellite 8 via the
signal distributing station 9, so that the user 1s authorized as
a contract user and bill processing 1s performed, and at the
same time, the user can appreciate desired software infor-
mation.

That 1s, 1n the terminal 10, the transmission data 1is
processed by the front end section 12 comprising a tuner, a
demodulator, and an error corrector, and the processed data
1s mput to a data fetch section 13. In the data fetch section
13, the multiplexed data 1s demultiplexed by the demulti-
plexer 14 so that the data 1s separated 1nto a video signal, an
audio signal, and data other than these signals. In a decryp-
tion section 15, ciphers are decrypted while performing bill
processing. In a packet separation section 16, the decrypted
data 1s packet separated. Finally, the compression of the data
1s expanded by an MPEG decoder 17, and the video and
audio signals, which are digital-to-analog converted to ana-
log signals, are output to television.

Incidentally, in the digital signal transmission system,
when fee-charged software information such as video on
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demand or near video on demand 1s transmitted, a digital
storage 18 such as tape media or disk media 1s incorporated
into or connected to the terminal 10 to meet the convenience
of users and to effectively utilize a digital transmission path.
In such a case, large amounts of software data have been
downloaded to the storage 18 by making use of an unoccu-
pied time band and an unoccupied transmission path, and
when the user looks at the software information at hand, the
user accesses it with an ID card (for example, smart card) 19
to perform bill processing, and reproduction limitation is

lifted.

More specifically, 1f the user accesses a central processing
unit (CPU) 20 by means of the smart card 19, the CPU 20
performs an inquiry of registration to an authorization center
22 (FIG. 1) through a modem 21. The authorization center
22 confirms registration by means of a conditional access 23.
If registration 1s confirmed, the authorization center 22
performs bill processing and also performs notification of
confirmation to the CPU 20 through the modem 21.

The CPU 20 1nstructs decryption of key to a local con-
ditional access 24 by this notification, and the local condi-
tional access 24 decrypts a cipher which has been put over
the data recorded on the storage 18. Hence, the reproduction
limitation 1s lifted, and the packet of the data recorded on the
storage 18 1s separated by the packet separation section 16.
The compression of the packet-separated data 1s decom-
pressed (expanded) by the MPEG decoder 17 and then the
expanded data 1s digital-to-analog converted to be output to
television as the analog signal and audio signal A/V.

However, 1f, 1n the security system in a current broad-
casting form, software information has been downloaded to
the storage 18, as described above, to try to realize a system
where this software can be appreciated when user wants to
sec 1t, then the following problems will arise.

More specifically, in the current digital signal transmitting,
system, when a cipher 1s decrypted by the decrypting section
15 and then software information 1s downloaded to the
storage 18, as shown by point A in FIG. 3, fee-charged
software cannot be downloaded to the storage 18 by decrypt-
ing the cipher without billing, because decrypting a cipher
1s, vis-a-vis, billing. Now, if only billing information 1s made
free, all ciphers of data are decrypted, and downloaded to the
storage 18, then a piece of software information 1s passed as
it 1s and output from the terminal 10.

Also, 1n a case where the storage 18 1s not incorporated
into the terminal 10 but 1s connected to the terminal 10 and
switching means 1s not provided between the decryption
section 15 and the packet separation section 16, if ciphers
are all decrypted and downloaded to the storage 18, then the
decrypted data are all sent and there 1s the possibility that
they can been seen for free at point C of FIG. 3 by persons
other than contract users.

To solve these problems, data can be downloaded to the
storage 18 before ciphers are decrypted, 1.e., after multiplex
is demultiplexed by the demultiplexer 14 (point B of FIG. 3).
If, however, data are downloaded to the storage 18 after
multiplex 1s demultiplexed by the demultiplexer 14, there 1s
the problem that intra-coded (I) pictures can not be pulled
out and can not be reproduced at variable speed, because
data remain encrypted. Also, 1n broadcasting systems where
data are encrypted, keys are changed annually or biennially
to ensure security. Therefore, when a key 1s changed after
software mformation 1s downloaded to the storage 18, there
1s the problem that ciphers cannot be decrypted and there-
fore the downloaded software information cannot be seen.

SUMMARY OF THE INVENTION

In view of the foregoing, an object of this invention 1s to
provide a digital signal transmitting method, a digital signal
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receiving apparatus, and a recording medium which are
capable of ensuring security when fee-charged software
information 1s transmitted.

The foregoing object and other objects of the imnvention
have been achieved by the provision of a digital signal
transmitting method where at least a band-compression
coded digital video signal 1s given encryption processing
and transmitted, in which when an 1mage providing prede-
termined services 1s transmitted, the band-compression
coded digital signal 1s given first-encryption processing and
then the first-encryption processed digital signal 1s further
grven the encryption processing and transmitted.

Also, according to the present invention, 1n the digital
signal transmitting method where at least a band-
compression coded digital video signal 1s given encryption
processing and transmitted, the band-compression coded
and encryption processed digital signal 1s mixed with the
digital signal where the band-compression encoding has
been completed within a predetermined image unit, and the
mixed signal 1s transmitted.

In addition, according to the present invention, in a digital
signal receiving apparatus 40 for receiving at least a band-
compression coded digital video signal over which a first
cipher 1s put and then a second cipher i1s put and which is
transmitted by a broadcasting station, the digital signal
receiving apparatus comprises second decrypting means 135,
19 for decrypting the second cipher put over the digital
signal; recording/reproducing means 73, 74, 75, 76, 77 for
recording the digital signal, where the second cipher was
decrypted, on a recording medium, and also for reproducing
the digital signal recorded on the recording medium; and
first decrypting means 46, 91 for decrypting the first cipher
of a reproduction signal that 1s reproduced from the record-
ing medium.

Furthermore, 1n the present invention, there 1s provided a
recording medium 101 wherein at least a band-compression
coded digital video signal has been encrypted and recorded.

When an image providing predetermined services 1s
transmitted, a band-compression coded digital video signal
1s given first-encryption processing and then the digital
signal 1s further given encryption processing and transmit-
ted. Therefore, double security can be added to the video
signal so that a digital signal transmitting method where its
security 1s more firmly ensured can be realized.

Further, at least a band-compression coded and first-
encryption processed digital video signal are mixed with the
digital signal where the band-compression encoding has
been completed within a predetermined 1mage unit 1 a
broadcasting station 30. Therefore, variable-speed reproduc-
fion 1mage can be viewed without performing variable-speed
reproduction processing at a terminal 40.

When a first cipher and a second cipher are put over a
digital signal where at least a video signal was the band-
compression coded, and the digital signal which 1s trans-
mitted by the broadcasting station 30 is received, the second
cipher of the received digital signal 1s decrypted by the
second decrypting means 15, 19 and the second decrypted
digital signal 1s recorded on a recording medium by means
of recording/reproducing means 73, 74, 75, 77. At the time
of reproduction, the first cipher of the reproduction signal
which 1s reproduced from the recording medium 1s
decrypted by the first decrypting means 46, 91. Hence, a
digital signal receiving apparatus 40 where its security is
more firmly ensured can be realized.

Furthermore, there 1s provided a recording medium 101
wherein at least a band-compression coded digital video
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signal has been encrypted and recorded. With this, contract
users are able to cheaply obtain the recording medium 101
where a plurality of pieces of encrypted software informa-
tion are recorded, and are able to construct a new software
information supply system where only information that
users desire to see 1s billed and enjoyed.

The nature, principle and utility of the invention waill
become more apparent from the following detailed descrip-
fion when read 1n conjunction with the accompanying draw-
ings 1 which like parts are designated by like reference
numerals or characters.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:

FIG. 1 1s a block diagram showing the structure of a
conventional digital signal transmitting apparatus;

FIG. 2 1s a block diagram showing the structure of a
conventional digital signal receiving apparatus;

FIG. 3 1s a block diagram explaining the problems occur-
ring when, 1n the conventional digital signal receiving
apparatus, software 1nformation 1s downloaded;

FIG. 4 1s a block diagram showing the structure of a
digital signal transmitting apparatus of an embodiment
according to the present 1nvention;

FIG. § 1s a block diagram showing the structure of a
digital signal receiving apparatus of an embodiment accord-
ing to the present 1nvention;

FIG. 6 1s a block diagram showing the detailed structure
of the sending section of the digital signal transmitting
apparatus of the embodiment;

FIG. 7 1s a block diagram showing the detailed structure
of the software supply section of the digital signal transmiut-
ting apparatus of the embodiment;

FIG. 8 1s a block diagram showing the detailed structure
of the recerving section of the digital signal receiving
apparatus of the embodiment;

FIG. 9 1s a block diagram showing the detailed structure
of the recording/reproducing section of the digital signal
receiving apparatus of the embodiment;

FIG. 10 1s a block diagram showing the schematic struc-
ture of a digital signal transmitting system of the embodi-
ment; and

FIG. 11 1s a block diagram explaining the software supply
system of a package system.

DETAILED DESCRIPTION OF THE
EMBODIMENT

Preferred embodiments of this invention will be described
with reference to the accompanying drawings:
(1) Structure of Digital Signal Transmitting Apparatus and
Digital Signal Receiving Apparatus

In FIG. 4 where the same reference numerals are applied
to corresponding parts with FIG. 1, reference numeral 30
denotes a digital signal transmitting apparatus according to
an embodiment of the present invention. In the digital signal
transmitting apparatus 30, 1.€., a broadcasting station, when
predetermined services, for example, fee-charged software
data are transmitted, twofold security i1s ensured by putting
a cipher of a storage system over soltware data and further
putting a cipher of a broadcasting system over the software
data.

The digital signal transmitting apparatus 30 1s constituted
by a digital signal sending section 31 and a software supply
section 32. In the digital signal transmitting apparatus 30,
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when fee-charged software mnformation, for example, 1mage
software, music software, electronic program list, shopping
information, game solftware, or education information 1is
requested by users, as shown in FIG. 4, the software
information as a program source PS, 1s input to the software
supply section 32.

In the software supply section 32, the software data PS,
comprising a digital signal 1s band-compression coded by
means of an MPEG encoder 33. The band-compression
coded digital signal 1s input to a packet generation section 34
and a trick play processing section 35. In the trick play
processing section 35, variable-speed reproduction
processing, 1.€., processing for extracting an intra-coded (I)
picture 1s performed for the video data. The extracted I
picture 1s output to a multiplexer 36. Note that a technique
for variable-speed reproducing an image which has been
band-compression coded by an MPEG method 1s disclosed
in Japanese Patent Application No. 287702/1993.

In the packet generation section 34, the 1input digital signal
1s packetized to video data, audio data, and other data. These
packetized data are multiplexed by a multiplexer 36. In the
multiplexer 36, an I picture 1s buried 1n the video data. A
cipher of a storage system 1s put over the multiplexed digital
signal by an encryption processing section 37, and the
encrypted signal 1s sent to a multiplexer 4 of a rear sending
section 31.

In the multiplexer 4, digital signals over which the ciphers
of storage system were put are multiplexed. In an encryption
processing section 3, a cipher of a broadcasting system 1s put
over this multiplexed digital signal. Therefore, a cipher of a
storage system and a cipher of a broadcasting system are put
over the digital signal sent from the digital signal transmut-
ting apparatus 30 in duplicate. In the sending section 31, key
data that are added to programs are all common and broad-
casting billing data 1s free of charge.

This double security added digital signal 1s sent to a
terminal 1nstalled 1n a household, 1.e., a digital signal receiv-
ing apparatus 40 directly from a satellite 8 or by way of a
signal distributing station 9 from the satellite 8, as shown 1n
FIG. §, where the same reference numerals are applied to
corresponding parts with FIG. 2. In the digital signal receiv-
ing apparatus 40, the cipher of the broadcasting system, put
over the transmitted digital signal, 1s decrypted by accessing
a smart card 19, and the digital signal can be downloaded to
a digital storage 41. That 1s, the cipher of the broadcasting
system of the transmitted digital signal 1s decrypted by the
decrypting section 15 and then the digital signal 1s recorded
on the digital storage 41.

In this case, the digital signal which 1s downloaded to the
digital storage 41 1s recorded in the state where only the
cipher of the storage system has been put over and also
recorded 1n the state where variable-speed reproduction
processing has been performed. Therefore, even 1f the key of
the broadcasting system, added by the sending section 31,
where changed, there would be no 1nfluence. Also, no 1mage
1s viewed free of cost because the cipher of the storage
system has been put over at point C of FIG. 5.

When a user desires to see the software mformation PS,
downloaded to the storage 41, a CPU 42 performs an inquiry
of registration to an authorization center 44 (FIG. 4) for
software information through a modem 43, by 1nputting an
ID number registered independently of the broadcasting
system (for example, on the screen of a personal computer,
put an ID number). The CPU 42 usually performs an inquiry
of registration to a broadcasting-system authorization center
22 for the contact program PS, and performs an inquiry of
registration to the software-system authorization center 44
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for the software information PS,. That 1s, the CPU 42
constructs two independent billing systems, a billing system
for a broadcasting system and a billing system for a software
system, by controlling the share of the modem 43.

The authorization center 44 sends the ID number to the
conditional access 45 (FIG. 4) of the software supply section
32 and confirms registration. If the authorization center 44
conilrms registration, then bill processing 1s performed and
the CPU 42 mstructs a local conditional access 46 to decrypt
a cipher. The local conditional access 46 has a function of
decrypting the cipher of the software system. Hence, the
reproduction limitation of the storage 41 1s lifted and the
cipher 1s decrypted, so that the user i1s able to see software
information by the same manipulation as a normal video
tape recorder (VIR).

(2) Structure of Digital Signal Transmitting Apparatus
according to an Embodiment

The detailed constructions of a sending section 31 and a
software supply section 32 of a digital signal transmitting
apparatus according to an embodiment of the present inven-
tion are shown 1n FIGS. 6 and 7, respectively. In this digital
signal transmitting apparatus 30, when a normal contract
program PS, 1s supplied, the program source PS, is input
directly to the sending section 31, and when fee-charged
software information PS, 1s supplied, the fee-charged soft-
ware 1nformation PS, 1s supplied to the sending section 31
through the software supply section 32.

For the appreciation of the program PS,, the video signal
and the audio signal of a program, which 1s supplied, for
example, from a digital VIR 47, are band-compression
coded by means of MPEG encoders 2A and 2B and then are
packetized for each video data and for each audio data by
means of packet Generation sections 3A and 3B. The
packetized video data and audio data are sent to a mulfi-
plexer 4 via a data bus 48. At the same time as this, for
example, a personal computer 49 (hereinafter referred to as
a “PC”) sends data other than video data and audio data to
a packet generation section 3C through a data interface (data
[/F) 50 to be packetized. The packetized data from the packet
ogeneration section 3C 1s then sent through the data bus 48 to
the multiplexer 4.

Also, a conditional access 23 sends key data through a
data I/F 51 to a packet generation section 3D to packetize it,
and the packet key data from the packet generation section
3D 1s sent through the data bus 48 to the multiplexer 4. The
conditional access 23 further sends key information for
encrypting software data to an encryption processing section
5. In the multiplexer 4, the video data, the audio data, and
other data are multiplexed. The encryption processing sec-
tion 5 puts a cipher over this multiplexed data, based on the
key information input from the conditional access 23. The
encrypted data 1s error corrected by a FEC section 6. The
error-corrected data 1s modulated by a modulator 7 and then
transmitted to a satellite 8 via an up-converter 52.

When, on the other hand, fee-charged software 1nforma-
tion PS, 1s transmitted, the video signal and the audio signal
of the software information PS, which is output, for
example, from a digital VIR 53 are band-compression
coded by means of MPEG encoders 33A and 33B, respec-
tively. The band-compression coded video signal 1s input to
a packet generation section 34A and a trick play processing
section 35. The packet generation section 34A packetizes the
mput video signal. The trick play processing section 35
extracts an I picture from the mnput video signal and then
outputs the I picture to a multiplexer 36.

The band-compression coded audio signal is mput to a
packet Generation section 34B, which packetizes the audio
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signal. Also, General data other than video data and audio
data, input from the PC 54, is input through a data I/F 55 to
a packet generation section 34C. In addition, the conditional
access 45 sends key data to a packet generation section 34D
through a data I/F 56 and also sends key information for
storage system to the encryption processing section 37.

The packetized data from the packet generation sections
34A to 34D are multiplexed by the multiplexer 36 through
the data bus 57 and also the I picture 1s buried in video data.
An encryption processing section 37 encrypts the mulfi-
plexed data, based on the key information input from the
conditional access 45, and outputs the encrypted data to the
packet generation section 3E of the sending section 31
through a data I/F 58 (FIG. 6). The packetized data from the
packet generation section 3E 1s sent through the data bus 48
to the multiplexer 4 to be multiplexed, and then sent to the
encryption processing section 5. In the encryption process-
ing section 5, a cipher of the broadcasting system 1s put over
the multiplexed data. The encrypted data 1s processed by the
FEC section 6, the modulator 7, and the up-converter 52.
The thus processed data 1s transmitted to the terminal 40
directly from the satellite 8 or by way of the signal distri-
bution station 9 from the satellite 8.

(3) Structure of Digital Signal Receiving Apparatus accord-
ing to an Embodiment

As shown 1n FIGS. 8 and 9 where the same reference
numerals are applied to corresponding parts with FIG. 5§, the
digital signal receiving apparatus 40 according to an
embodiment of the present invention i1s constituted by a
receiving section 60 (FIG. 8) for receiving a digital signal
which 1s sent by the digital signal transmitting apparatus 30
and a recording/reproducing section 61 (FIG. 9) for record-
ing and reproducing the signal received by the receiving
section 60 on and from a recording medium. In this
embodiment, the receiving section 60 and the recording/
reproducing section 61 are interconnected by way of digital
interfaces (digital I/F) 62 and 63.

In the receiving section 60, the digital signal which 1s
transmitted directly from the satellite 8 or by way of the
signal distributing station 9 from the satellite 8 1s input to a
tuner 12A as a compressed digital signal. The tuned digital
signal 1s demodulated by a demodulator 12B and error
corrected by an FEC section 12C. The error-corrected signal
1s then input to a decrypting block comprising a demulti-
plexer 14 and a decrypting section 15. In the decrypting
block, the cipher of the broadcasting system 1s decrypted
with a private key which only a registered user can have.

The general data where the cipher of the broadcasting
system was decrypted and the video data where a plurality
of program channels were time-division multiplexed at units
of packet of predetermined byte length are sent to a packet
separation section 16 or the recording/reproducing section
61. A path leading to the packet separation section 16 and a
path leading to the recording/reproducing section 61 are
switched by switching means (not shown). In this
embodiment, the switching means has been switched to the
recording/reproducing section 61. The general data used
herein includes text data, font data, video data, graphic data,
and moving picture video data for administering a user’s
interface on a TV monitor.

The general data 1s 1nput through a data port to a CPU
block 64 which performs interactive processing. The CPU
block 64 comprises a main CPU 42, an electrically erasable
programmable read only memory (EEPROM) 65, a modem
interface (modem I/F) 66, a modem 43, a video random
access memory (VRAM) 67, a graphic processor unit (GPU)
68, a read only memory (ROM) 69, and a dynamic random
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access memory (DRAM) 70. In the case of hard-disk incor-
porated systems, general data 1s stored through a CPU bus
in a hard disk once. The CPU 42 processes these general data
in accordance with instructions externally manipulated by a
controller, and necessary display data i1s output.

On the other hand, the video data 1s input through the
digital I/F 62 and the digital I/F 63 to the recording/
reproducing section 61 and then the video data 1s packetized
and separated by a packet separation section 71. The pack-
etized separated data is given time base corrector (TBC)
processing and the format 1s converted by a format convert-
ing section 72. The format converted data 1s error corrected
and modulated by way of a local conditional access 46. The
modulated data 1s then recorded on the recording medium of
a mechanical deck 74 by means of a record/reproduction
processing section 73. Note that tapes and disks can be used

as a recording medium. For example, there are digital VCRs,
digital video disks (DVD), hard disks, and mini-floppy
disks.

If a user instructs reproduction, a command 1s 1nput from

the CPU 42 through the digital I/F 62 and the digital I/F 63
to a VCR controller 75. The VCR controller 75, based on
this command, drives the mechanical deck 74 by a driver 76.
Thereby, a search 1s made up to a desired absolute address
on the recording medium and a tracking operation 1s per-
formed by an automatic tracking following unit (ATF) 77.
As a result, data, recorded on the recording medium, 1s
reproduced by the record/reproduction processing section
73. Note that the absolute address may be added 1n advance
to transmission data, or may be added within the digital
signal receiving apparatus 40.

The reproduction signal, reproduced by the record/
reproduction processing section 73, 1s demodulated and then
the cipher of the storage system 1s decrypted by the local
conditional access 46. The decrypted reproduction signal 1s
error corrected and the format 1s converted by the format
converting section 72. The format converted reproduction
signal 1s packetized by the packet generation section 78 and
1s sent through the digital I/F 63 and the digital I/F 62 to the
packet separation section 16, in which the packet 1s sepa-
rated. For the packet separated reproduction signal, the
compression of the audio signal and the compression of the
video signal are decompressed by an MPEG audio decoder
17A and an MPEG 1image decoder 17B, respectively.

The decompressed audio signal 1s converted to an analog,
signal by a digital-to-analog converter (DAC) 79 and is
output. The decompressed video signal 1s encoded by a
national television system committee (NTSC) encoder 80.
Also, general data on a user interface 1s input from the CPU
block 64 to an NTSC encoder 81. The general data, encoded
with the aforementioned encoder 81, 1s added to the video
signal which 1s output from the encoder 80, and the general
data 1s output.

In a case where 1n the foregoing structure the software
information PS, 1s transmitted to the digital signal receiving
apparatus 40, in the software supply section 32, a cipher of
a software system 1s put over the software mmformation PS,
and then 1n the sending section 31 a cipher of a broadcasting,
system 1s put over, and with this double security ensured, the
software 1nformation 1s transmitted to the digital signal
receiving apparatus 40. In the digital signal receiving appa-
ratus 40, the cipher of the broadcasting system 1s decrypted
and then the software information PS, 1s recorded on the
digital storage 41. When a user sees the software informa-
tion PS, recorded on the digital storage 41, registration 1s
confirmed by the authorization center 44. If registration 1is
confirmed, the cipher of the software system 1s decrypted
and the software mmformation PS, can be seen.
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According to the foregoing structure, the key data of the
broadcasting system are rendered all common and also the
billing data by broadcasting 1s rendered free, and the soft-
ware Information PS, over which a cipher of the broadcast-
ing system and a cipher of the software system are put in
duplicate 1s transmitted when the software information PS,
1s supplied to the digital signal receiving apparatus 40. In the
digital signal receiving apparatus 40, the cipher of the
broadcasting system 1s decrypted and then the software
information PS, is downloaded on the digital storage 41.
Therefore, security can be ensured because the cipher of the
software system has been put over the software information
PS, when downloading the software information PS, to the
digital storage 41.

Also, according to the above-mentioned structure, the
switching means, which switches the path leading to the
packet separation section 16 and the path leading to the
recording/reproducing section 61, 1s provided, so that a
digital signal transmitting system having both of the advan-
tages of a video on demand and the advantages of a VIR can
be provided to contract users.

Also, according to the above-mentioned structure, the
software mformation PS, is given variable-speed reproduc-
tion processing 1n the software supply section 32 and then
transmitted to the digital signal receiving apparatus 40, so
that contract users are able to reproduce the software mfor-
mation PS, recorded on the storage 41 at variable speed.

Also, according to the above-mentioned structure, users
are able to see, among a plurality of pieces of software
information PS, downloaded, only desired software infor-
mation at a desired time because a plurality of pieces of
fee-charged software information PS, can be downloaded to
the storage 41 of the terminal 40 by making use of an
unoccupied time band of a transmission path and an unoc-
cupied transmission path. In other words, each time desired
software i1nformation PS, 1s selected, bill processing 1is
performed and the reproduction limitation of the storage 41
1s lifted. This embodiment 1s also effective as a means for
realizing the video on demand 1n a digital signal transmitting
system which 1s not 1:1 as i1n the case of transmission by
satellite.

Also, according to the above-mentioned structure, the
switching between the access to the authorization center 22
managing the billing mmformation on the normal contract
programs PS, and the access to the authorization center 44
managing the billing information on the software 1nforma-
tion PS, 1s controlled by way of the modem 43, so that two
independent billing systems, a billing system for a broad-
casting system and a billing system for a software system,
can be constructed.

(4) Structure of Digital Signal Transmitting System

In FIG. 10 where the same reference numerals are applied
to corresponding parts with FIGS. 4 and 5, reference
numeral 90 denotes the schematic construction of a digital
signal transmitting system of another embodiment of the
present invention. In the digital signal transmitting system
90, twolold security 1s ensured when predetermined
services, for example, fee-charged software information PS,
1s transmitted, by putting a cipher of the storage system over
the software information PS, and further putting a cipher of
the broadcasting system over that software mnformation PS..
Moreover, an encryption key Km, which 1s used when the
cipher of the storage system 1s put over, 1s encrypted with a
personal key Kp2 for software mformation use.

When a user sees the program source PS, transmitted by
the digital signal transmitting apparatus 30, the user inserts
the smart card 19 mailed from the broadcasting station 30
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into the terminal 40 and inputs a registered ID number of
broadcasting system, ID1. Hence, the CPU 42 performs an
inquiry of registration to the authorization center 22 through
the modem 43. If the registration of that user 1s confirmed,
a program source Es (Data) over which a cipher of the
broadcasting system was put 1s sent from the broadcasting
station, 1.¢., the digital signal transmitting apparatus 30.

That 1s, 1n the broadcasting station 30, when the program
source PS, 1s transmitted to the digital signal receiving
apparatus 40, in the encryption processing section 5, a cipher
of the broadcasting system 1s put over the program source
PS, by means of an encryption key Ks. This encryption key
Ks 1s encrypted with a work key Kw, and the work key Kw
1s encrypted with a personal key Kpl of broadcasting system
orven to each user. Therefore, the encryption processing
section 5 multiplexes the program source Es(Data) over
which a cipher of the broadcasting system was put, and the
encryption key E(Ks) and the work key E(Kw), and trans-
mits the multiplexed data to the digital signal receiving
apparatus 40.

The smart card 19 includes the personal key Kpl which
was used when encrypting the encryption key Km.
Therefore, in the terminal 40, the cipher of the encrypted
work key E(Kw) is decrypted by the personal key Kpl and
the cipher of the encryption key E(Ks) is decrypted by the
decrypted work key Kw. Moreover, with the decrypted
encryption key Ks, the cipher of the broadcasting system of
the program source Es(Data) is decrypted. The decrypted
program source PS; 1s decompressed by the MPEG decoder
17 and converted to an analog signal. The converted analog
signal 1s output to a TV set.

When a user desires to download the software information
PS, to the digital storage 41 (in this case, the above-
mentioned switching means switches each time mnformation
is sent to the digital storage 41), the user inserts the smart
card 19 mto the terminal 40 and inputs a registered 1D
number of broadcasting system, ID1. Therefore, the CPU 42
performs an inquiry of registration to the authorization
center 22 through the modem 43. If the registration of that
user is confirmed, a program source Es {(Em(Data)} over
which a cipher of the broadcasting system and a cipher of the
software system were put 1s sent from the broadcasting
station 30).

That 1s, 1n the encryption processing section 37 of the
broadcasting station 30, a cipher of the storage system 1s put
over the software mnformation PS, by means of an encryp-
tion key Km for software information use. Also, this encryp-
fion key Km 1s encrypted with a personal key Kp2 for
software mnformation use, given to each user. The encrypted
software data Em(Data) is sent to the encryption processing
section §, and the encrypted encryption key E(Km) is sent to
the authorization center 44.

In the encryption processing section 5, a cipher of the
broadcasting system is put over the software data Em(Data)
over which a cipher of the software system was put, by
means of the encryption key Ks. As described above, this
encryption key Ks 1s encrypted with the work key Kw, and
the work key Kw 1s encrypted with the personal key Kpl.
The encryption processing section 5 multiplexes the soft-
ware data Es{(Em(Data)} over which the cipher of the
software system and the cipher of the broadcasting system
were put in duplicate, and the encryption key E(Ks) and the
work key E(Kw), and transmits the multiplexed data to the
terminal 40.

In the terminal 40, the cipher of the broadcasting system
of the doubly encrypted software data Es{Em(Data)} as
described above 1s decrypted because the smart card 19 has
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been 1nserted i1n the terminal 40. The software data
Em(Data) where the cipher of the broadcasting system was
decrypted 1s recorded on the digital storage 41.

When a user sees the software data Em(Data) recorded on
the digital storage 41, the user mserts the smart card 19 nto
the terminal 40 and imputs a registered ID number of
software system, ID2. Thereby, the CPU 42 performs an
inquiry of registration to the authorization center 44 through
the modem 43. If the registration of the user 1s confirmed,
bill processing i1s performed. Then, the encryption key
E(Km) is input from the authorization center 44 through, for
example, a telephone line and through the modem 43 to a
smart card 91, and the cipher of the encryption key E(Km)
1s decrypted.

That 1s, the smart card 91 mcludes the personal key Kp2
which was used when encrypting the encryption key Km of
software system. Therefore, the cipher of the encryption key
E(Km) is decrypted by the personal key Kp2. The decrypted
encryption key Km 1s sent through the CPU 42 to the
decryption section 46.

In the decrypting section 46, the cipher of the software
system, put over the software data Em(data), is decrypted by
the encryption key Km, and the decrypted software data 1s
sent to an MPEG decoder 17. In the MPEG decoder 17, the
decrypted software data PS, 1s decompressed and then
converted to an analog signal. The analog signal 1s then
output to a TV set.

In the foregoing structure, when the software information
PS, 1s transmitted to the digital signal receiving apparatus
40, a cipher of the software system 1s put over the software
information PS, and then a cipher of the broadcasting
system 1s put over and transmitted, and at the same time the
encryption key Km, which was used when the cipher of the
software system 1s put over, 1s encrypted with the personal
key Kp2.

In the digital signal receiving apparatus 40, the cipher of
the broadcasting system of the software data Es{(Em(Data)}
1s decrypted with the smart card 19 and then the decrypted
software data 1s recorded on the digital storage 41. When the
software data Em(Data), recorded on the digital storage 41,
is seen, the cipher of the encryption key E(Km) is decrypted
with the smart card 91. Also, the cipher of the software
system, put over the software data Em(Data), is decrypted
with the decrypted encryption key Km.

According to the foregoing structure, when transmitting
the software information PS, i1s transmitted to the digital
signal receiving apparatus 40, a cipher of the software
system and a cipher of the broadcasting system are put over
the software information PS,, and the encryption key Km,
used when the cipher of the software system 1s put over, 1s
encrypted with the personal key Kp2. Therefore, the security
of the software information PS, can be ensured more firmly.

Also, according to the above-mentioned structure, by
incorporating the personal key Kp2 for decrypting the cipher
of the encrypted encryption key E(Km) into the smart card
91, desired software information PS, can be seen at a desired
fime because users are able to decrypt with ease and reli-
ability the cipher of the encryption key E(Km).

(5) Other Embodiment

The above-mentioned embodiments have been dealt with
the case where a contract user has downloaded free-charged
software mnformation PS, to the storage 41 and where the
user sees the software information PS, recorded on the
digital storage 41 when the user desires to do so. However,
the present invention 1s not limited to this, but as shown 1n
FIG. 11, a package system 100 can be constructed with a
software supply section 32 and a digital signal receiving
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apparatus 40, software mnformation encrypted in the soft-
ware supply section 32 1s recorded on a recording medium
and packaged, and this package software 101 can be sent to
users periodically, for example, by the month.

In this case, as shown 1 FIG. 11, a billing system can be
constructed only with the digital signal receiving apparatus
40. Also, by cheaply providing users with the software
package 101 where a plurality of pieces of encrypted soft-
ware 1nformation are recorded, there can be constructed a
new software mformation supply system where pieces of
software 1nformation are packaged, such as a system where
only imnformation that users desire to see 1s billed and
enjoyed. Note that the package software 101 includes, for
example, ten movies.

Further, the above-mentioned embodiments have been
dealt with the case where the authorization center 22 for a
broadcasting system and the authorization center 44 for a
software system are provided and the share of the modem 43
1s controlled by means of the CPU 42, so that two 1indepen-
dent billing systems are constructed. However, the present
invention 1s not limited to this, but the bill processing with
respect to the programs of the broadcasting and software
systems can be performed with a single authorization center.

Further, the above-mentioned embodiment have been
dealt with the case that there was used the digital signal
receiving apparatus 40 where the recording/reproducing
section 61 1s connected to the receiving section 60).
However, the present invention 1s not limited to this, but 1t
can use a digital signal receiving apparatus 40 into which the
recording/reproducing section 61 1s 1mncorporated.

Further, the above-mentioned embodiment have been
dealt with the case where variable-speed reproduction pro-
cessing was performed 1n the software supply section 32.
However, the present invention 1s not limited to this, but the
variable-speed reproduction processing can be performed 1n
the terminal, 1.€., digital signal receiving apparatus 40.

Furthermore, the above-mentioned embodiment have
been dealt with the case where the smart card 19 for seecing,
a general contract program source PS, and the smart card 91
for seemng software imformation PS, were individually pro-
vided. However, the present invention 1s not limited to this,
but a single card can have both of the functions of the smart
card 19 and the smart card 91.

Moreover, the above-mentioned embodiment have been
dealt with the case where the software information PS, was
downloaded to the digital storage 41. However, the present
mvention 1s not limited to this, but the software information
PS, can be seen at real time. In such a case, the switching
means 15 switched to the path leading to the packet separa-
tion section 16 and the smart cards 19 and 91 are inserted
into the terminal 40. Therefore, the ciphers of broadcasting
and software systems which have been put over the software
information PS, are decrypted, and the software information
PS, can be seen at real time.

Finally, the above-mentioned embodiment have been
dealt with the case where an audio signal and an video signal
are band-compression encoded and then transmitted to the
digital signal receiving apparatus 40. However, the present
invention 1s not limited to this, but only the video signal can
be band-compression encoded and transmitted to the digital
signal receiving apparatus 440.

While there has been described in connection with the
preferred embodiments of the mvention, 1t will be obvious
to those skilled i1n the art that various changes and modifi-
cations may be aimed, therefore, to cover 1n the appended
claims all such changes and modifications as fall within the
true spirit and scope of the mvention.
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What 1s claimed 1s:
1. A method for transmitting a digital signal, comprising
the steps of:

band-compression coding a first digital signal and a
second digital signal, each respective digital signal
defining an 1mage;

encrypting the band-compression coded first digital sig-
nal;

multiplexing the encrypted first digital signal and the
band-compression coded second digital signal; and

encrypting the multiplexed first and second digital signals

to form said digital signal for transmission.

2. The method according to claim 1, wherein the band-
compression coded first digital signal 1s encrypted with a
first encryption key, and the multiplexed first and second
digital signals are encrypted with a second encryption key.

3. Apparatus for transmitting a digital signal, comprising:

means for band-compression coding a first digital signal
and a second digital signal, each respective digital
signal defining an 1mage;

means for encrypting the band-compression coded first
digital signal;

means for multiplexing the encrypting first digital signal

and the band-compression coded second digital signal;
and

means for encrypting the multiplexed first and second
digital signals to form said digital signal for transmis-
S101.

4. Apparatus according to claim 3, wherein the band-
compression coded first digital signal 1s encrypted with a
first encryption key, and the multiplexed first and second
digital signals are encrypted with a second encryption key.

5. Digital signal receiving apparatus for receiving a digital
video signal formed by multiplexing an encrypted first
digital signal and a band-compression coded second digital
signal and by encrypting the multiplexed first and second
digital signals, said digital video signal encrypted with a first
and second encryption key and transmitted by a broadcast-
Ing station, comprising;

first-decryption means for decrypting said digital video

signal encrypted with said first encryption key;

recording/reproducing means for recording the first-
decrypted digital video signal on a recording medium
and for reproducing the first-decrypted digital video
signal from said recording medium; and

second-decryption means for decrypting the reproduced
first-decrypted digital video signal encrypted with said
second encryption key.

6. Apparatus according to claim §, wherein said broad-
casting station comprises means for multiplexing said first
digital signal and said second digital signal having a prede-
termined 1mage band-compression coded, and means for
encrypting the multiplexed first and second digital signals.

7. Apparatus according to claim §, wherein during vari-
able speed reproduction, and recording/reproducing means
reproduces a variable-speed reproduction 1mage defined by
said digital video signal.

8. Apparatus according to claim 35, further comprising
means for providing access to a plurality of management
stations forming a billing system for processing billing
information corresponding to predetermined services sup-
plied by said digital video signal.

9. Arecording medium comprising data recorded thereon,
said data defined by a digital video signal formed by
multiplexing an encrypted first digital signal and a band-
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compression coded second digital signal and by encrypting
the multiplexed first and second digital signals.

10. A method for transmitiing a digital transmission
signal, comprising the steps of:

providing a first digital signal and a second digital signal,

wherein the first digital signal is digital software data
for a digital software distribution service;

encrypting the first digital signal with a first encryption
key; wherein said digital software data is to be stored
on a storage medium at a receiver side 1n an encrypted
form encrypted with the first encryption key to secure
the stored digital software data;

muliiplexing the encrypted first digital signal and the
second digital signal; and

encrypting the multiplexed digital signals with a second
encrypiion key to form said digital transmission signal
and to secure the digital transmission signal.

11. The method according to claim 10, further compris-

ing.:

charging a software fee to a user when said encrypted
digital software data is reproduced from said storage
medium at said receiver side and decrypted with a
decryption key corresponding to said first encrypition
key at said recetver side.

12. The method according to claim 10, wherein

said digital software data is one of video software, music
software and game software.
13. A method for transmitiing a digital transmission
signal, comprising the steps of:
providing a digital signal, wherein the digital signal is
digital software data for a digital software distribution
service,

encrypting the digital signal with a first encryption key;
wherein said digital software data is to be stored on a
storage medium at a recetver side in an encrypited form
encrypted with the first encryption key to secure the
stored digital software data;

multiplexing with other signals said encrypted digital
signal encrypted with said first encryption key; and

encrypiing the encrypted digital signal with a second
encrypition key to form said digital transmission signal
and to secure the digital transmission signal.

14. A method for transmitiing a digital transmission

signal, comprising the steps of:
providing a digital signal, wherein the digital signal is
digital software data for a digital software distribution
service;

encrypting the digital signal with a first encrypiion key;

encrypting the encrypted digital signal with a second
encryption key to form said digital transmission signal
and to secure the digital transmission signal; and

charging a software fee to a user when said encrypted
digital software data is reproduced from said storage
medium at said receiver side and decrypted with a

decryption key corresponding to said first encrypition
key at said recetver side;

wherein said digital software data is to be stored on a
storage medium at a receiver side in an encrypted form
encrypted with the first encryption key to secure the
stored digital software data.

15. A method for transmitiing a digital transmission

signal, comprising the steps of:
providing a digital signal, wherein the digital signal is
digital software data for a digital software distribution
service;
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encrypting the digital signal with a first encrypiion key;
wherein said digital software data is to be stored on a
storage medium at a recetver side in an encrypted form
encrypted with the first encryption key to secure the
stored digital software data; and

encrypting the encrypted digital signal with a second
encrypiion key fo form said digital transmission signal
and to secure the digital transmission signal;

wherein said digital software data is one of video
software, music software and game software.

16. Digital transmission apparatus for transmilting a

digital transmission signal, comprising.:

means for providing a first digital signal and a second
digital signal, wherein the fist digital signal is digital
software data for a digital software distribution ser-
vice;

a first encrypiion circuit for encrypting the first digital
signal with a first encryption key; wherein said digital
software data is fto be stored on a storage medium at a

receiver side tn an encrypted form encrypted with the
first encryption key to secure the stored digital software

data;

a multiplexer for multiplexing the encrypted first digital

signal and the second digital signal; and

a second encryption circuit for encrypting the mulitiplexed

digital signals with a second encryption key to form
said digital transmission signal and fo secure the
digital transmission signal.

17. Digital signal receiving apparatus for receiving a
digital transmission signal formed by encrypting a digital
signal with a first encryption key and by encrypiing the
encrypted digital signal with a second encryption key to
secure the digital transmission signal, wherein the digital
signal is digital software data for a digital software distri-
bution service, said digital signal receiving apparatus com-
prising:

a decryption circuit for decrypting said digital transmis-

sion signal with a second decryption key corresponding
to said second encryption key;

an extracting circuit for extracting said digital signal in
an encrypted form, the extracted digital signal having
been encrypted with said first encryption key;

an outputting circuil for outputiing the extracted digital
signal to a recording/reproducing circuit which is con-
nected via a digital bus or provided in the digital signal
receiving apparatus in order to record the extracted
digital signal on a storage medium in an encrypted
form; and

a communication circuit for communicating billing infor-

mation with a billing center, wherein a software fee is
charged to a user where said recorded digital signal is
reproduced from said storage medium and decrypied
with a first decryption key corresponding to said first
encrypition key.

18. A method for receiving a digital transmission signal
formed by encrypting a digital signal with a first encryption
key and by encrypting the encrypted digital signal with a
second encrypiion key to secure the digital transmission
signal, wherein the digital transmission signal 1s digital
software data for a digital software distribution service, said
method comprising the steps of:

decrypting said digital transmission signal with a second
decryption key corresponding to said second encryp-
lion key;

extracting said digital signal in an encrypted form, the
extracted digital signal having been encrypted with
said first encryption key;
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outputiing the extracted digital signal to a recording/
reproducing circutt which is connected via a digital bus

or provided in a digital receiving apparatus in order to
record the extracted digital signal on a storage medium
in an encrypted form; and

communicating billing information with a billing center,
wherein a software fee is charged to a user when said
recorded digital signal is reproduced from said storage
medium and decrypted with a first decryption key
corresponding to said first encryption key.

19. A method of transmitiing a digital signal, the method

comprising the steps of:

compressing a first digital signal and a second digital
signal;

encrypting said compressed first digital signal with a first
encryption key (Km);

muliiplexing the encrypted compressed first digital signal
and compressed second digital signal;

encrypiing the multiplexed first and second digital signals
with a second encryption key (Ks);

receiving an tnquiry to reproduce said first digital signal
stored on a recording medium of a receiver;

confirming registration of a subscriber who owns said
receiver In response fo said inquiry;

performing a billing processing if said registration is
confirmed; and

fransmitting said first encryption key (Km) fto said
receiver after said billing processing is performed.

20. The method according to claim 19, further compris-

Ing.
encrypting said second encryption key (Ks);

wherein said muliiplexing step multiplexes said first digi-
tal signal, second digital signal and said encrypted
second encryption key (E(Ks)).

21. The method according to claim 19, further compris-
ing.:

encrypting said first encryption key (Km);

wherein said transmiiting step fransmits said encrypted

first encryption key (E(Km)) to said receiver.

22. The method according to claim 19, wherein said
receiving step receives said tnquiry via telephone line.

23. The method according to claim 22, wherein said
fransmitting step transmits said first encryption key (Km) via
telephone line.

24. Apparatus for transmitiing a digital signal, the appa-
ratus comprising.

means for compressing a first digital signal and a second

digital signal;

means for encrypting said compressed first digital signal

with a first encryption key (Km);

means for multiplexing the encrypted compressed first
digital signal and compressed second digital signal;

means for encrypting the multiplexed first and second
digital signals with a second encryption key (Ks);

means for receiving an inquiry fo reprodice said first
digital signal stored on a recording medium of a

receiver;

means for confirming registration of a subscriber who
owns said receiver in response to said inquiry;

means for performing a billing processing if said regis-
fration is confirmed; and
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means for transmitting said first encryption key (Km) fo
said receiver after said billing processing is performed.
25. Apparatus according to claim 24, further comprising:

means for encrypting said second encryption key (Ks);

wherein said multiplexing means multiplexes said first
digital signal, second digital signal and said encrypted

second encryption key (E(Ks)).
20. Apparatus according to claim 24, further comprising:

means for encrypting said first encryption key (Km);

138

wherein said transmiiting means fransmits said encrypted
first encryption key (E(Km)) to said receiver.
27. Apparatus according to claim 24, wherein said receiv-
Ing means receives said inquiry via telephone line.
28. Apparatus according to claim 27, wherein said trans-
mitting means transmits said first encryption key (Km) via
telephone line.
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