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METHOD OF DETECTING CHANGES TO A
COLLECTION OF DIGITAL SIGNALS

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifi-
cation; matter printed in italics indicates the additions
made by reissue.

TECHNICAL FIELD

The present mvention relates to a method to detect
changes to a collection of digital signals, such as that stored
or used 1 a computer. More particularly, the present inven-
tion relates to a method of detecting changes 1n a computer
file caused by, for example, virus or other forms of unau-
thorized alteration.

BACKGROUND OF THE INVENTION

As computer systems and software become more
interconnected, €.g. hardware connection through networks
and software connection through portability of computer
programs and data, it becomes increasingly difficult to
ensure the security of the computer system from unautho-
rized intrusions, by unauthorized users and unauthorized
alterations, such as by viruses. Furthermore, as computers
become more 1nterconnected, 1t becomes more difficult to
isolate the intrusion once an intrusion has occurred at one
node of a computer network.

Virus detection programs are well known 1n the art. In a
typical prior art virus detection program, the program seeks
to determine the existence of a particular virus residing
within the storage subcomponent (memory or disk) of a
computer. However, such prior art anti-viral programs detect
only a prior1 known viruses. If a new virus were developed
and introduced into the computer program, with the anti-
viral program not being able to i1dentity the new virus, the
anti-viral program would be unable to detect the existence of
the newly introduced virus. Therefore, one of the short
comings of the anti-viral programs of the prior art is that the
anti-viral programs must be constantly updated to idenfify
newly created viruses.

Similarly, another problem with the prior art anti-viral
programs 1s that once a virus has “infected” one node of a
computer on a network, and 1if the anti-viral program 1is
unable to detect it, and if the same anti-viral program 1s
residing on all of the other computers on the network, then
the virus can spread undetected to all the other computers on
the network. The result 1s that any new virus which can
intrude 1nto a node on a computer network, 1s virtually
assured that 1t can spread and intrude into the entire com-
puter network.

In the computer arts, programs that compare one file to
another file to detect changes therein, similar to anti-viral
programs, are also well known. In addition, file authentica-
tion methods, such as checksum, or the like are also well
known 1n the art.

In the field of biology, immune system cells are well
known 1n the art. T cells are part of the immune system. T
cells have receptors on their surfaces that can detect anti-
ogens. These receptors are made by a pseudo-random genetic
process and 1t 1s highly likely that some receptors will detect
molecules from the body or “self molecules”. T cells
undergo a censoring process 1n the thymus called negative
selection. In negative selection, T cells that recognize selt
molecules or molecules that are normal to the body, and 1n
particular the molecules being peptides, are destroyed and
are not allowed to leave the thymus. The T cells that do not
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detect self peptides leave the thymus and provide one basis
for the immune protection against foreign antigens.

SUMMARY OF THE INVENTION

In the present invention, a method of generating a com-
puter protection {file to protect an original computer file
having a plurality of contiguous digital signals 1s disclosed.
The method first generates a test file. The test file has a
plurality of contiguous digital signals. The method attempts
to match the plurality of contiguous digital signals of the test
file to the plurality of contiguous digital signals of the
original computer file. In the event there 1s a match, the test
file 1s discarded and the method is reverted back to generate
another test file, different from the preceding test file. In the
event of a non-match, the test file 1s stored.

The present invention also comprises a method of detect-
ing changes to an original computer file, where the original
computer file has an associated protection file. The original
computer file has a plurality of contiguous digital signals.
The associated computer protection file also has a plurality
of test files, each of which has a plurality of contiguous
digital signals, not matching to the plurality of contiguous
digital signals of the original computer file, at the time the
original computer protection file was created. The method
compares the plurality of contiguous digital signals of one
test file of the computer protection file to the plurality of
contiguous digital signals of the original computer file. A
different test file 1s chosen and the method 1s reverted back
to the comparison step in the event of a non-match until all
of the test files 1n the computer protection file have been
tested The method 1s terminated and a change 1s detected in
the original computer file, in the event of a match between
a test file and the original computer file.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1a and 1b are flow charts of two method of the
preferred embodiment of the present invention to generate a
computer protection file and to detect changes to an original
computer file after the computer protection file has been
generated, respectively.

FIGS. 2a and 2b are flow charts of another embodiment
of the methods shown 1n FIGS. 1a and 1b respectively.

FIG. 3 1s a schematic diagram of a network of computer,
with each of the computers having an original computer file,
and an associated different computer protection file, to
thwart the spread of a virus, 1n the event of intrusion into one
node of the network.

DETAILED DESCRIPTION OF DRAWINGS

The present mnvention relates to a method of generating a
computer protection file to protect an original computer file.
As used herein, including in the claims, the term “file”
means a collection of digital information. Such a collection
of digital information can refer to a physical file stored
physically on some storage medium, such as a disk drive of
a computer, or a logical file bemng a portion of another
physical file. The term “file” may even be encoded and
contained within other “files”, such as the computer protec-
tion file being contained within the original computer {file. In
short, the term “file” 1s not limited to a physical collection
separated from another physical collection but simply refers
to a collection of digital information.

Referring to FIG. 1a, there 1s shown a flow chart of the
method of the present invention to generate the computer
protection file 16 to protect an original computer file 10. The
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original computer file 10 1s designated as a file having a
plurality of contiguous digital signals or a string. Since the
method of present invention relates generally to a collection
of digital information to be protected 1n a computer system,
the original string 10 can be binary signals or a collection of
larger based signals such as by byte or by character. The
computer would generate randomly a test file designated as
a test string (R,) 12. The test string 12 also has a plurality
of contiguous digital signals. An attempt 1s then made to
match the test string 12 which 1s randomly generated against
a portion of the original string 10. As will be described 1n
oreater detail, the plurality of contiguous digital signals of
the test string R0 1s attempted to be matched to the plurality
of contiguous digital signals of the original string 10. In the
event of a match (the criteria for which will be discussed in
greater detail hereinafter), the test string 12 is then rejected
and the method continues by generating another random test
string 12 and continuing with the aforementioned steps. In
the event of a non-match, test string 12 1s kept in the
computer protection file 16 or the antibody set (R) 16. In the
preferred embodiment, the method described heretofore 1s
continued until a plurality of non-matching test files 12 are
stored in the antibody set (R) 16, as the computer protection

file.

To attempt to match the plurality of contiguous digital
signals of the randomly generated test string 12 to the
plurality of contiguous digital signals of the original string,
10, the original string 10 1s first parsed or split logically into
a plurality of contiguous segments, with each segment
comprising a plurality of contiguous digital signals. In the
preferred embodiment, the original string 10 1s parsed or
split into equal size segments. However, this 1s not a
necessary limitation but 1s only one based upon conve-
nience. For example, if the original string 10 1s a 32 bit string
comprising of:

00101000100100000100001010010011

The above described 32 bit string can be parsed mto 8
segments each comprising four contiguous digital bits, in the
following manner.

0010!1000'1001!000!0100'001011001!0011

With the original string parsed into 8 segments each having,
four contiguous digital bits, each of the test string 12
randomly generated would also be four contiguous digital
bits 1n length. The test string 12 1s then compared to each of
the segments by testing each of the digital signals of the test
string 12 against the digital signal of each of the segments.
Thus, if the test string 12 contains the contiguous digital
signals of “1000” then a match 1s found between the test
string 12, and the second segment In that event, the method
continues by randomly generating a different test string 12,
and attempting to match that test string 12 against each of
the segments of the original string 10.

In the event the randomly generated test string 12 1s found
not to match any of the segments of the original string 10,
such as, for example, the test string being “0111” then that
test string 12 will be stored in the antibody set (R) 16. In the
preferred embodiment, another test string 12 will be ran-
domly generated and will be tested against each of the
secgments of the original string 10, until a plurality of test
strings 12, each of which do not match any of the segments
of the original string 10 are stored in the antibody set (R) 16.

Referring to FIG. 1b, there 1s shown a flow chart diagram
of another method of the present invention, wherein once the
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plurality of test strings 12 that do not match, as determined
in the aforementioned method had been found and are stored
in the antibody set (R) 16, then the antibody set (R) 16 is
used to determine 1f changes have occurred 1n a string 18 to
be tested. The string 18 to be tested bears a relationship to
the original string 10 tested. In the case where no unautho-
rized 1ntrusion or 1nvasion of the original string or original
computer file 10 has occurred, then the string 18 to be tested
1s 1dentical to the original string 10. However, 1n the event
the original string 10 has been altered or invaded by a virus
or the like, since the antibody set (R) 16 was generated, then
the string 18 to be tested 1s a variation of the original string
10. The method of the invention as depicted in FIG. 1b
determines if the string 18 to be tested has a high probability
of bemg the original string 10 or i1s an altered variation
thereof.

In the preferred embodiment, the string 18 to be tested 1s
also parsed or split into a plurality of segments with each of
the segments comprising a plurality of contiguous digital
signals. Again, 1n the preferred embodiment the segments
are equal 1n length and are equal to the length of the segment
used in the creation of the antibody set (R) 16. Continuing
with the example given above, the string 8 can be parsed 1nto
8 segments with each segment having 4 bits in length. Each
of the test string from the antibody set (R) 16 being 4 bits in
length would be matched against each one of the segments
of the string 18. In the event a test string from the antibody
set (R) 16 does not match any of the segments from string
18, then the next test string 12 from the antibody set (R) 16
1s used. This continues until all of the test strings 12 from the
antibody set (R) 16 are tested at which point the string 18 is
declared as having a high probability of being the same as
the original string 10.

On the other hand, if any one of the test strings 12 from
the antibody set (R) 16 matches any one of the segments of
the string 18, then the string 18 1s declared to be not 1dentical
to the original string 10 and an alteration to the original
string 10 has occurred.

Referring to FIG. 3, there 1s shown a schematic diagram
of a plurality of computers 20 (A-D) connected in a net-
work. The advantage of the foregoing methods of the present
invention can be seen with reference to the diagram shown
in FIG. 3. If we assume that each of the computers 20
executes the i1dentical original computer program or string
10, then by the method described and shown in FIG. 1a, each
of the computers 20 (A—D) would generate a an associated
computer protection file or antibody set (R) 16 different from
the one generated by the other computers 20. Since each of
the protection file 16 1s created based upon randomly
ogenerated test strings 12, the protection file 16 associated
with computer 20A, labeled as R, would be different from
the protection file 16, labeled R, associated with the original
string 10 generated by the computer 20B. Thus, for each of
the computers 20, the protection file 16 associated with the
original file 10, 1s different.

Let us assume now that the virus or unauthorized intru-
sion had occurred in one of the computer nodes, e.g.
computer 20A. Let us assume further that the computer
protection file R, associated with original computer file 10
operating at computer 20A was unable to detect the virus
intrusion. The virus would then propagate along the inter-
connection to computer 20B. Since 1t 1s the same virus, 1t
would affect the original computer file or original string 10
executing on the computer 20B in the same manner as it
alfected the original string 10 executing on the computer
20A. However, since the computer protection file or the
antibody set 16 R, associated with the original file 10 of
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computer 20B 1s different from the computer protection file
16 of computer 20A, the testing method, described
heretofore, may detect the presence of the virus in its
alteration of the original computer file 10, whereas the
computer protection file R, of the computer 20A was unable
to detect that viral intrusion. Therefore, 1n order for the virus
to 1nvade the entire computer network, the virus must
overcome not only the computer protection file R, of
computer 20A but also the protection file R, of computer
20B, the protection file R, of computer 20C, and the
protection file R, of computer 20D. As can be seen, as the
number of computers in the network 1ncreases, the ability of
the virus to escape detection correspondingly decreases with
more different protection files on the network. Thus, with
method of the present invention, the detection of a viral
intrusion 1nto an original string 10 1s a probabilistic based
determination.

PROBABILITY OF DETECTION

Since detection 1s probabilistic, the following describes
the probability for different configuration of the test string of
the protection file 16 and original string 10. At the outset, 1t
should be noted that a perfect match between two strings of
equal length means that at each location in the string, the
digital signals (a binary signal, or a collection of binary
signals such as a byte or a character signal) are identical. In
one embodiment, a match 1s deemed to occur if r contiguous
matches between symbols 1n corresponding locations has
occurred. Furthermore, if the length of the string 1s 1 and m
is the number of alphabet symbols (m=2 where the symbol
1s a binary 1 and 1s on the order of 104, for an mnstruction set
from a SPARC processor, and m=50 for an intermediate
value), then the probability of a match 1s determined as

follows:

If we define the following terms:

N,,=The initial number of test strings (before attempting
to match)

N,=The number of test strings after attempting to match
N.=The number of segments of the original string
P,,=The probability of a match between 2 random strings

{=The probability of a random string not matching any of
the N original strings

=(:~_ M)NS

P~=The probability that Ny antibodies fail to detect an

intrusion.
If P,,1s small and N 1s large, then

and,

NR=NRD><f
P ~(1-P,,)™"

~e "t d MR
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Solving the above for Ny,

lkn P=Npg In (1-P,,)
Or

InP;
~In(l = Pyy)

Nr

since f is approximately e="M"S=(1-P,,)"'S

_PMNS = Nslﬂ(l — Pm)
or
— PMNS = Nslll(l — Pm)

ar

nP;  —InP;
NR = — =
-Pv Pm
we get the following:
NR = NRD Xt
or
—InP;
Ngro =
PM X
—InPs

Py x (1 =Py)Ns

This formula allows us to predict the number of 1nitial
strings (Nyo) that will be required to detect an intrusion as
a function of the probability of detection (1-P,), the number
of segments of original strings being protected (N.), and the
matching rule (P,,). R, is minimized by choosing a matching
rule such that

This shows that we can choose a desired probability of
detection, and then estimate the number of antibody strings
required as a function of the size of N_ (the number of strings
to be protected).

Since an increased probability of detection results 1n
increased computational expense (due to the increased size
of R, and R), one can choose a desired probability of
detection by determining (a) how fatal a single intrusion
would be, and (b) how much redundancy exists in the system
(i.c., how many independent copies of the detection algo-
rithm will exist). Note, that the probability of detection
increases exponentially with the number of independent
detection algorithms. If N =the numbers of copies of the
algorithm, then

D NI
Psysrem fails to derecr_(Pf

The following table of values can be derived for different
alphabet sizes, 1.e. m, for corresponding r and 1 values.
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The foregoing tables were dervied based upon approxi-
mations to the formula In the event, exact formulas are used,

the following tables of value are derived.
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Referring to FIG. 2a, there 1s shown a flow chart of an 65
alternative embodiment to the method of the present inven-
tion as depicted 1n FIG. 1a. In the flow chart shown in FIG.

3

2 the original string 1s depicted as 110. The computer upon
which the method of the present invention 1s operating
ogenerates a random test string 112. The original string 110
similar to the original string 10 shown 1n FIG. 1a, 1s parsed
into a plurality of segments. In the preferred embodiment all
of the segments are equal with each of the segments com-
prising a plurality of contiguous digital signals. The com-
puter then attempts to match the randomly generated test
string 112 to each of the segments of the original string 110.
In the event there 1s no match, the test string 112 1is

discarded.

In the event the test string 112 matches a segment of the

original string 110, then the test string 112 1s kept 1n the
protection file 116 as part of the antlbody set (R) 116. The

generation of the antibody set (R) 116 is the exact comple-
mentary logic of the antibody set (R) 16 shown and
described 1 FIG. 1a. However, because the test string 112
may match more than one segment of the original string 110,
the specific location or locations where the test string 112
matches the original string 110 must also be stored in the
antibody set (R) 116. Alternatively, data concerning the
number of times in which the test string 112 matches the
segments of the original string 110 must be recorded, 1n the
antibody set (R) 116.

Similar to the flow chart shown 1n FIG. 1a, the flow chart

in FIG. 2b depicts a method of the present invention which
1s an alternative embodiment to the method depicted in the
flow chart in FIG. 1b. Once the antibody set (R) file 116 is
created, 1t 1s tested against a string 118. An attempt 1s made
to match a test string 112 from the antibody set 116 against
the string 118 to be tested, at each of the locations at which
the test string 112 from the antibody set 116 1s suppose to
match against the string 118. If a non-match occurs, then the
string 118 1s not 1dentical to the original string 110 and a
change to the original string 110 has been detected.

If the test string 112 from the antibody set 116 matches a
secgment of the string 118, then the computer compares the
test string 112 against all the rest of the segments, until all
the locations where the match 1s suppose to occur has been
tested, or the required number of matches has occurred. This
1s necessary because 1if there are a plurality of matches and
if a virus affects only one segment of the original string 110,
the matching test must compare the test string 112 from the

antibody set 116 against all of the supposedly matching
scoments of the original string 110, to ensure that no
alteration has occurred. If the test string 112 from the
antibody set 116 matches the requisite number of times the
segments of the string 118, or at the requisite locations, then
a second test string 112 1s retrieved from the antibody set 116
and another matching test 1s performed against the string
118, until all of the test strings 112 have been tested. In the
event all of the test strings 112 matches the segments of the
string 118, 1n the requisite locations or number of times, then
the string 118 1s declared as having a high probability of
being the same as the original string 110.

The advantage of the methods of the invention described
and shown 1n FIGS. 2a and 2b 1n probabilistically detecting
a change 1n an original file 1s equally applicable to a network
as shown and described mm FIG. 3. Since each of the
computers 20(A-D) in a network would generate its own
antibody set 116 which 1s different from the antibody set 116
of the other computers 20, the probability of a virus escaping
detection by permeating the entire computer network
decreases as the number of computers 1n the network
Increases.

OTHER CONSIDERAITTONS

As previously discussed, the present invention 1s not
limited to the creation or the testing of a physical “file”. The
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use of the term “file” 1s simply a shorthand to define a
collection of digital information which can comprise a
collection of digital signals, either binary or in a higher
grouping such as by byte or by character signals.

In addition, as previously discussed, the concept of
“match” 1s not limited to an identical match, at every
location. One example described hereinabove 1s simply “r
contiguous matches between symbols 1 corresponding
positions, 1n a string length 1, where r<1”. Another embodi-
ment 15 simply “r matches between symbols 1n correspond-
Ing positions, 1n a string length 1, where r<1”. This embodi-
ment relaxes the requirement that the matches between
symbols 1n corresponding positions must be contiguous
matches. Other forms of match can include logically equiva-
lent such as complementary form. Thus, for example, the
binary string “0111” may be deemed a match to “1000”
since the two are logically complementarily equivalent.

Further, 1n generating the computer protection file 16 as
shown and described in FIG. 1la, by keeping a “non-
matching” test string 12 to the original string 10, the test
string 12 need not be rejected 1f there 1s a match of, €.g. one
symbol, 1n corresponding locations. In other words, the
computer protection file 16 need not comprise a plurality of
“pure” test strings 12, none of which has any single symbol
matching any of the corresponding symbols in the original
string 10. A low level of matching may be tolerated.

Consequently, upon testing each test string 12 of the
computer protection file 16 to the string 18 to be tested, as
shown and described 1in FIG. 1b, a low level match, such as
the match of a single symbol 1n corresponding locations,

need not result 1n a declaration that the original string 10 has
been altered.

Similarly, 1n generating the computer protection file 116,
as shown and described 1n FIG. 2a, by keeping a “matching™
test string 112 to the original string 110, the test string 112
need not be rejected if there 1s a non-match of, e.g. one
symbol, 1 corresponding locations.

In other words, the computer protection file 116 need not
comprise a plurality of “pure” test strings 112, none of which
has any single symbol not matching any of the correspond-
ing symbols in the original string 110. A low level of
non-matching may be tolerated.

Likewise, upon testing each test string 12 of the computer
protection file 16 to the string 18 to be tested, as shown and
described 1n FIG. 2b, a low level non-match, such as the
non-match of a single symbol 1n corresponding locations,
need not result 1n a declaration that the original string 10 has
been altered.

Therefore, as used herein, including the claims, the term
“match” 1ncludes any and all of the foregoing described
methods, including but not limited to a low level of “match”
or “non-match” as the case may be.

The rationale for the tolerance of low level of match or
non-match 1s that a virus that causes only a few changes,
such as a change in a single symbol (bit or byte), would not
be spreading. If and when the virus replicates, then many
changes would occur, and the virus would then be detected.
The trade-off for tolerating a low level virus attack 1s that the
algorithm to protect the original string would execute faster,
but with an accompanying decrease 1n protection. This 1s
analogous to the human immune system where a low level
virus attack does not necessarily cause an 1mmune response.

Lastly, the generation of the test string 12 or 112, in the
method shown and described 1n FIGS. 1a and 2a do not have
to be randomly generated. So long as the test string 12 or
112, which 1s subsequently generated 1s different from the
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test string 12 or 112 generated preceding thereto, the method
of the present invention would function just as well.

What 1s claimed 1s:

1. A method of generating a protection string having a
plurality of nonmatching test strings for use 1n a method of
protecting an original string having a plurality of contiguous

first digital signals, said method comprising the steps of:

a) generating a test string having a plurality of contiguous
test digital signals;

b) attempting to match said test string generated in step (a)
to said original string; and

c)(1) discarding said test string generated in step (a) in the
event of a match, and reverting to step (a) and gener-
ating a different test string; or

c)(2) retaining said test string as one of the plurality of
non-matching test strings of the protection string 1n the
event of a non-match.

2. The method of claim 1 wherein step (c) (2) further

comprising;

reverting to the method of step (a) to (¢) (2); and

terminating the method after a plurality of non-matching

test strings are retained.
3. The method of claim 1 further comprising the step of:

parsing said original string 1nto a plurality of contiguous

segments.

4. The method of claim 3 wherein said attempting step
comprises attempting to match each of the non-matching test
string to each of said segments of said original string.

5. The method of claim 1 wheremn said test string 1s
randomly generated.

6. A method of detecting changes to an original string
having a plurality of first contiguous digital signals by a
protection string having a plurality of test strings with each
test string having a plurality of second contiguous digital
signals said protection string created for use in a method to
detect changes to said original string, each test string not
matching the original string at the time said protection string
was created, said method comprising the steps of:

(a) comparing the second contiguous digital signals of one
test string of said protection string to the plurality of
first contiguous digital signals of the original string;
and

(b)(1) reverting to the method of step (a) and comparing
with a different test string, until all of the test strings in
said protection string have been compared, 1n the event
of a non-match; and

(b)(2) terminating said method and determining the exist-
ence of a change 1n the original string, in the event of
a match between a test string and the original string.

7. The method of claim 6 wherein said original string 1s
parsed 1nto a plurality of contiguous segments with each of
said contiguous segments comprising a first contiguous
digital signals.

8. The method of claim 7 wherein said comparing step
compares the plurality of second contiguous digital signals
of one test string of said protection string to each of the
plurality of first contiguous digital signals of each of the
contiguous segments of the original string.

9. A method of protecting an original string having a first

plurality of contiguous digital signals comprising the steps
of:

a) generating a test string having a second plurality of
contiguous digital signals;

b) comparing said second plurality of contiguous digital
signals of said test string to said first plurality of
contiguous digital signals of said original string;
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c)(1) reverting to the method of step (a) and generating a
different test string, in the event said comparing step
results 1n a match between said second plurality of
contiguous digital signals of said test string to said first
plurality of contiguous digital signals of said original
string; and

c)(2) retaining said test string 1n the event of a non-match
and reverting to the method of step (a) until a protection
string comprising a plurality of non-matching test
strings are retained;

(d) comparing the second plurality of contiguous digital
signals of one test string of said protection string to the
first plurality of contiguous digital signals of the origi-
nal string; and

(e)(1) reverting to the method of step (d) and comparing
with a test string different from said one test string of
said protection string, until all of the test strings 1n said
protection string have been

compared, 1n the event of a non-match; and

(€)(2) terminating said method and determining the exist-
ence of a change 1n the original string, 1in the event of
a match between a test string and the original string.

10. The method of claim 9 further comprising the step of:

parsing said original string 1nto a plurality of contiguous
segments, with each segment being one of said first
plurality of contiguous digital signals.

11. The method of claim 10 wherein said comparing step
(b) comprises attempting to match the second plurality of
contiguous digital signals of said test string to said plurality
of contiguous digital signals of each of said segments of said
original string.

12. The method of claim 10 wherein said comparing step
(d) comprises attempting to match the second plurality of
contiguous digital signals of said test string to said plurality
of contiguous digital signals of each of said segments of said
original string.

13. The method of claim 9 wherein said test string 1s
randomly generated.

14. A method of protecting a plurality of identical original
computer files, stored 1n a plurality of computers, each of
said original computer files having a plurality of contiguous
digital signals, said method at each computer comprising the
steps of:

a) randomly generating a test string having a plurality of
contiguous digital signals;

b) comparing said plurality of contiguous digital signals
of said test string to said plurality of contiguous digital
signals of said original computer file;

c)(1) reverting to the method of step (a), in the event said
comparing step results in a match between said plural-
ity of contiguous digital signals of said test string and
said plurality of configuous digital signals of said
original computer file; and

c)(2) storing said test string in a computer protection file
in the event of a non-match and reverting to the method
of step (a) until a plurality of non-matching test strings
are stored 1n said computer protection file;

(d) comparing the plurality of contiguous digital signals
of one of said plurality of nonmatching test strings of
said computer protection file to the plurality of con-
tiguous digital signals of the original computer file; and

(e)(1) reverting to the method of step (d) and comparing
with a test string different from said one of said
plurality of non-matching test string, until all of the
plurality of non-matching test strings 1n said computer
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protection file have been compared, in the event of a
non-match; and

(¢)(2) terminating said method and determining the exist-
ence of a change 1n the original computer file, in the
event of a match between a test string and the original
computer file.

15. The method of claim 14 further comprising the step of:

parsing said original computer file into a plurality of

configuous segments.

16. The method of claim 15 wherein said comparing step
(b) comprises attempting to match the plurality of contigu-
ous digital signals of said test string to each of said segments
of said original computer {ile.

17. The method of claim 15 wherein said comparing step
(d) compares the plurality of contiguous digital signals of
one test string of said computer protection file to each of the
secgments of the original computer file.

18. The method of claim 14 wheremn said plurality of
computers are interconnected in a network.

19. A method of generating a protection string having a
first plurality of contiguous digital signals for use 1n a
method to protect an original string having a second plural-
ity of contiguous digital signals, said method comprising the
steps of:

a) generating a test string having a plurality of contiguous
digital signals fewer in number than said second plu-
rality of contiguous signals of said original string;

b) attempting to match said plurality of contiguous digital
signals of said test string to portions of said second
plurality of contiguous digital signals of said original
string; and

c)(1) discarding said test string in the event of a non-
match, and reverting to the method of step (a) to
generate a different test string; or

c)(2) storing said test string in said protection string in the
event of a match.

20. The method of claim 19 wherein step (c)(2) further

comprising:

reverting to the method of step (a); and

terminating the method after a plurality of matching test
strings are stored 1n said protection string.

21. The method of claim 19 further comprising the step of:

parsing said original string 1nto a plurality of contiguous
segments, with each segment comprising a plurality of
contiguous digital signals.

22. The method of claim 21 wherein said attempting step
comprises attempting to match the plurality of contiguous
digital signals of said test string to said plurality of contigu-
ous digital signals of each of said segments of said original
string.

23. The method of claim 19 further comprising the step of
(c)(3) storing the location of the position in said second
plurality of contiguous digital signals of said original string
where said test string matches said original string.

24. The method of claim 19 wherein test string is ran-
domly generated.

25. A method of detecting changes to an original string
having a plurality of contiguous first digital signals by a
protection string having a plurality of test strings, with each
of said test strings having a plurality of contiguous second
digital signals, matching to a portion of said plurality of
contiguous first digital signals of said original string at the
fime said protection string was created, said method com-
prising the steps of:

(a) comparing the plurality of contiguous second digital

signals of one test string of said protection string to the
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plurality of first contiguous digital signals of the origi-
nal string; and

(b)(1) reverting to the method of step (a) and comparing
with a different test string, until all of the test strings in
said protection string have been compared, 1n the event
of a match; and

(b)(2) terminating said method and determining the exist-
ence of a change 1n the original string, 1in the event of
a non-match between a test string and the original
string.

26. The method of claim 25 wherein said protection string
1s parsed 1nto a plurality of contiguous segments with each
of said segments comprising a plurality of contiguous third
digital signals.

27. The method of claim 26 wherein said comparing step
compares the plurality of second contiguous digital signals
of one test string of said protection string to the plurality of
contiguous third digital signals of each of the segments of
the original string.

28. A method of protecting an original computer f{ile,
having a plurality of first contiguous digital signals, com-
prising the steps of:

a) generating a test string, said test string having a
plurality of second contiguous digital signals, fewer in
number than said plurality of first contiguous signals of
said original computer file;

b) comparing said plurality of second contiguous digital
signals of said test string to said plurality of first
contiguous digital signals of said original computer

file;

c)(1) reverting to the method of step (a) and generating a
different test string, 1n the event said comparing step
results 1n a non-match between said plurality of second
contiguous digital signals of said test string and said
plurality of first contiguous digital signals of said
original computer file; and

¢)(2) storing said test string in a protection file in the event
of a match; and

c)(3) reverting to the method of step (a) to ¢(2) until a
plurality of matching test strings are stored in said
protection {ile;

(d) comparing the plurality of second contiguous digital
signals of one of said plurality of matching test strings
of said protection file to the plurality of first contiguous
digital signals of the original computer {file; and

(e)(1) reverting to the method of step (d) and comparing
with a different test string, until all of the test strings in
said protection file have been compared, 1n the event of
a match; and

(€)(2) terminating said method and determining the exist-
ence of a change 1n the original computer file, 1n the
event of a nonmatch between a test string and the
original computer file.

29. The method of claim 28 further comprising the step of:

parsing sald original computer file nto a plurality of
contiguous segments, with each segment comprising a
plurality of third contiguous digital signals.

30. The method of claim 29 wherein said comparing step
(b) comprises attempting to match the plurality of second
contiguous digital signals of said test string to said plurality
of third contiguous digital signals of each of said segments
of said original computer {ile.

31. The method of claim 29 wherein said comparing step
(d) comprises attempting to match the plurality of second
contiguous digital signals of said test string to said plurality
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of third contiguous digital signals of each of said segments
of said original computer {ile.

32. The method of claim 28 wherein said storing step of
(c)(2) further stores the location of the position in said
plurality of first contiguous digital signals of said original
computer file where said test string matches said original
computer file.

33. The method of claim 28 wherein said test string 1s
randomly generated.

34. A method of protecting a plurality of identical original
computer files, stored 1n a plurality of computers, each of
said original computer files having a plurality of first con-
tiguous digital signals, said method at each computer com-
prising the steps of:

a) randomly generating a test string, said test string having

a plurality of second contiguous digital signals, fewer
in number than said plurality of first contiguous signals
of said original computer {ile;

b) comparing said plurality of second contiguous digital

signals of said test string to said plurality of first
contiguous digital signals of said original computer

file;

c)(1) reverting to the method of step (a), in the event said
comparing step results in a non-match between said
plurality of second contiguous digital signals of said
test string and said plurality of first contiguous digital
signals of said original computer file; and

c)(2) storing said test string in a computer protection file
in the event of a match; and

c)(3) reverting to the method of step (a) to (¢)(2) until a
plurality of matching test strings are stored in said
computer protection file;

(d) comparing the plurality of second contiguous digital
signals of one of said plurality of matching test strings
of said computer protection file to the plurality of first
contiguous digital signals of the original computer file;
and

(¢)(1) reverting to the method of step (d) and comparing
with a different test string, until all of the test strings in
said computer protection file have been compared, 1n
the event of a match; and

(e)(2) terminating said method and determining the exist-
ence of a change 1n the original computer file, in the
event of a nonmatch between a test string and the
original computer file.

35. The method of claim 34 further comprising the step of:

parsing sald original computer file mnto a plurality of
contiguous segments, with each segment comprising a
plurality of third contiguous digital signals.

36. The method of claim 35 wherein said comparing step
(b) comprises attempting to match the plurality of second
contiguous digital signals of said test string to said plurality
of third contiguous digital signals of each of said segments
of said original computer file.

37. The method of claim 35 wherein said comparing step
(d) compares the plurality of second contiguous digital
signals of one of said plurality of matching test strings of
saild computer protection file to the plurality of third con-
tiguous digital signals of each of the segments of the original
computer file.

38. The method of claim 34 wherein said plurality of
computers are 1nterconnected in a network.

39. The method of claim 34 wherein said storing step of
(c)(2) further stores the location of the position in said
plurality of first contiguous digital signals of said original
computer file where said test string matches said original
computer file.
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40. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to generate
a protection string having a plurality of non-matching
fest strings for use in a method of protecting an original 3
string having a plurality of contiguous first digital
signals by a computer, the computer readable program
code in said arficle of manufacture comprising:
computer readable program code configured to cause a
computer to generate a test string having a plurality 10
of contiguous test digital signals;
computer readable program code configured to cause
the computer to attempt to match said test string (o
said original string; and
computer readable program code configured fo cause 15
the computer to discard said test string in the event
of a maich, and to generate a different test string; or
o retain said test string as one of the plurality of
non-matching test strings of the protection string in
the event of a non-martch. 20
41. The article of manufacture of claim 40 further com-
prising.
comptiter readable program code configured to cause the
compuiter to terminate the method after a plurality of
non-matching test strings are retained.
42. The article of manufacture of claim 40 further com-
prising.

25

compuiter readable program code configured to parse said

original string into a plurality of contiguous segments.

43. The article of manufacture of claim 42 wherein said

computer readable program code configured to cause the

compuler to attempt to maitch said test string o said original
string further comprising:

30

computer readable program code configured to attempt to 35
match each of the non-matching test string to each of
said segments of said original siring.

44. The article of manufacture of claim 40 wherein said

test string 1s randomly generated.

45. An article of manufacture comprising.: 40

a computer usable medium having computer readable
program code embodied therein configured to detect
changes to an original string having a plurality of first
coniiguous digital signals by a protection string having
a plurality of test strings with each test string having a 45
plurality of second contiguous digital signals, said
protection string created for use in a method to detect
changes to said original string, each test string not
matching the original string at the time said protection
string was created, the computer readable program 50
code in said article of manufacture comprising:
computer readable program code configured to com-

pare the second contiguous digital signals of one test
string of said protection string to the plurality of first
contiguous digital signals of the original string; and 55
compuiter readable program code configured to revert
fo compare with a different test string, uniil all of the
fest sirings in said protection string have been
compared, in the event of a non-maich; and
compuiter readable program code configured to termi- 60
nate and determine the existence of a change in the
original string, in the event of a match between a test
string and the original string.

46. The article of manufacture of claim 45 wherein said
original string is parsed into a plurality of contiguous 65
segments with each of said contiguous segments COmprising
a first contiguous digital signals.
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47. The article of manufacture of claim 46 wherein said
computer readable program code configured to compare the
plurality of second contiguous digital signals of one test
string of said protection string to each of the plurality of first
contiguous digital signals of each of the contiguous seg-
ments of the original string.
48. An article of manufacture comprising:
a computer usable medium having computer readable
program code embodied therein configured to protect
an original string having a first plurality of coniiguous
digital signals, the computer readable program code in
said article of manufacture comprising:
compuiter readable program code configured to gener-
ate a test string having a second plurality of con-
figuous digital signals;

computer readable program code configured to com-
pare said second plurality of contiguous digital
signals of said test string to said first plurality of
contiguous digital signals of said original string;

computer readable program code configured to revert
fo generate a different test string, in the event said
compare results in a maich between said second
plurality of contiguous digital signals of said test
string to said first plurality of configuous digital
signals of said original string; and

compuiter readable program code configured to retain
said test string in the event of a non-match and to
revert to generate another test string having a sec-
ond plurality of contiguous digital signals until a
protection string comprising a plurality of non-
matching test strings are retained;

compuiter readable program code configured to com-
pare the second plurality of contiguous digital sig-
nals of one test string of said protection string to the
first plurality of contiguous digital signals of the
original string; and

compuiter readable program code configured to revert
fo compare with a test string different from said one
test string of said protection string, uniil all of the
fest strings in said protection string have been
compared, in the event of a non-match; and ito
terminate and determine the existence of a change in
the original string, in the event of a match between
a test string and the original string.

49. The article of manufacture of claim 48 further com-
prising.

compuiter readable program code configured to parse said
original string into a plurality of contiguous segments,
with each segment being one of said first plurality of
coniiguous digital signals.

50. The article of manufacture of claim 49 wherein said
computer readable program code configured to compare
said second plurality of contiguous digital signals of said
test string to said first plurality of contiguous digital signals
of said original string comprises.

compuiter readable program code configured to attempit to
match the second plurality of contiguous digital signals
of said test string to said plurality of contiguous digital
signals of each of said segments of said original string.

51. The article of manufacture of claim 49 wherein said
computer readable program code configured to compare the
second plurality of configuous digital signals of one test
string of said protection string to the first plurality of
contiguous digital signals of the original string comprises.

compuiter readable program code configured to attempit to
match the second plurality of contiguous digital signals
of said test string to said plurality of contiguous digital
signals of each of said segments of said original string.
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52. The article of manufacture of claim 48 wherein said
test string 1s randomly generated.
53. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to protect a
plurality of identical original computer files, stored in
a plurality of computers, each of said original com-
puter files having a plurality of conitiguous digital
signals, the computer readable program code in said
article of manufacture comprising:

compuiter readable program code configured to randomly
generate a test string having a plurality of contiguous
digital signals;

compuiter readable program code configured to compare
said plurality of contiguous digital signals of said test

string to said plurality of contiguous digital signals of
said original computer file;

compuiter readable program code configured to revert (o
randomly generate a test string having a plurality of
contiguous digital signals in the event said compare
results in a maich between said plurality of conitiguous
digital signals of said test string and said plurality of
coniiguous digital signals of said original computer
file; and to store said test string in a computer protec-
lion file in the event of a non-maich and revert to
randomly generate a test string having a plurality of
contiguous digital signals until a plurality of non-
matching test strings are stored in said computer
protection file;

comptiter readable program code configured to compare
the plurality of contiguous digital signals of one of said
plurality of non-matching test strings of said computer
protection file to the plurality of contiguous digital
signals of the original computer file; and

compuiter readable program code configured to revert (o
compare with a test string different from said one of
said plurality of non-matching test string, until all of
the plurality of non-matching test strings in said com-
puter protection file have been compared, in the event
of a non-match; and to terminate and determine the
existence of a change in the original computer file, in
the event of a maich between a fest string and the
original computer file.

54. The article of manufacture of claim 53 further com-

prising.

compuiter readable program code configured to parse said
original computer file into a plurality of contiguous
Segments.

55. The article of manufacture of claim 54 wherein said
computer readable program code configured to compare
said plurality of contiguous digital signals of said test string
to said plurality of contiguous digital signals of said original
compuiter file comprises.

compuiter readable program code configured to attempt (o
match the plurality of contiguous digital signals of said
lest string to each of said segments of said original
compuiter file.

56. The article of manufacture of claim 54 wherein said
computer readable program code configured to compare the
plurality of contiguous digital signals of one of said plurality
of non-matching test strings of said computer protection file
to the plurality of contiguous digital signals of the original
compuiter file comprises.

compuiter readable program code configured to compare
the plurality of contiguous digital signals of one test
string of said computer protection file to each of the
segments of the original computer file.
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57. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to generate
a protection string having a first plurality of contiguous
digital signals for use in a method to protect an original
string having a second plurality of contiguous digital
signals, the computer readable program code in said
article of manufacture comprising:

computer readable program code configured to generate

a test string having a plurality of coniiguous digital
signals, fewer in number than said second plurality of
coniiguous signals of said original string;
computer readable program code configured to attempt to
match said plurality of contiguous digital signals of
said test string to portions of said second plurality of
contiguous digital signals of said original string; and

computer readable program code configured to discard
said test string in the event of a non-match, and
reverting to generate a different test string; or 1o store
said test string in said protection string in the evenit of
a maich.

58. The article of manmufacture of claim 57 wherein said
computer readable program code configured to discard said
lest string in the event of a non-maich, and reverting to
generate a different test string; or to store said test string in
said protection string in the event of a match terminates
after a plurality of matching test strings are stored in said
protection string.

59. The article of manufacture of claim 58 further com-

prising.
compuiter readable program code configured to parse said
original string into a plurality of contiguous segments,
with each segment comprising a plurality of coniiguous

digital signals.
60. The article of manufacture of claim 59 wherein said

computer readable program code configured to attempt to
match said plurality of contiguous digital signals of said test
string to portions of said second plurality of contiguous
digital signals of said original string further comprising:
computer readable program code configured to attempt to
match the plurality of contiguous digital signals of said
lest string to said plurality of contiguous digital signals
of each of said segments of said original string.
01. The article of manufacture of claim 57 further com-
prising.
compuiter readable program code configured to store the
location of the position in said second plurality of
contiguous digital signals of said original string where
said test string matches said original string.
62. The article of manufacture of claim 57 wherein said
test string is randomly generated.
03. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to detect
changes to an original string having a plurality of
contiguous first digital signals by a protection string
having a plurality of test strings, with each of said test
strings having a plurality of contiguous second digital
signals, maiching fo a portion of said plurality of
contiguous first digital signals of said original string at
the fime said protection string was created, the com-
puter readable program code in said article of marnu-
facture comprising:

compiuiter readable program code configured to compare
the plurality of contiguous second digital signals of one
lest string of said protection string to the plurality of
first contiguous digital signals of the original string;
and
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comptiter readable program code configured to revert (o
compare with a different test string, until all of the test
strings in said protection string have been compared, in
the event of a match; and to terminate and determine
the existence of a change in the original string, in the
event of a non-maich between a test string and the
original string.

04. The article of manufacture of claim 63 wherein said
protection string 1s parsed into a plurality of contiguous
segments with each of said segments comprising a plurality
of contiguous third digital signals.

65. The article of manufacture of claim 64 wherein said
computer readable program code configured to compare the
plurality of contiguous second digital signals of one test
string of said protection string to the plurality of first
contiguous digital signals of the original string comprises.

comptiter readable program code configured to compare
the plurality of second configuous digital signals of one
lest string of said protection string to the plurality of
contiguous third digital signals of each of the segments
of the original string.

00. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to protect
an original computer file, having a plurality of first
coniiguous digital signals, the computer readable pro-
gram code in said article of manufacture comprising.

compuiter readable program code configured to generate
a test string, said test string having a plurality of
second contiguous digital signals, fewer in number
than said plurality of first contiguous signals of said
original computer file;

comptiter readable program code configured to compare
said plurality of second conitiguous digital signals of
said test string to said plurality of first coniiguous
digital signals of said original computer file;

compuiter readable program code configured to revert to
generate a different test string, in the event said com-
paring step results in a non-maich between said plu-
rality of second contiguous digital signals of said test
string and said plurality of first contiguous digital
signals of said original computer file; and to store said
lest string in a protection file in the event of a maich;
and to revert to generate a different test string and to
store said test string in a protection file in the event of
a maich until a plurality of matching test strings are
stored in said protection file;

compuiter readable program code configured to compare
the plurality of second coniiguous digital signals of one
of said plurality of matching test strings of said pro-
tection file to the plurality of first contiguous digital
signals of the original computer file; and

compuiter readable program code configured to revert (o
compare with a different test string, until all of the test
strings n said protection file have been compared, in
the event of a match; and to terminate and determine
the existence of a change in the original compuiter file,
in the event of a non-maitch between a test string and
the original computer file.

67/. The article of manufacture of claim 66 further com-

prising.

computer readable program code configured to parse said
original computer file into a plurality of contiguous
segments, with each segment comprising a plurality of
third contiguous digital signals.

68. The article of manufacture of claim 67 wherein said

computer readable program code configured to compare
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said plurality of second contiguous digital signals of said
test string to said plurality of first contiguous digital signals
of said original computer file comprises.:

compiiter readable program code configured to attempt to
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous
digital signals of each of said segments of said original
compuiter file.

69. The article of manufacture of claim 67 wherein said
computer readable program code configured to compare the
plurality of second contiguous digital signals of one of said
plurality of matching test strings of said protection file to the

plurality of first contiguous digital signals of the original
computer file comprises.

compuiter readable program code configured to attempi to
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous

digital signals of each of said segments of said original
compuiter file.

70. The article of manufacture of claim 66 wherein said
computer readable program code configured to store said
test string in a protection file in the event of a match further
stores the location of the position in said plurality of first
contiguous digital signals of said original computer file
where said test string maiches said original computer file.

71. The article of manufacture of claim 66 wherein said
test string is randomly generated.

72. An article of manufacture comprising:

a computer usable medium having computer readable
program code embodied therein configured to protect a
plurality of identical original computer files, stored in
a plurality of computers, each of said original com-
puter files having a plurality of first contiguous digital
signals, the computer readable program code in said
article of manufacture at each computer comprising:

compuiter readable program code configured to randomly
generate a test string, said test string having a plurality
of second contiguous digital signals, fewer in number
than said plurality of first contiguous signals of said
original computer file;

computer readable program code configured to compare
said plurality of second contiguous digital signals of
said test string to said plurality of first coniiguous
digital signals of said original computer file;

compuiter readable program code configured to revert to
randomly generate a different test string, in the event
said compare results in a non-match between said
plurality of second contiguous digital signals of said
test string and said plurality of first contiguous digital
signals of said original computer file; and to store said
lest siring in a compulter protection file in the event of
a match; and to revert to randomly generate a different
lest string and to compare and to store, uniil a plurality
of matching test strings are stored in said computer
protection file;

compuiter readable program code configured to compare
the plurality of second contiguous digital signals of one
of said plurality of maiching test strings of said com-
puter protection file to the plurality of first coniiguous
digital signals of the original computer file; and

compiuiter readable program code configured to revert to
compare with a different test string, until all of the test
strings in said computer protection file have been
compared, in the event of a maich; and to terminate and
determine the existence of a change in the original
compuiter file, in the event of a non-match between a
test string and the original computer file.
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73. The article of manufacture of claim 72 further com-
prising.

compuiter readable program code configured to parse said

original computer file into a plurality of contiguous

segments, with each segment comprising a plurality of 5

third contiguous digital signals.

74. The article of manmufacture of claim 73 wherein said
computer readable program code configured to compare
said plurality of second contiguous digital signals of said
test string to said plurality of first contiguous digital signals
of said original computer file comprises:

computer readable program code configured to attempt o
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous
digital signals of each of said segments of said original

compuiter file.

75. The article of mamufacture of claim 73 wherein said
compuiter readable program code configured to compare the
plurality of second contiguous digital signals of one of said
plurality of matching test strings of said computer protection
file to the plurality of first contiguous digital signals of the
original compuiter file comprises:

compuiter readable program code configured to compare
the plurality of second contiguous digital signals of one
of said plurality of matching test strings of said com-
puter protection file to the plurality of third contiguous
digital signals of each of the segments of the original
compuiter file.

76. The article of manufacture of claim 72 wherein said
plurality of computers are interconnected in a network.

77. The article of manmufacture of claim 72 wherein said
computer readable program code configured to store said
lest string in a computer protection file in the event of a
match further stores the location of the position in said
plurality of first contiguous digital signals of said original
computer file where said test string matches said original
compuiter file.

78. A computer system for generating a protection string
having a plurality of non-maiching test strings for use in a
method of protecting an original string having a plurality of
contiguous first digital signals by a computer, said system
COMprising:

a computer; and

a computer usable medium having computer readable

program code embodied therein, the computer readable

program code comprising:

computer readable program code configured to cause a
compiiter to generate a test string having a plurality
of configuous test digital signals;

compuiter readable program code configured to cause
the computer to attempt fo match said test string to
said original string; and

computer readable program code configured to cause
the computer to discard said test string in the event
of a match, and to generate a different test string; or
o retain said test string as one of the plurality of
non-matching test strings of the protection string in
the event of a non-maich.

79. The computer system of claim 78 wherein said article
of manufacture further comprising:

comptiter readable program code configured to cause the
computer to terminate the method after a plurality of
non-matching test strings are retained.
80. The computer system of claim 78 wherein said article
of manufacture further comprising:

compuiter readable program code configured to parse said
original string into a plurality of contiguous segments.
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81. The computer system of claim 80 wherein said com-
puter readable program code configured to cause the com-
puter to attempt to match said test string to said original
string further comprising.:

compuiter readable program code configured to attempi to

match each of the non-matching test string to each of
said segments of said original string.

82. The computer system of claim 78 wherein said test
string 1s randomly generated.

83. A computer system for detecting changes to an origi-
nal string having a plurality of first contiguous digital
signals by a protection string having a plurality of test
strings with each test string having a plurality of second
contiguous digital signals, said protection string created for
use in a method to detect changes to said original string,
each test string not matching the original string at the time
said protection string was created, said system comprising:

a computer; and

a computer usable medium having computer readable
program code embodied therein, the computer readable
program code cOmprising:

compuiter readable program code configured to compare
the second contiguous digital signals of one test string
of said protection string to the plurality of first con-
tiguous digital signals of the original string;

computer readable program code configured to revert to
compare with a different test string, until all of the test
strings in said protection string have been compared, in
the event of a non-maich; and

compuiter readable program code configured to terminate
and determine the existence of a change in the original
string, in the event of a match between a test string and
the original string.

84. The computer system of claim 83 wherein said origi-
nal string is parsed into a plurality of configuous segments
with each of said coniiguous segments comprising a first
contiguous digital signals.

85. The computer system of claim 84 wherein said com-
puter readable program code configured to compare the
plurality of second contiguous digital signals of one test
string of said protection string to each of the plurality of first
contiguous digital signals of each of the contiguous seg-
ments of the original string.

86. A computer system for protecting an original string
having a first plurality of contiguous digital signals, said
system comprising:

a computer; and

a computer usable medium having computer readable

program code embodied therein, the computer readable

program code cOomprising:

computer readable program code configured to gener-
ate a test string having a second plurality of con-
figuous digital signals;

compuiter readable program code cownfigured to com-
pare said second plurality of contiguous digital
signals of said test string to said first plurality of
contiguous digital signals of said original string;

compuiter readable program code configured to revert
fo generate a different test string, in the event said
compare results in a maich between said second
plurality of contiguous digital signals of said test
string to said first plurality of contiguous digital
signals of said original string; and

computer readable program code configured to retain
said test string in the event of a non-match and to
revert to generate another test string having a sec-
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ond plurality of contiguous digital signals until a
protection string comprising a plurality of non-
matching test strings are retained;
computer readable program code configured to com-
pare the second plurality of contiguous digital sig- 5
nals of one test string of said protection string to the
first plurality of contiguous digital signals of the
original string; and
computer readable program code configured to revert
fo compare with a test string different from said one
test string of said protection string, uniil all of the
test strings in said protection string have been
compared, in the event of a non-match; and to
terminate and determine the existence of a change in
the original string, in the event of a maitch between
a test string and the original string.
87. The computer system of claim 86, wherein said
computer usable medium having computer readable pro-
gram code embodied therein, further comprising.

10

15

computer readable program code configured to parse said 2V
original string into a plurality of contiguous segments,
with each segment being one of said first plurality of
contiguous digital signals.

88. The computer system of claim 87 wherein said com-
puter readable program code configured to compare said 25
second plurality of contiguous digital signals of said test
string to said first plurality of contiguous digital signals of
said original string comprises.

compuiter readable program code configured to attempt (o
match the second plurality of contiguous digital signals
of said test string to said plurality of contiguous digital
signals of each of said segments of said original string.

89. The computer system of claim 87 wherein said com-

puter readable program code configured to compare the
second plurality of contiguous digital signals of one test
string of said protection string to the first plurality of
contiguous digital signals of the original string comprises.

30

35

compuiter readable program code configured to attempt 1o
match the second plurality of contiguous digital signals
of said test string to said plurality of contiguous digital
signals of each of said segments of said original string.

90. The computer system of claim 86 wherein said test

string 1s randomly generated.

91. A computer system comprising:

40

45
a plurality of computers;

a plurality of identical original computer files, each
stored in one of said plurality of computers, each of
said original computer files having a plurality of con-

liguous digital signals; and 50

a computer usable medium at each of said plurality of
computers, each of said computer usable medium hav-
ing computer readable program code embodied
therein, the computer readable program code compris-
ing:
computer readable program code configured to ran-
domly generate a test string having a plurality of
contiguous digital signals;

computer readable program code configured to com-
pare said plurality of contiguous digital signals of 60
said test string to said plurality of contiguous digital
signals of said original computer file;

computer readable program code configured to revert
to randomly generate a test string having a plurality
of contiguous digital signals in the event said com- 65
pare results in a maich between said plurality of
contiguous digital signals of said test string and said

55
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plurality of contiguous digital signals of said origi-
nal computer file; and to store said test string in a
compiiter protection file in the event of a non-match
and revert to randomly generate a test string having
a plurality of contiguous digital signals uniil a
plurality of non-matching test strings are stored in
said computer protection file;
compuiter readable program code configured to com-
pare the plurality of contiguous digital signals of one
of said plurality of non-maiching test strings of said
compuiter protection file to the plurality of contigu-
ous digttal signals of the original computer file; and
compuiter readable program code configured to revert
fo compare with a test string different from said one
of said plurality of non-matching test string, until all
of the plurality of non-matching test strings in said
compiuiter protection file have been compared, in the
event of a non-match; and to terminate and deter-
mine the existence of a change in the original
compuiter file, in the event of a maich between a test
string and the original computer file.
92. The computer system of claim 91 wherein said com-
puter readable program code further comprising:

compuiter readable program code configured to parse said
original computer file into a plurality of contiguous
Segments.

93. The computer system of claim 92 wherein said com-
puter readable program code configured to compare said
plurality of contiguous digital signals of said test string to
said plurality of contiguous digital signals of said original
computer file comprises:

compuiter readable program code configured to attempit to
match the plurality of contiguous digital signals of said
lest string to each of said segments of said original
compuiter file.

94. The computer system of claim 92 wherein said com-
puter readable program code configured to compare the
plurality of contiguous digital signals of one of said plurality
of non-matching test strings of said computer protection file
to the plurality of contiguous digital signals of the original
computer file comprises:

compiuiter readable program code configured to compare
the plurality of contiguous digital signals of one test
string of said computer protection file to each of the
segments of the original computer file.
95. The computer system of claim 91 wherein said plu-
rality of computers are interconnected in a network.
96. A computer system for generating a test string having
a plurality of contiguous digital signals, fewer in number
than said second plurality of contiguous signals of said
original string, said computer system COmMprising.

a computer; and

a computer usable medium having computer readable
program code embodied therein, the computer readable
program code comprising:
compuiter readable program code configured to attempt
to match said plurality of contiguous digital signals
of said test string to portions of said second plurality
of contiguous digital signals of said original string;
and

compuiter readable program code configured to discard
said test string in the event of a non-match, and
reverting to generate a different test string; or (o
store said test string in said protection string in the
event of a maich.

97. The computer system of claim 96 wherein said com-

puter readable program code configured to discard said test
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string in the event of a non-maitch, and reverting to generate
a different test string; or to store said test string mn said
protection string in the event of a match terminates after a
plurality of matching test strings are stored in said protec-
fion string. 5

98. The computer system of claim 97 further comprising:

compuiter readable program code configured to parse said

original string into a plurality of contiguous segments,
with each segment comprising a plurality of contiguous
digital signals.

99, The computer system of claim 98 wherein said com-
puter readable program code configured to attempt to match
said plurality of contiguous digital signals of said test string
to portions of said second plurality of contiguous digital

signals of said original string further comprising.

comptiter readable program code configured to attempt to
match the plurality of contiguous digital signals of said
lest string to said plurality of contiguous digital signals
of each of said segments of said original string.

100. The computer system of claim 96 further comprising: -

compuiter readable program code configured to store the
location of the position in said second plurality of
contiguous digital signals of said original string where
said test string matches said original string.

101. The computer system of claim 96 wherein said test .
string 1s randomly generated.

102. A computer system for detecting changes fo an
original string having a plurality of contiguous first digital
signals by a protection string having a plurality of test
strings, with each of said test strings having a plurality of 5,
contiguous second digital signals, matching to a portion of
said plurality of contiguous first digital signals of said
original string at the time said protection string was created,
said computer System COmprising.

a computer; and

a computer usable medium having computer readable
program code embodied therein, the computer readable
program code comprising:
computer readable program code configured to com-
pare the plurality of contiguous second digital sig-
nals of one test string of said protection string to the
plurality of first contiguous digital signals of the
original string; and

compuiter readable program code configured to revert
to compare with a different test string, uniil all of the
test sirings in said protection string have been
compared, in the event of a maich; and to terminate
and determine the existence of a change in the
original string, in the event of a non-match between
a test string and the original string.

103. The computer system of claim 101 wherein said
protection string 1s parsed into a plurality of contiguous
segments with each of said segments comprising a plurality
of contiguous third digital signals.

104. The computer system of claim 103 wherein said
compuiter readable program code configured to compare the
plurality of contiguous second digital signals of one test
string of said protection string to the plurality of first
contiguous digital signals of the original string comprises.

compuiter readable program code configured to compare
the plurality of second contiguous digital signals of one
lest string of said protection string to the plurality of
contiguous third digital signals of each of the segments
of the original string.
105. A computer system for protecting an original com-
puter file, having a plurality of first contiguous digital
signals, said computer system COmMprising:
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a computer; and

a computer usable medium having computer readable
program code embodied therein, the computer readable
program code cOomprising:
compuiter readable program code configured to gener-
ate a test string, said test string having a plurality of
second contiguous digital signals, fewer in number
than said plurality of first contiguous signals of said
original computer file;

computer readable program code configured to com-
pare said plurality of second contiguous digital
signals of said test string to said plurality of first
contiguous digital signals of said original computer
file;

compuiter readable program code configured to revert
fo generate a different test string, in the event said
comparing step results in a non-match between said
plurality of second contiguous digital signals of said
test string and said plurality of first contiguous
digital signals of said original computer file; and

lo store said test string in a protection file in the event
of a match; and to revert to generate a different test
string and to store said test string in a protection file
in the event of a match uniil a plurality of maiching
test strings are stored in said protection file;

computer readable program code configured to com-
pare the plurality of second coniiguous digital sig-
nals of one of said plurality of matching test strings
of said protection file to the plurality of first con-
figuous digital signals of the original computer file;
and

computer readable program code configured to revert
to compare with a different test string, until all of the
test strings in said protection file have been
compared, in the event of a maich; and to terminate
and determine the existence of a change in the
original computer file, in the event of a non-match
between a test string and the original computer file.

106. The computer system of clatm 105 further compris-
Ing:

compuiter readable program code configured to parse said
original computer file into a plurality of contiguous
segments, with each segment comprising a plurality of
third contiguous digital signals.

107. The computer system of claim 106 wherein said
computer readable program code configured to compare
said plurality of second contiguous digital signals of said
test string to said plurality of first contiguous digital signals
of said original computer file comprises:

compuiter readable program code configured to attempit to
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous
digital signals of each of said segments of said original
compuiter file.

108. The computer system of claim 106 wherein said
compuiter readable program code configured to compare the
plurality of second contiguous digital signals of one of said
plurality of matching test strings of said protection file to the
plurality of first contiguous digital signals of the original
computer file comprises:

compuiter readable program code configured to attempit to
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous
digital signals of each of said segments of said original

compuiter file.
109. The computer system of claim 105 wherein said
computer readable program code configured to store said
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lest string in a protection file in the event of a maich further
stores the locafion of the position in said plurality of first
contiguous digital signals of said original computer file
where said test string maiches said original computer file.
110. The computer system of claim 105 wherein said test
string 1s randomly generated.
111. A computer system comprising.

a plurality of computers; and

a computer usable medium associated with each
computer, having computer readable program code
embodied therein, the computer readable program code
for protecting a plurality of identical original computer
files, stored in said plurality of computers, each of said
original computer files having a plurality of first con-
liguous digital signals, said computer readable pro-
gram code al each computer comprising.
computer readable program code configured to ran-

domly generate a test string, said test string having
a plurality of second contiguous digital signals,
fewer in number than said plurality of first contigu-
ous signals of said original computer file;

compuiter readable program code configured to compare

said plurality of second contiguous digital signals of

said test string to said plurality of first coniiguous
digital signals of said original computer file;

compuiter readable program code configured to revert (o
randomly generate a different test string, in the event
said compare results in a non-match between said
plurality of second contiguous digital signals of said
test string and said plurality of first contiguous digital
signals of said original computer file; and to store said
lest string in a computer protection file in the event of
a match; and to revert to randomly generate a different
lest string and to compare and to store, until a plurality

of matching test strings are stored in said compiulter
protection file;

compuiter readable program code configured to compare
the plurality of second contiguous digital signals of one
of said plurality of matching test strings of said com-
puter protection file to the plurality of first coniiguous
digital signals of the original computer file; and

compuiter readable program code configured to revert to
compare with a different test string, until all of the test
strings tn saitd computer protection file have been
compared, in the event of a maich; and to terminate and
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determine the existence of a change in the original
compuiter file, in the event of a non-match between a
test string and the original computer file.

112. The computer system of claim 111 wherein said
computer usable medium associated with each computer
further comprising:

computer readable program code configured to parse said

original computer file into a plurality of contiguous
segments, with each segment comprising a plurality of
third contiguous digital signals.

113. The computer system of claim 112 wherein said
computer readable program code configured to compare

said plurality of second contiguous digital signals of said

test string to said plurality of first contiguous digital signals
of said original computer file comprises:

computer readable program code configured to attempit to
match the plurality of second contiguous digital signals
of said test string to said plurality of third contiguous
digital signals of each of said segments of said original
compuiter file.

114. The computer system of claim 112 wherein said
compuiter readable program code configured to compare the
plurality of second contiguous digital signals of one of said
plurality of matching test strings of said computer protection
file to the plurality of first contiguous digital signals of the
original compuiter file comprises:

compiuiter readable program code configured to compare
the plurality of second contiguous digital signals of one
of said plurality of matching test strings of said com-
puter protection file to the plurality of third coniiguous
digital signals of each of the segments of the original
compuiter file.
115. The computer system of claim 111 wherein said
plurality of computers are interconnected in a neiwork.
116. The computer system of claim 111 wherein said
computer readable program code configured to store said
lest string 1n a computer protection file in the event of a
match further stores the location of the position in said
plurality of first contiguous digital signals of said original
compuiter file where said test string matches said original
compuiter file.
117. The article of manufacture of claim 53 wherein said
plurality of computers are interconnected in a network.



	Front Page
	Drawings
	Specification
	Claims

