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METHOD AND APPARATUS FOR
ENHANCING A RANDOMLY VARYING
SECURITY CHARACTERISTIC

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifi-
cation; matter printed in italics indicates the additions
made by reissue.

FIELD OF THE INVENTION

The invention pertains to security systems useable to
authenticate documents or other objects. More particularly,
the invention pertains to an apparatus and a method for
artificially enhancing an existing random characteristic of a
medinum for security purposes.

BACKGROUND OF THE INVENTION

Various types of security systems unable to authenticate
documents or other objects are known. For example, U.S.
Pat. No. 4,906,988 to Copella entitled “Object Verification
System and Method”, assigned to the assignee of the present
invention and incorporated herein by reference, discloses a
particular form of a security system which utilizes charac-
teristics of spaced-apart magnetic regions. Previously issued
U.S. Pat. No. 4,837.426 to Pease et al. entitled “Object
Verification Apparatus and Method” describes a particular
form of a magnetic security system which is usable with a
continuously extending magnetic region.

Other systems are known which utilize a randomly vary-
ing translucency characteristic of paper and the like. Secu-
rity systems are also possible where another randomly
varying characteristic, such as print variations, of an object
or a document are available for use.

Prior systems have often utilized the randomly varying
characteristics as they existed in the document or the object.
While such systems are useful, there are times when it would
be desirable to physically enhance or exaggerate the random
variation at the time when the randomly varying character-
istic 1s created.

The above noted Pease et al. patent makes reference to
enhancing random magnetic regions by underprinting or
overprinting with magnetic ink in the vicinity of the mag-
netic security region. The same patent also refers to
embossing, scratching or other methods of removable of a
portion of the magnetic material to create a more readily
detectable characteristic.

Beyond creating an exaggerated or an enhanced security
region by physically altering a portion of the region, it would
be desirable to be able to do so in such a way so as to make
duplication or copying of the enhanced regions difficult or
impossible. Further, it would be desirable to be able to create
an enhanced structure using a method which does not
appreciably add to the cost of producing what might other-
wise be a very inexpensive document.

SUMMARY OF THE INVENTION

An apparatus for creating an enhanced random security
characteristic in a region of a medium includes a signal
modulator. A random electrical output from the modulator is
coupled to an output device.

The output device can generate one of a plurality of
different types of physical outputs depending on the medium
to be enhanced.

If the medium is magnetic, the output device can be a
magnetic write head. If the medium is optical, the output
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device can be a source of light energy such as a laser. If the
medium is thermally sensitive, the output device can be a
source of thermal energy.

The modulator can receive a randomly varying input
signal to be modulated. The modulating signal can be a

second randomly varying signal.

The result of using the present apparatus will be an
enhanced, permanent, randomly varying characteristic in or
on the region of the medium, to be used for security
purposes. Because the region has been enhanced by means
of one or more randomly varying signals, the process 1is very
difficult if not impossible to emulate. Further, no two regions
will be enhanced in the same way.

A method of enhancing includes the steps of:

providing a medium having a randomly varying charac-
teristic;

generating a random condition; and

modifying the medium in response to the random condi-
tion to create an enhanced randomly varying characteristic.

Numerous other advantages and features of the present
invention will become readily apparent from the following
detailed description of the invention and the embodiments
thereof, from the claims and from the accompanying draw-
ings in which the details of the invention are fully and
completely disclosed as a part of this specification.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a block diagram schematic illustrating an
electrical system for enhancing a magnetic security region in
accordance with the present invention;

FIG. 2 is a graph illustrating plots of various electrical
signals, from the block diagram of FIG. 1, as a function of
time;

FIGS. 3A-3C illustrate schematically. in various views, a
representation of an enhanced magnetic security region;

FIGS. 4A-4C illustrate schematically, in various views,
an alternate enhanced magnetic security region; and

FIG. 5 is an overall schematic diagram of a system for
enhancing the random magnetic characteristic of a magnetic
security region in accordance with the present invention.

DETANL ED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

While this invention is susceptible of embodiment in
many different forms, there are shown in the drawing and
will be described herein in detail specific embodiments
thereof with the understanding that the present disclosure is
to be considered as an exemplification of the principles of
the invention and is not intended to limit the invention to the
specific embodiment illustrated.

FIG. 1 illustrates a block diagram schematic of an elec-
trical system 10 usable to alter the distribution of magnetic
particles in a fluid magnetic stripe. For example, magnetic
stripes are often created on documents by depositing a slurry
on a moving underlying medium. The medium can be a card
stock or a plastic material from which individual documents
can be created.

The slurry, until subsequently being hardened contains

numerous, suspended. movable magnetic particles. When
hardened, a permanent magnetic stripe with fixed magnetic
characteristics is formed.

The electrical system 10 of FIG. 1 can be used to modity
selected portions of the magnetic slurry before the slurry is
hardened. As a result, the physical distribution of the mag-
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netic particles in the slurry can be substantially aitered, in a
random fashion. using the system 10.

The system 10 includes an NRZ (non-return to zero)
modulator 12. The modulator 12 has an input port 14 for an
electrical signal to be modulated and an input port 16 for a
modulating signal.

The modulator 12 also includes a modulated output port
18. A noise generator 22 which generates an approximation
to white noise, for example. can be used to provide an
electrical signal with a randomly varying amplitude. The
randomly varying electrical output from the generator 22, on
a line 22a can be coupled to the input port 14 of the
modulator 12.

A second noise generator 26 can be used to create a
randomly varying amplitude electrical signal on a line 26a.
The electrical signal on the line 26a can be used as an input
to a voltage controlled oscillator 28. Qutput from the voltage
controlled oscillator on a line 28a varies in frequency in
response to the amplitude of the randomly varying signal on
line 26a.

Output from the voltage controlled oscillator 28 is
coupled via the line 28a to the modulation input port 16 of
the modulator 12. The line 28a is also coupled as an input to
the first generator 22 so as to synchronize the signal varia-
tions on the line 22a with the frequency variations on the line

28a,

Output from the modulator at the port 18 is coupled to a
magnetic write head 30 via a line 12a. Output from the
magnetic write head 30, an electromagnetic field. can be
used to displace the magnetic particles in an adjacent
moving magnetic slurry.

FIG. 2 is a graph illustrating various waveforms of the
circuit of FIG. 1 as a function of time. The top most
waveform. a constant amplitude signal of variable frequency
corresponds to the output of the voltage control oscillator 28
on the line 28a. The second wave-form in the graph of FIG.
2 cormresponds to a randomly varying amplitude signal
generated by noise generator 26 which forms the input on
the line 26a to the voltage control oscillator 28.

The third waveform in FIG. 2 represents a randomly
varying amplitude electrical signal generated on a line 22b
which is internal to the noise generator 22. The fourth
electrical signal in the graph of FIG. 2 is the electrical signal
on the line 22a with arandomly varying amplitude, based on
the electrical signal on line 22b. synchronized in frequency
with the output on the line 28a of the voltage controlled
oscillator 28.

The bottom signal of the graph of FIG. 2 is a represen-
tation of the modulated output current on the line 12a from
the modulator 12 which is the driving current for the write

head 30. The electro-magnetic signals generated by the write
head 30, responsive to the current on the line 12a. alter the

spatial distribution, in a random fashion. of the magnetic
particles in an adjacent magnetic slurry. This alteration
results in an enhanced random magnetic security character-
istic.

FIGS. 3A-3C represent diagrammatically the altered den-
sities of the magnetic slurry which can be achieved using the
system 10.

For example, with respect to FIG. 3A, a verifiable docu-
ment or card 49 is formed with a support medium 42 which
could be plastic or card stock. Carried on the medium 42 is
a previously deposited and hardened magnetic stripe 44.
Prior to hardening the magnetic stripe 44. the fluid slurry
was subjected to electromagnetic fields generated by the
system 10 using the write head 30.

5

10

15

20

23

30

33

45

30

35

65

4

FIG. 3B. an enlarged sectional view, illustrates variations
in the density of the particles of the magnetic stripe 44 which
have been created by means of the system 10. For example,
region 50a represents pictorially a higher density concen-
tration of magnetic particles than is present in an adjacent
region of a different size of S0b.

Adjacent to the lower density region 50b is yet another
region of a different density and length 50c. Thus, as
illustrated in FIG. 3B. the magnetic stripe 40, in its hardened
state, includes a plurality of spaced apart enhanced magnetic
regions having differing magnetic characteristics and differ-
ent sizes.

FIG. 3C is an enlargement of a portion of the magnetic

stripe 44 as seen in a top elevational view. The enlarged
detail illustrated in FIG. 3C corresponds to the sectional

view of FIG. 3B.

The region 44 illustrated in FIG. 3C is formed with three
distinct sections. Section 44a and section 44b represent
regions of the magnetic slurry which prior to hardening were
not subjected to sufficient strength of the electromagnetic
field from the write head 30 of the system 10 to disturb the
random distribution of the magnetic particles so as to create
an enhanced random magnetic region.

The portion 44¢, on the other hand. corresponding to the
sectional view of FIG. 3B, represents the part of the mag-
netic stripe 44 which has been subjected to the enhancing
electromagnetic field of the write head 30. The shadings and
various colors illustrated in the region 44c are indicative of
varying densities of magnetic particles present in the hard-
ened stripe 44.

The region 44c¢ thus represents a permanent, enhanced,
randomly varying magnetic characteristic embedded within
the magnetic stripe 44. This characteristic can be read and
compared to a previously stored representation thereof as
disclosed and taught in the previously issued Pease et al. and
Copella patents.

FIGS. 4A-4C illustrate the verifiable document 42 with a
different, enhanced, random characteristic. The magnetic
stripe 44 has been modified across its entire width by a
system such as the system 10. As illustrated in FIG. 4C, the
portion 44c which includes the enhanced randomly varying
magnetic characteristic extends for the entire width of the
stripe 44.

FIG. § illustrates a system 60 which incorporates the
system 10 coupled to the read head 30 in conjunction with
a slurry extruding device. As illustrate in FIG. 5, the system
60 includes a medium 62 movable perhaps by rollers or the
like past a magnetic stripe extrusion head 64. As the medium
62 moves in a direction 62a under the extrusion head 64. a
magnetic stripe 66 is extruded in a fluid condition.

As the medium 62 continues to move in the direction 62a,
the deposited stripe 66 moves past the adjacent write head 30
which is being driven by the system 10. As the stripe 66
moves past the write head 30, the magnetic particles therein
are displaced as indicated schematically in FIGS. 3¢ and 4c,
depending on the width of the electromagnetic field and the
strength thereof relative to the width of the stripe 66.
Subsequently, the enhanced magnetic slurry, still in a liquid
state, passes through a dryer 66 which hardens the slurry and
freezes the displaced magnetic particles permanently in
place.

When the medium with the hardened magnetic stripe 66
exits the dryer 70. the medium can be cut to form discrete
cards or documents such as the document 42. As a result of
cutting and shaping the document 42, the portion of the
magnetic stripe 44 carried on the document will also carry
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with it the permanently enhanced magnetic region that is
illustrated by the region 44c.

While the present method and apparatus have been dis-
closed and described in terms of a magnetically based
security system, it will be understood that the characteristics
of the particular enhanceable medium are not a limitation of
the present invention. For example, alternately, instead of a

magnetic medium, an optical medium can be used. Instead
of a write head, such as the write head 30, a modulatable
light or laser can be used to expose regions of the optical
medium.

A modulated laser can be used as an output device for
removing or burning off portions of the medium whose
characteristic is to be enhanced. Similarly, a modulatable
thermal element can be used to heat portions of a security
medium which are heat sensitive thereby producing a ther-
mally induced variation in a randomly varying security
characteristic. All of the above method of enhancing a
random security characteristic can be used alone or in
combination with other security techniques.

It will be understood that other variations of randomly
variable security characteristic, when modified as disclosed
herein, come within the scope and bounds of the present
invention.

From the foregoing, it will be observed that numerous
variations and modifications may be effected without depart-
ing from the spirit and scope of the novel concept of the
invention. It is to be understood that no limitation with
respect to the specific apparatus illustrated herein is intended
or should be inferred. It is, of course, intended to cover by
the appended claims all such modifications as fall within the
scope of the claims.

I claim:

1. An apparatus for creating an enhanced random mag-
netic characteristic in a fluid magnetic region carried on an
underlying medium, the apparatus comprising:

a signal modulator with a modulatable signal input, a

modulation signal input and a modulated signal output;

a source of substantially random electrical signals coupled
to said modulatable signal input;

a source of substantially random modulating signals
coupled to said modulation 1nput:

a magnetic write head coupled to said modulated signal
output and located adjacent to the fluid magnetic region
for altering the magnetic characteristics thereof.

2. An apparatus as in claim 1 with said source of random
signals including circuitry for generating an electrical signal
having white noise-like frequency characteristics at least for
a predetermined frequency range.

3. An apparatus as in claim / with said modulator includ-
ing circuitry for altering a frequency parameter of said
substantially random, electrical signals.

4. An apparatus as in claim 1 with said source of modu-
lating signals including a voltage controlled oscillator.

5. A method of generating an enhanced random. magnetic
characteristic in a magnetic slurry supported on an under-
lying medium comprising:

providing a magnetic slurry;

generating a first electrical signal having a random-like
characteristic;

generating a second electrical signal having a different
random-like characteristic;

modulating the first signal with the second signal and, in
response thereto, producing a third signal; and

altering the magnetic characteristics of the slurry with the
third signal.
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6. A method as in claim S including hardening the slurry
after its magnetic characteristics have been altered.

7. Amethod as in claim § including drying the slurry after
its magnetic characteristics have been altered.

8. A method as in claim § with said second electrical
signal generated with a randomly varying frequency.

9. A method as in claim § with said first electrical signal
generated with a randomly varying amplitude.

10. A method as in claim S including in the altering step
generating an electro-magnetic field responsive to the third
signal, moving the slurry and applying the electro-magnetic
field to the moving slurry.

11. A method as in claim S including applying radiant
energy to the magnetic shurry to harden same.

12. A method of generating an enhanced random., security
characteristic in a slurry magnetic medium comprising:

providing an enhanceable slurry magnetic medium;

generating a first electrical signal having a random-like

charactenstic;

generating a modulating signal;

synchronizing the electrical signal with the modulating

signal;

modulating the synchronized electric signal; and

altering the random characteristics of the slurry magnetic

medium with the synchronized and modulated electri-
cal signal and then hardening the medium.

13. An apparatus for creating an enhanced random char-
acteristic in a slurry magnetic medium prior to hardening
that medium, the apparatus comprising:

a signal modulator with a signal input port, a modulation

input port, and a modulated signal output port;

a source of substantially random electrical signals coupled
to said modulator signal input port;

circuitry, coupled to said modulation input port and to said
source, for synchronizing an electrical signal from said
source with an input to said modulation input port; and

an output device coupled to said modulated signal output
port and located adjacent to the slurry magnetic
medium for altering the random characteristics thereof
in response to said modulated signal output while the
medium is still a slurry.

14. A method for generating a permanent fixed magnetic
security characteristic embedded in a magnetic medium
disposed on a support medium comprising the steps of:

providing a magnetic slurry having a generally uniform

enhanceable magnetic characteristic on a moving sup-
port medium;

generating a series of electrical signals, each having a

randomly-created characteristic,

sequentially altering the enhanceable magnetic charac-

teristic of the magnetic slurry in response to said
electrical signals to produce substantially altered
regions of magnetic characteristics different from said
enhanceable generally uniform magnetic characteris-
tic; and

hardening the altered magnetic slurry to permanently fix

said altered regions and the remaining regions of
generally uniform magnetic characteristic.

15. The method of claim [4, in which said step of
providing comprises providing a support medium and
depositing said magnetic slurry continuously on said mov-
ing support medium.

16. Apparatus for generating a permanent fixed magnetic
security characteristic embedded in a magnetic medium
disposed on a support medium comprising;
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means for depositing an enhanceable slurry having a

generally uniform magnetic characteristic on a moving

support medium in a fluid condition;

an electrical signal generator for providing a series of
electrical signals, each having a randomly-created 3

characteristic;

a magnetic write-head for creating electromagnetic sig-
nals for sequentially altering the enhanceable gener-
ally uniform magnetic characteristic of the magnetic
slurry in response to said electrical signals to produce
substantially altered regions of magnetic characteris-
tics different from said generally uniform magnetic
characteristic; and

8

means for hardening the altered magnetic slurry to per-
manently fix said altered regions and the remaining
regions of generally uniform magnetic characteristic.

17. Apparatus in accordance with claim 16, in which said
depositing means comprise an extrusion means.

18. Apparatus in accordance with claim 16 in which said
hardening means comprises a dryer.

19. Apparatus in accordance with claim 16 in which said
signal generator comprises means for generating first and
second electrical signals, means for modulating a first
electrical signal with a second electrical signal thereby to
produce said series of modulated electrical signals.
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