United States Patent 19
Ulch et al.

USOORE35336E

[11] E Patent Number: Re. 35,336
45] Reissued Date of Patent: Sep. 24, 1996

[54]

SELF-CONTAINED PROGRAMMABLE
TERMINAL FOR SECURITY SYSTEMS

[75] Inventors: Bryan D. Ulch, Valencia; Donald P.
Sturgis, Claremont; Robert J. Fox, Los
Angeles, all of Calif.
[73] Assignee: Casi-Rusco, Inc.
[21] Appl. No.: 930,855
[22] Filed: Aug. 14, 1992
Related U.S. Patent Documents
Reissue of:
[64] Patent No.: 4,218,690
Issued: Aug. 19, 1980
Appl. No.; 874,283
Filed: Feb. 1, 1978
[51] Imt. CL® oo, GO6K 5/00; H04Q 9/00;
GO5B 23/00
52] USK. Cl . 340/825.31; 340/652
58] Field of Search ........................... 340/825.31, 652,
340/825.34; 235/382
[56] References Cited

U.S. PATENT DOCUMENTS
3,581,282 5/1971 Altman .

3,806,266 7/1975 Waterbury .

3,959,633 5/1976 Lawrence et al. ........occeveeeneee. 235/459
4,025,760 5/1977 Trenkamp .....ooceiereriinnnnne 340/825.34
4097727 6/1978 Ulch ....cvvvvrvrreeeeivininnnnen.. 235/382

FOREIGN PATENT DOCUMENTS

1300848 12/1972 United Kingdom .
1407660 12/1975 Uniled Kingdom .
1467155 9/1993  Umited Kingdom .

Primary Examiner—Michael Horabik
Attorney, Agent, or Firm—Knobbe, Martens, Olson & Bear

[37] ABSTRACT

A security system is disclosed which utilizes plural remote
terminals for controlling access at plural locations through-
out a secured area or building. Each of these remote termi-
nals is capable of independent functioning, and includes a
memory for storing plural independent identification num-
bers which define the personnel who will be granted access.
These numbers stored in the terminal memories may be
different from terminal to terminal, or may be uniform
throughout the system, and may be the same as a list stored
at a central processing location. Thus, access may be limited
to the same group of individuals regardless of whether it is
provided by a central memory list or a remote memory list.
The remote memories provide total memory flexibility, so
that the deletion of identification numbers from the list does
not reduce the memory size. The memory, in addition 1o
identification numbers, stores data defining real time access
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FIG. 4. FIG. 3.

INCREMENT ONE 1S MEMORY FULL

YES O

ENABLE 193 DISPLAY "FuLL" IS COMPARATOR 83 0OR?

DECREMENT ENABLE

ENABLE 203 6 213

N
193
ENABLE 205
INCREMENT TWO "ENABLE 23

IS MEMORY
SHIFT COMPLETE INCREMENT 77

NO YES

+
DECREMENT IS MEMORY

RETURN DELIMITER & STOP SHIFT COMPLETE

NO YES

INCREMENT
DELIMITER & STOP

FIG. 5.

I

07
405 |—| 401 [—] 402
TO |



Re. 35,336

1

SELF-CONTAINED PROGRAMMABLE
TERMINAL FOR SECURITY SYSTEMS

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifi-
cation; matter printed in italics indicates the additions
made by reissue.

BACKGROUND OF THE INVENTION

This invention relates to security systems and, in the
preferred embodiment, to magnetically encoded data card
security systems in which access at a secured location 1s
controlled by a comparison of data on a card inserted by
personnel into the system with data stored in the system and
defining those persons who shall be granted access. More
particularly, this invention relates to a system in which, 1n
addition to card data, keyboard data may be entered by
persons wishing access, the keyboard data being a combi-
nation and permutation of the card data. In such a system,
the present invention provides a substantially broader degree
of flexibility in system control than was previously avail-
able, since it permits independent programming of terminals
at each of plural remote locations in a systern where the
remote terminals, under normal circumstances, operate in
conjunction with a central processor to regulate access.
Thus, with this system flexibility, it is possible, even when
communication is interrupted between the central processor
and the remote terminals, to limit access at the remote
terminals in accordance with either (a) the same identifica-
tion list as is stored in the main memory, (b) a more stringent
list, or (¢) a more liberal list, as the user desires. Such
flexibility has not heretofore been available. Furthermore,
the ability to program a memory list to define who shall be
provided access at each of the independent terminals, is
accomplished in the present invention in a manner which
permits identification numbers to be added and deleted from
the system without affecting the system’s memory capacity.

Security systems utilizing remote terminals to limit access
at individual remote locations have, in the past, utilized
static magnetic card readers at these remote locations for
controlling access through electrically operable devices,
such as doors, turnstiles, printers, etc. Prior art systems have
been devised in which the remote card readers communicate
with a central data processor or operate as stand-alone units.

The card or badge bearing encoded data used for control-
ling access is typically inserted into a slot of a reader which
reads and decodes the data on the card. Advantageously, this
data is encoded as a plurality of magnetically polarized spots
in a sheet of magnetic material. Such encoded data normally
includes an identification number or numbers identifying the
card holder. During use, this number encoded by the card is
compared with a number or numbers stored in the central
computer terminal in multi-terminal systems using central
processors or at the remote locations in totally stand-alone
systems, all to ascertain whether the individual inserting the
card is entitled to access to a building, room, parking lot, or
the like.

In one prior art embodiment, the magnetically polarized
spots arc used to directly actuate a read relay or other
moving switch mechanism located within the reader. In the
state-of-the-art system, as is exemplified by U.S. Pat. No.
3,686,479 entitled “Static Reader System For Magnetic
Cards”, assigned to A-T-O, Inc., assignee of the present
invention, electromagnetic solid state sensors are used.
These sensors are disclosed and claimed in U.S. Pat. No.
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3,717,749, also assigned to A-T-O, Inc. These patents are
hereby incorporated in this disclosure by reference. Such
systems have been found to be very reliable and are in use
as access control systems in a number of different industries,
universities, and government installations.

Operation of such systems as a part of a security network
employing a central processor is disclosed and claimed in
U.S. Pat. No. 4,004,134, also assigned to A-T-O, Inc., and
also incorporated herein by reference. This latter system
incorporates a central processor which periodically and
sequentially polls each of the remote terminals 1n the system.
The remote terminals are able to transfer data to the central
processor only on receipt of a polling pulse. At the central
terminal, data read at the remote location from an inserted
card is compared with a master list which includes those
persons who shall be given access at that remote location.
Such systems, in the past, have permitted a limited degree of

remote terminal operation, even if some or all of the
interconnecting lines between the remote terminal and the
central processor have been interrupted. The systems, how-
ever, generally require that a much simpler test be made of
persons wishing entrance during such degraded mode opera-
tion, and thus the group of persons allowed access at such
times is, of necessity, much larger than would normally be
granted access. This is a distinct disadvantage in such
systems, since it does not permit a controlled programmabie
access under all circumstances as is often required in
secured locations.

An improved system for providing degraded operation in
such a central processor-oriented system is disclosed and
claimed in patent application Ser. No. 830,002, filed Sep. 1,
1977, entitled “Circuit For Controlling Automatic Off-Line
Operation of An On-Line Card Reader”, assigned to A-T-O,
Inc., the assignee of the present invention, and incorporated
herein by reference. Even in that improved system, there is
no substantial system flexibility regarding the persons who
will be granted access during degraded mode operation, and
it is common in a system of that type to provide access
during degraded mode operation to any person having a card
coded for use within the overall security system, even if it
is not coded for use at this particular remote location.

The communication lines used in a security system of this
type, where a central processor is utilized for controlling the
operation of plural remote terminals, provide an even greater
level of security if the communication lines are monitored to
assure that they are not tampered with and that their integrity
is not degraded. A system for accomplishing this purpose is
disclosed and claimed in U.S. patent application Ser. No.
827,994, filed Aug. 26, 1977, and entitled “System For
Monitoring Integrity of Communication Lines In Security
Systems Having Remote Terminals”, this application being
assigned to A-T-O, Inc., the assignee of the present invention
and incorporated herein by reference.

It has also been known in the prior art to include at the
remote location a keyboard. Typically such keyboard sys-
tems require that persons wishing access, in addition to the
insertion of a magnetically encoded data card, are required
to enter keyboard data, typically a sequence of digits. These
digits have typically comprised a particular permutation and
combination of the data encoded on the employee’s card, the
particular permutation and combination often being different
for different remote terminals. Some prior systems have used
hardwired permutation and combination circuits which did
not permit alteration after the system was installed. A more
advanced keyboard system, which permits programming of
the particular permutation and combination after installa-
tion, is disclosed and claimed in U.S. patent application Ser.
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No. 830,004, filed Sept. 1, 1977, entitled “Remotely Pro-
grammable Keyboard Sequence For A Security System’,
assigned to A-T-0, Inc., the assignee of the present invention
ahd incorporated herein by reference.

While these systems disclosed in the prior art have 3
provided a relatively flexible, sophisticated security net-
work, certain persistent problems have remained unsolved.
One of these problems involves the fact that systems utiliz-
ing a central processor invariably provide very broadly
based access during degraded communication line opera- 10
tion. In addition, the prior art systems in which remote
terminals are used to store lists of identification numbers for
selective access have permitted changes in the access lists
only at the expense of reduced memory size since, in the
prior art, the elimination of an identification number from a 13
memory storage location has typically required the destruc-
tion of that memory location.

In addition, those prior art systems which utilized real-
time clocks for limiting access through a particular terminal
to different personnel at different times of day, have been
fairly limited in their flexibility and typically required that a
person be issued a new entrance card or badge if his time of
entry was to be changed. Such systems, therefore, greatly
reduced the flexibility of real-time access control. In addi-
tion, such systems have not provided plural overlapping
time zones so that various personnel could be provided
access at different times of day which were not mutually
exclustve.

20

25

30
SUMMARY OF THE INVENTION

The present invention solves these persistent problems 1n
the prior art and provides, through their solution, an
extremely powerful and flexible terminal system for secured
access control. This system includes independent program-
mable identification listings at each of the plural remote
locations of those individuals who will be granted access at
such locations. In addition, the system permits connection of
a plurality of these remote terminals to a central processor
which includes its own programmable memory listing of
personnel who will be provided access at each of the remote
locations. During normal operation, when a central proces-
sor is used, this central memory is used to provide access at
each of the remote locations, since the use of a central
processor permits a printer to be added to the system, which
printer provides a record of personnel movement throughout
the system on a continuous basis. The central processor
system also permits programming of each of the remote
units from a central location and thus makes the system .,
easier 1o control and to operate.

Nevertheless, any difficulty in communication between
the central processor and the remote terminals in this system
will not degrade the system operation, since a complete list
of personnel who will be provided access is stored 1n a 55
programmable memory at the remote location. Thus, when
faulty communication lines are detected, the system inter-
rogates its own memory for access control, and the person
inserting a card at the remote terminal has no way of
determining that the communication lines are impaired. 60

Furthermore, the system of the present invention provides
a flexible, solid state programmable memory which is oper-
ated in a manner which maintains identification numbers in
numerical order within the memory. Such numerical order-
ing permits a binary search to be conducted so that an 65
efficient determination can be made to determine whether a
particular number is stored in the memory. When a number
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is deleted from the memory, the remaining entries in the
memory are shifted to close the data order so that no voids
remain. Thus, the end of the memory can always be checked
to determine whether there is room for additional identifi-
cation numbers.

It will be appreciated, of course, that since the terminals
of the present invention have the capability of such stand-
alone operation, they can be used in a totally stand-alone
application where no central processor 1s provided. Even in
such an application, these terminals permit total program-
ming flexibility at each of the remote locations. It will be
appreciated that, utilizing a terminal of this type, a mixed
system, some terminals centrally controlled and some oper-
ated as stand-alone units, is permissible utilizing the same
terminal throughout the system. In addition, it 1s possible to
install a plurality of stand-alone terminals with the expec-
tation that, at a later date as system requirements increase, a
central processor may be added to control the already
installed stand-alone remote terminals.

Whereas in the prior art systems which have time of day
access control, a portion of a user’s identification number
typically included a time of day code, the present system
utilizes such a time of day code only in combination with a
user’s identification number in memory. Thus, the user’s
card or badge does not itself define a time of day, and access
at different remote locations may be provided using a single
card at different times of day. In use, the present sysiem
responds to the insertion of a card by finding the user’s
identification number in memory and accessing an associ-
ated plurality of bits which determine the times of day at
which access will be provided. If this defined time of day
conforms with the time of day as monitored by real time
clocks within the system, access will be provided. The time
of day may be changed by changing each of plural clocks
within the clock system itself. In addition, the particular
clocks used for controlling access for each individual are
programmable within the memory.

These and other advantages of the present invention are
best understood through a reference to the drawings, in

which:

FIG. 1 is a schematic diagram of the overall system of the
present invention showing the primary elements of a central
processing unit and plural remote uvnits;

FIG. 2 is a more detailed schematic diagram showing the
operation of the memory, memory control, and real-time
sensor of the remote terminals of FIG. 1;

FIG. 3 is a flow chart showing the operation of an
insertion loop counter and its associated electronic elements,

all of which are shown in FIG. 2,

FI1G. 4 is a flow chart showing the sequential operation of
a deletion loop counter and its associated electronics, all as
shown in FIG, 2; and

FIG. § is a schematic block diagram illustration of a
programmable microprocessor system utilizing a program as
included in this application for accomplishing the same
basic functions provided by the hardwired embodiment of

FIGS. 14.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring initially to FIG. 1, a central data processing unit
11 is shown connected to a particular remote terminal 13 by
a pair of polling and data lines 15,17 and a pair of data lines
19 and 21. The polling lines 1§ and 17, in a typical



Re. 35,336

S

application, are unidirectional lines which enable the central
data processing unit 11 to sequentially interrogate and send
data to a plurality of remote terminals 13, 23, 25, etc. to
determine which of these remote terminals require servicing.
It will be understood throughout the remainder of the
specification in this application that a large number of
remote terminals may be connected to a single central
processing unit 11 and that each of the remote terminals 23
and 25 performs substantially the functions described below
with reference to the remote terminal 13.

It should be understood that the lines 15,17 are a line pair,
the line 17, for example, providing a return for the line 13.
Similarly, the line 21 provides a return for line 19. Polling
signals and data which initiate at the central processor 11 are
communicated to the remote terminal 13 on the line pair
15,17. Similarly, data signals produced at the remote termi-
nal 13 are communicated to the central processor 11 on the

line pair 19,21. It will be appreciated that words communi-
cated on the line pairs 15,17 and 19,21 are most advanta-
geously connected within the central and remote units 11,13
to shift registers 27-33. Thus, data sequentially clocked
from register 27 onto lines 15,17 may be self-clocked, as
shown by line 35 into shift register 29. Similarly, data
sequentially clocked from the shift register 33 may be
self-clocked, as shown by the connection 37, into the shift
register 31,

Although the details of a line integrity monitoring system
arc not shown in FIG. 1 (in order to maintain the clarity of
this disclosure), such a system is typically included in the
communication system between the central processing unit
11 and the remote terminal 13, and is shown in FIG, 1 as a
first line integrity monitor 39 within the remote terminal 13
interconnected between the shift registers 29 and 33, and a
second line integrity monitor 41 in the central processing
unit 11 interconnected between the shift register 31 and the
shift register 27. The details of the line integrity monitonng
circuits 39 and 41 are described in patent application Ser.
No. 827,994, filed Aug. 26, 1977, mentioned previously. For
the purpose of the present application, it is sufficient to
understand that the line integrity monitoring system 41
causes the shift register 27 to sequentially poll the remote
terminals 13,23,25, etc. by sending a polling signal on the
lines 15 and 17. The remote terminals 13,23,25, etc., through
the line integrity monitoring circuitry 39, respond to these
polling signals by providing a calculated, predetermined
response which is transmitted by way of the shift register 33
and data lines 19 and 21 to the shift register 31. This data
returned from the remote terminal and placed in a shift
register 31 is compared by the line integrity monitoring
circuit 41 to determine whether an appropriate response has
been received from the remote terminal and to thus verify
the integrity of the lines 15,17,19,21. It will be understood
by those skilied in this art that the continued integrity of
these data and communication lines is extremely important,
since systems built in accordance with the present invention
are used to limit personnel access and the line integnty
monitoring circuit 39,41 can provide an alarm, for example,
at the central processor 11, whenever an intruder (or other
cause) has interfered with the communication line network.

It is important to recognize at the outset of this disclosure
that the remote terminal 13 1s designed to operate as a
stand-alone unit as well as a remote terminal for a central
processor 11, and that it can therefore be utilized without the
data communication lines 15 through 21, as described
below.

A card reader or sensor 43, located in the remote terminal
13, substantially is described and claimed in U.S. Pat. Nos.
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3,686,479 and 3,717,749, is used to sense magnetically
encoded data on a card or badge inserted into the card reader
43. This data is transmitted, as by a line 45, 1o a bufter or
storage register 47. In a typical system, the buffer 47
provides storage for five decimal digits, each of which can
be any integer between zero and nine. The communication
of these five digits requires four binary digits each, so that
the interconnecting line 45, as well as the buffer 47, must be
a 20-bit wide device. Data from the card inserted into the
card reader 43 and supplying the 20 bits of information 1s
typically placed into the register In the system of the present
invention, this data will either be compared with data in a
memory 49 (in the remote unit 13) to determine whether the

five-digit identification number is present in the memory 49,
or will be compared with data stored in the central processor
11, if it is connected. A degraded mode sensor 42 is typically
connected in series between the buffer 47 and the memory
49 and is used to selectively send data from the bufier 47 via
the shift register 33 to the central processor 11 or directly to
the memory 49, depending upon the mode of operation of
the terminal 13. If the terminal 13 is used as a stand-alone
terminal, the degraded mode sensor 42 is bypassed so that
the buffer 47 is linked directly to the memory system within
the remote terminal. Alternatively, if the terminal 13 1s used
with a central processor, the degraded mode sensor 42
normally transmits data from the buffer 47 to the central
processor unit via shift register 33 but can be used when the
communication lines are degraded to transfer data from the
buffer 47 directly to the memory 49 within the remote
terminal. The degraded mode sensor may be substantially as
described and claimed in patent application Ser. No. 830,
002, filed Sept. 1, 1977, and referenced above.

If the memory 49 is being used, and stores an identifica-
tion number identical to that in buffer 47, it will store, in
conjunction with the number, a time code. This time code
will be supplied by a memory control circuit 63, associated
with the memory 49, to a real-time sensor circuit 31 which
provides real-time input for the remote terminal 13. If the
real-time input from the circuit 51 corresponds with the time
data from the memory 49, the real-time circuit 51 will enable
a gate 53 to provide access at the remote location, as through
a door access control circuit 54.

In this system it is possible to provide, in addition to the
memory 49, a secondary means for screening personnel for
access. This mechanism includes a keyboard 33 attached to
a buffer 87 and a circuit 59, referred to in FIG. 1 as an IDEC
circuit. The IDEC circuit 59 is described in detail 1n patent
application Set. No. 830,004, filed Sept. 1, 1977 and referred
to previously. For the purpose of the present application, it
is sufficient to understand that the IDEC circuit 59 requires
that the person requiring access at the door 34 must input a
sequence of numbers at the keyboard 55, which is identical
to a plurality of numbers read by the card reader 43, but
altered in sequence. The IDEC circuit responds to the data
from the buffer 47 as well as the data from the buffer 57 to
assure that the proper digits in the proper sequence are input
at the keyboard 55. An output from the IDEC circuit 59 on
line 61 is required at the gate 53, along with the output from
the time of day circuit 51, in order to provide access at the
door 54. It should be noted that the IDEC system 59 within
the terminal 13 may be used regardless of whether the
memory 49 or the central processor 11 memory is used for
identification number comparisons.

It will be understood by those skilled in the art that the
buffer 47 does not communicate directly with the memory
49, but rather is connected to a memory control 63 which
accesses data to and from the memory and organizes the data
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in memory. This memory control 63 is connected to the
keyboard 55 for programming purposes, as shown by line
65, which is connected in series with a supervisor’s access
circuit 67. The supervisor’s access circuit 67 1s connected to
the buffer 47 and assures that, unless a supervisor’'s card has
been inserted in the card reader 4,3, the keyboard 55 cannot
be used to change the identification numbers or time zones
stored in the memory 49. Thus, the keyboard 55 is connected
to the IDEC circuit §9 at all times, but is connected to the
memory control circuit 63 only when a supervisor’s card 18
used. The supervisor’s access module 67 is described and
claimed in patent application Ser. No. 827,993, filed Aug.
26, 1977, and referred to above. Although not shown in
detail in FIG. 1, it will be understood from the description
in that application that the circuit 67 compares data from the
buffer with a register to determine whether a supervisor's
card has been inserted at the card reader 43, and permits
access to the write logic incorporated in the memory control

63.

As has been common in the prior art, the central processor
11 may include a memory 69 and memory control 71 as well
as a keyboard 73. Thus, the central processor, by monitoring
data received from the remote unit 13 and placed in the shift
register 31, may be used to grant or deny access through
appropriate polling signals supplied from the memory 69 to
the shift register 17. While the use, in general, of such a
system at the central processor 11 forms a part of the present
invention, the details are well known. Thus, the program-
ming of the memory 69 utilizing the keyboard 73 and control
71 may be subsiantially identical to the programming
described below for the memory 49 utlizing the memory
control 63 and keyboard 85 at the remote unit. Furthermore,
it should be understood that, using the techniques for pro-
gramming which are described below, and well known
communication techniques, it is possibie through the com-
munication lines 15-21 to interconnect the keyboard 73 with
the memory control 63 in a standard fashion, so that the
keyboard 73 may be used to program the memory 49 in one
of the remote units 13.

It will also be understood that it is common at the central
processor 11 to include a printer 73, typically connected to
the memory control 71, for making a permanent record of
access authorizations and denials at each of the remote units
13, so that the flow of personnel throughout the security

system can be monitored.

Referring to FIG. 2, the details of the memory 49, the
memory control 63 as well as the real-time sensor and 1ts
connections to the gate 53 and door access control 55, will

be described.

The memory 49 is shown schematically in FIG. 2 to
include five columns of card identification data digits and a
single column of time code digits. The memory 49 stores in
numerical sequence the five-digit identification numbers
corresponding to the cards or badges of those personnel who
are to be granted access at this remote terminal. Following
each such identification number is a time code between 1
and 8 delineating the times of day when that particular
individual is to be granted access. This time of day control
will be understood in more detail through the description
which follows.

The memory 49 is a read and write memory, or RAM
memory, as is commonly used in digital circuits and 1s
accessed by means of an address buffer 77 which forms a
part of the memory control 63. A data buffer 79 1s directly
connected to the memory 49 and is used to access data from
the memory 49 in accordance with the address 77. In the
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simplest utilization of the memory 49, data from the card
reader buffer 47 is supplied on a line 81 to a comparator 83
which is also supplied with data from the data buffer 79. The
comparator 83 is designed to provide a signal on a plus line
85 whenever the number accessed from the card reader
buffer 47 is smaller than the data from buffer 79, to provide
a signal on a 5 minus line 87 whenever the data from the
buffer 47 is larger than the data from the buffer 79 and to
supply a signal on a zero line 89 when the data from the card
reader buffer 47 is identical to the card i1dentifiication data
read from the data buffer 79. It will be understood that, since
the time code data is not available from the buffer 47, only
the card identification number portion, that 1s, the most-
significant five digits, from the memory 49 is compared 1n
the comparator 83. If the identification number from the
buffer 47 is identical to the identification number accessed
from the memory 49, indicating that the identification num-
ber from the card is present in the memory 49, a gate 93 1s
enabled to transfer the last four binary bits, conducted from
the data buffer 79 on line 91, to the real-time sensor §1. This
line 91 carries the decimal digit 1 through 8 which identifies
the time code when access is to be permitted for this
particular individual. The signal on line 89 enables the gate
indicating that the user’s identification number 1is stored in
memory.

It can be seen that the signal on line 89 is used to enable
the gate 93 to access the time code data to the real-time
sensor 51. Except on rare coincidences, the line 89 will not
provide a signal, however, until a search for this identifica-
tion number has been completed.

A search is accomplished as follows. In all cases, the
address buffer 77 is initially accessed to the center location
of the memory 49. This is accomplished by a shift register
95 which includes nine bit positions, eight of which are filled
by consecutive zeroes and one of which 3 is filled by a one.
The binary 1 is in the most-significant bit position at the
beginning of any data search. Thus, the binary number
1,0,0,0,0,0,0,0,0 is accessed on a line 97 from the shift
register 95 and ORed in a gate 99 with a temporary address
buffer 101 which, at the beginning of the search, stores the
nine-digit binary number 0,0,0,0,0,0,0,0,0. This address 1s
supplied to the address buffer 77 and selects the center
position in the memory 49. In response to this accessing, the
data buffer 79 is supplied with the center word in the
memory 49, and 5 this word is automatically compared with
the identification number from the card data buffer 47. If the
identification number, accessed at this central point from the
memory 49, is smaller than the card identification number
from the buffer 47, a signal will be produced on line 85
which will enable a gate 103 to supply the data from the
address buffer 77 to the temporary address buffer 101. The
temporary address buffer 101 in this instance will contain the
word 1,0,0,0,0,0,0,0,0, designating the center location In
memory 49. The signal on line 85 is also supplied through
an OR gate 105 to a delay 107 which in tumn clocks the shift

register 95.

The shift register 95 is made recirculating by the connec-
tion 108, and the 1 in the most-significant bit position 18 thus
clocked to the second most-significant bit position. If, on the
other hand, the number accessed at the central location in the
memory 49 is larger than the identification number from the
buffer 47, a signal will be produced on line 87 which will
recirculate (using gate 105 and delay 107) by one bit the
shift register 95, but will not enable the gate 103. The
number in the address buffer 77 will thus not be supplied to

the temporary address buffer 101.

This searching routine continues so that each time that the
comparator 83 produces a plus or minus output signal on line
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85 or 87, the binary number in the shift register 95 is
circulated by one count. The circulated number in this

register 95 is ORed with the temporary address buffer 101,

to change the address buffer 77 and thus address a new
location in the memory. At the same time, the temporary 4
address buffer is supplied with the additional digit from the
shift register 95 only if the output from the comparator 83
indicates that the data is at a higher address location 1n the
memory 49, Thus, the search continues, one bit at a time, 1n
a normal binary search fashion. At each step, the next
most-significant bit of the address buffer 77 is made a one if
the data is at a higher address in the memory 49. Alterna-
tively, the next most-significant bit of the address buffer 77
is made a zero if the data is at a lower address in the memory
49. This selective addressing is accomplished by either
enabling or not enabling, respectively, the gate 103. Ulti-
mately, this search process will locate the position in
memory 49 at which the data from the buffer 47 should be
stored, and if such data is stored in the memory 49, the data
buffer 79 will store the same card identification number as
is accessed on line 81, so that a zero signal will be produced
on line 89 to gate the time code to the real-time sensor S1.
Alternatively, if the search is completed, so that a binary one
exists in the least-significant bit position of the shift register
97, this bit will be shifted on the last signal from the delay
107 to the most-significant bit position. As the one digit 1s
thus shifted by the line 108, it is coupled by line 109 to
temporarily disable a gate 111 which temporarily prohibits
signals from the OR gate 105 from again actuating the shift
register 95, and the search is thus terminated. This same
signal on line 109 is used to clear the temporary address
buffer 101.

If the search terminates without a zero signal being
provided on line 89 from the comparator 83, no signals are
produced which will enable the gate 93, and access will not
be permitted to the card holder. Obviously, at any time
during the search that a zero signal is produced, the search
stops, since no signal is supplied to the OR gate 10§, and
access is immediately permitted if the time of day code
compares favorably with the real time, as will be explained 40
in more detail below.

The remainder of the circuitry associated with the
memory control circuit 63 is utilized primarily for program-
ming the memory 49 to add or delete identification numbers
from the memory 49 or to search the memory 49 for 45
programming purposes, so that the system user may provide
access at this remote location for only selected personnel. As
previously explained, a supervisor’s card is utilized to
provide program access, and this access supplies keyboard
data from the program access control circuit 67 to a buffer 5,
113, shown in FIG. 2. In a number of cases, the programmer
will utilize the keyboard to place an identification number in
the buffer 113, followed by a code indicating the operation
to be conducted. Thus, for example, the programmer may
place an identification number in the buffer 113 and utilize 54
an additional keystroke to indicate that this identification-
number is to be inserted into the memory, so that an
additional employee will be granted access. Alternatively,
the additional keystroke may be used to delete this number
from memory or simply to search the memory for this g
member. In some cases, only a single keystroke 1s used, as,
for example, when the programmer wishes to simply incre-
ment or decrement the memory address register 77.

Whenever signals are present on line 67 indicating that
program access control has been granted, a line 115 coupled 65
to line 67 enables a display 117, the first five digits of which,
that 1s, the identification number digits of which, are pro-
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vided by the buffer 113. The last digit, reserved for the ime
code digit from the memory 49, is supplied by the line 91 to
the display 117. Thus, the programmer can see the identi-
fication number that the keys into the buffer 113, but his last
keystroke which indicates the operation he wishes to per-
form, will not operate the display 117. Rather, the last
keystroke will begin a search or other operation which will
result in dam being placed in the data buffer 79. Ultimately,

‘the last digit of the display 117 will indicate the results of the

search or other step by displaying the last digit from the data
buffer 79.

The identification number from the buffer 113 is coupled
by a line 119 to the comparator 83, while the least-significant
bit is coupled by a line 121 to a plurality of comparators. If
the least-significant keystroke identifies a memory address
incrementing step, data identical to the keystroke is supplied
by a buffer 123 so that a comparator 125 supplies a signal on
line 127 to an adder 129 which adds unity from a register
131 to the current value of the address bufier 77, as supphed
on line 133, and supplies the sum back to the address buffer
77 on line 135. Thus, each time that this keystroke 1s entered,
the address in register 77 is incremented by one location, as
required by the programmer. In a similar fashion, a decre-
menting keystroke will compare favorably in a comparator
137 with data from a buffer 139 to provide a signal on Mine
141 to add a minus one in a buffer 143 to the value in the
address buffer 77, as accessed on line 145, so that an adder
147 provides on line 149 a decremented address, permitting
the programmer to decrement the memory location address
in register 77 for programming purposes.

If the programmer utilizes a keystroke which requires a
search of the memory 69, after first introducing an identi-
fication number into the buffer 113, a search routine will be
implemented which will search the memory 49 to determine
whether the identification number in the buffer 113 exists in
the memory 49 and, if so, during what time zones that
individual is allowed access. This is accomplished by first
comparing the keystroke data with a search keystroke indi-
cation in a buffer 151, that a comparator 183 provides a
signal on line 155 to enable a gate 157 which supplies the
identification number from the butter 113 to the comparator
83. The comparator 83 then initiates a search routine in a
binary fashion, as previously described, to ultimately pro-
vide on lines 91 the decimal digit indicating the time access
code for this particular identification number, which time
access code will be displayed on the display 117 along with
the identification number which was searched. If the i1den-
tification number is not in the memory 49, a zero output
signal on line 89 will not be produced by the comparator 83,
and the gate 93 will not be enabled. Thus, no display will
appear in the least-significant bit position of the display 117.
Alternatively, the system could be designed to provide a zero
in the least-significant bit position of the display 117 if the
searched identification number is not present in the memory
49,

If, as the least-significant bit after the insertion of an
identification number in the buffer 113, the programmer
depresses a key which provides an instruction to insert this
identification number as a new or additional identification
number in the memory 49, a comparator 159 will provide an
output signal because of identity between the keystroke data
and data from a buffer 161, the signal being provided from
the comparator 159 on line 163 to initiate the operation of a
counter 165. This operation is initiated by placing the pulse
on the clocking input 167 of the counter 165 so that the
counter counts to its first position, placing an output signal
on a 1 count line 169. When a signal is present on line 169,
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a comparator 171 compares a delimiter register 173 with a
register 175 which stores a count equivalent to the last
storage location in the memory 49. The delimiter register
173, as will be understood through the following descrip-
tion, is continuously updated so that it stores a number equal
to the number of words stored in the memory 49. When the
number in the delimiter register 173 is equal to the number
stored in the register 175, this is an indication that the
memory 49 is full and the comparator 171 will produce a
signal on line 177 to energize a front panel display 179
indicating to the programmer that the memory is full, and
that no additional identification numbers should be inserted
without first deleting some identification numbers. Further-
more, the full memory indication is not connected to clock
the counter 165, so the insert routine will not continue.

If the memory 49 is not full, the comparator 171 will
produce a signal on line 181 indicating that the registers 173
and 175 did not store equal numbers. This signal on line 181
is used for clocking the counter 165 to its second count
position, producing a signal on line 183. The programmer
will have been told that, prior to an insert operation, a search
operation should be conducted using the comparator 183 so
that, at the time the insert operation is conducted, the address
buffer 77 will be addressing the memory 49 at a location
immediately preceding or immediately following the loca-
tion where the new identification number should be 1nserted.
Al the end of the search routine, the comparator 83 will
provide a plus signal on line 85 if the new data word should
immediately precede the present location of the address
buffer 77 or a minus signal if it should immediately follow
this word. During the insert routine, the output lines of the
comparator 83 are checked at the second clock position by
ANDing the line 183 in gates 185 and 187 with the minus
line 87 and plus line 85, respectively, from the comparator
83. If the minus line 87 contains a logic signal, the AND gate
185 produces an output signal on line 189 to again clock the
counter 165 to produce an output signal on its 3-count line
191. If, on the other hand, the plus line 835 is at a positive
level, the AND gate 187 will provide a signal on line 193 to
a buffer 195 enabling that buffer 195 to input on a plurality
of lines 197 to the counter 165 a 6-count, so that the counter
165 will jump from its 2-count position to 1ts 6-count
position. This latter step is necessary so that if the new data
word is to be stored at the next data position in memory 49
(a plus signal on line 85), a routine will be implemented
which skips a data position in the memory 49. If, on the other
hand, the present data position where the address buffer 77
presently points is not to be skipped (since the new data
word is to go at this present position), the next series of steps
between count 2 and count 6 of the counter 165 are used for
removing and temporarily storing the presently addressed
word from the memory 49, as will be seen from a description
ol these steps.

When the signal on line 189 clocks the counter 163 to its
three count, the signal on line 191 enables a gate 194 50 that
data from the data buffer 79 is accessed in parallel to a
temporary storage buffer 196. This step is used to save the
identification number in the current memory location. It will
be seen as this description follows that the current memeory
location is stored in the next lower memory location, while
the word from that lower position is, in turn, stored in the
next succeeding lower position. Thus, when a new word 1s
placed in memory 49, the counter 165 is used to sequence a
repeating routine which shifts the remaining data in the
memory 49 toward the bottom of the memory 49 by one
step, making room at the proper location in numerical order
for the newly added data word.
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Once the current identification number has been stored in
the temporary register 196, a delay 198 connected to the line
191 is used to clock the counter 165 to its 4-count position.
This 4-count position provides a signal on line 201 which
enables a gate 203 connecting the buffer 113 to write logic
205 associated with the memory 49. Thus, at count 4, the
data previously stored in the current memory location is
automatically erased and the new identification number 1s
written in this storage location. A delay circuit 207 con-
nected to the line 201 is used to again clock the counter 1635
at the completion of this writing operation so that the counter
produces a 5-count output on line 211 which accesses the
data word from the temporary buffer 196 into the buffer 113,
erasing the number previously stored in the buffer 113, by
enabling a gate 213 interconnecting these buffers. This
places the number previously stored in the memory 49
(which was removed 1o make room for the new word) 1mto
the buffer 113, so that, on the next circulation of the counter
165, it can be written into the next successive location in the

memory 49.

A delay 215 connected to line 211 clocks the counter 165
after the data has been accessed into the buffer 113 and the
counter 165 then provides a 6-count output on line 217
which is connected to line 127 to increment the addressed
location in the memory 49 as previously described. The line
217 is additionally connected through a delay 219 to clock
the counter 165 to its seventh and final output position. It
will be recognized that, at the sixth count position, the signal
on line 217 incremented the memory 49 location so that the
next successive memory word is being accessed. This
memory word should be larger than the word currently in the
buffer 113, unless we have reached the end of the data in the
memory 49, in which case the new word would be 0,0,0,0
and thus smaller than the word stored presently in the buffer
113. Thus, the signals on lines 85 and 87 can be utilized to
determine whether the insert routine should stop. The signal
on line 221, indicating count 7, is ANDed with the signal on
line 85 in AND gate 223 and with the signal on line 87 in
AND gate 225. If the AND pgate 223 produces an output
signal, this signal is connected to an incrementing circuit
227 which is, in tum, connected to increment the delimiting
register 173 adding one count to this register. If, on the other
hand, the memory transfer operation has not been com-
pleted, the output signal from gate 225 will be used, through
a delay 229, to clock the counter 165 back to its 3-count
position by utilizing a 3-count register 231 to place a count
of three in the counter 165. Thus, the sequence continuously
loops through counts 3 through 7 until each of the words 1n
the memory 49 has been shifted down one count, and the
delimiter register 173 has been incremented. This entire
insert routine is shown in the flow chart of FIG. 3. It can be
seen from that low chart that each element of memory data
is shifted toward the end of the memory by one position to
make room for the new element. The delimiter is then
incremented and the process comes to a stop.

A similar process is generated by a keyboard keystroke
which provides on line 121 a delete signal which compares
favorably with a delete word stored in a buffer 233. Ths
sequence is shown in the flow chart of FIG. 4 and can be
followed there as well as in the schematic diagram of FIG.
2. Signals from the comparator 238 connected to the buffer
233 indicate that a keystroke demanding a dam element
deletion from the memory 49 has been made. This signal on
line 237 is used to provide the initial input 1o a counter 243
used to sequence the deletion process. During the data
deletion process, it is desired to delete the element of data
located during a search operation and to shift all of the
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remaining data within the memory 49 to close the gap. Thus,
the remaining data in the memory 49 must be moved up in
the memory by one data position, and the delimiter 173 must
be decremented by one count.

This is accomplished by utilizing the signal on 237 to
initially increment the address buffer 77 by providing a
signal on line 127. A delay 239 is used to assure that this
incrementing has been accomplished, and then provides a
signal on line 241 to enable a buffer 243 storing a 2-count

to input this 2-count into the counter 245 used for sequenc-
ing the deletion process. In response to the 2-count from the
buffer 243, the counter 245 provides a 2-count output on line
247 which reads the data word at the incremented location
into the temporary buffer 196 by enabling gate 194. In
addition, through a delay 249, the signal 247 increments the
counter 245 at its clocking input 251. The counter 245 then
provides a 3-count output on line 253 which is connected to
line 141 to decrement the address in the buffer 77. Line 253
is additionally connected through a delay 255 to clock the
counter 245 to a 4-count position producing a signal on line
257. This signal is used to enable gates 213 and 203 to
access the data from the temporary buffer 195 to the write
logic 205. This logic 205 then writes the word in the
temporary buffer 195 into the memory location addressed by
the buffer 77 in the memory 49, The signal on line 257, in
addition, provides a delayed output from a delay circuit 259
to clock the counter 245 to its S-count position which
provides a signal on line 261. Line 261 is connected to the
line 127 to increment the address buffer 77. This signal 1s
also delayed in a delay circuit 263 to provide an additional
clocking input to the counter 248. In response to this
additional clocking input, the counter 245 provide a 1 output
on line 267 which is connected to line 127 to increment the
address buffer 77 a second time, and is additionally ANDed
in gates 269 and 271 with the plus signal 85 and minus
signal 87. If a minus signal 87 is present, the end of search
has been reached and the delimiter register is decremented
by decrementer 272. If a plus signal is present, the gate 269
provides, through a delay 273, a clocking input to the
counter 245 to repeat the data shifting process on the next
data word. It can thus be seen that the counter 245 is used
to sequence a repeating cycle of steps which are used as a
looping function to shift all of the data words in the memory
one step toward the beginning of the memory in order to
close the gap in the memory which results from deleting a
data word therefrom. The flow chart of FIG. 4 diagrams this
process utilizing element numbers from the schematic of
FIG. 2.

When, in the course of a searching operation, an identi-
fication number is located, it was explained previously that
the data buffer 79 provides, through gate a 4-bit output
indicating the time of day when access is to be provided for
the person having this identification number. This number 1s
accessed by the real-time sensor 51 which, as shown in FIG.
2, includes three separate clocks, 301, 303, and 303, each of
which can provide the closure of switch in response to a
particular time of day setting. Thus, for example, the clock
301 may be set to provide a switch closure from 8:00 A.M.
to 5:00 PM., the clock 303 from 5:00 P.M. to midnight, and
the clock 305 from midnight to 8:00 A.M. These three clock
switches are accessed to a comparator 307 which is, in tumn,
provided with signals from the gate 93. If the signals from
gate 93 conform to the switch closures from the clocks 301
through 308, access is permitted by placing a signal from the
comparator 307 on line 309 to gate 53. In a typical arrange-
ment, the comparator 307 will provide an output signal on
line 309 if any one of the clock 301-303 is providing a
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switch closure and the signal from gate 93 has a 1-bit on the
corresponding line indicating that this employee is to be
provided access at the time of day indicated by this switch
closure. It can be seen that by setting the clocks 301-305 and
by giving a particular employee access at combinations of
times from 1, 2, or 3 of these clocks, total flexibility 1n
timing control can be achieved. Furthermore, by providing
a time code on the fourth line from the gate 93, the
comparator 307 can be made to provide an output signal on
line 309 at any time of day, irrespective of the condition of
the clocks 301 through 308, so that, for example, supervi-
sory personnel can be granted access at all times.

Referring once again to FIG. 1, it bears repeating that the
remote terminal 13 of the present invention will operate
utilizing its own memory 49 and memory control 63 in the
manner described. Alternatively, this same remote unit can
be utilized by accessing data directly from the buffer 47
through the degraded mode sensor 42, shown in FIG. 1, and
comparable so that described in patent application Ser. No.
830,002, filed Sept. 1, 1977, and referenced above. This
degraded mode sensor 42 will limit access at this remote

terminal in accordance with data stored in the memory 69 in
the main processing unit 11 until such time as the commu-
nication lines are degraded. At that time, the memory 49 and
its memory control 63 will be utilized for limiting access. It
can be seen, therefore, that the terminal 13 of the present
invention can be used either as a stand-alone terminal by
bypassing the degraded mode sensor 42, or may be used as
a remote terminal with a central processor system 11,
utilizing the degraded mode sensor 42 to impose stand-alone
operation only if data lines are degraded.

The present invention permits the same data to be stored
in the memory 69 and the memory 49 so that, even during
degraded mode operation, although one of the printer 75
may be lost (so that personnel flow data is no longer
available), nevertheless the same limited number of person-
nel may be granted access at this remote location, so that
security is not degraded.

The preceding embodiment described in reference to
FIGS. 1 through 4 is illustrative of a hardwired circuit for
performing the functions of the present invention. In the
preferred embodiment, the functions of the remote units 13
are performed by a microprocessor, as illustrated in FIG. 5.
This microprocessor includes a central processing unit 401,
such as a Motorola 6800, which is connected with a memory
unit 403, such as an AMI Model SF101. In addition, a
scratch pad memory 405 can provided, such as a Motorola
6810. The central processing unit 401 is also connected to a
read only memory 407 in a typical fashion to store the
control steps for the central processing unit.

As is typical, the central processing unit 401 interfaces
with a communication interface unit, such as a Motorola
6850, 409, for communicating with the central processor 11,
and may interfere, in addition, with the card sensor 43 and
real-time sensor 51, similar to those shown in FIG. 1. A
peripheral interface adapter 411, such as a Motorola 6820, 1s
used to connect the central processing unit 401 to the door
access control 54, such as a door strike. The keyboard 55 of
FIG. 1 may also be connected to the central processing unit
401 through the main data and control bus 413.

It will be recognized by those skilled in the art that the
data processing unit, shown in FIG. §, is typical of many
other similar data processing units. What makes this pro-
cessing unit unique is a program stored in the read-only
memory 407 for controlling the operation of the central
processing unit 401. This program, written for the Motorola
6800, is as follows:
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MOW FOR TEE ZATILNMAL SwiITTH:S

i

; (THESE £RE BITS wITEIN THE wORD S.XXX,

;
el XL.ICK = v ¢ ] y CIOSFIL=2ERC=CART ONLY
P AL IEIES = $ef s NTRIFES SWITCH INFUTS
geed X.¥0X 2 5S¢ A i STGRE NEXT CARD AL FQ2
X .T L = ST yTIME CLOCK INFUTS
I02e X, AS = 321 y THINT RECURST PUSEERUTTCEN
SWITCH
’
,

y DEIAY TIMACS

; THE COUNTER/TIVMERS IN THE OREGROUNDT BCUTINE
v ARE CLOCKEL ONCE EVERY 2,58

s MILLISECONILS (Z¢€ TIMES & SECONT!.

; FACE CCUNTER IS & TwZ EFYTR COUNTEE, ANI
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BACY

THIS IS TFEZ CONTHCLLING FRCOGRAM FOF THE
RACKGRCUND TASKS. ™MOST OF THT EXECUTICN
TIME OF THZ FRCCESSOF IS SPENT IN THIS
FOUTINE CHEECKING STATUS ZITS

AND WAITING TC REGIN CNE OF SEVERAL
BACKGROUND TASKS. THEL FCLIOWING

“ASKS ARE INITIATEL ¥EOM THIS ROUTINE:

1. INITIATE FESPONSE TC CONSOLE INCULIRY

CR COMMANT,

2., CEFCK FOF CARD, CPIWN I2C0R IF OF

2 CHYLCE SOF MASTEF CARD, ACCEPT PECGGEAMMING
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TITLE "RACK

2LiEC FSECT
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Z¢15 CT FFFF  LDX s 4 PFFF
¢21e LI 8¢ S TX EEECM  JENABLL AT1 FEATUHES

; DETERMINE MEMOEY SIZE

¢p14A CLE @€1¢€ LLX #ENL1
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gr2e DF 327 ENDMMS: STX ENDMEW
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Le2¢ BD DEAER JOR LOCLK y WIFS OUT REST OF CMOS
ge 3% RL €41k J S SETSUr 35U CE NCW!

geizP SJNCE =

’

Vi 2t FION ; TIEN CN INTERRUFIS



]
4

L

I

"
b/

35

MA TN

c@37r EACK

Re. 35,336
36

BACKGECGUNL L CCH
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ge37? =7 34 LDAA 2% %4
Q¢ 3L C7 AS STAL CERA FWEED UP DFRLMAN
Q0 3E =t 11172 LTAA CEDrlag
Pe2L £1 21 CMF& £¢21 s NEW CARD Y
CE3F 27 FE = ANE FLCY
; SIRE WHEN WE GIT £ NEIW CARD
¢¢4: :T 2118 JSE CAGLRI
dc4< BLD @2RS JSR PAKARL jCONLENSE INTO TDISTIG
;
2647 BT ©41C JSE CEXSYS
Cudr 2€ 4C = BNE ERAOR ; AT SY¥YS CCUE
2u4( FL 42T JSR FATL y SEE IF NE« FERSON TEYING
;
ckbar e C2 LDAA S.XAX
ge3l 84 Q€ ANDA X . FCX SNEW NMAESTERT
BEBE 27 4C = EEQ NEWFCYX JYES....DC NCT CPEN DCCE, TEOUGH
y SEE IF Wi SHECUID GO INTC EDIT MOLE
¢2- ET €<EQ J SR CHKFCX
QOEE Z6 BT = BNE 4 B
Q25L 7T QQre JME NEWET YES, SIB!
; HERE IF CRIINAEY ENTRY ATTEMPT
QEEL =& 34 ECE: LDAEA 5524 t KYEF DFADMAN FROM TRASKHING US
@o=F 27 AE STAL CSEA
Gwtl &€ 112 LDAR CRLYLG ISAVs ICCF IF CARL KEIMOVED FPREMATURZIY
CLEZ 27 D2 = BEG FACK
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;
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eu7e RD CZ2L7 JSE FINT . COMPARAND IN DISDIG HLEEALY
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QLTI GE CZ TLAA < XYY  (READ TIVE ZONE INFUTS
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CuRE T4 B2 ANDE £¢.T72  ;DIT HE FAY FOR TIME ZONES?
2G5 27 2F = BE( TIECR 3MOT ALICWED AT TELIS TIME
. HERT AFTFE 4FE YAVE RUN TEE ENTIRE GAUNTLET
» ALI IS Ck, IZT nlt IN
goes £6 FE  LETIN: LDEA #STE : MFANS CARD PROCESSED
goeE 97 112 ST4A *© CRIFLC
¢2tLl BT 244k J<F LURESS
P0G BT 22032 JSE AT N
g¢c® 7F e3F CLR NTRITS
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y CALL H¥RL: CNCE FCFE EACE xR HOH

; rJILS IN ZERAN wiinW NTRIES IC USRD UF

Z2CTF ERSTRY = 5
deCE ¢¢ 21 LLAA FFROM+1
2vD@ 84 40 ANDA HC.TEAN
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COMMANT TISFTATCELK

CALL HEFRE WITE CrML COD&

2123F CCONMCON

> 7F @¢lD
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C LK
ANDA
CMEA
BFL

ASLE
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wORD
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SEEVICE ROUTINE rOF
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29

RTS

IN R

CMTEYT
B5SETF :STRIF OFF FIGH OEFELER
£S2F *BIGG ST CMD IS ZA

t ITIEGAL [5NOHZ

s TWO BITES TO AN ATL

CONTAINS 22¢C@XXX@
XREG1+1 ;LSE QFFL 2T
£ SE COMTAB

Ahnisl yMSE TAEL: ADDY

"

KUEOUL,Ur,C.0H,CIRALL
oW ,C.XCH,TELET: ,SEARCHE
FU2CUT,QUIT,INSERT. ,RUBOUT

= ILSB CONMLAF

QUIT Cw~I
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» SERVICE 7O CFEN =CUSE CMI
“158F C.UrE =
¢15E &¢ 8¢ LDAA FPEOM
€150 84 4¢ ANDA #(C .ChH
1S} <7 21 = BEQ FALCML
'
J1€L RL ‘@@@6 JSH RLAMNE
@l1€4 £C 21 IDAA ns@l
A1ec 97 1214 STAF CEERLG
Gi1ec 97 1397 STAA KEYZCN jSHCwW CMI" ACCFPTEL
Gr1ea 7C Or1L INC PCISON
giel 2= COMRT RT5
’
* SERVICE® *CF ENI CTEN HOUSm CML
216F C.XOH =
¢1€L &€ BC LDAA FPEOV
Pl7¢ 24 40 ANDA #C .04
@17 <7 €F = BEQ BALCML
i
@17« BL BLub Jok BLANK
2177 &€ < LDAA HSLZ
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217t 7C €Q1k INC FCISCN
@17 7F BC1S CLR CEFIG
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218 FI @@ve EALCNMLD JoF rTAENK
18 7C gQ@1E INC POISON

21ES8 TF d¢19 Clhk XKEYZOR

C18E 3¢ RTS

y CLRRAM

s CLEARS ALL RAM FRECM 2Z2€¢ TC VAREND

*  USED TO INIT EAM ON STARTUER

218C CF @34F CLRRAM: LTY EVAETND
218F &F 22  CLRRML: 3 ¢, X

2161 23 DEX

#192 28 FE = RNE CLRRML

2194 €F 22 CLE 2, X S CLPAR 3YTE ZERQ A

R1OE 2© RTS
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33 54

I1/0 INITIALIZATICN ZQUTINES

IOSET : CLH CSRA s SOUTING BIT=2 MEANS DDHS
C LR CSRE
LDAA ASFF ;1 MEANS CUTEUT
STAA BUTFA
LTAA #ETE s GNE INFUT FOF CARDIN
STAA BUFB

; SET CAZ2 TO ‘MANUALT, ICW=FG, BIGE=rG

;  (FOK DEALMAN)

; SET CA1 T0 REACT TC FALLING EDGE CF CCII TATA
IDAA 2534 s $4C ¥OR FOREGRCUNE
STAA CSRE

; CB2 KEACTS 1C TEE BISING ERGE OF FIC

; CB1 IS UNUSETD
LDAA HETT
STAA CSE3

; NOW SET INITAL VALUES

s NO COILS SELECTEL, NO EKTLAYS CN
LDAS HEF
STAA RUTA
LTAA 8SLF
STAA RUFF

RTSZ 3 RTS
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Fu nh 1 [ 1 1 1, fo wl ; t i nl " f by wt 1 I T b, o b 1 L I i I i \ q Iy [ ! e L0, - i i i
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. TBIS SET GF RCUTINTS #fALS TYE MAGNETS,
© ASSEMBLES FITS IKTC 4-BIT TIGITS

-

; ANLD STQPRES THEM COnE TC & wlcs AT DIGTAL

i

@1EB¢€ CE 2¢&4 CARDRL ¢ LZYX rSCNTAB SFQINTS AT COIL ADDRESS:S

21B¢ IF 447 ST X SCNPTR

P =1

21BB CX C¢ZA LEX #DIGTAR

¢1lBE Tr 4€4 STX DIGPTE ;FOINTS TC FLACE TC KEFF THXY DIGITS

¢21C0P CKLRDL

; HERE TO EEADT TzE NEXT I IG1I7T Cr ThE C&RL

y LLX CIGETR
’ s ASSUME X CCONTAINS LDIGPTE
21C6 EC 221 CPA HoIGTAZ Y y CTCT AFTIE 7 TIGITS

CaALCIT

[
»
-
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21C& 2¢ €1
21CZ 2& RTS AL JIGITS ACCUMULATAD
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@iCEY BITRDL
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; 4ERe TO FEAT ONZ EIT ANMD INCLULZ IT IN DIGIT

¢1C& I 21DA JSR CIISCH  3SCAN CARD FOR RIT
1C3 58 ROLE s 0Ll CARRY BIT INTC P
21CC 7C @245 INC SCNETR+1 s UTDATE BIT INTEX LSE
C1CF 24 F7 = ECC RITRDI ;17 KIULGEZY FLAG 3IT CARRIZD OUT
© WEI EAVE A DIGIN
; STCORE IT IN EAV
;
2101 DE 4€7 LTX IGPT®
61DZ =7 20 ST 4R 2, X
¢1Ds ¢& INX ; JIDATE STKOAGT POIKTER
@iD€ L% 4€7 STX DIGPTS  ;SAFEKEEPING IN RAVM
21De 22 3E€ = PRA CELRTL ;60 CET ANGYHER LIGIT
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;
;» CRISC
!

; CALL WITH INTEX 1470 CCIL A:TRr TLRIE IN SCNEFTE

y SBTS

’

CRLSCN :
STAEA
NCE
NOF
NOr
LLAA

Lok

TEFA
PSHA

FICF
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STAA
NCF
NGF
NOF
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N o CELCK S

CAERY EIT
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1]

A

3
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To F2SULT

y CL=ZAR CCILS

chalT =0 COILS
s C LK
1 FTR FCOR TFEIS 3IT

60

PIA ETGE LDETECTOEK

y oISABLE INTFRRUPTS CDUE

sTC CRITICAL TIMING

y WAIT WOK

y SET CAREY

N o
SIS B

y AN TUEREN Oh

g 2 SPCONG e

COLI ATLDEXZSS ¥EQOV FPRON

CCIL

COIL REZSPONCE

31T ACCCRDING
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C1F7? & ULs R STORE INTERRUPT STATUS
Z1FE &5 VAF
C1Fs 22 Y0 IL2A% ASF2 y TUEN Crr COIL
Z1FE ©7 A4 STAF ELUEA
1% €0 SFRe INCETH SPOT--SET CAERY
@1¥E ¢ RTS
'
€1¥} Sc CKDSC: PULEL s RZSTORE INTERUPT
Dcé ¢E TAP
cedl 2E ¥C LTAA FOFZ
@3 CO7 Al STAA BUXA
0@ ¢C CLC ; SOUTEY SPCOT--CLE CAERY

St 2€ RTS
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63 64

FINT

TH: FINL EKOUTIN:z SEARCHZS THY TABLE OF IDS r#CH TdE [i
STCREL N CISLCIG. IF TEZ TL IS FOUND IN TEE TARILE TEEN
THE TIME ZONp EFCH THAT 1T 15 KETUSNED TN

EDTZCN. ALSC, TH: VAFIL:=Tr EDTET: 10 5ZT 70

FCINT TO ThRZ #1A57 YTe CF 72X MATTEING ENTHY.

I¥ TEE 11 I& NCT ¥COUND THEZN ZIDTIZION IS5 SET TC

ERO ANL ETTPTE rOINTS TC TEE ¥IEKET ENTRY TARGHR

TEaN TER IL., I¥ THEx [T IS CREATER THAN SLT TEX 2WTHIEHC

IN TEE TE=Lry TZ2MN FLTFIZ =45 TEL VALU:Z ENRDETH.
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S

TARLE - O

F

Cciéd BL PELLE LOZNT: v oK INES y NEXT TLaMENT Cr T2BIlR

STX FLTFTKk t MaYBE TEIS 15 TEE ENTRY wt
SEFX

CPX ENCPTF y END CF TABLE
BEQ NCTFCU s w=LL COMPAKAND NOT FOUND 1IN

TAERLE
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;
J Sk COMIIC S CUMFPS PTSTIG ANT TARIE ENTEY
ECS CCINT ;18 10W THxnw TREY NEXYT ZINTRY
EH]I NOTZFC0U  ;we HAVE GONE TOC FAR
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LDAE . y a8 T THIRED EYTE 0% ENTR
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y  CCOMTIG

CCMDIG COMEBAEZS ThHT: ENTREY KFOINTED TC EY X
y  wWITH TEE IL STCEXLD IN TISLIG. RETUPNS CERRY 57T
y [F THXx ENTEY IS SMALLEE, Z¥ED SET IF THEY ARE

TEL SAMZ,

il

'
3% COMLIG: LDER ¢y A yGxT FIHSET RYTE CTF

TABLE ENTRY
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¥ ENDA 25 y Lar TIME ZONE rIRTL
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CBA

KETCCM: ETS
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s SETrCX 52T7S TiE MASTER CAFL. THE EKRY 1IN
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89
B
(n
{ o
3
= {

‘L 2225  JSR CCMIIG  3CHECKX IF LIGITS ARF THE SAME

N
rl\.}
L
T
g d
-

ENE CE¥RET 1¢¥ NCT EZTHEN

&
AY
(R
w
AW
)
&
..q
§

LLAA FOX+2 yorT TEFIRL DIGIT 0¥ MASTEER

5o
o
{n
o
{13
)
5
5
o

(I
>
59
bt

C2OF ANLA B3y y LAV ONZIY TIME ZONE

Cd

ccte 81 @7F CMEA ST y IS TIME ZCHE F

88
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71 72

y S EARCH

s  SEBARCH SZARCEFS FCT THZ IL 1IN

:  ¥EYTAR, I[F TH® ZATRY FYXISTS TREN ThH: TIMX ZONE
1S FUT IN TFEE TISFIAY, CTrerwlSz ZEx0 IS5 FUT LA THz
+  TIME ZONE DISPIAY, ELTPT® POIMTS TC Tak EINTIERY I- IT

+ IS FOUND OTFEFWISE IT POINKTS TG TEE FIERST LARGELR ENTY

*  OR ENIDPTR IF THEER IS NO IARGER ENTKHT.

g=€: 7F @215 SEAKCH: CLE LTYZON s TRETPARE FOr FACKING
Qe EDI €<71 JSH FETIG s TACZ KEYTAD INTC DISDIG

L€ BL ©82¢7 JSR FIND s FIND TFEZ ZNTRY

v2€C C& 297 LLCAA EDTZCL ;GET TEE TIME ZONE(ZERC IF INVALID)
be€l ©7 18172 STAA XEYZCHh 3 TICSEIAY T IME ZUNL

()
U

iy ara” fTS
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; FKLIG PACKS THE LIGITS IN

+  XEYTA®R INTC LISLIG Twl DICITS T0 & BYTs.

;

<71 SE€ 147  FKDIG: ITAL yEVTAY  33FT FIRST PYTE CF KEVYTAZ
gz7x FL BIEF JSE ASLA4  JSHIFT DIGIT INTO LEFT HALF OF 2YT:
gz7€ Sb 157 ORAA KEYTLB+1 ;CR SECOND DISIT INTC RICHT KALF
Ze7E ©F 342 STAA TISDIG ;STORE 17 £S FIRST BYTX CF LISTIS
ge7r “E 1€7 LDAA KEYTAT+2z THIRD DIGI

@e7C BT Q316 JSE ASLA4

gz7F Gb 177 ORAA KEIYTAE+2 S FOURTH JIGIT

8281 57 357 STAA CISLCIG+1 ;SECOND BYTE OF DISTDIG

4262 GE 187 LDAA KEVYTLY+4a FIFTE TIGIT

g28% BD QIrE JSE £S1A4

QCEE Ch 197 ORAR YEYZCK  3TIMET IONFT

2<EL ST 367 SThA CISLIG+2

<
ne
0
€3
(A
10
9,
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U
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b |

s  WEPXDIC

s  UPKDIG UNFACKS TiE TISITS IN DISIIC INTC KEVTEA D

y FOR LDISZLAY.

ee=L Se 340 UFKDIG: LLAA LISEIG  3GET BYTE CNE CF DISDIG
dcty Bl BI+E JOF LSER4 yoFT 1227 LIGIT INTS FIGHT HALFE
Vel 87 147 STAA CRITAY S RIAST 2YT: OF Y2Y¥YT1RF

Lete SE 347 LTAA IISTIG  3GRT BYITE CYF AGERIN

50 B& @F ANLA &#SCF yMASK LEFT DIGIT

Q<6 &7 1827 STAA KEYTAr+1 §S2CCOND EYTY CF XEYTAR

eCa 98 357 LDAA PISIIG+1 §3YTE T4C C¥ LDISCIC

Q2o 3T 22IE J SR Ior b4

e 27 1€Z STAA KEYTAZ+Z

Gcil ©€ 3272 LTAA LISZICGH+1

Cchl Be QF ANDA 50T

Gcro 7 177 cTAA EZYTAE L

Kl Gt 3€7 LTAA PISIICGA¢

Lery BT QYL JSE LokA4

CctC Y7 187 STAA KEEYTAE+S

Cerir 2 3EL LLAA SI1S0IG+E

¢<cFy E4 @F ANLEA FLOT

(ebe w7 167 STAA ExYZCf v 2 LME JCONE

&0
N
9 &
>
A
(O
-~
—3
L
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s PAKAERT

PAKARD FACKS TF: DJIGITS I® DIGTAF INTC DISDIG

]

@<Bt GE 2A7 PAKARD: LDkA LIGTAR
¢2B7 BRI Q3EE JSR ASLA4
@284 GA 2BZ ORAA CIGTAE+]
GBC ©7 347 STAA DISLIC
Q<RE GF 2(7 ITAA DIGTAR+?
@2C¢ RL B3ES JSR ASLA4
22C2 SA 2TZ ORAA DIGTAE+C
2zC% 57 352 STAA LISDIG+1
2=C7 S€ 2EZ LDAA LIGTAL4
@zCS EL 233€ JSR £SLA4
$2CC S7 3ET STAA LISDIG~x
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y DELETE FEMCVES TRE BNT®Y rOINTEL TC BY ETLTPTIR FZCM TEER

y TARELE CF ValIl IL

£/}

chr TIML Z20NE IN LIZELAY

y ASSUME: #{MOC «= =ZDTFTE < 2ZNDPTK

'
€cCkF 70 0¢22 DRLETK: 151 +LTZ2CN IS TPEIS ENTRY VALID
2zle £7 z4 = Brl NOUZNT
QeDe Ln 274 LDX EDTFTE  SCET "THIST INTRY

;
eclt =C @2¢YS DLEITCPF: CHE sWErTa  yARS W2 PAST LAST =NTRY
LS 27 11 = BoQ CLT y CNE

C<E AC @3 LTAA S, X y MOVE NEXT ENTRY ONTO TEIS

€<DL A7 @¢ STAA ¢, X

BeDE AE < LCAA &, 4

ekl A7 21 STAHA 1,7X
gexl AC BC LLAA Ty A

G2kl A7 @« STAA P,

s
oo
i=3
Y
bz}
3
5
(w
-
t=1
C
v/}
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—
-
G
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-
b
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.
<
e

53R A4 EXYLTGEL FMCVE NEXT ZNTAY
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B
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by
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N
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o
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'
CzEL FL Bz OUT: JoF L¥XE s CECEEVENT X FX
bz PP Q%¢2 STA FNIFTE SENL?TR = =2NIPTE - O
EcF« 7: QUG C Lk EDTZON S CUKKRENT NTRY IS NCT VALID
ge¥FS 7Y BQ19 CLE KEYZON ;ZAF TIME ZONE IN DICTLAY

13
B
Fr

ekl S& NCENT :
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s INSERT

;  INSERT INSERTS 7TFZ 1L aND TIME ZONZ IN KEYTAR

y INTO TH2 TARIE.

INSERT. ¢

2zF2 CE 0@25 ITX R ;¢ ITERATICNS
:
Gc¥C AE 137 INSNZXT: LTDAA VEYTAE-1, ¥ yGFT DIGIT OF KTYTAF
2ZFE 81 @9 CMPA H5¢9  CHY FOR GREATEL TEAN €
Q3ge 22 €7 = BHI INSFAT S ILIEGAL DIGIT 340 AwAY
e382 0% DEX
@303 2€ F7 = BNE INSNXT
:
R:ZZ 9F 1972 LDAA KFYZCN  GET TIME (CNE
2387 51 @& CMEA 53L8 , ILLIGALY
PARS ZZ 59 = BHI INSFAT G0 AWAY
@32E 70 9€19 TST KEYZON  FILIEGAL TIMY ZONE
@odr 27 54 = BEQ INSFAI ;IR SC GO AwAY
;
@31y L 2271 JSE P¥DPIG  3FACY KIYTAZ INTO TISTIG
@21% BT 2287 JSR FINI JSTF IY ENTRY IN TABLE
¢z1c 7L Q233 TST EDTZON ; CHECK 20NE
R31L 2F 25 = RNE HAVSPA ;ITS ALEEALY THERE
¢x1r FE @0@e5 LDX SNLPTE  ;GET PCINTSR TC PAST IAST ENTEY
221% ©C 327 CPX ENIMEN  JAFF Y OFAST END OF MEMORY
Q320 z7 BE = BEQ OVERF1
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'
deze 2C 372 INSTCT Lok FTETE JERE we U TC CURERENRT ENTLY
wb24 27 11 = PG cLtl

DECREZMNENT X BY &2

! o
n
Y
T
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s
)
~" A
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AW,
C
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o B
L3
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-4
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LDAA 0y X yMCVE THIS ENTXY ILOWN BY CNE

W
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&
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[
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3
&
Cn

STAA Sy X

s
C»
%
t-ri
T
T

¢1 LDASR 1,%
c3ck AY €4 STAL &, X
Eo21 AE €2 LTAA 2y X
232& A7 BT STAA 2, X

BEA INSTOF IMCVE KREXT SNTHRY

ol € ED
’

2337 FI gees CUTL: 1 “NDFTF  ; INCREMENT ENLDITF BY &

¢E3A EL @ZLE JSK INXD
S3SL FF QLS STX INDPTH

o4 Lo BOSEA RAVOPA: J Sk SCTIN vS AL WEYTAS IRNTO TAgLE
W34: € 1&. LCAR KEYZCH Gl TiMe ZONE FECH DIPLAY
J4- CG7 St STAA FTZ2CH v elUT IT IN <DTZON

s tERE TC PFLASH Trb DISFIAY CFE

2ool €8 CEX
6ioL 28 FO = SNz FLASE

eos 7C GE1E INC FLISON
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JMT L CUT s ESTCE T TS PLAY
grz€ OVERFIL Jon ra bk ; 1A
= -~ T - TTCTT P
CLr KEYZON «~rn0 TAErF TISFLATY
INC PCISCON
RTS

INSFAL: CLx FTTZoN s LITECAT ENTRIY

C LR KEYZCN  3ZAF TIMz 70NE

RTS

UP

UP MOVES SLTFETE UF TO THE FHEVICUS ENTRY .

IF THE FCINTEE 1¢ ALREALY AT TEE FIRST ENTRY

OF THE TAELE IT IS NOT MCOVED.

1 DA FLTITE  sGaT
CFX rCMOS JARE wx AT Tinx

Y A — o A m-r_r; .-:-, 1*'q"l‘: n .-..
BEC mLTUFR v 12 S0 oo FETUEM

JSE Lrxd sELST DECHEEMENT X )

STX FZTPTR  SECTPTR = LLTPINH
J O K FLTCUT  SFUT ZNTeY I
LDAA FEYZCN  GET TIME EDNE.
STAA EDTZON  SLEAVE IN SDTZON

EETUP: ETS

DISFLAY

TR SV
CURRENT

PNTH

- -
VIRET
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s L OWN

s D0WN MCVYRES EITFTR LOWN EY CN# ENIZY. if ELTFT Kk

: ALREALY TEE LAST RLEMERT CF THE TRELD IO

1
—{
-—
A
€
!
-
b
(=
-

DOWN: LLX TTTETH 3 GEFT K.

Cr& ENTETE JTAST TAST WNTEYT
ZEG FETIZWi G0 RWAY

I EUTZCN ;I8 CUREKENI ENTRY LEGARL
B

ZXEZCh USE TZIS ZINTRY

=1
A5

J Sk INXZ ;G0 TO NEXT TNTRY
ZERZON CTPX FNDETR 3 PAST LAST ANTHY

BEG RETDWN ;G0 AWAY

ST X EDTETF SAVE AS EDTFTK
JOF FLTCUT FUT CQUT =YTRY ON DISPLAIX

LCAE XKEYZCh  jGRET TIME 7CNE OF DISFLAY

STRA EL720% SEUT IT IN KELIT LONE

P=TDWNh: RTS
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89 90

b4
U

©  CLRALL CLIARS THx INTIWE TA&BIE GF VALIZ IT

y
g3G, €€ 1472 CLRALL: Li*kE FEYTAT  3GvT FIRST BYTZ QF DICFIAY
¢3¢r SA 157 ORAA KEYTAX+1 y OF IN SECCWND =YTX
oLl C8 1€L ORAA KXYTAE+x
CiLE 9A 172 CRAA KEYTAZ+G
QAL ©A 187 CrAA KEYTA Y4
3L’ ©E 197 OHAA KEYZON
E3hz ZE CL = BpNX CIREET ;1% TISFLAY NOT ALL ZEZO GO AWAT

Goht FL €ei€ J Sk FIAN? y RLANK DIGFIAY

GSAE Cn 2¢¢?7 DOCLR: LLX s CMCS y 7 START COF TABLK
2uobl F¥ E0E5 SHAP ENDFTR s¥AXE IT AL OF TAzLE
ei&re Lr &74 STX ELTETE  3ALSO CURERENT ENTRY

1
Q&G CLR EDTZON §7EIS ZWTRY ILLEGAIL
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91 92
y
7 EDTIN
;  BLTIN EZADS THEZ LISPLAY IN XREYTAB INTC TRk =NTRT
» POINTXED TC BY =ITFIK.
'
BEOTIN JoF rXIIG P LK TRy DICITS INTC LIS
LDX ETTPTE e FPOINTAR TO ENTRY
LLAA DISDIC ;CrAE FIEST BYTS OF DISLIG
STAE &y X FUT OIT IRNTO TABL -
LLAA LISCIG-1
STLA 1, X
LDAL LISLIG+Z
STARA < 9 A
RTS
’
’
y EDTOUT
;
;  EDTQUT FUTS TEE ZNTRY PFOINTELD TO RBY ELTPTE
y QUT CNTO T=x LIS:rIARY.
;
pEDTOUT ¢ LLX sILTFTE  sGET POINTER 10 ENTRY
LDAA 2, X yGET FIEST BYTE CF ENTRY
STAR DISTIG SPUT IT INTCO FIRST PYTE CF LISTIG
LLaf 1, K
STAA D1SBIc]
LLAA < 4 K
STAA LISDIG+=
J SR UFXDIG  SUNFACK DISDIG INTC TEZ LIcrPlatl
ETS

™

>

0’
-J
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POUTINES

INX

INX

LEX

Lok
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25 96

- I

v wOSUM

t

. poSuUM RITUSNG THE CHTCX SUM CF CMOS MEMCHEY FRCOM

LOCATION #SUM-2 TC LOCATION ENIDVMEM IN ACCS A AND =

.

. S S RT BOW FOHL A 3 5 B R K

@C¢Cz DOSUM: LDA ACGNM+Z  $FIRST ATTRESE FCE CRECK SUN

ClkA
CIER
Qg LCCP1: ADTE | *ADD RYTE TC E

2 ADCA 2 s ADD CAREY CUT TCO 4

< 2
D
v 3
o
-
=]
b
[——
by}
ard
3
L.lj

INX

S2E CPX ENIMED ;FAST INDL (¢ MEMORIY

D
2
v
bt

F7 = 3NE iffe

COMA s COMEIEMENT HESULT
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y CHEKSJNM
:+  CYESUM COMEARES THE CHSECE SUM QF MEMORY TO THE

+  VAULES STCFZl IN LCCATICNS SUM ANKD TUM 4 1. Ik

+ THW SUM IS TITFEFEENT CARRY IS SET TO 1 ELSE

g=¢1 BD @2Fe CrESUM: « o R PCSUM y ¢5T CHKSUM OF CMOE MENMCORY
<24 E1 BCYL CMEA S UM yCE2CK ¥IAST ®YTrk
Cag7 2c @7 = BENL CRKEEZ ;TCC EAL
g4vs Fl1 €<¢1 CMPE SUM+1 s SECCNL FYTX
L20( 2€ €< = ENL CEKErE
24721 &C CILC yCARRY = ¢ MEANDS OF
0401 &© RTS
'
¢41¢ @L CHKEERR: SEC ;CARRY = 1 MEANS FAILL
241l 2¢ RTS
)
y SEISUP
]
+  SETSUM FUTS THE CEECK SUM CF MEMORY INTC
; LOCATICNS SUM AND SUM + 1
’
41z BL @CF¢ SETSUM: v ok pCSUM s 3T CHECK SUM OF MEMCRY
241% E7?7 €ede STAA St y STCRy PIRST RITE

el F7 @Eul STAEK SUM+1] s SECOND TOQOO

@41 2O ETS



Re. 35,336
99 100

P
:
y FOUTINE TG SEF Iv SYZ Cowy N DIGTAE D Ok

y RZTURNS Z=2 IF Cx

241CF CrHaSYsS = #
ca4ll & (2 LLAA S oY
Val- L4 @V ENLE ASCE
4z ¢1 2¢/l CMP & CIGTER+E
Gace <F Qb = INE SYSEET  SJEAD NwwS

l424 GE (B LDk A S.SYS
P4CE 44 LSRA

Qac™ 44 LOKRA

Eéct 44 LSEA

42 44 ISRA

gsch 91 2F7 C MPA CIGTAE~E
g4z ZS SYSERT RS

* FRTL CHFECKS TC fEX I¥ TFIS CARD IS THE SAME
y A4S THEE LAST ONE. IF IT IS NCT (ANL IT EAS & VALIL
» CYSTEM CQDE) TEEN WE STOREZ TERIS AS THE NZW

; COMPARANL AND CLEAR TEE CCUNT O ExRCR TERIES

MR
¢42zDP FrTl =

4. 31 ©€41C JSE CHEESYS
el 2€ £€C = ENE FRTS s EAL 5Y5 COZx

'
@43z CIX 22€5 LDX BSEERE  JFIVE TIGS IN RTLFUF
@432 A€ 2¢7 FrRTLIL: LDAA LIGTAB-1,X
€437 L1 3CL CMPA RTLEUF~2,4
243 «f @& = ENY NEwrafl
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sy TRIGGEZRS RELAY

DUXKESS

LDAA

ANDA

2EQ
’

LLAR

2a6
’

LDEA

LDX
STA

NCOCLUF:

i

SET

cHECX LURRSS

CIGTAr-1,%
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103 104

:
)
s HCQUTINE TC CHEC: IIzZX PASSLOFRD

i RITURNS WITE CHFFY = 1 IF (¥

y GCARRY = ¢ IF FAL

;
i CALLS MIX TC RECLICULATE COMEINATION FUNCTICN

y  ASSUMES CAED IMACE IN ZIGTRE

AND PASEWCHL IN £EYTAD

- 4

y MIXPTR IS 2 CRALCULATED INTZX INTO TIGTAE
sy COMBX IC AN IAN[IZX INTO MAGSTAF

» B PRFOCYKEE THE LIGITS OF Tizx PASSWCHD IN CRIDZE

bl B24kcz JOR M 1 X » TArLE C¥ TUIGIT INTICES IN "MAST
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NCW X INDICATES w:zICE DIGIT CF HIS

~l

* CARD FORMS TEIC LIGIT O 1Ek FASSWORL

247¢ RE ZAY LUAA CI1GTAB,X
047z Lz 43¢ LD X coMrX
p474 A1 147 CMEA EEYTAE, X
gave 26 2& = BNE CCMEAL
gs7E C& INX
ge7¢ EC Q2E3 CPX HS
P47C 2€ EA = BNE CCMEL
47k 2L ShC
a7k o RTS

:
e &l LC COMEAL CLC

(1
49
tx4
3
Lr3

gebl

-
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107 108

SUBRCUTIANE TC FPREEFATE COMPARAND

TARLE FCORL ILEK FxzESCNAL CCL:

TEE IL3IK CCLF 1S ¢ TIGITS TLYXEN FROM Tdik CARDHOIORER ¢

SO wk EAVE ALL COMBIWMATICNS CF FIVE THINGS
TAKZEN FOUR AT 4 TINM:

>>>12E<<KK

SPECIFY WEICH OF THY ¥IVE IS MISSING (2 BITS)
>0 D4 < <K

r}

PECIFY WHICE CF THEZ FQUE APFEARS FIFST (2 BITS!

L

>>>E<LK

SERCIFY WHICE CCMES NFAT (2 ZITS)

D> 2 <LK

TAXE THE REMAINING TwC IN CkIER, OR REVERSED (1 rIT,

FIT MEANINGS:

TTEE PERM/CUME SWITCH EAS ¥OUR FIEZLLS,
IN THIS fQENM: (MMMFTFSSX
WHERE MMM INLICAETES WHICH If MISEING

FF...WdICH CCMEDS FIRGT
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109 110

! LV PR P Ny =g l’ )n !,
" o oJa als i I )y whr ! '-f N A A -~ - n.rln *- "-:*'- -
::.- -'l.. :: : . ‘1.': "'l"‘ ‘.F‘ ‘i ; {: Jtc 1: il :( :’ }I"‘ AR bl el PICEN "l: LT R ""i-‘" " :" n* l
.l.-E T \/
1y 3ty sle 3o gl 32 3 s 2 e 3t Pt Me e e T Bl g SR SNl HE R R TR oz s YL IR IR RN AT 02
- [ 3

AlLL TA...,..:.S WEICHE HREQUIFRE TIME DELAYS AND ALL
PARAMETEES REQUIRING CONTINUCUS MCHNITORING
ARE HANTDLEI BY TEIS SET Ok ROUTINES.

STRCIFICALLY, THIS MODULE HAMNILES ThE

FOLLOWING TADKI:

UCCR OFEN FUSEBUTTON MCNITCRING
RELLY ACTIVATICN SXQUENCES
RELAY CIOSUEES arTkk

DEAT MAN SET

CARD ELGE LERTECT
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TITLE CROCT

DEFINE MOLULEL

)
L)
=4

JMFP
JMF
JMF

J MT

»

BLANK

=L 7CN

112

:‘:  — T :Fn‘. I-f"‘l
- .‘H .E I Ly AT

ADTRrOD
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114

5

;

y = T3

;

:

» THEIS IS THr MAIN SERVICE ROUTINZ FOR THE FiAL
s+ TIME CLOCK INTERRUOFTIE. A FISING EIGF C# ~:bE C
+ FORCEIS aN ISC INTERRUPL WIICH ?ECTGES TC T30

+  RTC IN TUEN Call® crRENUTINES TC EXECUTE "ot

;
;
o?¢CF ETC =
ZeeC S6 42V LTAL VLEENT
¢CLe: €€ TE = ENE % *STA0K CVERFLOWT?%Y
;
¢ le GE At LTAA RUFE : cLR INTZRRUEFT AT FIA
Gele RE ZE LLak 5574 s RTSET PIA DDR’S
¢elae €7 AL STAA CSF A
2e1e 8¢ 2) LIAA 5574
Le1f C7 A7 STAA CSER
¢G1: &€ FE LiAA £5FF
Qe1C €7 he ST & A FUTA
¢e1k B€ FF LoAA 258
QULEE ©7 A7 STAA FUFE
ez 86 IC LLAR HEXS + SET DSAT MAN HIGH
¢4 97 E3 STAS T
¢t EE 21 LCEE HSEE
il ST AT SThA CSHE
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115 116
;
(ezk ¥ 2174 JSE {IYSER  ;SCAK YEYBD
g6zl RBL 2¢2A  JSF CFTELG  jCHE FCR CEL IN
262¢ BD <eeS  JSF MU X ;TEND TFE DISPLAY IF NEEIFED
2u32 EL 20¢2  JSR A1 ; CHK DCOE CPEN FUSESUTTON
gexé RL <781 JSR CNTIN 3 COUNT DOWN SERVICE TIMERS
;
€3z CF RT {ETTURN TO BACKGROUNL T&SI



Be34 €7 127
BL3C 2€ Zh =
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CLay

Cvde &€
OiLds
L4t 277 Zv
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;
;
s CELETG
:
;
. CUECKS FOE CARD, SXTS CEDFLG ACCORDINGLY
;
Y NC CARI
;AN (1<NN<=2¢) CART IN, EUT BCUNCING
21 CAXD IN, NOT YET FROCZISSED
. F& CARL IN, ALREATY PRCCESSEL
;
CRLEDG =
LLAA FLNVODT jARE WE ELITINGS
BN} CRIDN  3TES; IGNORE CARDS
BT, CRIFLG
ENT WASIN
i HERE IF THS CAKL WAS NCI IN LAST TIME
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What is claimed 1s: |
1. A security access system, comprising:

a central processor, cComprising:
a programmable memory storing data specifying per-
sonnel access at plural remote terminals; and
means for communicating with said plural remote
terminals; and

plural remote terminals connected by said communicating
means with said central processor, each comprising:
a programmable memory within said terminal storing
data specifying personnel access for said remote
terminal; and
means within said terminal for providing selective,
programmable access at n remote location in
response to ecither said central processor memory
data or said remote terminal memory data.
2. A security access system, as defined in claim 1, wherein
said remote terminal additionally comprises:

means for programming said memory for storing different
personnel access data in an ordered stack comprising:
means for deleting individual access data from said
stack;
means for compressing said stack whenever said stack
comprises memory locations from which access data
has been deleted; and
means for maintaining the order of said stack.
3. A security access system, as defined in claim 1, wherein
said remote terminal additionally comprises:

means for storing data specifying times of day for access
for said same personnel; and

means for comparing said stored time of day data with
real time to provide selective access.

4. A security access system, as defined in claim 3, wherein
said means storing time of day access data is programmable.

5. A security access system, as defined in claim 4, wherein
said comparing means comprises plural realtime clocks,
each of which is independently setable to provide access at
different times of day.

6. A security access system, as defined in claim 1, wherein
said remote terminal means for providing access at a remote
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location in response 1o either said central processor memory
data or said remote terminal memory data comprises means
for determining the integrity of communication lines with
said central processor and for providing access in response
to said remote terminal memory data if said communication

lines are faulty.
7. A security access system, as defined in claim 1, wherein

said remote terminal additionally comprises:
keyboard means;

means connecting said keyboard means to program said

memory; and

means connected to said keyboard means and said

memory for providing selective access at said remote
location in response to data entered on said keyboard
means by personnel requesting access.

8. A security access system, as defined in claim 7, wherein
said data entered on said keyboard means for providing
access is a predetermined permutation and combination of
data stored in said memory.

9. A security access system, as defined in claim 1, wherein
at least one of said remote terminals is a unit comprising
said programmable memory and said means for providing
selective, programmable access.

10. A security access system, as defined in claim 1,
wherein at least one of said remote terminals also includes
a card reader.

11. A security access system, as defined in claim |,
wherein at least one of said remote terminals additionally
comprises means responsive to magnetically coded indicia
on a card for reading and storing an identification number
peculiar to the holder of said card.

12. A security access system, as defined in claim 10 or 11,
wherein at least one of said remote terminals is a unii.

13. A security access system, as defined in claim |,
wherein at least one of said remote terminals additionally
comprises a door access control.

14. A security access system as defined in claim 1, wherein
at least one of said remote terminals additionally comprises
a keyboard.
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