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EXEMPLARY CLAIM

10. A transmitter for a secret communication system
comprising a source of carrier frequency energy, a
source of cyclically repetitive noise energy, means to
synchronize the cyclical repetition rate of said noise
energy with a sub-multiple of the frequency of said
carner frequency energy, means to reverse the phase of
portions of said noise energy in accordance with a pre-
determined message code, means to modulate said car-
ner frequency energy with said encoded noise energy
and means to transmit the suppressed carrier single
sideband component of said carrier modulation.

19 Claims, 3 Drawing Sheets
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SECURE SINGLE SIDEBAND COMMUNICATION
SYSTEM USING MODULATED NOISE
SUBCARRIER

Matter enclosed in heavy brackets [ J appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions made
by reissue.

This application is a continuation of application Ser. No.
07/378,472 filed Jul 12, 1989 now abandoned, which is a
continuation of application Ser. No. 07/004,369, filed Jan.
15, 1987, now abandoned, which is a continuation of appli-
cation Ser. No. 299,469, filed Sep. 4, 1981, now aban-
doned; which is a Reissue application of U.S. Pat No.
4,176,316, granted Nov. 27, 1979

This invention relates to communication systems and
more particularly to a secure communication system in
which the signal messages are transmitted at extremely
fow levels. .

It 1s well known in the prior art to mask a message
signal with noise. Such known systems have in the past
added to the message signal a masking signal consisting
of a random series of frequencies. At the receiver a
replica of the masking signal was provided. This replica
of the masking signal was substracted from the received
signal yielding the unmasked message signal. Such a
prior art system provided a degree of secrecy, but the
presence of a message signal was apparent to unautho-
rized persons who could perform the same decoding
function as the intended recipient of the message.

A second known type of secret communication sys-
tem utilizes a “flash” type of transmission. The message
is emitted in a brief burst of relatively high power. Un-
authorized persons in effect were aware when a trans-
mission occurred, and the decoding of such a secrecy
system merely became a matter of analyzing the flashed
transmission.

A secure communication system should not alert
unauthorized receiving points to the fact that a message
is being transmitted. In addition such an ideal secure
system’s transmission should not be easily decoded if it
should be received by unauthorized stations.
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dom noise taken over some finite interval of time and is

. repeated in a penodic fashion to generate a continuous
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One of the objects of this invention, therefore, is to 45

provide a secure communication system capable of
operation on channels normally used for communica-
tion.

Another object of this invention is to provide a secure
communication system and method whose transmis-
sions occurs at extremely low power levels and whose
message signals are innundated in the random noises
resuiting from atmospheric effects and system compo-
nents.

A further object of this invention is to provide a
secret communication system which transmits at power
levels at which conventional receivers are unable to
successfully extract signals and wherein an authorized
receiver of the system performs successful demodula-
tion of extremely weak signals in the presence of noise
thus obtaining authorized reception while effectively
denying unauthorized reception.

In accordance with one feature of this invention a
“noise” signal is used as the sub-carrier for the message,
which 1s impressed on the sub-carrier by reversing the
phase of the noise signal to indicate a “mark™ or pulse
character and using the direct phase as a “‘space” or
blank character. The *noise’ signal 1s a portion of ran-
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noise voltage which modulates a carrier. By a *'noise”
signal 1s meant a signal that varies randomly (in ampli-
tude) over a given period of time and has no discernible
periodic components. If this noise signal is repeated,
however, it then becomes a periodic signal, but if the
given period of time over which the signal extends is
sufficiently long (such as, for example, the length of a
single message), the fact that the noise signal is being
repeated will not be discernible and the presence of a
noise signal will be extremely difficult to detect. The
communication channel is effectively utilized by trans-
mitting a suppressed carrier signal sideband modulation
signal at a low power level and having the receiver
enhance the signal-to-noise ratio. The enhancement is
obtained by transmitting in a broad frequency band,
noise subcarrier which is wider than necessary to sus-
tain the signalling rates and then, in effect, contracting
the band width at the receiver. Since the noise subcar-
rier 1s a repetitive function a complete description of the
modulation envelope is available at the receiver to be
utilized as an aid in demodulation, enabling the receiver
to detect extremely weak signals innundated in atmo-
spheric noise.

Another feature of this invention in the use of a co-
herent carrier frequency and noise sub-carrier basic
repetition rate which enables the receiver to automati-
cally obtain a maximum cross correlation output be-
tween the received modulation envelope and a locally
generated noise envelope.

The above-mentioned and other features and objects
of this invention will become more apparent by refer-
ence to the following description taken in conjunction
with accompanying drawings, wherein:

FIG. 1 is a schematic illustration in block form of a
communication system in accordance with the princi-
ples of this invention;

FIG. 2 is a schematic diagram in block form of one
embodiment of this invention for use in one-way com-
munication:

FIGS. 3a and 3b are graphic illustrations of various
curves helpful in the explanation of this invention; and,

F1G. 4 is a schematic diagram in block form of a
secure communication system station for use in two-
way communication; and,

FI1G. § 1s a schematic diagram 1n block form of an
embodiment of our invention for use with a multi-digital
message code.

Referring to FIG. 1, a schematic diagram in block
form of one embodiment of a secure communication
system in accordance with the principles of this inven-
tion is shown, comprising transmitter equipment 1 and
receiving equipment 2. The transmitter equipment 1
includes a stable carrier frequency generator herein
shown as a crystal controlled oscillator 3 whose output
is coupled to a modulator 4. A source of random fre-
quencies or noise is provided by noise wheel § which
has its nm 6 composed of a transparent or translucent
material. Portions of nm 6 are made opaque in such a
manner than when light from source 7 is passed through
rim 6 the photo-cell 8 will detect a quantity of light
which will vary in a random manner as noise wheel 5 is
rotated. In order to rotate noise wheel § energy at a
given frequency 1s provided from source 9 and coupled
through a counter 10 which provides a check on the
output of source 9 and insures that a given frequency is
coupled to synchronous oscillator 11. The output of
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oscillator 11 is coupled through an amplifier 12 to a
synchronous motor 13 which drives noise wheel 3
through a mechanical coupling 14. The amount of light
varies as it passes through rim 6 from source 7 and is
detected by photo-cell 8 whose output comprises a
random set of frequencies or noise. The noise 15 coupled
through a coupling condenser 15 to the grid 16 of tnode
17. The input to modulator 4 comprises the output of
triode 17 which may be taken from either the anode 18
or cathode 19 depending upon the position of switch 20.
The armature of switch 20 is dependent upon the posi-
tion of key 21. When key 21 is open, spring 22 pulls the
armature of switch 20 1o the right or “space™ position
and couples energy from the cathode 19 through con-
denser 23 to modulator 4. When the key 21 1s closed
current is passed through the coil of electromagnet 24
causing the armature of switch 20 to move to the left or
“mark” position thus coupling energy from the anode
18 of triode 17 through condenser 25 1o the modulator
4. As is well known to those skilled in the art when
energy is coupled from the anode 18 it undergoes a
phase reversal which indicates a mark or pulse charac-
ter. In modulator 4 the radio frequency energy from
oscillator 3 provides a carrier signal {for the noise energy
output of noise wheel 5§ and triode 17. The modulated
carrier output from modulator 4 is amplified in circuit
26 and radiated by transmitting antenna 27.

At the receiver equipment 2 antenna 28 couples the

radiated energy to a crystal controlled detector 29
whose output comprising the demodulated noise signal

is coupled through amplifier 30 to a correlator circuit
31. 4 wypical correlator circuit which can be used is de-
scribed in U.S. Par. No. 2253975 (G. Guanella) and
2,250,148 (W. H. Wirkler), and co-pending application
Ser. Nos. 139,664 (L. A. DeRosa et al ), 240,414 (H. C.
Harris et al), and 109,786 (Y. W. Lee et al), now U.S.
Pat. Nos. 2,718,638, 2,941,202, and 2,643,819 respec-
tively. Such a correlator circuit consists of a multiplier and
an integrating circuit. At the receiver a noise wheel 32 1s
provided which has portions of its transparent nm 33
opaqued in a manner identical with the opague mark-
ings applied to the rim 6 of noise wheel § at the transmit-
ter. Thus, whatever technique is used to produce the
opaque markings on noise wheel 5, such as by photo-
graphic recording of light from a modulated light
source controlled by a conventional noise generator,
the same technique may be simultaneously applied to
record the same noise modulation on noise wheel 32. A
frequency source 34 has its output coupled through a
counter circuit 38 to a synchronous oscillator 36 to
provide a source of energy which when passed through
amplifier 37 to a synchronous motor 38 causes noise
wheel 32 to rotate at the same speed as the noise wheel
5. Photo-cell 39 receives varying amounts of light from
source 40 dependent upon the opaquing of nm 33. Since
the rim 33 is identical to rim 6 the output of photo-cell
39 will be a noise signal identical to the output of photo-
cell 8 in the transmitter. The noise signal from photo-
cell 33 is coupled through amplifier 41 to correlator 31.
If the noise signal from amplifier 41 is in synchronism
with the noise signal transmitted and detected 1n detec-
tor 29 the output of the correlator 31 coupled to indica-
tor 42 will be a maximum. However if the noise wheels
§ and 32 are not in synchronism the output of correlator
32 will not be a maximum. Prior to transmitting a mes-
sage the transmitter equipment 1 emits an unmodulated
noise signal which is received by equipment 2. Phase
shifter 43 permits the rotation of noise wheel 32 to be
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4

adjusted until a maximum output from correlator 31 1s
obtained. Once this condition exists the two noise
wheels will remain in synchronism and the message
may be transmitted. At the receiver a “mark” or pulse is
indicated in the output of the correlator 31 when the
detected noise from transmitter equipment 1 is out of
phase with the locally generated noise and a minimum
voltage appears at the output, and a space or blank will
be indicated by the detected noise and locally generated
noise signals being in phase, thereby producing a maxi-
mum voltage output from correlator 31.

Referring to FIG. 2, the schematic diagram in block
form of a one-way secure radio communication system
in accordance with the principles of this invention 1s
shown comprising transmitter equipment 51 and receiv-
ing equipment 52. The transmitter equipment includes a
stable carrier frequency generator 83 whose output 1s
simultaneously coupled to a suppressed carrier, single
sideband modulator 54 and to a frequency divider 55.
The output of divider 55, which is the carner frequency
divided down to provide a basic repetition rate for a
“noise” message sub-carrier, is applied to a pulse gener-
ator 56 whose output is a train of pulses at the basic
repetition rate which is a sub-multiple of the carner
frequency and which are tilized to synchronize a noise
generator 87. Noise generator 57 may consist of the
same elements §, 7, and 8, as in FIG. 1. The output of
noise generator 87 which is coherent in phase and fre-
quency with respect to the carnier signal from generator
53, i1s coupled through a message keying circuit 58 to
modulator 54 to create a transmitter signal spectrum
emitted from antenna 59 consisting of a continuum of
sideband frequencies corresponding to the noise mes-
sage sub-carrier. The message keying provided by cir-
cuit 58 is inserted as phase modulation of the output of
the noise generator §7. The phase modulation 15 accom-
plished by coupling the output of generator 87 to modu-
lator 84 either directly or by passing it through an am-
plifier stage that inverts all phases. Thus space and mark
indications, i.e., blank and pulse, are obtained.

The receiving equipment 52 located at a point remote
from the transmitter 51 includes a receiving antenna 60
coupling the suppressed carrier sideband received sig-
nal through a usual radio frequency amplifier 61 to a
homodyne detector 62. A generator 63 provides a car-
rier frequency signal at the same frequency and phase as
the signal output of generator 53 in the transmitter 51.
The carrier frequency energy from generator 63 is rein-
serted into the received signal in the homodyne detec-
tor 62. The output of detector 62 is coupled through a
video amplifier 64 to a cross correlator 65. Simulta-
neously the carrier frequency output of generator 63 is
divided down in circuit 66 to provide basic repetition
rate for the noise message carrier in a manner similar to
that of the transmitter, i.e., the output of divider 66 is
coupled to a pulse generator 67 whose output synchro-
nizes a noise generator 68. Thus the output of the notse
generator 68, which may consist of the same element 5,
7. and 8, as in FIG. 1, is identical to the output of the
generator 57 in the transmitter §1, and is coupled to
provide a second input to the cross correlator 65. Cross
correlator 65 obtains the instantaneous product of its
two input signals, the first from video amplifier 64 and
the second from noise generator 68. The control 69 for
generator 63 may be operated to vary the output of
generator 63 until a maximum correlation function i1s
obtained. After control 69 is set for maximum correla-
tion it may be controlled by a servo mechanism from
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the output of unit 65. A comparison of the phase be-
tween the locally generated noise from generator 68
and the received noise sub-carrier yields the message
“space” and “mark™ characters which are coupled
through a signal filter and amplifier circuit 70 to any
well-known utilization device.

The use of a “noise” message sub-carrier having a
broad frequency band adds to the inherent secrecy of
this system since its character is essentially identical to
the random noise which is a hindrance to conventional
reception techniques. Broadbanding allows the trading
of bandwidth for signal-to-noise ratio and the noise like
character of the signal adds to its obscurity. In addition
the use of low power level transmissions provides the
secure communication system of this invention with the
ability to mesh its transmissions with the always present
random noise. The combined use of a broad frequency
band for message transmission and the *noise” charac-
ter of the transmitter signal yields a measure of secrecy
and security which is obtainable in other known sys-
tems.

The “noise™ message sub-carrier signal can be gener-
ated by a vanety of means such as rewritings, electro-
optical systems or “noise” wheels. In general what is
required 1s a record of a set of random quantities, for
example amplitude levels, that can be reproduced to
provide copies at both the transmitting and receiving
points. These records can be produced manually or
preferably by actually recording, for a finite period, a
random phenomena. The number of elements to be
recorded depends upon the bandwidth and repetition
rate of the “noise” signal to be generated. Ideally, this
“noise” signal should have a broad bandwidth, consist-
ing of spectral components that are closely spaced; for
such a spectrum closely approximates random noise in
character. Thus, it is desirable that the basic repetition
rate of the noise sub-carrier be low to insure close spac-
ing of spectral components and to prevent the appear-
ance of a characteristic “tone” to the ear. The band-
width should be as high as is compatible with practical
considerations in order to extract the greatest possible
enhancement in signal-to-noise ratios by bandwidth
reduction at the receiver.

The transmitter is preferably operated as a suppressed
carrier system since the presence of a carrier frequency
component in the transmitted spectrum can be ascer-
tained by conventional receiver techniques. If the car-
ner is transmitted the margin of security inherent in the
noise sidebands is dissipated because the carrier is on the
arr for the total duration of the message. The transmit-
ted signal should also have one set of its sidebands elimi-
nated to conserve channel bandwidth.

In order to function properly the secure communica-
tion system of this invention requires the maintenance
of synchronism between transmitted signals and signals
locally generated at the receiver. In the receiver equip-
ment 52 1t 1s obvious that synchronism is required at two
points: first, the homodyne detector 62 requires a source
of locally generated carrier from generated 63 whose
frequency and phase is identical to the suppressed car-
ner provided at the transmitter 51 by generator §3 and
second, the locally generated noise signal input to the
correlator 65 from generator 68 must be identical to the
signal output of noise generator 57 at the transmitter 51
in both basic repetition frequency and reference phase.
This synchronism of noise signals is needed if a stable
maximum value of the cross correlation function, i.e.,
output of correlator 65, is to be obtained.
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In order to reduce the number of parameters that
must be controlled, a fundamental simplification is pro-
vided by making the carrier frequency signal and the
noise message sub-carrier generated at the transmitter,
coherent in such a manner that the noise message sub-
carrier basic repetition frequency is synchronous with
the transmitter frequency. This is obtained by utilizing a
sub-multiple of the carrier frequency as the synchroniz-
ing signal for the noise generator 68.

Referring to FIG. 3a the output of the cross correla-
tor (correlation function) is shown plotted as a function
of the time delay imposed on the carrier frequency
signal generated at the receiver where there is no coher-
ence between the injected carrier and the noise enve-
lope. These curves described the output of the cross
correlator as the radio frequency phase difference be-
tween the locally generated carrier signal injected into
the homodyne detector and the carrier frequency signal
generated at the transmitter i1s varied. It should be
pointed out that these curves are approximations in that
they are not drawn to scale and phase reversals of the
correlator function are not shown and interfering atmo-
spheric or component random noise is ignored. Curve
71 represents the condition wherein both the noise and
source at the transmitter and the noise source at ihe
receiver are in perfect synchronism in both frequency
and phase so that as the phase of the locally injected
carner is varied it produces variations from maximum
to minimum in the values of the correlation function.

As deviations from the co-phasal condition of the
noise sources occur as shown in curves 72, 73, 74, and
75, the attainment of perfect synchronism, i.e., fre-
quency and phase, between the transmitter and receiver
carner frequency signals at the homodyne detector will
not produce the maximum obtainable values of the cor-
relation function. As the deviation of the noise signals
from the co-phasal condition is further increased, the
periodic maxima of the correlation function are further
reduced until a condition is reached where no correla-
tion is obtainable.

As shown in FIG. 3b curve 76, wherein the cross
correlation function is plotted as a function of the
homodyning carrier frequency time delay for the condi-
tion where the noise sources from the transmitter and
receiver are coherent at the receiver, that is held in
repetition rate of synchronism with the carrier fre-
quency, the effect of the resulting coherence is shown.
As the synchronism at the receiver location between
signals generated at the transmitter and receiver is re-
duced the maximum amplitude of the correlation func-
tion is also reduced.

The output of the cross correlator is utilized to oper-
ate a servo control system 69 whose output controls the
frequency and phase of the locally generated carrier
and envelope, with the object of maintaining an in phase
condition between the signals generated in the transmit-
ter and those generated in the receiver. This servo con-
trol system uses as its error signal the downward drift in
amplitude of the cross correlation function as it departs
from the maximum obtainable amplitude.

Utilizing the output of cross correlator 65 as the input
to servo control 69 introduces complexities which can
be climinated by coupling the output of the amplifier 64
through switch 77 to a pair of servo control correlators
78. The pair of correlators 78 are adjusted so that they

will straddle the point of maximum output from correla-

tor 65. Thus when the output of correlator 65 departs
from a maximum one of the pair of correlators 78 will
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have an increased output while the other’s output will
decrease. When the pair of correlators 78 is utilized to
control the servo control 69 switch 79 should be in the
upper position disconnecting the output of the correla-
tor 68 from control 69 while connecting the output of
correlators 78 to control 69.

Referring to F1G. 4 a schematic illustration in block
form of one embodiment of a secure radio communica-
tion system station is shown adapted for two-way com-
munication wherein coherence is obtained between the
noise sub-carrier envelope and the carnier frequency
components at the transmitter and receiver. A large
portion of the equipment necessary for transmitting a
message is also used for receiving a message from a
distant transmitter thus allowing great economies in the
use of component equipment.

When functioning as a transmitter the switches 80, 81,
82, and 83 are moved to their “T” or transmit position.
The output of a stable carrier frequency generator 84 is
coupled through phase shifter 85 and switch 80 to a
suppressed carrier, single sideband modulator 86. The
carrier frequency output of generator 84 is also coupled
through frequency divider circuit 87 to produce in the
output of generator 88 a square wave at a frequency
which is a sub-multiple of the carrier frequency from
generator 64. The square wave generator 88 output is
filtered and passed through a phase shifter in circuit 89
whose output synchronizes the signals of pulse genera-
tor 90. Both the output of the carrier frequency genera-
tor 84 and the pulse generator 90 are coupled to a usual
coincidence circuit 91. An output occurs from circuit 91
only when the input signals from generators 84 and 91
are coincident. The coincident output of circuit 91 trig-
gers the synchronous pulse generator 92 10 emil a pulse
which is used to produce a basic repetition rate for noise
generator 93. Thus the basic repetition rate of the noise
generator 93 is controlled by a sub-multiple of the car-
rier frequency and coherence between the noise mes-
sage sub-carrier and the carrier frequency signal 1s se-
cured. The output of the noise generator 93 is coupled
through switch 81 to the message keying circuit 94
where the message is impressed on the noise sub-carrier
by encoding the message into “mark"” and *‘space” sig-
nals, each “mark” being indicated by causing the phase
of the output of noise generator 93 to be reversed. The
encoded noise message carrier and the carrier fre-
quency energy are coupled to the suppressed carrier
single sideband modulator 86 and thence to antenna 95
through switch 83.

When functioning as a receiver, switches 80, 81, 82,
and 83 are moved to the “R" or receiving position and
the incoming signal from antenna 95 15 coupled to a
tuned radio frequency amplifier 96 through switch 83.

The output of amplifier 96 is coupled to homodyne
detector 97.

The use of homodyning in the secure communication
system of this invention enhances the successful opera-
tion. In order for the receiver to demodulate extremely
weak signals in the presence of random or atmospheric
noise the received signals must not be degraded by the
action of conventional signal detectors. The homodyne
detector possesses the property of preserving signal-to-
noise ratios as it demodulates the signal. The homodyne
first detector 97 is similar to the conventional mixer of
a superheterodyne receiver, however, it differs in that
the locally injected signal instead of being at a fixed
difference frequency from the receiver carrier 1is at
exactly the frequency of the input signal carrier. More-
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over for equal faithful, stable demodulation of the re-
ceived modulation envelope the frequency and phase of
the locally injected carrier must bear a constant rela-
tionship to its counterpart in the transmitter.

In order to provide a local source of carrier signals ip
the receiver at the same frequency and in phase with the
source of carrier frequency at the transmitter the output
of carrier frequency generator 84 is coupled through
phase shifter 85 and switch 80 to provide the homodyne
detector 97 with a zero beating signal source for the
homodyning process. The output of the hymodyne
detector 97 is a replica of the noise message sub-carner
generated at the transmitter plus demodulated random
noise present at the homodyne detector input. Since the
homodyne detector 97 is one variety of a cross correla-
tor, its use does not degrade the signal-to-noise ratio in
the receiving system.

The output of the carrier frequency generator 84 1s
divided down in frequency to produce the basic repeti-
tion rate of the “noise” signal duplicate generated at the
receiver. This dividing down process in the receiver is
identical to the one performed in the transmitter. The
output of the noise generator 93 is applied to one input
of a cross correlator 98 through switch 81. The other
input to the cross correlator 88 is the output of the
homodyne detector 97 which is the desired transmitted
noise signal immersed in random noise, amplified In
video amplifier 99.

Successful demodulation is obtained at the cross cor-
relator 98 when the locally generated noise signal from
generator 93 is correctly phased and operated at the
same repetition frequency as the incoming noise mes-
sage carrier. As heretofore explained, this condition
yields the maximum correlation, hence the maximum
output from the cross correlator 98.

Since the transmitted carrier frequency and noise
message carrier is made coherent, and this coherence 1s
maintained in the receiver generated carrier frequency
signal and noise message sub-carrier, the control circuit
is simplified. The output of the cross correlator 98 is
coupled through switch 82 to operate a servo control
100 whose function is to control the frequency and
phase of the locally generated carrier and noise message
signals. The downward drift in amplitude of the output
of the cross correlator 98 provides an error signal for
the servo 100 whose output shaft 101 controls phase
shifter 85 and generator 84 to adjust the phase and fre-
quency of the locally generated carrier signal from
generator 84 before it is coupled to the homodyne de-
tector 97, and corrects any drift in the phase and fre-
quency of the locally generated noise message sub-car-
rier generator 93 by controlling the phase, in phase
shifter 89, of the square wave generator 88 output be-
fore it is coupled to pulse generator 90. Of course, the
speed of action of the servo control 100 must be suffi-
cient to prevent distortion of the demodulated keyed
characters. It is obvious to those skilled in the art that a
pair of servo control correlators may be utilized to
control the servo control 100 in a manner similar to the
use of correlators 78 in the embodiment shown in FIG.
2.

The use of the homodyne detector and cross correla-
tor for signal demodulation is a departure from conven-
tional receiving techniques whose successful employ-
ment is due to the fact that a repetitive noise message
sub-carrier is being used, i.e. the noise message sub-car-
rier can be synchronized with the transmitter carrier
signal so that the final output of the cross correlator 98
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can be used to correct for any lack of synchronism in
the communication system. If non-repetitive signals
were transmitted the values of the cross correlation
would not be predictable in advance hence no error
signal could be obtained.

The output of cross correlator 98 indicates when the
noise message carrier at the transmitter was “keyed” so
that its phase was reversed, hence phase reversals or
“mark™ and *‘space” characters of the message are ob-
tained. These message characters are coupled through a
signal filter amplifier 102 to any well-known utilization
device.

The embodiments of this invention hereinabove de-
scribed show the correlation occurring between the
transmitted and locally generated noise signal but it is
apparent that equal success can be achieved by having
the correlation occur at an intermediate frequency.

The secure communication system of this invention is
adaptable to any type of existing communication chan-
nel. However, it should be pointed out that the depth to
which the transmitted signals can be immersed in noise
(for a given signalling rate) depends upon the band-
width available in the communication channel. Hence
employing this secret system on a conventional wire
(300-3000 cycles per second) wire channel imposes a
himit on the signalling rate if adequale secrecy is to be
obtained.

Referring to FIG. §, an alternate embodiment of a
secure transmission system in accordance with the prin-
ciples of this invention is shown for use with a multidigi-
tal message code. A source of energy 103 is coupled to
a synchronous motor 104 which drives noise wheel 105
through mechanical linkage 106. This noise wheel drive
1s stmilar to the driving mechanism shown in greater
detail in FI1G. 1. Around the periphery of the transpar-
ent nm of noise wheel 105 are a plurality of light
sources 107a, 107b, 107¢c . . . 107n and associate photo-
cell pick ups 180a, 108b, 108c . . . 108n. We have found
that one photo-cell pick up unit can be located on each
degree of the noise wheel’s circumference thus provid-
ing 360 separate pick up units. A message keyer circuit
109 couples the output of any one of the photocells 108
to a modulator 110 where a radio frequency from
source 111 1s modulated by the noise subcarrier. The
output of modulator 110 is coupled through amplifier
112 to antenna 113 where it is transmitted.

The received energy is coupled from antenna 114
through a detector and amplifier circuit 115 to a cosre-
lator 116. A noise wheel 117 is driven by the output of
the energy source 118 and synchronous motor 119 to
provide a locally generated noise signal. A plurality of
light sources 120a, 120b, 120c . . . 120n and associate
photo-cell pick up units 121a, 121b, 121c ... 121n are
located around the periphery of noise wheel 117 in a
manner identical! with the location of photo-cells 108
relative to noise wheel 105 in the transmitter equipment.
A switch 122 is provided to couple the output of any
photo-cell 121 to the correlator 116 whose output is
coupled to the usuval indicator or utilization circuitry.

Prior to the transmission of any message, photo-cell
108a is coupled by message keyer 109 to modulator 110
and photo-cell 121a i1s coupled by switch 122 to correla-
tor 116. Phase shifter 123 is adjusted until the output of
correlator 116 indicates a maximum which indicates
that the transmitter and receiver noise wheels are in
synchronism. If the first digit of the multidigit code is to
be transmitted photo-cell 108b is coupled by the mes-
sage keyer 109 to modulator 110. In the receiver switch
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122 couples the output of photo-cells 121 to correlator
116 in succession until a maximum output is obtained.
This maximum output is obtained from the photo-cell
121 which 1s in the same relative position to noise wheel
117 as the photo-cell 108, which is coupled through
keyer 109 to modulator 110, is to noise wheel 105, Thus
by coupling any one of a plurality of photo-cells to
modulator 110 any one of a large number of code digits
can be transmitted which can be detected at the re-
ceiver equipment.

It 1s obvious that in lieu of a large plurality of photo-
cell pick up units in the receiver and transmitter equip-
ment one pick up unit can be used in each equipment if
means are provided to move the one pick up unit
around the periphery of the noise wheel.

While we have described above the principles of our
invention in connection with specific apparatus, it is to
be clearly understood that this description is made only
by way of example and not as a limitation to the scope
of our invention as set forth in the objects thereof and in
the accompanying claims.

f We claim]) « It is claimed- |

1. A secret communication system compnsing a
source of noise energy, first means to modulate said
noise with a message signal, a source of carrier fre-
quency energy, second means to0 modulate said carnier
energy with said modulated noise energy, means to
suppress said carrier energy and one of the sidebands of
the output of said second modulator means, means to
transmit said suppressed carrier single sideband energy,
means to receive said transmitted energy, means to
demodulate said received signal to obtain said transmit-
ted modulated noise, means to produce a replica of said
noise energy at said receiver means, and a correlator
responsive to said locally produced noise energy and
said transmitted modulated noise energy to produce at
the output of said correlator said message signal.

2. A system according to claim 1 wherein said source
of noise energy is arranged to produce noise energy
over a relatively broad frequency band and the trans-
mitter means is arranged to emit energy at a power level
below the level of random atmospheric noise.

3. A system according to claim 1 wherein said first
means to modulate comprises a phase inverter.

4. A system according to claim 3 wherein said first
modulating means cause the phase of said noise energy
to be reversed causing a “mark"” character and the
phase of said noise energy to pass unaffected to cause a
“space” character.

5. A secret communication system comprising a
source of cyclically repetitive noise energy, first means
to modulate said noise with a message signal, a source of
carrier frequency energy, means to provide coherence
between said carrier frequency and the cyclical repeti-
tion rate of said noise energy, second means to modulate
said carner energy with said modulated noise energy,
means to suppress said carnier energy and one of the
sidebands of the output of said second modulator
means, means 10 transmit said suppressed carrier single
side-band energy, means to receive said transmitted
energy, means to demodulate said received signal to
obtain said transmitted modulated noise, means to pro-
duce a replica of said repetitive noise energy at said
receiver means, a correlator to obtain the maximum
correlation function between said locally produced
noise energy and said demodulated energy and means to
obtain from the output of said correlator said message

signal.
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6. A system according to claim § which further in-
cludes a servo control device responsive to the output
of said correlator to adjust the phase of said locally
produced noise energy.

7. A system according to claim § wherein said means
to demodulate said received signal further includes a
local source of carrier frequency energy whose output
is identical to the carrier frequency energy at the trans-
mitter and means to insert energy of said local source
into said received suppressed carrier single sideband
encrgy. |

8. A system according to claim 7 which further in-
cludes means to shift the phase of said local source of
carrier frequency energy responsive to the output of
said servo control means.

9. A system according to claim 7 which further in-
cludes means to adjust the frequency of said local
source of carrier frequency energy responsive to the
output of said servo control device.

10. A transmitter for a secret communication system
comprising a source of carner frequency energy, a
source of cyclically repetitive noise energy, means to
synchronize the cyclical repetition rate of said noise
energy with a sub-multiple of the frequency of said
carrier frequency energy, means to reverse the phase of
portions of said noise energy in accordance with the
predetermined message code, means to modulate said
carrier frequency energy with said encoded noise en-
ergy and means to transmit the suppressed carrier single
sideband component of said carner modulation.

11. A receiver for use in conjunction with a transmit-
ter which emits suppressed carrier single sideband com-
ponent of carrier frequency energy modulated by a
cyclically repetitive random noise signal which is mod-
ulated with a message signal, comprising a local source
of carrier frequency energy, means to shift the phase of
the output of said local source of carrier frequency
energy, a homodyne detector to detect said transmitted
signal, means to inject the output of said phase shift
means to said homodyne detector to recover said modu-
Jated noise signal, means to frequency divide the output
of said local source of carrier frequency, a local source
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to produce a replica of said random noise energy, means

to synchronize the cyclical repetition rate of said ran-
dom noise energy with the output frequency of said
divider means, means to correlate the output of said
local noise generator and said recovered modulated
signal, means responsive to the output of said correla-
tion means to control said phase shift means and means
to recover said message signal from the output of said
correlation means.

12. A transceiver comprising a source of carner fre-
quency energy, a source of cyclically repetitive noise
energy, means to cause the cyclical repetition rate of
said noise energy to be coherent with said carrier fre-
quency, a source of message signals, first modulating
means, first switching means to couple said message
signals and said noise energy to said first modulating
means to modulate said noise energy with said message
signals, second modulating means, second switching
means to couple the output of said first modulating
means and said carrier frequency energy to said second
modulating means to modulate said carrier frequency
energy with said modulated noise energy, means to
transmit the suppressed carrier single sideband compo-
nent of said second modulation, means to receive sup-
pressed carrier single sideband component of a carner
frequency energy modulated by a cyclically repetitive
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noise signal modulated with a message signal transmit-
ted from a remote point, first means to detect said mod-
ulated noise energy including means to cause said sec-
ond switching means to couple said carrier frequency
energy to said first detecting means, a correlator re-
sponsive to said detected modulated noise energy and
the output of said source of repetitive noise energy
including means to cause said first switching means to
couple said source of repetitive noise energy to said
correlator and means to detect said message signal from
the output of said correlator.

13. A transceiver comprising a source of carrier fre-
quency energy, a source of cyclically repetitive noise
energy, means to frequency divide the output of said
carrier energy, means to synchronize the cyclic repeti-
tion rate of said noise energy with the output of sad
divider means, a source of message signals, first modu-
lating means, first switching means to couple said mes-
sage signals and said noise energy to said first modulat-
ing means to modulate said noise energy with said mes-
sage signals, second modulating means, second switch-
ing means to couple the output of said first modulating
means and said carrier frequency energy to said second
modulating means to modulate said carrier frequency
energy with said modulated noise energy, means to
transmit the suppressed carrier single sideband compo-
nent of said second modulation, means to receive sup-
pressed carrier single sideband component of a carrier
frequency energy modulated by a cyclically repetitive
noise signal modulated with a message signal transmit-
ted from a remote point, first means to detect said mod-
ulated noise energy including means 10 cause said sec-
ond switching means to couple said carrier frequency
energy to said first detecting means, means to correlate
the output of said first detector means and the output of
said source of noise energy including means to cause
said first switching means to couple said source of noise
energy to said correlation means, a servo control device
responsive to the output of said correlation means,
means to adjust the phase and frequency of said carrier
energy responsive to said control device, means to ad-
just the phase of the cyclic repetition of said noise en-
ergy responsive to said control device and means to
obtain said message signal from the output of said corre-
lation means.

14. A secret communication system comprising:

a source of noise energy.,

[irst means to modulate said noise energy with a message

signal 1o provide a modulated noise signal,

a source of carrier frequency energy.

second means to modulate said carrier energy with said

modulated noise signal to provide a noise modulated
carrier signal,

means 1o suppress said carrier energy of said noise mod-

ulated carrier signal 1o provide a noise modulated
suppressed carrier signal,

means to transmit said noise modulated suppressed
carrier signal,

means lo receive said transmitted signal,

means to demodulate said received signal to obtain said
modulated noise signal,

means to produce a replica of said noise energy at said
receiver means, and

cross correlation means responsive to said locally pro-
duced noise energy and said modulated noise signal to
produce at the output of said correlator said message
signal. -

15. A secret communication system comprising:
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a source of cyclically repetitive noise energy.

Jirst means to modulate said noise with a message signal,

a source of carrier frequency energy,

means to provide coherence between said carrier fre-
quency and the cyclical repetition rate of said noise 5
energy,

second means to modulate said carrier energy with said
modulated noise energy,

means 1o suppress said carrier energy of the output of
said second modulator means, 10

means to transmit said suppressed carrier energy,

means o receive said transmitted energy.

means to demodulate said received signal to obtain said
transmitted modulated noise,

means to produce a replica of said repetitive noise energy 15
at said receiver means,

a correlator to obtain the maximum correlation function
between said locally produced noise energy and said
demodulated energy and means to obtain from the
output of said correlator said message signal.

16. A transmitter for a secret communication system

comprising:

a source of carrier frequency energy,

a source of cyclically repetitive noise energy,

means 1o synchronize the cyclical repetition rate of said
noise energy with a sub-multiple of the frequency of
said carrier frequency energy,

means to reverse the phase of portions of said noise en-
ergy in accordance with a predetermined message 10
code,

means 10 modulate said carrier frequency energy with
said encoded noise energy, and

means lo transmit the suppressed carrier component of
said carrier modulation. 15

I7. A receiver for use in conjunction with a transmitter

14

Jirst switching means 1o couple said message signals and
said noise energy to said first modulating means to
modulate said noise energy with said message signals,

second modulating means,

second switching means to couple the output of said first
modulating means and said carrier frequency energy
to said second modulating means to modulate said
carrier frequency energy with said modulated noise
energy,

means o transmit the suppressed carrier component of
said second modulation,

means to receive a suppressed carrier component of a
carrier frequency energy modulated by a cyclically
repetitive noise signal modulated with a message sig-
nal transmitted from a remote point,

Jirst means to detect said modulated noise energy includ-
ing means to cause said second switching means to
couple said carrier frequency energy to said first de-
tecting means,

a correlator responsive to said detected modulated noise
energy and the output of said source of repetitive noise
energy including means to cause said first switching
means to couple said source of repetitive noise energy
to said correlator, and

means 1o detect said message signal from the output of
said correlaitor.

19. A transceiver comprising:

a source of carrier frequency energy.

a source of cyclically repetitive noise energy,

means to frequency divide the output of said carrier
energy,

means to synchronize the cyclic repetition rate of said
noise energy with the output of said divider means,

a source of message signals,

Jirst modulating means,

Jirst switching means to couple said message signals and

which emits suppressed carrier component of a carrier
Jfrequency energy modulated by a cyclically repetitive ran-
dom noise signal which is modulated with a message signal,
comprising: 40

said noise energy lo said first modulating means to
modulate said noise energy with said message signals,
second modulating means,

a local source of carrier frequency energy,
means 10 shift the phase of the output of said local source
of carrier frequency energy,

a homodyne detector to detect said transmitted signal,
means 1o inject the output of said phase shift means to 4
said homodyne detector to recover said modulated

noise signal,

means to frequency divide the ouitpur of said loca! source
of carrier frequency,

a local source to produce a replica of said repetitive s
random noise signal,

means to synchronize the cyclical repetition rate of said
random noise signal with the oulput frequency of said
divider means,

means o correlate the output of said local noise genera- s
tor and said recovered modulated signal,

means responsive to the outpui of said correlation means
to control said phase shift means, and

means to recover said message signal from the output of
said correlation means. 60

18. A transceiver comprising:

a source of carrier frequency energy,

a source of cyclically repetitive noise energy,

means to cause the cyclical repetition rate of said noise
energy to be coherent with said carrier frequency. 65

a source of message signals,

first modulating means,

second switching means to couple the output of said first
modulating means and said carrier frequency energy
to said second modulating means to modulate said
carrier frequency energy with said modulated noise
energy,

means to transmit the suppressed carrier component of
said second modulation,

means to receive a suppressed carrier component of a
carrier frequency energy modulated by a cyclically
repetitive noise signal modulated with a message sig-
nal transmitied from a remote point,

Jirst means to detect said modulated noise energy includ-
ing means to cause said second switching means to
couple said carrier frequency energy to said first de-
tecting means,

means lo correlate the output of said first detector means
and the output of said source of noise energy including
means to cause said first switching means to couple
said source of noise energy to said correlation means,

a servo contro!l device responsive to the output of said
correlation means,

means to adjust the phase and frequency of said carrier
energy responsive to said control device,

means to adjust the phase of the cyclic repetition of said
noise energy responsive to said control device, and

means to oblain said message signal from the output of

said correlation means.
| . & L .
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