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INTEGRATED AUTHENTICATION CODES
FOR USER DEVICES AND
COMMUNICATION NETWORKS

TECHNICAL BACKGROUND

Data communication networks exchange user data with
User Equipment (UE) to provide various data communica-
tion services. The UE may be a phone, computer, media
player, and the like. The data communication services may
be Internet access, voice calling, video conierencing, or
some other computerized information service. On a typical
data communication session, multiple communication net-
works may be used. For example, there may be an originat-
ing network, a terminating network, and a tandem network
that couples the originating network to the terminating
network.

Many data communication networks authenticate their
UEs with private/public key data exchanges or hardware
root of trust data exchanges. The communication networks
typically host user authentication data in an authentication
controller. Some communication networks do not authenti-
cate UEs. For example, a public Wireless Fidelity (WIFI)
network may not authenticate users.

Many data communication networks authenticate each
other with private/public key data exchanges or hardware
root of trust data exchanges. The communication networks
typically host network authentication data 1in an authentica-
tion controller. Some communication networks do not
authenticate other networks. For example, a small internet-
based telephony network may not authenticate other net-
works.

In scenarios where a data communication session spans
multiple communication networks, user authentications may
be shared among the serving communication networks.
Unfortunately, the shared user authentication data 1s not
cihiciently aggregated with communication network authen-
tication data. The communication networking technology to
ciliciently and effectively share both user authentication data
and network authentication data i1s currently lacking.

TECHNICAL OVERVIEW

User Equipment (UE) transfers a communication session
request having a calling party identifier and a digital signa-
ture for the calling party identifier. An originating commu-
nication network receives the communication session
request and digitally vernifies the calling party digital signa-
ture for the calling party identifier. The originating commu-
nication network transfers the communication session
request having the calling party identifier, a user code
indicating that the calling party identifier was digitally
verified by the onginating communication network, and an
originating communication network digital signature for the
originating communication network. A tandem communica-
tion network receives the session request having the origi-
nating network digital signature and digitally verifies the
originating network digital signature. The tandem commu-
nication network transfers the communication session
request having the calling party 1dentifier and a user/network
code indicating that the calling party 1dentifier was digitally
verified by the originating communication network and that
the originating network was digitally verified by the tandem
communication network.

DESCRIPTION OF THE DRAWINGS

FIGS. 1-9 illustrate a data communication system to
generate and transier authentication codes for User Equip-
ment (UE) and communication networks.

10

15

20

25

30

35

40

45

50

55

60

65

2

FIG. 10 1llustrates an authentication controller to generate
and transter authentication codes for UEs and communica-
tion networks.

DETAILED DESCRIPTION

FIGS. 1-9 illustrate data communication system 100 to
generate and transier authentication codes for User Equip-
ment (UEs) 101-108 and communication networks 121-122
and 141-142. Data communication system 100 comprises:
UEs 101-108, onginating communication networks 121-
122, tandem communication network 131, and termmatmg
communication networks 141-142. UEs 101-108 comprise
computers, phones, media players, or some other intelligent

machines with data communication transceivers.
Networks 121-122, 131, and 141-142 include respective

network elements 123-124, 133, and 143-144. Network
clements 123-124, 133, and 143-144 comprise data access
points, gateways, routers, databases, controllers, and the
like. Network elements 123-124, 133, and 143-144 use
communication protocols like Ethernet, Internet Protocol
(IP), Data Over Cable System Interface Specification (DOC-
SIS), Wave Division Multiplex (WDM), Long Term E

Evolu-

tion (LTE), Wireless Fidelity (WIFI), LTE/WIFI Aggrega-
tion (LWA), and/or 5G Millimeter Wave (mmW) access.
Networks 121, 131, and 141 include respective network
authentication controllers 125, 135, and 145. Network
authentication controllers 125, 135, and 145 comprises data
processing circuitry, data memory, data communication
transceivers, and operating soltware.

UEs 101-104 transfer communication session requests
that have their respectwe calling party identifiers. The
communication session requests may comprise Session Ini-
tiation Protocol (SIP) messages. The calling party identifiers
typically comprise UE telephone numbers, but other
addresses, numbers, or names for the UEs could be used.
Some of the communication session requests also have
calling party digital signatures for their calling party 1den-
tifiers, but some of the communication session requests do
not include digital signatures for calling party identifiers.
Originating communication networks 121-122 receive the
communication session requests from originating UEs 101 -
104.

Originating communication network 121 verifies the call-
ing party digital signatures for the associated calling party
identifiers. Various techniques could be used to verity the
calling party digital signatures, such as public/private key
data exchanges, hardware root-of-trust data exchanges, and
the like. Onginating communication network 121 transiers
the communication session requests having the calling party
identifiers and ongmatmg network digital signatures. The
communication session requests from originating network
121 also have user codes that indicate whether the calling
party digital signatures for the calling party identifiers were
verified by originating communication network 121. The
user codes could each be one or two bits long 11 desired.

Originating communication network 122 does not verily
calling party digital signatures for calling party identifiers.
Originating communication network 122 transiers the com-
munication session requests having the calling party iden-
tifiers but without any originating network digital signatures.
The communication session requests from network 122 do
not have user codes that indicate whether the calling party
digital signatures for the calling party identifiers were veri-
fied by originating communication network 122.

Tandem communication network 131 receives the com-
munication session requests from originating communica-
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tion networks 121-122. Tandem communication network
131 verifies the originating network digital signatures for
originating communication network 121. Various techniques
could be used to verily the originating network digital
signatures, such as public/private key data exchanges, hard-
ware root-of-trust data exchanges, and the like. Tandem
communication network 131 transfers the communication
session requests having the calling party identifiers and
having user/network codes indicating whether the calling
party digital signatures for the calling party identifiers were
verified by originating communication networks 121-122
and whether the originating network digital signatures were
verified by tandem communication network 131. These
user/network codes could each be one or two bits long it
desired.

For unsigned calling party 1dentifiers, tandem communi-
cation network 131 verifies the calling party identifiers
against a set ol trusted criteria. For example, the calling
party i1dentifier may be 1n a valid calling number block. A
valid calling number block comprises a set of telephony
numbers that were 1ssued by a trusted authority to a known
entity. For example, a telephony carrier may 1ssue a block of
telephony numbers to a trusted business or government
agency. Also, the telephony carrier may recognize a block of
non-sequential of telephony numbers that are served by
another trusted telephony carrier. Tandem communication
network 131 generates and transfers user/network codes that
indicate whether the communication session requests have
calling party identifiers from a valid calling number block
and whether the originating network digital signature was
verified by the tandem communication network. These user/
network codes could each be one or two bits long if desired.

In some alternative examples, one or more of UEs 101-
108 may verily the calling party digital signatures for the
calling party identifiers and indicate the verifications with

the user codes 1n their subsequent session signaling. Like-
wise, tandem communication network 131 and/or terminat-
ing communication network 141 may verily the calling party
digital signatures for the calling party identifiers and indicate
the verifications with the user codes in their subsequent
session signaling. One or more of UEs 101-108 may verily
the originating network digital signatures for originating
communication network 121 and indicate the verifications
with the user/network codes in their subsequent session
signaling. Terminating communication network 141 may
verily the originating network digital signatures and indicate
the verifications with the user/network codes 1n 1ts subse-
quent session signaling. Originating communication net-
work 121 may self-verily its origimnating network digital
signatures and indicate the verifications with the user/net-
work codes 1n its subsequent session signaling. One or more
of UEs 101-108, originating communication network 121,
and/or terminating communication network 141 may apply
criteria to identify calling party i1dentifiers from valid num-
ber blocks and indicate these type of verifications with the
user/network codes in subsequent session signaling.

Note that originating network 121 and/or terminating
network 141 may be omitted. Thus, tandem network 131
could also be the originating network and perform the tasks
described herein for oniginating network 121. Likewise,
tandem network 131 could be the terminating network and
perform the tasks described herein for terminating network
141. Tandem network 131 may perform the origination and
termination tasks of both networks 121 and 141. Thus, the

term “tandem” indicates a network positioned between UEs
(and not necessarily between networks).
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Thus, any of the UEs and/or the communication networks
may generate and transfer the user/network codes that
indicate 11 the calling party identifiers and/or the originating
networks have valid digital signatures—or 1f the 1t the
calling party identifiers are from valid number blocks. In an
exemplary coding scheme, tandem communication network
131 (or another network or UE) may use the following
user/network codes as follows. The user/network code “11”
means the communication session request has a valid origi-
nating network digital signature and the calling party iden-
tifier has a valid user digital signature. The user/network
code “01” means the communication session request has a
valid originating network digital signature, but the calling
party 1dentifier does not have a valid user digital signature.
The user/network code “10” means the communication
session request has a valid originating network digital sig-
nature, and the calling party 1dentifier 1s from a valid calling
number block, but the calling party 1dentifier does not have
a valid user digital signature. The user/network code “00”
means the commumnication session request does not have a
valid originating network digital signature, the calling party
identifier does not have a valid user digital signature, and the
calling party identifier 1s not from a valid calling number
block.

In response to the communication session requests, UEs
105-108 transter communication session OKs that have their
respective called party identifiers. The communication ses-
sion OKs may also comprise SIP messages. The called party
identifiers typically comprise UE telephone numbers, but
other addresses, numbers, or names for the UEs could be
used. Some of the communication session OKs have called
party digital signatures for their called party identifiers, but
some ol the communication session OKs do not include
digital signatures for the called party identifiers. Terminating
communication networks 141-142 receive the communica-
tion session OKs from terminating UEs 1035-108.

Terminating communication network 141 verifies the
called party digital signatures for the associated called party
identifiers. Various techniques could be used to verily the
called party digital signatures, such as public/private key
data exchanges, hardware root-of-trust data exchanges, and
the like. Terminating communication network 141 transiers
the communication session OKs having the called party
identifiers and terminating network digital signatures. The
communication session requests from terminating network
141 also have user codes that indicate whether the called
party digital signatures for the called party identifiers were
verified by terminating communication network 141. The
user codes could each be one or two bits long 11 desired.
Tandem communication network 131 could also perform
this task.

Terminating communication network 142 does not verily
called party digital signatures for called party identifiers.
Terminating communication network 142 transfers the com-
munication session OKs having the called party i1dentifiers
but without any terminating network digital signatures. The
communication session OKs from terminating communica-
tion network 142 do not have user codes that indicate
whether the called party digital signatures for the called
party 1dentifiers were verified by terminating network 142,

Tandem communication network 131 receives the com-
munication session OKs from terminating communication
networks 141-142. Tandem communication network 131
verifies the terminating network digital signatures for ter-
minating communication network 141. Tandem communi-
cation network 131 transfers the communication session
OKs having the called party identifiers and having user/
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network codes indicating whether the called party digital
signatures for the called party i1dentifiers were verified by
terminating communication networks 141-142 and whether
the terminating network digital signatures were verified by
tandem communication network 131. These user/network
codes could each be one or two bits long 11 desired.

For unsigned called party identifiers, tandem communi-
cation network 131 venfies the called party identifiers
against valid calling number blocks. Valid calling number
blocks comprise sets of telephony numbers that were 1ssued
by a trusted authority to known entities. Tandem communi-
cation network 131 generates and transfers user/network
codes that indicate whether the communication session OKs
have called party identifiers from a valid calling number
block and whether the terminating network digital signature
was verified by tandem communication network 131. These
user/network codes could each be one or two bits long 1t
desired.

In some alternative examples, one or more of UEs 101-
108 may verily the called party digital signatures for the
called party identifiers and indicate the verifications with the
user codes 1n their subsequent session signaling. Likewise,
tandem communication network 131 and/or originating
communication network 121 may verily the called party
digital signatures for the called party identifiers and indicate
the verifications with the user codes in their subsequent
session signaling. One or more of UEs 101-108 may verily
the terminating network digital signatures for terminating
communication network 141 and indicate the verifications
with the user/network codes in their subsequent session
signaling. Originating communication network 121 may
verily the terminating network digital signatures and indi-
cate the verifications with the user/network codes 1n 1ts
subsequent session signaling. Terminating communication
network 141 may self-verily i1ts terminating network digital
signatures and indicate the verifications with the user/net-
work codes 1n its subsequent session signaling. One or more
of UEs 101-108, originating communication network 121,
and/or terminating communication network 141 may apply
criteria to identity called party identifiers from valid number
blocks indicate these type of verifications with the user/
network codes 1n subsequent session signaling.

Note that originating network 121 and/or terminating
network 141 may be omitted. Thus, tandem network 131
could also be the originating network and perform the tasks
described herein for orniginating network 121. Likewise,
tandem network 131 could be the terminating network and
perform the tasks described herein for terminating network
141. Tandem network 131 may perform the origination and
termination tasks of both networks 121 and 141.

Thus, any of the UEs and/or the communication networks
may generate and transier the user/network codes that
indicate 1f the called party 1dentifiers and/or the terminating
networks have valid digital signatures—or 11 the 11 the called
party 1dentifiers are from valid number blocks. In an exem-
plary coding scheme, tandem communication network 131
(or another network or UE) may use the following user/
network codes as follows. The user/network code 117
means the communication session request has a valid ter-
minating network digital signature and the called party
identifier has a valid user digital signature. The user/network
code “01” means the communication session request has a
valid terminating network digital signature, but the called
party 1dentifier does not have a valid user digital signature.
The user/network code “10” means the communication
session request has a valid terminating network digital
signature, and the called party identifier 1s from a valid
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6

calling number block, but the called party identifier does not
have a valid user digital signature. The user/network code
“00” means the communication session request does not
have a valid terminating network digital signature, the called
party 1dentifier does not have a valid user digital signature,
and the called party i1dentifier 1s not from a valid calling
number block.

FIGS. 2-9 illustrate exemplary communication sessions
with three networks, but one, two, or many networks could
be used 1 other examples. In addition, the systems that
verily digital signatures and valid numbers for calling party
identifiers, called party 1dentifiers, originating networks, and
terminating networks may vary from those used this
example.

FIGS. 2-3 illustrate a first exemplary communication
session. Referring to FIG. 2, UE 101 transfers a communi-
cation session request that has a calling party 1dentifier for
UE 101 and a called party identifier for UE 105. The
communication session request may comprise a SIP Invite
message. UE 101 digitally signs the calling party identifier
in the communication session request with its private key.
UE 101 transfers the communication session request having
the calling party identifier digital signature (UE SIGN) to
originating communication network 121.

Originating communication network 121 verifies the call-
ing party digital signature for the calling party identifier
using the appropriate public key. Originating communica-
tion network 121 adds a user code (UE SIGN CODE) to the
communication session request that indicates that the calling
party digital signature for the calling party identifier was
verified by originating communication network 121. For
example, originating communication network 121 may add
a “1” to a SIP Invite header to indicate that the calling party
identifier was digitally verified. Originating communication
network 121 digitally signs the communication session
request with 1ts private key. Originating communication
network 121 transiers the communication session request
having the calling party identifier, the called party identifier,
user code, and originating network digital signature (INET
SIGN) to tandem communication network 131.

Tandem communication network 131 verifies the orlgl-
nating network digital signature for originating communi-
cation network 121 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that originating communication network 121 veri-
fied the calling party digital signature for the calling party
identifier. Tandem communication network 131 adds a user/
network code (UE/NET SIGN CODE) to the communica-
tion session request that indicates that the calling party
digital signature for the calling party identifier was verified
by originating communication network 121. For example,
tandem communication network 131 may add a “11” to the
SIP Invite header to indicate that the originating communi-
cation network and the calling party identifier were both
digitally verified. Tandem communication network 131 digi-
tally signs the communication session request with 1ts pri-
vate key. Tandem communication network 131 transfers the
communication session request having the calling party
identifier, the called party 1dentifier, user/network code, and
tandem network digital signature to terminating communi-
cation network 141.

Terminating communication network 141 verifies the
tandem network digital signature for tandem communication
network 131 with the correct public key. Terminating com-
munication network 141 transfers the communication ses-
s1on request to UE 105. The communication session request
has the calling party 1dentifier, called party 1dentifier, and the




US 9,992,679 Bl

7

user/network code for session origination. Based on the
user/network code, UE 105 displays an indication to the
called party that indicates that originating communication
network 121 and the calling party 1dentifier for UE 101 were
both digitally verified.

Referring to FIG. 3 and responsive to the communication
session request of FI1G. 2, UE 105 transfers a communication
session OK that has a calling party 1dentifier for UE 101 and
a called party identifier for UE 105. The communication
session request may comprise a SIP OK message. UE 105
digitally signs the called party identifier in the communica-
tion session OK with 1ts private key. UE 105 transfers the
communication session OK having the called party identifier
digital signature (UE SIGN) to terminating communication
network 141.

Terminating communication network 141 verifies the
called party digital signature for the called party i1dentifier
using the appropriate public key. Terminating communica-
tion network 141 adds a user code (UE SIGN CODE) to the
communication session OK that indicates that the called
party digital signature for the called party identifier was
verified by terminating communication network 141. For
example, terminating communication network 141 may add
a “1” to a SIP OK header to indicate that the called party
identifier was digitally verified. Terminating communication
network 141 digitally signs the communication session OK
with 1ts private key. Terminating communication network
141 transiers the communication session OK having the
calling party 1dentifier, the called party identifier, user code,
and terminating network digital signature (NET SIGN) to
tandem communication network 131.

Tandem communication network 131 verifies the termi-
nating network digital signature for terminating communi-
cation network 141 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that terminating communication network 121 veri-
fied the called party digital signature for the called party
identifier. Tandem communication network 131 adds a user/
network code (UE/NET SIGN CODE) to the communica-
tion session OK that indicates that the called party digital
signature for the called party idenfifier was verified by
terminating communication network 141. For example, tan-
dem communication network 131 may add a “11” to the SIP
Invite header to indicate that the terminating communication
network and the called party identifier were both digitally
verified. Tandem communication network 131 digitally
signs the communication session OK with its private key.
Tandem communication network 131 transiers the commu-
nication session OK having the calling party identifier, the
called party identifier, user/network code, and tandem net-
work digital signature to originating communication net-
work 121.

Originating communication network 121 verifies the tan-
dem network digital signature for tandem communication
network 131 with the correct public key. Originating com-
munication network 121 transfers the communication ses-
sion OK to UE 101. The communication session OK has the
calling party identifier, called party identifier, and the user/
network code for session termination. Based on the user/
network code, UE 101 displays an indication to the calling
party that indicates that terminating communication network
141 and the called party identifier for UE 1035 were both
digitally venied.

FIGS. 4-5 illustrate a second exemplary communication
session. Referring to FIG. 4, UE 102 transiers a communi-
cation session request that has a calling party 1dentifier for
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communication session request may comprise a SIP Invite
message. UE 102 does not digitally sign the calling party
identifier in the communication session request. UE 102
transfers the communication session request having the
calling party identifier to originating communication net-
work 121. Originating communication network 121 adds a
user code (UE SIGN CODE) to the communication session
request that indicates that the calling party digital signature
for the calling party identifier was not verified by originating
communication network 121. For example, originating com-
munication network 121 may add a “0” to a SIP Invite
header to indicate that the calling party i1dentifier was not
digitally verified. Originating communication network 121
digitally signs the communication session request with 1ts
private key. Originating communication network 121 trans-
fers the communication session request having the calling
party identifier, the called party i1dentifier, user code, and
originating network digital signature to tandem communi-
cation network 131.

Tandem commumnication network 131 verifies the origi-
nating network digital signature for originating communi-
cation network 121 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that originating communication network 121 did
not verily the calling party digital signature for the calling
party identifier. Tandem communication network 131 adds a
user/network code (UE/NET SIGN CODE) to the commu-
nication session request that indicates that the calling party
digital signature for the calling party identifier was not
verified by originating communication network 121. For
example, tandem commumnication network 131 may add a
“01” to the SIP Invite header to indicate that the originating
communication network was digitally verified but that the
calling party identifier was not digitally verified. Tandem
communication network 131 digitally signs the communi-
cation session request with its private key. Tandem commu-
nication network 131 transfers the communication session
request having the calling party i1dentifier, the called party
identifier, user/network code, and tandem network digital
signature to terminating communication network 141.

Terminating communication network 141 verifies the
tandem network digital signature for tandem communication
network 131 with the correct public key. Terminating com-
munication network 141 transfers the communication ses-
s1on request to UE 106. The communication session request
has the calling party 1dentifier, called party 1dentifier, and the
user/network code for session origination. Based on the
user/network code, UE 106 displays an indication to the
called party that indicates that originating communication
network 121 was digitally verified but that the calling party
identifier for UE 102 was not digitally verified.

Referring to FIG. 5 and responsive to the communication
session request of FI1G. 4, UE 106 transfers a communication
session OK that has a calling party 1dentifier for UE 102 and
a called party identifier for UE 106. The communication
session request may comprise a SIP OK message. UE 106
does not digitally sign the called party identifier in the
communication session OK. UE 106 transfers the commu-
nication session OK having the called party identifier to
terminating communication network 141.

Terminating communication network 141 adds a user
code (UE SIGN CODE) to the communication session OK
that indicates that the called party digital signature for the
called party identifier was not verified by terminating com-
munication network 141. For example, terminating commu-
nication network 141 may add a “0” to a SIP OK header to
indicate that the called party identifier was not digitally
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verified. Terminating communication network 141 digitally
signs the communication session OK with its private key.
Terminating communication network 141 transiers the com-
munication session OK having the calling party i1dentifier,
the called party identifier, user code, and terminating net-
work digital signature to tandem commumnication network
131.

Tandem communication network 131 verifies the termi-
nating network digital signature for terminating communi-
cation network 141 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that terminating communication network 121 did
not verily the called party digital signature for the called
party identifier. Tandem communication network 131 adds a

user/network code (UE/NET SIGN CODE) to the commu-

nication session OK that indicates that the called party
digital signature for the called party identifier was not
verified by terminating communication network 141. For
example, tandem communication network 131 may add a
“01” to the SIP Invite header to 1indicate that the terminating
communication network was digitally verified, but that the
called party identifier was not digitally verified. Tandem
communication network 131 digitally signs the communi-
cation session OK with 1ts private key. Tandem communi-
cation network 131 transiers the communication session OK
having the calling party identifier, the called party 1dentifier,
user/network code, and tandem network digital signature to
originating communication network 121.

Originating communication network 121 verifies the tan-
dem network digital signature for tandem communication
network 131 with the correct public key. Originating com-
munication network 121 transfers the communication ses-
sion OK to UE 102. The communication session OK has the
calling party i1dentifier, called party identifier, and the user/
network code for session termination. Based on the user/
network code, UE 102 displays an indication to the calling
party that indicates that terminating communication network
141 was digitally verified, but that the called party identifier
tor UE 106 was not digitally verified.

FIGS. 6-7 illustrate a third exemplary communication
session. Referring to FIG. 3, UE 103 transfers a communi-
cation session request that has a calling party i1dentifier for
UE 103 and a called party identifier for UE 107. The
communication session request may comprise a SIP Invite
message. UE 103 uses a calling party identifier from a valid
calling number block. The valid calling number block com-
prises a set of telephony numbers that were 1ssued by a
trusted number authority to a known business entity. UE 103
does not digitally sign the calling party identifier in the
communication session request. UE 103 transiers the com-
munication session request to originating communication
network 121.

Originating communication network 121 adds a user code
(UE SIGN CODE) to the communication session request
that indicates that the calling party digital signature for the
calling party identifier was not verified by originating com-
munication network 121. For example, originating commu-
nication network 121 may add a “0” to a SIP Invite header
to indicate that the calling party identifier was not digitally
verified. Originating communication network 121 digitally
signs the communication session request with 1ts private key.
Originating communication network 121 transiers the com-
munication session request having the calling party i1denti-
fier, the called party identifier, user code, and originating
network digital signature to tandem communication network

131.
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Tandem communication network 131 verifies the origi-
nating network digital signature for originating communi-
cation network 121 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that originating communication network 121 did
not verily the calling party digital signature for the calling
party identifier. Tandem communication network 131 deter-
mines the calling party idenftifier 1s from a valid calling
number block that was 1ssued by a trusted number authority
to a known business entity. Tandem communication network
131 adds a user/network code (UE/NET SIGN CODE) to the
communication session request that indicates that the origi-
nating network digital signature was digitally verified, and
the calling party i1dentifier 1s from a valid calling number
block, but the calling party identifier was not digitally
verified by ornginating communication network 121. For
example, tandem commumnication network 131 may add a
“10” to the SIP Invite header to indicate that the originating
communication network was digitally verified, and the call-
ing party identifier 1s from a valid number block, but the
calling party identifier was not digitally verified. Tandem
communication network 131 digitally signs the communi-
cation session request with its private key. Tandem commu-
nication network 131 transfers the communication session
request having the calling party i1dentifier, the called party
identifier, user/network code, and tandem network digital
signature to terminating communication network 141.

Terminating communication network 141 verifies the
tandem network digital signature for tandem communication
network 131 with the correct public key. Terminating com-
munication network 141 transfers the communication ses-
s1on request to UE 107. The communication session request
has the calling party 1dentifier, called party 1dentifier, and the
user/network code for session origination. Based on the
user/network code, UE 107 displays an indication to the
called party that indicates that the originating communica-
tion network was digitally verified, and the calling party
identifier 1s from a valid number block, but the calling party
identifier was not digitally verified.

Reterring to FIG. 7 and responsive to the communication
session request of FIG. 6, UE 107 transfers a communication
session OK that has a calling party 1dentifier for UE 103 and
a called party identifier for UE 107. The communication
session request may comprise a SIP OK message. UE 107
uses a called party identifier from a valid number block, but
UE 107 does not digitally sign the called party identifier in
the communication session OK. UE 107 transiers the com-
munication session OK to terminating communication net-
work 141.

Terminating communication network 141 adds a user
code (UE SIGN CODE) to the communication session OK
that indicates the calling party identifier was not digitally
verified by terminating communication network 141. For
example, terminating communication network 141 may add
a “0” to a SIP OK header to indicate that the called party
identifier was not digitally verified. Terminating communi-
cation network 141 digitally signs the communication ses-
sion OK with 1ts private key. Terminating communication
network 141 transfers the communication session OK hav-
ing the calling party identifier, the called party i1dentifier,
user code, and terminating network digital signature to
tandem communication network 131.

Tandem communication network 131 venfies the termi-
nating network digital signature for terminating communi-
cation network 141 with the correct public key. Tandem
communication network 131 identifies the user code that
indicates that terminating communication network 121 did
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not verity the called party digital signature for the called
party 1dentifier. Tandem communication network 131 deter-
mines the called party identifier 1s from a valid calling
number block that was 1ssued by a trusted number authority
to a known business entity. Tandem communication network

131 adds a user/network code (UE/NET SIGN CODE) to the
communication session OK that indicates that that the
terminating commumnication network was digitally verified,
and the called party i1dentifier 1s from a valid number block,
but the called party identifier was not digitally verified. For
example, tandem commumnication network 131 may add a
“10” to the SIP Invite header to indicate that the terminating
communication network was digitally verified, and the
called party identifier 1s from a valid number block, but the
called party identifier was not dlgltally verified. Tandem
communication network 131 digitally signs the communi-
cation session OK with 1ts private key. Tandem communi-
cation network 131 transfers the communication session OK
having the calling party identifier, the called party identifier,
user/network code, and tandem network digital signature to
originating communication network 121.

Originating communication network 121 verifies the tan-
dem network digital signature for tandem communication
network 131 with the correct public key. Originating com-
munication network 121 transfers the communication ses-
sion OK to UE 103. The communication session OK has the
calling party identifier, called party identifier, and the user/
network code for session termination. Based on the user/
network code, UE 103 displays an indication to the calling
party that indicates that terminating communication network
141 was digitally verified, and the called party i1dentifier 1s
from a valid number block, but the called party identifier for
UE 107 was not digitally verified.

FIG. 8 1illustrates a fourth exemplary commumnication
session. UE 104 transiers a communication session request
that has a calling party identifier for UE 104 and a called
party i1dentifier for UE 105. The communication session
request may comprise a SIP Invite message. UE 104 does
not digitally sign the calling party identifier in the commu-
nication session request. UE 104 transiers the communica-
tion session request having the calling party identifier to
originating communication network 122. Originating com-
munication network 122 does not digitally sign the commu-
nication session request or add a user code. Originating
communication network 121 transfers the communication
session request having the calling party i1dentifier and the
called party i1dentifier to tandem communication network
131.

Tandem communication network 131 adds a user/network
code (UE/NET SIGN CODE) to the communication session
request that indicates that the calling party digital signature
tor the calling party identifier was not verified by originating
communication network 122 and that the originating net-
work digital signature for originating communication net-
work 122 was not verified by tandem communication net-
work 131. For example, tandem communication network
131 may add a “00” to the SIP Invite header to indicate that
neither the onginating communication network nor the
calling party identifier were digitally verified. Tandem com-
munication network 131 digitally signs the communication
session request with its private key. Tandem communication
network 131 transiers the communication session request
having the calling party 1dentifier, the called party identifier,
user/network code, and tandem network digital signature to
terminating communication network 141.

Terminating communication network 141 verfies the
tandem network digital signature for tandem communication
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network 131 with the correct public key. Terminating com-
munication network 141 transfers the communication ses-
s1on request to UE 105. The communication session request
has the calling party identifier, called party 1identifier, and the
user/network code for session origination. Based on the
user/network code, UE 105 displays an indication to the
called party that indicates that nether the calling party
identifier for UE 104 nor originating communication net-
work 122 were digitally verified.

FIG. 9 illustrates a fifth exemplary communication ses-
sion. A communication request like one of those described
above 1s transferred from UE 101 to originating network 121
for UE 108. Originating communication network 121 trans-
fers the communication session request to tandem commus-
nication network 131, and tandem network 131 transfers the
communication session request to terminating communica-
tion network 142. Terminating communication network 142
transiers the communication session request to terminating,
UE 108.

UE 108 responds to the communication session request by
transierring a communication session OK that has a calling
party identifier for UE 101 and a called party identifier for
UE 108. The communication session OK may comprise a
SIP OK message. UE 108 does not digitally sign the called

party identifier 1n the communication session OK. UE 108
transfers the communication session OK having the called
party 1dentifier to terminating communication network 142,

Terminating communication network 142 does not digi-
tally sign the communication session OK and does not add
a user code to the communication session OK. Terminating
communication network 142 transfers the communication
session OK having the calling party 1dentifier and the called
party identifier to tandem communication network 131.

Tandem communication network 131 adds a user/network
code (UE/NET SIGN CODE) to the communication session
OK that indicates that the called party digital signature for
the called party identifier was not digitally verified by
terminating communication network 141 and that terminat-
ing communication network 141 was not digitally verified
by tandem commumnication network 131. For example, tan-
dem communication network 131 may add a *“00” to the SIP
OK header to indicate that neither the called party identifier
nor the terminating communication network were digitally
verified. Tandem communication network 131 digitally
signs the communication session OK with 1ts private key.
Tandem communication network 131 transiers the commu-
nication session OK having the calling party identifier, the
called party identifier, user/network code, and tandem net-
work digital signature to originating communication net-
work 121.

Originating commumnication network 121 vernfies the tan-
dem network digital signature for tandem communication
network 131 with the correct public key. Originating com-
munication network 121 transfers the communication ses-
sion OK to UE 101. The communication session OK has the
calling party 1dentifier, called party i1dentifier, and the user/
network code for session termination. Based on the user/
network code, UE 101 displays an indication to the calling
party that indicates the called party identifier for UE 108 was
not digitally verified and that terminating communication
network 142 was not digitally verified.

FIG. 10 1llustrates authentication controller 1000 to gen-
erate and transier authentication codes for UEs and com-
munication networks. Authentication controller 1000 1s an
example of authentication controllers 125, 135, and 145,
although these controllers may use alternative configura-
tions and operations. Authentication controller 1000 com-
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prises data communication interface 1001 and data process-
ing system 1002. Data communication interface 1001
comprises data communication transceivers 1021-1024.
Data processing system 1002 comprises processing circuitry
1003 and storage system 1004. Storage system 1004 stores
software 1003. Software 1005 includes respective software
modules 1006-1009.

Transceivers 1021-1024 comprise communication com-
ponents, such as ports, bus interfaces, signal processors,
central processing units, memories, software, and the like.
Processing circuitry 1003 comprises server blades, circuit
boards, bus interfaces, integrated circuitry, microprocessors,
and associated electronics. Storage system 1004 comprises
non-transitory, machine-readable, data storage media, such
as flash drives, disc drives, memory circuitry, servers, and
the like.

Software 1005 comprises machine-readable instructions
that control the operation of processing circuitry 1003 when
executed. Software 1005 includes software modules 1006-
1009. Authentication controller 1000 may be centralized or
distributed. All or portions of software 1006-1009 may be
externally stored on one or more storage media, such as
circuitry, discs, and the like. Some conventional aspects of
authentication controller 1000 are omitted for clarity, such as
power supplies, enclosures, and the like.

When executed by processing circuitry 1003, software
modules 1006-1009 direct circuitry 1003 to perform the
following operations. UE authentication modules 1006
verily digital signatures for calling party identifiers and for
called party identifiers. UE authentication modules 1006
also determine 1f calling party identifiers and called party
identifiers are from valid number blocks. Network authen-
tication modules 1007 verily digital signatures for other
communication networks. Network signature modules 1008
digitally sign communication session requests and OKs with
the proper network private keys. Signaling modules 1009
interpret user codes and user/network codes, and add user
codes and user/network codes to the communication session
requests and OKs.

The above description and associated figures teach the
best mode of the mmvention. The following claims specify the
scope of the invention. Note that some aspects of the best
mode may not fall within the scope of the mvention as
specified by the claims. Those skilled 1n the art will appre-
ciate that the features described above can be combined 1n
various ways to form multiple variations of the invention. As
a result, the invention 1s not limited to the specific embodi-
ments described above, but only by the following claims and
their equivalents.

What 1s claimed 1s:

1. A method of operating a data communication system to
transier user/network authentication information for a com-
munication session wherein first originating User Equip-
ment (UE) transfers a first communication session request
having a first calling party 1dentifier and a first calling party
digital signature for the first calling party identifier, the
method comprising:

a 1irst originating commumnication network receirving the
first communication session request from the first origi-
nating UE and verifying the first calling party digital
signature for the first calling party identifier;

the first originating commumnication network transferring
the first commumnication session request having the first
calling party identifier, a first user code indicating that
the first calling party identifier was digitally verified by
the first originating communication network, and a first
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originating network digital signature for the first origi-
nating communication network;

a tandem communication network receiving the first com-
munication session request having the first originating
network digital signature for the first originating com-
munication network and verifying the first originating
network digital signature for the first originating com-
munication network;

the tandem communication network transierring the first
communication session request having the first calling
party identifier and a first user/network code indicating
that the first calling party identifier was digitally veri-
fied by the first originating communication network
and that the first originating communication network
was digitally verified by the tandem communication
network; and

the tandem communication network receiving a second
communication session request for a second originating
UE from a second originating communication network
without a second user code and without a second
originating network digital signature and transferring
the second communication session request with a sec-
ond user/network code indicating that the second origi-
nating communication network was not digitally veri-
fied by the tandem communication network.

2. The method of claim 1 wherein the first user code
consists of one or two bits and the first user/network code
consists of one or two bits.

3. The method of claim 1 wherein a third originating UE
transfers a third communication session request having a
third calling party identifier but not a third calling party
digital signature for the third calling party identifier, the
method further comprising;

the first originating communication network receiving the
third communication session request from the third
originating UE and transferring the third communica-
tion session request having the third calling party
identifier, a third user code indicating that the third
calling party identifier was not verified by the first
originating communication network, and the first origi-
nating network digital signature for the first originating
communication network;

the tandem communication network receiving the third
communication session request having the first origi-
nating network digital signature for the first originating
communication network and veritying the first origi-
nating network digital signature for the first originating
communication network; and

the tandem communication network transterring the third
communication session request having the third calling
party 1dentifier, and a third user/network code indicat-
ing that the third calling party identifier was not digi-
tally verified by the first originating communication
network and that the first originating communication
network was digitally verified by the tandem commu-
nication network.

4. The method of claim 3 wherein the third user code
consists of one or two bits and the third user/network code
consists of one or two bits.

5. The method of claim 1 wherein a third originating UE
transiers a third communication session request having a
third calling party identifier but not a third calling party
digital signature for the third calling party identifier, and
turther comprising;:

the first originating communication network receiving the
third communication session request from the third
originating UE and transferring the third communica-
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tion session request having the second third calling
party identifier, and the first originating network digital
signature for the first originating communication net-
work;

the tandem communication network receiving the third
communication session request having the first origi-
nating network digital signature for the first originating
communication network, verilying the third calling
party identifier against a valid calling number block,
and verilying the first oniginating network digital sig-
nature for the first originating communication network;

the tandem communication network transferring the third
communication session request having the third calling
party 1dentifier, a third user/network code indicating
that the third calling party identifier was 1n the valid
number block and indicating that the first originating
communication network was digitally verified by the
tandem communication network.

6. The method of claim 5 wherein the third user/network

code consists of one or two bits.

7. The method of claam 1 wherein the second user/
network code consists of one or two bits.

8. The method of claim 1 wherein the first origination
calling party identifier comprises a telephone number.

9. The method of claim 1 wherein the first communication
session request comprises a Session Initiation Protocol (SIP)
message.

10. A data communication system to transfer user/network
authentication information for a communication session
wherein first originating User Equipment (UE) transiers a
first communication session request having a first calling
party 1dentifier and a first calling party digital signature for
the first calling party identifier, the data commumnication
system comprising:

a first originating communication network configured to
receive the first communication session request from
the first oniginating UE, verily the first calling party
digital signature for the first calling party identifier, and
transier the first communication session request having
the first calling party identifier, a first user code indi-
cating that the first calling party identifier was digitally
verified by the first originating communication net-
work, and a first originating network digital signature
for the first originating communication network;

a tandem commumnication network configured to receive
the first commumnication session request having the first
originating network digital signature for the first origi-
nating communication network and verily the first
originating network digital signature for the first origi-
nating communication network, and transier the first
communication session request having the first calling
party 1dentifier, and a first user/network code indicating
that the first calling party identifier was digitally veri-
fied by the first originating communication network
and that the first originating communication network
was digitally verified by the tandem communication
network:; and

the tandem communication network configured to receive
a second communication session request for a second
originating UE from a second originating communica-
tion network without a second user code and without a
second originating network digital signature and trans-
fer the second communication session request having a
second user/network code indicating that the second
originating UE was not digitally verified by the second
originating communication network that the second
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originating communication network was not digitally
verified by the tandem communication network.
11. The data communication system of claim 10 wherein
the first user code consists of one or two bits and the first
user/network code consists of one or two bits.
12. The data communication system of claim 10 wherein
a third originating UE ftransiers a third communication
session request having a third calling party identifier but not
a third calling party digital signature for the third calling
party 1dentifier, the data communication system Ifurther
comprising;
the first originating communication network configured to
receive the third communication session request from
the third orniginating UE and transter the third commu-
nication session request having the third calling party
identifier, a third user code indicating that the third
calling party i1dentifier was not verified by the first
originating communication network, and the first origi-
nating network digital signature for the first originating
communication network;
the tandem communication network configured to receive
the second third communication session request having
the first originating network digital signature for the
first originating communication network, verily the
first originating network digital signature for the first
originating communication network, and transfer the
third communication session request having the third
calling party i1dentifier, and a third user/network code
indicating that the third calling party 1dentifier was not
digitally verified by the first originating communication
network and that the first originating communication
network was digitally verified by the tandem commu-
nication network.
13. The data communication system of claim 12 wherein
the third user code consists of one or two bits and the third
user/network code consists of one or two bits.
14. The data communication system of claim 10 wherein
a third originating UE transiers a third communication
session request having a third calling party identifier but not
a third calling party digital signature for the third calling
party identifier, and further comprising:
the first originating communication network configured to
receive the third communication session request from
the third oniginating UE and transter the third commu-
nication session request having the third calling party
identifier and the first originating network digital sig-
nature for the first originating communication network;

the tandem communication network configured to receive
the third communication session request having the
first originating network digital signature for the first
originating communication network, verity the first
originating network digital signature for the first origi-
nating communication network, verity the third calling
party identifier against a valid calling number block,
and transfer the third communication session request
having the third calling party identifier, a third user/
network code indicating that the third calling party
identifier was 1n the valid number block and indicating
that the first originating network was digitally verified
by the tandem commumnication network.

15. The data communication system of claim 14 wherein
the third user/network code consists of one or two bits.

16. The data communication system of claim 10 wherein
the second user/network code consists of one or two bits.

17. The data communication system of claim 10 wherein
the first origination calling party identifier comprises a
telephone number.
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18. The data communication system of claim 10 wherein
the first communication session request comprises a Session
Initiation Protocol (SIP) message.
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