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1

INFORMATION PROCESSING APPARATUS
AND METHOD FOR MONITORING AN
OPERATING STATE OF A NETWORK
DEVICE

BACKGROUND

Field of the Disclosure

The present disclosure relates to a technique for monitor-
ing an operating state ol a network device.

Description of the Related Art

Conventionally, there are device management systems for
remotely monitoring operating states ol network devices
such as printers and multitfunction peripherals. In the device
management systems, monitoring apparatuses installed on
client sides and central management apparatuses are con-
nected with each other via the Internet. The monitoring
apparatuses collect network device information and transmut
the collected network device information to the central
management apparatuses using network protocols such as
Hypertext Transfer Protocol Secure (HT'TPS) and simple
mail transier protocol (SMTP). The central management
apparatuses centrally control the network device informa-
tion. The central management apparatuses centrally manage
information of clients who concluded maintenance con-
tracts, mnformation of monitoring apparatuses, and the net-
work device information, and when information 1s transmit-
ted from the monitoring apparatus registered in the central
management apparatus, the central management apparatuses
store the transmitted information therein.

The monitoring apparatuses collect, from one or more
network devices as monitoring targets, information such as
operation mnformation of the relevant network devices. On
the other hand, there are network devices having monitoring,
functions similar to those of the monitoring apparatuses and
of which the monitoring functions are enabled. The moni-
toring function includes a function of receiving and execut-
ing an instruction and a setting from the central management
apparatus and a function of directly transmitting information
similar to the one collected by the monitoring apparatus to
the central management apparatus. Whether to use the
monitoring apparatus or the network device of which the
monitoring function 1s enabled i1s selected according to
conditions such as a network environment of the client side
and mformation to be collected.

Japanese Patent Application Laid-Open No. 2011-133552
describes a method that a network device of which a
monitoring function 1s enabled changes a transmission des-
tination of information not to a central management appa-
ratus but to a monitoring apparatus. Japanese Patent Appli-
cation Laid-Open No. 2012-63992 describes a method 1n
which a network device changes, with respect to a request
from a monitoring apparatus to change a transmission des-
tination ol monitoring information, the transmission desti-
nation of the monitoring information when not being moni-
tored by another monitoring apparatus.

However, a client environment may include a network
device of which the monitoring function 1s enabled and a
network device of which the monitoring function 1s not
enabled or which does not have the monitoring function 1n
a mixed manner in some cases. Under such an environment,
a service person needs to determine a monitoring mode
settable for a network device based on a capacity of each
model of the network device and individually perform initial
installation including an iitial setting on each network
device by manual. Thus, the above-described conventional
techniques have a risk of causing an erroneous operation in
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2

the 1nitial installation when operations are started. Accord-
ingly, there 1s a risk of, for example, omission of setting or
redundant registration of the momtoring function with
respect to the network device.

Thus, according to the conventional techniques, it 1s
difficult to efliciently perform the initial installation of the

network device at the start of operations under a client
environment 1n which the network device of which the

monitoring function i1s enabled and the network device of
which the monitoring function 1s not enabled are mixed.

SUMMARY

According to an aspect of the present disclosure, an
information processing apparatus communicable with a
management apparatus managing a network device includes
a memory storing instructions and a processor which can
execute the mstructions causing the information processing
apparatus to obtain device information of a network device
which 1s registered 1n the management apparatus, obtain
capability information of a network device communicably
connected to the information processing apparatus, deter-
mine whether a network device as a registration target 1s
registered 1n the management apparatus based on the device
information of the network device which 1s registered 1n the
management apparatus, determine either of a first mode for
transmitting operation information from a network device to
the management apparatus without passing through the
information processing apparatus and a second mode for
transmitting operation information from a network device to
the management apparatus via the mmformation processing
apparatus as a mode for monitoring a network device which
1s not registered 1n the management apparatus based on
capability information of the relevant network device,
istruct a network device which 1s not registered in the
management apparatus to be registered 1n the management
apparatus as a network device monitored 1n the determined
mode, manage information of a network device monitored in
the first mode, 1 a case that operation information of the
network device monitored in the first mode 1s not transmit-
ted from the relevant network device to the management
apparatus, or information valid as the operation information
of the relevant network device 1s not transmaitted, request the
management apparatus to start communication with the
relevant network device, and update information of the
relevant network device managed by the imnformation pro-
cessing apparatus based on a result of the requested com-
munication.

Further features of the present disclosure will become
apparent irom the following description of exemplary
embodiments with reference to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a configuration of a device management
system according to one or more aspects ol the present
disclosure.

FIG. 2 illustrates a hardware configuration of an infor-
mation processing apparatus according to one or more
aspects of the present disclosure.

FIG. 3 illustrates a hardware configuration of a network
device according to one or more aspects of the present
disclosure.

FIG. 4 illustrates a software configuration of a monitoring,
apparatus according to one or more aspects of the present
disclosure.
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FIG. 5 1llustrates a software configuration of the network
device.

FIG. 6 illustrates a software configuration of a central
management apparatus according to one or more aspects of
the present disclosure.

FI1G. 7 1s a flowchart illustrating an example of processing,
of the monitoring apparatus according to one or more
aspects of the present disclosure.

FIG. 8 illustrates a device registration detailed setting
screen according to one or more aspects ol the present
disclosure.

FIG. 9 illustrates a relationship of information pieces
registered in the central management apparatus according to
one or more aspects of the present disclosure.

FI1G. 10 1llustrates a device search result screen according
to one or more aspects of the present disclosure.

FIG. 11 illustrates a device detailed information screen
according to one or more aspects of the present disclosure.

FIG. 12 1illustrates a registration confirmation screen
according to one or more aspects ol the present disclosure.

FIG. 13 1s a flowchart illustrating device registration
processing 1n detail according to one or more aspects of the
present disclosure.

DESCRIPTION OF TH.

(L.
1]

EMBODIMENTS

Various exemplary embodiments of the present disclosure
will be described below.

A first exemplary embodiment 1s described according to
one or more aspects of the present disclosure.

FIG. 1 1s a block diagram illustrating an example of an
entire schematic configuration of a device management
system.

In FIG. 1, a monitoring apparatus 101 1s communicably
connected to a plurality of image forming apparatuses 102a
to 102¢, 103a, and 1035 as monitoring targets via a local
area network (LAN) 105. The image forming apparatuses
102a to 102¢ are each a network device of which a moni-
toring function 1s enabled. On the other hand, the image
forming apparatuses 103a and 1035 are each a network
device which does not have the monitoring function or a
network device of which the monitoring function 1s not
ecnabled. In the below description, the image forming appa-
ratuses 102a to 102¢, 103a, and 1035 are referred to as the
network devices 1f necessary. The image forming appara-
tuses 102a to 102¢ are the network devices of which the
monitoring function 1s enabled, and the 1mage forming
apparatuses 103a and 10356 are the network devices to be
monitored by the monitoring apparatus if necessary. As
described above, the momitoring function includes a function
of recerving and executing an 1nstruction and a setting from
a central management apparatus 111 and a function of
transmitting information similar to the one collected by the
monitoring apparatus 101 to the central management appa-
ratus 111. Further, the network device 1s, for example, a
printer or a multifunction peripheral. The network device
monitored by the monitoring apparatus 1s the network device
which does not have the monitoring function or the network
device of which the monitoring function 1s not enabled.

The monitoring apparatus 101 1s connected to a database
104 via the LAN 105. The database 104 stores device
information, monitoring information, and communication
information of the network device and the like. The moni-
toring apparatus 101 obtains the monitoring information of
the network device from the relevant network device or the
central management apparatus 111. The monitoring infor-
mation of the network device includes operation information
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of the relevant network device. The operation information of
the network device includes, for example, various counter
information pieces, log information, status information, and
failure mformation of the network device. The log informa-
tion includes, for example, information representing con-
tents ol an error and a warning occurred 1n the network
device. The status information includes, for example, the
failure mformation such as jam. In addition, the monitoring
information of the network device includes registration
information, consumable information, and capability infor-
mation of the relevant network device and the like. The
registration information of the network device includes, for
example, information representing whether the relevant net-
work device 1s registered 1n the central management appa-
ratus 111 or not.

The device mformation of the network device 1s infor-
mation for specilying the relevant network device. The
device information of the network device includes, for
example, a serial number (No.), a product name, an Internet
Protocol version (IPv4) address, a media access control
(MAC) address, and a device state of the relevant network
device. The device state 1s a state of the network device ({or
example, a state during printing or sleep).

The communication information of the network device 1s
set to the network device of which the monitoring function
1s enabled. The communication information of the network
device includes, for example, a type, date and time, and
details (result) of communication between the relevant net-
work device and the central management apparatus 111.

In addition, the monitoring apparatus 101 collects charg-
ing mformation of the network device and stores the infor-
mation in the database 104. The charging information of the
network device includes an amount of money charged
according to a use of the relevant network device.

When functions of the database 104 are included in the
monitoring apparatus 101, the configuration of the database
104 may not be needed.

In the example illustrated in FIG. 1, the momnitoring
apparatus 101 1s connected to an Internet line 107 via a
proxy server 106. The monitoring apparatus 101 can com-
municate with a canter in a backend including the central
management apparatus 111 via the Internet 110. When
functions of the proxy server 106 are included in the
monitoring apparatus 101, the configuration of the proxy
server 106 may not be needed. FIG. 1 1llustrates a system
constituted of the momitoring apparatus 101, the network
devices 102a to 102¢, 1034, and 10354, the database 104, the
LAN 103, and the proxy server 106. However, according to
the present exemplary embodiment, a plurality of system
can be constructed as the above-described system, and the
central management apparatus 111 can manage the moni-
toring apparatuses 101 arranged in each of the systems.

The central management apparatus 111 recerves, from a
plurality of the monitoring apparatuses 101, the monitoring
information pieces of the network devices (the registration
information, the operation information, the consumable
information, and the like) monitored by each of the moni-
toring apparatuses 101 and stores the monitoring informa-
tion pieces 1 a database 112. The database 112 may physi-
cally exist in the central management apparatus 111. The
central management apparatus 111 has functions of collect-
ing, accumulating, and processing the monitoring informa-
tion of the network device received from the monitoring
apparatus 101 and providing tallying information, a wamn-
ing, and the like for the outside. The tallying information 1s
information tallying, for example, the monitoring informa-
tion pieces of the network devices for each data item and for
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cach network device. The central management apparatus 111
has a function of delivering the information pieces to, for
example, a network device sales company.

The network device of which the momitoring function 1s

enabled can directly transmit the monitoring information of 5

the relevant network device to the central management
apparatus 111. The monitoring apparatus 101 can monitor
the network device of which the monitoring function 1s
enabled. On the other hand, the network device monitored
by the monitoring apparatus cannot directly transmit the
monitoring information of the relevant network device to the
central management apparatus 111 and 1s monitored from
the monitoring apparatus 101.

With an instruction by a user interface (UI) or an instruc-
tion from the central management apparatus 111 as a trigger,
the monitoring apparatus 101 receives a registration instruc-
tion of the network device as the monitoring target. The
monitoring apparatus 101 performs registration processing,
of the network device based on the registration instruction
and then starts monitoring processing of the network device.
An example of the processing 1s described 1n detail below
with reference to flowcharts in FIGS. 7 and 13. Monitoring,
of the network device of which the monitoring function 1s
enabled by the relevant monitoring function 1s started by an
instruction from a local Ul, a remote Ul, or an external
apparatus. The local UI 1s a Ul installed in the network
device. The remote Ul 1s a Ul configured to enable browsing
and setting of the network device from the outside.

FIG. 2 1s a block diagram illustrating an example of a
hardware configuration of an information processing appa-
ratus. Hardware of the monitoring apparatus 101 and the
central management apparatus 111 1illustrated in FIG. 1 and
the information processing apparatus installed 1n the back-
end not 1illustrated can be realized by, for example, the
configuration 1illustrated 1n FIG. 2.

In FIG. 2, a central processing unit (CPU) 200 executes an
application program stored 1n a hard disk (HD) 205, various
driver programs, an operating system (OS), a program for
realizing processing described below, and the like. When
executing these programs, the CPU 200 performs control to
temporarily store information, a file, and the like necessary
tor the execution of the relevant program 1n a random access
memory (RAM) 202.

A read-only memory (ROM) 201 stores a program such as
a basic mput/output (I/O) program, a program for control-
ling each processing of the information processing appara-
tus, and various data pieces. The RAM 202 functions as a
main memory and a work area of the CPU 200.

A program and the like stored 1n a compact disk readable
(CD-R) 204 as a storage medium can be loaded via to a
compact disk (CD) drive 203 to the present computer
system. The storage medium 1s not limited to the CD-R 204
and may optionally include a digital versatile disk (DVD),
an 1tegrated circuit (IC) memory card, and the like. The
storage medium stores a computer-readable program and the
like.

The HD 2035 functions as a high-capacity memory. The
HD 205 stores a boot program, an application program,
various driver programs, an OS, various control programs,
related programs, and the like.

A keyboard 206 1s used by a user to mput a control
instruction, a setting, and the like to the mformation pro-
cessing apparatus.

A display 207 displays information based on the control
instruction mput from the keyboard 206, a state of the
information processing apparatus, and the like. For example,
a drawing command 1ssued by an application program via a
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mechanism of the OS 1s imterpret by a graphic card, and
information converted into an analog signal or a digital
signal 1s displayed on the display 207. Display control
according to the present exemplary embodiment includes
processing for generating a drawing command via the OS to
perform display on the display 207.

A system bus 208 controls a data flow 1n the information
processing apparatus. An interface (I'F) 209 1s used for
exchanging data between the information processing appa-
ratus and the external apparatus.

FIG. 3 1s a block diagram illustrating an example of a
hardware configuration a printer controller and peripherals
of the network device.

A printer controller 301 includes a communication unit
306 for executing transmission and reception of various data
pieces to and from an external apparatus 313 such as the
monitoring apparatus 101 by a predetermined communica-
tion protocol. A video I'F 307 receives image data, develops
the received image data to information printable by a printer,
and also performs exchange of signals and serial commu-
nication with an engine control unit 314.

A CPU 302 comprehensively controls accesses to and
from various devices connected to a system bus 312 based
on a control program and the like stored 1n a ROM 304 or
a HD 309. Further, the CPU 302 outputs an image signal as
output information to the engine control unit 314 connected
via the video I/'F 307.

A RAM 303 functions as a main memory and a work area
of the CPU 302.

The HD 309 stores a boot program, various application
programs, font data, a user file, an edit file, and the like. A
memory controller (DKC) 305 controls accesses to and from
the HD 309. Regarding the network device of which the
monitoring function 1s enabled, a program for realizing the
monitoring function 1s stored 1in the HD 309 and the like.

An operation unit 310 which includes a display umnit
(display panel) 311 and a keyboard 1s used for providing
information to an operator and receiving an instruction mput
from the operator via an mput/output I'F 308.

The engine control unit 314 performs exchange of signals
with the printer controller 301 and control of each unit such
as a printer engine 3135, a sensor 316, and a counter 317 via
the serial communication. The engine control unit 314 may
include the CPU. The printer engine 313 1s an engine unit for
forming an 1image on a recording medium such as paper. The
sensor 316 detects failure, jam, and the like. The counter 317
updates a count value with a completion of a printer job and
the like as a trigger.

FIG. 4 1s a block diagram illustrating an example of a
soltware configuration of the monitoring apparatus 101.

A recerved data analysis unit 401 analyzes data received
from the central management apparatus 111 and the network
device via a communication control unit 403 and transmits
the received data to an appropriate processing unit.

A transmission data generation unit 402 generates trans-
mission data corresponding to the communication protocol
in response to a request from each processing unit. The
transmission data generated by the transmission data gen-
cration unit 402 1s transmitted to the central management
apparatus 111 and the external apparatus such as the network
device via the communication control unit 403. As 1illus-
trated 1n FIG. 1, when a relay server such as the proxy server
106 1s specified mn a network setting of the momnitoring
apparatus 101, the transmission data 1s finally transmitted to
the central management apparatus 111 via the relay server.
The same can be applied to the apparatuses other than the
monitoring apparatus 101.
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The communication control unit 403 controls transmis-
sion and reception of data performed by the central man-
agement apparatus 111 and the external apparatus such as
the network device via the LAN 105 and the Internet line
107 using the I/F 209.

A database access unit 404 performs mput and output of
data to and from the database 104 using the I'F 209. When
data pieces such as the momtoring information and the
setting information of the network device are stored 1n a
storage device built in the monitoring apparatus 101, the
database access unit 404 performs mput and output of the
data to and from the storage device.

A monitoring control unit 405 performs instruction and
control to the network device and various processing on the
central management apparatus 111 based on information
obtained from a device information management unit 406.
The momitoring control unit 405 receives, from the central
management apparatus 111, a communication schedule for
monitoring the network device, the monitoring information
and the charging information of the network device, a
processing instruction, and the like. The monitoring control
unit 405 performs monitoring control corresponding to the
received iformation.

The device information management unit 406 manages
the information of the network device registered in the
central management apparatus 111 and the monitoring infor-
mation obtained from the network device. Various informa-
tion pieces are stored 1n the database 104 via the database
access unit 404.

A device information obtainment unit 407 obtains various
information pieces regarding the network device such as the
monitoring information of the network device managed by
itself from the central management apparatus 111 or the
network device.

The monitoring information of the network device 1s
processed by the transmission data generation unit 402 to the
transmission data and transmitted by the communication
control unit 403 to the central management apparatus 111.

A UI unit 408 uses the display 207 to display information
regarding the network device, an operation screen, and the
like. A user of the monitoring apparatus 101 can perform
various inputs according to the display by the Ul unit 408 by
using the keyboard 206. The Ul unit 408 1s a user interface
ol a program executed according to the flowcharts 1n FIGS.
7 and 13 described below.

FIG. 5 1s a block diagram illustrating an example of a
soltware configuration of the network device.

A recerved data analysis umit 501 analyzes data received
from the monitoring apparatus 101 via a communication
control umt 503 and transmits the received data to an
appropriate processing unit.

A transmission data generation umt 502 generates trans-
mission data corresponding to the communication protocol
in response to a request from each processing unit. The
transmission data generated by the transmission data gen-
cration unit 502 1s transmitted to the monitoring apparatus
101 and the external apparatus such as the central manage-
ment apparatus 111 via the communication control unit 503.

The communication control unit 503 controls transmis-
sion and reception of data performed by the external appa-
ratus such as the monitoring apparatus 101 via the LAN 105
and the Internet line 107 using the communication unit 306

A device information obtamnment unit 304 obtains the
operation information of the network device. As described
above, the operation information of the network device
includes various counter information pieces, the log infor-
mation, the status information, and the failure information.
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Further, the device information obtainment unit 504 obtains
the capability information and the consumable information
of the network device and the like by an instruction from the
monitoring apparatus 101. The thus obtained data 1s pro-
cessed by the transmission data generation unit 502 to the
transmission data and transmitted by the commumnication
control unit 503 to a request source/a transmission destina-
tion such as the monitoring apparatus 101.

A device information management unit 305 manages and
controls the information obtained by the device information
obtainment unit 504 as the momtoring information of the
network device.

When the monitoring function in the network device 1s
enabled by an instruction from the local Ul, the remote UI,
or the external apparatus, a monitoring control unit 506
performs monitoring similar to that of the monitoring appa-
ratus 101 within the device. In the network device of which
the monitoring function 1s enabled, the monitoring control
unit 506 1s enabled. On the other hand, the network device
monitored by the monitoring apparatus does not have the

monitoring control unit 506, or the momtoring control unit
506 thereot 1s disabled.

The monitoring control unit 506 collects the monitoring,
information of the network device by the device information
obtainment unit 504 according to the communication sched-
ule for monitoring the network device obtained from the
central management apparatus 111. The monitoring infor-
mation of the network device 1s managed in the device
information management unit 505. The monitoring infor-
mation of the network device 1s processed by the transmis-
sion data generation unit 502 to the transmission data
according to the commumnication schedule for monitoring the
relevant network device and transmitted to the central man-
agement apparatus 111 by the communication control unit
503. In the below description, a monitoring mode 1n which
the network device of which the monitoring function 1s
enabled directly transmits the monitoring information of the
relevant network device to the central management appara-
tus 111 1s referred to as a first connection mode if necessary.
Further, a monitoring mode 1n which the monitoring appa-
ratus 101 collects the monitoring information of the network
device monitored by the monitoring apparatus and transmits
the monitoring information to the central management appa-
ratus 111 1s referred to as a second connection mode if
necessary.

A UI unit 507 uses the display unmit 311 of the network
device to display various information pieces and uses the
operation unit 310 to set a value mput by a user according
to the display of the various information pieces. The Ul umit
507 corresponds to the local Ul of the network device.

FIG. 6 1s a block diagram illustrating an example of a
soltware configuration of the central management apparatus
111.

A received data analysis unit 601 analyzes data received
from the monitoring apparatus 101 and the image forming
apparatus of which the monitoring function 1s enabled via a
communication control unit 603 and transmaits the received
data to an appropriate processing unit.

A transmission data generation unit 602 generates trans-
mission data corresponding to the communication protocol
in response to a request from each processing unit. The
transmission data generated by the transmission data gen-
cration unit 602 1s transmitted to the monitoring apparatus
101 and the image forming apparatuses 102a to 102¢ each
of which the monitoring function i1s enabled via the com-
munication control unit 603.
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The communication control unit 603 controls transmis-
sion and reception of data performed by the monitoring
apparatus 101 and the external apparatuses such as the
image forming apparatuses 102a to 102¢ each of which the
monitoring function i1s enabled via the LAN 105 and the
Internet line 107 using the I/'F 209.

A database access unit 604 performs mnput and output of
data to and from the database 112 using the I/F 209.

A monitoring control unit 605 manages a schedule for
obtaining the monitoring information and the charging infor-
mation ol the network device and the like from the moni-
toring apparatus 101 and controls a monitoring content and
a monitoring method of the monitoring apparatus 101 and
the network device of which the monitoring function 1s
ecnabled. Further, the monitoring control unit 605 transmuits
an 1nstruction and a response to the monitoring apparatus
101 under the control of itself via the transmission data
generation unit 602 and the communication control unit 603
il necessary.

An obtained information processing unit 606 stores the
information received from the monitoring apparatus 101
under the control of itself as it 1s or after processing in the
database 112 via the database access unit 604. The obtained
information processing unit 606 also performs processing
based on the information received from the monitoring
apparatus 101 and the external apparatuses such as the
image forming apparatuses 102a to 102¢ each of which the
monitoring function 1s enabled and the information stored in
the database 112. Such processing includes, for example,
tallying of the counter information and processing for noti-
fying a service person 1n charge and a client side of error
information including a pseudo alarm.

FI1G. 7 1s a flowchart illustrating an example of processing,
of the monitoring apparatus 101. The processing 1n each step
of the flowchart in FIG. 7 1s realized by, for example, the
CPU 200 of the monitoring apparatus 101 executing pro-
cessing based on a program code stored 1n the storage unit
such as the ROM 201 and the HD 205.

FIG. 8 illustrates an example of a device registration
detailed setting screen 800. FIG. 9 illustrates an example of
a relationship of information pieces registered 1n the central
management apparatus 111.

The device registration detailed setting screen 800 1s used
for setting a default value of information of the network
device to be registered in the central management apparatus
111. The device registration detailed setting screen 800 1s
displayed on the display 207 of the monitoring apparatus
101. The device registration detailed setting screen 800 1s
displayed at an arbitrary timing. According to the present
exemplary embodiment, the processing for displaying the
device registration detailed setting screen 800 1s executed 1n
step S723 1 FIG. 7. For example, the device registration
detailed setting screen 800 can be displayed at a timing when
the processing 1n step S723 1s first executed.

The default value of the network device information 1s
registered for each environment setting of the system or each
network device using the device registration detailed setting
screen 800. By using of the device registration detailed
setting screen 800, the registration information can be
complemented which cannot be obtained from the device
information transmitted from the network device and 1is
necessary for registration 1n the central management appa-
ratus 111.

On the device registration detailed setting screen 800
illustrated 1n FI1G. 8, a setting for determining the monitoring
mode of the network device and a setting of the registration
information which may differ in each registration of the
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network device can be performed. The setting for determin-
ing the monitoring mode of the network device 1s performed
from a check box 801. When the check box 801 1s checked,
the monitoring mode of the network device of which the
monitoring function 1s enabled 1s regarded as the first
connection mode. On the other hand, when the check box
801 is not checked, the momtoring mode of the network
device of which the monitoring function i1s enabled 1is
regarded as the second connection mode.

Further, on the device registration detailed setting screen
800 illustrated in FIG. 8, a client identification (ID), a client
name, a contract No., an administrator name, and an inven-
tory storage location name can be set as examples of
information pieces which may differ in each registration of
the network device. When an “obtain information” button
802 1s pressed, the monitoring control unit 403 obtains, {from
the central management apparatus 111, mformation regis-
tered 1n the central management apparatus 111 1n association
with the monitoring apparatus 101 and changes the contents
on the device registration detailed setting screen 800 based
on the obtained information. The contents on the device
registration detailed setting screen 800 can be directly edited
based on an operation by a user.

In FIG. 9, client information 901, contract information
902, and monitoring apparatus information 903 are respec-
tively associated with the contract information 902, the
monitoring apparatus information 903, and device informa-
tion 904. Administrator information 9035 and inventory stor-
age location information 906 are associated with the device
information 904. The client ID and the client name 1llus-
trated in FIG. 8 are parts of the client information 901.
Similarly, the contract No. 1s a part of the contract informa-
tion 902, the administrator name 1s a part of the adminis-
trator information 903, and the mventory storage location
name 1s a part of the inventory storage location information
906. The monitoring apparatus information 903 1s an ID of
the monitoring apparatus 101.

When the “obtain information” button 802 is pressed, the
monitoring control unit 405 obtains, from the central man-
agement apparatus 1ll, the monitoring apparatus information
903, the contract information 902, and the client information
901 of itself using the 1D of the monitoring apparatus 101 as
a key. Further, the monitoring control unit 4035 obtains the
administrator information 905 and the inventory storage
location information 906 associated with the device infor-
mation 904 of the network device managed by 1tself. The
monitoring control unit 405 uses thus obtained information
pieces and updates the device registration detailed setting
screen 800 1llustrated 1in FIG. 8. The client information 901
and the other information pieces 902 to 906 can be 1n a
one-to-many relationship. On the device registration
detailed setting screen 800 1n FIG. 8, an example 1s 1llus-
trated 1n which the client information 901 (the client ID) and
the contract No., the administrator name, and the inventory
storage location name are in the one-to-many relationship.
Therefore, 1n FIG. 8, the contract No., the administrator
name, and the mnventory storage location name can be
selected from a plurality of candidates by drop-down lists.

When mput to the device registration detailed setting
screen 800 1s completed, and an OK button 803 is pressed,

the monitoring control umt 403 stores the content input to
the device registration detailed setting screen 800 as the
default value of the information of the network device to be
registered 1n the central management apparatus 111.
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Next, the processing in the flowchart in FIG. 7 1s
described. The processing in the flowchart in FIG. 7 1s
executed, for example, when operations of the system 1llus-
trated 1n FIG. 1 are started.

First, 1n step S701, the monitoring control unit 405
performs 1mitialization processing of the system according to
a start of a program. More specifically, the monitoring
control unit 405 reads initialization data necessary for the
initialization of the system from the database 104, a setting
file, and the like and performs the initialization processing of
the system on each operation unit based on the mnitialization
data. The device information management unit 406 performs
processing for reading an information table regarding the
network devices as the monitoring targets of itself from the
database 104 via the database access unit 404 as a monitor-

ing device list and other processing. The monitoring control
unit 405 instructs the network devices included in the
monitoring device list to perform the 1mitialization process-
ing for device monitoring and starts monitoring of the
network devices. At this time, the monitoring control unit
405 also executes, for example, event registration 1n the
network device and other processing.

Next, i step S702, the monitoring control unit 405
determines whether a device search request 1s detected. The
device search request 1s a request to search the network
device. The device search request 1s generated by an opera-
tion on the keyboard 206, an operation (menu selection) to
a graphical user interface (GUI) of the present device
management program, and the like. The device search
request 1s also executed by an instruction from the central
management apparatus 111. The monitoring control unit 405
obtains an operation instruction at regular intervals from the
central management apparatus 111 and obtains various
requests as the operation instructions.

When the device search request 1s detected (YES 1n step
S5702), in step S703, the monitoring control unit 403 displays
a search condition mnput screen using the Ul unit 408. Search
conditions 1nclude at least a specification of a search pro-
tocol and a specification of a search range such as an Internet
protocol (IP) address, a host name, and sub-net correspond-
ing to each protocol.

Next, in step S704, the monitoring control unit 405
determines whether an 1nput to the search condition 1nput
screen 1s completed. For example, when a predetermined
button displayed on the search condition iput screen (the
GUI) 1s pressed and the like, the monitoring control unit 403
determines that the input to the search condition imnput screen
1s completed.

When the device search conditions are 1nstructed from the
central management apparatus 111 or a search of the net-
work device 1s executed according to the device search
conditions set to the system in advance, the search condition
input screen 1s not displayed.

The processing 1s waited until the mput to the search
condition 1nput screen 1s completed. When the nput to the
search condition mput screen 1s completed (YES 1n step
S704), in step S705, the monitoring control umt 405
executes the search of the network device according to the
device search conditions specified on the search condition
input screen. The network devices as search targets are both
of the network device of which the monitoring function 1s
enabled and the network device monitored by the monitor-
ing apparatus. Whether the network device 1s searched or not
can be determined, for example, by whether basic device
information of the relevant network device 1s obtained. The
relevant device information includes, for example, a MAC
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address and model information. Then, the processing returns
to the above-described step S702.

In step S702, when the device search request i1s not
detected (NO 1n step S702), 1n step S706, the monitoring
control unit 405 determines whether a device search result
display request 1s detected. The device search result display
request 1s generated by an operation on the keyboard 206, an
operation (menu selection) to a Ul of the present device
management program, and the like. However, mstead of the
processing 1n step S706, the processing may be waited for
completion of the search of the network device (in step
S705), and when the search 1s completed, the search result
may be automatically displayed. In this case, the processing
in step S706 1s not performed, and the processing in step
S707 and subsequent steps are performed next to the pro-
cessing 1n step S705.

When the device search result display request 1s detected
as a result of the determination 1n step S706 (YES 1n step
S706), in step S707, the monitoring control unit 403 displays
a device search result screen using the UI unit 408. The
device search result 1s a result of the device search process-
ing executed 1n step S705. The device search result screen
displays a list of information pieces which can specity the
network device such as a model name, the serial No., the
MAC address, and the IP address of the network device
searched by the device search processing. When the device
search processing in step S705 1s not executed or when the
network device 1s not detected as a result of the device
search processing executed 1n step S705, the monitoring
control unit 405 displays a message of that fact on the device
search result screen using the Ul unit 408. Then, the pro-
cessing returns to the above-described step S702.

FIG. 10 illustrates an example of a device search result
screen 1000.

The device mformation including the information which
can specily the searched network device 1s displayed on the
device search result screen 1000. In FIG. 10, an example 1s
illustrated 1n which a search execution date and time and the
serial No., the product name, the IPv4 address, a registration
state 1n the central management apparatus 111, and the
device state of the searched network device are displayed as
the device information. A user selects a check box 1n a
selection column 1001 and presses a “register” button 1002.
The network device checked in the check box of the selec-
tion column 1001 1s a candidate of the network device to be
registered 1n the central management apparatus 111 by the
processing 1n step S722 described below. When the network
devices 1n the selection columns 1001 are selected, a “select
all” button 1003 1s pressed. When the device search result
screen 1000 1s closed, a “close” button 1004 is pressed.

In step S706, when the device search result display
request 1s not detected (NO 1n step S706), 1n step S708, the
monitoring control unit 405 determines whether a monitor-
ing device list display request 1s detected. The monitoring
device list display request 1s generated by an operation on
the keyboard 206, an operation (menu selection) to the Ul of
the present device management program, and the like. When
the monitoring device list display request i1s detected as a
result of the determination (YES 1n step S708), the moni-
toring control unit 405 performs third display processing.
For example, 1 step S709, the monitoring control unit 405
displays a monitoring device list screen using the UI unit
408. Then, the processing returns to the above-described
step S702.

On the monitoring device list screen, a list of the network
devices stored in the database 104 1s displayed. When the
number of the network devices i1s large, the list of the
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network devices can be displayed on a plurality of pages.
The database 104 stores both of the network device moni-
tored in the first connection mode and the network device
monitored 1n the second connection mode. Therefore, the list
ol both of the network devices in the first connection mode
and 1n the second connection mode can be displayed to a
user without accessing to the central management apparatus
111.

In step S708, when the monitoring device list display
request 1s not detected (NO 1n step S708), 1n step S710, the
monitoring control unit 405 determines whether a device
detail screen display request 1s detected. The device detail
screen display request 1s generated by an operation on the
keyboard 206, an operation (menu selection) to the UI of the
present device management program, and the like. When the
device detail screen display request 1s detected as a result of
the determination (YES 1n step S710), in step S711, the
monitoring control unit 405 displays a device detailed
information screen using the Ul unit 408. In this regard, a
particular network device 1s specified from the monitoring
device list screen displayed in step S709, and the device
detailed information screen may be displayed for the speci-
fied network device.

FIG. 11 illustrates an example of a device detailed infor-
mation screen 1100.

On the device detailed information screen 1100, informa-
tion obtained from the network device 1s displayed as
information used for uniquely determining the relevant
network device to be registered in the central management
apparatus 111. In FIG. 11, an example 1s illustrated 1n which
the serial No., the product name, the IPv4 address, the MAC
address, and the device state of the network device are
displayed as the relevant information pieces. In addition to
these information pieces, the registration state as the moni-
toring target, the monitoring form, and a communication
state with the central management apparatus are displayed in
FIG. 11. When the screen 1s initialized, the device detailed
information screen 1100 i1s constituted using the device
information pieces stored 1n the database 104. In step S712,
the information pieces are updated when an “information
update” button 1101 1s pressed. When the screen 1s initial-
1zed, information pieces displayed on the device detailed
information screen 1100 may be obtained from the network
device and the central management apparatus 111.

The monitoring control unit 405 displays the registration
state 1 the device detailed information screen 1100 as
“registered” when the device registration processing in step
S713 with respect to the network device 1s all normally
completed. When the device registration processing 1n step
S722, which 1s described below, to the network device 1s not
completed due to disconnection of power supply to the
network device and the like, the registration state in the
device detailed information screen 1100 1s displayed as
“during registration”. Further, when the device registration
processing 1n step S722 described below 1s ended by an
error, the registration state 1n the device detailed information
screen 1100 1s displayed as “*** error”. “***” represents
characters specifying a content of the error. Accordingly, the
content of the error can be understood.

The monitoring control unit 405 displays either of the first
connection mode or the second connection mode as the
monitoring mode of the device detailed information screen
1100. As described above, the first connection mode 1s a first
mode that the network device of which the monitoring
function 1s enabled directly communicates with the central
management apparatus 111. The second connection mode 1s
a second mode that the monitoring apparatus 101 commu-
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nicates with the central management apparatus 111 on behalf
of the network device monitored by the monitoring appa-
ratus 101.

In the example i1llustrated in FIG. 11, contents of the latest
three commumcations with the central management appa-
ratus 111 are displayed as the communication states with the
central management apparatus. However, the number of
displays can be changed. In the example illustrated 1n FIG.
11, the contents of only two communications are displayed
since a state immediately after the start of monitoring 1s
assumed.

After displaying the device detailed information screen
1100 1n step S711, 1n step S712, the monitoring control unit
405 determines whether the “information update” button
1101 1s pressed. When the “information update™ button 1101
1s pressed (YES 1n step S712), 1n step S713, the monitoring
control unit 405 obtains information necessary to be dis-
played on the device detailed information screen 1100 as
update information. In the mmformation pieces displayed on
the device detailed information screen 1100, the information
necessary to be obtammed from the network device 1s
obtained from the network device, and the information
necessary to be obtained from the central management
apparatus 111 1s obtained from the central management
apparatus 111. Further, the information necessary to be
obtained from the database 104 1s obtained from the data-
base 104 via the database access unit 404.

In the example illustrated 1n FIG. 11, the information
pieces obtained from the network device are the senal No.,
the product name, and the MAC address. These information
pieces can be obtained by the processing 1n step S7035. The
information pieces obtained from the database 104 are the
IPv4 address, the registration state, and the monitoring
mode. These information pieces can be obtamned by the
processing 1n step S722 described below. Only when the
monitoring mode of the network device 1s the first connec-
tion mode, the information indicating that fact 1s obtained
from the central management apparatus 111. When the
monitoring mode of the network device 1s the second
connection mode, the monitoring apparatus 101 1tself trans-
mits the monitoring information of the network device, and
thus the information indicating that fact 1s obtained from the
database 104. The communication state with the central
management apparatus 1s obtained from a result of commu-
nication between the monitoring apparatus 101 and the
central management apparatus 111 or communication
between the network device and the central management
apparatus 111 (for example, steps S1305, S1313, S1315, and
S1319 1n FIG. 13 described below).

In step S714, the monitoring control unit 405 updates the
device detailed information screen 1100 with the update
information pieces obtained in step S713. In the case that
these information pieces cannot be obtained when the
“information update” button 1101 1s pressed, a column for
displaying the relevant information in the device detailed
information screen 1100 may be displayed, for example, 1n
blank, 1n a state of when the screen 1s 1nitialized, or 1n a state
before the update. Then, the processing returns to the
above-described step S702.

In step S712, when the “information update” button 1101
1s not pressed (NO 1n step S712), 1 step S715, the moni-
toring control unit 405 determines whether a “close” button
1102 1s pressed. When the “close” button 1102 1s pressed as
a result of the determination (YES 1n step S715), in step
S716, the monitoring control unit 405 closes the device
detalled information screen 1100. Then, the processing
returns to the above-described step S702. On the other hand,
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when the “close” button 1102 1s not pressed (NO 1n step
S715), the monitoring control unit 405 waits until the
“information update” button 1101 or the “close” button 1102
1s pressed.

In step S710, when the device detail screen display
request 1s not detected (NO 1n step S710), 1n step S717, the
monitoring control unit 405 determines whether a device
registration request 1s detected. The device registration
request 1s a request to register the network device in the
central management apparatus 111. The device registration
request 1s generated by an operation on the keyboard 206, an
operation (menu selection) to the Ul of the present device
management program, and the like.

When the device registration request 1s detected (YES in
step S717), 1n step S718, the monitoring control unit 405
displays a registration device designation screen using the
UI unit 408. The registration device designation screen 1s a
screen for specitying the network device to be registered 1n
the central management apparatus 111 and the information
of the relevant network device. The registration device
designation screen 1s a screen on which the IP address, the
host name, and the like that the monitoring apparatus 101
can reach can be specified. When a plurality of communi-
cation protocols 1s supported as the communication proto-
cols used for the search of the network device, the registra-
tion device designation screen may be constituted to be able
to specily the communication protocol used for the search of
the network device from among the plurality of communi-
cation protocols. Further, the registration device designation
screen may be constituted to be able to select a network
device registered in the central management apparatus 111
from among the list of the network devices searched 1n step
S705. The registration device designation screen can be
realized by a configuration, for example, similar to that of
the device search result screen illustrated 1n FIG. 10. How-
ever, 1n the registration device designation screen, the imnfor-
mation of the search execution date and time illustrated in
FIG. 10 1s not necessary.

Next, i step S719, the monitoring control unit 405
determines whether a specification of the network device 1s
completed on the registration device designation screen. For
example, when the “registration” button 1s pressed on the
registration device designation screen, the monitoring con-
trol unit 405 determines that the specification of the network
device 1s completed on the registration device designation
screen.

As with the device search request, the device registration
request can be executed by an instruction from the central
management apparatus 111 and the like. In this case, the
network device to be registered in the central management
apparatus 111 1s instructed by the central management
apparatus 111, and the device registration processing (in step
S722) described below 1s executed without displaying the
registration device designation screen.

The processing 1s waited until the specification of the
network device 1s completed on the registration device
designation screen. When the specification of the network
device 1s completed on the registration device designation
screen (YES 1n step S719), the monitoring control umt 405
performs first display processing and second display pro-
cessing. For example, 1n step S720, the momitoring control
unit 405 displays a registration confirmation screen using the
UI unit 408. FIG. 12 1llustrates an example of a registration
confirmation screen 1200. On the registration confirmation
screen 1200, the registration information of the network
device to be registered in the central management apparatus
111 1s displayed in a central management apparatus regis-
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tration information column 1201. When 1nput 1s performed
on the device registration detailed setting screen 800 1llus-
trated 1n FIG. 8, the input content (the default value of the
information of the network device registered in the central
management apparatus 111) 1s displayed on the central
management apparatus registration information column
1201. When mput 1s not performed on the device registration
detailed setting screen 800 illustrated in FIG. 8, each mput
column in the central management apparatus registration
information column 1201 1s, for example, left blank.

When an “obtain information™ button 1203 1s pressed, the
monitoring control unit 405 obtains mnformation registered
in the central management apparatus 111 1n association with
the monitoring apparatus 101 from the central management
apparatus 111 and changes the contents 1n the central man-
agement apparatus registration nformation column 1201
based on the obtained registration information. The process-
ing 1s the same as when the “obtain information” button 802
on the device registration detailed setting screen 800 1is
pressed.

The configuration of the central management apparatus
registration information column 1201 is the same as that of
the device registration detailed setting screen 800. More
specifically, a check box 1202 1s displayed on the central
management apparatus registration information column
1201. When the monitoring mode of the network device (of
which the monitoring function 1s enabled) 1s registered as
the first connection mode, a user checks the check box 1202.
On the other hand, when the monitoring mode of the
network device (of which the monitoring function 1s
enabled) 1s registered as the second connection mode, a user
does not check the check box 1202. As described above, the
first connection mode 1s a mode that the network device of
which the momitoring function 1s enabled directly commu-
nicates with the central management apparatus 111. The
second connection mode 1s the second mode that the moni-
toring apparatus 101 communicates with the central man-
agement apparatus 111 on behalf of the network device
monitored by the monitoring apparatus 101.

In the registration of the network device, the information
which cannot be obtained from the information transmitted
from the network device and 1s necessary for registration 1s
complemented as illustrated 1n FIG. 12. In the example
illustrated 1 FIG. 12, the registration information which
may differ 1in each registration of the network device can be
set. In the example 1llustrated 1n FIG. 12, the client 1D, the
client name, the contract No., the administrator name, and
the 1nventory storage location name can be set as the
registration information. The above-described contents are
the same as those 1n the device registration detailed setting
screen 800 1llustrated 1n FIG. 8.

In a registration device column 1204, information of the
network device searched by the processing 1n step S705 1s
displayed. When the registration information of each net-
work device 1s changed, a user checks a check box of a
selection column 1205 of the network device to be changed
and presses a “‘change registration mnformation’ button 1206.
Accordingly, the monitoring control unit 405 displays a
device registration detailed setting screen regarding the
selected network device using the Ul unit 408. The device
registration detailed setting screen may be constituted simi-
larly to the device registration detailed setting screen 800
illustrated i FIG. 8.

When the central management apparatus registration
information column 1201 1n FIG. 12 1s directly edited, of the
network device information pieces displayed on the regis-
tration device column 1204 can be changed.
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When registration of a part of the network devices i the
central management apparatus 111 1s cancelled, a user
checks the check box of the selection column 1205 and

presses a “delete device” button 1206. By this processing,
the network device checked 1n the check box of the selection
column 12035 1s excluded from the registration target.

In step S721, the monitoring control unit 4035 determines
whether execution of the registration of the network device
in the central management apparatus 111 1s instructed on the
registration confirmation screen 1200. More specifically,
when a “registration” button 1208 1s pressed, the monitoring,
control unit 405 determines that execution of the registration

of the network device in the central management apparatus
111 1s instructed (YES 1n step S721). On the other hand,

when a “cancel” button 1209 1s pressed, the monitoring
control unit 405 determines that execution of the registration
of the network device in the central management apparatus

111 1s cancelled (NO 1n step S721). When execution of the

registration of the network device 1n the central management
apparatus 111 1s cancelled, the processing returns to the
above-described step S702.

On the other hand, when execution of the registration of
the network device 1n the central management apparatus 111
1s 1nstructed (YES 1n step S721), in step S722, the device
registration processing 1s executed, and then the processing,
returns to the above-described step S702. The device reg-
1stration processing 1s described in detail below with refer-
ence to FIG. 13.

In step S717, when the device registration request 1s not
detected (NO 1n step S717), 1n step S723, the monitoring
control unit 405 performs other processing, and then the
processing returns to the above-described step S702. The
other processing includes processing for closing the screen
displayed by the processing in steps S703, S707, S719, and
S729. As described above, display of the device registration
detailed setting screen 800 illustrated in FIG. 8 and the
processing based on the operations performed on the device
registration detailed setting screen 800 are included 1n the
other processing.

FIG. 13 1s a flowchart 1llustrating an example of details of
the device registration processing of the monitoring appa-
ratus 101. Processing 1n the flowchart in FIG. 13 1s that in
step S722 1n FIG. 7.

First, the monitoring control unit 405 performs first
obtainment processing. For example, i step S1301, the
monitoring control unit 405 obtains the capability informa-
tion of the network device instructed to be registered in the
central management apparatus 111 from the relevant net-
work device. An available communication protocol such as
a Simple Network Management Protocol (SNMP) and Web
Service 1s diflerent according to the network device. Thus,
when the capability information of the network device 1s
obtained from the relevant network device, the monitoring
control unit 405 also confirms whether to have an 1nterface
communicable with the relevant network device.

According to the present exemplary embodiment, the
device information obtainment unit 407 obtains information
indicating whether the relevant network device can be
monitored in the first connection mode as the capability
information of the network device. Further, the device
information obtainment unit 407 obtains basic device infor-
mation of the network device not subjected to the device
search processing in step S705 as the capability information
of the relevant network device. The relevant device infor-
mation includes, for example, the MAC address and the
model information.
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Next, the device information obtainment unit 407 per-
forms second obtainment processing. For example, in step
S1302, the device information obtainment unit 407 obtains
the device information of the network device as the regis-
tration target from the central management apparatus 111.
For example, the device information obtainment unit 407
makes a request to the central management apparatus 111 for
obtaining the device information of the network device
already registered in the central management apparatus 111
using the serial No. and the like for identifying the network
device as a key.

Next, the momnitoring control unmit 405 performs {first
determination processing. For example, 1n step S1303, the
monitoring control umit 405 determines whether the network
device as the registration target 1s already registered in the
central management apparatus 111 from the device infor-
mation obtained 1n step S1302. The determination can be
performed by, for example, whether the device information
of the network device as the registration target can be
obtained from the central management apparatus 111. As a
result of the determination, when the network device as the
registration target 1s already registered 1n the central man-
agement apparatus 111 (YES 1n step S1303), 1n step S1304,
the monitoring control unit 405 determines whether the
registration information of the network device registered in
the central management apparatus 111 1s insuflicient. An
item ol the registration information assumed to be msudl-
cient includes, for example, an arbitrary setting item not
required to be set when registered 1n the central management
apparatus 111. More specifically, information pieces such as
the MAC address and detail device information which
requires time and eflort of a registrant in manual input
correspond to the items of the registration information
assumed to be insuilicient.

When the registration information of the network device
registered 1n the central management apparatus 111 1s mnsui-
ficient (YES 1n step S1304), the monitoring control unit 405
performs {first instruction processing. For example, 1n step
S1305, the monitoring control unit 405 1nstructs the central
management apparatus 111 to update the registration infor-
mation of the network device registered in the central
management apparatus 111. The central management appa-
ratus 111 updates the registration information of the network
device based on the capability information of the network
device obtained 1n step S1301 and the basic device infor-
mation of the network device obtained 1n step S705.

In step S1303, when the network device as the registration
target 1s not registered 1n the central management apparatus
111 (NO 1n step S1303), the monitoring control unit 405
performs determination processing. For example, i step
S1306, the momitoring control unit 405 determines the first
connection mode and the second connection mode as the
monitoring mode of the relevant network device. For the
determination, for example, the monitoring control unit 405
confirms whether the relevant network device 1s the network
device of which the monitoring function 1s enabled based on
the capability information of the network device obtained in
step S1301. When the relevant network device i1s not the
network device of which the monitoring function 1s enabled,
the monitoring control unit 405 sets the monitoring mode of
the relevant network device to the second connection mode.

On the other hand, when the relevant network device 1s
the network device of which the monitoring function 1s
enabled, the monitoring control unit 4035 sets either of the
first connection mode or the second connection mode
according to the monitoring mode of the relevant network
device set by a user. According to the present exemplary
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embodiment, when “The device 1s preferentially registered
in the first connection mode” 1s checked on the registration
confirmation screen 1200 illustrated in FIG. 12, the moni-
toring mode of the network device of which the monitoring
function 1s enabled 1s determined as the first connection
mode. On the other hand, when the check box 1202 1s not
checked, the monitoring mode of the network device is
determined as the second connection mode even 1n the case
of the network device of which the monitoring function 1s
enabled.

In step S1306, when the monitoring mode of the network
device as the registration target 1s determined, the processing
proceeds to the above-described step S1303, and the moni-
toring control unit 405 performs the {first instruction pro-
cessing. For example, 1 step S1305, the monitoring control
unit 405 1nstructs the central management apparatus 111 to
register registration mformation of an unregistered network
device. The central management apparatus 111 registers the
registration information of the network device based on the
capability information of the network device obtained 1n
step S1301, the mput to the check box 1202, and the basic
device information of the network device obtained in step
S705.

When the processing i step S1305 1s completed as
described above, the momitoring control unit 405 performs
third determination processing. For example, in step S1307,
the monitoring control unit 405 determines whether to
register the network device as the registration target in the
first connection mode. Regarding the network device
already registered 1n the central management apparatus 111,
the determination 1s performed by assuming that the moni-
toring mode 1s the one when registered. On the other hand,
regarding the network device not yet registered 1n the central
management apparatus 111, the determination 1s performed
according to the determination in step S1306.

As a result of the determination, when the network device
as the registration target is registered in the first connection
mode (YES 1n step S1307), 1n step S1308, the monitoring,
control unit 405 obtains the momitoring information already
transmitted by the network device as the registration target
from the central management apparatus 111. In step S1309,
the monitoring control unit 405 determines whether the
monitoring information of the network device as the regis-
tration target 1s not yet transmitted or invalid. For example,
when there 1s no monitoring information already transmitted
by the network device as the registration target, it can be
determined that the monitoring information of the network
device as the registration target 1s not yet transmitted.
Further, for example, when a date of the obtained monitoring
information 1s older than a predetermined period, or a
communication result 1s abnormal, 1t can be determined that
the monitoring information 1s mnvalid data. A criterion
thereol may be variably set 1n a setting file and the like.

When the monitoring information of the network device
as the registration target 1s not yet transmitted or invalid
(YES 1n step S1309), the monitoring control umt 405
performs second determination processing. In other words,
in step S1310, the monmitoring control unit 405 determines
whether the relevant network device requires an 1nitial
setting to start communication with the central management
apparatus 111. The determination i1s performed based on the
capability information of the relevant network device
obtained 1 step S1301. As a result of the determination,
when the network device as the registration target requires
the 1mtial setting (YES 1n step S1310), the monitoring
control unit 405 performs third instruction processing. For
example, 1n step S1311, the monitoring control unit 4035
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instructs the relevant network device to perform the mitial
setting. Then, the processing proceeds to step S1312. The
initial setting includes, for example, the network setting of
the proxy server 106 and the like. The 1nitial setting may be
performed by an 1nstruction from the monitoring apparatus
101 or based on an operation instruction from the central
management apparatus 111. On the other hand, when the
relevant network device does not require the 1nitial setting
(NO 1n step S1310), the processing proceeds to step S1312
by skipping step S1311.

Next, the monitoring control umt 4035 performs second
instruction processing. For example, 1 step S1312, the
monitoring control unit 405 1nstructs the network device as
the registration target to start communication with the cen-
tral management apparatus 111. With this mstruction as a
trigger, the network device as the registration target starts
communication with the central management apparatus 111.
More specifically, the network device as the registration
target performs a communication test with the central man-
agement apparatus 111, obtainment of the communication
schedule from the central management apparatus 111, and
the like. After a time length suflicient to perform such
processing has elapsed, 1n step S1313, the monitoring con-
trol unit 405 obtains a communication test result from the
central management apparatus 111 or the network device as
the registration target. Whether to obtain the communication
test result from the central management apparatus 111 or the
network device as the registration target 1s determined based
on the capability information of the relevant network device
obtained 1n step S1301. When the communication test result
of the network device as the registration target can be
obtained from the relevant network device, the communi-

cation result 1s obtained from the relevant network device,
and otherwise, the communication test result of the relevant
network device 1s obtained from the central management
apparatus 111. From the communication test result obtained
in step S1313, 1t can be determined whether the central
management apparatus 111 and the network device can
normally communicate with each other.

Then, the monitoring control unit 405 performs update
processing. In other words, 1n step S1314, the monitoring
control unit 405 updates the device information, the regis-
tration state, and the communication information of the
network device as the registration target in the database 104
based on the communication test result obtained in step
S1313. The device detailed information screen 1100 i FIG.
11 1s an example of the device detailed information screen
immediately after when the communication test 1s success-
tul. Accordingly, the processing in the flowchart 1n FIG. 13
1s terminated, and the processing returns to the flowchart 1n
FIG. 7.

When the monitoring information of the network device
as the registration target 1s transmitted or valid (NO 1n step
S1309), 1t can be determined that the relevant network
device has already started monitoring based on the enabled
monitoring function of itself. Thus, i step S1315, the
monitoring control unit 405 performs the communication
test with the relevant network device. Whether the moni-
toring apparatus 101 and the network device can normally
communicate with each other can be determined by the
result of the communication test performed 1n step S13135. In
step S1316, the monitoring control unit 405 updates the
device information, the registration state, and the commu-
nication imformation of the relevant network device in the
database 104 based on the result of the communication test
performed 1n step S1315. Accordingly, the processing 1n the
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flowchart 1n FIG. 13 1s termunated, and the processing
returns to the flowchart in FIG. 7.

In step S1307, when the network device as the registration
target 1s not registered in the first connection mode (NO 1n
step S1307), the relevant network device becomes the moni-
toring target of the monitoring apparatus 101 1tself. In step
S1317, the monitoring control unit 405 determines whether
the relevant network device requires the 1nitial setting. The
determination 1s performed based on the capability infor-
mation of the relevant network device obtaimned in step
S1301.

As a result of the determination, when the network device
as the registration target requires the 1nitial setting (YES 1n
step S1317), 1n step S1318, the monitoring control unit 405
performs the 1nitial setting of the relevant network device.
More specifically, for example, when the network device 1s
determined to be monitored in the second connection mode
even the network device has the monitoring function, the
relevant network device may already transmait the monitor-
ing data to the central management apparatus in the first
connection mode in some cases. In such a case, 1 step
S1318, the monitoring control umt 405 performs fourth
instruction processing in order to avoid redundant monitor-
ing. For example, the momitoring control unit 405 instructs
the relevant network device to stop monitoring in the first
connection mode. Then, the processing proceeds to step
S1319. On the other hand, when the relevant network device
does not require the 1nitial setting (NO 1n step S1317), the
processing proceeds to step S1319 by skipping step S1318.

Then, the monitoring control umt 405 performs commu-
nication processing. In other words, 1 step S1319, the
monitoring control unit 405 performs the communication
test with the relevant network device. Whether the moni-
toring apparatus 101 and the network device can normally
communicate with each other can be determined by the
result of the communication test performed 1n step S1319.
Next, the momtoring control unit 405 performs the update
processing. In other words, 1 step S1320, the monitoring,
control umt 4035 updates the device mmformation and the
registration state of the relevant network device in the
database 104 based on the result of the communication test
performed 1n step S1319. Accordingly, the processing in the
flowchart 1n FIG. 13 1s termuinated, and the processing
returns to the flowchart in FIG. 7.

As described above, according to the present exemplary
embodiment, the monitoring mode of the network device
which 1s not registered 1n the central management apparatus
111 1s determined based on the capability information
thereol, and the relevant network device 1s registered 1n the
central management apparatus 111. When the monitoring
information 1s not yet transmitted from the network device
of which the momnitoring function 1s enabled to the central
management apparatus 111 or invalid, the central manage-
ment apparatus 111 1s requested to start communication with
the relevant network device. Further, the registration state,
the communication information, and the device information
of the relevant network device managed by the monitoring
apparatus 101 are updated based on the communication
result. Therefore, when the network device 1s registered at a
start of operations 1 a client environment 1 which the
network device of which the monitoring function 1s enabled
and the network device monitored by the monitoring appa-
ratus are mixed, a user can suppress to confirm capability of
cach network device. In addition, registration in the central
management apparatus 111 i1s automatically performed, and
thus an error or omission in the registration 1n the central
management apparatus 111 can be suppressed.
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Further, according to the present exemplary embodiment,
when the network device having the monitoring function 1s
monitored 1n the second connection mode, the relevant
network device 1s instructed to stop monitoring 1n the first
connection mode. Therefore, the network device having the
monitoring function can be suppressed from being redun-
dantly monitored in the first connection mode and the
second connection mode, and the monitoring can be appro-
priately performed.

Further, according to the present exemplary embodiment,
the monitoring apparatus 101 instructs the initial setting of
the network device which requires the initial setting (the
initialization processing) to start communication with the
central management apparatus 111. Therefore, there 1s no
need to perform the initial setting on each of the network
devices, and time and eflort on operations can be reduced.

As described above, according to the present exemplary
embodiment, the mnitial installation (including the 1nitial
setting) of the network device can be efliciently performed
at the start of operations 1n the client environment 1n which
the network device of which the monitoring function 1s
enabled and the network device monitored by the monitor-
ing apparatus are mixed.

Next, a second exemplary embodiment 1s described
according to one or more aspects of the present disclosure.
According to the first exemplary embodiment, an environ-
ment 1s assumed 1n which the network device of which the
monitoring function i1s enabled and the network device
monitored by the monitoring apparatus are mixed. The
present exemplary embodiment enables monitoring 1n either
of the first connection mode or the second connection mode
by a registration mstruction to the monitoring apparatus 101
in such an environment. Accordingly, the network device of
which the monitoring function 1s enabled can perform
monitoring in the first connection mode. In addition, the
central management apparatus 111 can confirm a monitoring
state (the communication state) of the network device of
which the monitoring function 1s enabled (see FIG. 11).

However, the first exemplary embodiment can display the
monitoring state (the communication state) of the network
device of which the monitoring function 1s enabled. Thus,
according to the present exemplary embodiment, the moni-
toring state of the network device of which the monitoring
function 1s enabled in the central management apparatus 111
1s regularly monitored so as to be able to respond to an
abnormality 1n the monitoring state. As described above,
according to the present exemplary embodiment, the moni-
toring apparatus 101 regularly obtains the monitoring state
(the communication state) of the network device of which
the monitoring function 1s enabled and performs processing
corresponding to the obtained monitoring state (the com-
munication state) i addition to the first exemplary embodi-
ment. Therefore, 1n the description of the present exemplary
embodiment, portions same as those in the first exemplary
embodiment are denoted by the same reference numerals
used i FIGS. 1 to 13, and the detailed descriptions thereof
are omitted.

First, the monitoring control unit 405 obtains the com-
munication information of the network device of which the
monitoring function 1s enabled from the central management
apparatus 111. In this regard, the momitoring control unit 405
determines whether the monitoring information 1s normally
transmitted or not every time the commumnication informa-
tion 1s obtained. For example, the monitoring control unit
4035 determines whether the monitoring information 1s nor-
mally transmitted based on regular charging data and the
transmission data of the log information. As a result of the




US 9,992,373 B2

23

determination, when the monitoring information i1s not nor-
mally transmitted, the monitoring control unit 403 regularly

performs the communication test with the relevant network
device. When the communication test i1s successiul, the
monitoring control unit 405 obtains information not yet
obtained from the relevant network device. Further, the
monitoring control unit 405 performs at least either one of
processing for storing the obtained information in the data-
base 104 and recording an operation log or processing for
transmitting the information to the central management
apparatus 111 by proxy. When the monitoring information 1s
not normally transmitted from the relevant network device,
in other words, the monitoring state of the relevant network
device 1s abnormal, the monitoring control unit 4035 displays
information indicating the abnormality using the UI unit
408. Thus, a registered administrator can be notified of the
abnormality 1n the monitoring state of the network device of
which the monitoring function i1s enabled and respond
quickly thereto. For example, the monitoring control unit
405 registers an email address of the administrator therein 1n
advance and transmits a notification to the email address of
the abnormality in the monitoring state of the network
device of which the monitoring function 1s enabled. The
abnormality 1n the monitoring state of the network device
includes, for example, that communication 1s not normally
performed 1n the relevant network device, and charging 1s
not normally performed 1n the relevant network device.

When the monitoring apparatus 101 has a function of the
proxy server 106, reception of information from the network
device of which the monitoring function 1s enabled 1s passed
through the central management apparatus 111, so that the
monitoring apparatus 101 can grasp presence or absence of
communication. In this case, the number of monitoring
times of the communication state of the network device with
the central management apparatus 111 can be reduced.

The monitoring apparatus 101 1s configured as described
above, and accordingly a response to an abnormality in the
network device of which the monitoring function 1s enabled
can be quickly performed, and an effect of reducing omis-
sion ol monitoring of the relevant network device can be
obtained 1n addition to the eflect according to the first
exemplary embodiment.

The exemplary embodiments described above are merely
examples for implementing the present disclosure, so that
the examples should not be construed restrictively limiting,
the technical scope of the present disclosure. In other words,
the present disclosure can be implemented 1n the various
torms without departing from the technical 1dea and/or the
main features thereof.

Other Embodiments

Embodiment(s) of the present disclosure can also be
realized by a computer of a system or apparatus that reads
out and executes computer executable 1nstructions (e.g., one
or more programs) recorded on a storage medium (which
may also be referred to more fully as a ‘non-transitory
computer-readable storage medium’) to perform the func-
tions of one or more of the above-described embodiment(s)
and/or that includes one or more circuits (e.g., application
specific mtegrated circuit (ASIC)) for performing the func-
tions of one or more of the above-described embodiment(s),
and by a method performed by the computer of the system
or apparatus by, for example, reading out and executing the
computer executable instructions from the storage medium
to perform the functions of one or more of the above-
described embodiment(s) and/or controlling the one or more
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circuits to perform the functions of one or more of the
above-described embodiment(s). The computer may com-
prise one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors to read
out and execute the computer executable instructions. The
computer executable instructions may be provided to the
computer, for example, from a network or the storage
medium. The storage medium may include, for example, one
or more of a hard disk, a random-access memory (RAM), a
read only memory (ROM), a storage of distributed comput-
ing systems, an optical disk (such as a compact disc (CD),
digital versatile disc (DVD), or Blu-ray Disc (BD)™), a
flash memory device, a memory card, and the like.

While the present disclosure has been described with
reference to exemplary embodiments, the scope of the
following claims are to be accorded the broadest interpre-

tation so as to encompass all such modifications and equiva-
lent structures and functions.

This application claims the benefit of Japanese Patent
Application No. 2016-044596, filed Mar. 8, 2016, which 1s
hereby incorporated by reference herein 1n 1ts entirety.

What 1s claimed 1s:

1. An mformation processing apparatus communicable
with a management apparatus managing a network device,
the information processing apparatus comprising:

a memory storing instructions; and

a processor which can execute the istructions causing the

information processing apparatus to:

obtain device information of a network device which 1s

registered 1n the management apparatus;
obtain capability information of a network device com-
municably connected to the information processing
apparatus, wherein the capability information includes
information indicating whether or not an internal moni-
toring function in the network device i1s enabled;

determine whether a network device as a registration
target 1s registered in the management apparatus based
on the device imformation of the network device which
1s registered in the management apparatus;
determine, as a monitoring mode for monitoring a net-
work device which 1s not registered 1n the management
apparatus, either of a first mode for transmitting opera-
tion information from a network device to the manage-
ment apparatus without passing through the informa-
tion processing apparatus and a second mode for
transmitting operation nformation from a network
device to the management apparatus via the iforma-
tion processing apparatus based on the obtained capa-
bility information of the network device;
instruct mformation of a network device which i1s not
registered 1n the management apparatus to be registered
in the management apparatus as a network device
monitored in the determined monitoring mode;

manage information of a network device monitored in the
first mode;

in a case that operation information of the network device

monitored 1n the first mode 1s not transmitted from the
network device to the management apparatus, or mnfor-
mation valid as the operation information of the net-
work device monitored 1n the first mode 1s not trans-
mitted to the management apparatus, request the
management apparatus to start communication between
the management apparatus and the network device
monitored 1n the first mode; and
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update information of the network device managed by the

information processing apparatus based on a result of

the requested communication.
2. The mmformation processing apparatus according to
claim 1, wherein the instructions further cause the informa-
tion processing apparatus to:
determine whether an initial setting 1s necessary to be
performed on the network device monitored in the first
mode for commumcating with the management appa-
ratus based on a capability of the network device;

instruct execution of the mitial setting of the network
device determined that the 1mitial setting 1s necessary to
be performed; and

wherein the network device determined that the initial

setting 1s necessary 1s instructed to start communication
with the management apparatus after executing the
initial setting.
3. The mnformation processing apparatus according to
claim 1, wherein the instructions further cause the informa-
tion processing apparatus to:
start communication of the information processing appa-
ratus and a network device determined to be monitored
in the second mode as the monitoring mode; and

update, based on a result of the communication of the
network device determined to be monitored in the
second mode, mnformation managed regarding the net-
work device.
4. The information processing apparatus according to
claim 1, wherein the instructions further cause the informa-
tion processing apparatus to:
display a screen for specitying either of the first mode and
the second mode as the monitoring mode for the
network device as the registration target; and

wherein, 1n a case that the monitoring mode for a network
device which can be monitored 1n the first mode 1s
determined, a mode specified using the screen 1s pri-
oritized than a mode determined by the obtained capa-
bility information of the network device.

5. The mnformation processing apparatus according to
claim 1, wherein the instructions further cause the informa-
tion processing apparatus to:

display information indicating a result of communication

ol the network device monitored 1n the first mode and
the management apparatus in response to a request to
start communication of the relevant network device and
the management apparatus.

6. The mformation processing apparatus according to
claim 1, wherein the 1nstructions further cause the informa-
tion processing apparatus to:

display a list of network devices monitored in the first

mode and network devices monitored in the second
mode.
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7. The information processing apparatus according to
claim 1, wherein the instructions further cause the informa-

tion processing apparatus to:

instruct a network device which 1s a network device
monitored in the second mode and can transmit, by
using the internal monitoring function, operation nfor-
mation to the management apparatus without passing
through the information processing apparatus to stop
monitoring in the first mode.

8. A method executed 1n a system including a manage-
ment apparatus managing a network device and an infor-
mation processing apparatus, the method comprising:

obtaining device information of a network device ‘which
1s registered 1n the management apparatus;

obtaining capability information of a network device
communicably connected to the information processing
apparatus, wherein the capability information includes
information indicating whether or not an internal moni-
toring function in the network device i1s enabled;

determining whether a network device sis a registration
target 1s registered 1n the management apparatus based
on the device imnformation of the network device which
1s registered in the management apparatus;

determining, as a monitoring mode for monitoring a
network device which 1s not registered 1n the manage-
ment apparatus, either of a first mode for transmitting
operation mformation from a network device to the
management apparatus without passing through the
information processing apparatus and a second mode
for transmitting operation mnformation from a network
device to the management apparatus via the iforma-
tion processing apparatus based on the obtained capa-
bility information of the relevant network device;

registering, 1n the management apparatus, information of
the network device which i1s not registered in the
management apparatus as a network device monitored
in the determined monitoring mode;

in a case that operation mformation of a network device
monitored in the first mode 1s not transmitted from the
network device to the management apparatus, or infor-
mation valid as the operation information of the net-
work device monitored in the first mode 1s not trans-
mitted to the management apparatus, starting
communication of the network device and the manage-
ment apparatus monitored 1n the first mode; and

updating information of the network device managed by
the information processing apparatus based on a result
of the communication.
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