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(57) ABSTRACT

A filter method for adapting a computing load to a comput-
ing capacity ol a car-to-x communication system, in which
method car-to-x messages are received and/or sent using the
car-to-x communication system and the received car-to-x
messages require processing by the car-to-x communication
system. The filter method decides which of the received
car-to-x messages to process and which of the received
car-to-x messages to discard.
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FILTER METHOD FOR ADAPTING A
COMPUTING LOAD

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s the U.S. National Phase Application of
PCT International Application No. PCIT/EP2014/065175,

filed Jul. 15, 2014, which claims priority to German Patent

Application No. 10 2013 216 962.0, filed Aug. 26, 2013, the
contents of such applications being incorporated by refer-
ence herein.

FIELD OF THE INVENTION

The invention relates to a filter method for adjusting a
computing load.

BACKGROUND OF THE INVENTION

“Vehicle-to-X commumication systems”, which are
designed to transmit both traflic-related data and a range of
service data such as entertainment applications, for instance,
are known 1n the prior art. Vehicle-to-X communication in
such systems 1s based both on data transier amongst vehicles
(vehicle-to-vehicle communication) and on data transfer
between vehicles and infrastructure equipment (vehicle-to-
infrastructure communication).

The high level of reliability and data integrity required of
information transmitted by vehicle-to-X communication
means that such information must additionally be provided
with a complex security signature and/or data encryption.

Analyzing such a security signature or decoding such data
encryption, however, 1s associated with a relatively high
level of computing eflort. Moreover, particular situations
arise, for mstance passing a heavily used town-center junc-
tion at rush hour, 1n which such a large number of vehicle-
to-X messages are received that processing all the received
vehicle-to-X messages likewise 1s only possible by provid-
ing a relatively large amount of computing power.

With traditional surround sensors, the amount of data to
be processed 1s set by the design of the transducer, and the
hardware and soitware for the processing steps can be
adjusted accordingly to this largely constant amount of
incoming data, whereas 1n contrast, 1n a vehicle-to-X com-
munication system, the amount of data depends on a mul-
tiplicity of factors such as the proportion of other vehicles
and infrastructure equipped with the technology, the vehicle
density etc., and ranges from zero messages per second
(travelling along a lonely country road) to the theoretical
physical maximum of potentially several thousand messages
per second (approx. 1000 with regard to a currently envis-
aged channel, ITS-G5 CCH at 6 Mbait/s gross).

Therefore hardware and soitware of a vehicle-to-X com-
munication system must be designed for a reasonable
amount of data. Currently such figures are calculated from
supposedly realistic scenarios, e.g. 400 messages per sec-
ond. The behavior of the system for greater amounts of data
1s undefined, however.

SUMMARY OF THE INVENTION

An aspect of the invention proposes a method that 1s an
improvement on the prior art.

Various preprocessing techniques can be used to eliminate
messages, which techniques select from among all the
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received vehicle-to-X messages the vehicle-to-X messages
to be processed, and eliminate some of the received vehicle-
to-X messages.

It 1s also possible to provide other degrees of refinement
apart from complete processing and/or elimination, for
instance processing without/with checking a signature, han-
dling only 1n a network and/or transport layer, and/or no
handling 1n certain equipment or facilities. This allows a fine
degree of adjustment to, and/or reduction in, the computing
time.

According to a first aspect, the mnvention relates to a filter
method for adjusting a computing load to a computing
capacity of a vehicle-to-X communication system, wherein
the vehicle-to-X communication system 1s used to receive
and/or send vehicle-to-X messages, and wherein the
received vehicle-to-X messages require processing by the
vehicle-to-X communication system, and wherein the filter
method decides which of the received vehicle-to-X mes-
sages are processed and which of the received vehicle-to-X
messages are discarded. This achieves the advantage that the
number of vehicle-to-X messages to be processed can be
limited. The computing load 1s thereby adjusted to the
computing capacity of the vehicle-to-X communication sys-
tem.

According to one embodiment, the filter method filters by
the parameters receive field strength, type of vehicle-to-X
message, data rate, data volume, time length, data encoding,
sender position, packet rate and/or time-to-collision. This
achieves the advantage that the filter method can be 1mple-
mented efliciently.

According to one embodiment, the filter method filters by
the parameters according to the situation. This achieves the
advantage that the vehicle-to-X messages can be filtered
according to internal or external circumstances of the
vehicle and/or of the vehicle-to-X communication system.

According to one embodiment, the filter method takes
into account the following variables 1n order to filter or
adjust the parameters according to the situation:

processor load;

number of receirved data packets;

speed of a receiver vehicle;

geographical data, e.g. from digital maps;

location 1nformation associated with learned amounts of

data at this location; and/or

information from surround sensors, from which the

amount of data to be expected can be deduced.

This achieves the advantage that the situation-dependent
filtering or adjustment can be performed ethciently.

According to one embodiment, the filter method has two
stages. This achieves the advantage that two different
dynamic responses can be used in the filtering.

In this case, the parameters of the filter method can be
adjusted 1n two stages. The filtering itself may be a multi-
stage filtering process.

According to one embodiment, a first stage of the filter
method monitors the variables or parameters over a rela-
tively long time period and statistically analyzes the vari-
ables or parameters over said relatively long time period.
This achieves the advantage that relatively slow changes 1n
the variables or parameters can be detected.

According to one embodiment, a second stage of the filter
method monitors the variables or parameters over a rela-
tively short time period and statistically analyzes the vari-
ables or parameters over said relatively short time period.
This achieves the advantage that relatively fast changes 1n
the variables or parameters can be detected.
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According to one embodiment, the first stage adjusts the
parameters over the long term. This achieves the advantage
that the filtering parameters can be adjusted over a long time
period.

According to one embodiment, the second stage adjusts
the parameters over the short term. This achieves the advan-
tage that the filtering parameters can be adjusted over a short
time period.

According to one embodiment, the second stage of the
filter method adds a second adjustment to a first adjustment
of the first stage, or combines the second adjustment with the
first adjustment, or replaces the first adjustment with the
second adjustment. This achieves the advantage that the
parameters can be adjusted both 1n the long term and in the
short term.

According to one embodiment, the second stage of the
filter method replaces the adjustment of the first stage with
the adjustments of the second stage. The first adjustments
are resumed at the end of the second adjustment. This
method allows a simpler implementation because fewer
interactions between the two adjustment stages are checked.

According to one embodiment, the filter method com-
prises determining a change over time 1 a number of
received vehicle-to-X messages, wherein the second stage of
the filter method adds the second adjustment to the first
adjustment of the first stage or combines the second adjust-
ment with the first adjustment 1f the determined change over
time exceeds a predetermined threshold value. This achieves
the advantage that if the predetermined threshold value 1s
exceeded, the parameters can be adjusted more quickly for
example.

According to one embodiment, the received vehicle-to-X
messages comprise a priority indicator, and the filter method
decides on the basis of the priority indicator, which of the
received vehicle-to-X messages are processed and which of
the received vehicle-to-X messages are discarded. This
achieves the advantage that filtering of the vehicle-to-X
messages can be performed efliciently. The “traflic class™
specified 1 the ETSI I'TS-G5 standard can be used, for
example, as the priority indicator.

According to one embodiment, the filter method limits a
number of vehicle-to-X messages to be processed within a
predetermined time period to a predetermined number. This
achieves the advantage that the computing load can be
adjusted efliciently to the computing capacity of the vehicle-
to-X communication system.

According to a second aspect, the invention relates to a
filter device for adjusting a computing load to a computing
capacity ol a vehicle-to-X commumnication system, wherein
the vehicle-to-X communication system 1s used to receive
and/or send vehicle-to-X messages, and wherein the
received vehicle-to-X messages require processing by the
vehicle-to-X communication system, and wherein the filter
device decides which of the received vehicle-to-X messages
are processed and which of the received vehicle-to-X mes-
sages are discarded. This achieves the advantage that the
number of vehicle-to-X messages to be processed can be
limited. The computing load 1s thereby adjusted to the
computing capacity of the vehicle-to-X communication sys-
tem.

The filter method can be carried out by the filter device.
Other features of the filter device are apparent directly from
the functions of the filter method. The filter device may be
part of the vehicle-to-X communication system and/or may
be mtegrated i the vehicle-to-X communication system.

According to a third aspect, the invention relates to a
computer program containing a program code, wherein the
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computer program 1s designed to execute the filter method
on a computer. This achieves the advantage that the filter
method can be automated and executed repeatedly.

The vehicle-to-X communication system and/or the filter
device can be programmed to run the computer program.

The mvention can be implemented in hardware and/or
soltware.

Early filtering of the data (for example between access
technologies and network & transport, 1.e. between the
message-receiving data layer and the network & transport
layer) can be used to ensure that the amount of data does not
exceed a specified value. Degradation (1.e. the loss of some
vehicle-to-X messages) occurs 1n this case i a defined and
configurable manner because filtering 1s performed on the
basis of specifiable critena.

These criteria are based on properties of a vehicle-to-X
message and/or of a data packet that can be checked using
relatively little computing effort, for example:

recerve field strength;

packet type, content type, content subtype (1.e. the type of

vehicle-to-X message, content type of the vehicle-to-X
message, content subtype of the vehicle-to-X message);
data rate:

data volume;

time length;

data encoding; and/or

sender position relative to a rectangular area about the

actual vehicle.

The remaining vehicle-to-X messages or data packets can
then be filtered further using more complex techniques, for
example:

data packet rate (also known as “imbound rate control™);

and/or

TTC (time-to-collision, 1.e. time until colliding with a

sender of the vehicle-to-X message).

In addition, the filtering can be performed on the basis of
a priority indicator, which can be embedded 1n the vehicle-
to-X messages or data packets. The *“traflic class™ specified
in the ETSI I'TS-G5 standard can be used, for example, as
the priority indicator.

A vehicle-to-X message usually comprises a plurality of
data packets, which may also have different content. The
content of a vehicle-to-X message or of a data packet 1s 1n
this case the data content, 1.e. the information described by
the data. The vehicle-to-X message may be, for example, a
Cooperative Awareness Message (CAM) or a Decentralized
Environmental Notification Message (DENM) as specified
in the ETSI ITS-G5 standard.

The filtering preferably provides a “fallback™ or failsafe
mechanism for the overload situation, which allows contin-
ued operation of the system even in the overload situation.
Furthermore this also makes 1t possible to respond expedi-
ently to deliberate attacks (e.g. “denial of service™) and to
faulty senders (e.g. “babbling 1diot”).

The filtering can preferably be designed here such that
filtering 1s performed using constant parameters in each
case, so for instance vehicle-to-X messages of a certain
packet type are always discarded, or only wvehicle-to-X
messages within a certain distance are forwarded to the
relevant vehicle applications.

More preferably still 1s an adaptive adjustment of the filter
parameters, so that the number of forwarded data packets
remains constant. This can be achieved, for example, by
constantly monitoring how many vehicle-to-X messages or
data packets arrive. As soon as this number approaches the
maximum number of vehicle-to-X messages or data packets
that can be processed, the filter parameters are modified in
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such a way that more and more vehicle-to-X messages or
data packets are discarded. If the number of received
vehicle-to-X messages or data packets falls again, then the
filters are “widened” again. A multiplicity of applicable
algorithms known per se and having various advantages and
disadvantages can be used for this procedure.

In order to be able to process even a sudden rise in
vehicle-to-X messages or data packets, 1t 1s advantageously
provided to perform the parameter adjustment using two
different dynamic responses. A first, slow adjustment
ensures continuous adjustment to the prevailing situation as
an average. A second, fast adjustment (comparable to a
non-return valve) ensures that for very rapid changes 1n the
number of vehicle-to-X messages or data packets, the
parameters are adjusted at a correspondingly rapid rate.
These second adjustments, however, are also withdrawn
again relatively quickly. Methods that manage without a
large amount of computing power (e.g. from the list given
above) are preferably used for the fast adjustment. Most
preferably, the second, fast adjustment 1s triggered by the
change exceeding a threshold value, i order to avoid
over-frenetic adjustments.

The following variables are preferably provided as the
open-loop/closed-loop control vanable or adaption variable
for the dynamic adjustment:

processor load;

number of recerved vehicle-to-X messages or data pack-

etls,

speed (faster changes can be expected at a higher speed

than at a lower speed);

geographical data, e.g. from digital maps (it can be

deduced thereifrom whether or not to expect large
amounts of data in a region);

location mformation associated with learned amounts of

data at this location; and/or

information from surround sensors, from which the

amount ol data to be expected can be deduced, for
instance nformation such as the current maximum
range of a radar or the number of objects 1dentified 1n
the surroundings.

In particular, said variables or parameters are in each case
preferably detected or adjusted per defined umit of time. The
relevant values for these variables or parameters are deter-
mined over a short time period for the second, fast adjust-
ment and over a longer time period for the first, slower
adjustment.

An aspect of the invention hence results 1n the advantage
that the entire “communication stack™ can be designed on
the basis of a largely predictable maximum computing load
yet can still work 1n an orderly manner 1n overload situa-
tions. The filter layer performing the filtering can be
expanded 1nto a preprocessing stage relatively easily using
the techniques known from the prior art, which preprocess-
ing performs a classification and a plausibility check. The
classification, for example, can classity a received vehicle-
to-X message and/or a recerved data packet as critical,
relevant or 1rrelevant for subsequent processing. The plau-
sibility check, for example, can check a received vehicle-

to-X message and/or a received data packet against a plu-
rality of filter parameters for plausibility or consistency.

BRIEF DESCRIPTION OF THE DRAWINGS

Further preferred embodiments are given 1n the dependent
claims and the following description of exemplary embodi-
ments with reference to figures, in which:
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FIG. 1 1s a flow diagram showing an example of a possible
sequence of a filter method; and

FIG. 2 shows an example of a vehicle-to-X communica-
tion system comprising a filter device.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1

FIG. 1 shows by way of example a possible sequence of
a filter method 1n the form of a flow diagram.

In method step 1, 1n time units of 0.5 s, the current actual
status of the processor load or computing load of the
vehicle-to-X communication system 1s determined, the num-
ber of received vehicle-to-X messages 1s determined, the
speed of the recerver vehicle 1s determined, the geographical
data 1s determined from a digital map, location information
in association with a learned number of received vehicle-
to-X messages at this location 1s retrieved from a digital
memory, and/or information from vehicle surround sensors
1s analyzed, which information can be used to deduce the
number of vehicle-to-X messages expected to be recerved at
the current location.

In step 2, a first and comparatively slow adjustment of the
parameters of a message-filter method 1s performed, which
keeps the number of received vehicle-to-X messages to be
processed within a range that on average does not exceed the
available computing capacity. The time period monitored by
the first adaptation and over which averaging i1s performed
in this case equals 2 h. It should be mentioned that this time
pertod may also be considerably longer or shorter, for
istance from 5 min up to 12 h.

According to one embodiment, a mean value of 5 minutes
1s used, which can be adjusted, for instance, down to 1
minute and up to 1 h.

In the subsequent step 3, a threshold value for the receive
field strength 1s adjusted, below which field strength,
received vehicle-to-X messages are discarded without fur-
ther processing.

In step 4, the type of vehicle-to-X messages that are
discarded without further processing 1s redefined. In this
case, when there 1s a high load, increasingly important types
of message are discarded. This step nevertheless ensures that
vehicle-to-X messages i1dentified as relevant are always
processed.

In step 5, the size of a rectangle placed around the receive
vehicle 1s adjusted, which rectangle encloses coordinates,
where vehicle-to-X messages sent from said coordinates are
processed. Vehicle-to-X messages coming from senders
outside the rectangle, on the other hand, are discarded
without further processing.

In method step 6, a second, relatively fast adjustment 1s
performed simultaneously with the first adjustment 1n step 2.
Unlike the first adjustment, the second adjustment monitors
only a time period of 2 s, and based on the values from step
1 monitored 1n this time period performs an adjustment 1n
steps 3, 4 and 3, 1n a similar way to the first adjustment. The
second adjustment 1s thus considerably more rapid than the
first adjustment and adds its presets or adjustments to the
presets or adjustments of the first adjustment. According to
one embodiment, the second adjustment 1s combined with
the first adjustment. According to one embodiment, the first
adjustment or alternatively the second adjustment 1s per-
formed.

FIG. 2 shows by way of example a vehicle-to-X commu-
nication system 11 having a filter device 12. The filter device
12 1s provided for adjusting a computing load to a computing
capacity of the vehicle-to-X communication system 11.
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The vehicle-to-X communication system 11 can be used
to receive and/or send vehicle-to-X messages, wherein the
received vehicle-to-X messages require processing by the
vehicle-to-X commumnication system 11. The filter device 12
decides which of the received vehicle-to-X messages are
processed and which of the received vehicle-to-X messages
are discarded.
The filter device 12 may be part of the vehicle-to-X
communication system 11 and/or may be integrated in the
vehicle-to-X communication system 11.
The mvention relates to a filter method for adjusting a
computing load to a computing capacity of a vehicle-to-X
communication system, wherein the vehicle-to-X commu-
nication system 1s used to receive and/or send vehicle-to-X
messages, wherein the received vehicle-to-X messages
require processing by the vehicle-to-X communication sys-
tem, and wherein the filter method decides which of the
received vehicle-to-X messages are processed and which of
the received vehicle-to-X messages are discarded.
According to one embodiment, the filter method filters by
the parameters receive field strength, type of vehicle-to-X
message, sender position, packet rate and/or time-to-colli-
S101.
According to one embodiment, the filter method filters by
the parameters according to the situation.
According to one embodiment, the filter method takes
into account the following variables 1n order to adjust the
parameters according to the situation:
processor load;
number of recerved data packet;
speed of a receiver vehicle (faster changes can be
expected at a higher speed than at a lower speed);

geographical data, e.g. from digital maps (it can be
deduced thereifrom whether or not to expect large
amounts ol data in a region);

location information associated with learned amounts of

data at this location; and

information from surround sensors, from which the

amount of data to be expected can be deduced, for
instance nformation such as the current maximum
range of a radar or the number of objects 1dentified 1n
the surroundings.

According to one embodiment, the filter method has two
stages.

According to one embodiment, a first stage of the filter
method monitors the parameters over a relatively long time
period and statistically analyzes the parameters over said
relatively long time period.

According to one embodiment, a second stage of the filter
method monitors the parameters over a relatively short time
period and statistically analyzes the parameters over said
relatively short time period.

According to one embodiment, the first stage adjusts the
parameters over the long term.

According to one embodiment, the second stage adjusts
the parameters over the short term.

According to one embodiment, the second stage of the
filter method adds a second adjustment to a first adjustment
of the first stage.

According to one embodiment, a second stage of the filter
method replaces a first adjustment of the first stage with a
second adjustment.

The 1nvention claimed 1s:

1. A filter method for adjusting a computing load to a
computing capacity of a vehicle-to-X communication sys-
tem, the method comprising:
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recetving and/or sending, by the vehicle-to-X communi-

cation system, vehicle-to-X messages, wherein the

received vehicle-to-X messages require processing by
the vehicle-to-X communication system; and

deciding, by the filter method, which of the received
vehicle-to-X messages are processed and which of the
received vehicle-to-X messages are discarded based on
parameters ol the vehicle-to-X communication system,
the filter method having:

a lirst stage adjusting the parameters at a first adjust-
ment rate to produce a first adjustment of the param-
eters, and

a second stage adjusting the parameters at a second
adjustment rate greater than the first adjustment rate
to produce a second adjustment of the parameters,

wherein the filter method filters the messages by: 1)

alternatively using the first adjustment or the second

adjustment, 2) adding the second adjustment to the first
adjustment, or 3) combining the second adjustment
with the first adjustment.

2. The filter method as claimed 1n claim 1, wherein the
filter method filters by the parameters receive field strength,
type of vehicle-to-X message, data rate, data volume, time
length, data encoding, sender position, packet rate and/or
time-to-collision.

3. The filter method as claimed 1n claim 2, wherein the
filter method filters by the parameters according to the
situation.

4. The filter method as claimed in claim 3, wherein the
filter method takes 1nto account the following varnables 1n
order to filter or adjust the parameters according to the
situation:

processor load;

number of receitved data packets;

speed of a recerver vehicle;

geographical data;

location information associated with learned amounts of

data at this location; and/or

information from surround sensors, from which the

amount of data to be expected can be deduced.

5. The filter method as claimed 1n claim 4, wherein the
filter method has two stages.

6. The filter method as claimed 1n claim 5, wherein a first
stage ol the filter method monitors the variables over a
relatively long time period and statistically analyzes same
over said relatively long time period.

7. The filter method as claimed 1n claim 5, wherein a
second stage of the filter method monitors the variables over
a relatively short time period and statistically analyzes same
over said relatively short time period.

8. The filter method as claimed 1n claim 6, wherein the
first stage adjusts the parameters over the long term.

9. The filter method as claimed 1n claim 7, wherein the
second stage adjusts the parameters over the short term.

10. The filter method as claimed i1n claim 5, wherein the
filter method comprises determining a change over time 1n
a number of recerved vehicle-to-X messages, and wherein
the second stage of the filter method adds the second
adjustment to the first adjustment of the first stage or
combines the second adjustment with the first adjustment 1f
the determined change over time exceeds a predetermined
threshold value.

11. The filter method as claimed 1n claim 1, wherein the
received vehicle-to-X messages comprise a priority indica-
tor, and the filter method decides on the basis of the priority
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indicator, which of the recetved vehicle-to-X messages are
processed and which of the received vehicle-to-X messages
are discarded.

12. The filter method as claimed 1n claim 1, wherein the
filter method limits a number of vehicle-to-X messages to be
processed within a predetermined time period to a prede-
termined number.

13. A system including;:

a vehicle-to-X communication system for receiving and/
or sending vehicle-to-X messages, wherein the
received vehicle-to-X messages require processing by
the vehicle-to-X communication system; and

a filter device for adjusting a computing load to a com-
puting capacity of the vehicle-to-X communication
system, wherein the filter device decides which of the
received vehicle-to-X messages are processed and
which of the received vehicle-to-X messages are dis-
carded based on parameters of the vehicle-to-X com-
munication system, the filter device configured to:

10
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10

adjust, 1 a first stage, the parameters at a first adjust-
ment rate to produce a first adjustment of the param-
eters, and

adjust, 1 a second stage, the parameters at a second
adjustment rate greater than the first adjustment rate
to produce a second adjustment of the parameters,

wherein the filter device filters the messages by: 1)

alternatively using the first adjustment or the second

adjustment, 2) adding the second adjustment to the first

adjustment, or 3) combining the second adjustment

with the first adjustment.

14. A non-transitory computer readable medium compris-
ing computer program code which when executed on a
computer implements the filter method as claimed in claim
1.

15. The filter method as claimed in claim 6, wherein a
second stage of the filter method monitors the variables or
parameters over a relatively short time period and statisti-
cally analyzes same over said relatively short time period.
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