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(57) ABSTRACT

A hypersphere-based multivariable public key signature/
verification system includes signature and verification mod-
ules, wherein the signature module comprises a processor,
an atline transformation inversion part I, a trap door part and
an afhine transformation inversion part II. Corresponding
operations are sequentially executed on a message, one or
more groups of solutions are produced after the processing
of the trapdoor part, a group of solutions are randomly
selected, then a signature i1s continuously produced by the
various parts, and finally the signature, together with the
message, 1s transmitted to the processor. The verification

module comprises a processor and a public key transforma-

(Continued)
L] faw e ettt e e e =t e e e e e A e R L R R R,
E 0 bwst Afhae Transtonaatiog
% inversion Uomponen ;
i
|
v o
: - . , ! i
Laneayr Eguastiony b
: ; 3
' - ' - t L]
P Comstraelion Componet 1
: =.
Ty Ay B L SR B L L R LR B R R AT AR et 1} T].::-l:i}iiﬂ .:_.}r-
e et eereee e Component

Lincar BEguarions

N
;

T

: .

; Solation Compoien
| F—

R L L e L R

.
L
I.i.""‘-llh
i P A g P e e == = = = -

\.

L L e L e L il R i B T e i i Rl B e R

}
|
u o A S N Ny Sy T | ..%
‘; Seconed Al Transformation

Inversion Uompone

B R R e R e R TR R L] =



US 9,948,462 B2
Page 2

tion part, wherein the processor transmits a signature to the
public key transformation part to execute an operation, and
then judges whether the obtained data 1s equal to a message
in a memory or not: 1f so, the signature 1s valid, otherwise
the signature 1s invalid.

4 Claims, 1 Drawing Sheet
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HYPERSPHERE-BASED MULTIVARIABLE
PUBLIC KEY SIGNATURE/VERIFICATION
SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

This patent application 1s a 35 USC § 371 U.S. national
stage of International Application No. PCT/CN2014/
0935592, filed on Dec. 30, 2014, which claims priority under

the Paris Convention to the Chinese Patent Applications No.
CN 201410015214.6 filed on Jan. 13, 2014.

FIELD OF THE

DISCLOSURE

The present disclosure relates generally to the field of
information security, and more particularly, to a system and
method for multivariate public key signature/verification
based on hypersphere.

BACKGROUND OF THE DISCLOSURE

In today’s technology-driven society, with the rapid
development and wide-ranging application of the comput-
er’s computing power and the network communication
technology, especially the popularity of the Internet, human
society has already stepped 1nto the information age, and the
development of the information technology 1s changing the
traditional modes of business operation, production and life.
With the advent of the mnformation age, people want rapid
and long-distance trades via digital communication net-
works. In such digital information world, traditional hand-
written signatures and signature stamps have become difli-
cult to work eflectively, so there 1s an urgent need for digital
signature method which provides functionality similar to the
handwritten signature and signature stamp. Especially in
recent years, the digital cryptography has grown greatly.
There may be no internationalization of E-commerce and
safe and reliable operations of the corporate infrastructure
without using this technology. The digital signature can
ensure the accuracy of the identity of the e-mail sender and
the 1dentity of the signer of the contract document as
cllective and authentic 1n the traditional handwritten signa-
tures.

At present, the security of the digital signature technology
relies largely on the intractability of the large integer fac-
torization and discrete logarithm problem, such as RSA or
ECC. However, such traditional digital signature technology
has been under great threat since 1t was proposed that the
method for factoring large integer and the method for
solving discrete logarithm can be implemented 1n a quantum
computer, which aflects all professions and trades. There-
fore, people began to find a signature scheme which can
protect against quantum computer attacks to meet the
requirements of the information security, and such scheme 1s
called as post quantum signature scheme, and multivariate
public key signature 1s one of them.

The multivariate public key signature plays an important
role 1n the quantum signature scheme. The existing multi-
variable schemes are almost always insecure because of the
quadratic equation 1n a random design having no threshold,
and therefore are not available for signature and verification.
For a mathematical structure generated by a corresponding
center map, the center map of the mathematical structure 1s
generally derivable (that 1s, the center map 1s not hidden),
such that there 1s a structural problem in many multivariate

signature schemes 1n addition to the MQ problem, and many
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2

schemes such as S flash have been completely broken. A
common technique i1n the current multivariate signature

schemes 1s “Large Field Technology” which maps the public
key to a large field K and performs i1somorphism using
vectors (that 1s, the 1somorphism i1s required). This approach
1s a double-edged sword, because the structure of K makes
decryption easier, but such a structure 1s easy for attackers
to exploit. In addition, the popular multivariate public key
signature schemes include UOV and Rainbow. The signature
process ol the former requires only to solve a system of
linear equations, so the signature 1s very fast. However,
because of mixing the O1l variables (the number of which
corresponds to the digits of the message) and the Vinegar
variables 1n the polynomial of the private key map during the
process ol constructing the center map, the number of
variables of the entire public key map corresponding to the
private key map 1s very large, and the length of the public
key 1s very long, which 1s disadvantage to practical appli-
cation. The latter 1s substantially a UOV scheme with a

multi-layered structure, so 1t 1s inevitable to have defects of
UOV.

SUMMARY OF THE

DISCLOSURE

The main object of the present disclosure 1s to provide a
system for multivariate public key signature/verification
based on hypersphere in order to address the deficiencies
and 1nadequacies 1n the art.

Another object of the present disclosure 1s to provide a
method for multivaniate public key signature/verification
based on hypersphere.

The object of the invention 1s achieved by the following
technical solution.

A system for multivariate public key signature/verifica-
tion based on hypersphere includes:

a signature module, configured to 51g11 a message to be
mgned including a processor, a first atline transformation
inversion component, a trapdoor component and a second
afline transformation inversion component, wherein the
trapdoor component includes a linear equations construction
component and a linear equations solution component, the
processor 1s adapted to store the message to be signed and
transmit the message to be signed to the first afline trans-
formation mnversion component, the first afline transforma-
tion inversion component 1s adapted to perform afline trans-
formation 1nversion on the message, the trapdoor component
1s adapted to receive the message processed by the first afline
transformation inversion component from the first afline
transformation inversion component, the linear equations
construction component and the linear equations solution
component in the trapdoor component are adapted to per-
form operations of constructing a system of linear equations
and solving the system of linear equations about the pro-
cessed message respectively, to obtain a solution set forming
by one group or multiple groups of solutions from the
operation of solving the system of linear equations, the
second afhine ftransformation inversion component 1s
adapted to receive any one group of solutions selected from
the solution set and perform athne transformation inversion
on the group of solutions to generate a required signature,
and the processor 1s also adapted to send the message and the
signature to an end user; and

a verification module, configured to receive a message
and a signature of the message sent from other users, and
verily the validity of the signature, including a processor and
a public key transformation component, wherein the pro-
cessor 15 adapted to store the message and the signature of
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the message and transmit the signature to the public key
transformation component, the public key transformation
component 1s adapted to substitute the signature into each of
multivariate polynomials of a public key map, the processor
1s also adapted to receive data calculated by the public key
transformation component and determine whether the data 1s
equal to the message stored in the processor: 1f the data 1s
equal to the message, the processor outputs “1”” to the end
user, indicating that the signature i1s valid; otherwise, the
processor outputs “0” to the end user, indicating that the
signature 1s invalid.

The system for multivariate public key signature/verifi-
cation based on hypersphere further includes a selector
coupled to the processor, wherein, when the selector 1s 1n an
open state, the signature module 1s operatable, and when the
selector 1s 1n a close state, the verification module 1s oper-
atable. In a general signature/verification system, a first user
may sign a message to be signed with the signature module
to form a signature, and the signature and the original
message may be transmitted to a second user, the second
user may verily the validity of the signature with the
verification module, the process of the signature and the
process of the vernification make a whole process of the
signature/verification system, and vice versa, that 1s, the
second user may sign a message to be signed with the
signature module to form a signature, and the signature and
the original message may be transmitted to the first user, the
first user may verity the validity of the signature with the
verification module. Therefore both of two different and
separate devices (signature module and verification module)
are required for one user, then they can meet the demands,
which 1s inconvenient for users. The system for multivanate
public key signature/verification based on hypersphere 1s
very convenient by including the selector with which only
one device 1s required for one user that the user can select
the device to perform signature or verification as needed.

The processor includes a scheduler coupled to the selec-
tor, wherein the scheduler 1s configured to identity and
manage the open state and close state of the selector, and to
control and manage data stored in the processor to be
scheduled to a corresponding component for a correspond-
ing operation.

The processor further includes a memory configured to
implement data storage of the processor.

The other object of the mvention i1s achieved by the
tollowing technical solution.

A method for multivariate public key signature/verifica-
tion based on hypersphere includes the following steps:

signature process:

step A, recerving, by a processor, a message to be signed,
storing the message and transmitting the message to a first
afline transformation inversion component for performing
alline transformation inversion on the message;

step B, transmitting the message processed by the first
afline transformation nversion component to a trapdoor
component, and performing operations of constructing a
system of linear equations and solving the system of linear
equations about the processed message respectively by a
linear equations construction component and a linear equa-
tions solution component in the trapdoor component, to
obtain a solution set forming by one group or multiple
groups of solutions from the operation of solving the system
of linear equations;

step C, selecting any one group of solutions from the
solution set and transmitting the group of solutions to the
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4

second afline transformation inversion component for per-
forming athne transformation inversion on the group of
solutions; and

step D, using the result finally obtained 1n the step C as a
signature of the message, transmitting the message and the
signature to an end user by the processor; and

verification process:

step E, receiving, by the processor, the message and the
signature of the message, storing the message and the
signature, and transmitting the signature to a public key
transformation component; and

step F, substituting, by the public key transformation
component, the signature into each of multivariate polyno-
mials of a public key map, returning data calculated by the
public key transformation component to the processor, and
determining whether the data 1s equal to the message stored
in the processor by the processor: 1 the data 1s equal to the
message, the processor outputs “1” to the end user, indicat-
ing that the signature 1s valid; otherwise, the processor
outputs “0” to the end user, indicating that the signature is
invalid.

Specifically, the signature process includes:

step A, recerving, by a processor, a message to be signed
(v, ...,y "eF", storing the message (v, ..., vy, )eF” and
transmitting the message (v,', . . ., v, 'eF” to a first afline
transformation inversion component for performing afline
transformation inversion on the message (y,', . . . .
70 inf Bl A SR ‘) -

step B, transmitting the message processed by the first
affine transformation inversion component (v,', . .., vy,') to
a trapdoor component, and performing operations of con-
structing a system of linear equations and solving the system
of linear equations about the processed message respectively
by a linear equations construction component and a linear
equations solution component 1n the trapdoor component,
that 1s, the linear equations construction component simul-
taneously using in groups of data (¢; ;, ¢,,, . . ., ¢;,,) and (
v, ..., y)pre-allocated by a scheduler 1n the trapdoor
component to construct a first system of equations as below:

——— g

e 2 — )
(xl _Cl,l) + ... +(l-|’T —_ Cl,ﬂ) — :an

)

g

= 2 - 2
\ (Il — Cm,l) + ...+ (IH - Cm,n) = V.

Extending the first system of equations to a second system
ol equations:

/ ——— ) -~ 2 St e 2 V.
(‘II —_ 2(:'1?1 J{_’l + Cl,l) + ... + (__?(,'” —_ QCI,HIH + Cl’”) —_ J_Jl

-—-.....-2 ST 2
C(x, T = 2emux, ey )+

subtracting the second system of equations from the first
system ol equations to have a third system of equations:

~ = 2 2
( (2-:?2’1 — 261,1 );;;I + ...+ (262’,1 — 2(?1’,1)3:” + (Cl,l — 62,1) + ...+
2 2 e
(Cl,ﬂ — CZ,H) — _]/}1 — y;

gl

i i 2 2
(263"”,1 — zcm—l,l)-l’l + ...+ (ZC'm?H — zcm—l,n)l‘.ﬂ + (Cm—l,l — Cm,l) + ...+

e o

2 2 _ =
_ C?‘ﬂ,ﬂ) _ .};n.'-l — ym

m—1.n

(¢

'
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and converting the third system of equations into a matrix
form to have a fourth system of equations:

(2c2,1 —2¢11) «. Qeom —2c1) [ x

i (Qcm,l - Qcm—l,l) e (QC}'H,H - Qcm—l,n) 11X, |

K
o 2 2
(3 — ¥ )+ Z (c3;—c1 ;)
J=1

H

2 2
(Cm,j ~Cm-1, )
J=1

(B = Yu) +

wherein the fourth system of equations 1s the system of
linear equations about (%, . .., x ) constructed by the
linear equations construction component; and solving, by
the linear equations solution component, the fourth system
of equations with a Gaussian elimination method to have

one group or multiple groups of solutions, wherein the
number of group 1s set as d, and the solution set forming by
the one group or multiple groups of solutions 1s denoted by
(x., ..., x ) (I=1=d);

step C, selecting any one group of solutions (X, ..., X,)
from the solution set and transmitting the group of solutions
to the second afline transformation mversion component for
performing afline transformation inversion on the group of
solutions (x,", . .., x")=S"'(x,,..., X ); and

step D, using the result (x,', ..., x ') finally obtained 1n
the step C as a signature of the message, transmitting the
message (v,', . ..,y,") and the signature (x,', ..., X ") to an
end user by the processor.

Specifically, the verification process includes:

step E, receiving, by the processor, the message
(v,',...,vy ") and the signature (x,', . .., X ') of the message,
storing the message (y,, . . ., v,') and the signature
(x,',...,x"), and transmitting the signature (x,', ..., x ')
to a public key transformation component; and

step E, substituting, by the public key transformation
component, the signature (x,', . . ., X ') into each of
multivariate polynomials of a public key map P(x,, ... X, ),
that 1s, calculating p,(x,", . . ., X", . . ., p.(X;', ..., X ")
respectively to have results respectively denoted by
y.", ...,y ", transmitting v,", . . ., vy, " to the processor by
the public key transformation component, and determining,
whether v,", .. .., v " 1s equal to the message (v,', ..., vy, ")
stored 1n the processor by the processor: 1 the data 1s equal
to the message, the processor outputs “1” to the end user,
indicating that the signature 1s valid; otherwise, the proces-
sor outputs “0” to the end user, indicating that the signature
1s mnvalid.

Betore the signature process, the method for multivariate
public key signature/verification further includes the follow-
ing step: making the signature module be operatable when a
selector coupled to the processor 1s 1n an open state; and

before the wverfication process, the method further
includes the following step: making the verification module
be operatable when a selector coupled to the processor 1s in
a close state.

The processor includes a scheduler coupled to the selec-
tor, wherein the scheduler 1s configured to identity and
manage the open state and close state of the selector, and to
control and manage data stored in the processor to be
scheduled to a corresponding component for a correspond-
ing operation.
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The processor further includes a memory configured to
implement data storage of the processor.

Compared with the prior art, the present disclosure has the
following advantages and beneficial eflects.

1. “Large field technology” 1s not used here to avoid using,
an 1somorphism component to perform vector 1somorphism,
while 1t facilities the signature. For the “large field technol-
ogy’’, it maps the public key to a large field K and performs
1Isomorphism using a vector (that 1s, the 1somorphism 1s
required). This approach i1s a double-edged sword, because
the structure of K makes decryption easier, but such a
structure 1s easy for attackers to exploit. The solution
presented here completely excludes this technology, while
the signature process of the solution presented here does not
become complex by lacking the 1somorphism technology.

2. The designed center map 1s completely hidden by N
groups of “sphere centers’™ as private keys, such that even 1f
a attacker knows the structure of the system, he or she cannot
get any beneficial assistance. For the design of the center
map, m random n-demission “sphere centers” are set as
hidden parameters (private keys). For the signature, the
geometric meaning of the signature 1s how to find out points
on the hypersphere meeting the conditions on the basis of
knowing the sphere center and distance, so that the geomet-
ric meaning of the signature verification 1s in “squares of
distance”.

3. The signature process only needs to solve one system
of linear equations that the operating speed 1s very fast. At
present, many signature schemes, such as Stlash scheme in
the multivariate schemes and almost all traditional ECC and
RSA signature algorithms, require to perform complex
mathematical operations such as magnitude calculation or
scalar multiplication, so the signature process may be slow.
For the signature scheme presented here, the signature
process only needs to solve the system of linear equations
set, and the Gaussian elimination method used here 1is
significantly lower in operation complexity than the most
existing schemes.

4. The length of the public key has advantages over some
technologies 1n the prior art. For some existing multivarniate
signature schemes, such as UOV and Rainbow, mixing the
Oi1l variables (the number of which corresponds to the digits
of the message) and the Vinegar variables 1n the polynomial
of the private key map during the process of constructing the
center map, the number of variables of the entire public key
map corresponding to the private key map 1s very large, and
the length of the public key i1s very long. The scheme
presented here only needs to embed the message nto the
center map, so that i1t has advantages over the exiting
schemes for the length of the public key.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a structure diagram illuminating a system for
multivariate public key signature/verification based on
hypersphere according to one embodiment of the present
disclosure.

DETAILED DESCRIPTION OF TH.
DISCLOSURE

L1

As shown 1n FIG. 1, a system for multivaniate public key
signature/verification based on hypersphere, including;:

A. a selector coupled to the processor, wherein, when the
selector 1s 1n an open state, the signature module 1s operat-
able, and when the selector 1s 1n a close state, the verification
module 1s operatable;
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B. a signature module, configured to sign a message to be
signed, 1ncluding a processor, a first athne transformation
iversion component, a trapdoor component and a second
alfline transformation inversion component, wherein the
trapdoor component includes a linear equations construction
component and a linear equations solution component, the
processor 1s adapted to store the message to be signed and
transmit the message to be signed to the first afline trans-
formation 1nversion component, the first afline transforma-
tion inversion component 1s adapted to perform afline trans-
formation 1nversion on the message, the trapdoor component
1s adapted to recerve the message processed by the first afline
transformation inversion component from the first afline
transformation inversion component, the linear equations
construction component and the linear equations solution
component 1n the trapdoor component are adapted to per-
form operations of constructing a system of linear equations
and solving the system of linear equations about the pro-
cessed message respectively, to obtain a solution set forming
by one group or multiple groups of solutions from the
operation ol solving the system of linear equations, the
second afline transformation 1nversion component 1s
adapted to receive any one group of solutions selected from
the solution set and perform athne transformation inversion
on the group of solutions to generate a required signature,
and the processor 1s also adapted to send the message and the
signature to an end user; and

C. a verification module, configured to receive a message
and a signature of the message sent from other users, and
verily the validity of the signature, including a processor and
a public key transformation component, wherein the pro-
cessor 1s adapted to store the message and the signature of
the message and transmit the signature to the public key
transformation component, the public key transformation
component 1s adapted to substitute the signature into each of
multivariate polynomials of a public key map, the processor
1s also adapted to receive data calculated by the public key
transformation component and determine whether the data 1s
equal to the message stored in the processor: 1f the data 1s
equal to the message, the processor outputs “1” to the end
user, indicating that the signature 1s valid; otherwise, the
processor outputs “0” to the end user, indicating that the
signature 1s 1nvalid.

Before using the system for multivaniate public key
signature/verification based on hypersphere for the first
time, the system 1s required to be mitialized as below.

1. Arithmetic operations of all components of the system
are based on a finite field F of cardinality g, where q 1s an
odd prime number;

2. Let the number of equations of the multivariate public
key cryptosystem be in and the number of variates be n;

3. In the first athne transformation inversion component,
let T(y,, ...,v,"=(y,,...,V,) bearandomly selected
invertible athine transformation from F” to F™, similarly, 1n
the second afline transformation inversion component, let
S(X,,...,Xx =X,,...,X, )bearandomly selected invertible
athne transformation from F” to F”:

4. In the trapdoor component, the system randomly selects
m groups of sphere centers (¢, ¢,5, . . ., ¢;,), Where
c, €1 ,1=1=m, l1=j=n;

5. In the public key transformation component, 1nitialize
the center map F=(1,, . . ., 1), that 1s, m I s form the center
map. Let f;=(x,—c, )*+(X,—¢,,)’+ . . . +(X,-c,,)°, 1=ism,
where (¢, ;, ¢, . . ., ¢;,,) are m groups of sphere centers
randomly selected by the system 1n the trapdoor component.
Let P=T-F-S(x,, ..., X ) which 1s the corresponding public
key map.

—y
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6. The above data about mapping 1s stored in the memory
after the system 1s mitialized, and 1n work process of the
system, the data 1s controlled by the scheduler and scheduled
to a corresponding component for corresponding operation.

A method for multivariate public key signature/verifica-
tion based on hypersphere includes the following steps:

(1) signature process:

a. when the selector 1s 1n the open state, the signature
module of the system running, the selector being coupled to
the scheduler of the processor, and after receiving a message
to be signed (y,’, ., v, elF”, storing the message
(v,', ..., x "elF” and transmitting the message (y,', . . .,
y, "elF” to the first athne transformation inversion component
for performing afline transformation inversion on the mes-
SAZEC @1: AR ?n):T_l(YJ: R ynt);

b. transmitting the message processed by the first afline
transformation inversion component (y,, . . . , y,) to a
trapdoor component, and performing operations ol con-

structing a system of linear equations and solving the system
of linear equations about the processed message respectively
by a linear equations construction component and a linear
equations solution component 1n the trapdoor component,
that 1s, the linear equations construction component simul-
taneously using m groups of data (c, |, ¢,,, . . ., ¢,,) and
(v ,..., y )pre-allocated by a scheduler in the trapdoor
component to construct a first system of equations (1) as
below:

(1)

; C T 2 - —— 2 R
(x, _Cl,l) + ...+ (x _CLH) =y,

El

e 2 g 2 ——
\ (xl _Cm,l) 4 ... -I-(,x:” _Cm,n) =y,

Extending the first system of equations (1) to a second
system of equations (2):

derni +2,)= T 2)

TH

El

o

—2 —~ 2 —2 2 —
(x5, " =2em1x, +C )+ o+ (x, T = 2empx, +Cpp) =,

.. i

For the second system of equations, subtracting the sec-
ond equation from the first equation, . . ., and subtracting the
m-1 equation from the in equation to have a third system of
equations (3):

(3)

— T~ 2 2
(2051 —2¢11)x; + ... + (200, — 2¢1 )X, +el =)+ .+

2 2 T
(Cl,n _ CZ,H) = ¥ =)

(2em1 = 2Cm1.1)%, + oo+ QCimn — 2Cm_10)x. +

2 2 2 2 -
(C.F'ﬂ—].,l _ C."ﬂ,l) +...F (C.F'ﬂ—]_,ﬂ _ C}'ﬂ,ﬂ) — ..}?.'.'J-| _ .]"}."ri

'

and converting the third system of equations (3) into a
matrix form to have a fourth system of equations (4):

(2(?2,1 — 26‘1,1) (2(?2,” — 2(?‘1,;1) 1 ;L:r _ (4)

| (zcm,l - 2’i'ﬁ*‘;!—l,l) O (Qcm,n - Qcm—l,n) 11 .:I"n |
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-continued

FH
(3, =y + Z (€2, = €L
J=1

M
(.}:m-l _ _}::_u) + Z (Cmpj o Cm_lrj)
_ J=1

wherein the fourth system of equations (4) 1s the system
of linear equations about (%, ..., x ) constructed by the
linear equations construction component; and solving, by
the linear equations solution component, the fourth system
of equations (4) with a Gaussian elimination method to have

one group or multiple groups of solutions, wherein the
number of group is set as d, and the solution set forming by
the one group or multiple groups of solutions 1s denoted by
(x5 ..., x ) (I=1=d);

c. selecting any one group of solutions (x,, . . ., X,) from
the solution set and transmitting the group of solutions to the
second afline transformation inversion component for per-
forming afline transformation inversion on the group of
solutions (x,", ..., x,)=S7'(X,, ..., X, ); and

d. using the result (x,', . . ., x ") finally obtained in the step
C as a signature of the message, transmitting the message
(v,', ...,y ") and the signature (x,', ..., x, ") to an end user
by the processor.

(2) Verification Process:

a. when the selector 1s 1n the close state, the verification
module of the system runming, the selector being coupled to
the scheduler of the processor, and receiving, by the pro-
cessor, the message (y,', . . . , vy, ') and the signature
(x,', ., X.') of the message, storing the message
(v,'s . . .,v)") and the signature (x,', . . ., x'), and
transmitting the signature (x;', . . ., X, ') to a public key
transformation component; and

b. substituting, by the public key transformation compo-
nent, the signature (x,', . . ., X ') into each of multivariate

polynomials of a public key map P(x,, . . ., X ) that 1s,
calculatingp,(x,", ..., x "), ..., p,.(X,', ..., X ') respectively
to have results respectively denoted by y,", . . . , vy ",

transmitting yv,", . . ., vy, " to the processor by the public key
transformation component, and determining whether
y,", ...,y " 1s equal to the message (y,", ...,y ) stored
in the processor by the processor: 1f the data 1s equal to the
message, the processor outputs “1” to the end user, indicat-
ing that the signature i1s valid; otherwise, the processor
outputs “0” to the end user, indicating that the signature 1s
invalid.

The initialization of the system will be further described
in detail with a specific embodiment.

1. Anthmetic operations of all components are based on
a fimite field F of cardinality q=3, where the base field F
includes three elements which are {0,1,2} and the addition
and multiplication defined 1n the field are integer addition
and multiplication followed by a mod 3 operation;

2. The number of equations of the multivariate public key
cryptosystem 1s m=3 and the number of variates 1s n=3;

3. In the first athine transformation inversion component,
initialize

2V 4+ 2y +2V3 |

VI+22+33 |,
2y3

I'(yv1, ¥2, ¥3) =
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and 1n the second afline transformation mversion compo-
nent, initialize

A3

S(x1, X2, x3) = | 2x1 + 2

X +2x3 |

4. In the trapdoor component, randomly select three
groups of “sphere centers™: (2,0,2), (0,2,2), (0,0,1);

5. In the public key transformation component, firstly
build center map F:

fix 115253):@1—2)2"‘(-’_‘72—0)2"‘(-’_‘73—2)2:
f2@1:52:53):@1_0)2"'@2_2)2"'@3_2)2: and
S3 (%1, %5,%3)=(x - 0)"+(x5-0)"+(x3-1)".

Use P=T-F-S(x,, .
transformation P:

., X.) to have the public key

D 1(¥1,%0,%3)=xo+1,
. 2 2 2
Do(X ,X5,X3)=2X | "X 1 X>+X | X3+X>+X+2X3°+x3+1, and

p3(xl,x2,x3)=x12+2x 1X2+2xlx_-3 +2x1 +2xEE+J:32+xS+2 .

After mitialization, the system can be used normally.

The signature and verification for the message for
instance (2,0,0) will be described in detail i the following.

Signature Process:

1. The selector 1s 1n the open state.

2. For the message (2, 0, 0) to be signed, the mput end
may transmit 1t to the processor which may store the
message 1 the memory, and the processor may transmit the
message to the first athine transformation mversion compo-
nent.

3. Aflter recerving the data (2,0,0), the first athine trans-
formation mnversion component may interact with the pro-
cessor, call programs and calculate T~"(2,0,0)=(2,2,0), and
transmit the result to the trapdoor component.

4. After receiving the data (2,2,0), the trapdoor component
may interact with the processor, call the linear equations
construction component which may use the three groups of
sphere centers (2,0,2), (0,2,2), (0,0,1) and (2,2,0) pre-allo-
cated by a scheduler 1n the trapdoor component to construct
a system ol equations 1.e.,

CAGL L) = 2P+ -0+ (R -2 =2
AL, =G -0+ (E -2+ -2 =2,

AGL . =0 -0+ -0+ (- 1) =0

A

Expand the above three equations to have:

(A 44+ A P4y +4=2

SR AT A+ (R -4 +4 =2,

-'-e.rz --'-e-r'2 -'"--"2 -
x,T+x, +x, =2x, +1 =0

.

subtract the second equation from the first equation, and
subtract the third equation from the second equation to have:
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i e
A =1

The above equations are the system of linear equations
constructed by the linear equations construction component.
Then the trapdoor component may call the linear equations
solution component to solve the system of linear equations
about unknown variables to have three groups of solutions
(2,2,0), (0,0,1), (1,1,2). Finally the trapdoor component may
transmit one group of solutions (1,1,2) to the second afline
transformation inversion component.

5. After receiving the group of solutions (1,1,2), the
second afline transformation inversion component may
interact with the processor, run programs and calculate
S7'(1,1,2), to have the result (0,1,1), and return the result to
the memory.

6. The processor treats (0,1,1) as the signature of the
message (2,0,0), and output the “message-signature pair”
(0,1,1)|/(2,0,0) to the user (or the device). With this, the
signature process 1s finished.

Verification Process:

1. The selector 1s 1n the close state.

2. For the “message-signature pair” (0,1,1)||(2,0,0) to be
verified, the input end may transmit 1t to the processor, the
processor may store the “message-signature pair” in the
memory, next, and the processor may transmit the message
(0,1,1) to the public key transformation component.

3. After receiving the message (0,1,1), the public key
transformation component may interact with the processor,
call the function P to calculate (p,(0, 1, 1), p,(0,1,1),
p5(0,1,1), get the result res=(2,0,0), and return the result
res=(2,0,0) to the memory.

4. The processor may verily whether res=(2,0,0) 1s equal
to the message (2,0,0) 1n the “message-signature pair”. They
are obviously equal here, so the processor may output “1” to
the end user or device, to indicate that the signature 1s valid.

The above embodiments are simple embodiments of the
present disclosure, but the implement of the present disclo-
sure 1s not limited by the above embodiments. The recom-
mended system parameters of the present disclosure include
g=31, n=34, and m=25 wherein the security level 1s up to
2°°. Alternative embodiments will become apparent to those
skilled in the art to which the present disclosure pertains
without departing from 1ts spirit and scope.

The invention claimed 1s:

1. A method for multivariate public key signature/verifi-
cation, based on hypersphere, comprising:

a signature process:

step A, recerving, by a processor, a message to be signed,

storing the message and transmitting the message to a
first athne transformation mversion component for per-
forming athne transformation inversion on the mes-
sage;

step B, transmitting the message processed by the first
alline transformation inversion component to a trap-

door component, and performing operations of con-

structing a system of linear equations and solving the
system of linear equations about the processed message
respectively by a linear equations construction compo-
nent and a linear equations solution component 1n the
trapdoor component, to obtain a solution set forming by
one group or multiple groups of solutions from the
operation of solving the system of linear equations;
step C, selecting any one group of solutions from the
solution set and transmitting the group of solutions to
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the second afline transformation mversion component
for performing afline transformation nversion on the
group of solutions; and

"y

step D, using the result finally obtained 1n the step C as a
signature of the message, transmitting the message and
the signature to an end user by the processor; and

a verification process:

step E, receiving, by the processor, the message and the
signature ol the message, storing the message and the
signature, and transmitting the signature to a public key
transformation component; and

step F, substituting, by the public key transformation
component, the signature into each of multivanate
polynomials of a public key map, returming data cal-
culated by the public key transformation component to
the processor, and determining whether the data 1s
equal to the message stored in the processor by the
processor: 1 the data 1s equal to the message, the
processor outputs “1” to the end user, indicating that the
signature 1s valid; otherwise, the processor outputs “0”
to the end user, indicating that the signature 1s invalid;

wherein the signature process further comprises:

in Step A, the message to be signed 1s (y,', ..., vy, )eF"
and the affine transformation inversion is (y,, . . . .

Y7 )

in step B, the message processed by the first athne
transformation inversion component is (v, . . . , V, ),
and the linear equations construction component simul-
taneously uses m groups ot data (¢, |, ¢,,,....¢,,)and
¥V, . . ., V, ) pre-allocated by a scheduler in the

trapdoor component to construct a first system of
equations as below:

——— 2 e 2 —a
[ (x, —Cc11) +...+(x —cC1,) =y

.

~mar 2 ———r 2 ——r
l (Il _ Cmsl) +...0F (In _ Cmp-”i) — _ym

extending the first system of equations to a second system
of equations:

~-2

s -"-;.-'2 N 2 - 2 —
(x, " —2c11x +ep )+ .+ (x, —2¢) px, +c1,) =y

.-—-.;_,—2 L ---.-'2
\ (xl — Qcm,ll} + C?ﬂ?l) + ...+ (JE“ — QCm’”x” + c2

subtracting the second system of equations from the first
system of equations to obtain a third system of equa-
tions:

N - g g
( (2(?2,1 — 26‘1,1)_};| + ...+ (2(?2’;1 — 26‘1’}1)5‘” + (Cl,l — 62,1) + ...+

—

2 2 _ e
(Cln=C2p) =y — ¥,

- - 2 2
(2(??”?1 — Qcm—l,l)Il + ...+ (ZC'm?” — zcm—l,n)ﬁfq + (Cm—l,l — Cm,l) + ...+

2 2 Ay Ay

. (Cm_l,ﬂ _ Cm,ﬂ) — J-';m:-l _ .,V.*H

and converting the third system of equations into a matrix
form to obtain a fourth system of equations:



(2epy —2¢1) ... (22 =201 0) 1>

(2emy = 2em-1,1) -0 Cemn — 2eme10) 1] x,

in step C, the group of solutions are (x,, . .

in step D, the result 15 (X', . .
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H
A T 2 2
(3 — ¥ )+ Z (c3;—c1 ;)
7=1

H
o 2 2
(1 =0+ ) (o= Chy )
) J=1

wherein the fourth system of equations 1s the system of
linear equations about (X, . . ., X, ) constructed by the
linear equations construction component; and solving,
by the linear equations solution component, the fourth
system of equations with a Gaussian elimination
method to obtain a solution set formed by one group or
multiple groups of solutions, wherein the number of

groups 1s set as d, and the solution set 1s denoted by
X ,...,%X ), (1=1=d);

., X,) and the

second ailine transformation inversion 1s (X', . .
-1 <~ ).
X, =S"(X,, ..., X,); and

2

., X ') the message 1s

(v,, ...,V ") and the signature 1s (x,', . .., X ') and

wherein the vernification process further comprises:
in step E, the message 1s (vy,', . .

1s (x,', ..., x ') and
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in step F, each of multivariate polynomials of public key
map are P(x,, ., x ), that 1s, calculating
P, (X, ...,.x ", ...,p (X" ...,X ") respectively to
have results respectively denoted by y,", . . ., vy ",
transmitting y,", . . ., v, " to the processor by the public
key transformation component, and determining
whether y,", ., v." 1s equal to the message
(v, ...,y ") stored in the processor by the processor:
if the yv,", . . ., yv.") 1s equal to the message, the
processor outputs “1” to the end user, indicating that the
signature 1s valid; otherwise, the processor outputs “0”
to the end user, indicating that the signature 1s invalid.

2. The method of claim 1, wherein before the signature
process, the method for multivariate public key signature/
verification further comprise making the signature module
be operatable when a selector coupled to the processor 1s 1n
an open state; and

before the verification process, the method further com-

prises making the verification module be operatable
when a selector coupled to the processor 1s 1n a close
state.

3. The method of claim 2, wherein the processor com-
prises a scheduler coupled to the selector, and a memory,
wherein the scheduler 1s configured to 1dentily and manage
the open state and close state of the selector, and to control
and manage data stored in the processor to be scheduled to
a corresponding component for a corresponding operation.

4. The method of claim 1, wherein the processor further
comprises a memory configured to implement data storage
of the processor.
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