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(57) ABSTRACT

Apparatus for determining a time of arrival of a message
signal comprising: a quadrature mixer (13, 14) for mixing a
received message signal with the signal of a local oscillator,
wherein the received message signal comprises a binary
sequence modulated by binary frequency shift keying with
pulses corresponding to a first value at a first frequency and
with pulses corresponding to a second value at a second
frequency, wherein the local oscillator has a frequency
between the first frequency and the second frequency; a time
of arrtval detector (18) for determining a time of arrival of

the message signal on the basis of the output of the quadra-
ture mixer (13, 14).
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METHOD, APPARATUS AND COMPUTER
PROGRAM FOR DETERMINING A TIME OF

ARRIVAL

RELATED APPLICATIONS

This application 1s a national phase of PCI/EP2015/
000446, filed on Feb. 26, 2015, which claims the benefit of
Switzerland Application No. 00372/14, filed on Mar. 12,
2014. The contents of those applications are hereby incor-
porated by reference.

FIELD OF THE INVENTION

The 1nvention refers to a method and an apparatus for
determining a time of arrival and a key system using such an
apparatus.

DESCRIPTION OF RELATED ART

Impulse-Radio Ultra-Wideband (IR-UWB) technology
has gained interest since the amendments of the national and
supra-national regulatory bodies allowing the unlicensed use
of this technology providing various emission constraints.
The large available bandwidth (>300 MHz) that UWB
technology benefits from, makes 1t an attractive technology
for commumnication and ranging in many fields such as asset
and personnel tracking, network management, health-care
and medical, security and emergency supports. The possi-
bility to perform a centimeter-precise distance ranging 1s
considered one of the main advantages of IR-UWB, because
the higher the bandwidth of a pulse, the more perfect 1s the
pulse and the better the time of arrival of a pulse can be
detected.

A prominent example of IR-UWB technology for precise
ranging 1s documented in the IEEE Standard 802.15.4a-
2007. The standard describes a series of special processing
steps to be performed to recover the time-of-arrival of a
binary phase-shiit keying (BPSK) and binary pulse position
modulated (BPPM) pulse sequences. The standard pre-
scribes that time-of-arrival (ToA) can be performed by either
coherent or non-coherent receivers using BPSK/BPPM-
modulated ultra-wide band sequences and a set of process-
ing steps to extract the time-of-arrival at the receiver using
channel impulse response (CIR). The implementation details
are left to the designers.

Coherent transmission and reception of BPSK-modulated
ultra-wide band sequences typically exhibits higher system
performance, but requires significantly more complex
receivers, therefore consumes more power. Non-coherent
receivers for BPSK/BPPM pulse sequences would exhibit
lower complexity, but inferior performance. Typical low-
complexity systems for ToA estimation use non-coherent
energy detector of BPPM or OOK modulated pulses. FIG. 1
shows such an apparatus comprising an antenna 1, a low-
noise amplifier 2, a band-pass filter 3, a square-law device or
rectifier 4, an integrator S, an analogue digital converter 6
which should have a speed higher or equal than 250 MS/s,
a channel impulse response (CIR) extraction 7 and a ToA
estimation 8.

Such systems typically require longer integration periods
and complex digital filtering for channel impulse response
(CIR) extraction and ToA estimation due to non-linear
transformations (square-law device). The long period of
processing for CIR extraction increases the power consump-
tion, and also significantly reduces the number of ToA
measurements that such typical system can achieve.

10

15

20

25

30

35

40

45

50

55

60

65

2

An mmproved system and method 1s needed for precise,
fast, low-complexity, and low-power ToA estimation using

ultra-wide band pulse sequences.

BRIEF SUMMARY OF THE INVENTION

The object 1s to provide a system, an apparatus and a
method to enable precise, fast, and low-power time-oi-
arrival estimation of ultra-wide band pulse sequences.

According to the mvention, these aims are achieved by
means of an apparatus and a method for determining a time
of arrival according to the independent claims.

Especially, the use of a quadrature mixer for mixing a
received message signal with the signal of a local oscillator
has the subsequent advantages, wherein the received mes-
sage signal comprises a binary sequence modulated by
binary frequency shift keying with pulses corresponding to
a first value at a first frequency and with pulses correspond-
ing to a second value at a second frequency and wherein the
local oscillator has a frequency between the first frequency
and the second frequency. The quadrature mixer transiers
the pulse at the first frequency 1n a pulse at a first polarity
and the pulse at the second frequency in a pulse at a second
polarity. This allows a very easy estimation of the corre-
sponding value of the pulse on the basis of the polarity and
thus allows an easy estimation of the time of arrival.

According to another embodiment of the invention, this 1s
achieved by an apparatus for determining a time of arrival
comprising;

a receiver for receiving a message signal containing a
binary sequence modulated by binary frequency shift keying
with a sequence of pulses at two different frequency bands;

an analogue demodulator for analogously demodulating
the sequence of pulses at a first frequency band and at a
second frequency band into a sequence of first pulses and
second pulses, wherein the pulses 1n the first frequency band
are analogously demodulated into the first pulses, and the
pulses 1 the second frequency band are analogously
demodulated 1nto the second pulses,

an analogue-to-digital converter for converting the
demodulated sequence of the first pulses and the second
pulses to a digital signal with the sequence of the first
pulses and the second pulses; and

time of arrival detector for determining a time of arrival
of the message signal on the basis of the digital signal with
the sequence of first pulses and second pulses.

This embodiment has the advantage that the received
message signal 1s demodulated 1n the analogue domain and
only the time of arrival estimation has to be performed 1n the
digital domain. This reduces the power consumption 1n the
digital domain. In addition, this allows using ADCs with
lower complexity.

According to another embodiment of the invention, this 1s
achieved by an apparatus for determining a time of arrival
comprising:

a receiver for receiving a message signal containing a
binary sequence modulated by binary frequency shift keying
with a sequence of pulses at two different frequency bands;

a demodulator for demodulating the sequence of pulses at
a first frequency band and at a second frequency band into
a sequence of pulses at a first polarity and a second polarity,
wherein the pulses 1n the first frequency band are demodu-
lated 1nto pulses with the first polarity, and the pulses in the
second frequency band are demodulated 1into the pulses with
the second polarity; and
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a time of arrival detector for determining a time of arrival
ol the message signal on the basis of the digital signal with
the sequence of first pulses and second pulses.

By converting the pulses at two different frequencies into
pulses at two diflerent polarities, an easy way to determine
the value of each pulse and of determining the time of arrival
1s achueved.

The dependent claims refer to further embodiments of the
invention.

In one embodiment, the quadrature mixer 1s configured to
output an 1in-phase component or a quadrature component of
the received message signal. This separation between the
in-phase component and the quadrature component allows to
distinguish the pulses received at the first frequency and the
pulses received at the second frequency in a better way.

In one embodiment, the quadrature mixer 1s configured to
output an in-phase component of the received message
signal, wherein the apparatus for determining the time of
arrival comprising further an additional quadrature mixer for
outputting a quadrature component of the recerved message
signal by mixing the received message signal with the signal
of a local oscillator having the same frequency as the local
oscillator of the quadrature mixer with a phase offset of
ninety degrees; and a correlator comprising a cross-correla-
tor configured to mix the output of the quadrature mixer and
the output of the additional quadrature mixer. This arrange-
ment provides a better demodulation of the pulse envelop for
the received pulse.

In one embodiment, the correlator comprises delay means
for delaying the phase of the output of the quadrature mixer
and/or for delaying the phase of the output of the additional
quadrature mixer before entering the cross-correlator. This
single-correlator arrangement allows to provide a good
estimation of the pulse envelope for the received pulse, with
a polarity depending on the frequency of the received pulse.

In one embodiment, the correlator comprises further an
additional cross-correlator configured to also mix the output
of the quadrature mixer and the output of the additional
quadrature mixer; an additional delay means for delaying the
phase of the output of the quadrature mixer and/or for
delaying the phase of the output of the additional quadrature
mixer before entering the additional cross-correlator; and a
combiner for combining the output of the cross-correlator
and the additional cross-correlator. This balanced quadricor-
relator arrangement allows a very precise estimation of the
envelope of the received RF pulse with the polarity of the
pulse depending on the frequency of the received RF pulse.

In one embodiment, the combiner subtracts the output of
the additional cross-correlator from the output of the cross-
correlator.

In one embodiment, the delay means and/or the additional
delay means 1s configured to move the relative phase of the
output of the quadrature mixer and of the output of the
additional quadrature mixer by 90°.

In one embodiment, the delay means 1s configured to
move the relative phase of the output of the quadrature mixer
and of the output of the additional quadrature mixer 1n a first
direction and/or the additional delay means 1s configured to
move the relative phase of the output of the quadrature mixer
and of the output of the additional quadrature mixer in a
second direction.

In one embodiment, the delay means comprises a first
delayer configured to shiit the phase of the output of the
quadrature mixer by 45° 1 a first direction and a second
delayer configured to shiit the phase of the output of the
additional quadrature mixer by 45° 1n a second direction,
wherein the output of first delayer and the output of the
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4

second delayer 1s mixed in the cross-correlator; and/or the
additional delay means comprises a third delayer configured
to shiit the phase of the output of the quadrature mixer by
45° 1n the second direction and a fourth delayer configured
to shift the phase of the output of the additional quadrature
mixer by 45° 1n the first direction, wherein the output of

third delayer and the output of the fourth delayer 1s mixed in
the additional cross-correlator.

In one embodiment, the first delayer 1s a low pass filter
removing the Irequencies above an oflset Irequency,
wherein the second delayer 1s a high pass filter removing the
frequencies below the ofiset frequency, the third delayer 1s
a high pass filter removing the frequencies above the offset
frequency, wherein the second delayer 1s a low pass filter
removing the Irequencies below the ofiset frequency,
wherein the oflset frequency 1s half of the frequency differ-
ence between first frequency and the second frequency.

In one embodiment, the correlator 1s a balanced quadri-
correlator.

In one embodiment, the correlator comprises a compara-
tor between the delay means and the cross-correlator with
the output of the quadrature mixer after the delay means as
input and/or a comparator between the delay means and the
cross-correlator with the output of the additional quadrature
mixer after the delay means as mput; and an additional
comparator between the additional delay means and the
additional cross-correlator with the output of the quadrature
mixer after the additional delay means as input and/or an
additional comparator between the additional delay means
and the additional cross-correlator with the output of the
additional quadrature mixer after the additional delay means
as mput; wherein the comparator and the additional com-
parator 1s configured to output a first value, if the input signal
1s below a threshold and to output a second value, if the mnput
signal 1s above a threshold. This arrangement has the advan-
tage that the pulse 1s demodulated in a linear way and
improves the performance of the time of arrival detection.

In one embodiment, the apparatus for determining the
time of arrival comprises further a first analogue to digital
converter and a second analogue to digital converter
between the delay means and the cross-correlator for digi-
talizing the output of the quadrature mixer after the delay
means and the output of the additional quadrature mixer
alter the delay means; and/or an additional first analogue to
digital converter and an additional second analogue to
digital converter between the additional delay means and the
additional cross-correlator for digitalizing the output of the
quadrature mixer after the additional delay means and the
output of the additional quadrature mixer after the additional
delay means. This embodiment allows using ADCs with
lower resolution.

In one embodiment, the apparatus for determining the
time of arrival comprises further an analogue digital con-
verter between the correlator and the time of arrival detector.
This has the advantage that only one ADC 1s necessary for
digitalizing the demodulated signal with the positive and
negative pulses at the same frequency. Since the positive and
negative pulses have the same frequency components, the
resolution of the ADC can be reduced compared to an ADC
arranged before the demodulation (1.e., after the quadrature
mixers).

In one embodiment, the apparatus for determining the
time of arrival comprises a channel impulse response extrac-
tor configured to determine the channel impulse response on
the basis of number of the last pulses received and of the
number of pulses expected to recerve, wherein the time of
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arrival detector 1s configured to determine the time of arrival
of the message signal on the basis of the determined channel
impulse response.

In one embodiment, the channel impulse response extrac-
tor 1s configured to determine the channel impulse response
by determining the accumulated pulses of the number of last

pulses, wherein each pulse 1s multiplied by 1ts expected
polarity.

BRIEF DESCRIPTION OF THE

DRAWINGS

The invention will be better understood with the aid of the
description of an embodiment given by way of example and
illustrated by the figures, 1n which:

FIG. 1 shows an apparatus for determining the time of
arrival of the prior art;

FIG. 2 shows a key system;

FIG. 3 shows a sequence of BFSK pulses;

FIG. 4 shows a first embodiment of an apparatus for
determining the time of arrival;

FIG. 5 shows a first embodiment of a correlator;

FIG. 6 shows a second embodiment of a correlator;

FIG. 7 shows a sequence of pulses output of the first
embodiment of the analogue demodulator;

FIG. 8 shows an embodiment of an algorithm for deter-
mimng the time of arrival of a sequence of pulses;

FI1G. 9 shows an embodiment of the correlator of a second
embodiment of the apparatus for determining the time of
arrival;

FIG. 10 shows the output signals of various means of the
apparatus for determining the invention for a pulse at the
first frequency;

FIG. 11 shows the output signals of various means of the
apparatus for determining the invention for a pulse at the
second frequency;

FIG. 12 shows the output of a balanced quadricorrelator
and of a single correlator for a pulse at the first frequency;

FIG. 13 shows the output of a balanced quadricorrelator
and of a single correlator for a pulse at the second frequency.

DETAILED DESCRIPTION OF POSSIBLE
EMBODIMENTS OF THE INVENTION

FIG. 2 shows an embodiment of a key system. The key
system comprises a base device 40 and a key device 50.

The base device 40 1s configured to send out periodically
challenge messages to the key device 50 and to receive a
challenge response from the key device 50, when a key
device 50 receives one challenge message and replies to 1t by
the challenge response. A challenge message comprises a
binary sequence. In one embodiment, the binary sequence
contains a preamble of a fixed binary pattern, e.g. alternating
zeros and ones, and challenge sequence, preferably a ran-
dom binary sequence. In one embodiment, the random
sequence changes each challenge message or after a certain
number of challenge messages. The challenge response
contains also a binary sequence with a preamble and the
challenge sequence manipulated on the basis of a crypto-
graphic key stored in the key device 50 and in the base
device 40. The cryptographic key 1s 1n one embodiment a
128-bit key. The cryptographic key 1s in one embodiment a
symmetric cryptographic key. However, also a private and
public key pair could be used. The base device 40 1s
configured to check the validity of the manipulated chal-
lenge sequence on the basis of the challenge sequence and/or
of the encrypted key. In one embodiment, this can be
achieved by decrypting the manipulated challenge sequence

10

15

20

25

30

35

40

45

50

55

60

65

6

by the symmetric cryptographic key or by encrypting the
challenge sequence with the symmetric cryptographic key, 1f
the challenge sequence was encrypted by said symmetrical
cryptographic key. In another embodiment, this can be
achieved by any other established credentials. The challenge
response can comprise further commands which should be
performed by the base device 40. Optionally, the challenge
response can comprise further information for determiming
the time of thght from the base device 40 to the key device
50 and/or from the key device 50 to the base device 40, e.g.
the time of arrival of the challenge message at the key device
50 and/or the time of departure of the challenge response
from the key device 50 and/or the difl

erence between the
time of arrival of the challenge message at the key device 50
and the time of departure of the challenge response from the
key device 50.

The key device 50 1s configured to recerve the challenge
message from the base device 40 and to send a challenge
response comprising a binary sequence. Preferably, the
binary sequence comprises a preamble and/or the challenge
sequence ol the challenged message manipulated on the
basis of said cryptographic key, e.g. by authenticating and/or
encrypting said challenge sequence by said key. In one
embodiment, the key device 50 1s further configured to send
commands with the challenge response, like e.g. open/close
door, open/close second door/window, start/stop engine,
make noise/light, etc. In one embodiment and as explained
before, the key device 50 1s further configured to send with
the challenge response further information for determining
the time of thght from the base device 40 to the key device
50 and/or from the key device 50 to the base device 40. In
one embodiment, the key device 50 1s configured to measure
the time of arrival of the challenge message and to send back
the challenge response to the base device 40 after a known
or predefined or fixed time period after this arrival of the
challenge message from the base device 40.

At least one of the base device 40 and the key device 50
comprise an apparatus for determining the time of arrival of
the challenge message and/or challenge response as
explained 1n more detail below. The base device 40 1is
configured to authenticate the challenge response on the
basis of the validity of the manipulated challenge sequence
and on the time of arrival of the challenge response and/or
on the time of arrival of the challenge message at the key
device 50. The time of arrival of the challenge response at
the base device 40 and/or the time of arrival of the challenge
message at the key device 50 allows determining the dis-
tance of the key device 50 from the base device 40.

In one embodiment, the base device 40 and the key device
50 comprise each an apparatus for determining the time of
arrival of the challenge message and/or challenge response.
In this embodiment, the challenge response contains infor-
mation about the time of arrival of the challenge message at
the key device 40 and the time of departure of the challenge
response from the key device 40 or about the time difference
between the time of arrival of the challenge message at the
key device 40 and the time of departure of the challenge
response irom the key device 40. The base device 40 1s
configured 1n this embodiment to authenticate the challenge
response on the basis of the validity of the manipulated
challenge sequence, on the time of arrival of the challenge
response at the base device 40, on the time of sending the
challenge message from the base device 40, the time of
arrival of the challenge message at the key device 50 and the
time of departure of the challenge response from the key
device 50. The time of arrival of the challenge message at
the key device 50 and the time of departure of the challenge
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response from the key device 50 could be replaced by its
time diflerence. Thus, the time of flight between the base
device 40 and the key device 50 and the time of flight
between the key device 50 and the base device 40 are
determined individually.

In one embodiment, the base device 40 and the key device
50 comprise each an apparatus for determining the time of
arrival of the challenge message and/or challenge response.
In this embodiment, the key device 50 1s configured to
measure the time of arrival of the challenge message and to
send back the challenge response message to the base device
40 after a known or predefined or fixed time period after the
arrival of the challenge message. The base device 40 1is
configured in this embodiment to authenticate the challenge
response on the basis of the validity of the manipulated
challenge sequence, on the time of arrival of the challenge
response at the base device 40, on the time of sending the
challenge message from the base device 40 and on the fixed
time the key device 50 waits before 1t resends the challenge
response to the base device 40.

In one embodiment, only the base device 40 contains an
apparatus for determiming the time of arrival of the challenge
response. In this embodiment, the challenge response con-
tains 1iformation about the time of departure of the chal-
lenge response from the key device 50. The base device 40
1s configured 1n this embodiment to authenticate the chal-
lenge response on the basis of the validity of the manipulated
challenge sequence, the time of arrival of the challenge
response at the base device 40 and the time of departure of
the challenge response from the key device 50.

In one embodiment, only the key device 50 contains an
apparatus for determiming the time of arrival of the challenge
response. In this embodiment, the challenge response con-
tains iformation about the time of arrival of the challenge
message at the key device 30. The base device 40 1s
configured 1n this embodiment to authenticate the challenge
response on the basis of the validity of the manipulated
challenge sequence, the time of arrival of the challenge
message at the key device 50 and the time of departure of the
challenge message from the base device 40.

In another embodiment, only the base device 40 contains
an apparatus for determining the time of arrival of the
challenge response.

The base device 40 1s configured 1n this embodiment to
authenticate the challenge response on the basis of the
validity of the manipulated challenge sequence, the time of
arrival of the challenge response at the base device 40 and
the time of departure of the challenge message from the base
device 40. In this embodiment, the time of processing 1n the
key device 50 must be known with a negligible error or must
be short enough that the determination of the time of tlight
1s exact enough for the present embodiment.

An example of a base device 40 1s a vehicle like e.g. a car.
However, the invention can also be used for base devices 40
like buildings, doors, garages, mobile payment terminals, or
any other device needing authentication for access control
based on a secure physical distance measurement.

FIG. 3 shows an embodiment of a binary sequence of a
message transmitted by a sequence of pulses modulated by
binary frequency shift keying (BFSK). Each bit is either a
first value, e.g. 0, or a second value, e.g. 1. Each bit with a
first value 1s transmitted by a pulse carried by a first
frequency and each bit with a second value 1s transmitted by
a pulse carried by a second frequency.

In one embodiment, the pulses are transmitted at a fixed
pulse rate (1.e. periodic) such that the recerver can determine
the sequence of bits (binary sequence) by the sequence of
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pulses carried at the first and second frequency. In one
embodiment, the pulses are transmitted for a time period
being shorter than the time period between two pulses (e.g.
inverse ol the pulse rate), preferably shorter than 50% of the
time period between two pulses, even more preferably
shorter than 10% of the time period between two pulses,
even more preferably shorter than 5% of the time period
between two pulses. For example, i1 the pulses are sent every
200 ns, the pulse duration i1s only 4 ns. However, also
non-periodic transmission schemes are possible (such as
pulse position modulation schemes).

In one embodiment, the message 1s transmitted referenced
to a centre frequency 1., defining the frequency of the
particular channel. The pulses indicating the first value are
sent at a first frequency 1 —1, below the centre frequency
with a first frequency bandwidth defining a first frequency
band. The pulses indicating the second value are sent are
sent at a second frequency 1 _+1, above the centre frequency
with a second frequency bandwidth defining a second 1fre-
quency band, where 1, 1s the offset frequency from the centre
frequency 1. In one embodiment, the first and second
frequency and the centre frequency are in the frequency
range of the UWB and/or the composite spectrum of the first
and the second frequency bandwidths shall meet the UWB
bandwidth requirements (>3500 MHz). In one embodiment,
the first and second frequency bands are between 6 and 8.5
GHz. In one embodiment, the centre frequency of the
particular channel 1s 6.4 GHz and the offset-frequency 1s
t,=150 MHz so that the first and second frequency bands are
at 6.25 GHz and at 6.65 GHz. In one embodiment, several
channels can be used at several centre frequencies within the
UWB band. For each channel used, an independent ToA
estimation 1s done and then the best or the average estima-

tion 1s used for the ToA. Alternatively, the result of the
received different channels 1s combined before the time of
arrival estimation. In one embodiment, the bandwidth of
cach pulse 1s larger than 250 MHz, such that the composite
bandwidth 1s larger than the minmimum UWDB bandwidth.
Preferably, the oflset frequency 1, 1s larger than half of the
first bandwidth and/or the second bandwidth.

One realization of a sequence of pulses 1s a periodic
sequence at a given pulse rate, where the carrier frequency
of the pulses alternates as shown in FIG. 3. It can be well
seen that the pulse 1s only sent out for a short time, 1.¢. for
most of the time between two pulses no mnformation 1s sent
out. For determiming the time of arrival, it 1s suitable to use
a very easy preamble signal of the message. In one embodi-
ment, the preamble consists of a fixed number of alternating
first and second values like 010101010101 . . . . In one
embodiment, the fixed number 1s 128. However, any other
known sequence could be used to determine the time of
arrival.

In FIG. 4, an embodiment for an apparatus for determin-
ing the time of arrival of a message with a sequence of pulses
modulated with BFSK 1s shown. The apparatus comprises an
antenna 11, a low-noise amplifier 12, a first quadrature mixer
13, a second quadrature mixer 14, a correlator 20, a low pass
filter 15, an analogue to digital converter 16, a channel
impulse response (CIR) detector 17 and a ToA detector 18.

The antenna 11 1s configured to recerve radio waves at the
frequency band containing the first frequency band and the
second, frequency band, 1.e. containing all channels used.
The optional low noise amplifier 12 1s configured to amplity
the signal received at the antenna 11.

The first quadrature mixer 13 and the second quadrature
mixer 14 select the desired centre frequency/channel 1. by
mixing the output of the low noise amplifier 12 with a
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periodic signal from a local oscillator running at centre
frequency 1. of the desired channel (direct conversion
receiver). In one embodiment, the local oscillator 1s not
synchronized with the received message signal (non-coher-
ent receiver). For subsequent demodulation of the BFSK
modulation, the quadrature mixers 13 and 14 shall provide
signals 1n quadrature. Due to the wide bandwidth of the
UWB channel (e.g. covering 6 to 8.5 Ghz), quadrature
cannot be easily generated on the signal path. Therefore,
quadrature mixers 13 and 14 use a quadrature local oscil-
lator. The phase of the local oscillator of the second quadra-
ture mixer 14 has a phase-ofiset of 90° compared to the local
oscillator of the first quadrature mixer 13. Optionally, the
output of the low noise amplifier 12 1s mixed to an inter-
mediate frequency 1, (not shown). In this case, the local
oscillator of the first and second quadrature mixer 13 and 14
has the frequency of the mtermediate centre frequency 1.
Theretfore, the first quadrature mixer 13 and the second
quadrature mixer 14 mix the first frequency { -1, (or 1.—1,)
of down to -1, and the second frequency I _+1, (or 1-1,)
down to 1,,. This has the consequence that the two quadrature
mixers 13 and 14 transier either pulses at the first frequency
t —1, and pulses at the second frequency 1 _+1, to a common
frequency 1,. FIG. 10 shows in the first row a RF pulse
received at the first frequency (thin continuous line), its RF
pulse envelope (thin dashed line), the output of the first
quadrature mixer 13 for the RF pulse received at the first
frequency and the output of the second quadrature mixer 14
for the RF pulse received at the first frequency. FIG. 11
shows 1n the first row a RF pulse received at the second
frequency (thin continuous line), 1ts RF pulse envelope (thin
dashed line), the output of the first quadrature mixer 13 for
the RF pulse received at the second frequency and the output
of the second quadrature mixer 14 for the RF pulse received
at the second frequency. As can be seen 1n FIGS. 10 and 11
in the respective first rows, the output of the first quadrature
mixer 13 for the RF pulse recerved at the first frequency 1s
a negative pulse due to the negative oflset frequency, and the
output of the first quadrature mixer 13 for the RF pulse
received at the second frequency 1s a positive pulse. There-
fore, the first quadrature mixer 13 converts the two pulses at
different frequencies at pulses with the same frequency, but

with different polanty. This could already by used ifor

determining the time of arrival. However, since the output of

the first quadrature mixer 13 has also two minima (or two
maxima in the case of the mverted pulse) and the pulse
envelope 1s quite diflerent from the pulse envelope of the RF
pulse, this would lead to a higher error than in the present
embodiment. The first quadrature mixer 13 outputs the
in-phase components of the received signal around the offset
frequency whose polarity depends on the frequency of the
incoming pulse (positive or negative oflset frequency). The
output of the second quadrature mixer 14 outputs the
quadrature phase components of the received signal around
the offset frequency, shifted compared to the output of the
first quadrature mixer 13 by +90° or —-90° according to the
frequency of the incoming pulse (1.e. positive or negative
frequency ofiset). The separation of the m-phase compo-
nents from the quadrature components enables the discrimi-
nation of the positive and the negative oflset frequency.
Theretfore, the two quadrature mixers 13 and 14 transform
the sequence of pulses at the first frequency and the second
frequency 1n quadrature pulses both around the oflset fre-
quency 1,. The absolute phase of the output of the first
quadrature mixer 13 and/or of the second quadrature mixer
14 compared to the RF pulse depends on the phase of the
local oscillator 1n relation to the phase of the incoming RF
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pulse. In one embodiment, the phase of the local oscillator
in relation to the phase of the incoming RF pulse are not
coherent with the consequence that absolute phase of the
output of the first quadrature mixer 13 and/or of the second
quadrature mixer 14 compared to the RF pulse 1s random.

The correlator 20 1s configured to process the output of the
first quadrature mixer 13 and/or of the second quadrature
mixer 14 and mix them together. Preferably, the correlator
20 changes the relative phase between the 1in-phase compo-
nent I and the quadrature component Q before mixing those
components. Preferably, the relative phase between the
in-phase component I and the quadrature component Q 1s
shifted by 90°. The phase delay refers here to the phase delay
in relation to the off-set frequency 1. The correlator 20 1s
turther configured to transform the output of the first quadra-
ture mixer 13 and/or of the second quadrature mixer 14 for
the first frequency and the second frequency 1nto a first type
of pulse and a second type of pulse, respectively. In one
embodiment, the first pulse type 1s positive and the second
pulse type 1s negative as shown 1n FIG. 7, 1.e. the first and
second pulse types distinguish only 1n polarity. However, 1n
an alternative embodiment the pulse type could also distin-
guish 1 amplitude. In one embodiment, the correlator 20
demodulates the pulses such that the pulse envelope and/or
amplitude 1s/are preserved. A detailled embodiment of the
correlator 20 will be described in the following in relation
with FIGS. 5, 10 and 11.

FIG. 5§ shows a first embodiment of a correlator 20. The
correlator 20 1s realized as a balanced quadricorrelator. The
first embodiment of the correlator 20 comprises a {irst
delayer 24, a second delayer 25, a third delayer 26, a fourth
delayer 27, a first cross-correlator 28, a second cross-
correlator 29 and a combiner 23. FIGS. 10 and 11 show 1n
the second and third row the output of the four delayers 24
to 27 and of the cross-correlators 28 and 29 for pulses
received at the first frequency (FIG. 10) and pulses recerved
at the second frequency (FIG. 11).

The first delayer 24 1s configured to shift the phase of the
pulse of the in-phase signal I by +45° (referring to the oflset
frequency). The ﬁrst delayer 24 1s realized as a low pass
filter with the cut off frequency at the offset frequency. The
first delayer 24 1s fed with the output of the first quadrature
mixer 13. The second delayer 235 1s configured to shift the
phase of the pulse of the quadrature signal Q by -45°
(referring to the offset frequency). The second delayer 25 1s
realized as a high pass filter with the cut off frequency at the
oflset frequency. The second delayer 25 1s fed with the
output of the second quadrature mixer 14. The cross-corr-
clator 28 multiplies the output of the first delayer 24 and the
output of the second delayer 25. The third delayer 26 1is
configured to shiit the phase of the pulse of the in-phase
signal I by —435° (referring to the oflset frequency). The third
delayer 26 1s realized as a high pass filter with the cut off
frequency at the offset frequency. The third delayer 26 1s fed
with the output of the first quadrature mixer 13. The fourth
delayer 27 1s configured to shift the phase of the pulse of the
quadrature signal (Q by +45° (referring to the oflset fre-
quency). The fourth delayer 27 1s realized as a low pass filter
with the cut off frequency at the oflset frequency. The fourth
delayer 277 1s fed with the output of the second quadrature
mixer 14. The second cross-correlator 29 multlphes the
output of the third delayer 26 and the output of the fourth
delayer 27. The combiner 23 1s configured to build the
difference between the output of the second cross-correlator
29 and the output of the first cross-correlator 28.

For pulses received at the first frequency as can be seen
in FIG. 10 1n the second row, the in-phase signal I and the
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quadrature signal QQ after the first delayer 24 and the second
delayer 235, are shifted such that the minimum of the pulse
in the 1n- phase signal (minimum corresponds to the peak of
the negative pulse) lays at the maximum of the pulse in the
quadrature signal Q. Therefore for pulses received at the first
frequency as can be seen 1n FIG. 10 in the third row, the
cross-correlator 28 outputs a negative pulse. For pulses
received at the first frequency as can be seen i FIG. 10 in
the second row, the in-phase signal 1 and the quadrature
signal Q after the third delayer 26 and the fourth delayer 27,
are shifted relatively to each other such that the maximum of
the pulse 1n the in-phase signal I lays at the maximum of the
pulse 1n the quadrature signal (Q and/or that the mimimum of
the pulse 1n the n-phase signal I lays at the minimum of the
pulse in the quadrature signal Q. Therefore for pulses
received at the first frequency as can be seen 1n FIG. 10 1n
the third row, the cross-correlator 29 outputs a positive
pulse.

For pulses recerved at the second frequency as can be seen
in FIG. 11 1n the second row, the 1in-phase signal I and the
quadrature signal Q after the first delayer 24 and the second
delayer 25, are shifted such that the maximum of the pulse
in the in-phase signal lays at the maximum of the pulse 1n the
quadrature signal (Q and/or that the minima of the pulse 1n
the in-phase signal I lay at the minima of the pulse i the
quadrature signal Q. Therefore for pulses received at the
second frequency as can be seen in FIG. 11 1n the third row,
the cross-correlator 28 outputs a positive pulse. For pulses
received at the second frequency as can be seen in FIG. 11
in the second row, the m-phase signal I and the quadrature
signal Q after the third delayer 26 and the fourth delayer 27,
are shifted relatively to each other such that the maximum of
the pulse 1n the in-phase signal I lays at the minimum of the
pulse 1n the quadrature signal Q and/or that the minima of
the pulse 1n the in-phase signal I lay at the maxima of the
pulse 1n the quadrature signal Q. Therefore for pulses
received at the second frequency as can be seen 1n FIG. 11
in the third row, the cross-correlator 29 outputs a negative
pulse.

The combiner 23 provides the difference between the
output of the first cross-correlator 28 and the output of the
second cross-correlator 29. This provides for the pulse
received at the first frequency a negative pulse which
corresponds nearly to the envelop of the received RF pulse
(see FIG. 10, third row) and for the pulse received at the
second frequency a positive pulse which corresponds nearly
to the envelop of the received RF pulse (see FIG. 11, third
row). Therefore, the two-quadrature mixers 13 and 14 in
combination with the balanced quadricorrelator 20 provide
a very ellective demodulation of the pulses at the first and
second frequency into a positive pulse and a negative pulse
at the same frequency, respectively with nearly the same
pulse envelop as the received RF pulse. This 1s even possible
with non-coherent receivers.

However, the invention 1s not restricted to the use of a
balanced quadricorrelator. The correlator 20 could also be
realized as a single-correlator like the output of the first or
second cross-correlator 28 or 29. The output of the first
cross-correlator 28 and/or the output of the second cross-
correlator 29 provide(s) a rough 1image of the envelope of the
incoming quadrature pulse with a polarity depending on the
frequency of the imcoming pulse. While the first cross-
correlator 28 outputs a negative pulse for the first frequency
and a positive pulse for the second frequency, the second
cross-correlator 29 outputs a positive pulse for the first
frequency and a negative pulse for the second frequency.
FIGS. 12 and 13 for two diflerent absolute phase oflsets
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between the transmitter and the receiver and for pulse of the
first frequency the absolute value of the output of the single
correlator 28 and the output of the balanced quadricorrelator
23 with the envelop of the mmcoming RF pulses. While the
output corresponds nearly to the envelop of the incoming RF
pulses and allows the determination of the time of arrival
with a low error, the output of the single correlator 28 has a
ripple frequency which infers a higher error for the time of
arrival estimation. But the estimation of the time of arrival
with the single correlator 28 or 29 i1s also possible. The
advantage of the balanced quadricorrelator 1s that the enve-
lope of the mmcoming RF pulse 1s almost perfectly restored
without ripple effect that degrades the accuracy of the time
of arrtval estimation. The ripple of the single correlator 28
or 29 depends of the absolute phase relationship between the
transmitted carrier and the local oscillator at the receiver and
therefore cannot be perfectly synchronized. This ripple has
a Irequency component at twice the oflset frequency and
generates jitter of the ToA measurement. Furthermore, the
balanced quadricorrelator 1s not compressing or saturating
the signal as other digital- or counter-based BFSK demodu-
lators do. Therefore, 1ts output can be used precisely and
robustly determine the Time of Arrival of at least a single
incoming BFSK pulse. Therefore, the balanced quadricorr-
clator allows also a nearly perfect restoration of the envelop
of the mcoming RF pulse also for non-coherent receivers.

The low pass filter 15 removes higher frequencies from
the output of the correlator 20 and operates as an anti-
aliasing filter for the subsequent ADC 16. In one embodi-
ment, the low pass filter 15 removes all the frequencies
above twice the sampling frequency of the ADC 1n order to
prevent aliasing. However, the low pass filter 15 1s not
essential for the present invention and can be omitted. The
analogue digital converter (ADC) 16 1s configured to digi-
talize the output of the correlator 20 and/or of the low pass
filter 15. In one embodiment, the ADC 1s a high-speed n-bit
analogue-to-digital converter (ADC) for digital sampling
where n should be preferably >=4, preferably 5. For a
nanosecond precision in the ToA estimation, the speed of the
ADC should be above 500 MS/s. The fact that the correlator
20 demodulates the two frequency pulses in two types of
pulses (preferably at different polarities) at the same allows
the use of a single ADC. Since here only half of the original
bandwidth at a low 1frequency 1, 1s used, the sampling
resolution of the ADC can be chosen two times lower. This
reduces the power, the size and the complexity for the ADC.
In addition, in the present solution only one ADC 1s neces-
sary, since a second ADC component as it 1s normal after
two quadrature mixers 1s not necessary.

The channel impulse response (CIR) detector 17 1s con-
figured to process the digitally sampled demodulated
sequence of pulses 1n the digital domain in order to extract
the channel impulse response (CIR). The CIR 1s extracted on
the basis of the expected received binary sequence. As
explained above, preferably the preamble of a message,
preferably a sequence of alternating value pulses 1s used to
detect the CIR. This could be done by computing the
accumulated pulses of a certain number of last pulses,
wherein each pulse type expected 1n the expected binary
sequence 1s multiplied by 1ts polarity accordingly. In the
above above-described example with periodic polarity
change, every second pulse 1s a negative pulse, and therefore
every pulse at an unequal position should be multiplied by
—1. This yields the following equation

CIR=2, _ M{(-1)"DemPulse(n)}.
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The actual CIR 1s calculated by accumulating the sample
points of the last N pulses, 1.e. of the previous N'T, time with
T, being the time between two pulses (1nverse of pulse rate).
In the example, after each T, time the sign of the accumu-
lated samples 1s changed 1n order to recerve a maximum CIR
energy, when the expected binary sequence 1s received. For
other expected binary sequences with N pulses and values

value(n) for n=1, . . ., N the OR could be
CIR== _ V{(-1)"*™tD.DemPulse(n)}.

in order to multiply every pulse with 1ts polarity. That means
a plurality of pulses of a sequence 1s summed up, wherein
the negative pulses are multiplied by -1 1n order to receive
a good estimator for the CIR. Another method for the CIR
would consist of correlating the demodulated sequence of
pulses with a known template. Or both methods could be
combined.

The ToA detector 16 1s configured to estimate the time of
arrival of the message received at the apparatus. There are
several algorithms from the state of the art to detect the time
of arrival. In one embodiment, the ToA of the signal can be
estimated optimally by using a matched filter (IMF) that 1s
perfectly matched to the expected received multipath signal,
by calculating the correlation of the received signal with the
MF for several delays, and by choosing the delay of the
matched filter which maximizes the correlation output.
While such an approach can yield optimal ranging accura-
cies, they are typically not practical due to a number of
a-priort knowledge requirements and/or implementation
complexities. In one embodiment, low-complexity ToA esti-
mation algorithms, suitable for fast and accurate ranging,
typically employ threshold-based approaches where thresh-
old search-based algorithms 1n the receiver compare incoms-
ing individual signal samples with a certaimn threshold in
order to i1dentily the first arriving multipath component and
obtain the range information as shown in FIG. 8. Such
algorithms use typically the channel impulse response (CIR)
calculated 1n the CIR extractor 17. A threshold can be
defined by using diflerent signal statistics and a combination
of these, such as the receiver noise level, maximum signal
energy, etc. FIG. 8 shows an extracted channel impulse
response, an example threshold and the ToA point being
found (Actual TOA) on the basis of the CIR exceeding a
threshold.

Apart from the advantages already described, the present
embodiment has also the following advantages. Since the
output the correlator 20 1s a bipolar signal resulting from the
combination of the I and the QQ path of the signal, only one
high-speed ADC (=500 MS/s) 1s required for time-of-arrival
(ToA) determination. This brings a substantial advantage 1n
terms ol power consumption. Furthermore, since the com-
posite RF signal contains very low energy in middle band,
simple Zero-IF receiver architecture can be used (e.g. there
1s almost no DC energy 1n the down-converted signal which
cases the amplification process 1n the baseband chain). In the
latter Zero-1F architecture, the quadrature mixers 13 and 14
are actually part of the balanced quadricorrelation. The
balanced quadricorrelator function (quadratic or linear-law)
features an 1ntrinsic band-pass filtering properties which
increase the robustness of the ranging operation against
interferers and unwanted signals (glitches). The method for
determining the position and shape of each pulse combines
the BFSK modulated pulses and therefore provides 2-(1,+
BW/2) Hz of bandwidth (composite RF bandwidth, BW
being the bandwidth of a smgle pulse and 1, the offset
frequency) for even more precise time- of-arrlval estimation
by taking benefit of the frequency diversity that the BFSK
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scheme brings. The output provides bipolar signals that can
simultaneously carry data. Thus, the same structure and
demodulation principle 1s used for communication and time-
of-arrival measurement.

Even 11 the demodulator 1n FIG. 5 preserves the shape of
the pulse envelope, it has the disadvantage to add a quadratic
law distortion on the pulse envelope. For increased perfor-
mance, especially for ranging and detection of weak first
path in non-line-of-sight (NLOS) multipath conditions, the
linear response of the demodulator has to be preserved (to
keep the relative mtensity of each of the multipath compo-
nents between each other); the correlator 20 can additionally
be enhanced by adding comparators as shown 1n the design
in FIG. 6. The comparator 30, 31, 32 and 33 gives out a first
value 1t the 1nput signal 1s above a threshold and gives out
a second value below that threshold. In one embodiment, the
threshold value 1s zero.

The described embodiment, has the advantage that the
quadrature mixers 13 and 14 and/or the correlator 20
demodulate the signal 1n the analogue domain. This reduces
the amount of digital processing in the digital domain which
1s a dominant source for power consumption together with
the ADC 16, especially 1t larger bandwidths (>1 GHz)
(better ranging accuracy) are addressed. However, as
described in relation to an alternative embodiment, a part of
the processing (see FI1G. 9) or all of the processing could be
done 1n the digital domain.

Even 1f the desirable performance 1s well provided by the
embodiments of the correlator 20 1n FIG. 5 and FIG. 6, FIG.
9 shows an alternative embodiment, wherein the digitizing
devices can be further optimized by placing them immedi-
ately after the phase delayers 24, 25, 26 and 27 1n order to
allow the multiplication 28 and 29, as well as the combiner
function 1 23 to be performed 1n the digital domain (option-
ally also the comparator function). The advantage of this
realization 1s that 1t enables the use of lower resolution
digitizing devices ADCs, compared to the digitizing device
ADC 1n FIGS. 5 and 6. In this embodiment, the ADC can be
reduced to digital sampling where n can be as low as 2. This
brings also the advantage of inserting digital signal process-
ing (e.g. notch filter to remove unwanted interferences)
before the correlator).

The mvention 1s not restricted to the described embodi-
ment. Any vanation 1n the scope of the claims 1s possible.

The mvention claimed 1s:

1. Apparatus for determining a time of arrival of a
message signal comprising:

a lirst quadrature mixer for outputting an in-phase com-
ponent of a received message signal by mixing the
received message signal with the signal of a local
oscillator, wherein the received message signal com-
prises a binary sequence modulated by binary fre-
quency shift keying with pulses corresponding to a first
value at a first frequency and with pulses corresponding
to a second value at a second frequency, wherein the
local oscillator has a frequency between the first fre-
quency and the second frequency;

a second quadrature mixer for outputting a quadrature
component of the received message signal by mixing
the received message signal with the signal of a local
oscillator having the same frequency as the local oscil-
lator of the first quadrature mixer with a phase oflset of
ninety degrees;

a correlator; and

a time of arrival detector for determining a time of arrival
of the received message signal on the basis of the
output of the correlator,
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wherein the correlator comprises:
a first cross-correlator,
a first delay means for delaying the phase of the output
of the first quadrature mixer and/or for delaying the
phase of the output of the second quadrature mixer
belfore entering the first cross-correlator,
a second cross-correlator;
a second delay means for delaying the phase of the
output of the first quadrature mixer and/or for delay-
ing the phase of the output of the second quadrature
mixer before entering the second cross-correlator;
and
a combiner for combining the output of the first cross-
correlator and the second cross-correlator,
wherein:
the first delay means comprises a first delayer con-
figured to shift the phase of the output of the first
quadrature mixer by 435° 1n a first direction and a
second delayer configured to shift the phase of the
output of the second quadrature mixer by 45° 1n a
second direction, wherein the output of the first
delayer and the output of the second delayer is
mixed 1n the first cross-correlator: and/or

the second delay means comprises a third delayer
configured to shift the phase of the output of the
first quadrature mixer by 45° 1n the second direc-
tion and a fourth delayer configured to shift the
phase of the output of the second quadrature mixer
by 45° 1n the first direction, wherein the output of
the third delayer and the output of the fourth
delayer 1s mixed 1n the second cross-correlator.

2. Apparatus according to claim 1, wherein the combiner
subtracts the output of the second cross-correlator from the
output of the first cross-correlator.

3. Apparatus according to claim 1, wherein the first delay
means and/or the second delay means 1s configured to move
the relative phase of the output of the first quadrature mixer
and of the output of the second quadrature mixer by 90°.

4. Apparatus according to claim 1 wherein the first delay
means 1s configured to move the relative phase of the output
of the first quadrature mixer and of the output of the second
quadrature mixer in the first direction and/or the additional
second delay means 1s configured to move the relative phase
of the output of the first quadrature mixer and of the output
of the second quadrature mixer 1n the second direction.

5. Apparatus according to claim 1, wherein the first
delayer 1s a low pass filter removing the frequenmes above
an oilset frequencyj wherein the second delayer 1s a high
pass lilter removing the frequencies below the offset fre-
quency, the third delayer 1s a high pass filter removing the
frequencies above the oflset frequencyj wherein the second
delayer 1s a low pass filter removmg the frequenc1es below
the oflset frequency, wherein the ofiset frequency i1s half of
the frequency difference between the first frequency and the
second frequency.

6. Apparatus according to claim 1, wherein the correlator
1s a balanced quadricorrelator.

7. Apparatus according to claim 1, wherein the correlator
COmMprises:

a comparator between the first delay means and the first
cross-correlator with the output of the first quadrature
mixer after the first delay means as imput and/or a
comparator between the second delay means and the
first cross-correlator with the output of the second
quadrature mixer after the second delay means as imnput;
and
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an additional comparator between the third delay means
and the second cross-correlator with the output of the
first quadrature mixer after the second delay means as
input and/or an additional comparator between the
fourth delay means and the second cross-correlator
with the output of the second quadrature mixer after the
fourth delay means as input;

wherein the comparator and the additional comparator 1s
configured to output a first comparator value, if the
input signal 1s below a threshold and to output a second
comparator value, i1f the mput signal i1s above the
threshold.

8. Apparatus according to claim 1, wherein the correlator

comprises further:

a first analogue to digital converter and a second analogue
to digital converter between the first delay means and
the first cross-correlator for digitalizing the output of
the first quadrature mixer after the first delay means and
the output of the second quadrature mixer after the
second delay means; and/or

an additional first analogue to digital converter and an
additional second analogue to digital converter
between the third delay means and the second cross-
correlator for digitalizing the output of the first quadra-
ture mixer after the third delay means and the output of
the second quadrature mixer after the fourth delay
means.

9. Apparatus according to claim 1 further comprising an
analogue digital converter between the correlator and the
time of arrival detector.

10. Apparatus according to claim 1 comprising a channel
impulse response extractor configured to determine the
channel 1impulse response on the basis of a number of last
pulses received and of a number of pulses expected to
receive, wherein the time of arrival detector 1s configured to
determine the time of arrival of the received message signal
on the basis of the determined channel impulse response.

11. Apparatus according to claim 10, wherein the channel
impulse response extractor 1s configured to determine the
channel i1mpulse response by determining accumulated
pulses of the number of the last pulses, wherein each pulse
for which the second value i1s expected according to an
expected binary sequence the pulse value 1s multiphied by
minus one.

12. A key system comprising;:

a key device configured to receive a challenge message
and to transmit a challenge response on the basis of a
key stored in the key device and of the challenge
message received;

a base device configured to send the challenge message to
the key device, to receive the challenge response from
the key device and to validate the challenge response
on the basis of the key stored also 1n the base device,

wherein the base device comprises an apparatus for
determining the time of arrival of the challenge
response comprising:

a first quadrature mixer for outputting an in-phase
component of a received challenge response signal
by mixing the received challenge response signal
with the signal of a local oscillator, wherein the
received challenge response signal comprises a
binary sequence modulated by binary frequency shift
keying with pulses corresponding to a first value at
a first frequency and with pulses corresponding to a
second value at a second frequency, wherein the
local oscillator has a frequency between the first
frequency and the second frequency;
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a second quadrature mixer for outputting a quadrature
component of the received challenge response signal
by mixing the received challenge response signal
with the signal of a local oscillator having the same
frequency as the local oscillator of the first quadra-
ture mixer with a phase offset of ninety degrees;

a correlator; and

a time of arrival detector for determining a time of
arrival of the received challenge response signal on
the basis of the output of the correlator;

wherein the correlator of the base device comprises:

a first cross-correlator,

a first delay means for delaying the phase of the
output of the first quadrature mixer and/or for
delaying the phase of the output of the second
quadrature mixer before entering the first cross-
correlator,

a second cross-correlator;

a second delay means for delaying the phase of the
output of the first quadrature mixer and/or for
delaying the phase of the output of the second
quadrature mixer belfore entering the second
cross-correlator; and

a combiner for combining the output of the first
cross-correlator and the second cross-correlator,

wherein:
the first delay means comprises a first delayer

configured to shitt the phase of the output of the
first quadrature mixer by 435° 1n a first direction
and a second delayer configured to shift the
phase of the output of the second quadrature
mixer by 435° 1n a second direction, wherein the
output of first delayer and the output of the
second delayer 1s mixed in the {first cross-
correlator; and/or
the second delay means comprises a third delayer
configured to shift the phase of the output of the
first quadrature mixer by 453° in the second
direction and a fourth delayer configured to
shift the phase of the output of the second
quadrature mixer by 45° 1n the first direction,
wherein the output of third delayer and the
output of the fourth delayer 1s mixed in the
second cross-correlator.
13. A key system according to claim 12, wherein the key

device comprises an apparatus for determining the time of

arrival of the challenge message, and wherein the key device
1s configured to send the challenge response at a known or
predefined or fixed time period after the time of arrival of the
challenge message and wherein the base device 1s config-
ured to authenticate the challenge response received on the
basis of a sending time of the challenge message, the time
of armival of the challenge response and the fixed time

period.

14. A method for determining a time of arrival of a

message comprising the following steps:

mixing, 1 a first quadrature mixer, a received message
signal with an oscillating signal for outputting an
in-phase component of the received message signal,
wherein the received message signal comprises a
binary sequence modulated by binary frequency shiit
keying with pulses corresponding to a first value cen-
tred at a first frequency and with pulses corresponding
to a second value centred at a second Irequency,
wherein the oscillating signal has a frequency between
the first frequency and the second frequency;
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mixing, in a second quadrature mixer, the recerved mes-
sage signal with the signal of a local oscillator having
the same Ifrequency as the local oscillator of the first
quadrature mixer with a phase oflset of ninety degrees
for outputting a quadrature component of the received
message signal;

mixing, in a correlator, the output of the first quadrature
mixer and the output of the second quadrature mixer;
and

determining a time ol arrival of the received message
signal on the basis of the output signal of the correlator,

wherein the step of mixing the output of the first quadra-
ture mixer and the output of the second quadrature
mixer 1n the correlator comprises:

creating a first shifted signal by shifting the phase of the
output of the first quadrature mixer by 45° 1n a second
direction,

creating a second shifted signal by shifting the phase of
the output of the second quadrature mixer by 45° 1n a
second direction,

mixing, i a {irst cross-correlator, the first shifted signal
and the second shifted signal to a first mixed signal,

creating a third shifted signal by shifting the phase of the
output of the first quadrature mixer by 45° 1n the second
direction,

creating a fourth shifted signal by shifting the phase of the
output of the second quadrature mixer by 45° 1n the first
direction,

mixing, mn a second cross-correlator, the third shitted
signal and the fourth shifted signal to a second mixed
signal,

combining the first mixed signal and the second mixed

signal.
15. Apparatus for determining a time of arrival of a

message signal comprising:

a first quadrature mixer for outputting an in-phase com-
ponent of a received message signal by mixing the
received message signal with the signal of a local
oscillator, wherein the recerved message signal com-
prises a binary sequence modulated by binary 1ire-
quency shiit keying with pulses corresponding to a first
value at a first frequency and with pulses corresponding
to a second value at a second frequency, wherein the
local oscillator has a frequency between the first fre-
quency and the second frequency;

a second quadrature mixer for outputting a quadrature
component of the received message signal by mixing
the received message signal with the signal of a local
oscillator having the same frequency as the local oscil-
lator of the first quadrature mixer with a phase oflset of
ninety degrees;

a correlator comprising a cross-correlator configured to
mix the output of the first quadrature mixer and the
output of the second quadrature mixer;

a time of arrival detector for determining a time of arrival
of the received message signal on the basis of the
output of the correlator; and

a channel 1impulse response extractor configured to deter-
mine the channel impulse response on the basis of a
number of last pulses received and of a number of
pulses expected to recerve, wherein the time of arrival
detector 1s configured to determine the time of arrival
of the received message signal on the basis of the
determined channel impulse response, wherein the
channel 1mpulse response extractor 1s configured to
determine the channel impulse response by determin-
ing accumulated pulses of the number of the last pulses,




US 9,941,926 B2
19

wherein each pulse for which the second value 1is
expected according to an expected binary sequence the
pulse value 1s multiplied by minus one.
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