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ACCESS CONTROL FOR OBJECTS HAVING
ATTRIBUTES DEFINED AGAINST
HIERARCHICALLY ORGANIZED DOMAINS
CONTAINING FIXED NUMBER OF VALUES

PRIORITY CLAIM

The instant patent application 1s related to and claims
priority from the co-pending India provisional patent appli-
cation entitled, “Access Control For Objects Having Attri-

butes Defined Against Hierarchically Organized Domains
Containing Fixed Number Of Values™, Serial No.: 5056/

CHE/2014, Filed: 8 Oct. 2014, which is incorporated in 1ts

entirety herewith to the extent not inconsistent with the
disclosure herein.

BACKGROUND

Technical Field

The present disclosure relates to application servers, and
more specifically to access control for objects (1n such
application servers) having attributes defined against hier-
archically organized domains containing fixed number of
values.

Related Art

Objects are used for digitally representing any entities of
interest 1 applications. Each object typically has attributes,
with the value of each attribute expressing a characteristic of
the corresponding entity. The entities can be diverse things
such as people, animals, organizations, systems, etc., as 1s
well known 1n the relevant arts.

Attributes are defined 1n some environments, against
domains containing fixed number of values, implying that an
attribute can be assigned from only the values of the
corresponding domain. The term ‘fixed” implies that the
number of values 1n the corresponding domain 1s finite. For
example, a domain ‘Country’ contains a finite number of
values, corresponding to the different countries 1n the world.

Domains are conveniently organized hierarchically (as a
tree data structure) in several environments. For example,
cach value 1n the Country domain may be further qualified
by a State domain, having again a fixed number of corre-
sponding values (1.e., names of states). Each value in the
State domain 1n turn may be further qualified by a City
domain, thus forming hierarchically organmized domains. As
an additional 1llustration, applications in financial domain
operate based on hierarchically orgamized domains such as
Asset Classes, Product Types etc., specified by Basel Com-
mittee on Banking Supervision (BCBS).

There 1s a general need to provide access control for
objects when corresponding attributes are defined against
such hierarchically organized domains. Access control may
specily aspects such as which users can access which
objects, where and when such access 1s permitted or denied,
the specific actions (add, modity, delete, etc.) permitted or
denied for each user, etc., on the objects.

Aspects of the present disclosure facilitate access control
in such environments, as described below with examples.

BRIEF DESCRIPTION OF THE DRAWINGS

Example embodiments of the present disclosure are
described with reference to the accompanying drawings
briefly described below.

FIG. 1 1s a block diagram illustrating an example envi-
ronment (computing system) 1n which several aspects of the
present disclosure can be implemented.
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2

FIG. 2 1s a flow chart illustrating the manner 1n which
access 1s controlled to objects according to an aspect of the

present disclosure.

FIG. 3A depicts the manner in which domains containing,
fixed number of values are hierarchically organized in one
embodiment.

FIG. 3B depicts the manner 1n which valid sets of values
from multiple domains/hierarchies are indicated in one
embodiment.

FIG. 3C depicts the manner in which an administrator 1s
enabled to specity security rules against multiple domains/
hierarchies in one embodiment.

FIG. 4 A illustrates a user interface that enables an admin-
istrator to select desired hierarchies of domains in one
embodiment.

Each of FIGS. 4B and 4C illustrates a user interface that
enables an administrator to specily a security rule based on
selected hierarchies 1in one embodiment.

FIG. 5 1s a block diagram illustrating the details of a
digital processing system 1n which several aspects of the
present disclosure are operative by execution of appropriate
soltware 1nstructions.

In the drawings, like reference numbers generally indicate
identical, functionally similar, and/or structurally similar
clements. The drawing 1n which an element first appears 1s
indicated by the leftmost digit(s) in the corresponding ref-
erence number.

DESCRIPTION OF EXAMPLE EMBODIMENTS

1. Overview

An aspect of the present disclosure facilitates controlling
access 1o objects having attributes defined against hierarchi-
cally organized domains, with each domain containing a
corresponding fixed number of values. In one embodiment,
in response to receiving data indicating specific hierarchies
of the hierarchically organized domains, the corresponding
fixed number of values of the corresponding domains 1n
cach hierarchy 1s displayed. Accordingly, a user i1s enabled
to select a desired set of values from the corresponding fixed
number of values of the corresponding domains, and to
specily a security rule for a combination of the selected set
of values and a user entity.

The secunity rule 1s thereafter enforced when objects
having attributes matching the selected set of values are
accessed by the user entity. In one embodiment, the security
rule permits access to the objects having attributes matching,
the selected set of values. As such, access 1s denied to
objects 11 not permitted access by any corresponding secu-
rity rule.

According to another aspect of the present disclosure, 1n
response to recerving multiple hierarchies containing corre-
sponding values (as nodes in the hierarchies), multiple
tuples (of values) are displayed along respective lines. Each
tuple contains an ordered sequence of elements, with each
clement set to one of the values of a corresponding hierarchy
such that the tuples together represents a Cartesian product
of values of all of the recetved hierarchies. The selection of
the values for a user entity 1s performed by indicating lines
corresponding to a set of tuples of interest. Accordingly, a
security rule specified in combination with the selection 1s
enforced when objects having attributes matching any of the
selected tuples of interest are accessed by the user entity.

According to one more aspect of the present disclosure,
the lines (corresponding to the tuples) are displayed along a
first dimension, while a set of user entities including the
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above noted user entity are displayed along a second dimen-
sion. Accordingly, a user 1s enabled to select for each user
entity, a corresponding set of lines/tuples of interest. A
security rule specified in combination with the selection 1s
enforced when objects having attributes matching any of the
selected tuples/lines of interest are accessed by the corre-
sponding user entity.

According to yet another aspect of the present disclosure,
a data map representing the tuples 1n the Cartesian product
(noted above) 1s displayed. The values of each of the
(received) multiple hierarchies 1s displayed along a corre-
sponding dimension of the data map. A user 1s accordingly
enabled to indicate a set of valid tuples (from the displayed
tuples), with each valid tuple representing a corresponding,
set of values that may be assigned to attributes of the objects.
In response to the user indicating the valid tuples, only the
indicated valid tuples are displayed as lines along the first
dimension (noted above).

According to an aspect of the present disclosure, in
response to a user selecting the first set of values (noted
above) from a first hierarchy having values as nodes and
then selecting a set of user entities from a second hierarchy
having user entities as nodes, multiple tuples formed from
the selected values and user entities are displayed along
respective lines. Each tuple has elements at a first position
and a second position that are respectively set of one of the
selected set of user entities and the selected set of values
such that the tuples together represents a Cartesian product
ol the selected set of values and the selected set of user
entities. The user accordingly specifies the security rule
(noted above) by selecting lines/tuples having the desired
user entity 1n the first position and the desired values 1n the
second position.

According to one more aspect of the present disclosure,
the selection of values (from a hierarchy) includes a value of
a domain (at a higher level 1n the hierarchy) and a descen-
dant flag indicating whether or not include the sub-domains
(at lower levels 1n the hierarchy relative to the higher level)
under the value in the selection. If the descendant flag
indicates that sub-domains are to be included, the selected
set of values (which are used to determine the objects for
which a security rule 1s to be enforced) includes the values
of the first domain and also the sub-domains under the value
in the hierarchy, but includes only the values of the domain
otherwise.

According to another aspect of the present disclosure, the
objects are stored in a relational database server and access
to the objects 1s performed using SQL (structured query
language) queries, wherein access to a first object by a user
entity 1s performed using a first SQL query. The enforcing of

a security rule 1s performed by appending a condition to a

WHERE clause of the first SQL query, with the condition
designed to check whether the attributes of the object
matches a selected set of values (specified as part of the
security rule).

Several aspects of the present disclosure are described
below with reference to examples for illustration. However,
one skilled in the relevant art will recognize that the disclo-
sure can be practiced without one or more of the specific
details or with other methods, components, materials and so
forth. In other instances, well-known structures, materials,
or operations are not shown in detail to avoid obscuring the
teatures of the disclosure. Furthermore, the features/aspects
described can be practiced in various combinations, though
only some of the combinations are described herein for
CONcCIseness.

10

15

20

25

30

35

40

45

50

55

60

65

4

2. Example Environment

FIG. 1 1s a block diagram illustrating an example envi-
ronment (computing system) in which several aspects of the
present disclosure can be implemented. The block diagram
1s shown contaiming end user systems 110A-110Z, Internet
120, intranet 130, server systems 140A-140C, administrator
system 150, and data stores 180A-180B.

Merely for illustration, only representative number/type
of systems 1s shown in the Figure. Many environments often
contain many more systems, both i number and type,
depending on the purpose for which the environment is
designed. Fach system/device of FIG. 1 1s described below
in further detail.

Intranet 130 represents a network providing connectivity
between server systems 140A-140C, administrator system
150 and data stores 180A-180B all provided within an
enterprise (shown with dotted boundaries). Internet 120
extends the connectivity of these (and other systems of the
enterprise) with external systems such as end user systems
110A-110Z. Each of intranet 140 and Internet 120 may be
implemented using protocols such as Transmission Control
Protocol (TCP) and/or Internet Protocol (IP), well known 1n
the relevant arts. In general, in TCP/IP environments, an IP
packet 1s used as a basic unit of transport, with the source
address being set to the IP address assigned to the source
system from which the packet originates and the destination
address set to the IP address of the destination system to
which the packet 1s to be eventually delivered.

An IP packet 1s said to be directed to a destination system
when the destination IP address of the packet is set to the IP
address of the destination system, such that the packet i1s
eventually delivered to the destination system by networks
120 and 130. When the packet contains content such as port
numbers, which specifies the destination application, the
packet may be said to be directed to such application as well.
The destination system may be required to keep the corre-
sponding port numbers available/open, and process the
packets with the corresponding destination ports. Each of
Internet 120 and intranet 130 may be implemented using any
combination of wire-based or wireless mediums.

Each of data stores 180A-180B represents a non-volatile
(persistent) storage facilitating storage and retrieval of a
collection of data by applications (such as financial appli-
cations, analytical frameworks, etc.) executing i1n other
systems of the enterprise such as server systems 140A-140C
and administrator system 150. Some of data stores 180A-
1808B may be mmplemented as a database server using
relational database technologies and accordingly provide
storage and retrieval of data using structured queries such as
SQL (Structured Query Language). Other data stores may be
implemented as a file server providing storage and retrieval
of data 1n the form of files organized as one or more
directories, as 1s well known 1n the relevant arts.

In one embodiment, the data maintained in data stores
180A-180B 1s modeled (and accordingly accessed by the
applications) as objects. As 1s well known, an object con-
tains various attributes, with an instance (“object instance™)
of the object having corresponding values for respective
attributes. When stored 1n a relational database system, an
object may correspond to one or more tables, with each
attribute corresponding to a respective column of such
table(s) and each object mstance corresponding to a row in
such table(s).

Each of end user systems 110A-110Z represents a system
such as a personal computer, workstation, mobile station,
mobile phones, computing tablets, etc., used by users to
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generate and send user requests directed to specific systems
of the enterprise. The user requests may be generated using

appropriate user interfaces (for example, web pages pro-
vided by applications executing in the enterprise). For
example, the users may send user requests for performing
various tasks to financial applications executing in server
systems 140A-140C. In general,

Each of server systems 140A-140C represents a server,
such as a web/application server, executing financial appli-
cations capable of performing tasks requested by users using
end user systems 110A-1107. In response to receiving
requests from end user systems, each server system performs
the tasks specified 1n the requests and sends the result of
performance of the tasks to the requesting end user system.
Each server system may use data stored internally (for
example, 1n a non-volatile storage/hard disk within the
server), external data (e g, maintained in data stores 180A-
180B) and/or data received from external sources (e.g., from
the user) in performing such tasks.

It may be appreciated that each of server systems 140A-
140C uses data modeled as objects having attributes. For the
performance of a task, a server system may access one or
more objects and perform various actions (such as add, edit,
delete) on the objects as part of the task. For security
reasons, it 1s generally desirable that the access to the objects
be controlled during the performance of the user requested
tasks. As such, 1n response to a user request (generated by a
user using one of end user systems 110A-1107), the tasks
specified 1 the request are performed only 1f the user 1s
permitted to access the objects required for the performance
of the tasks.

There are several challenges to controlling access to
objects. Financial applications typically operate with a large
number/type (1n the range of 1000+) of objects, and accord-
ingly controlling access to such a large number of objects 1s
difficult, both to specily and implement the access. Further-
more, the access to some of the objects may be required to
be permitted/denied based on the values associated with the
attributes of an object (e.g. ACCOUNT containing an attri-
bute “Type” set to value “SAVINGS” and attribute “Coun-
try” as value “INDIA”), 1n contrast to being just based on a
type of the object (e.g., ACCOUNT).

Admimstrator system 1350, provided according to several
aspects of the present disclosure, facilitates the access con-
trol for objects having attributes defined against hierarchi-
cally organized domains containing fixed number of values,
as described below with examples.

3. Access Control for Objects

FIG. 2 1s a flow chart illustrating the manner 1n which

access 1s controlled to objects according to an aspect of the
present disclosure. The flowchart 1s described with respect to
FIG. 1, i particular, administrator system 150 merely for
illustration. However, many of the features can be imple-
mented 1n other environments (and using potentially other
types ol systems/servers) also without departing from the
scope and spirit of several aspects of the present disclosure,
as will be apparent to one skilled 1n the relevant arts by
reading the disclosure provided herein.
In addition, some of the steps may be performed in a
different sequence than that depicted below, as suited to the
specific environment, as will be apparent to one skilled 1n
the relevant arts. Many of such implementations are con-
templated to be covered by several aspects of the present
disclosure. The flow chart begins in step 201, in which
control immediately passes to step 210.
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In step 210, administrator system 150 receives data indi-
cating multiple hierarchies of the hierarchically organized
domains. An administrator may select those hierarchies,
which are desired to be the basis for controlling access to
various objects of interest. Alternatively, the data may be
received (as a user request) from one of end user systems
110A-1107.

In step 230, administrator system 150 displays the fixed
number of values of the domains 1n each of the hierarchies.
The values of the domains may be displayed 1n any conve-
nient manner in a display unit associated with administrator
system 150 or the requesting end user system (110A-1107).
Some sample user interfaces for displaying the values 1s
described 1n below sections. As the number of values 1s
fixed, the corresponding information can be determined
using any of several known approaches. For example, the
fixed number of values for each domain may be indicated 1n
meta-data made available by an administrator.

In step 250, administrator system 150 enables a user (for
example, the administrator) to select desired values of the
domains 1n each hierarchy. The user may select one or more
values at diflerent levels within the corresponding hierarchy.
Selection of a value at a higher level may imply inclusion of
all the domains at the lower levels 1n the hierarchy. In one
embodiment, the user 1s enabled to select a value at a higher
level and indicate using a descendant flag whether the
(values 1n the) sub-domains at lower levels under the
selected value are to be included 1n the selection or not.

In step 270, adminmistrator system 150 enables the user to
specily a security rule for a combination of a user entity and
the selected set of values. A user entity can be a single user
or a group of users (defined based on roles, titles, etc.), as
suited for the corresponding objective. The security rule may
also be chosen consistent with the objective. Examples of
security rules include permitting or denying access, autho-
rization for various actions, etc., as will be apparent to one
skilled 1n the relevant arts by reading the disclosure provided
herein. Though the flowchart 1s shown as defining a single
security rule, 1t should be appreciated that steps 210-270
may be performed iteratively to define a set of security rules
implementing desired access controls.

In step 290, administrator system 150 enforces the secu-
rity rule when objects having attributes matching selected
set of values are sought to be accessed by the corresponding
user entity. In other words, when a user entity attempts to
access an object for performing an action, the security rules
(defined 1n accordance with steps 210-270) that are appli-
cable for the object are determined based on the attributes of
the objects and the corresponding selected set of values
specified 1n the security rules. The applicable security rules
may then be applied to check whether or not the user entity
should be permitted to complete the access/action on the
specified object. In the following description, 1t 1s assumed
that security rules permit access to the objects having
attributes matching the selected set of values, such that
access 1s denied to objects only 1f not permitted access by
any corresponding security rule.

In an embodiment, enterprise applications in server sys-
tem 140A may be designed to generate SQL queries directed
to data stores 180A/180B, in response to various requests
from end user systems 110A/110B. Server system 140A
appends a condition to the WHERE clause of such SQL
queries, with the condition being formed from the selected
set of values specified i step 270. Accordingly, access
control 1s implemented in server systems, without requiring
changes to any database type technologies implemented 1n

data stores 180A/180B. The flow chart ends 1n step 299.
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Thus, by enabling a user/administrator to specily security
rules for combinations of different sets of values (assigned
to attributes of objects) and user entities, the controlling of
access to a large number/type of objects 1s simplified.
Furthermore, access based on values of the attributes 1s also
facilitated. The manner 1in which administrator system 150
may perform the access control for objects according to FIG.
2 1s illustrated below with examples.

4. Illustrative Example

FIGS. 3A-3C and 4A-4C together illustrate the manner in

which access control for objects having attributed defined
against hierarchically orgamized domains containing fixed
number of values 1s provided 1n one embodiment. Each of
the Figures 1s described 1n detail below.

FIG. 3A depicts the manner in which domains containing,
fixed number of values are hierarchically organized 1n one
embodiment. In particular, tree 310 depicts a hierarchy of
domains with the root being the name of the hierarchy
“Legal Entity”. It should be noted that the name 1s shown
symbolically (in dotted lines) as the root to indicate that all
the domains (and corresponding values) belongs to the same
hierarchy.

The “Legal Entity” hierarchy 1s shown as having a first
domain (at level 1) containing the values “XYZ-Bank-Inc”,
“XYZ-Investments” and “XYZ-Bank-Asia-Limited”. The
value “XYZ-Bank-Asia-Limited” 1s shown as being further
qualified by the sub-domain of values containing “XYZ-
Bank-Singapore” and “XYZ-Bank-India” (which are at a

lower level 1n comparison to the first domain) It may be
appreciated that any of the values shown as the nodes of tree
310 (except the root) may be assigned to attributes of
objects. In other words, an attribute of an object may be set

to any one of the values, “XYZ-Bank-Inc”, “XYZ-Invest-
ments”, “XYZ-Bank-Asia-Limited”, “XYZ-Bank-Singa-
pore” and “XYZ-Bank-India”.

Similarly, tree 320 depicts a hierarchy of domains with the
symbolic root being the hierarchy name “Region™. Tree 320
1s shown having a first domain (at level 1) containing the
values “North America” and “Others”, and with each of the
values being further qualified by respective sub-domains at
the lower level. It may be appreciated that a financial
application may have a large number of similar hierarchi-
cally orgamized domains (having more levels), each domain
containing a fixed number of values.

Admimstrator system 150 may receive such hierarchies of
domains (e.g., 310, 320, etc.) 1in response to a user selecting
those hierarchies. Administrator system 150 then displays
the values of the domains 1n a display unit associated with
administrator system 1350. Alternatively, the hierarchies may
be received as a user request from one of end user systems
110A-1107, with administrator system 150 then providing
the display 1in a display unit associated with the requesting
end user system.

According to aspects of the present disclosure, adminis-
trator system 1350 facilitates a user/administrator to first
indicate the valid sets of values that may be assigned to
attributes of the objects stored in data stores 180A-180B,
and then to specily a security rule for a combination of
desired valid sets and user entities. The manner in which
valid sets of values may be indicated 1s first described below,
followed by the manner in which security rules may be
specified based on such indicated sets of values.

5. Indicating Valid Sets of Values

FIG. 3B depicts the manner in which valid sets of values
from multiple domains/hierarchies are indicated 1n one
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embodiment. In particular, 1n response to receiving multiple
hierarchies containing corresponding values, administrator
system 150 displays a data map with the values of each of
the (received) hierarchies being displayed along a corre-
sponding dimension of the data map. In other words, the data
map represents the tuples (of values), each tuple contaiming
an ordered sequence of elements, with each element set to
one of the values of a corresponding hierarchy such that the
tuples together represents a Cartesian product of values of
all of the recerved hierarchies.

As 1s well known, a Cartesian product of domains/sets of
values 1s defined as the set of n-tuples of the values from the
domains, where each n-tuple contains one value from each
domain/set. Thus, for two domains A and B, the Cartesian
product 1s defined as the set of all 2-tuples, with each 2-tuple
containing a value from domain A and also containing a
value from domain B. The number of tuples 1s equal to the
multiplication of the number of values 1n each domain (that
1s, mxn, 1f domain A contains m values and domain B
contains n values).

In one embodiment, 1n response to receiving a first and a
second hierarchy of values, administrator system 150 dis-
plays the values of the first hierarchy as rows (a first
dimension) and the values of the second hierarchy as col-
umns (a second dimension) of a two-dimensional matrix.
The description 1s continued assuming that trees 310 and
320 shown 1n FIG. 3A are recerved as the hierarchies to be
used for specitying security rules.

Table 340 depicts the two-dimensional matrix/data map
that 1s displayed by admimstrator system 150 1n response to
receiving trees 310 and 320. It may be observed that the
values of the domains 1n tree 310 are shown as rows of table
340 (the first dimension), while the values of the domains 1n
tree 320 are shown as columns of table 340 (the second
dimension). Each of the cells in table 340 represents a tuple
of values, with the first value of the tuple being from tree 310
and the second value of the tuple being from tree 320.

A user/administrator performs the selection of valid
tuples/sets of values that are to be basis for a security rule.
For example, an administrator may select (as indicated by

the tick 1n the corresponding cell) the cells shown 1n table
340, such as (“XYZ-Bank-Inc”, “US”), (“XYZ-Bank-Inc”,

“Canada™), (“XYZ-Bank-Investments”, “UK”), (“XYZ-
Bank-Singapore”, “Singapore”), and (“XYZ-Bank-India”,
“India). The selected set of values represents the valid
tuples that may be assigned to (corresponding) attributes of
objects stored in data store 180A-180B.

Thus, a user/administrator indicates the specific valid
tuples/sets of values. It may be appreciated that though only
two hierarchies are shown above, the features of the present
disclosure may be extended to multiple (more than two)
hierarchies, with the data map being displayed as an n-di-
mensional matrix 1in an appropriate manner (e.g., multiple
tables for three dimensions), as will be apparent to one
skilled 1n the relevant arts by reading the disclosure herein.
It should be noted that the valid tuples may be indicated 1n
any other convenient manner as well. For example, the valid
pairs may be pre-specified as part of a configuration data,
with administrator system 150 then generating the interface
of table 360 (described below) based on such configuration
data, without providing the interface of table 340.

The user/administrator may thereafter specily a security
rule (for example, allow access to objects having the
selected values) for a desired/selected user entity. The man-
ner i which administrator system 150 enables a user/
administrator to specily security rules based on the values 1n
the selected hierarchies 1s described below with examples.
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6. Specilying Security Rules for User Entities

FIG. 3C depicts the manner 1n which an administrator 1s
enabled to specity security rules against multiple domains/
hierarchies in one embodiment. In particular, 1n response to
receiving multiple hierarchies contaiming corresponding val-
ues, administrator system 150 displays multiple tuples (of
values) as respective lines along a first dimension (for
example, rows of a two-dimensional matrix), while multiple
user enfities are displayed along a second dimension (for
example, columns of a two-dimensional matrix). The
description 1s continued assuming that the user entities
correspond to user groups defined 1n the financial applica-
tion.

Table 360 depicts the two-dimensional matrix that 1s

displayed by administrator system 150 1n response to receiv-
ing the hierarchies of trees 310 and 320 shown 1n FIG. 3A

and indicating various user groups ol interest. It may be
observed that only the valid tuples/sets of values indicated
by the user in table 340 are shown as rows of table 360,
while the user groups of interest (as indicated by the
administrator) are shown as columns of table 360. However,
in an alternative embodiment, all the tuples 1n the Cartesian
product (1.e., mcluding those that are not valid) may be
displayed along the first dimension thereby enabling the user
to specily any desired combination of tuple of values and
user entity.

Thus, each of the cells 1n the table represents a combi-
nation of values, with the first value of the combination
being from tree 310, the second value of the combination
being from tree 320 and the third value of the combination
being from the user groups (UG1, UG2, etc.). Each cell may
also be viewed as a mapping from the 2-tuple of the
Cartesian product corresponding to the row to the user group
corresponding to the column.

A user/admimistrator may perform the selection of the
values for a user entity (here, user group) by indicating the
combination of values (that 1s the cells 1n table 360), and
then specily a security rule for the combination of the
selected values (1n the row) and the user entity (along the
column). For example, an administrator may select (as
indicated by the tick in the corresponding cell) desired
cells/triples as shown 1n table 360. It may be appreciate that
the selection 1n cell 365 indicates that the objects having
attributes matching the 2-tuple (“XYZ-Bank-Inc”,
“Canada™) are allowed access to users belonging to the user
group UG3.

The security rule specified by the administrator in table
360 may be stored 1n a non-volatile storage (such as data
store 180A-180B), and thereafter retrieved and enforced
when server system 140A-140C processes user requests
received from end user systems 110A-1107. For example, in
response to a financial application (executing 1 a server
system) receiving a user request from an end user system,
the financial application may 1dentify that the user request 1s
received from a first user entity (for example, UG1) and that
a first object 1s required to be accessed to process the user
request.

The financial application (or a common application such
as an authorization application) may then determine the set
ol security rules that are applicable for the first object (based
on matching the hierarchies against which the attributes of
the first object are defined with the hierarchies specified in
the security rules). For example, a security rule specified for
user entity UG1 1n table 360 may be included 1n the set of
applicable security rules, 11 the first object has two attributes
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that are respectively defined against (and according are
assigned the values from) the hierarchies Legal Entity and
Region.

The financial application may then be permitted to access
the first object (and accordingly process the user request) 1
the two attributes (noted above) of the first object has
(stored) values matching any of the indicated pairs of values
(cells) 1n table 360 for the user entity UG1. In other words,
the access 1s permitted if the two attributes has any of the
pairs (“XYZ-Bank-Inc”, “US”), and (“XYZ-Bank-Singa-
pore”, “Singapore”). It 1s assumed that security rules permit
access 1o the objects having attributes matching the selected
set of values, such that access 1s denied to objects only 1 not
permitted access by any corresponding security rule.

Thus, an administrator 1s enabled to specily a security rule
for multiple user entities. Some sample user interfaces that
may be provided for facilitating the specification of the
security rules 1s described below with examples.

7. Sample User Interfaces

FIGS. 4A-4C depicts sample user interfaces that may be
provided for facilitating the specification of security rules in
one embodiment. Display area 400 of each Figure depicts a
portion of a user interface provided on a display unit (not
shown 1n FIG. 1) associated with adminmistrator system 150.
In one embodiment, each display area corresponds to a
browser displaying respective web pages provided by
administrator system 150. The web pages are provided 1n
response to an administrator of the enterprise sending appro-
priate requests using the browser i administrator system
150.

It may be appreciated that the matrices/tables of 340 and
360 of FIGS. 3B and 3C may be similarly provided as a part
of a user interface. For example, table 340/360 may be
provided along with other information shown in the user
interfaces of FIGS. 4B-4C, as will be apparent to one skilled
in the relevant arts by reading the disclosure herein. Each of
FIGS. 4A-4C 1s described 1n detail below.

FIG. 4 A illustrates a user interface that enables an admin-
istrator to select desired hierarchies of domains 1n one
embodiment. Display area 410 enables the administrator to
specily a name, description and other details of the security
rule. It may be observed that the map type 1s shown selected
as “Security Filter”, indicating that the user/administrator 1s
selecting hierarchies for specifying a security rule.

Accordingly, display arca 415 displays the names of the
hierarchies/domains defined (and available of selection) 1n a
financial application, while display area 420 displays the
names of the hierarchies/domains selected by the user/
administrator (from the list shown in display area 415). It
may be observed that display area 420 indicates that the
administrator has selected the Risk Hierarchy and also the
User Group hierarchy. In response, to the administrator
clicking/selecting “Save” button 425, administrator system
150 identifies the hierarchies in display area 420 as those
received from the user, and accordingly displays the values
of the domains 1n the user selected hierarchies (of display
arca 420). The manner 1n which the values may be displayed
1s described below with examples.

Each of FIGS. 4B and 4C illustrates a user interface that
enables an administrator to specily a security rule based on
selected hierarchies 1n one embodiment. Referring to FIG.
4B, display area 430 1s displayed in response to the user
selecting the hierarchues in display areca 420 of FIG. 4A.
Each of display area 460 and 465 depicts a corresponding
panel displaying the values of one of the selected hierar-
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chies. While display area 460 1s shown displaying the values
from “Risk Hierarchy™, display area 465 1s shown display-
ing the values from “User Group”. In general, display area
430 contains a number of panels equal to the number of
hierarchies selected by the user (that 1s, the number of 1tems
in display area 420).

It may be observed that the values of the domains in the
selected hierarchies are shown 1n display areas 460 and 465
in the form of corresponding tree structures. Each node 1n
the tree structure 1s shown associated with a checkbox,
which facilitates the user/admimistrator to select the desired
values from the various domains of the displayed hierar-
chies. The administrator may select (by clicking/selecting
the corresponding checkbox) the desired combination of
values (from the hierarchies) and the user group 1n display
area 430, and click/select “Go” button 435 to cause the
combination to be added (and displayed) as a security rule
in display area 440.

It should be noted that the admimistrator may perform the
above actions of selecting the values and selecting button
435 repeatedly to add multiple security rules. In one embodi-
ment, the administrator selects specific values from the
hierarchies (such as 460 and 465) shown 1n display area 430,
and 1n response to clicking the “Go” button, administrator
system 150 generates the tuples from the selected values. It
may be appreciated that since the user/administrator waill
generally select values (whose combinations) are possible to
be assigned to the attributes of objects, only the valid tuples
shown 1n display area 440.

Display area 440 facilitates a user to specily security rules
based on the values in the selected hierarchies/domains.
Display area 440 1s shown displaying a Cartesian product of
the values and user entities selected from hierarchies 460
and 465 respectively. It may be appreciated that each line 1n
display areca 440 represents a possible security rule that may
be specified by the user.

Each line/security rule in display area 440 indicates the
value (e.g., “Credit Risk™) selected from the domain “Risk
Hierarchy™, a first macro indicating whether the security rule
1s applicable only to the domain value (option *“Self”) or to
all the lower level domains under the value (option “Self &
Desc™), a user group/entity (e.g. “Authorizer”) for which the
rule 1s applicable, and a second macro 1indicating whether the
rule 1s applicable only to the group (option “Self”) or to all
the descendants of the group (option “Self & Desc™). Each
line also indicates under the “Excluded” column whether the
user group 1s to be permitted access (option “No™) or 1s to
be denied access (option “Yes”).

It may be appreciated that the (first) macro associated
with the domain value act as a descendant flag to indicate
whether or not to include the sub-domains under the domain
value 1n the selection of values. For example, the option
“Sell” specified for the value “Credit Risk™ indicates that the
security rule 1s applicable only for that value (that 1s, the
selection 1ncludes only the value “Credit Risk™), while the
option “Self & Desc” specified for the value “Market Risk™
indicates that the security rule 1s applicable for that value
and also all the values in the sub-domains under that value
(that 1s, the selection includes the value “Market Risk™ and
all the values in the sub-domains under “Market Risk™).

It may be further appreciated that most of the security
rules indicate that access 1s to be permitted (option “No”
under the “Excluded” column) upon attributes matching the
selected set of values. Accordingly, administrator system
150 permits access to objects having attributes matching the
selected set of values, and denies access to objects 11 not
permitted access by any corresponding security rule. Alter-
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natively, administrator system 1350 denies access to objects
if a security rule 1s specified with the corresponding values
and the option “Yes” selected 1n the “Excluded” column.

The administrator then may select (by selecting the cor-
responding checkboxes) the desired security rules, and
clicks/selects “Save” button 445 to cause the rules to be
stored 1n a non-volatile storage (such as data stores 180A-
180B). The secunity rules may thereafter be retrieved and
enforced when server system 140A-140C processes user
requests received from end user systems 110A-1107, as
noted above.

FI1G. 4C 1llustrates a user interface similar to FIG. 4B, but
with the administrator provided the abaility to select the user
group first and then the desired combination of values from
the different domains Thus, display area 470 1s similar to
display area 430, but with the panel/hierarchy for user group
shown {first and the panel/hierarchy for the selected “Risk
Hierarchy™ shown second. Again, a user/adminmistrator may
select a combination of the desired user entities from the
user group hierarchy and a corresponding selection of values
from the other hierarchies and add the combinations (by
clicking the “Go” button) as corresponding security rules.
Display area 480 1s similar to display area 440 and displays
a possible list of security rules based on the values 1n the
selected hierarchies/domains. However each line/security
rule 1n display areca 480 1s shown with the user group
specified first, followed by the “Asset Type” (the selected
value).

It may be observed that the second and third lines/security
rules 1n display area 480 indicates that the user entity
“Administrator” 1s to be permitted access (option “No”
under the “Excluded” column) to objects having an attribute
matching the value “Credit Risk™ or any of the values 1n the
sub-domains (option “Self & Desc” under the second
“Macro” column), but 1s to be denied access (option “Yes”)
to objects having an attribute matching the value “CVA—
Standard Method” (in the sub-domain under the value
“Credit Risk™). In other words, the second and third security
rules operate to permit access to only those objects having
an attribute matching either “Credit Risk™ or any other value
in the sub-domains under “Credit Risk” but excluding the
value “CVA—Standard Method”.

Thus, a user/administrator 1s facilitated to control access
to objects having attributes defined against hierarchically
organized domains containing fixed number of values. In
particular, by specitying security rules for combinations of
different sets of values (assigned to attributes of objects) and
user entities, the task of controlling of access to a large
number/type of objects 1s simplified.

It should be appreciated that the features described above
can be implemented 1n various embodiments as a desired
combination of one or more of hardware, executable mod-
ules, and firmware. The description 1s continued with respect
to an embodiment 1n which various features are operative
when the mstructions i the executable modules are
executed.

8. Digital Processing System

FIG. 5 1s a block diagram 1llustrating the details of digital
processing system 300 in which several aspects of the
present disclosure are operative by execution of approprate
soltware 1nstructions. Digital processing system 500 corre-

sponds to admimistrator system 150 or other systems (e.g.,
end user systems 110A-1107) from which various features

described above can be provided.
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Digital processing system 500 may contain one or more
processors (such as a central processing unit (CPU) 510),
random access memory (RAM) 520, secondary memory
530, graphics controller 560, display umt 570, network
interface 580, and put interface 590. All the components
except display unit 570 may communicate with each other
over communication path 550, which may contain several
buses as 1s well known 1n the relevant arts. The components
of FIG. 5 are described below 1n further detail.

CPU 510 may execute mstructions stored in RAM 520 to
provide several features of the present disclosure. CPU 510
may contain multiple processing units, with each processing,
unit potentially being designed for a specific task. Alterna-
tively, CPU 510 may contain only a single general-purpose
processing unit. RAM 520 may receive instructions from
secondary memory 530 using communication path 550.

RAM 520 1s shown currently containing software nstruc-
tions constituting shared environment 325 and/or user pro-
grams 3526 (such as financial applications, analytical frame-
work, etc.). Shared environment 523 contains utilities shared
by user programs, and such shared utilities include operating,
system, device drivers, virtual machines, flow engines, etc.,
which provide a (common) run time environment for execu-
tion of user programs.

Graphics controller 560 generates display signals (e.g., 1n
RGB format) to display unit 570 based on data/instructions
received from CPU 510. Display unit 570 contains a display
screen to display the images defined by the display signals
(such as the portions of the user interface of FIGS. 3B-3C
and 4A-4C). Input interface 590 may correspond to a
keyboard and a pointing device (e.g., touch-pad, mouse) that
may be used to provide various mputs (such as to specity the
desired 1inputs, etc. in the user interfaces of FIGS. 3B-3C and
4A-4C). Network interface 5380 provides connectivity to a
network (e.g., using Internet Protocol), and may be used to
communicate with other connected systems (such as server
systems 140A-140C, data stores 180A-180B).

Secondary memory 3530 represents a non-transitory
medium, which may store the data (for example, portions of
data shown 1n FIG. 3A) and software mstructions (for
example, for performing the steps of FIG. 2), to enable
digital processing system 500 to provide several features 1n
accordance with the present disclosure. The code/instruc-
tions stored 1n secondary memory 530 may either be copied
to RAM 520 prior to execution by CPU 510 for higher
execution speeds, or may be directly executed by CPU 510.

Secondary memory 330 may contain hard drive 335, flash
memory 336, and removable storage drive 5337. Some or all
of the data and instructions may be provided on removable
storage unit 540, and the data and instructions may be read
and provided by removable storage drive 537 to CPU 510.
Removable storage unit 540 may be implemented using
medium and storage format compatible with removable
storage drive 537 such that removable storage drive 537 can
read the data and instructions. Thus, removable storage unit
540 1ncludes a computer readable (storage) medium having
stored therein computer software and/or data. However, the
computer (or machine, in general) readable medium can be
in other forms (e.g., non-removable, random access, etc.).

In this document, the term “computer program product”™ 1s
used to generally refer to removable storage unit 540 or hard
disk installed 1n hard drive 535. These computer program
products are means for providing software to digital pro-
cessing system 500. CPU 3510 may retrieve the software
instructions, and execute the instructions to provide various
teatures of the present disclosure described above.
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The term “storage media/medium” as used herein refers to
any non-transitory media that store data and/or istructions
that cause a machine to operate 1n a specific fashion. Such
storage media may comprise non-volatile media and/or
volatile media. Non-volatile media includes, for example,
optical disks, magnetic disks, or solid-state drives, such as
storage memory 3530. Volatile media includes dynamic
memory, such as RAM 520. Common forms of storage
media include, for example, a tloppy disk, a flexible disk,
hard disk, solid-state drive, magnetic tape, or any other
magnetic data storage medium, a CD-ROM, any other

optical data storage medium, any physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-
EPROM, NVRAM, any other memory chip or cartridge.

Storage media 1s distinct from but may be used in con-
junction with transmission media. Transmission media par-
ticipates 1n transferring information between storage media.
For example, transmission media includes coaxial cables,
copper wire and fiber optics, including the wires that com-
prise bus 550. Transmission media can also take the form of
acoustic or light waves, such as those generated during
radio-wave and infra-red data communications.

Retference throughout this specification to “one embodi-
ment”, “an embodiment”, or similar language means that a
particular feature, structure, or characteristic described in
connection with the embodiment 1s included 1n at least one
embodiment of the present disclosure. Thus, appearances of
the phrases “in one embodiment”, “in an embodiment™ and
similar language throughout this specification may, but do
not necessarily, all refer to the same embodiment.

Furthermore, the described features, structures, or char-
acteristics of the disclosure may be combined 1n any suitable
manner 1 one or more embodiments. In the above descrip-
tion, numerous specific details are provided such as
examples of programming, software modules, user selec-
tions, network transactions, database queries, database struc-
tures, hardware modules, hardware circuits, hardware chips,
etc., to provide a thorough understanding of embodiments of

the disclosure.

9. Conclusion

While various embodiments of the present disclosure
have been described above, 1t should be understood that they
have been presented by way of example only, and not
limitation. Thus, the breadth and scope of the present
disclosure should not be limited by any of the above-
described exemplary embodiments, but should be defined
only 1n accordance with the following claims and their
equivalents.

It should be understood that the figures and/or screen
shots 1illustrated in the attachments highlighting the func-
tionality and advantages of the present disclosure are pre-
sented for example purposes only. The present disclosure 1s
suiliciently flexible and configurable, such that it may be
utilized 1n ways other than that shown 1n the accompanying
figures.

Further, the purpose of the following Abstract 1s to enable
the Patent Oflice and the public generally, and especially the
scientists, engineers and practitioners 1n the art who are not
tamiliar with patent or legal terms or phraseology, to deter-
mine quickly from a cursory inspection the nature and
essence of the technical disclosure of the application. The
Abstract 1s not intended to be limiting as to the scope of the
present disclosure 1n any way.
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What 1s claimed 1s:
1. A method of controlling access to objects, said method

comprising;

receiving data indicating a plurality of hierarchies of

16

set of values, including a third attribute of the another
object matching said first value and a fourth attribute of
the another object matching said third wvalue, 1s
accessed by said user entity,

hierarchically organized domains, with each domain 5 wherein said user specifies both of said first security rule
containing a corresponding fixed number of values, and said second security based on the values of the
said plurality of hierarchies including a first hierarchy and corresponding domains displayed on said display unit
a second hierarchy, at said first time 1nstance,
said first hierarchy and said second hierarchy respectively wherein access to a first object by said user entity is
specilying a first plurality of values and a second 10 performed using a first SQL query, wherein said enforc-
plurality of values which can be stored for attributes of ing of said first security rule when said first object 1s
said objects, wherein said objects are stored 1n a accessed by said user entity comprises:
relational database server and access to said objects 1s appending a condition to a WHERE clause of said first
performed using SQL (structured query language) que- SQL query, said condition designed to check whether
ries; 15 the attributes of said first object matches said first set of

displaying on a display umit at a first time 1instance, the
values of the corresponding domains 1n each hierarchy
of said plurality of hierarchies along with a plurality of
user entities, wherein said first plurality of values and
said second plurality of values are displayed on said
display unit at said first time instance;

enabling a user to specity a first combination and a second
combination,

said first combination comprising a user entity from said
plurality of user entities, and a first set of values from
the displayed values of the corresponding domains,
wherein said first set of values includes a first value
from said first plurality of values of said first hierarchy
and a second value from said second plurality of values
of said second hierarchy,

wherein said second combination comprises said user
entity and a second set of values from the displayed
values, said second set of values containing said first
value and a third value from said second plurality of
values of said second hierarchy,

wherein said user selects a third set of values from said
first hierarchy, said third set of values comprising a fiith
value of a first domain 1n said first hierarchy and a
descendant tlag, wherein said first domain 1s at a higher
level 1n said first hierarchy, wherein said fifth value 1s
associated with sub-domains that are at lower levels
relative to said higher level 1n said first hierarchy,

wherein said descendant flag indicates whether or not to
include the sub-domains under said fifth value 1n said
selection,

wherein said selection includes the values of said first
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values.
2. The method of claim 1, wherein said displaying dis-

plays a plurality of tuples along respective lines with each
tuple containing an ordered sequence of elements,

wherein each element 1s set to one of the values of a
corresponding hierarchy of said plurality of hierarchies
such that said plurality of tuples together represents a
Cartesian product of values of all of said plurality of
hierarchies,

wherein said selection comprises indicating a first line and
a second line respectively corresponding to a first tuple
of interest and a second tuple of interest, said first tuple
of interest and said second tuple of interest being
contained 1n said plurality of tuples, said first tuple of
interest representing said first set of values including
said first value and said second value, said second tuple
of 1interest representing said second set of values
including said first value and said third value,

wherein said {irst security rule 1s specified for said first
combination of said user entity and said first tuple of
interest,

wherein said second security rule is specified for said
second combination of said user entity and said second
tuple of interest,

wherein said enforcing enforces said first security rule
when objects having attributes matching said first tuple
ol interest are accessed by said user entity,

wherein said enforcing enforces said second security rule
when objects having attributes matching said second
tuple of interest are accessed by said user entity.

3. The method of claim 2, wherein said lines are displayed

along a first dimension and said plurality of user entities
including said user entity are displayed along a second
dimension,

domain and the sub-domains under said fifth value 1n
said third set of values 11 said descendant flag indicates
sub-domains are to be included in said selection, and

only the values of said first domain otherwise;

ecnabling said user to specity a first security rule and a
second security rule, said first security rule being for
said first combination of said user entity and said first
set of values including said first value and said second
value,

said second security rule being for said second combina-
tion of said user enftity and said second set of values
including said first value and said third value; and

enforcing said first security rule and said second security
rule, wherein said first security rule 1s enforced when an
object having attributes matching said first set of val-
ues, including a first attribute of the object matching
said first value and a second attribute of the object
matching said second value, 1s accessed by said user
entity,

wherein said second security rule 1s enforced when
another object having attributes matching said second
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wherein said selection comprises indicating for each user
entity of said plurality of user entities, a corresponding
set of lines of interest, wherein said first line and second
line 1s mdicated for said user entity,

wherein said enforcing enforces said first security rule and
said second security rule when objects having attributes
matching any of the tuples corresponding to said
selected set of lines of interest are accessed by the
corresponding user entity.

4. The method of claim 3, further comprising:

displaying a data map representing said plurality of
tuples, wherein the values of each hierarchy of said
plurality of hierarchies 1s displayed along a correspond-
ing dimension of said data map; and

recerving from said user, a set of valid tuples contained 1n
said plurality of tuples, each valid tuple representing a
corresponding set of values that may be assigned to
attributes of the objects,
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wherein said displaying displays only said set of valid
tuples as said lines along said first dimension.
5. The method of claim 1, wherein said plurality of

hierarchies includes a third hierarchy having said plurality of

6. The method of claim 5, wherein said first security rule

18

enabling a user to specily a first combination and a second
combination, said first combination comprising a user
entity from said plurality of user entities, and a {irst set
of values from the displayed values of the correspond-

user entities as nodes, 5 ing domains, wherein said first set of values includes a

wherein said enabling enables said user to also select a set first value from said first plurality of values of said first
of user entities of said plurality of user entities, said set hierarchy and a second value from said second plurality
of user entities including said user entity, of values of said second hierarchy,

wherein said method further comprises: wherein said second combination comprises said user

enabling said user to select a fourth set of values from said 10 entity and a second set of values from the displayed
second hierarchy, values, said second set of values containing said first

in response to said selection of said third set of values, value and a third value from said second plurality of
said fourth set of values, and said set of user entities, values of said second hierarchy,
displaying a plurality of tuples along respective lines wherein said user selects a third set of values from said
with each tuple containing an ordered sequence of 15 first hierarchy, said third set of values comprising a fifth
clements, value of a first domain in said first hierarchy and a

wherein elements at a {irst position, a second position and descendant flag, wherein said first domain 1s at a higher
a third position 1n said ordered sequence, are respec- level 1n said first hierarchy, wherein said fifth value 1s
tively set to one of said set of user entities, one of said associated with sub-domains that are at lower levels
third set of values and one of said fourth set of values 20 relative to said higher level 1n said first hierarchy,
such that said plurality of tuples together represents a wherein said descendant flag indicates whether or not to
Cartesian product of said third set of values, said fourth include the sub-domains under said fifth value 1n said
set of values and said set of user entities, selection,

wherein said user specifies said first security rule by wherein said selection includes the values of said first
selecting lines corresponding to a first set of tuples of 25 domain and the sub-domains under said fifth value 1n
said plurality of tuples, wherein a first tuple of said first said third set of values if said descendant flag indicates
set of tuples has said user entity in said first position, sub-domains are to be included 1n said selection, and
said first value 1n said second position and said second only the values of said first domain otherwise;
value 1n said third position, enabling said user to specily a first security rule and a

wherein said user specifies said second security rule by 30 second security rule, said first security rule being for
selecting lines corresponding to a second set of tuples said first combination of said user entity and said first
of said plurality of tuples, wherein a second tuple of set of values including said first value and said second
said second set of tuples has said user entity 1n said first value,
position, said first value in said second position and said second security rule being for said second combina-
said third value 1n said third position. 35 tion of said user entity and said second set of values

including said first value and said third value; and

enforcing said {irst security rule and said second security
rule, wherein said first security rule 1s enforced when an
object having attributes matching said first set of val-
ues, including a first attribute of the object matching
said first value and a second attribute of the object
matching said second value, 1s accessed by said user
entity,

wherein said second security rule 1s enforced when
another object having attributes matching said second
set of values, including a third attribute of the another
object matching said first value and a fourth attribute of
the another object matching said third wvalue, 1s
accessed by said user entity,

permits access to corresponding objects having attributes
matching said first set of values, wherein access 1s denied to
objects 11 not permitted access by any corresponding secu-
rity rule. 40

7. The method of claim 1, wherein said method 1s 1mple-
mented 1n a financial application server, wherein said objects
are application objects defined 1n a financial application
executing 1n said financial application server.

8. A non-transitory machine readable medium storing one 45
or more sequences of instructions for enabling a system to
control access to objects, wherein execution of said one or
more 1nstructions by one or more processors contained in
said system enables said system to perform the actions of:

receiving data indicating a plurality of hierarchies of 50

hierarchically organized domains, with each domain
containing a corresponding fixed number of values,

said plurality of hierarchies including a first hierarchy and
a second hierarchy,

wherein said user specifies both of said first security rule
and said second security based on the values of the
corresponding domains displayed on said display unit
at said first time instance,

wherein access to a first object by said user entity 1s

said first hierarchy and said second hierarchy respectively 55 performed using a first SQL query, wherein said enforc-
specifying a first plurality of values and a second ing of said first security rule when said first object 1s
plurality of values which can be stored for attributes of accessed by said user entity comprises:
said objects, wherein said objects are stored in a appending a condition to a WHERE clause of said first
relational database server and access to said objects 1s SQL query, said condition designed to check whether
performed using SQL (structured query language) que- 60 the attributes of said first object matches said first set of

ries;

displaying on a display umt at a {irst time instance, the
values of the corresponding domains 1n each hierarchy
of said plurality of hierarchies along with a plurality of
user entities, wherein said first plurality of values and
said second plurality of values are displayed on said
display unit at said first time instance;

values.
9. The non-transitory machine readable medium of claim

8, wherein said displaying displays a plurality of tuples
along respective lines with each tuple containing an ordered

65 sequence ol elements,

wherein each element 1s set to one of the values of a
corresponding hierarchy of said plurality of hierarchies
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such that said plurality of tuples together represents a
Cartesian product of values of all of said plurality of
hierarchies,
wherein said selection comprises indicating a first line and
a second line respectively corresponding to a first tuple 5
of interest and a second tuple of interest, said first tuple
of interest and said second tuple of interest being
contained 1n said plurality of tuples, said first tuple of
interest representing said first set of values including
said first value and said second value, said second tuple 10
of 1nterest representing said second set of values
including said first value and said third value,
wherein said first security rule 1s specified for said first
combination of said user entity and said first tuple of
interest, 15

wherein said second security rule 1s specified for said
second combination of said user entity and said second
tuple of interest,
wherein said enforcing enforces said first security rule
when objects having attributes matching said first tuple 20
ol interest are accessed by said user entity,

wherein said enforcing enforces said second security rule
when objects having attributes matching said second
tuple of interest are accessed by said user entity.

10. The non-transitory machine readable medium of claim 25
9, wherein said lines are displayed along a first dimension
and said plurality of user entities including said user entity
are displayed along a second dimension,

wherein said selection comprises indicating for each user

entity of said plurality of user entities, a corresponding 30
set of lines of interest, wherein said first line and second
line 1s 1ndicated for said user entity,

wherein said enforcing enforces said first security rule and

said second security rule when objects having attributes
matching any of the tuples corresponding to said 35
selected set of lines of interest are accessed by the
corresponding user entity.

11. The non-transitory machine readable medium of claim
10, further comprising one or more instructions for:

displaying a data map representing said plurality of 40

tuples, wherein the values of each hierarchy of said
plurality of hierarchies 1s displayed along a correspond-
ing dimension of said data map; and

receiving from said user, a set of valid tuples contained 1n

said plurality of tuples, each valid tuple representing a 45
corresponding set of values that may be assigned to
attributes of the objects,

wherein said displaying displays only said set of valid

tuples as said lines along said first dimension.

12. The non-transitory machine readable medium of claim 50
8, wheremn said plurality of hierarchies includes a third
hierarchy and having said plurality of user entities as nodes,

wherein said enabling enables said user to also select a set

of user entities of said plurality of user entities, said set
of user entities including said user entity, 55
further comprising one or more nstructions for:

enabling said user to select a fourth set of values from said

second hierarchy,

in response to said selection of said third set of values,

sald fourth set of values, and said set of user entities, 60
displaying a plurality of tuples along respective lines
with each tuple containing an ordered sequence of
elements,

wherein elements at a first position, a second position and

a third position 1n said ordered sequence, are respec- 65
tively set to one of said set of user entities, one of said
third set of values and one of said fourth set of values
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such that said plurality of tuples together represents a
Cartesian product of said third set of values, said fourth
set of values and said set of user entities,

wherein said user specifies said first security rule by

selecting lines corresponding to a first set of tuples of
said plurality of tuples, wherein a first tuple of said first
set of tuples has said user entity in said first position,
said first value 1n said second position and said second
value 1n said third position,

wherein said user specifies said second security rule by

selecting lines corresponding to a second set of tuples
of said plurality of tuples, wherein a second tuple of
said second set of tuples has said user entity 1n said first
position, said first value 1n said second position and
said third value 1n said third position.

13. The non-transitory machine readable medium of claim
8, wherein said first security rule permits access to corre-
sponding objects having attributes matching said first set of
values, wherein access 1s denied to objects 1f not permitted
access by any corresponding security rule.

14. A computing system comprising:

a relational database server to store a plurality of objects;

an administrator system operable to:

receive data indicating a plurality of hierarchies of
hierarchically organized domains, with each domain
containing a corresponding fixed number of values,

said plurality of hierarchies including a first hierarchy
and a second hierarchy,

said first hierarchy and said second hierarchy respec-
tively specilying a first plurality of values and a
second plurality of values which can be stored for
attributes of said plurality of objects, wherein said
objects are stored 1n a relational database server and
access to said objects 1s performed using SQL (struc-
tured query language) queries;

display on a display unit at a first time instance, the
values of the corresponding domains 1n each hierar-
chy of said plurality of hierarchues along with a
plurality of user entities, wherein said first plurality
of values and said second plurality of values are
displayed on said display unit at said {first time
instance;

enable a user to specily a first combination and a
second combination, said first combination compris-
ing a user entity from said plurality of user entities,
and a first set of values from the displayed values of
the corresponding domains, wherein said first set of
values includes a first value from said first plurality
of values of said first hierarchy and a second value
from said second plurality of values of said second
hierarchy,

wherein said second combination comprises said user
entity and a second set of values from the displayed
values, said second set of values containing said first
value and a third value from said second plurality of
values of said second hierarchy,

wherein said user selects a third set of values from said
first hierarchy, said third set of values comprising a
fifth value of a first domain in said first hierarchy and
a descendant flag, wherein said first domain 1s at a
higher level in said first hierarchy, wherein said fifth
value 1s associated with sub-domains that are at
lower levels relative to said higher level 1n said first
hierarchy,

wherein said descendant tlag indicates whether or not
to include the sub-domains under said fifth value 1n
said selection,
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wherein said selection includes the values of said first wherein said second security rule 1s specified for said
domain and the sub-domains under said fifth value in second combination of said user entity and said second
said third set of values if said descendant flag indi- tuple of interest,
cates sub-domains are to be included in said selec- wherein said enforcing enforces said first security rule
tion, and only the values of said first domain other- 3 when objects having attributes matching said first tuple
wise:; and of interest are accessed by said user entity,

wherein said enforcing enforces said second security rule
when objects having attributes matching said second
tuple of interest are accessed by said user entity.

10 17. The computing system of claim 16, wherein said lines
are displayed along a first dimension and said plurality of
user entities including said user entity are displayed along a
second dimension,

wherein said selection comprises indicating for each user

cnable said user to specily a first security rule and a
second security rule, said first security rule being for
said first combination of said user entity and said first
set of values including said first value and said
second value,

said second security rule being for said second combi-
nation of said user entity and said second set of
values including said first value and said third value,

_ _ _ _ 1S entity of said plurality of user entities, a corresponding
wherein said user specifies both of said first security set of lines of interest, wherein said first line and second
rule and said second security based on the values of line is indicated for said user entity.
the corresponding domains displayed on said display wherein said enforcing enforces said first security rule and
unit at said first time 1nstance; and said second security rule when objects having attributes
a server system operable to: 20 matching any of the tuples corresponding to said
receive a user request from said user entity; selected set of lines of interest are accessed by the
determine that a first object having attributes matching corresponding user entity.
said first set of values, including a first attribute of 18. The computing system of claim 17, wherein said
said first object matching said first value and a  administrative system is further operable to:

second attribute of said first object matching said 25  display a data map representing said plurality ot tuples,

second value, 1s to be accessed for processing said
user request; and

enforce said first security rule as against said first object
in processing said user request, as a response to said
user having specified said first security rule for said
combination of said first set of values and said user
entity,

30

wherein the values of each hierarchy of said plurality of
hierarchies 1s displayed along a corresponding dimen-
sion of said data map; and

receive from said user, a set of valid tuples contained 1n
said plurality of tuples, each valid tuple representing a
corresponding set of values that may be assigned to
attributes of the objects,

wherein said administrative system displays only said set

of valid tuples as said lines along said first dimension.

35 19. The computing system of claim 14, wherein said

plurality of hierarchies includes a third hierarchy having said
plurality of user entities as nodes,

wherein access to a first object by said user entity 1s

performed using a first SQL query, wheremn to
enforce said first security rule when said first object
1s accessed by said user entity a condition 1s

appended to a WHERE clause of said first SQL wherein said enabling enables said user to also select a set
query, said condition designed to check whether the of user entities of said plurality of user entities, said set
attributes of said first Obj ect matches said first set of 40 ol user entities inc]uding said user entityj
values. wherein said administrative system 1s further operable to:
15. The computing system of claim 14, wherein said enabling said user to select a fourth set of values from said
server system 1s a financial application server, wherein said second hierarchy,
plurality of objects are application objects defined 1 a in response to said selection of said third set of values,
financial application executing in said financial application 45 said fourth set of values, and said set of user entities,
SErver. displaying a plurality of tuples along respective lines
16. The computing system of claim 14, wheremn said with each tuple containing an ordered sequence of
administrative system displays a plurality of tuples along clements,
respective lines with each tuple containing an ordered wherein elements at a first position, a second position and
sequence ol elements, 50 a third position 1n said ordered sequence, are respec-
wherein each element 1s set to one of the values of a tively set to one of said set of user entities, one of said
corresponding hierarchy of said plurality of hierarchies third set of values and one of said fourth set of values
such that said plurality of tuples together represents a such that said plurality of tuples together represents a
Cartesian product of values of all of said plurality of Cartesian product of said third set of values, said fourth
hierarchies, 55 set of values and said set of user entities,
wherein said selection comprises indicating a first line and wherein said user specifies said first security rule by
a second line respectively corresponding to a first tuple selecting lines corresponding to a first set of tuples of
of interest and a second tuple of interest, said first tuple said plurality of tuples, wherein a first tuple of said first
of interest and said second tuple of interest being set of tuples has said user entity in said first position,
contained 1n said plurality of tuples, said first tuple of 60 said first value 1n said second position and said second
interest representing said first set of values including value 1n said third position,
said first value and said second value, said second tuple wherein said user specifies said second security rule by
of 1nterest representing said second set of values selecting lines corresponding to a second set of tuples
including said first value and said third value, of said plurality of tuples, wherein a second tuple of
wherein said first security rule 1s specified for said first 65 said second set of tuples has said user entity 1n said first
combination of said user entity and said first tuple of position, said first value in said second position and

interest, said third value 1n said third position.
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20. The computing system of claim 19, wherein said first
security rule permits access to corresponding objects having
attributes matching said first set of values, wherein access 1s
denied to objects 1 not permitted access by any correspond-
ing security rule. 5
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