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machine 1nstruction includes a first imnput operand indicating
the current value of a shiit register, wherein the shift register
includes a data bit for each of a plurality of cells, a second
input operand indicating a first sub-set of cells from the
plurality of cells, and a logical operation specifier field
indicating a logical operation to perform on the first and
second mput operands. Additionally, executing the machine
instruction includes performing the logical operation based
on the first input operand, the second 1input operand, and the
logical operation specifier field, and generating an output
operand by shifting the current value of the shift register to
vacate a cell of the shift register and inserting an output
value of the logical operation into the vacated cell of the
shift register.
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PROGRAMMABLE LINEAR FEEDBACK
SHIFT REGISTER

BACKGROUND

The present disclosure relates to the operation of a linear
teedback shiit register and more specifically, to a vector
programmable linear feedback shiit register.

In today’s environment linear feedback shift registers
(LFSR) are used to produce pseudorandom data needed for
various applications. These applications include statistical
analysis, random data simulations and random sampling.
Other applications that utilize pseudorandom data include
clectronic games and cryptography. One technique for pro-
ducing pseudorandom data includes the use of hashing
algorithms. Linear feedback shiit registers can be configured
to reduce the probability of repeating random numbers by
using larger shift registers or by adjusting the taps of the shift
registers. Other benefits include a less complex hardware
design that requires less power.

Hardware implementations of LFSRs are easily config-
ured while software implementations require a large number
of instructions. As the number of instructions to implement
a software LFSR 1ncreases, processing efliciencies decrease.
As a result, software implementations are generally limited
to 64-bit shift registers and not a full 128-bit shift register
due to the number of instructions that are required to be
executed for the LFSR mmplementation and therefore the
performance 1s reduced. In addition, pure hardware LFSRs
are not as easy to re-configure as software versions of
LFSRs, because the taps of the hardware LFSRs are fixed.
What 1s needed 1s a technique to dynamically configure the
hardware taps of shift registers 1n an eflicient manner.

SUMMARY

In accordance with an embodiment of the invention, a
computer-implemented method for implementing a pro-
grammable linear feedback shift register instruction 1s pro-
vided. The method includes executing a machine instruction
in a central processing unit, where the method includes
obtaining, by a processor, the machine instruction for execu-
tion, the machine instruction being defined for computer
execution, the machine mstruction includes a first 1nput
operand indicating the current value of a shift register,
wherein the shift register includes a data bit for each of a
plurality of cells, a second iput operand indicating a first
sub-set of cells from the plurality of cells, and a logical
operation specifier field indicating a logical operation to
perform on the first and second mput operands. In addition
executing the machine instruction includes performing the
logical operation based on the first input operand, the second
input operand, and the logical operation specifier field, and
generating an output operand by shifting the current value of
the shift register to vacate a cell of the shift register and
inserting an output value of the logical operation into the
vacated cell of the shiit register.

In accordance with an embodiment of the invention, a
computer system for executing a machine instruction 1n a
central processing unit for implementing a programmable
linear feedback shift register instruction 1s provided. The
computer system includes a shift register, a logic module, a
memory, and a processor 1 communications with the
memory, wherein the computer system i1s configured to
perform a method. The method includes obtaining, by a
processor, the machine instruction for execution, the
machine instruction being defined for computer execution,
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the machine instruction includes a first mput operand indi-
cating the current value of the shift register, wherein the shaft
register includes a data bit for each of a plurality of cells, a
second 1nput operand indicating a first sub-set of cells from
the plurality of cells, and a logical operation specifier field
indicating a logical operation to perform on the first and
second input operands. In addition, executing the machine
instruction includes performing the logical operation based
on the first input operand, the second 1mnput operand, and the
logical operation specifier field, and generating an output
operand by shifting the current value of the shift register to
vacate a cell of the shift register and inserting an output
value of the logical operation into the vacated cell of the
shift register.

In accordance with an embodiment of the invention, a
computer program product for executing a machine nstruc-
tion 1 a central processing unit, the computer program
product including a non-transitory computer readable stor-
age medium readable by a processing circuit and storing
instructions for execution by the processing circuit for
performing a method for implementing a programmable
linear feedback shift register instruction 1s provided. The
method includes obtaining, by a processor, the machine
instruction for execution, the machine instruction being
defined for computer execution, the machine instruction
includes a first input operand indicating the current value of
a shift register, wherein the shift register includes a data bat
for each of a plurality of cells, a second input operand
indicating a {first sub-set of cells from the plurality of cells,
and a logical operation specifier field indicating a logical
operation to perform on the first and second 1input operands.
In addition, executing the machine instruction includes
performing the logical operation based on the first input
operand, the second 1nput operand, and the logical operation
specifier field, and generating an output operand by shifting
the current value of the shift register to vacate a cell of the
shift register and iserting an output value of the logical
operation 1nto the vacated cell of the shift register.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter which 1s regarded as the invention 1s
particularly pointed out and distinctly claimed 1n the claims
at the conclusion of the specification. The foregoing and
other features and advantages of the invention are apparent
from the following detailed description taken 1n conjunction
with the accompanying drawings 1n which:

FIG. 1 1s a block diagram illustrating one example of a
processing system for practice of the teachings herein;

FIG. 2 1s a block diagram 1illustrating a shift register in
accordance with an exemplary embodiment;

FIG. 3 1s a block diagram 1illustrating an LFSR system 1n
accordance with an exemplary embodiment;

FIGS. 4a and 4b are block diagrams illustrating shaift
registers 1n accordance with an exemplary embodiment;

FIG. 5 1s a flow diagram illustrating a computer 1mple-
mented method for a vector programmable LFSR;

FIG. 6 1llustrates a data structure for a vector program-
mable LFSR; and

FIG. 7 1s block diagram of illustrating a system for a
vector programmable LFSR 1n accordance with an exem-
plary embodiment.

DETAILED DESCRIPTION

In accordance with exemplary embodiments of the dis-
closure, a method, system, and computer program product
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for a programmable LFSR instruction are provided. LFSRs
may be implemented in either hardware, software or a
combination thereol. Exemplary embodiments include
dynamically configuring the LFSR by selecting different
sub-sets of cells (taps) of the shift register as the mnputs to a
logic module and performing a logic operation on the data
bits 1n the sub-set. In an exemplary embodiment, the sub-set
of cells may be selected by a programmable vector, a mask
of the shift register, or a list of indices identifying the
plurality of cells of the shift register. The sub-set may
include 2, 3, 4 . . . n number of cells of the shiit register. In
an exemplary embodiment a single machine instruction 1s
executed 1 a central processing unit where the machine
instruction includes a plurality of mput operands and a
logical operation specifier. In an exemplary embodiment a
first input operand indicates a value to imitialize the shiit
register, a second mput operand 1ndicates a sub-set of cells
of the shift register, and the logical operation specifier
indicates a logical operation to be performed based on the
first and second input operands. An eflicient technique to
implement a vector programmable linear feedback shift
register 1s provided herein.

Referring to FIG. 1, there 1s shown an embodiment of a
processing system 100 for implementing the teachings
herein. In this embodiment, the system 100 has one or more
central processing units (processors) 101a, 1015, 101c, etc.
(collectively or generically referred to as processor(s) 101).
In one embodiment, each processor 101 may include a
reduced instruction set computer (RISC) microprocessor.
Processors 101 are coupled to system memory 114 and
various other components via a system bus 113. Read only
memory (ROM) 102 is coupled to the system bus 113 and
may include a basic mput/output system (BIOS), which
controls certain basic functions of system 100.

FIG. 1 further depicts an mput/output (I/0) adapter 107
and a network adapter 106 coupled to the system bus 113.
I/O adapter 107 may be a small computer system 1nterface
(SCSI) adapter that communicates with a hard disk 103
and/or tape storage drive 105 or any other similar compo-
nent. I/O adapter 107, hard disk 103, and tape storage device
105 are collectively referred to herein as mass storage 104.
Operating system 120 for execution on the processing
system 100 may be stored in mass storage 104. A network
adapter 106 interconnects bus 113 with an outside network
116 enabling data processing system 100 to communicate
with other such systems. A screen (e.g., a display monitor)
115 15 connected to system bus 113 by display adaptor 112,
which may include a graphics adapter to improve the
performance of graphics intensive applications and a video
controller. In one embodiment, adapters 107, 106, and 112
may be connected to one or more I/O busses that are
connected to system bus 113 via an intermediate bus bridge
(not shown). Suitable I/O buses for connecting peripheral
devices such as hard disk controllers, network adapters, and
graphics adapters typically include common protocols, such
as the Peripheral Component Interconnect (PCI). Additional
input/output devices are shown as connected to system bus
113 via user interface adapter 108 and display adapter 112.
A keyboard 109, mouse 110, and speaker 111 all intercon-
nected to bus 113 via user interface adapter 108, which may
include, for example, a Super I/O chip integrating multiple
device adapters into a single integrated circuait.

In exemplary embodiments, the processing system 100
includes a graphics processing unit 130. Graphics process-
ing unit 130 1s a specialized electronic circuit designed to
manipulate and alter memory to accelerate the creation of
images 1n a frame bufler intended for output to a display. In
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general, graphics processing unit 130 1s very eflicient at
mampulating computer graphics and image processing, and
has a highly parallel structure that makes 1t more effective
than general-purpose CPUs for algorithms where processing,
of large blocks of data 1s done 1n parallel.

Thus, as configured in FIG. 1, the system 100 includes
processing capability 1n the form of processors 101, storage
capability including system memory 114 and mass storage
104, input means such as keyboard 109 and mouse 110, and
output capability including speaker 111 and display 115. In
one embodiment, a portion of system memory 114 and mass
storage 104 collectively store an operating system to coor-
dinate the functions of the various components shown 1in
FIG. 1.

Referring now to FIG. 2, a linear feedback shiit register
system 200 including a shift register 214 1s provided. As
illustrated, the shift register 214 includes a plurality of cells
(202, 204, 206, 208 . . . 210). In some embodiments shift
register 214 may be a4, 8, 16, 32, 64, or 128 bit register. Of
course, those of ordinary skill in the art will appreciate that
larger shift registers are capable of being used 1n accordance

with the mvention. The shiit register 214 stores a data bit in
cach of the plurality of cells 202-210 and the data bit of each

cell 206 and cell 208 15 provided to the logic module 212. In
an exemplary embodiment the shift register 1s mitialized
with a value of the first input operand of a machine 1nstruc-
tion. The cells (206 and 208) that provide the data bits to
logic module 212 are referred to herein as taps. The cells
selected as the taps are specified by the second input operand
of the machine instruction. The logic module 212 may be
configured to perform any type of logic operation and any
number or combination of logic operations including, but
not limited to, XOR, AND, NAND, OR, and NOR opera-
tions. In other embodiments, the logic module 212 is con-
figured to receive any number ol imputs from the shait
register 214 and to perform logic operation(s) on the
received 1nputs.

The operation of shift register 214 includes shifting the
bits 1n the plurality of cells and removing the last bit of the
shift register. The output value from the logic module 212 1s
inserted 1n the empty cell of the shift register 214. Bits are
fed into either the leftmost or nghtmost bit position of the
shift register depending on the configuration of the shift
register 214. In an exemplary embodiment the data bits in
the plurality of cells are shifted leftward towards the most
significant bit so that the cell of the least significant bit will
be vacated. In another exemplary embodiment the data bits
in the plurality of cells are shifted rightward towards the
least significant bit so that the cell of the most significant bat
will be vacated.

Now referring to FIG. 3, an LFSR system 300 1s 1llus-
trated 1n accordance with an exemplary embodiment. The
LFSR system 300 includes a shift register 302 that is
comprised of a plurality of cells, which each store a data bat.
As 1llustrated, the shift register 302 1s communicatively
coupled to a processor system 304, which includes a pro-
cessor 306 and a logic module 308. In an exemplary
embodiment processor 306 1s a central processing unit
(CPU) for reading machine instructions. As shown in FIG.
3, shift register 302 1s shown separate from processor system
304, however 1t 1s known to one of ordinary skill in the art
that shift register 302 can also be disposed within processor
system 304. In exemplary embodiments, the processor 306
controls the operation of the LFSR system 300 and 1is
configured to select which cells of the shift register 302
provide inputs to logic module 308 based on a machine
instruction. The processor 306 1s configurable to select
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various sub-sets of cells of the shift register 302. In some
embodiments the various sub-sets are selected based on an
input operand of a machine instruction. The logic module
308 performs at least one logic operation indicated by a
logical operation specifier on the data bits recerved from
shift register 302. In an exemplary embodiment the machine
instruction further includes an opcode field, and as an
example the opcode field can be configured to function as an
LFSR. Subsequently the bits of the plurality of cells 1n the
shift register 302 are shifted and a single cell 1s vacated. The
output of the logic operation of the logic module 308 1s then
ted back to the shift register 302 and inserted 1n the vacated
cell generating an updated value for the shift register.
Processor 306 can be configured to select a different sub-set
of the plurality of cells of the shift register 302, based on the
input operands of the machine instruction.

FIG. 4a illustrates a system 400q, including a configura-
tion of a processor system 304 of FIG. 3 where a selected
first sub-set of cells includes the third and fourth cells of
shift register 402a. Logic module 404a receives the two data
bits, 0 and 1 respectively, and performs the XOR of the two
data bits. The logic module 404a outputs the data bit 1 to be
inserted into shift register 402a when the plurality of cells 1s
shifted.

In an exemplary embodiment the processor 1s configured
to receive a machine 1nstruction including at least a first and
second mnput operand. The mput operands may be stored and
received from the same or different registers and/or memo-
ries. The first input operand represents a current value of the
shift register 402a and the second input operand 1ndicates a
sub-set of cells to select for a logical operation. The machine
instruction further includes a logical operation specifier field
to indicate a logical operation to be performed on the input
operands. In an example the logical operation specifier
indicates an XOR operation. As a result of the processor
executing the machine instruction an output operand 1is
generated which represents the current value of the shait
register after shifting the bits 1n the cells of the shift register
and 1nserting an output of the logic module 1nto the available
cell.

In an exemplary embodiment FIG. 45 illustrates a system
40006 which 1s a subsequent configuration of processor
system 304 of FIG. 3. System 4005 depicts a second sub-set
of cells 1s selected by the processor which includes the
second and fourth cells of shift register 4025. The logic
module 4045 receives the two data bits, 1 and 1 respectively,
and performs the XOR of the two data bits. The logic
module 4045 outputs the data bit 0 to be inserted into shift
register 4026 when the plurality of cells 1s shifted. In the
foregoing examples, the sub-set of cells comprises two cells.
This 1s an example and the number of cells of the sub-set
may be any number of cells of the shift register. Also the
logic operation 1s not limited to a single XOR operation but
may be any logic operation or combination of logic opera-
tions and 1s capable of performing the logic operation on any
number of recerved data bits of the sub-set of cells from the
shift register. The logic operation can be configured by the
logical operation specifier of the machine instruction.

Now referring to FIG. 5, a flow diagram of a method 500
for a vector programmable LFSR 1n accordance with an
exemplary embodiment 1s shown. As shown in block 502,
the method 500 includes receiving a current value of a shiit
register from a first input operand of the machine istruction,
wherein the current value includes a data bit for each of a
plurality of cells. As shown 1n block 504 the method 500
includes selecting, via a processor, a first sub-set of cells
from the plurality of cells as specified by a second 1nput
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operand and block 506 includes transmitting the data bit
stored 1n each of the first sub-set of cells to a logic module.
In an exemplary embodiment a single machine instruction
executed by the processor includes a first mput operand
representing the current value of the shift register and a
second mput operand for selecting a sub-set of cells of the

shift register. The method 500 shows at block 508 perform-
ing, by the logic module, a logic operation based on the data
bit of the first sub-set of cells and generating an output value
based on the logic operation. In another embodiment, the
machine instruction further includes a logical operation
specifier field identifying the logical operation to be per-

tformed on the first and second 1nput operands. As shown 1n
block 510, the method 500 includes shifting the current

value of the shift register to vacate a cell of the shift register.
Block 512 of the method 500 shows inserting the output
value from the logic module 1nto the vacated cell of the shift
register to create an updated value of the shiit register. In an
exemplary embodiment an output operand 1s generated by
shifting the current value of the shift register and inserting,
an output value of the logic operation of the logic module.
The output operand may be output to another system.

Referring now to FIG. 6, a diagram of data structure 600
for a vector programmable LFSR 1nstruction 1n accordance
with an exemplary embodiment 1s shown. The first field 1s an
opcode field OPC. In an exemplary embodiment the OPC
field 1s configured to operate an LFSR. The next field R1
represents an output operand which 1s the value output of the
shift register after an update. Another ficld R2 stores the
value of the first input operand and 1s the input value used
to 1mitialize the shift register. The field R3 holds the value of
the second input operand which specifies the bits of the shift
register to be used 1n the logical operation. The second input
operand determines the taps of the shift register and may be
a vector, mask, or list of indices for the shift register. The
field M4 indicates a logical operation specifier. In an exem-
plary embodiment the logical operation specifier 1s config-
ured to an XOR operation. The MSB field indicates the most
significant bit value of the shift register and the last OPC
field holds the value of a further opcode.

FIG. 7 depicts a system 700 for a vector programmable
LFSR. System 700 includes a shift register 702 which 1s
initialized with the value from the mput operand designated
by R2 from a vector programmable LFSR instruction. The
system 700 further includes a selection logic 704 which
receives the first and second input operands, where the first
input operand R2 represents the value of the shift register
and the second mnput operand R3 represents an index of bits
to select for the logical operation. Logical operation block
706 performs the logical operation indicated by the logical
operation specifier M4 of the machine instruction based on
input operands R2 and R3. After the logical operation of
block 706 1s performed, the output value of the logical
operation 1s inserted into shift register 702 upon shifting the
bits 1n the shift register. Subsequently the value of the shiit
register 1s output as output operand R1.

In conclusion, the present invention provides 1n an exem-
plary embodiment a computer processor chip having a single
LFSR 1nstruction that selects a number of bits from a shaft
register, performs a logical operation on the selected bits,
shifts the bits of the shift register by one bit and replaces the
bit that has been shifted out by the output of the logical
operation of the bits. The present invention may be a system,
a method, and/or a computer program product. The com-
puter program product may include a computer readable
storage medium (or media) having computer readable pro-
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gram 1nstructions thereon for causing a processor to carry
out aspects of the present invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but 1s not limited to, an
clectronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory

(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a

floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
1s not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface 1 each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage i a computer readable storage
medium within the respective computing/processing device.

Computer readable program 1nstructions for carrying out
operations of the present invention may be assembler
istructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, or
either source code or object code written 1n any combination
of one or more programming languages, including an object
oriented programming language such as Smalltalk, C++ or
the like, and conventional procedural programming lan-
guages, such as the “C” programming language or similar
programming languages. The computer readable program
instructions may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
an Internet Service Provider). In some embodiments, elec-
tronic circuitry including, for example, programmable logic
circuitry, field-programmable gate arrays (FPGA), or pro-
grammable logic arrays (PLA) may execute the computer
readable program instructions by utilizing state information
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of the computer readable program instructions to personalize
the electronic circuitry, 1n order to perform aspects of the
present 1nvention.

Aspects of the present invention are described herein with
reference to flowchart i1llustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks 1n the
flowchart 1llustrations and/or block diagrams, can be 1mple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a general purpose computer,
special purpose computer, or other programmable data pro-
cessing apparatus to produce a machine, such that the
instructions, which execute via the processor of the com-
puter or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function 1n a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified 1n the tlowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer 1mple-
mented process, such that the mnstructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified 1n the tlow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams 1n the Figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of 1nstructions, which comprises one or more
executable 1nstructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, i fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

What 1s claimed 1s:

1. A computer system for executing a machine mstruction
in a central processing unit, the computer system compris-
ng:

a shift register;

a logic module;

a memory; and

a processor in communications with the memory, wherein

the computer system 1s configured to perform a
method, said method comprising:
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obtaining, by a processor, the machine instruction for

execution, the machine instruction being defined for

computer execution, the machine nstruction compris-
ng:

a first input operand indicating the current value of the
shift register, wherein the shift register includes a
data bit for each of a plurality of cells;

a second 1nput operand 1indicating a first sub-set of cells
from the plurality of cells; and

a logical operation specifier field imndicating a logical
operation to perform on the first and second input
operands; and

executing the machine instruction, the executing compris-

ng:

performing the logical operation based on the first input
operand, the second mput operand, and the logical
operation specifier field; and

generating an output operand by shifting the current
value of the shift register to vacate a cell of the shift
register and inserting an output value of the logical
operation 1nto the vacated cell of the shift register.

2. The computer system of claim 1, wherein the logical
operation 1s an XOR operation.

3. The computer system of claim 1, wherein the shifting
vacates the cell of a least signmificant bait.

4. The computer system of claim 1, wherein the shifting
vacates the cell of a most significant bit.

5. The computer system of claim 1, wherein the second
input operand 1s based on a programmable vector, a mask,
or a list of mdices 1dentitying the plurality of cells of the
shift register.

6. The computer system of claim 35, wherein the input
operands and the logical operation specifier are configurable
by a user.

7. A computer program product for executing a machine
instruction in a central processing unit, the computer pro-
gram product comprising: a non-transitory computer read-

10

15

20

25

30

35

10

able storage medium readable by a processing circuit and
storing 1nstructions for execution by the processing circuit
for performing a method comprising:

obtaining, by a processor, the machine instruction for

execution, the machine instruction being defined for

computer execution, the machine nstruction compris-
ng:

a first mput operand indicating the current value of a
shift register, wherein the shift register includes a
data bit for each of a plurality of cells;

a second mput operand indicating a first sub-set of cells
from the plurality of cells; and

a logical operation specifier field indicating a logical
operation to perform on the first and second 1nput
operands; and

executing the machine mstruction, the executing compris-

ng:

performing the logical operation based on the first input
operand, the second input operand, and the logical
operation specifier field; and

generating an output operand by shifting the current
value of the shiit register to vacate a cell of the shift
register and inserting an output value of the logical
operation 1nto the vacated cell of the shift register.

8. The computer program product of claim 7, wherein the
logical operation 1s an XOR operation.

9. The computer program product of claim 7, wherein the
shifting vacates the cell of a least significant bit or a most
significant bit.

10. The computer program product of claim 7, wherein
the second mput operand 1s based on a programmable vector,
a mask, or a list of indices 1dentitying the plurality of cells
of the shift register.

11. The computer program product of claim 7, wherein the
input operands and logical operation specifier are configu-
rable by a user.
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